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ABSThAC‘

E OF CLOSED CIRCUIT TEIEVISICN AND

ECTION EQUIPXENT IN INDUSTRIAL

PLANT SEC RITY

A STUDY OF THE U S

IJTRUSICN LET

by Thomas Gerald Nicholson

Closed circuit television and intrusion detection

equipment have been used in industrial plant security for

several years. In spite of this fact, there limitedF
J

U
1

objective information available which can be used by secur-

ity directors in making decisions on use of such equipment.

The bulk of the available literature consists of government

publications, sales brochures, and short articles in a vari-

ety of periodicals.

Contrary to popular belief, electric intrusion de~

tection equipment has been in use for over 100 years and

new develOpments are being_introduced each year.

All intrusion detection systems in common use today

have three basic components: a sensing system, signal wire U
)

T

d
'

and monitoring equipmen .

The use of closed circuit television in industrial

security is relatively new. It is anticipated that as re—

liability of the equipment improves and costs are reduced

its use will increase significantly.

Closed circuit television systems consist of three

basic parts: the camera or "eye" of the system, the



I
)

interconnection system, and the monitor. f basic under-

standing of each part is necessary in order to employ the

equipment successfully.

Interviews were conducted with security directors

of industrial facilities to determine the effect of use

of such equipment on security guard effectiveness; guard

personnel requirements; level of security provided; and

security costs.

As a result of these interviews it was found that,

in the Opinion of the directors interviewed, use of the

equipment can: (1) Increase the effectiveness of a guard

force. (2) Permit reduction of the total strength of the

guard force without reducing the protection provided. (3)

Result in monetary savings after considering the total cost

resulting from use of the equipment. Use of the equipment

will not inevitably produce these results but, with proper

planning, selection of equipment, and employment, these

results can be achieved.
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CHAPTER 1

THE PROBLEM AND DEFINITIONS OF TERMS USED

Closed circuit television and intrusion detection

equipment have been used in industrial plant security for

several years. There is limited objective information avail—

able which can be used in making decisions on the use of

such equipment. It has been claimed that security costs

can be reduced through its use but this claim has not been

subjected to critical analysis and evaluation.1 One of

the purposes of this study is to provide such an analysis

and evaluation.

I. THE PROBLEM

Statement of the Problem. In this study descrip-

tive information on closed circuit television and intrusion

detection equipment and their applications in industrial

security will be presented. In addition, an attempt will

be made to determine if the use of such equipment can in-

crease the effectiveness of a guard force and permit reduc-

tion of this force, thus reducing security costs without

reducing the level of security provided.

Statement of Hypotheses. In order to determine

 

) 1"Saving Big with Robot Guards," Factory, cxv (May.
1957 , 74.



the effect of use of the equipment on security guard per-

sonnel requirements and resultant monetary savings, the

following hypotheses are established and will be tested

in the study: (1) Closed circuit television and intrusion

detection equipment can be used to increase the effective-

ness of a security guard force. (2) This increased effec-

tiveness will enable management to reduce the total strength

of the security guard force without reducing the protection

provided; or redistribute guard force manpower to provide

additional security or services. (3) If the firm elects

to reduce the total strength of the guard force, it can

result in monetary savings after considering all costs in-

volved in using the equipment.

Importance of the Study. Industrial plant secur—

ity has become a big business in this country. It has been

estimated that management spends $250,000,000 each year

to reduce losses but industrial thefts still exceed four

billion dollars per year.2

In addition, the international situation is such

that classified national defense information and material

in the hands of private industry must be protected from

sabotage, espionage, and other subversive activities.

Firms with a defense mobilization potential should

also establish some security measures to preclude an abrupt

 

2"Automate Plant Protection," Factory. CXIX (Decem-

ber, 1961), 60.



transition from peace to wartime security measures. Such

measures will also serve to prevent larceny and deter for-

eign agents in their attempts to gather information on

national preparedness.

American industry is highly competitive, not only

with other American firms, but with firms of other countries.

Large fiscal outlays are made each year for research and

development designed to keep firms in a competitive posi-

tion in national and international markets. In many cases

this research produces knowledge which cannot be patented

because it is in the form of "trade secrets" or "industrial

know-how." In other cases the fruits of research are pat-

entable but could be used by firms in other countries which

do not protect American patent rights. It is thus neces-

sary for such firms to establish security measures to pro—

tect these assets gained through a costly research invest—

ment.

After determining that security measures are neces-

sary to comply with government regulations or as a means

of corporate "self—preservation" the next question is:

How can this be done most effectively at minimum cost?

One possible answer might be through use of closed circuit

television and intrusion detection equipment in combination

with other security measures.

Before a decision is made to determine if the equip-

ment will be used management must determine if it is feas-

ible for use in their specific facility. In order to do



this management must know something of the types of equip-

ment available, and their principle of operation, capabil-

ities, and limitations. If it is determined that the equip-

ment will provide the necessary protection, then it is

necessary to compare relative costs of the equipment with

other security measures.

Since it has been estimated that one 24 hour guard

post costs $25,000 to $30,000 annually, the effect of the

use of such equipment on guard personnel requirements is

an important consideration in comparing costs.3

Now that the basic information requirements have

been established, the next step is to find a source which

will provide reliable information which can be used in

making a decision. At this point the real problem begins.

Manufacturers of closed circuit television and intrusion

detection equipment will furnish sales brochures, descrip-

tive material, and advice on use of their equipment. They

may also provide "proof" of savings through use of the

equipment. Since this is designed to induce sales, the

objectivity of the information is questionable.

Firms which have access to classified defense in-

formation can secure advice from their respective cognizant

security officers who have access to government publica—

tions.

If the firm has a defense mobilization potential,
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it may be listed on the Key Facilities List and may secure

the advice of a Department of Lefense representative who

also has access to government publications.

In the event the firm does not fall into one of

these categories, a limited number of government publica-

tions are available which can be purchased directly from

the Government Printing Office. In addition, the firm can

obtain literature from Underwriters' Laboratories, a non-

profit testing organization.

There is even less information available on secur-

ity applications of closed circuit television. Manufactur-

ers of television equipment will provide some information

but this is usually related to general, rather than secur-

ity, applications.

It should be noted that objective information which

can be used in making a decision on the use of closed cir-

cuit television and intrusion detection equipment in secur-

ity systems is very limited. The purpose of this study

is to provide additional information upon which to base

such a decision. The study will include information on

types of equipment available, their principle of operation,

and capabilities and limitations. Information concerning

the increased effectiveness of the guard force, personnel

requirements, and relative costs will also be presented.

Methodology. In order to gain information for the

descriptive portion of the study, manufacturers of intru-

sion detection and closed circuit television equipment were



solicited by mail and information on their equipment was

studied. Periodical indexes were screened and all refer-

ences to burglar alarms, intrusion detection equipment,

and security applications of closed circuit television were

screened and evaluated.

To test the hypotheses, interviews were requested

at all known industrial facilities in Wayne County, Mich-

igan, which use closed circuit television and/or intrusion

detection equipment in their security systems. This area

was selected because it contains the city of Detroit, which

is highly industrialized, and thus kept travel and expenses

at a minimum. The list was compiled by contacting members

of the American Society for Industrial Security and other

persons in the Wayne County area that are interested in

industrial security. A total of 10 such facilities were

identified and of this group 7 agreed to permit interviews.

At each facility the security director or his rep-

resentative was interviewed through use of an interview

schedule (appendix A) to answer questions concerning in—

creased effectiveness of the guard force, effect on person-

nel requirements, and relative costs. In addition, general

information on field applications of the equipment was ob-

tained through open-end interview and personal observation.

In order to prevent use of actual names of firms

visited, a code letter was assigned to each and is used

for identification in the study.

It was realized at the outset that persons interviewed
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could be biased in their View toward use f the equipment.

In some cases the person interviewed was responsible for

purchase and installation of the equipment and would thus

be reluctant to admit its shortcomings. In addition, some

security directors feel that their status in the company is

closely related to the number of men under their supervision.

This would cause them to be hesitant in admitting that the

equipment could make possible a reduction of guard force

personnel. These conditions were overcome to some extent

by assuring the person interviewed that disclosures were in

confidence and the names of persons and firms would not ap-

pear in the study.

In the case of firms which were inapected by a fed-

eral government representative an outside opinion on the

relative level of security provided by the equipment was

secured. In the case of firms which were not under some

type of security supervision by an agency of the Federal

Government an attempt was made by the investigator to make

this evaluation using the same criteria utilized by such

inspectors in conducting security checks.4

In interviews with Army, Navy, and Air Force secur-

ity inspectors it was found that these determinations are

made on a "common sense" basis and Cpplication of general

guidance provided in the Industrial Security Lanual,9 and

 

4The problems encountered in attempting to do this

are explained in Chapter V, Limitations of the Study.

5Department of Defense, Industrial Security Kanual

for Safeguarding Classified Information, op. cit., pp. 33-34.



another government publication listing physical security

standards for industrial facilities.6

II. DEFINITIONS OF TERMS USED

Coaxial cable-—A cable containing several wires which have

a common core or axis.

Fail-safe--System designed to sound an alarm upon failure

of any component of the system.

Intrusion detection equipment--Mechanical, electrical, or

electronic devices which cause an alarm when entry

is made into a protected area.

Lens iris--A diaphragm which mechanically limits the size

of the light opening and thus has the effect of

decreasing the lens diameter.

Line tolerance--The allowable fluctuation of current in an

electrical system beyond which an alarm signal is

activated.

Microampre--0ne millionth of an ampre.

Milliampre-—0ne thousandth of an ampre.

Picture definition—-The appearance of sharpness or of being

in focus.

Picture stability--Continuous Operation without appreciable

change in the television picture.

Resolution--The ability of a television system to distin-

guish fine detail in the subject matter.

 

6Office of Defense Mobilization, Standardg for

Physical Security of Industrial and Governmental Facilities,

020 Cite, pp. 18-190

 



CHAPTER II

REVIEW OF THE LITERATURE

There is little published literature available on

industrial security applications of closed circuit tele-

vision and intrusion detection equipment. Most of the

written material is in the form of sales brochures prepared

by firms that manufacture the equipment.

Literature on Closed Circuit Television. Most of
 

the material on closed circuit television is concerned with

general applications of the equipment. It is thus neces-

sary to study these applications and devise techniques to

use the equipment in a security system.

The Radio Corporation of America Service Company

has prepared, under Air Force contract, a study of military

applications of closed circuit television. This study in—

cludes some information on security applications.1

The Allen B. Duhont Laboratories has prepared an

industrial television handbook which contains a good pre-

sentation explaining the basic components, principle of

operation, capabilities, and limitations of industrial

 

lRCA Service Company, Closed Circuit Television

S stems (Camden, New Jersey: RCA Service Company, 1958),

pp. I83-186.
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television equipment.

Another book by Mayers and Chipp is also a good

source of basic information on closed circuit television

systems with a limited amount of information on security

applications.3

Two articles prepared by Lee F. Malone of Burroughs

Corporation give excellent descriptions of closed circuit

television used to provide security in closed areas.4’5

Literature on Intrusion Detection Equipment. The

literature in this field consists of handbooks published

‘by government agencies, short articles in periodicals, and

:sales brochures prepared by firms that manufacture intru-

zsion detection equipment.

The Army Ordnance Corps has published a technical

nuanual designed to provide guidance for security officers

a1: depots under the control of the Ordnance Corps. This

is; one of the best publications available on intrusion de-

‘tec3tion equipment. Although designed for use at military

fa1:ilities, it contains valuable information which can be

. 2Allen B. DuMont Laboratories, Incorporated, Indus—

tITL51l Television Handbook (Clifton, New Jersey: George R.

EPI>J_e Company, 19585.

. 3Morris A. Mayers and Rodney D. Chipp, Closed Cir-

cu3.t: TV System Planning (New York: John F. Rider, 1957).

. 4Lee F. Malone, "Control of Closed Areas by Closed

ClIVBIJit Television," Industrial Security, II (April, 1958),

5Lee F. Malone, "Modern Electronics Assisted by

Age Old Mirror," Industrial Security, VII (January, 1963),
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used at industrial plants.6

The Office of the Provost Marshal General, Depart—

ment of the Army, has prepared a short technical bulletin

designed to guide military police personnel in use of in-

trusion detection devices on military installations. This

publication also contains information which can be used

for industrial plant security planning.7

Underwriters' Laboratories publications on intru-

sion detection equipment include a booklet listing stand—

ards for installation, classification, and certification

of intrusion detection systems.8 This organization also

publishes an equipment list of all certified equipment.9

The Mosler Research Products Company has prepared

a booklet which contains one of the most comprehensive and

objective descriptions of intrusion detection equipment

that could be found. This booklet describes each type of

alarm system in general use today and gives the advantages

and disadvantages of each. It also contains some general

 

6Department of Army, Intrusion Detection Systems,

ORDM lO-2 (Washington: Government Printing Office, 1961).

7Department of Army, Intrusion Detection Devices,

TB PMG 26 (Washington: Government Printing Office, 1959).

8Underwriters' Laboratories, Standards for Safety;

Installation; Classification and Certification of Burglar

Alarm SystemsypU.L. 681 (Chicago: Underwriters' Labora-

tories, 1961).

 

9Underwriters' Laboratories, Automotive and Burg—

lary Protection Equipment Lists (Chicago: Underwriters'

Laboratories, 1962).
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. . 10
cost estimates for comparison purposes.

Many periodical articles were found on intrusion

detection equipment but they were generally repetitious

and contained information on use of the equipment for burg-

lar protection rather than use in industrial plant protec-

tion. Some of the information contained in these articles

can be translated into industrial security applications

but their value is limited.

Two of the Department of Defense agencies respond—

ing to requests for information indicated that much of the

information on intrusion detection devices has been desig-

nated as classified defense information. Such information

can only be released to firms and/or persons on a "need to

know" basis. It appears that firms operating under Federal

Government Industrial Security programs could obtain this

information by applying through their cognizant security

officer. Even if this information were available, it could

not be presented in this study.

 

lOMosler Research Products, Incorporated, "Elec-

tronic Anti—Intrusion Systems and Electronic Investigative

Equipment" (Danbury, Connecticut: Mosler Research Products,

undated).



CHAPTER III

INTRUSION DETECTION SY TEMS

In order to understand intrusion alarm systems, it

is necessary to know something of the development of the

alarm industry; components of a modern intrusion detection

system; principles of their operation; field applications

of such equipment; recent developments in intrusion alarm

equipment; and the role of Underwriters' Laboratories.

These areas will be the focus of the present chapter.

I. HISTORY AND DEVELOPMENT OF THE

INTRUSION ALARM INDUSTRY

One might have the impression that electric intru-

sion alarms are a product of the twentieth century. This

is not the case. The first electric burglar alarm was pat-

ented in 1853 soon after a suitable battery was developed

to supply the necessary electrical current.1 They were

first called burglar alarms because they were designed and

installed in homes and places of business to protect them

from burglary. The early alarms were of the local alarm

variety; that is, when an intruder caused an alarm, a gong

or other noise producing device was activated to alert

 

lBlake Clark, "Bad News for Burglars," Banking,

VL (June, 1953), 120.

13
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policemen or other persons in the immediate vicinity. This

type of protection is still found in some of the older banks

in this country as indicated by the presence of bell hous—

ings on exterior walls.

As early as 1858 telegraph companies were estab-

lished which provided a burglar alarm service.2 They were

called district telegraph companies because the cities in

which they were located were divided into districts with

an office in the center. The size of the district was con-

ditioned by the distance that a messenger could run in three

minutes. Instruments installed in homes or places of bus-

iness were connected by telegraph wires to the central of-

fice in the district. By turning one of three levers it

was possible to summon a policeman, fireman, or messenger

boy. If a burglar broke into the home or place of business

a lever could be pushed and a telegraph company guard would

soon appear. If a fire was discovered, the subscriber simply

pushed another lever and a fireman was immediately notified.

If the subscriber wanted to send a message, the third lever

was pushed and within three minutes a messenger boy would

arrive.

The instrument also had an attachment which could

be connected while the subscriber was absent from the prem-

ises.‘ If an intruder entered the area an alarm would be

 

2Edward H. Smith, "The Burglar and the Alarm,"

Scientific American, CXVIII (May, 1925), 294.
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sounded in the central station and a company guard would

be dispatched to investigate. The instrument of each sub-

scriber caused a distinctive alarm so personnel at the cen-

tral station were able to determine immediately the source

of the alarm and dispatch guards to the proper location.3

The electrical alarm also served as an effective

deterrent to burglary due to the general lack of knowledge

and consequential mystery surrounding electricity. In most

cases burglars would not take the risk of entering electric-

ally protected prOperty and would attack unprotected prop-

erty instead.4

Early in the twentieth century, district telegraph

companies lost most of their popularity due to increased

use of the telephone. During this period fifty-seven of

the smaller telegraph companies merged to form the American

District Telegraph Company, which has developed into the

world's largest protection company.5

Early burglar alarms consisted of simple electrical

switches on doors, windows, and other openings. The first

systems employed an open circuit connection which could

be defeated by simply cutting any of the wires in the cir—

cuit. A closed circuit connection was soon adopted which

 

3"The Domestic Telegraph," Scientific American,

XXVII (July 20, 1872), 39.

4"Safeguards for Jewelers," Detector (March-April,

1960), pages unnumbered.

5Ibid.



would sound an alarm if one of the wires was severed.

From 1857 to 1925 there were no significant changes

in intrusion alarm equipment. New types of equipment were

not developed and the only changes involved improvement of

existing types.

In 1925 an audio alarm was invented. The principal

component of this system was a sensitive microphone which

was installed in a bank vault or other secured area. When

intruders attempted to break into the area the noise of

the intrusion was picked up by the microphone and initiated

an alarm.6

In 1935 a photoelectric alarm device was developed.

This device consisted of a light source and a receiver con—

taining a photoelectric cell. A light beam was projected

between the light source and receiver and any interruption

of the beam caused an alarm.7

Around 1940 a capacitance alarm was invented which

surrounded a protected object with an electromagnetic field.

When anything solid touched or came close to the protected

object the electromagnetic field was disrupted and an alarm

8
was sounded.

In 1952 a sound wave alarm was introduced. The

 

6"Loudspeaker Burglar Alarm," Science Newsletter,

LXXXIII (March 20, 1956), sup. 9.

 

7"Safeguards for Jewelers," Detector (March—April,

1960), pages unnumbered.

8

 

Ibid.



l7

principal components of that alarm were a sound wave trans-

mitter which emitted a high frequency sound wave into an

enclosed, protected area, and a receiver which picked up

the sound waves after they had been deflected by the walls,

ceiling, floor, and objects in the room. Any movement in

the enclosure changed the sound wave pattern and initiated

9
an alarm.

These are the systems which are in common use today

for both mercantile and industrial plant protection. Each

of these will be discussed in detail in a later part of

this chapter.

As indicated, the early alarms were designed and

installed for the purpose of preventing burglary. It is

easy to understand the reason for the use of the term "burg-

lar alarm" as a generic description of all systems installed

to guard against loss of cash or other valuable property

by breaking and entering unoccupied areas. A need for such

devices was most acutely felt in the commercial and mercan-

tile field, particularly banks and other financial insti-

tutions. It became apparent that adequate security could

not be provided by full time guards due to the prohibitive

costs. It was also obvious that physical barriers alone

could not stOp a determined thief. These firms turned to

eleCtI‘ic alarm systems to provide dependable but relatively

\

t 9Stanley Kempter, "Ultrasonic S stem Detects In-

ruders," Electronics, XXV (April, 1952 , 104.
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ineXpermflye protection. For many years this was the only

purposue served by intrusion alarms.

During World War I sabotage by German agents caused

damage of $150,000,000 in the United States.10 In order

to prervent similar losses in World War II industrial and

goverrnnent facilities turned to alarm devices to improve

securixty. This greatly increased the demand for adequate

alarm. systems.11 Intrusion alarms were used to augment

availerble security guard personnel. This wartime situation

providjed the stimulus which resulted in the development of

improvwed alarm systems during this period. As a result

of thima new role, alarms took on the new title of "intru-

sion deetection alarms" or "security alarms." It was nec-

essary that alarms designed for this purpose be more re-

liable than alarms previously used to prevent burglary.

The trmained enemy agent could be expected to have more

technixsal knowledge and skill than the average burglar.

After World War II as the international situation

began 1:0 crystallize into the "cold war" atmosphere, it

became obvious that continuation of strict security meas—

ures wmruld be necessary. This situation, of course, had

a direc:t influence on the intrusion alarm industry and

 

““, 10"Robot Guardians of Billions," Popular Mechanics,

LMJ‘IX (February, 1943), 28.

t . llMosler Research Products, Incorporated, "Elec-

Eroelc JXnti-Intrusion Systems and Electronic Investigative

qulpuuerit" (Danbury, Connecticut: Mosler Research Products,

undated ) , p. 1.
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alalmlzresearch continued. Federal Government Industrial

Securitg’programs, which required firms with classified

goverrunent contracts to meet certain minimum security stand—

ards, ,greatly increased the sale and use of intrusion alarms.

In 19557 it was estimated that 60% of all electronic alarm

systerns were installed at plants working on classified proj-

ects.]"2

In addition to the necessity to secure industrial

faciligties, it was necessary to provide protection for mil—

itary storage and Operational installations which were re-

quired. for defense and retaliation in case of enemy attack.

Another reason for the expansion of the industry

was in12reased competition between firms of the free world

after VVorld War II. This caused firms to establish secur-

ity mezasures to keep "trade secrets" and "industrial know-

how" exit of the hands of their competitors.

The rising crime rate was another reason for the

exPension of the alarm industry. Each year the number of

burglaaries and resulting monetary loss from such attacks

seemed. to rise. During the period 1951 to 1961 the total

number' of burglaries--breaking and entering—-rose from

407.13013 to 852,500 annually.14 This includes both homes

 

( , l2"Intruder Alarm Market Up," Electronics, XXX

April 10. 1957). 30.

R 13Federal Bureau of Investigation, Uniform Crime
e ortss-—-l 51 (Washington: Government Printing Office,

1952 , p. 70.

14Federal Bureau of Investigation, Uniform Crime

Re ortss—_-1 61 (Washington: Government Printing Office,

’ p. e
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and commercial facilities. Today the central station alarm

industrw'is composed of more than 100 different companies

which. service approximately 150,000 subscribers in over

2,000 <iifferent cities. The number of subscribers increased

approscimately 50% during the period from 194915 to 1961.16

In l9€fl3 the American District Telegraph Company alone had

over 1130 central stations in all parts of the United States

and wais serving 70,000 subscribers.17 This included indus—

trial, mercantile, and private dwelling installations but

did nc>t include proprietary systems not serviced by central

staticxns. In 1961 the central station alarm industry pro-

tected. about 70 billion dollars worth of pr0perty and bil-

lions (Df dollars in cash and securities. These firms usu-

ally iristall and maintain the alarm equipment and provide

guards that respond to alarm signals received at the central

statiori. The total capital investment of the industry in

1961 WElS 157.4 million dollars and earned revenue was esti-

mated eat 74.5 million dollars during the same year.18 These

figurezs give some indication of the present size of the

alarm industry .

 

. . 15Department of Commerce, Business Outlook for 1960

(Washington: Government Printing Office, 1959), p. 29.

,, _ 16Department of Commerce, Business Outlook for 1962

(”ashlllégton: Government Printing Office, 1961), p. 35.

1 6 17"Safeguards for Jewelers," Detector (March-April,

9 O) , pages unnumbered.

18
1 Department of Commerce, Business Outlook for 1962,

\O
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Some alarm manufacturers devote their entire efforts

to resuearch, development, and production of alarm systems

for thus protection of critical military and industrial fa-

cilitixes which are vital to national defense. Most manu-

facturwers, however, produce equipment which is used for

the prwevention of theft as well as protection of classified

infornuation.

II. ALARM SYSTEM COMPONENTS

There are two alarm connection systems which are

most farequently used in industrial plant protection. The

first :is the central station system, in which the alarm

is conzuected to an alarm panel in a central station; when

an alaznn is received the company, which is usually privately

owned, dispatches one of its guards and/or police officers

to inveestigate. The second is the proprietary system which

is veryr similar to the central station system except that

the alsirm panel is located in a guard room maintained by

the ownier‘of the protected property and the firm's own

guards :respond to alarms. Firms large enough to justify

a full “time guard force normally use the proprietary sys-

tem. ESince many industrial plants are in this category,

the 1817ter system is often used.

In either case the components of the system are

baSiCEHlILy the same. Both the proprietary and central sta-

tlon Sbfsstems in common use today consist of three basic



F
)

[
\
5

components: (1) A sensing system located in the protected

area which detects intrusion and initiates an alarm; (2)

monitoring equipment located in a guard room or central

station which gives a signal when an alarm is received;

and (5) connecting signal wires which electrically connect

the other two components. These components and their prin—

ciples of operation and field applications will be discussed

in detail in this section of the study.

Sensing7System

The sensing system is the portion of an intrusion

alarm system which detects intrusion into a protected area

and initiates an alarm signal. The system is composed of

one or more detectors (detection devices) which are acti-

vated by breaking an electrical circuit, sound, interrup—

tion of a light beam, disruption of an electromagnetic field,

or movement. The detectors that make up the system are

normally connected by wires with a control unit in the pro-

tected area which serves to integrate the various detectors

into a sensing system. The control unit contains the nec-

essary equipment to receive impulses from the devices and

transmit an alarm signal over the signal wires to the mon—

itoring equipment. There are five types of detection de—

vices in general use today: electromechanical, audio,

photoelectric, capacitance, and sound wave. A sensing

system may be composed of one, or a combination of differ-

ent type detection devices.



Electromechanical Detectors. ’This is the oldest

and simplest type of detection device in common use. Due

to its simplicity, it is also probably the easiest type

19
to breach. In many security systems they are used only

to supplement other primary detection devices.’

They are normally connected into a continuous wired

circuit that carries an electrical current. When an intru-

sion is attempted this circuit is broken and an alarm sig-

nal is initiated. Although generally used to protect Open-

ings such as doors and windows, they may also be used to

protect walls, floors, and ceilings.

There are many types of electromechanical devices,

but the principle Of operation is basically the same. As

the name implies, they are activated by some mechanical

action which interrupts an established electrical circuit

and causes an alarm.

The most common type electromechanical detection

device is a mechanical switch which is used on doors and

windows. These devices are attached in such a manner that

Opening the door or window opens the switch and breaks the

20
circuit, causing an alarm.

Metallic foil is used for the protection Of windows

 

19Department of Army, Intrusion Detection Systems,

ORDM lO-2 (Washington: Government Printing Office, 1961),

p. 13.

Ibid., p. 14.
 



and glass door panels. Strips of foil which carry current

are attached directly to the glass with a special adhesive.

It is attached in such a manner that the tape is broken if

the glass is smashed. A foil system is somewhat prone to

false alarms21 and may be easily bypassed by connecting

a jumper wire across terminal points of the foil. The Army

Ordnance Corps does not consider this device suitable for

use in military security installations under their control.22

Wire trap detection devices are used to protect

skylights and other similar openings. This device consists

Of two layers of thin wires running across the Opening.

Each layer is run at right angles to the other and the

layers are less than six inches apart. The wire trap may

be removable to permit cleaning of windows or they may be

permanently attached to the building. In order to prevent

bridging a double circuit system is used.23 Breaking or

grounding one of the wires causes an alarm.

Screen type detection devices are prepared by ce-

menting small wires in wooden dowels and installing the

dowels in Openings. The enclosed wires are connected to

 

21Minneapolis-Honeywell Company, Security and Equip-

ment Surveillance Systems (Minnea olis, Minnesota: Minne—

apolis—Honeywell Company, undated , p. 11.

22Department of Army, Intrusion Detection Systems,

ORDM 10-2, OE. Cite, p. 150

23Underwriters' Laboratories, Standards for Safety;

Installation, Classification and Certification of Burglar

Alarm Systems, UL 681 (Chicago: Underwriters' Laboratories,

1959). p- 14-

 



form a continuous circuit which is interrupted if one of

the dowels is broken.24

One manufacturer produces an electromechanical de-

vice which is activated by pressure on a taut wire. A

spring tempered wire is pulled taut to approximately twelve

pounds pressure along the top of a fence. A force of three

to twelve pounds (adjustable) applied to the wire trips a

microswitch and causes an alarm. One detector panel con-

taining necessary contacts can handle 400 feet of wire.25

The device is based on the assumption that a person climb-

ing a protected fence would place his hand on top of the

fence in order to climb over and thus put pressure on the

wire and cause an alarm. It appears that if an intruder

knew the fence was protected it would be easy to climb the

fence without touching the wire and causing an alarm.

Another type of detection device that may be placed

in the electromechanical category is the vibration detector.

This device is normally used to supplement other detection

devices. It protects against attack through walls, ceil-

ings, and extensive glass surfaces. The device contains

a small pendulum—like weight which in its normal position

maintains a closed circuit. An attack on the surface upon

 

24Department of Army, Intrusion Detection Systems,

ORDM 10-2, 02. Cite, p. 150

 

25Minneapolis—Honeywell Company, Taut Wire Detector

(Minneapolis, Minnesota: Minneapolis-Honeywell Company,

undated), pp. 1-2.

 



26

which it is mounted causes vibrations which moves the pendu—

lum, opening the circuit, and causing an alarm.26

One electromechanical device uses a feeble vacuum

that is produced by a small exhaust fan installed in the

wall of the protected vault or structure. A very sensitive

diaphragm in the protected structure detects any change in

air pressure and causes an alarm. The pressure change could

be produced by Opening a door, or breaching the floor, ceil-

27 Even a small hand hole would

28

ing, or one of the walls.

be sufficient to cause an alarm.

One common criticism of electromechanical detection

devices is that they offer no protection against the "stay

behind" intruder. This type of intruder hides in an area

during normal business hours and after closing time takes

what he wants and smashes his way out. In a protected area

this exit causes an alarm but the intruder is generally

able to escape before the police or guards arrive. In

order to provide some protection against this type of oper-

ator a "floor trap" detection device was developed. This

device is put into service by stretching thin wires around

the protected premises, keeping them close to the floor.

 

26American District Telegraph Company, Protecting

Life, Propertyyyand Profits (New York: American District

Telegraph Company, 1959), p. 50.

 

27"At Home: No Unauthorized Entry," Engineering,

CXCIII (January, 1962), 120.

28Philip Gustafson, "These Safecrackers Can Get

Away with It," Popular Science, CLIII (March, 1948), 117.
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Plugs at each end of the wire are fitted into sockets on

the walls, completing an electrical circuit. As the in-

truder moves around, usually in the dark, he causes an alarm

if one of the wires is cut or pulled out of the sockets.29

Heat detectors and bolt protectors are special pur-

pose electromechanical devices which are used to supplement

primary protection on safes and vaults. The heat detector

which contains a pneumatic switch causes an alarm if heat

is applied to the safe or vault door. The bolt protector

is installed on bolts in safe and vault doors and causes

an alarm if one of the protected bolts is turned or other-

wise tampered with.30

There are several other "custom" adaptations of

electromechanical devices. Walls and ceilings are some-

times protected by wiring run through wooden dowels in-

stalled in them. Walls and ceilings may also be protected

with plywood or wallboard which contains inner electrical

conductors. Floors and walls can also be protected by in-

31
stalling electrical cable in concrete.

Electromechanical devices must generally be used

 

29Robert Gorman, "War Between Burglars and Invent—

ors," Popular Science, CLKXVI (April, 1960), 94.

30American District Telegraph Company, Electric

Protection Services, Book II (New York: American District

Telegraph Company, 1960), p. G6-9.

31John R. Davis, Industrial Plant Protection (Spring-

field, Illinois: Charles C. Thomas, Publisher, 1957), p.

123.
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to supplement other detection devices. When used alone

they provide a relatively low level of security. When the

devices are used only to secure Openings it is possible

to break through walls, ceilings, and floors without caus-

ing an alarm. The devices are relatively inexpensive and

.’

installation accounts for most of the cost involved. For

this reason such a system is not flexible since the equip-

ment has little salvage value and cannot be easily moved

when security requirements change. The devices can, how-

ever, provide inexpensive supplemental protection for rooms

32
with a few small openings.

Audio Detectors. “Audio detection devices are used
 

to protect most of the nation's bank vaults. When prOperly

installed and supplemented by other basic detectors such

as heat detectors and bolt protectors, they provide the

highest grade Of alarm protection recognized by Underwriters'

33
Laboratories. An indication of their effectiveness is

the fact that of 15,000 such approved installations in bank

vaults there was not a single loss during a ten year period.34

The principal components Of audio detectors are a

sensitive microphone and an amplifier which are both

 

32Mosler Research Products, Incorporated, Op. cit.,

p. 2.

33Powers Regulator Company, Introduction to Secur-

it S stems (Skokie, Illinois: Powers Regulator Company,

19%I), p. 7.

34"Robot Guardians of Billions," Popular Mechanics,

LXXIX (February, 1943). 177.
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installed in the protected area. The microphone is sensi-

tive to all sounds within the audible range but is gener-

ally designed to give peak response to those frequencies

which might result from an attack on the protected enclo—

sure.35 For this reason this detection device is best suited

for vaults or other areas which are relatively soundproof

and require a reasonable amount of force to breach. The

noise incident to forcible entry into the structure is picked

up by the microphone,causing a change in an electrical cir-

cuit, thus initiating an alarm.36

It is necessary to adjust the sensitivity of the

device so ambient or normal noises will not cause an alarm.

After this adjustment is made, noises above this level will

be amplified with enough power to activate the alarm relay

t.37
in the control uni In order to determine if the detect-

ors are sensitive enough, representatives of Underwriters'

Laboratories, in conducting their inspections of installed

alarm systems, use a recording which was made of an actual

forcible intrusion into a vault. The recording was made

at the laboratories and is played in the protected area

to determine if it will cause an alarm.38

 

35American District Telegraph Company, Electric

Pgotection Servicesy Book II (New York: American District

Telegraph, 1960), p. E2-7.

36

37

38Philip Gustafson, "These Safecrackers Can Get

Away with It," Popular Science, CLII (March, 1948), 114.

 

Ibid.

Powers Regulator Company, Op. cit., p. 6.
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Some audio devices require sound test and power

units as accessory equipment. The sound test unit is simply

a horn which is activated from the guard headquarters or

central station to test the detectors. The power for the

detectors is supplied from a central location but the power

unit is required to operate the sound test unit.39

One type sensing system which employs audio detect-

ors also includes a preamplifier which is installed so the

guard at a central location can throw a switch and convert

the system to a listening device. This enables him to lis—

ten for sounds in the protected area which might indicate

the presence of intruders. He is able to dispatch guards

to investigate and continue to monitor while they are en-

route in order to obtain additional information on the in-

truder's activities. This information can then be relayed

to the investigating patrol by radio or other means of com-

mUnication. He may be able to establish definitely the

fact that an intrusion has been made or the number Of men

involved which would enable the guards better to OOpe with

the situation.40

As indicated earlier, the greatest potential prob-

lem in using audio detectors is false or nuisance alarms

 

# 39American District Telegraph Company, QE;_213°’

p. 2-90

4OMinneapolis-Honeywell Company, Security and Equip-

ment Surveillance Systems (Minneapolis, Minnesota: Minne-

apolis-Honeywell Company, undated), p. 14.
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caused by thunder, truck backfires, or other common noises.

One alarm manufacturer uses an electronic discriminator

panel which it claims will eliminate such nuisance alarms.

Another possible solution is the use of "contact" micro-

phones. These are installed on the inside walls of a vault

or other protected area and will detect sound vibrations

through a thick wall but will not respond to airborne noises.

This type detector may also be used to protect soft, easily

penetrated walls.42

Prior to installation Of audio detectors a careful

study of the area is mandatory. Noises which are not notice-

able tO a casual Observer may result in an excessive number

Of nuisance alarms or necessitate reduction Of sensitivity,

thus reducing the protection provided. Noises caused by

telephones, furnaces, water coolers, radiators, or other

normal equipment may make use Of the equipment impractical.

This problem was encountered in the Library of Congress

where the noise made by rats was sufficient to cause nuis—

ance alarms.43 Outside noises caused by trains, whistles,

or automobile traffic may also produce false alarms. Struc-

tures best suited for audio detection devices are those of

masonry or similar construction, or other non-sound absorbent

 

Ibid.
 

42Powers Regulator Company, Op. cit., p. 7.

43Robert Gorman, "War Between Burglars and Invent-

Ors," Popular Science, CLXXVI (April, 1960), 223.

41
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material.42

Careful study is also necessary to determine the

number and sensitivity of detectors. This is made more

complex if the area contains a large amount of sound absort-

ent material or if the amount of material stored in a pro-

tected area varies significantly.45

The audio detector is easily installed, relatively

inexpensive, has a high salvage value, and may be easily

removed and reinstalled if the security requirement changes.

’Two Of the disadvantages to use of the equipment are that

its sensitivity to all audible sounds restricts its range

Of application; and some models which use vacuum tubes re—

quire frequent sensitivity checks. The latter has been

overcome in some models through use Of transistorized cir-

cuitry.46

Photoelectric Detectors. The photoelectric detec-

tion device is similar to the familiar photoelectric system

used to Open doors automatically at supermarkets.47 The

principal components of such devices are: a projector, a

 

%

44Department of Army, Intrusion Detection Systems,

0RDMLlO-2 (Washington: Government Printing Office, 1961),

p. 7.

45

p. E2-7.

46

47"Automate Plant Protection," Factory, CXIX (Decem-

ber, 1961), 62.

American District Telegraph Company, Op. cit.,

Powers Regulator Company, op. cit., p. 7.
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light sensitive receiver, and a control unit.

The projector generally consists of one or more

incandescent electric lamps, a lens and filter system; and,

in some models, a motor driven perforated disc. The elec—

tric lamps provide the necessary light which is projected

through, and controlled by, the lens. In some models two

lamps are used to double the light intensity, and to pro-

48
vide continuous protection if one lamp fails. A filter

is used in all security devices to eliminate light in the

visible spectrum so the projected beam cannot be seen, and

thus avoided, by an intruder.

In order to prevent the introduction of a substi-

tute light source, the light beam is generally modulated.

In some cases this is accomplished by introducing a motor

driven perforated disc between the light source and the

receiver. As the disc rotates it interrupts the light beam

at a given frequency. The receiver is synchronized to this

same frequency and is thus unaffected by other light malic-

iously or accidentally introduced. When this motor driven

disc is used it is a part of the projector unit.

A more recent device modulates the light electron-

ically through use of a transistorized unit which is less

expensive and has a higher life expectancy than the motor

 

48Maxwell Lindsay, "Electronic Protective Systems,"

Electrical Engineering, LXIII (October, 1944), 369,
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driven modulator.49 The modulated frequency produced by

the electronic unit is made slightly different from normal

alternating current frequency so an intruder cannot defeat

the detector with a sixty cycles per second strobescope.SO

The light receiver contains a photoelectric cell

which converts light energy tO electrical energy. As long

as light is received at the cell in the proper frequency,

a continuous circuit is maintained. If the light beam is

interrupted, the circuit is broken and an alarm is initi-

ated. Thus an intruder passing between the projector and

receiver causes an alarm.51

The control unit required for Operation Of this

type detector contains equipment to supervise the circuit,

receive signals from the photoelectric detectors, and trans-

mit an alarm signal to the master sensing system control

unit. If other detector types are not used, the photoelec-

tric control unit can transmit signals directly to the guard

52
room or central station.

There is one other photoelectric detector which

 

49Department of Army, Intrusion Detection Systems,

ORDM lO-2 (Washington: Government Printing Office, 1961),

11.

50Sam Bagno and J. Fasal, "Intruder Alarm Uses

Phase-Sensitive Detector," Electronics, XXXI (February 14,

1958), 102.

51

52American District Telegraph Company, Electrical

Protective Services, Book II (New York: American District

Telegraph Company, 1960), p. EB-lO.

Department Of Army, loc. cit.
 

 



uses a different principle Of Operation. This device is

Operated by change of light intensity reflected from an

independent light source. The light source is not electric-

aht
La

ally connected with the receiver which Operates like a li

meter. As long as the light from the light source remains

constant a closed circuit is maintained. If an intruder

enters the area, this changes the amount Of reflected light

received at the "light meter" and causes an alarm. This

device is less restrictive in its application than the con-

ventional photoelectric detector since it provides area

protection. If an intruder approaches the device in an

attempt to tamper with it, an alarm signal is initiated.

It is generally more expensive than other detectors which

provide the same type protection.53

Since the light beam projected by a photoelectric

detector is generally narrow and travels in a straight line,

it may be easily by-passed if an intruder knows of its pres-

ence. For this reason the components Of the device should

be concealed whenever possible. One manufacturer produces

a miniature device which is installed in the wall and re-

h.54
sembles a standard light switc

Another method of increasing the effectiveness Of

 

53Department of Army, Intrusion Detection Systems,

ORDM 10-2, 020 Cito, p. 130

54Worner Electronic Devices, Fotoelectric Systems

(Rankin, Illinois: Worner Electronic Devices, 1962), p.

22.
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photoelectric detectors is through the use of mirrors.

iirrcrs, however, reduce the linear capability of the de-

tector by about fifty per cent each time a mirror is used.

Better detectors have an eight hundred foot inside range

limitation and this is out in half each time a mirror is

introduced.55 With mirrors it is possible to provide a

protective perimeter around an area or interlace a room

with beams to provide some protection from a "stay behind"

intruder. Photoelectric devices with mirrors are Often

combined with electromechanical devices for better coverage

of a secured area against penetration Of unprotected walls

and ceilings. They may also be used to protect long rows

Of windows in lieu Of metallic foil or other electromechan—

ical devices. This is accomplished by deflecting light

beams back and forth across the area with mirrors. lenses

and mirrors, if used, must be kept clean at all times in

order for the equipment to Operate properly. Precautions

must also be taken tO insure that mirrors are in proper

alignment.56

Photoelectric devices are sometimes used outdoors

tO protect perimeter gaps, gates, roadways, aircraft run-

ways, harbors, or other areas where physical barriers cannot

 

55American District Telegraph Company, Op. cit.,

,

O .

5 Powers kegulator Company, Op. c1t., p. 6.



»Ors is restricted, however, dueC
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0be used.57 Its use out

to the limitations-imposed by weather conditiozs, vulner-

ability tO defeat, and susceptibility to alarms initiated

by natural causes. Any interruption of the light beam by

snow, rain, fog, or miscellaneous debris, will cause a nuis—

58
ance alarm. For outdoor use the terrain must be relatively

level. Rough terrain makes its use impractical due to the

- - i 59
number Of dev1ces required to conform to ground contours.

The equipment must also be mounted on a solid foundation or

shifting will disturb alignment.

Photoelectric devices generally have a high salva e

(
"
a

value and can be easily relocated if security requirements

change. In some cases the equipment supplements ordinary

fire protection equipment. When smoke becomes dense enou h

to interrupt the light beam, an alarm is initiated.

’One disadvantage Of the device is that it operates

on one hundred and ten volt current and normally requires

a standby power source for emergency Operation. Another

disadvantage is the fact that models which use vacuum tubes

require frequent checks. More modern equipment uses tran-

sistorized circuitry.6O

 

57
Mosler Research Products, Incorporated, Op. cit.,

p. 0.

58Department of Army, Intrusion Detection Systems,

ORDM 10-2, 020 Cite, p. 130

 

59American District Telegraph Company, Op. cit.,

p. E’s-90

6OMosler Research Products, Op. cit., p. 6.



Capacitance Detectors. Capacitance devices detect
 

intrusion by establishing an electromagnetic field around

$
1
.
:

the Object to be protected. The approach of an intruler

or introduction Of other foreign Objects into this field

61
initiates an alarm. This phenomenon can be demonstrated

by touching or placing a hand near the "rabbit ears" Of a

conventional home television set. The antenna establishes .

an electromagnetic field similar to the capacitance detector

and a human hand disrupts the field, causing a change in

the television picture.62

”The capacitance device is generally used for point

protection Of file cabinets, safes, and other similar metal-

lic Objects which can be insulated from the ground. It

may, however, be used for protection Of ceilings, walls,

doors, and windows. The principal components Of this de-

tector are a control unit and one or more protected Objects

or antennae.

The control unit contains circuitry which is cap—

able Of generating the electrical field which is established

around the protected Object or antennae; detecting a rapid

change in capacitance between the antennae and the ground;

and initiating an alarm. If other detector types are

 

61Department Of Army, Intrusion Detection Systems,

ORDM lO-2 (Washington: Government Printing Office, 19617,

p. 16.

2Minneapolis-Honeywell Company, Secret Sentry,

W614 (Minneapolis, Minnesota: Minneapolis-Honeywell Com-

pany, undated), p. l.

 



39

employed in the same area, this control unit may be con-

nected to a master sensing system control unit. If other

devices are not used in the same area, the detector control

unit can transmit an alarm signal directly to guard head-

quarters or a central station. Since changes in tempera-

ture and humidity, as well as intrusion, change capacitance,

the control unit is designed to compensate for such grad-

ual changes without causing an alarm.

The control unit is electrically connected to one

or more antennae which in many cases is the protected Ob—

ject itself. Since the detector is Operated by a change

in capacitance between the antenna and ground, it is nec-

essary to insulate the protected Object or antenna from

ground to prevent leakage of electrical energy.63 In the

case Of safes, filing cabinets, and similar Objects, this

is accomplished by placing them on non—conductive insulator

blocks.

When the protected Object or antenna is charged

it acts as one plate of a condenser with the surrounding

walls, floor, and other Objects serving as the Opposite

plate; the air in between them serves as an insulator.

The presence Of an intruder or other Object causes a capac-

itance change sufficient to be detected by the detector

 

63Thomas J. Murphy, "The Capacity Alarm Comes of

Age," Signal, VI (February, 1960), 8.
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control unit and initiates an alarm. *

The electromagnetic field that is established nor-

mally extends only a few inches but can be extended to sev—

eral feet. This is not normally done, however, because it

would only serve to give an alarm one or two seconds earlier

and would result in accidental alarms caused by persons

approaching the Object with no intent of intrusion. Jan—

itors and other maintenance personnel could cause alarms

by cleaning near the protected Object. There have also

been cases where the electromagnetic protective field ex-

tended through walls which were not properly shielded and

alarms resulted from persons standing near an outside wall.65

This detector may also be used to protect walls,

ceilings, and floors, by installing antenna wires on or

in them. Openings may also be protected by installing metal

antenna grids or wires over the Openings. One device em-

ploys a single antenna wire which is run inside a wall and

over doors so passage through a door or an attempt to breach

66 In such an installationthe wall would cause an alarm.

it appears that persons using adjacent rooms and passages

would also initiate alarms.

 

64Mosler Research Products, Incorporated, Op. cit.,

p. 10.

65"Robot Guardians of Billions," POpular Mechanics,

LXXXIX (February, 1943), El.

 

6Minneapolis—Honeywell Company, Secret Sentry,

W614, Op. cit., p. l.

 



Through use Of transistorized circuitry it is pos-

sible to Operate this detector without a normal alternating

current power source. This permits a great deal Of flex—

ibility and they can be used in trucks, trailers, and sim-

ilar vehicles.67

Since the equipment for this detector is usually

compact and inconspicuous it is difficult for intruders

to determine which objects are protected so they do not

know when an alarm has been initiated.

The equipment has a high salvage value and is simple

to install and Operate so it can be easily moved if security

requirements change.

The detector cannot be used on ungrounded equipment

and it is necessary to keep the area surrounding the pro-

tected Object free from foreign Objects that might affect

the electromagnetic field.68

The electronic fence or electromagnetic fence is

another type detection device which is very similar to the

capacitance detector and was included under this heading

for this reason. Some firms use the capacitance device to

provide outside perimeter protection but other firms employ

the electronic fence which uses a slightly different prin-

ciple to provide such protection. This fence is generally

 

67Mosler Research Products, Incorporated, Op. cit.,

p. 11.
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used to provide perimeter protection for storage areas,

industrial property, classified military installations,

and similar areas. It may also be used to protect build—

ing exteriors, and windows and other possible points Of

entry into buildings.

The principal components Of this detector are a

control unit and transmitting and receiving antennae. The

control unit contains circuits which generate a low fre—

quency electromagnetic signal which is transmitted in all

directions by the transmission antenna. Two or more receiv-

ing antennae which are placed parallel to and in the same

field as the transmission antenna receive the emitted sig-

nal. The energy picked up by the receiving antennae is

relayed tO a supervisory circuit in the control unit. If

a person or Object enters the electromagnetic field estab-

lished between and around the antennae, it affects the

amount Of energy received, which is detected by the super-

f .

visory circuit and an alarm is initiated.09

For outside perimeter protection the antennae are

installed on existing chain link fence or their own support-

ing posts. The perimeter is generally divided into zones

Of approximately two-hundred feet in order to facilitate

the identification of intrusion attempts.7O

 

69Powers Regulator Company, AL-lS Radi-Matic Bar—

(Skokie, Illinois: Powers Regulator Company, 19617,

p. 1-20
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losler Research Products, Incorporated, Op. cit.,



It is claimed that this detector will not emit radi-

ation which might interfere with nearby communication e uip-

ment and in turn is not disturbed by broadcasting, short

71
wave transmissions, magnetic storms, etc.

At normal setting (
I
)

the system will detect intrusions

within three to four feet Of one of the antennae wires but

it can extend this field up to eigh feet.72

By installing the antennae on the face of buildings,

or over windows or other possible points of entry, this

device can also provide protection for warehouses or other

buildings.

"One Of the principal advantages Of this device for

perimeter protection is that it gives early warning Of in—

trusion before access is made to more critical areas, thus

providing protection in depth. It can also be used to pro-

tect goods which are in Open storage and cannot be other-

wise secured.73

”Some disadvantages Of the device are that the area

adjacent to the antennae must be cleared and be kept free

Of weeds and other debris. It is also mandatory that the

electronic fence be inside another fence or barrier to pre—

vent alarms caused by casual intruders or animals.

 

afe as a Bank Vault," Factory, CXIV (June, 1956),

95-

2 .
7 Ibid.

2

7“Powers Regulator Company, Introduction to Secur—

ity Systems (Skokie, Illinois: Powers Regulator Company,

1961), p. 11.
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Sound Wave Detectors. Sound wave detection devices
 

use the Doppler effect to detect motion in a confined pro-

tected area. The phenomenon of the Doppler effect can be

observed by standing near a railroad crossing as a locomo-

tive passes with its whistle blowing. As the train approaches

the crossing there is a rising pitch to the sound of the

whistle and as it passes, the tone of the whistle drops

abruptly. As it approaches, each sound wave produced by

the whistle is emitted from a point nearer the crossing

than the previous one. This causes each wave to reach the

observer's ear sooner than it would if the whistle were in

a fixed position. As a result, more sound waves strike

the ear as the train approaches, causing a rise in the tone

of the whistle. The opposite is true as the train departs

and results in a falling tone. It has also been shown that

similar results are obtained when the receiver (or observer)

is moved toward or away from a stationary sound source.

Further study proved that even when the sound source and

receiver were both fixed, the echo pattern produced from

sound waves reflected from a moving object in the vicinity

is different from the pattern produced by waves striking

a stationary object. This same principle is used in the

operation of sound wave detectors.74

 

74Walter Kidde and Company, Incorporated, Kidde

Ultrasonic Alarm Systems (Clifton, New Jersey: Walter

Kidde and Company, Incorporated, 1962), p. 4.
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The principal components of a sound wave detector

are a transmitter, receiver, and detector control unit.

The transmitter emits sound waves which saturate the pro—

tected area. As these waves are deflected from the walls,

ceiling, floor, and other objects in the room, a definite

echo pattern is established. The receiver, acting as a

microphone, picks up the sound waves either directly from

the transmitter, or after being reflected from objects in

the protected area. Since every solid object in the area

produces an echo, any movement causes a change in the pitch

of the echo pattern due to the Doppler effect. This change

disrupts the previously established pattern and is used to

initiate an alarm.75

The control unit is electrically connected to the

transmitter and receiver components and has been called

76 It consists ofthe "electronic brain" of the detector.

a constant-voltage power transformer to reduce line current,

an oscillator to create the sound wave, and other components

to receive and amplify alarm signals.77 This "brain" mon-

itors the echo pattern which is established in the protected

area and is able to detect any slight change in the pattern

 

7SSam Bagno, J. B. COOper, and E. I. Levy, "The

Ultrasonic Burglar System," IRE Convention Record, part

6, Audio and Ultrasonics (New York: Institute of Radio

Engineers, 1954), p. 49.

76Walter Kidde and Company, Incorporated, op. cit.,

p0 5.

77American District Telegraph Company, Electric

grotection Services, Book II (New York: American District

Telegraph Company, 1960), p. E4—12.
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caused by movement. When this change is detected the unit

sends an electrical signal over the signal wires to the

guard room or central station. If other types of detectors

are used in the same area the signal may be transmitted

through a master sensing system control unit which inte-

grates all types of detectors in the area. The detector

control unit has a sensitive adjustment which can be tuned

to compensate for temperature changes, small animals, air

78 In a room withcurrents, or other disturbing factors.

a ceiling height of less than 15 feet, one transmitter and

receiver connected to the control unit can provide protec—

tion for an area of approximately one thousand square feet.79

The exact coverage will depend upon the contents of the

room and the accoustical characteristics of the walls, floor,

and ceiling.80 Some control unit models provide protection

for four thousand square feet by controlling four transmit-

ters and receivers. One model can be modified to control

twenty-four transmitters and receivers by addition of an

Optional power amplifier.81

There are two types of sound wave detectors in gen-

eral use today. One uses a sound frequency above the normal

 

78Walter Kidde and Company, op. cit., pp. 5-6.

79American District Telegraph Company, 0p. cit.,

p. E4-120

80Stanley Kempner, "Ultrasonic System Detects In-

truders," Electronics, XXV (April, 1952), 105.

81Walter Kidde and Company, op. cit., p. 7.
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audible range of the human ear and the other uses an oper-

ating frequency which is audible to humans (below 18,000

cycles per second). The higher frequency detector is com-

monly called "ultrasonic" due to the high frequency employed

82 The prin-(generally around 19,200 cycles per second).

ciple of operation of the two is basically the same.

In addition to the difference in frequency, the

two detection devices differ in external appearance. The

"ultrasonic" transmitter and receiver have been described

as "two units about the size of half a softball."83 These

units or domes are mounted at different locations about

ten feet above the floor; one contains a transmitter and

the other a receiver. This type detector is also available

in a completely portable model which fits into a custom

made carrying case and permits easy movement to areas where

temporary protection is desired. One large manufacturer

keeps an extra portable set on hand to provide temporary

84 The "ultrasonic" de-protection whenever it is needed.

‘ tector is normally equipped with a small motor-driven vane

built into the transmitter which is used to test the device

from the guard room or central station. When the vane is

 

82"Ultrasonic Alarm: Alertonic," Time, LXII (OCtO’
ber 26, 1953), 91-

83"How Dayton Minimizes Vandalism Losses," American

School Board Journal, CXL (May, 1960), 48.

84

 

Walter Kidde and Company, 0p. cit., p. 10.
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activated it breaks up the sound wave pattern and produces

85 If this testing device is not availablea test alarm.

a "walk test" can be used in the protected area. Another

bonus derived from the use of "ultrasonic" detectors is

that it will rid the premises of mice and other rodents.

It is claimed that the sound waves, which are inaudible to

humans, cause discomfort to the rodents and cause them to

move to a new location. This same characteristic would

also preclude the use of dogs in the protected area.86

The transmitter/receiver for the lower frequency

system is similar to a standard loudspeaker in appearance

and operation. Both the transmitter and receiver are con-

tained in this single unit. Limited area coverage can be

provided by orienting the unit toward the area to be pro-

tected. Complete coverage of an enclosed area can be pro-

vided by using two or more of the units placed in opposing

locations such as opposite walls of a protected room. At

one time, this type detector caused a high pitched whine

which could be distracting to personnel in the area; in

later models the volume and intensity were reduced without

reducing the effectiveness of the device. The lower fre—

quency system is also less likely to cause nuisance alarms

due to disturbing factors such as air currents and changes

 

85Kempner, op. cit., p. 105.

86U.S. Army Intelligence School, Electrical Pro-

tective Systems; Supplemental Readinngumber 30612'(Fort

Holabird, Maryland: U.S. Army Intelligence School, 1962),

p. 8.
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in temperature.87

When sound wave detectors are used it is desirable

that all objects in the protected area be stationary except

the one that is to be detected. This is seldom possible

so it will generally be necessary to reduce the sensitivity

of the detector to compensate for slight movement of objects

such as window curtains. As mentioned earlier, this is

easily accomplished by adjustment of the control unit; it

should be kept in mind, however, that reduction of sensitiv-

ity may also reduce the effectiveness of the system.

Another disturbing effect that must be considered

is turbulence of air currents in the protected area. The

turbulence caused by convection or other currents of air

may have an appreciable effect on the detection device.

As sound waves travel through a moving current of air, the

speed of the waves is altered and this tends to disrupt

the echo pattern established by the device.88

Temperature also has an effect on the operation of

a sound wave detector. A change in the temperature of the

air in the protected area modifies its sound absorption

and the velocity of sound waves traveling through it. Under

normal conditions a uniform temperature change will not have

an appreciable effect on the Operation of the device. In

 

87"Automate Plant Protection," Factory, CXIX (De-

cember, 1961), 60.

88Bagno, op. cit., p. 51.
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areas where temperature changes are large and abrupt this

characteristic might prove to be a source of trouble.89

"It is necessary that a sound wave system be used

in a confined area. This normally does not create a prob-

lem since it can be accomplished by surrounding the protected

area with practically any type solid material. Gypsum wall-

board, plywood, or similar materials provide a satisfactory

enclosure and reflective surface for the sound waves. Since

sound waves are easily deflected by such materials, it pre-

vents alarms caused by movement outside the protected area.90

Due to the low density of the hot air in a flame,

it tends to reflect sound waves as a solid object. The

rapid movement of the flickering flame and the cone of hot

air above it has an effect similar to a moving intruder and

will cause an alarm. The size of the flame that can be

detected is dependent on the sensitivity setting of the

control unit. At any given setting it will detect a flame

about one-fourth the size of the minimum detectable intrud-

9l
er. There have been cases in which a sound wave alarm

device detected a fire sooner than standard fire detection

instruments in the area. This is generally considered to

provide additional protection and should not be used to

supplant standard fire detection equipment since the

 

aglbid.

90

91

 

Walter Kidde and Company, op. cit., p. 11.

Bagno, op. cit., p. 49.
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intrusion detector is normally in operation only during

non-working hours.92

xSound wave detection devices provide almost complete

protection against "stay behind" intruders. They have a

high salvage value and are easily removed and re-installed

in a new area.

I’Sound wave detectors are susceptible to nuisance

alarms caused by vibrations and loud outside noises. If

a penetration into a protected area is made behind a large

object located near the wall it may not cause an alarm.

It is also possible that slow moving intruders (less than

d.93
four steps in four seconds) may not be detecte

Signal Wires

All proprietary and central station alarm systems

in general use today employ signal wires to connect detector

and sensing system control units with the monitoring equip-

ment located in the guard room or central station.94 The

purpose of these lines is to transmit a signal which indi-

cates that an intrusion has been made or is being attempted

into a protected area. In addition to transmitting this

 

92Walter Kidde and Company, op. cit., p. 5.

93Mosler Research Products, 0p. cit., pp. 9—10.

94Minneapolis-Honeywell Company, Security and Equip-

ment Surveillance Systems (Minnea olis, Minnesota: Minne—

apolis-Honeywell Company, undated , p. 17.
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signal the lines carry a specific amount of electrical cur-

rent (normally five to twenty milliampres, direct current).

Minor changes in this current cause an alarm signal at the

95 This is referred to asguard room or central station.

line supervision and the instruments which perform this

function are part of the monitoring equipment and will be

described in the section devoted to that equipment.

In many cases the signal wires are leased from the

telephone company but in proprietary systems they are more

often owned and maintained by the protected firm.96

A direct wire or circuit alarm connection may be

used with the signal wires. The direct wire connection

provides a separate line between the protected area and

the monitoring equipment. The circuit connection may link

several widely dispersed areas on the same circuit. This

is accomplished by using a coding mechanism in the protected

area which transmits a different coded impulse for each

area, sensing system, or detector. This impulse activates

the proper alarm in the guard room or central station and

97
identifies the location of the alarm condition. Some

manufacturers claim that as many as fifty areas or sensing

 

95Department of Army, Intrusion Detection Systems,

0RDM 10-2 (Washington: Government Printing Office, 1961),

p. 23.

96
Minneapolis—Honeywell Company, 100. cit.

97American District Telegraph Company, Electric

Protection‘ServicesLBook II (New York: American District

Telegraph Company, 1960), p. El-2-3.
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systems can be served by a single pair of wires through

use of this circuit alarm connection.98 Use of this sys-

tem involves an inherent risk since malicious or accidental

interruption of these lines might affect several areas si—

multaneously. Such a system cannot qualify for the best

grade of Underwriters' laboratories certification.99

Since a short circuit, broken wire, or other fail-

ure of the signal wires may render segments or the entire

system inoperative it is necessary that they be properly

protected and given emphasis equal to other components of

the alarm system. The security provided by the system is

100 In addition to theno better than this important link.

electrical line supervision, the lines must be given as much

physical protection from accidental damage as possible. A

proprietary system in which wires are located within prop—

erty limits of the protected firm offer some protection and

eliminate many of the signal wire security problems inher-

ent in a central station system which uses public telephone

wires. Signal wire systems should meet or exceed Under—

writers' Laboratories alarm installation standards and spec-

ifications and should be regularly inspected. AdditiOnal

 

98Westinghouse Electric Corporation, Teltronic Sys-

tems, Bulletin 500-001 (Jersey City, New Jersey: Westing-

house Electric Corporation, undated), p. 3.

99American District Telegraph Company, loc. cit.

lOOMinneapolis-Honeywell Company, loc. cit.
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specifications listed by the Army Ordnance Corps may also

provide Specific guidance for industrial installations.lOl

Monitoring Equipment

The basic functions of monitoring equipment are:

to receive alarms and give an alarm signal, provide line

supervision, and supply electrical energy. The equipment

is manufactured by a variety of firms and selection of the

proper type should be conditioned by individual plant needs.

Receiving Alarms. The primary purpose of monitor-

ing equipment is to receive alarm signals from detector and

sensing system control units and notify guards that an alarm

condition exists. The method of accomplishing this varies

with individual models but generally it gives an audible

and visible signal by means of a buzzer or bell, and a small

signal light. The audible signal eliminates the possibility

that a signal light may come on and not be observed.102 5

All acceptable monitoring equipment must also cause

a visible and audible signal to indicate a condition change

or other trouble with the system, such as tampering with

any part of the system, failure of parts of the system to

function properly, and failure of the power supply. It

is also important that such equipment be designed to permit

frequent testing. The importance of this feature is

101Department of Army, Intrusion Detection Systems,

QBDM 10-2, op. cit., p. 23.4.

Ibido, p. 250
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illustrated by the fact that a recent inepection at a highly

classified national security facility revealed that six out

of twelve areas that were tested failed to give an alarm

for power failures.103

Line Supervision. Monitoring equipment also con-

tains the instruments and circuitry which provides electrical

line supervision. Since signal wires are exposed to tamper-

ing over long distances it is not feasible to provide com—

plete physical protection against such acts. It is thus

necessary to rely on electrical supervision to provide line

security. The instruments used for this purpose must be

sensitive enough to detect attempts at compromise and be

capable of sounding an alarm. Some of the methods used to

defeat alarm systems are: (1) Substituting a resistance

load equal to that of the devices in the circuit. (2) Ape

plying current across the lines which is roughly equivalent

to that normally present, which holds the relays in a closed

position so a warning will not be given if a detector initi—

104 If the wires can be compromised, theates an alarm.

protected area may be entered without causing an alarm.

Under normal circumstances a simple closed circuit may pro-

vide some protection against accidental conditions, but

 

103United States Army Supply and Maintenance Com-

magd, letter from Chief, Security Division, dated January 10,

9 3.

104Department of Army, Intrusion Detection Devices,

TB FEE-26 (Washington: Government Printing Office, 1959),

p. 8.
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offers little protection against a trained enemy agent or

thief. Some commercial inatallations may be adequately pro-

tected by using overload and underload relays which will

detect a forty per cent current change, above or below nor-

mal which may vary from ten to thirty milliampres. Such

a tolerance, however, is sufficient to permit a skilled

intruder to defeat the system.105

In order to provide adequate line supervision for

high priority targets for espionage and sabotage the lines

must be protected by highly sensitive line supervision cir—

cuits. One manufacturer uses an ultra-sensitive galvanom—

eter relay for this purpose. This instrument will detect

106
changes as small as twenty-five microampres. Sensitivity

equivalent to this is considered necessary by one govern-

ment agency in order to provide effective line supervision.107

This manufacturer states that the instrument provides suf-

ficient sensitivity to detect the presence of moist finger

tips on bared signal wires.108 It may be necessary to re-

duce this sensitivity to compensate for normal current fluc-

tuations produced by moisture or similar causes. Specifi—

cations prescribed by the Army Ordnance Corps require

 

 

105Mosler Research Products, Incorporated, BEL—Eli”
p 15.

106Ibid.

107
Department of Army, Intrusion Detection Devices,

TB PMG 26, 100. cit.

108

 

Mosler Research Products, Incorporated, loc. cit.



security systems under their control to have a line toler-

109 ”Since the weakest linkance of one milliampre or less.

in the security system is usually the signal wires they

should be given special attention.

Current Supply. The monitoring equipment also sup-
 

plies electrical power to operate the electrical components

of the intrusion alarm system. Some detectors are operated

from power available in the protected area while others

operate on power supplied by monitoring equipment. As tran—

sistors come into more common use the number supplied by

power from the monitoring equipment is expected to increase.

Added protection is provided when electrical energy is sup-

plied in this manner and this system should be used when

feasible.llo

Location and General Types. Monitoring equipment

is normally located in a guard room or central station.

In some large facilities, however, the system may be broken

down into zones with segments of the equipment located at

local control points in close proximity to the protected

area. The purpose of using these local control points is

to reduce the time required for guards to respond to alarms.

It is desirable that local control points be connected with

 

109Department of Army, Intrusion Detection Systems,

ORDM 10-2, 020 Cite, p. 24.

110Department of Army, Intrusion Detection Systems,

ORDM 1.0-2, 02. Cite, p. 25.
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the central guard room so personnel there are alerted that

an alarm condition exists somewhere in that zone. This

would prevent intruders from overcoming a guard and making

an intrusion without the knowledge of personnel in the guard

headquarters.111

lonitoring equipment is available in a variety of

sizes and configurations. Selections for specific plants

must be based on local needs. It may consist of a simple

cabinet mounted on a wall or it may be an elaborate unit

contained in an upright console or installed in a desk.

Most monitoring equipment is of modular construction so

the system can be easily reduced or expanded to meet chang-

ing security requirements. The monitoring equipment of

many plants contains guard force communication equipment,

television monitors, and equipment to monitor industrial

processes and fire protection devices.

Persons monitoring the equipment must be able to

identify immediately the location of alarms. This may be

accomplished by arrangement of the equipment or through

the use of identification cards placed on the face of alarm

panels. One alarm manufacturer provides a graphic annunci-

ator board which pinpoints the alarms on an actual repre-

sentation of the floor plan or overlay of the protected

area. The guard can thus immediately detect the exact lo-

cation of any alarm. This system can only be used where

 

 



space is not limited.112

III. RECENT INTRUSION ALARM DEVELOPMENTS

Intrusion alarm manufacturers, just as other Amer-

ican industries, are continually conducting research in

order to produce new and better equipment. Some firms are

conducting research under government contract while others

are interested primarily in improving service and sales

in order to remain competitive with other manufacturers

and protective companies. A good example of the latter

group is the American District Telegraph Company. This

firm has established a twenty acre field testing laboratory

where tests under various weather conditions are conducted.

The site facilities include a permanent building which serves

as a control center, and contains a workshop and conference

rooms. Prior to establishment of this facility selected

customers were used to field test equipment. Now field

tests of new equipment can be conducted under constant ob-

servation and necessary minor changes can be made immedi-

ately to correct defects.113

Research by companies under contract to the Federal

Government is generally for the purpose of developing

 

112Minneapolis-Honeywell Company, W657A Security

Monitor (Minneapolis, Minnesota: Minneapolis-Honeywell

Company, 1954), p. l.

113"Twenty Acres of Field Testing Facilities," ADT

Transmitter, XXXII (December, 1960), 6-7.
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equipment for protection of material or information of na-

tional security interest. For this reason, many of the

r

’3.develOpments are classified and can only be released on

"need to know" basis. They could not be included in this

paper for that reason. It appears that firms with classi-

fied contracts would fall into this category and could avail

themselves Of this information through appropriate security

officers.

There have been several recent developments in de-

tecrtion devices and methods of transmitting alarm signals

frcun the protected area to the guard room or central sta—

tiori. In most cases the new equipment has been subjected

to exxtensive laboratory tests and some field use but this

has riot been sufficient to permit complete evaluation.

Detection Devices. One of the latest detection

devicees is the radio frequency or "radar" detector. Sev-

eral eairtempts to devise a detector of this type have failed

but 11: .appears future improvements may make this a useful

devic e - 114

The principle of Operation is quite similar to the

sound ‘wwaye detector. In place of sound waves this detector

emits 13:1gh frequency radio waves in the range of the 550

megacywc:le band. If all the objects in the protected area

t . 114Mosler Research Products, Incorporated, Elec—

ronic Itnti-Intrusion Systems and Electronic Investigative
Eiui nuaxlt (Danbury, Connecticut: Mosler Research Products,
undate<1_ , p. 13-14,



61

remain stationary the reflected waves return to the receiver

at the same frequency. If an object moves, the pattern is

disturbed and an alarm is activated. Area coverage may

be controlled to some extent by placement of antennae and

adjustment of the transmitter. Since radio waves will pene-

trate ordinary walls it is usually necessary to reduce the

power output to limit the protective field to the secured

area.115 In normal rectangular rooms this will generally

leave "dead spots" which are unprotected. It is therefore

chesirable that the protected area be surrounded by rein-

forwzed concrete or similar material. It may also need to

be ashielded in order to provide complete protection and

116
pretrent false alarms caused by movement outside the area.

The radar detector is not affected by air currents,

noises, light, or sound. The equipment is compact and can

be easily removed and re—installed in new areas to meet

changing security requirements . 117

There is still some question on the legality Of

Operat:fi_on of the device since the transmitter output exceeds

Federal]. Communication Commission regulations. The stabil-

ity of? Operation is also questionable and some models use

115Ibid.

0 116Department of Army, Intrusion Detection.SXSt€mS:
*EDM 10.;2,’ OEe Cite, De 19.

117Mosler Research Products, Incorporated, op. cit.,
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electron tubes which require one hundred and ten volt al—

ternating current.118 Some models have been used at govern-

ment facilities and one alarm manufacturer claims that they

give foolproof and reliable service at these sensitive in-

stallations.119

One manufacturer is experimenting with a detector

which employs double pane windows with pressurized gas be-

tween the panes. An alarm would be initiated by even a

small crack in one of the panes. This detector could pro-

vdxie dependable protection without detracting from the ap-

pearance of the window.120

Another device consists of a printed circuit which

can. be used as a merchandise tag in a retail store. When

the :article with this special tag attached passes a radio

transmitter and receiver, tuned for different frequencies,

the Ixrinted circuit converts the transmitting frequency

to tile: response frequency of the receiver and causes an

alarni- A major alarm manufacturer considered use of this

devices but decided against it. The manufacturer indicated

that ‘tlney thought the device had been patented but a record

llBIbid.

, 119Singer-Bridgeport Company, SWAMI Motion Detector

(Brid, export, Connecticut: Singer—Bridgeport Company, un-

dated ’ p. 3.

120"Twenty Acres of Field Testing Facilities," 100.
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of the patent could not be found.121

Another interesting possibility is the use of radio-

active isotOpes with a geiger counter as a detection device.

Classified documents and/or material within an enclosed

area could be given a slight radioactive "charge." Geiger

counters located at the exits would sound an alarm if a

person attempted to remove the documents or material from

the area. One major manufacturer conducted some experimental

work with such a device but discontinued work due to con-

cerns over possible radioactive hazard and the fact that

regyilations covering its use were too cumbersome. This

to their knowledge, no one

at that time.122

manitfacturer indicated that,

was lasing such a device and technique

Alarm Transmission Equipment. New methods of trans-

mitting alarm signals from the protected area to the guard

room (Dr'central station are under development. Since sig-

nal wires are generally the most vulnerable component of

the iiiizrusion alarm system this could prove to be a very

Signifi cant development .

One alarm manufacturer uses infrared beams for the

Purpossee Of transmitting signals but this technique is ap-

parentilgy still in the development stage and little descriptive

_._

M 121American District Telegraph Company, Letter from

r. G: . N. Purcell, Public Relations Department, dated

Mamh 29, 1963.

1221bid.
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information was available.123

Another firm uses carrier circuits similar to those

used by telephone companies to transmit signals via a number

of high frequency channels. Coded alarm signals could thus

be transmitted with comparable equipment. This system has

been adopted on a limited scale and it is said to operate

in a satisfactory manner in some areas. The next step

planned is establishment of "satellite stations" which are

connected by short wires with protected premises. The "sat-

eJLlite stations" would be designed to receive and automat-

iceully retransmit alarm signals from the protected area to

a central station. 1‘4

IV. THE ROLE OF UNDERWRITERS' LABORATORIES

A study of intrusion detection equipment would not

be ccunplete without a discussion of the relationship between

Underwwaciters' Laboratories and the intrusion alarm industry.

This organization is a non—profit corporation which

was eestzablished in 1894 to Operate laboratories for the

examirleation and testing of devices, systems, and materials.

It is ssponsored by the National Board of Fire Underwriters

and is! operated for service rather than profit. The nature

ment ES l2?Minneapolis-Honeywell Company, Security and Equip-

a Illrveillance Systems (Minnea 0113, Minnesota: Minne-

Po ‘3-‘Iioneywell Company, undated , p. 17.

124Maxwe11 H. A. Lindsay, "ADT Takes a Giant Step,"

The A. Transmitter, XXIV (May—June, 1962): 7-——D\'l‘
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of the business, objects, and purposes to be transacted are

stated in the certificate of corporation as follows:

By scientific investigation, study, experi—

ments, and tests, to determine the relation of

various materials, devices, constructions, and

methods to life, fire, and casualty hazards, and

to ascertain, define, and publish standards, clas-

sifications, and specifications for materials,

devices, constructions, and methods affecting such

hazards, and other information tending to reduce

and prevent loss of life and property from fire,

crime and casualty.

A manufacturer may voluntarily submit his product

for'testing and if it does, the expenses incident to the

teeyts are chargeable to the manufacturer. The laboratories

putfilish standards and lists of approved products and conduct

folfilow-up inspections to insure that prOper standards are

The Burglar Protection Department of Under-

North—

mairitained.

Laboratories is located at 2550 Dundee Road,

brook , Illinois.126

Shortly after World War I hundreds of companies

writers'

enterweci the burglar alarm business. Many of the alarms

were ric>thing more than simple open circuits similar to a

doorbe2]_1 circuit. The high burglary rate during this period

causedi .merchants to turn to these simple alarms for protec-

tion. They were encouraged by insurance companies which

offered inducements in the form of reduced premiums to firms

that illsstalled the equipment. Losses continued to be

k

(Ch' 125Underwriters' Laboratories, Testing for Safety

leag0: Underwriters' Laboratories, 19597, p. 7.

126Ibid., pp. 6-26.
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extremely high and many of the thefts occurred in premises

that were "protected" by electrical alarm systems. The

insurance companies soon reversed their position which had

an immediate adverse effect on the alarm industry. Reput—

able alarm manufacturers agreed to form a joint committee

with representatives of insurance companies, and the Under—

Laboratories to discuss basic protective alarmwriters'

From these meetings the requirements for Under—

The labora-

standards.

writers' Laboratories approval were developed.

‘mxries began conducting tests of alarm equipment which was

sutunitted for testing and issued certificates for items

whixrh were acceptable. Insurance companies used these rat—

:hngs to determine insurance premiums so many "fly-by-night"

,alarun companies were forced out of business. Legitimate

firms; then went to work in earnest to develop better alarm

systems . 127

Since the inspection is not mandatory some firms

may nc>1: submit their equipment for testing. most of them,

howeveazr, submit to the tests in order to use reduced insur—

ance I7EIteS to increase sales.

It should also be noted that the standards estab-

lisheél by Underwriters' Laboratories are minimum acceptable

requirements for alarms for a specific application. Product

d951gr1 zand performance may go far beyond this minimum

—‘

‘

p. 2. 127Mosler Research Products, Incorporated, Op. cit.,
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standard. Some equipment may exceed the requirements of

Underwriters' Laboratories and not be listed because the

nature of the installation or class of equipment may not

fall into one of the categories which have been established.

The Underwriters' Laboratories standards are generally re-

lated to the protection of commerce and industry against

ordinary theft. The requirements for security of industrial

plants with classified government contracts and military

128
areas may go far beyond those for mercantile alarm systems.

It would be foolish, however, to ignore these stand—

azmis which are based on extensive laboratory and field tests.

A Ifiield service report is maintained by the laboratories

whil:h.lists the number of attacks on certificated instal-

lations and analyzes system failures. This record is brought

In 1961 it reflectedLu) tc: date each year and republished.

129
the performance of approved systems over a 14 year period.

This ,gnablication is for restricted distribution and the

resulfitss of the record cannot be listed here but the results

Of approved systems are very impressive. One indication

of this reliability of the approved equipment is the fact

that :iznsuranee companies will reduce burglary insurance

Premiqq_ h d - - - 130
Ins as muc as 70w when such equipment is installed.

—_

1281bid., p. 3.

Re 129Underwriters' Laboratories, 1961 Field Service

§j%FE§L (Chicago: Underwriters' Laboratories, 1962), pp.

 

Inv 130Robert Gorman, "The War Between Burglars and
enters," POpular Science, CLXXVI (April, 1960), 92.
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It can be expected that trained enemy agents will

be more skilled than an ordinary burglar and the success

of this equipment in preventing sabotage and espionage might

be less impressive. With this limitation in mind, this

record might be related to protection against such acts.



CHAPTER IV

CLOSED CIRCUIT TELEVISION

Television is the transmission of a picture from

one location to another through use of an electrical signal.

This means that a series of images is picked up at one lo-

cation and transmitted to another in such a way as to give

apparently continuous reproduction of pictures. The basic

difference in closed circuit television and well known com-

mercial television broadcasting is the means used to trans-

mit the signal between the two terminals. If the signal

is radiated on an assigned channel,it is broadcasting. If

it is viewed only at points where it is delivered by coaxial

cable or microwave relay, it is a closed circuit system.1

All known security applications employ the closed circuit

system.

Some publications consider closed circuit television

as another type of intrusion detection system. This posi-

tion is supported by pointing out that the components of

both are functionally similar. That is, both contain a

sensing system, means of transmission, and equipment to

 

1Morris A. Mayers and Rodney D. Chipp, Closed Cir-

cuit Television System Planning (New York: John F. Rider,

Publisher, 1957), P. 107.
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monitor signals received from the sensing system.2 This

may be true, but it was felt that there were sufficient

differences in the characteristics and uses of the two sys-

tems to justify a separate chapter for each. It is likely

that many security systems will employ both in a mutually

supporting role.

In order to understand possible security applica-

tions of closed circuit television it is necessary to ex-

plain the development of closed circuit television, the

components of the system, and general security applications

of the system.

I. DEVELOPMENT OF CLOSED CIRCUIT TELEVISION

The history of closed circuit television is much

shorter and less colorful than that of intrusion detection

systems. It evolved from commercial television and has

drawn heavily on technical knowledge gained as a result

of research conducted by the commercial television broad-

casting industry. It is fortunate that this was possible

because the research necessary to develop closed circuit

television would not have been economically feasible with-

out this "shared" information.

Prior to World War II an extensive program of

 

2Department of Army, Intrusion Detection Systems,

ORDM lO-2 (Washington: Government Printing Office, 196I),

p. 22.
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research and development was carried out which resulted in

the establishment of standards for good black and white

television practice.3

During the war television was employed for the first

time as an observational aid. Its principal use during

this period was for aerial reconnaissance by relaying images

from airplanes and guided missiles to stations on the ground.

After the war the commercial television broadcasting industry

expanded rapidly and national networks were established in

several countries.4

One of the first commercial "service" applications

of closed circuit television took place in 1946 when the

officers of two large firms signed a contract while separ-

ated by two hundred and fifty miles via two-way closed cir-

cuit television. In the ten year period that followed,

closed circuit television in industry grew from one fixed

camera trained on a water gauge to installations with one

hundred cameras with a switching system which permitted

selection of any one subject for viewing. Cameras used

by industry have evolved from heavy, cumbersome pieces of

equipment, which required a six-man crew, to tiny self-con-

tained units slightly larger than a package of king-sized

 

3Radio Corporation of America Service Company,

Closed Circuit Television Systems (Camden, New Jersey:

Radio Corporation of America Service Company, 1958), p. l.

4H. A. McGee, Industrial Television (London: Wyman

and Sons, Limited, 19577] p. l.
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cigarettes. The original stationary camera was replaced

by cameras equipped for vertical and horizontal movement

which contain equipment for remote control of movement,

and lens and iris settings to compensate for changing con—

ditions.5

Initially the television industry found itself in

the position of meeting specifications for closed circuit

television systems requested by industry as industry dis—

covered new applications for the system. These uses were

usually to solve problems involving conditions which were

dangerous to human life. As industry gained confidence

in the system it began to find other applications. As tele-

vision engineers observed the various applications they

provided a stimulus to further develOpment by serving as

a channel of information between various industries.6 Closed

circuit television is now in extensive use in industry,

commerce, medicine, the armed forces, and education.

Security applications have not increased as rapidly

as other fields and security personnel appear to have adopted

a "wait and see" attitude. This is possibly due to lack

of information, resulting in lack of confidence in the

equipment for use as an aid to security. The apparent

 

5M. A. Mayers and n. D. Chipp, Closed Circuit Tele-

vision System Planning (New York: John P. Rider, Publisher,

19577, p. vi-vii, foreword.

6E. C. Carroll, "Closed Circuit Television for In-

dustrial Applications," Iron and Steel Engineer, KXXVII

(July, 1960), p. 78.
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feeling is that security is too important to

For these reasons plant security directors and cognizant

security officers who inspect plants with classified gov-

ernment contracts are hesitant to approve use of the equip-

ment without further field testing and evaluation. These

problems should be overcome as additional data concerning

reliability in field use become available through profes—

sional magazines and government publications. Since cost

of the equipment is apparently an important factor, subse-

quent price reductions will also stimulate use. Some author-

ities feel that it is not unreasonable to expect that small,

completely transistorized cameras that will feed standard

receivers will soon be on the market at prices low enough

for domestic use. If this occurs, then the cost of the

equipment will become an insignificant factor in use of

the equipment in industrial plant security.7 / At the pres-

ent time most security applications are limited to preven-

tion of thefts in retail establishments rather than preven-

tion of sabotage, espionage, and other forms of subversion

in industrial facilities.

II. COMPONENTS OF A CLOSED CIRCUIT SYSTEM

Although detailed knowledge is not required, secur-

ity personnel planning a closed circuit television system

 

7Mayers, op. cit., p. 186.
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must have a general knowledge of the equipment and its cap—

abilities. A layman's knowledge of the component parts

and their function is sufficient for basic planning, but

before the plan is complete, technical assistance must be

secured. In industrial plants management will require that

specifications be accurately stated so consultation with a

technician is mandatory to prepare the technical‘portion of

contract specifications. 1The basic components of all closed

circuit systems, from the simplest to the most complex, con-

sist of a camera, interconnection system, and monitor.

These components will be discussed in detail in this sec-

tion.

Camera. The camera in a closed circuit television

system is comparable to the sensing component of intrusion

detection systems. Several manufacturers make cameras which

are suitable for security applications. In general they

are much smaller than conventional studio cameras; as indi-

cated earlier some of them fit neatly into one hand and are

only slightly larger than a king-sized cigarette package.

As additional advancements in transistorized circuitry and

miniaturization of parts are made this will no doubt permit

furMiler size reductions. Most industrial television cameras

will Operate satisfactorily on a conventional one hundred

and ten volt alternating current power source. Some models

Operate on less than fifteen watts which is about one-seventh

the power used by a regular home light bulb.



If cameras are to remain stationary a very simple

mount :is adequate and it may be attached to practically

any stirface. They are commonly mounted on walls and ceil-

ings, or special posts when other mounts are not available.

If it is desirable to move a camera horizontally or vert—

icallg/ a "pan and tilt" mount may be used. Such remotely

conthDlled mounts permit as much as three hundred and fifty—

nine (degrees horizontal and forty-five degrees vertical

movement.8

Mirrors have also been used in some Special appli-

catioris to provide additional area coverage. As an example,

a moveable mirror has been used in lieu of the pan and tilt

mount.9

If cameras are used outdoors a weatherproof housing

shoulxi also be provided to provide protection from cold,

moistixre, and dust. A deceptive housing can also be used

to coziceal the camera and permit unobserved operation. If

a Weaftherproof or other housing is required, it should be

thoronighly checked to insure that it can accommodate other

accessories, such as special lenses, that might be needed

for a. particular operation.lO

One of the more important parts of the camera is

N . 8Walter L. Rochette, "Closed Circuit Television;

lew ‘Wlew for Business," Personnel Journal, XXXIX (March,

961-). 409-412.

9Meyers, Op. cit., p. 146.

lOIbid., p. 212.
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the lens which might be considered the "eye" of the system.

In security applications the camera is generally unattended

and in a stationary position except for "pan and tilt" move-

ments. It is, therefore, impractical to consider moving

the camera closer or farther away from the subject to at-

tain either more detail or picture coverage. With some

systems, containing an intercommunication system, a person

can be asked to move closer to the camera but this is not

always practical or desirable. This problem may be elim-

inated, however, by proper selection of lenses which will

allow viewing Of subjects in various degrees of detail from

a fixed camera position. A wide angle lens (short focal

length) tends to broaden the field Of view and gives an

appearance that the subject has been moved away from the

camera. On the other hand, a telephoto lens (longer focal

length) will give a narrower field of vision and gives the

appearance that the subject has been moved closer to the

camera. A single lens can be mounted in the camera but a

great deal of flexibility can be achieved by mounting lenses

Of short, standard, and long focal length in a turret. Re-

mote control Of the turret allows the operator at a remote

location to view a wide area with little detail or a narrow

area with increased detail. The Operator can thus monitor

a large area until suspicious activities are Observed, then

"bring it in close" for a better view. "'/One disadvantage

in the use of the turret lens arrangement is that a brief
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loss of contact is experienced during the rotation of the

- turret to change lenses. /Through ,use of a zoomar lens it

is possible to do the work of several lenses and eliminate

the problem of loss of contact experienced with multiple

lenses. The zoomar lens is usually more expensive and nor-

mally cannot achieve a maximum iris opening equivalent to

standard lenses . 11

Generally speaking, if a person can see a subject

easily with normal vision, modern industrial television

can also see it. -"The primary limiting factor islthe amount

Of available light on the subject to be viewed. Television

requires about as much light as a person does for good,

clear visibility. The light found in Offices, work. areas,

and daylight outdoors is sufficient to produce clear tele-

vision images. Outdoor areas at night, warehouses, and

stockrooms normally will not produce clear pictures unless

artificial illumination is provided. Persons familiar with

Photography will have little difficulty determining light

requirements for television. A standard light meter is

an excellent means of measuring the light level. In most

Cases a reading of five to twenty-five foot candles will

be Sufficient for a satisfactory picture. There may be

SOme "snow" in the picture, but it should be equivalent

to that of a good home receiver. Up to a certain point,

‘

 

llIiayers and Chipp, Op. cit., pp. 141—146, 216.
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as the level of light increases, the quality of the pic—-

tures improves; however, very bright light must be compen-

sated for by reducing the amount of light admitted. Con-

versely, as the amount of light decreases, the lens iris

must be opened to admit more light. Obviously, if the

amount of illumination varies significantly, it will be

necessary to provide some means of adjusting the lens iris

to take full advantage of available light. This may be

accomplished automatically by a built—in light meter type

device, manually at the camera, or from the guard room

through use of a remote control device. It is desirable

that lenses for security applications have a maximum iris

opening of fl.5 to f2.0 to be most effective. It is also

desirable to use a lens which can be focused from a remote

location to give additional clarity to the picture.12

Interconnection System. The interconnection sys-

tem of a closed circuit television system is comparable

to the signal wire component of intrusion detection systems.

It connects the television camera with the monitor and thus

bridges the gap of space between the two. By extending

vision it permits the guard to watch many widely separated

areas from one place. If the distance covered is less than

two thousand feet, it may consist of a simple coaxial cable.

If it is desired to increase this distance amplifiers may
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tag; used along the cable. Additional amplifiers may extend

-511is to several miles if necessary. For greater distances

3; Inicrowave relay system may be employed.

In addition to these two forms of transmission,

tlueere has been some experimentation with the use of light

‘beeaams to carry this signal. This has been done successfully

111 laboratories but its range is still too limited to be

of value. 13

Controls for lens focus, iris setting, "pan and

tzijlt" movements, and switching cameras are a part of the

izmrterconnection system and can be Operated from a single

ccaldtrol unit located in the guard room. The procedure for

SIJIDh adjustment is similar to adjustment of standard home

Iweczeivers and should require little additional training.14

01163 manufacturer found that it was desirable to limit the

Inglnber of adjustments possible to a minimum to reduce un-

Iieczessary tampering.15 This component is important because

Inuxih of the versatility and effectiveness of the entire

syfstem will depend on its proper functioning.

Monitor. The monitor completes the closed circuit

sytftenn It is comparable to the monitoring equipment in

an iritrusion detection system with one important difference.

 

lBMayers, op. cit., 110.

14Radio Corporation of America Service Company,

We, pp. 171-172.

15Rochette, op. cit., p. 411.
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cjtirrent closed circuit television monitors give only a vis—

ifble signal to indicate changes in the viewed area. /Unless

czcambined with other systems there is no audible signal to

taining the attention of the guard to the monitor. For this

greeason.closed circuit television is often employed with

:ixnftrusion detection equipment or other signalling systems

't<> draw attention to the monitor or cause the guard to

schitch to the proper camera.16

A monitor for security applications should meet

‘tllee requirements of high contrast, extra brightness, good

Isersolutionq long-time picture stability, and long life op-

eez‘ation. The monitor needs high contrast since the signal

BIULst often travel long distances from the camera and may

c>I~jginate in poor light. Extra brightness may be required

citie to the presence of bright light in the viewing area.

IBeatter resolution enables the viewer to see more detail.

Bfiiczture stability is necessary to avoid frequent monitor

zad;iustment. Finally, long life components are desirable

‘to Jninimize time lost due to repair. Although all other

pazvts of the system may function perfectly, a poor monitor

‘will. produce a poor picture.17

A standard home receiver may be used but will gen-

erallgy not provide performance equivalent to industrial

16Department of Army, op. cit., p. 22.

17
Mayers, op. cit., pp. 122-128.



Incpnitors. Such receivers are often used for the sake of

c3c>nvenience or economy but must be modified to handle closed

, . . . . 18
c:3_rcuit teleViSion Signals.

III. SECURITY APPLICATIONS

The uses of closed circuit television in industrial

1;].2int security activities are limited only by the ingenuity

aliCi imagination of the security planner and the capabili-

‘tj_ees of the equipment. With a general understanding of

tries available equipment it is possible through application

<31? deductive reasoning to consider possible uses in a plant

see<3urity system.

In addition to an understanding of the equipment,

irt is also helpful to study applications which have been

usseed in order to profit from the experience of others.

'/Closed circuit television has been used for employee

:idrentification, vehicular control at gates and doors, and

Stxrwreillance of interior and exterior areas. The purposes

of zarea surveillance may include prevention of unauthorized

enntxfiy, detection of pilferage, or to insure compliance with

comgnany rules and policies. Since the primary emphasis

of stnady is industrial plant security, applications of

closeCi circuit television equipment to retail security and

instaJLlations designed for the primary purpose of theft
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Exrevention or to insure compliance with company rules were

ricat considered. It is possible that the uses discussed may

gailso serve these purposes but it would only be of incidental

:11? secondary importance. The use of closed circuit tele-

trj.sion to "spy" on employees raises many collateral issues

aJnti has been avoided in this study. This is not to say,

ozf’ course, that flagrant violations would be ignored simply

‘beecsause it was observed through use of closed circuit tele-

vi sion equipment .

Identification. Personnel identification is one

cxfT the principal uses of closed circuit television in plant

s<s<curity activities. Employees are normally identified

‘beezfore entering the general area of a facility or certain

c:cxntrolled areas within. Although the degree of security

Inaxy'dictate a very detailed examination, the procedure is

grainerally the same. The guard compares the employee's face

avixth his picture on a badge at controlled entrances. It

is: possible to connect these points to one office by closed

cigrcuit television so a single guard can control access at

sevweral entrances. In addition to identification, the cam-

61%1 should be installed to give the guard a view of the

geneJmal area surrounding the entrance. When the picture

on tile badge appears on the monitor it should be about the

same size as the image of the employee's face. Two-way

commitnication between the guard and the employee desiring

entraJice should be provided to permit an exchange of infor-

matlori and instructions. A standard intercommunication
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gaystem or telephone is sufficient for this purpose. Once

j_dentification is made the guard should be able to permit

eazitrance and at the same time deny access to others. Elec-

'tcrically controlled gates or doors operated by a guard can

serve this purpose. Employee identification by the use

()1? television is generally most effective when the number

<31? employees is small. This same limitation applies, how-

eexrer, in any system involving comparisons of badges and

individuals.

One firm has successfully used this system by in-

ss1zalling two cameras at an electrically controlled gate.

(Drie camera overlooks the gate and gives a clear view of

‘tkie person desiring access. The second camera is mounted

511: about waist height. Employees place their badge in front

:31? the second camera and press a button which sounds a

lstlzzer at the guard office. At a glance, a comparison

<31? the two images is made and when the guard is satisfied

\nixth the identification he presses a button which unlocks

true gate so the employee can enter. As he enters one of

the: cameras provides a full view of the gate and precludes

entrance by other persons. If questions arise during this

iderrtification procedure, an intercommunication system per-

mits conversation between the two points.18

Another method of employee identification is provided

 

18"TV Goes on Guard for Esso," Oil and Gas Journal,

LV (March 18, 1957), 98.
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-clnrough use of a special dual lens. With this lens the

(seamera splits the image into two parts. One part of the

jleens shows an image of the employee and the other part shows

'tlne picture on his badge. In order to accomplish this the

:Lridividual approaches the camera and places his badge in a

k1c>1der; he then steps back to a mark on the floor. The

guard views both images which appear about the same size

corn. a single monitor.. After identification an electrically

controlled gate permits entrance.19

Another application uses one camera in combination

vvj_th a special field lens. An employee desiring entrance

sstsands at a designated spot about twelve inches in front

()1? the camera. He then places his pictured badge in a guide

Eirld moves the guide to a position about six inches to one

ssj.de of his face. A field lens in the guide apparatus mag-

rijnfies the picture to about one-fourth or one-half the size

(if? the employee's face. A single monitor in the guard of—

:fixee portrays both images. Although the reproduction of

thus badge is smaller than with other systems it is pointed

cud: that a guard physically present at the entrance only

sees; a picture about one-tenth the actual size of the face

wherz.making comparisons.20 When television is used for

19Meyers, op. cit., p. 146.

_ 20Allen B. DuMont Laboratories, "Selling the Secur-

Uy Market" (Clifton, New Jersey: Allen DuMont Laborator-

198. 11ndated), pages unnumbered (mimeographed).
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control of entrances and exits from a building it is gen-

erally better to locate the camera inside the building for

greater protection from tampering and protection from the

elements.

Vehicular Control. Vehicle control offers another

effective use of closed circuit television when there is

a small volume of traffic and detailed inspection is not

required. Electrically controlled gates and an intercom-

munication system are also generally included as a part of

this system. Nights, weekends, and holidays are particu-

larly suitable, and many entrances used during normal hours

may be controlled in this manner. A stopping point for

the vehicles should be selected which will place the ve-

hicles in the desired location for the camera. It should

also permit the gates to swing Open freely if they are of

this type construction. Instructions for gaining entrance

should be prominently posted at the gate. Some installa-

tions use a photoelectric or other signaling device to alert

the guard to the approach Of a vehicle.

Closed circuit television is used at one facility

to provide continuous control Of entrances into a garage

building. The building has three doors of the overhead

type which are electrically Operated, with a television

camera mounted over each door. The system contains a two-

way Communication system which is also connected to each

door. If a person desires admittance he is required to

dismount from his vehicle and press a button which signals
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13he person at the monitor. After identification is made

13he guard opens the door and the person can drive his ve-

kiicle inside. Since the cameras are outdoors they are en-

czlosed in weatherproof housings which contain a "windshield

wiper," fan, and heater. The system also includes flood-

jlrights for periods of poor visibility.21

Area Surveillance. Television can be used for ef-

jfeactive surveillance of both interior and exterior areas.

VVkiere it is desirable to maintain a surveillance of Offices,

C1<>cument repositories, or similar areas cameras may be per-

nasanently installed for this purpose. With a remotely con-

1:1?Olled, zoomar lens, and "pan and tilt" mount complete

czcbverage Of an area is possible and even covert attempts

£11: sabotage or espionage can be detected. If light levels

trzary significantly an automatic or remotely controlled iris

nosey also be necessary. Such a system would also be useful

1L1: keeping sensitive areas under Observation during lunch

1>eeriods, at quitting time, and at night during down periods.

3311e specific location of the camera would be dictated by

1tkie layout Of the room and its occupants. The best loca-

tzjnon is generally at the junction of the ceiling and wall,

<31? it may be positioned on the ceiling at the center Of

tllse area. It may be desirable to disguise the Opening for

tiles camera by the presence Of an air vent, lighting fixtures,

‘

21"TV Camera for Garage Doors Provides Low Cost

Plaant Security," Gas Age, CXIX (November 23, 1961), lO-ll.
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car other common object.22

One firm with a classified government contract uses

t;elevision for control of four closed areas. All entrances

't<3 the areas are monitored by a guard in the guard room.

Open microphones are placed in the protected rooms so the

ggLiard can hear a noise if someone enters. By means Of a

IpLiblic address system he can challenge anyone that enters

(>1? dispatch guards through use Of a coded signal on a public

aiéldress system. Unscheduled tests Of the system have re-

ESLllted in immediate Observation and guard response within

17vvo minutes.23 Recently this system was modified to include

:s‘tationary mirrors placed directly in front Of the cameras.

flfllle mirrors are placed at an angle which enables viewing Of

‘txnm doors in different parts of each room. One-half Of

eesach monitor screen at the guard room shows a door directly

:113 front of the camera and the other half shows another

C1<Jor in the mirror reflection.24

Small, scattered security areas have always created

special problems for industrial security personnel. In

Ineiny cases the purpose of Observation is to detect the

22Radio Corporation of America Service Company,

.02. cit., p. 183.

. 23Lee F. Malone, "Control Of Closed Areas by Closed

glrcuit Television," Industrial Security, II (April, 1958),

24Lee F. Malone, "Modern Electronics Assisted by

t1'le Age Old Mirror," Industrial Security, VII (January,

1963). 12.
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presence Of intruders during non-operational periods. Stor—

age areas, electrical sub—stations, and equipment locations

fall into this category. If a closed circuit television

system for surveillance of such an area is only intended

for night use, artificial illumination will be necessary.

If designed for both night and day use an automatic or re—

mote controlled lens iris will also be necessary. The place-

ment of the camera in such a system would be dictated by

the layout, the area to be Observed, and information desired.

If detection is the purpose, a fixed camera with a standard

lens may be suitable. If the layout is not compatible with

a simple installation, identification of intruders is de-

sired, or if it is necessary to determine exactly what in-

truders are doing, a more complex system with zoomar lens,

and "pan and tilt" mount, may be appropriate. With proper

placement and use Of an oscillating sweep, one camera can

be used to monitor a large area. In such an installation

the normal protective lighting on the fence line may pro-

25 Such a system
vide adequate illumination for Operation.

has been used effectively for detection of fires in an in-

dustrial facility during periods of darkness. The camera

uses an oscillating sweep at a given inclination and is

mounted on a rooftop to provide maximum visibility. If a

fire is Observed the guard can stop the sweep and use a

‘

25Radio Corporation of America Service Company,
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zoomar lens to provide a more detailed view. Marker lights

are necessary in this system so a guard can orient himself

as to direction. 26

Consideration has been given to the use of closed

circuit television for perimeter or fence-line surveillance

and it is understood that the Atomic Energy Commission em—

ploys such a system at some of its installations. Additional

information on such use was not available, however, due to

the classified nature Of its activities.

”It appears that the greatest problem in use Of tele-

vision for area surveillance is the possibility of guard

fatigue and subsequent lack Of alertness. The guard can

easily grow tired Of watching a static picture on a tele-

vision monitor and fail to detect intrusion or other un—

authorized activity .

Discussion. One government agency considers a closed
 

circuit television system the closest approximation to hav-

27
ing a guard physically present in an area. Another agency

with numerous classified installations under its supervision

declines to make recommendations on use Of such a system

due to limiting factors such as weather, lighting, and cost

0f the equipment. This agency further indicates that

‘—

' 26"Newest Roof Fire Watchman for Remote Control

TV’ ' m. CXIV (March. 1956). 91.

t . 27U.S. Army Intelligence School, Electrical Pro-

l_§<>t:l.ve Systems (Fort Holabird, Maryland: U.S. Army Intel-

lgence School, 1962), p. 10 (mimeographed).
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axiditional study and evaluation is required prior to full

gaczceptance.28 Some of the security directors that are actu-

gijgly using the equipment are convinced that it is definitely

2111 effective aid to security if it is properly planned and

Lisaed.29 As with any other security aid, faulty planning

Ineay'lead to disappointing results.

28Department Of Army, Intrusion Detection Systems,

.i31211M_10-2 (Washington: Government Printing Office, 1961),

- 230

29Malone, "Modern Electronics Assisted by the Age

CDJLCi .Mirror," Op. cit., p. 12.



CHAPTER V

LIMITATIONS OF THE STUDY

The number of facilities studied was limited by

several factors. It was necessary to restrict the geograph—

ical coverage in order to keep expenses and time require-

ments at a reasonable level. Within the geographical area

selected (Wayne County, Michigan) the number Of industrial

facilities which employ the equipment and would grant an

interview was also restrictive.

In interviewing security directors Of large corpor-

ations it was found that they were reluctant to reveal se-

curity techniques or procedures which could result in mone-

tary savings. They were concerned about protecting security

"know-how" as well as cost-cutting production techniques.

If a security technique is developed or discovered by one

company that can result in monetary savings, the firm will

attempt to keep this information from competitors. One

security director spoke of keeping as much "lead time" as

Possible (in security practices) between his firm and its

Competitors. As a result, information on recent and more

efficient security systems was not available.

One firm would not allow the researcher to visit

any of its facilities and would not identify the plant which

Was used as an example to show the effect of use Of the

91



92

equipment on security guard personnel requirements.

Persons interviewed did not want an "outsider" to

take a close look at their security system. It was thus

impossible to make an independent determination of the rela-

tive level of security provided through use of the equipment

compared with use Of security guards.

Another problem in this area is the fact that there

is no scale or standard unit Of measure to determine or

describe a given level Of security so valid comparisons

can be made. One method which might be used tO establish

relative levels of security provided by the equipment versus

manpower is to conduct unscheduled intrusion attempts while

using only guards and make similar attempts using the equip-

ment. This was not practical in this study since it was

obvious that the security directors interviewed would not

agree to such "tampering" with their security systems.

The validity of general application Of such tests is also

limited. The degree of security provided is dependent on

the alertness and effectiveness Of the guard on duty, so

Vvhen this important variable is changed such test results

would not be valid.

Three Of the firms interviewed were under some form

Of Federal Government security supervision. In these cases

the inspectors generally agreed that security provided by

tJae equipment was substantially equivalent to security pro-

vided by a given number of guards as indicated by the
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security director. An attempt was made to determine the

criteria applied by these inspectors to evaluate relative

levels of security. Once it is established that the equip-

ment meets or exceeds the standards established by Under—

writers' Laboratories and is installed in accordance with

their Specifications, a "common sense" evaluation is made

to determine if the equipment can be used to supplant guards.

This Opinion by the inspector is of limited value in com—

paring security provided by intrusion detection equipment

and closed circuit television as Opposed to security pro-

vided by a given number Of guards.

Due to this lack of a common standard and an objec-

tive evaluation it was necessary to rely primarily on the

opinions of security directors concerning levels Of secur—

ity provided. Their bias on this matter has been pointed

out previously. In some cases they have been responsible

for purchase or use of the equipment and will feel obligated

to defend its use. On the other hand, some security direct—

ors feel that their status in the company is determined by

the number of men under their supervision so they will be

reluctant to admit that the equipment will supplant manpower

resulting in a drop in their status.

There are several factors which must be considered

in attempting to apply the information found in this study

to other sections of the United States. The wages paid

to security guards may vary widely. Some security directors
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in the Detroit area are reluctant to use closed circuit

television or intrusion detection equipment to replace man-

power due to the high level of unemployment in that city.

The service rendered by local protection companies

in supervising and maintaining leased equipment may also

have an impact on the effectiveness of the equipment. In

Detroit this service is apparently very good since some

security directors have completely eliminated on-site guards

and have installed equipment which is monitored and responded

to by protection company guards. The quality of this ser-

vice may vary widely in different sections of the United

States.

These are some of the more important factors that

must be considered before applying the findings of this

study to other geographical areas.



CHAPTER VI

ANALYSIS

A sample of the schedule used to conduct interviews

:its contained in Appendix A. A recapitulation of responses

received is contained in Appendix B.

Of the seven facilities studied two used closed

c::ircuit television in combination with an intrusion detec-

‘txion system to call attention Of the guard to the proper

:uionitor when an intrusion attempt is made. The other five

Iiacilities studied used electromechanical intrusion devices.

£Lll of the firms used the equipment to protect buildings

Cir rooms within a building. 7

Four of the protected facilities considered were

Lised for production; two for storage; and one was used for

Iresearch and production.

In all but two cases the equipment was leased rather

'tlian purchased. Apparently good service is provided by

Protection companies for leased equipment in the Detroit

Eizrea since persons using it were satisfied with this ar-

1?Eingement. The two facilities interviewed which used pur-

Czliased equipment employed closed circuit television as the

Jaléljor component Of the system. Closed circuit television

jL:S not presently available from protection companies on a

l e ase basis.
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All security directors interviewed felt that use

of closed circuit television and/or intrusion detection

equipment increased the effectiveness of the guard force.

In five cases it actually eliminated the need for on-site

éguards. In these five facilities alarms are received by

21 central station Operated by protection companies. Pro-

1section company personnel receive alarms and their guards

21nd/0r local police are dispatched to investigate.

As a result of the survey it was found that the

isotal annual cost Of one security guard in the geographical

airea studied, including wages, fringe benefits, equipment,

eatc., was generally in the $7,000 to $8,000 range with only

(3116 exception. The responses by facility to the question

ccancerning the estimated annual cost of one security guard

is shown below:

FACILITY ESTIMATED TOTAL ANNUAL COST FOR ONE GUARD

A . . . . . $7,000.00

B . . . . . $8,000.00 if hired by the firm; about

35,000.00 if a contract guard service

is used.

C . . . . . $8,000.00 if hired by the firm; about

$5,000.00 if a contract guard service

is used.

D . . . . . $7,000.00

E . . . . . $8,000.00

F . . . . . $3,000.00. This firm has no experience

with guards but gave this as an estimate.

G . . . . . 37,000.00
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Security directors Of two facilities indicated that

the cost Of guards Obtained from contract guard companies

was from $2,000 to $3,000 per year less than guards hired

by the protected company. According to these directors these

contract guards performed satisfactorily.

In four of the facilities studied the equipment

was installed after the guard force became operational.

In the other three it was installed before the guard force

became Operational.

It was difficult to determine if an actual reduction

Of total strength of the guard force was possible as a direct

result Of use Of the equipment. Three facilities which used

leased intrusion detection, automatic fire protection, and

industrial monitoring equipment as a "package deal" felt

that the savings resulting from use of any one Of these

could not be considered separately. As an example, if only

intrusion detection equipment was installed it would still

be necessary to have a guard on the premises to provide

fire protection and/or monitor industrial processes. For

this reason the leasing fees used for these facilities in

this study include the total fee for automatic fire protec-

tion and/or industrial monitoring equipment, as well as the

cost for intrusion detection equipment.

In two Of the facilities which installed closed

circuit television and intrusion detection equipment after

the guard force was Operational, an actual reduction in the
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size of the guard force was not made. The equipment was

installed at a time when security had to be greatly increased

in order to qualify for classified defense contracts. In

the Opinion of the security directors and government in—

spectors involved, installation of the equipment prevented

an increase in the guard force to provide this additional

security rather than making a reduction possible.

It is felt that the best indication Of the monetary

savings resulting from use of the equipment was Obtained

when security directors were asked to estimate the number

of guards that would have to be added to the guard force

to maintain the same level of security if the facility dis-

continued use Of intrusion detection and/or closed circuit

television equipment. In response to this question secur-

ity directors indicated that the following additional guards

would be required:

Facility

Identification A B C D E F G

Estimated number

of additional men 9 3 3 3 0 2 2

TO determine the theoretical monetary savings under

these conditions the number of men which would have to be

added was multiplied by the annual cost Of one guard and

compared with the total cost of using the equipment. In

the case of purchased equipment this total cost included

initial purchase price, installation, maintenance, and an-

nual depreciation (initial purchase price divided by the

life expectancy of the equipment). In the case of leased



equipment this total cost included the installation cost

and the annual leasing fee, which includes maintenance.

Through use of this theoretical comparison it was

found that six of the seven firms studied would experience

a monetary saving during the first one year period. After

the first one year period the amount Of saving rises since

funds for initial purchase and/or installation would be

eXpended during the first year. As additional years are

added it spreads these initial costs over a longer period.

The security director of one facility indicated that addi-

tional guards would not be required if he discontinued use

Of the intrusion detection equipment. Most Of the effort

of this guard force is devoted to fire protection and in—

dustrial monitoring and based on past experience illegal

entry had not been a serious problem. This director thought

intrusion detection equipment increased the effectiveness

of his guard force but felt that the same number of guards

would be required to perform fire protection and industrial

monitoring duties if intrusion detection equipment was not

used.

The results Of this theoretical comparison projected

over one, five and ten year periods is shown below:
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FACILITY SAVING OVER ONE SAVINGS OVER FIVE SAVINGS OVER TEN

YEAR PERIOD YEAR PERIOD YEAR PERIOD

A . . . $49,900.00 $295,500.00 $602,500.00

B . . . . 7,500.00 97,500.00 210,000.00

C . . . . 7,500.00 97,500.00 210,000.00

D . . 14,550.00 96,750.00 199,500.00

E . . . . 0 O O

F . . . 4,900.00 24,500.00 49,000.00

G . . . . 5,500.00 45,500.00 85,500.00



CHAPTER VII

CONCLUSIONS AND PROBLEM AREAS WHICH NEED

ADDITIONAL STUDY

As the researcher conducted interviews and attempted

to formulate conclusions based on these interviews it seemed

that few properly supported conclusions could be drawn.

Due to the limited number of facilities studied (7) and the

restricted geographical coverage (Wayne County, Michigan),

it is necessary that caution be used in making generaliza-

tions concerning the effect of use of the equipment on guard

force personnel requirements and resultant monetary savings.

0n the other hand, many questions were raised which need

more research. In short, the study yielded more questions

than answers. Perhaps this should be expected in a profes-

sional field as new as industrial security. In this chap-

ter conclusions will be presented followed by a discussion

of problem areas that need additional study.

I. CONCLUSIONS

Intrusion detection and/or closed circuit television

equipment can be used to increase the effectiveness Of a

guard force. It will not inevitably increase the effective-

ness, but with proper planning, selection Of equipment,

and employment, increased effeptiveness may be achieved.

lOl
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In the Opinion of the security directors interviewed,

this increased effectiveness may permit reduction Of the

total strength of the guard force. Such reduction may be

accomplished without reducing the level Of security provided.

As pointed out earlier, it was not possible in this study

to provide an Objective and reliable test of this Opinion.

The fact that all security directors interviewed indicated

that if they could "start from scratch" with their security

system they would not make any changes indicates that they

are not willing to admit that they have erred. Such an

attitude raises serious questions concerning the reliabil-

ity Of their Opinions concerning relative security provided.

The government inspectors involved are placed in a similar

position. They have approved the use of the equipment to

supplant manpower and would be forced to admit that they

were in error if they failed to agree with the Opinion of

the security directors on relative level of security provided.

The proposed hypothesis that use of the equipment

may permit management to redistribute manpower to provide

additional services or security could not be tested because

none Of the firms studied would admit that this had been

done or would be done if possible. It was obvious, however,

that this was sometimes the case. As an example, one secur-

ity director stated that if the equipment replaced guards

they would not be released but rather the reduction in the

guard force would be accomplished through attrition.
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Obviously these surplus men would be used to provide some

type of additional security or service until the guard force

was reduced to its "prOper" strength.

As pointed out earlier, it is felt that the best

indication Of possible monetary savings was Obtained by

asking security directors how many security guards would

be required to maintain the same level of security if they

were forced to discontinue use Of closed circuit television

and/or intrusion detection equipment. This theoretical

increaSe in manpower cost was then compared with the total

cost Of using the equipment. Assuming the number Of addi-

tional guards indicated was correct, the theoretical sav-

ings for six of the firms studied would be substantial.

Comparative monetary savings for each facility studied based

on this theoretical situation were presented on page 100

in the Analysis Chapter.

In future studies concerning the effect Of use of

intrusion detection equipment and/or closed circuit tele—

vision on guard force personnel requirements researchers

should not attempt to study this equipment as a separate

entity. Most security directors apparently think of auto-

matic fire protection equipment, intrusion detection and

closed circuit television equipment, and in some cases,

industrial monitoring equipment, as a single facet of a

security system. It is recommended that future studies

be so oriented.
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In the present project a great deal of effort was

devoted to preparation of the descriptive portion of the

study. It is felt that this is important because such a

study had not been previously completed. Perhaps future

researchers with this information and with the knowledge

of the limiting factors encountered in this study can formu-

late a methodology which will be more fruitful.

II. PROBLEM AREAS WHICH NEED ADDITIONAL STUDY

In conducting this study several areas were identi-

fied which need additional investigation. Some are directly

related to use of intrusion detection and closed circuit

television equipment. Others are indirectly related to

such equipment.

One area is the use of contract security guards

as Opposed to hiring company guards. Although not brought

out directly in the interviews, varying opinions were ex-

pressed by security directors on the advantages and dis-

advantages Of each. Some would not consider using contract

guards under any circumstances while others felt that large

monetary savings are possible without a loss of effective-

ness.

Another area which could be profitably explored

is a comparison of leasing closed circuit television and

intrusion detection equipment with outright purchase of

such equipment. One prominent security director of a large
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corporation that is well known in this area for efficient

security Operations felt that it is advantageous to lease

the equipment. He pointed out that firms that lease equip-

ment are able to use the latest equipment and will not be

"stuck" with obsolete devices when better models are intro-

duced. Another advantage to most firms is a corporate tax

savings which result from leasing equipment. Under the

present tax structure the fee for leasing equipment is

chargeable as a business expense while a purchase is con-

sidered a capital investment. The dollars spent for leased

equipment would in effect be "worth less" than dollars spent

on purchased equipment. Leasing might, therefore, be less

expensive than buying the equipment.

Additional study is needed to determine factors

which should be considered in making a decision on whether

or not to use intrusion detection and/or closed circuit

television equipment. One of these factors might be the

effect of use of the equipment on employee morale, particu-

larly members of the guard force, to determine if the pos-

sible monetary savings justifies the adverse effect on

morale. Another factor which might be considered is the

effect of reduced guard force manpower on disaster plans

and procedures. Closed circuit television and intrusion

detection equipment may provide protection for an area but

machines cannot exercise judgment, assume control of a situ-

ation, render first aid, etc., in cases of emergency.
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A study should be conducted to determine the effect

that competition between industrial firms has on the free

flow of information on industrial security techniques and

procedures. As pointed out earlier, some security directors

actively attempt to keep this information from their com-

petitors. Some method needs to be developed to combat this

situation which retards the develOpment of industrial secur-

ity as a true profession.
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APPENDIX A

SAMPLE INTERVIEW SCHEDULE

1. Facility code letter _____.

Time and date of interview .

2. What is the general nature of the business of your firm?

COMMENT: I would like to obtain information on specific

facilities in the Wayne County area in which closed circuit

television and/or intrusion detection equipment is used.

(Allow time for interviewee to identify such a facility

mentally, then continue.)

3. What is this facility used for?

4. What general types of closed circuit television and/or

intrusion detection equipment is used there?

5. What is the primary purpose of the security system?

6. Is the equipment used to protect open areas or build-

ings?

7. What is the approximate size of the protected area?

8. Was the equipment leased or purchased?

(a) Costs for facilities using purchased equipment:

(1) What was the initial cost of the equipment?

(2) What was the cost of installation?

(3) What is the annual maintenance cost?

(4) What is the annual depreciation cost (initial

cost divided by life expectancy of the equipment)?
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(b) Costs for facilities using leased equipment:

(1) What was the installation cost?

(2) What is the annual leasing fee?

9. Does use of the equipment increase the effectiveness

of your guard force?

10. What is the average annual cost of one security guard

(including all costs; wages, fringe benefits, equipment,

etc.)?

11. Was the equipment installed before or after the guard

force was operational?

SECTION B (Use when equipment was installed after the guard

force was operational.)

Were you able to reduce the total strength of your

guard force at this facility through use of the equipment

without reducing the level of security provided?

NOTE: Now skip to section D.

SECTION C (Use when equipment was installed before the guard

force was operational.)

Would more men have been required to achieve the

same level of security if the equipment had not been used?

If so, how many?

SECTION D

1. If you were forced to discontinue use of the

equipment and were required to maintain the same level of

security, what effect would this have on the total strength

of your security guard force?
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2. Have any attempts been made to breach the sys-

tem? If so, were they successful?

3. If you could "start from scratch" with your

security system for this facility, what changes would you

make?



APPENDIX B

RECAPITULATION OF RESPONSES TO INTERVIEW QUESTIONS

SECTION A

1. Facility code letter with time and date of

interview:

FACILITY TIME AND DATE OF INTERVIEW

A . . . . . . . . . . 9:00 a.m., June 11, 1963

. . . . . . . . . . 2:00 p.m., June 11, 1963

. . . . . . . . . . 4:00 p.m., June 11, 1963

. . . . . . . . . . 10:00 a.m., June 12, 1963

9:00 a.m., June 13, 1963

. . . . . . . . . . 2:00 p.m., June 13, 1963

. . . . . . . . . . 2:00 p.m., June 14, 1963

N
D
’
I
J
F
J
U
O
W

. What is the general nature of the business of

your firm?

A. Business machine manufacturer.

B. Automobile manufacturer.

C. Automobile manufacturer.

D. Business machine manufacturer.

E. Manufacturer of product for personal consump-

tion (interviewee requested that identification be made

in this manner).

F. Cutting tool manufacturer.

G. Automobile manufacturer.
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3. What is this facility used for?

A. Production.

B. Production Of automobile parts.

C. Storage of automobile parts.

D. Production.

E. Research and production.

F. Production.

G. Storage of automobile parts.

4. What general types of closed circuit television

and/or intrusion detection equipment is used there?

A. A closed circuit system with four cameras and

four monitors. The system includes an audio detection sys-

tem to draw the attention of the guard observing the mon-

itors to the prOper area.

B. Electromechanical devices on all Openings aug-

mented by photoelectric detectors.

C. Electromechanical devices on all openings aug-

mented by photoelectric detectors.

D. A closed circuit television system with one

camera and a single monitor with audio detectors in the

protected area to draw the attention of the guard to the

monitor.

E. Electromechanical devices on all openings.

F. Electromechanical devices on all Openings.

G. Electromechanical devices on all openings aug-

mented by photoelectric detectors.



5. What is the primary purpose Of the security system?

A.

government

B.

C.

D.

government

E.

To meet security requirements for a classified

contract.

To prevent theft and vandalism.

To prevent thefts.

To meet security requirements for a classified

contract.

To protect against industrial espionage, theft,

and to meet insurance standards.

F. TO meet recommended government security stand-

ards and to prevent thefts.

G.

6. Is

buildings?

A.

B.

C.

D.

E.

F.

G.

A.

feet each.

B.

C.

To prevent thefts.

the equipment used to protect Open areas or

Buildings.

Buildings.

Buildings.

Buildings.

Buildings.

Buildings.

Buildings.

What is the approximate size Of the protected area?

Four large rooms of approximately 20,000 square

Approximately 150,000 square feet.

Approximately 450,000 square feet.



8. Was

A.

B.

D.

F.

G.

ment:

equipment.

$150.00.

divided by
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Approximately 50,000 square feet.

Buildings covering about six city blocks.

Approximately 20,000 square feet.

Approximately 200,000 square feet.

the equipment leased or purchased?

Purchased.

Leased.

Leased.

Purchased.

Leased.

Leased.

Leased.

(a) Costs for facilities using purchased equip-

(1) Initial cost of equipment?

A -- 311,000.00.

D -- 86,000 including installation.

(2) Installation cost?

A -- $500.00.

D -- Included in initial cost of the

(3) Annual maintenance cost?

A -- $500.00.

D -- New installation, estimated at

(4) Depreciation (Initial cost of equipment

life expectancy Of equipment).
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A -- $1,100 per year.

D -- $300.00 per year.

(b) Costs for facilities using leased equipment?

(1) Installation cost?

B -- 815,000.00 (Includes automatic

fire protection equipment).

C -- 315,000.00 (Includes automatic

fire protection equipment).

E -- $55,000.00.

F -- NO cost involved, was installed

when the building was leased.

G -- 34,500.00.

(2) Annual leasing fee?

B -- $1,500.00 (Includes automatic

fire protection equipment).

C -- $1,500.00 (Includes automatic

fire protection equipment).

E -— $10,000.00.

F -- 31,100.00.

G -- 34,000.00.

9. Does use of the equipment increase the effective-

ness of your guard force?

A. Yes.

B. Yes, it actually eliminated the need for on-

site guards when combined with automatic fire protection

equipment and industrial monitoring devices.
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C. Yes, it actually eliminated the need for on-

site guards when combined with automatic fire protection

equipment.

D. Yes.

E. Yes.

F. Yes, it eliminated the need for on-site guards.

G. Yes, it eliminated the need for on-site guards.

10. What is the average annual cost of one security

guard (including all costs; wages, fringe benefits, equip-

ment, etc.)?

A. $7,000.00.

B. $8,000.00 if we hire him or about $5,000.00

if a contract guard service is used.

c. $8,000.00 if we hire him or about $5,000.00

if a contract guard service is used.

D. 37,000.00.

E. 38,000.00.

F. NO experience with guards so it is hard to esti-

mate, would cost at least 33,000.00.

G. $7,000.00.

11. Was the equipment installed before or after the

guard force was Operational?

A. After.

B. Before.

C. After.

D. After.
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E. After.

F. Before.

G. Before.

SECTION B (When equipment was installed after the guard

force was operational).

1. Were you able to reduce the total strength Of your

guard force at this facility through use of the equipment

without reducing the level of security provided?

A. NO reduction but the equipment was added when

security was greatly increased in order to qualify for a

classified government contract and prevented us from having

to add nine additional guards.

C. Yes, but the fire protection and intrusion de-

tection equipment cannot be considered separately. If auto-

matic fire protection equipment had not been installed with

the intrusion detection equipment the guard force could not

be reduced.

D. No reduction but it kept us from adding three

additional men to the guard force.

E. A reduction was made in the guard force but

it was not due to the intrusion detection equipment. It

was due to installation of automatic fire protection equip-

ment which was installed with the intrusion detection equip-

ment. Based on experience no reduction Of the guard force

could be made if the intrusion detection equipment was re-

moved.
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SECTION C (When equipment was installed before the guard
 

force was Operational).

1. Would more men have been required to achieve the

same level of security if the equipment had not been used?

How many?

B. Yes, three men.

F. Yes, two men.

G. Yes, two men.

SECTION D
 

1. If you were forced to discontinue use Of the in-

trusion detection equipment and/or intrusion detection equip-

ment and were required to maintain the same level of secur-

ity, what effect would this have on the total strength of

the security guard force?

A. Would have to add nine men.

B. Would have to add three men.

C. Would have to add three men.

D. Would have to add three men.

E. None.

F. Would have to add two men.

G. Would have to add two men.

2. Have any attempts been made to breach the system?

If so, were they successful?

A. Yes, but none have been successful.

B. NO.

C. NO.
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D. Yes, none have been successful.

. E. NO.

F. No.

G. NO, not at this particular facility but similar

buildings have been successfully entered without detection.

It is not economically feasible to have complete protection

for such areas.

3. If you could "start from scratch" on your security

system for this facility, what changes would you make?

A. None.

. None.

None.

None.

B

C

D. None.

E

F. None.

G . None.
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