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ABSTRACT

A STUDY CF THE USE OF CLOSED CILCUIT TETLoVISICN AND
INTRUSICN DETECTION EQUIFPRMENT IN INDUSTRIAL
PLANT SECURITY

ty Thomas Gerald Nicholson

Closed circuit television and intrusion detection
equipment have been used in industrizl plznt security for

several years. 1In spite of this fact, thuere is limited

2

objsctive information available which can be used by secur-

(69}

ity directors in making decisions on use of such eguipument.

Th

(1))

bulk of the available literatures consists c¢f governament
rublications, szles brochures, and snort articles in & vari-
ety of periodicals.

Contrary tc popular belief, electric intrusion de-
tection eyuipment has been in use for over 100 years and
new developments are being introduced each year.

All intrusion detecticn systems in common use toduy
nave three basic components: a sensing system, signal wires,
2n2d moniteoring eguipment,

The use of closed circuit television in industrisl
security is relatively new. It is anticipated that =s re-
liability of the eyuipment improves and ccsis are relucad
its use will increase significantly.

Closed circuit television systems consist of ti

&)
'
@
("

basic pzrts: tae camere or "eye" of the esystem, tae
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interconnection systewm, zad the monitcr. A tasic under-
standing of each part is necessary in order to employ the
equipment successfully.

Interviews were ccnducted with security directors
of industrial facilities to determine the effect of use
cf such equipmeht on security guard effectiveness; guard
personnel regquirements; level of security provided; =and
security costs.

As a result of these interviews it was found th=t,
in the opinion of the directors interviewed, uss of the
egquipment can: (1) Increase the effectiveness of a guard
force. (2) Permit reduction of the total strengta of the
guard force without reducing the protection provided. (3)
Kesult in monetary savings after considering the total cost
resulting from use of the equipment. Use of the eguipment
will not inevitably produce these results but, with proper
planning, selection of equipment, and emplcyment, these

results can be achieved.
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CHAPTEK 1
THE FROBLEM AND DEFINITIONS OF TEEKNS USED

Closed circuit television and intrusion detecticn
equipment have been used in industrial plant security for
several years. There is limited objective informaticn avail-
able which can be used in making decisions on the use of
such equipment. It has been claimed that security costs
can be reduced through its use but this claim has not been
subjected to critical analysis and evaluation.l One of
the purposes of this study is to provide such an analysis

and evaluation.
I. THE PROBLEM

Statement of the Problem. In this study descrip-

tive information on closed circuit television and intrusion
detection equipment and their applications in industrial
security will be presented. In addition, an attempt will
be made to determine if the use of such equipment can in-
crease the effectiveness of a guard force and permit reduc-
tion of this force, thus reducing security costs without
reducing the level of security provided.

Statement of Hypotheses. 1In order to determine

l"Saving Big with Robot Guards," Factory, CXV (lay,
1957), 174.



the effect of use of the equipment on security guard per-
sonnel requirements and resultant monetary savings, the
following hypotheses are established and will be tested

in the study: (1) Closed circuit television and intrusion
detection equipment can be used to increase the effective-
ness of a security guard force. (2) This increased effec-
tiveness will enable management to reduce the total strength
of the security guard force without reducing the protection
provided; or redistribute guard force manpower to provide
additional security or services. (3) If the firm elects

to reduce the total strength of the guard force, it can
result in monetary savings after considering all costs in-
volved in using the equipment.

Importance of the Study. Industrial plant secur-

ity has become & big business in this country. It has been
estimated that management spends $250,000,000 each year
to reduce losses but industrial thefts still exceed four
billion dollars per year.2

In addition, the international situation is such
that classified national defense information end material
in the hands of private industry must be protected from
sabotage, espionage, and other subversive activities.

Firms with a defense mobilization potential should

also establish some security measures to preclude an abrupt

2, .
Automate Plant FProtection," Factory, CXIX (Decem-
ber, 1961), 60. ’



transition from peace to wartime security measures. Such
measures will also serve to prevent larceny and deter for-
eign agents in their attempts to gather information on
national preparedness.

American industry is highly competitive, not only
with other American firms, but with firms of other countries.
Large fiscal outlays are made each year for research and
development designed to keep firms in a competitive posi-
tion in national and international markets. In many cases
this research produces knowledge which cannot be patented
because it is in the form of "trade secrets" or "industrial
know-how." 1In other cases the fruits of research are pat-
entable but could be used by firms in other countries which
do not protect American patent rights. It is thus neces-
sary for such firms to establish security measures to prc-
tect these assets gained through a costly research invest-
ment.

After determining that security measures are neces-
sary to comply with government regulations or as a means
of corporate "self-preservation" the next question is:

How can this be done most effectively at minimum cost?

One possible answer might be through use of closed circuit
television and intrusion detection equipment in combination
with other security measures.

Before a decision is made to determine if the equip-
ment will be used management must determine if it is feas-

ible for use in their specific facility. 1In order to do



this management must know something of the types of equip-
ment available, and their principle of operation, capabil-
ities, and limitations. 1f it is determined that the equip-
ment will provide the necessary protection, then it is
necessary to compare relative costs of the equipment with
other security measures.

Since it has been estimated that one 24 hour guard
post costs $25,000 to 330,000 annually, the effect of the
use of such equipment on guard personnel requirements is
an important consideration in comparing costs.3

Now that the basic information requirements have
been established, the next step is to find a source which
will provide reliable information which can be used in
making a decision. At this point the real protlem tegins.
Manufacturers of closed circuit television and intrusion
detection equipment will furnish sales brochures, descrip-
tive material, and advice on use of their equipment. They
may also provide "proof" of savings through use of the
equipment. Since this is designed to induce sales, the
objectivity of the information is questionable.

Firms which have access to classified defense in-
formation can secure advice from their respective cognizant
security officers who have access to government publica-
tions.

If the firm has a defense mobilization potential,

31via.




it may be listed on the Key Facilities List and may secure
the advice of a Department of Lefense representative who
élso has access to government publications.

In the event the firm does not fall into one of
these categories, a limited number of government publicza-
tions are available which can be purchased directly from
the Government Printing Cffice. 1In addition, the firm can
obtain literature from Underwriters' Laboratories, a non-
profit testing organization.

There is even less information available on secur-
ity applications of closed circuit television. DManufactur-
ers of television equipment will provide some information
tut this is usually related to general, rather than secur-
ity, applications.

It should be noted that objective information which
can be used in making a decision on the use of closed cir-
cuit television and intrusion detection equipment in secur-
ity systems is very limited. The purpose of this study
is to provide additional information upon which to base
such a decision. The study will include information on
types of equipment available, their principle of operation,
and capabilities and limitations. Information concerning
the increased effectiveness of the guard force, personnel
requirements, and relative costs will also be presented.

Methodology. In order to gain information for the

descriptive portion of the study, manufacturers of intru-

sion detection and closed circuit television equipment were



solicited by mail and information cn their equipment was
studied. Periodical indexes were screened and all refer-
ences to burglar alarms, intrusion detection equipuent,

and security applications of closed circuit television were
screened and evaluated.

To test the hypotheses, interviews were requested
2t all known industrial facilities in Wayne County, Mich-
igan, which use closed circuit television and/or intrusion
detection equipnment in their security systems. This area
was selected because it contains the city of Detroit, which
is highly industrialized, and thus kept travel and expenses
at a minimum. The list was compiled by contacting membters
of the American Society for Industrial Security and other
persons in the Wayne County area that are interested in
industrial security. A total of 10 such facilities were
identified and of this group 7 agreed to permit interviews.

At each facility the security director or his rep-
resentative was interviewed through use of an interview
schedule (appendix A) to answer questions concerning in-
creased effectiveness of the guard force, effect on person-
nel requirements, and relative costs. In addition, general
information on field applications of the equipment was ob-
tained through open-end interview and personal observation.

In order to prevent use of actual names of firms
visited, a code letter was assigned to each and is used
for identification in the study.

It was realized at the outset that persons interviewed
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could be biased in their view toward us= cf the eyuipment.
In some caucs the person interviswod wos responsible for
purchase and installation of the equipment and would thus
be reluctant to admit its shortcomings. 1In addition, some
security directors feel that their status in the company is
closely related to the number of men under their supervision.
This would cause them to be hesitant in admitting that the
eguiprent could make possible a reduction of guard force
prersonnel. These conditions were overccme to some extent
by assuring the person interviewed that disclosures were in
confidence and the names of persons and firms would not ap-
pear in the study.

In the case of firms which were inspected by a fed-
eral government representative an outside opinion on the
relative level of security provided by the eguipment was
secured. In the case of firms which were not under sone
type of security supervision by an agency of the Federal
Government an attempt was made bty the invecstigator to nake
this evaluation using the same criteria utilized by such
irnspectors in conducting security checks.4

In interviews with Army, Navy, and Air Force secur-
ity inspectors it was found that these Jdeterininaticns are
made on a "commen sense" basis and spyrlication of general

guidsnce provided in the Industrisl Security Lanual,) ard

4The problems encountered in attempting to do this
are explained in Chapter V, Limitations of the Study.

u
for Safezuarding Classified Informaticn, op. cit., ruv. 33-34.




another government publication listing physical security

standards for industrial facilities.6

II. DEFINITICNS OF TERWKS USED
Coaxial cable--A cable containing several wires which have

a common core Oor axis.

Fail-safe--System designed to sound an alarm upon failure
of any component of the system.

Intrusion detection equipment--Mechanical, electrical, or
electronic devices which cause an alarm when entry
is made into a protected area.

Lens iris--A diaphragm which mechanically limits the size
of the light opening and thus has the effect of
decreasing the lens diameter.

Line tolerance--The allowable fluctuation of current in an
electrical system beyond which an alarm signal is
activated.

Mlicroampre--One millionth of an ampre.

Milliampre--One thousandth of an ampre.

Picture definition--The appearance of sharpness or of being
in focus.

Picture stability--Continuous operation without appreciable
change in the television picture.

Resolution--The ability of a television system to distin-
guish fine detail in the subject matter.

6Office of Defense Mobilization, Standards for
Physical Security of Industrial and Governmental Facilities,

OEo Cit., ppc 18-19'




CHAPTER 11

REVIEW OF THE LITERATURE

There is little published literature available on
industrial security applications of closed circuit tele-
vision and intrusion detection equipment. iost of the
written material is in the form of sales brochures prepared
by firms that manufacture the equipment.

Literature on Closed Circuit Television. Most of

the material on closed circuit television is concerned with
general applications of the equipment. It is thus neces-
sary to study these applications and devise techniques to
use the equipment in a security system.

The Radio Corporation of America Service Company
has prepared, under Air Force contract, a study of military
applications of closed circuit television. This study in-
cludes some information on security applications.1

The Allen B. Duilont Laboratories has prepared an
industrial television handbook which contains a good pre-

sentation explaining the basic components, principle of

operation, capabilities, and limitations of industrial

1RCA Service Company, Closed Circuit Television
Systems (Camden, New Jersey: RCA Service Company, 1958),
pp. 183-186.
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television equipment.2

Another book by llayers and Chipp is also a good
source of basic information on closed circuit television

systems with a limited amount of information on security

applications.3

Two articles prepared by Lee F. lialone of Burroughs

Corporation give excellent descriptions of closed circuit
television used to provide security in closed ar,eas.4’5

Literature on Intrusion Detection Equipment. The

literature in this field consists of handbooks published

by government agencies, short articles in periodicals, and

sales brochures prepared by firms that manufacture intru-

sdion detection equipment.

The Army Ordnance Corps has published a technical

manual designed to provide guidance for security officers

at depots under the control of the Ordnance Corps. This

is one of the best publications available on intrusion de-

tection equipment. Although designed for use at military

facilities, it contains valuable information which can be

. 2Allen B. Dullont Laboratories, Incorporated, Indus-
trial Television Handbook (Clifton, New Jersey: George R.

Epple Company, 1958).

. SMorris A. liayers and Rodney D. Chipp, Closed Cir-
cuit TV System Planning (New York: John F. Rider, 1957).

. 4Lee F. Malone, "Control of Closed Areas by Closed
Circuit Television," Industrial Security, II (April, 1958),

5Lee F. Malone, "Modern Electronics Assisted by
Age 0l4 Mirror," Industrial Security, VII (January, 1963),
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used at industrial plants.6

The Cffice of the Provost lkiarshal General, Depart-
ment of the Army, has prepared a short technical bulletin
designed to guide military police perscnnel in use of in-
trusion detection devices on military installations. This
publication also contains information which can be used
for industrial plant security planning.7

Underwriters' Laboratories publications on intru-
sion detection equipment include a booklet listing stand-
ards for installation, classification, and certification
of intrusion detecticn systems.8 This organization also
publishes an equipment list of 211 certified equipment.9

The Mosler Research Products Company has prepared
a booklet which contains one of the most comprehensive and
objective descrirptions of intrusion detection equipment
that could be found. This booklet describes each type of
alarm system in general use todey and gives the advantages

and disadvantages of each. It also contains some general

6Department of Army, Intrusion Detection Systems,
ORDs 10-2 (Washington: Government Printing Cffice, 1961).

7Department of Army, Intrusion Detection Devices,
TB PMG 26 (Washington: Government Printing Cffice, 1959).

8Underwriters' Laboratories, Standards for Safety;
Installation, Classification and Certification of Burglar
Alarm Systems, U.L. 681 (Chicago: Underwriters' Labora-
tories, 1961).

9Underwriters' Laboratories, Automotive and Burg-

lary Protection Equipment Lists (Chicago: Underwriters'
Laboratories, 1962).
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. . 10
cost estimates for comparison purposes.

Many periodical articles were found cn intrusion
detection equipmnent but they were generally repetitious
and contained information on use of the equipment for burg-
lar protection rather than use in industrial plant protec-
tion. Some cof the information contained in these articles
can be translated intc industrial security applicatiors
but their value is limited.

Two of the Department of Defense agencies respond-
ing to requests for information indicated that much of the
information on intrusion detection devices has been desig-
nated as classified defense information. Such information
can only be released to firms and/or persons on a "need to
know" basis. It appears that firms operating under Federal
Government Industrial Security programs could obtain this
information by applying through their cognizant security
officer. Even if this information were availatle, it could

rot be presented in this study.

1OMosler KResearch Products, Incorporated, "Zlec-
tronic Anti-Intrusion Systems and Electronic Investigative
Equipment" (Danbury, Connecticut: Mosler Research Froducts,
undated).



CHAPTER III
INTRUSION DETECTION SYSTEMNS

In order to understand intrusion alarm systems, it
is necessary to know something of the development of the
alarm industry; components of a modern intrusion detection
system; principles of their operation; field applications
of such equipment; recent developments in intrusion alarm
equipment; and the role of Underwriters' Laboratories.

These areas will be the focus of the present chapter.

I. HISTCRY AND DEVELOPMENT OF THE
INTRUSION ALAR!M INDUSTRY

One might have the impression that electric intru-
sion alarms are a product of the twentieth century. This
is not the case. The first electric burglar alarm was pat-
ented in 1853 soon after a suitable battery was developed
to supply the necessary electrical current.1 They were
first called burglar alarms because they were designed and
installed in homes and places of business to protect them
from burglary. The early alarms were of the local alarm
variety; that is, when an intruder caused an alarm, a gong

or other noise producing device was activated to alert

lBlake Clark, "Bad News for Burglars," Banking,
VL (June, 1953), 120.

13
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policemen or other persons in the immediate vicinity. This
type of protection is still found in some of the older banks
in this country as indicated by the presence of bell hous-
ings on exterior walls.

As early as 1858 telegraph companies were estab-
lished which provided a burglar alarm service.2 They were
called district telegraph companies because the cities in
which they were located were divided into districts with
an office in the center. The size of the district was con-
ditioned by the distance that a messenger could run in three
minutes. Instruments installed in homes or places of bus-
iness were connected by telegraph wires to the central of-
fice in the district. By turning one of three levers it
was possible to summon a policeman, fireman, or messenger
boy. If a burglar broke into the home or place of business
a lever could be pushed and z telegraph company guard would
soon appear. If a fire was discovered, the subscriber simply
pushed another lever and a fireman was immediately notified.
If the subscriber wanted to send a message, the third lever
was pushed and within three minutes a messenger boy would
arrive.

The instrument also had an attachment which could
be connected while the subscriber was absent from the prem-

ises. If an intruder entered the area an alarm would be

®Baward H. Smith, "The Burglar and the Alarm,"
Scientific American, CXVIII (May, 1923), 294.
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sounded in the central station and a company guard would
be dispatched to investigate. The instrument of each sub-
scriber caused a distinctive alarm so prersonnel at the cen-
tral station were able to determine immediately the source
of the alarm and dispatch guards to the proper location.3
The electrical alarm also served as an effective
deterrent to burglary due to the general lack of knowledge
and consequential mystery surrounding electricity. In most
cases burglars would not take the risk of entering electric-
ally protected property and would attack unprotected prop-
erty instead.4
Early in the twentieth century, district telegraph
companies lost most of their popularity due to increased
use of the telephone. ZDuring this period fifty-seven of
the smaller telegraph companies merged to form the American
District Telegrarh Company, which has developed into the
world's largest protection company.5
Early burglar alarms consisted of simple electrical
switches on doors, windows, and other openings. The first
systems employed an open circuit connection which could

be defeated by simply cutting any of the wires in the cir-

cuit. A closed circuit connection was soon adopted which

3"The Domestic Telegraph," Scientific American,
XXVII (July 20, 1872), 39.

4"Safeguards for Jewelers," Detector (March-April,
1960), pages unnumbered.

1vid.



would sound an alarm if one of the wires was severed.

From 1857 to 1925 there were no significant changes
in intrusion alarm eguipment. New types of eguipment were
not developed and the only changes involved imprcvement of
existing types.

In 1925 an audio zlarm was inventz2d. The princip=l
ccmponent of this system wos a sensitive microphone which
was 1installed in a bank vault or other secured area. ‘hen
intruders attempted to break into the area the noise of
the intrusion was picked up by the microphone and initisted
an alarm.6

In 1935 a photoelectric alarm device was developed.

nis device consisted of a light source and a receiver con-
taining a photoelectric cell. A light beam was projected

between the light source and receiver and any interruption
of the beam caused an alarm.7

Around 1940 a capacitance alarm was invented which
surrounded a protected object with an elsctromagnetic field.
When anything solid touched or came close to the protected
object the electromagnetic field was disrupted and an alarm
8

was sounded.

In 1952 a sound wave alarm was introduced. The

6"Loudspeaker Burglar Alarm," Science Newsletter,
LXXXIII (ldarch 20, 193%6), sup. 9.

7"Safeguards for Jewelers," Detecter (March-April,
1960), pages unnumbered.

8

Ibid.
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principal components of that zalarm were a sound wave trans-
mitter which emitted a high frequency sound wave into an
enclosed, protected area, and a receiver wnich picked up
the sound waves after they had been deflected by the walls,
ceiling, floor, and objects in the room. Any movement in

the enclosure changed the sound wave pattern and initiated
9

an alarm.

These are the systems which are in common use today
for both mercantile and industrial plant protection. Each
of the se will be discussed in detail in a later part of
this chapter.

As indicated, the early alarms were designed and
installed for the purpose of preventing burglary. It is
easy to understand the reason for the use of the term "turg-
lar alarm" as a generic description of all systems installed
to guard against loss of cash or other valuable property
by breaking and entering unoccupied areas. A need for such
devices was most acutely felt in the commercial and mercan-
tile field, particularly banks and other financial insti-
tutions. It became apparent that adequate security could
not be provided by full time guards due to the prohibitive
costs. It was also obvious that physical barriers alone
could not stop a determined thief. These firms turned to

electric alarm systems to provide dependable but relatively

% 9Stanley Kempter, "Ultrasonic System Detects In-
ruders , " Flectronics, XXV (April, 1952), 104.
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inexpensive protection. For many years this was the only
purpose served by intrusion alarus.

During World %ar I sabotage by German agents caused
damage of $150,000,000 in the United States.l® 1In order
to prevent similar losses in World War I1 industrial and
government facilities turned to alarm devices to improve
securi ty. This greatly increased the demand for adequate
alarm systems.11 Intrusion alarms were used to zugment
available security guard personnel. This wartime situation
provided the stimulus which resulted in the development of
improved alarm systems during this period. As a result
of this new role, alarms took on the new title of "intru-
sion detection alarms" or "security alarms." It was nec-
essary that alarms designed for this purpose be more re-
liable than alarms previously used to prevent burglary.

The trained enemy agent could be expected to have more
technical knowledge and skill than the average burglar.

After ¥orld wWar II as the international situation
began to crystallize into the "cold war" atmosphere, it
became obvious that continuation of strict security meas-

ures would be necessary. This situation, of course, had

a direct influence on the intrusion alara industry and

o lo"Robot Guardians of Billions," Popular liechanics,
LXXXIX ( February, 1943), 28.

. 11Mosler kesearch Products, Incorporated, "Elec-
Er°91° Anti-Intrusion Systems and Zlectronic Investigative
dilpment" (Danbury, Connecticut: iiosler Kesearch Froducts,
undateg ), p. 1.




13

alarm research continued. Federal Government Industrisl
security programs, which required firms with classified
government contracts to meet certain minimum security stand-
ards, &reatly increased the sale and use of intrusion alarms.

In 1957 it was estimated that 60,5 of all electronic alarm

systems were installed at plants working on classified proj-

ects.12

In addition to the necessity to secure industrial
facili ties, it was necessary to provide protection for mil-
itary storage and operational installations which were re-
quired for defense and retaliation in case of enemy attzck.

Another reason for the expansion of the industry
was increased competition tetween firms of the free world
after World War II. This caused firms to establish secur-
ity measures to keep "trade secrets" and "industrial know-
how" out of the hands of their competitors.

The rising crime rate was another reason for the
expansion of the alarm industry. Each year the number of
burglaries and resulting monetary loss from such attacks
seemed +to rise. During the period 1951 to 1961 the total
number of burglaries--breaking and entering--rose from

407,13013 ¢, 852,500 annually.14 This includes both homes

. 12"Intruder Alaru larxet Up," Electronics, XXX
(April 219, 1957), 30.

R 13Federal Bureau of Investigation, Uniform Crime
SPOrts—_1951 (Washington: Government Printing Office,
1952 IS p. 70.

14Federal Bureau of Investigation, Uniform Crime

Re orts—-1961 (Washington: Government Frinting Office,
» D. <Zo.
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and commercial facilities. Today the central station alarm
industry 1is composed of more than 100 different companies
which service approximately 150,000 subscribers in over
2,000 different cities. The number of subscribers increased
approximately 50% during the period from 194915 to 1961.16
In 1960 the American District Telegraph Company alone had
over 100 central stations in all parts of the United States
and was serving 70,000 subscribers.l! This included indus-
trial, mercantile, and private dwelling installations but
did not include proprietary systems not serviced by central
stations. In 1961 the central station alarm industry pro-
tected about 70 billion dollars worth of property and bil-
lions of dollars in cash and securities. These firms usu-
ally install and maintain the alarm egquipment and provide
guards that respond to alarm signals received at the central
station. The total capital investment of the industry in
1961 was 157.4 million dollars and earned revenue was esti-
mated at 74.5 million dollars during the same year.18 These

figures give some indication of the present size of the

alarm 3industry.

‘ . 15Department of Commerce, Business Outlook for 1960
(Washlngton: Government Printing Office, 1959), p. 29.

(. . 16Department of Commerce, Business Qutlook for 1962
¥ashington: Governuent Printing Cffice, 1961), p. 35.

196 17"Safeguards for Jewelers," Detector (March-April,
960), pages unnumbered.
18

\.

Department of Commerce, Business QOutlock for 1362,




Some alarm manufacturers devote their entire efforts
to research, development, and production of alarm systeus
for the protection of critical military and industrizl fa-
cilities which are vital to national defense. Most manu-
facturers, however, produce equipment which is used for

the prevention of theft as well as protection of classified

information.
II. ALARK SYSTEW CCLPONENTS

There are two alarm connection systems which are
nost frequently used in industrial plant protection. The
first is the central station system, in which the alarm
is connected to an alarm panel in a central station; when
an alarm is received the company, which is usually privately
owned, dispatches one of its guards and/or police officers
to investigate. The second is the proprietary system which
is very similar to the central station system except that
the alarm panel is located in a guard room maintained by
the owner of the protected property and the firm's own
guards respond to aslarms. Firms large enough to justify
a8 full <+time guard force normally use the proprietary sys-
tem. Since many industrial plants are in this csategory,
the lat ter system is often used.

In either case the comporents of the system are
baSiCaljly the same. Both the proprietary and central sta-

tion sy stems in common use today consist of three basic
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components: (1) A sensing system located in the protected
area which detects intrusion and initiates an alarm; (2)
monitoring equipment located in a guard room or central
station which gives a signal when an alarm is received;

and (3) connecting signal wires which electrically connect
the other two components. These components and their prin-
ciples of operation and field applications will be discussed

in detail in this section of the study.

Sensing System

The sensing system is the portion of an intrusion
alarm system which detects intrusion into a protected area
and initiates an alarm signal. The system is composed of
one or more detectors (detection devices) which are acti-
vated by breaking an electrical circuit, sound, interrup-
tion of a light beam, disruption of an electromagnetic field,
or movement. The detectors that make up the system are
normally connected by wires with a2 control unit in the pro-
tected area which serves to integrate the various detectors
into a sensing system. The control unit contains the nec-
essary equipment to receive impulses from the devices and
transmit an alarm signal over the signal wires to the mon-
itoring equipment. There are five types of detection de-
vices in general use today: electromechanical, audio,
photoelectric, capacitance, and sound wave. A sensing
system may be composed of one, or a combination of differ-

ent type detecticn devices.



Electromechanical Detectors. ~This is the cldest

and simplest type of detection device in common use. Due
to its simplicity, it is also probably the easiest tyge

19

to breach. In many security systems they are used only
to supplement other primary detection devices.”

They are normally connected into a continuous wired
circuit that carries an electrical current. ‘When an intru-
sion is attempted this circuit is broken and an alarm sig-
nal is initiated. Although generally used to protect open-
ings such as doors and wirdows, they may also be used to
protect walls, floors, and ceilings.

There are many types of electromechanical devices,
but the principle of operation is basically the same. As
the name implies, they are activated by some mechanical
action which interrupts an established electrical circuit
and causes an alarm.

The most common type electroumechanical detection
device is a mechanical switch which is used on doors and
windows. These devices are attached in such a manner that
opening the door or window opens the switch and treaks the
20

circuit, causing an alarm.

Metallic foil is used for the protection of windows

19Department of Army, Intrusion Detection Systems,
ORDM 10-2 (Washington: Government Printing Office, 1961),
p. 13.




and glass door panels. Strips of foil which carry current
are attached directly to the glass with a special adhesive,
It is attached in such a manner that the tape 1s broken if
the glass is smashed. A foil system is somewhat prone to

false alarms21

and may be easily bypassed by connecting
a jumper wire across terminal points of the foil. The Army
Ordnarnce Corps does not consider this device suitable for
use in military security installations under their control.22
Wire trap detection devices are used to protect
skylights and other similar openings. This device consists
of two layers of thin wires running across the opening.
Each layer is run at right angles to the other and the
layers are less than six inches apart. The wire trap may
be removable to permit cleaning of windows or they may be
permanently attached to the building. In order to prevent
bridging a double circuit system is used.23 Breaking or
grounding one of the wires causes an alarm.
Screen type detection devices are prepared by ce-

menting small wires in wooden dowels and installing the

dowels in openings. The enclosed wires are connected to

21Minneapolis—Honeywell Company, Security and Equip-
ment Surveillance Systems (Minneapolis, Minnesota: ilinne-
apolis-Honeywell Company, undated), p. 11.

22Department of Army, Intrusion Detection Systems,
ORDM 10-2, Opo Cit., po 150

23Underwriters' Laboratories, Standards for Safety;
Installation, Classification and Certification of Burglar
Alarm Systems, UL 681 (Chicago: Underwriters' Laboratories,
1959), p. 14.




form a continuous circuit which is interrupted if one of
the dowels 1is broken.24
One manufacturer produces an electromechanical de-
vice which is activated by pressure on a taut wire. A
spring tempered wire is pulled taut to approximately twelve
pounds pressure along the top of a fence. A force of three
to twelve pounds (adjustable) applied to the wire trips a
microswitch and causes an alarm. One detector panel con-
taining necessary contacts can handle 400 feet of wire.25
The device is based on the assumption that a person climb-
ing a protected fence would place his hand on top of the
fence in order to climb over and thus put pressure on the
wire and cause an alarm. It appears that if an intruder
knew the fence was protected it would te easy to climbt the
fence without touching the wire and causirg an alarm.
Another type of detection device that may be placed
in the electromechanical category is the vibration detector.
This device is normally used to supplement other detection
devices. It protects against attack through walls, ceil-
ings, and extensive glass surfaces. The device contains

a small pendulum-like weight which in its normal position

maintains a closed circuit. An attack on the surface upon

24Department of Army, Intrusion Detection Systems,
ORDM 10-2’ Op. Cit., po 150

25Minneapolis-—Honeywell Company, Taut Wire Detector
(Minneapolis, Minnesota: Minneapolis-Honeywell Company,
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which it is mounted caures vitrations which moves the pendu-
lum, opening the circuit, and causing an alarm.26
One electromechanical device uses a feeble vacuum
that is produced by a small exhaust fan installed in the
wall of the protected vault or structure. A very sensitive
diaphragm in the protected structure detects any change in
air pressure and causes an alarm. The pressure change could
be produced by opening a door, or breaching the floor, ceil-
ing, or one of the walls.27 Even a small hand hole would
be sufficient to cause an alarm.28
One commor. criticism of electromechanical detection
devices is that they offer no protection against the "stay
behind" intruder. This type of intruder hides in an area
during normal busiress hours and after closing time tazkes
what he wants and smashes his way out. In a protected area
this exit causes an alarm but the intruder is generally
able to escape before the police or guards arrive. In
order to provide some protection against this type of opzr-
ator a "floor trap" detection device was develored. This

device is put into service by stretching thin wires around

the protected premises, keeping them close to the floor.

26American District Telegraph Company, Frotecting
Life, Property, and Profits (New York: American District
Telegraph Company, 1959), p. 30.

27"At Home: No Uneauthorized Entry," Engineering,
CXCIII (January, 1962), 120.

28Philip Gustafson, "These Safecrackers Can Get
Away witan It," Popular Science, CLIII (March, 1948), 117.
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Plugs at each end of the wire are fitted into sockets on
the walls, completing an electrical circuit. As the in-
truder moves around, usually in the dark, he causes an alarum
if one of the wires is cut or pulled out of the sockets.29

Heat detectors and bolt protectors are specizl pur-
pose electromechanical devices which are used to supplement
primary protection on safes and vaults. The heat detector
which contains a pneumatic switch causes an alarm if heat
is applied to the éafe or vault docr. The bolt protector
is installed on bolts in safe and vault doors and causes
an alarm if one of the protected bolts is turned or other-
wise tampered with.30

There are several other "custom" adaptations of
electromechanical devices. Walls and ceilings are some-
times protected by wiring run through wooden dowels in-
stalled in them. Walls and ceilings may also be protected
with plywood or wallboard wrich contains inner electrical
conductors. Floors and walls can also be protected by in-
31

stalling electrical cable in concrete.

Electromechanical devices must generally be used

29Robert Gormman, "War Between Burglars and Invent-
ors," Popular Science, CLXXVI (April, 1960), 94.

3OAmerlcan District Telegraph Company, Electric
Protection Services, Book II (New York: American District
Telegraph Company, 1960), p. G6-9.

31John R. Davis, Industrial Plant Protection (Spring-
field, Illinois: Charles C. Thomas, Publisher, 1957), p.
123.
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to supplement other detection devices. When used alone
they proviile a relatively low level of security. +When the
devices are used only to secure openings it is possible

to break through walls, ceilings, and floors without caus-
ing an alarm. The devices are relatively inexpensive and
installation accounts for most of the cost involved. ” For
this reason such a system is not flexible since the equip-
ment has little salvage value and cannot be easily moved
when security requirements change. The devices can, how-
ever, provide inexpensive supplemental protection for rooms
with a few small openings.32

Audio Detectors. “Audio detection devices are used

to protect most of the nation's bank vaults. When properly
installed and supplemented by other basic detectors such

as heat detectors and bolt protectors, they provide the
highest grzde of alarm protection recognized by Underwriters'

33

Laboratories. An indication of their effectiveness is

the fact that of 15,000 such approved installations in bank

vaults there was not a single loss during a ten year period.34
The principal components of audio detectors are a

sensitive microphone and an amplifier which are both

32Mosler Research Products, Incorporated, op. cit.,

p. 2.

33Powers kegulator Company, Introduction to Secur-
it% Systems (Skokie, Illinois: Powers kegulator Company,
19 [ p. 7.

34"Hobot Guardians of Billions," Popular llechanics,
LXXIX (February, 1943), 177.
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installed in tne protected arez. The wicrophone 1is sensi-
tive to all sounds within the audible range but is gener-
ally designed to give peak response to those frequencies
which might result from an attack on the protected enclo-
sure.35 For this reason this detection device is best suited
for vaults or other areas which are relatively soundproof
and require a reasonable anount of force to breaca. The
noise incident to forcible entry into the structure is picked
up by the microphone, causing a change in an electrical cir-
cuit, thus initiating an alarm.36
It is necessary to adjust the sensitivity of the
device so ambient or normal noises will not cause an alarm.
After this adjustment is made, noises above this level will
be amplified with enough power to activate the alarm relay

37 In order to determine if the detect-

in the control unit.
ors are sensitive enough, representatives of Underwriters'
Laboratories, in conducting their inspections of installed
alarm systems, use a recording which was made of an actual
forcible intrusion into a vault. The recording was made
at the laboratories and is played in the protected area

to determine if it will cause an alarm.38

35American District Telegraph Company, Electric
Protection Services, Book II (New York: American District
Telegraph, 1960), p. E2-7.

361piq.
37Powers Regulator Company, op. cit., p. 6.

38Philip Gustafson, "These Safecrackers Can Get
Away with It," Popular Science, CLII (iarch, 1948), 114.
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Some zudioc devices require sound test and power
units as accessory equipment. The sound test unit is simply
a horn which is activated from the guard headquarters or
central station to test the detectors. The power for the
detectors is supplied from a central location but the power
unit is required to operate the sound test unit.39

One type sensing system which emplcys audio detect-
ors also includes a preamplifier which is i1nstalled so the
guard at a central location can throw a switch and convert
the system to a listening device. This enables him to lis-
ten for sounds in the protected area which might indicate
the presence of intruders. He 1s able to dispatch guards
to investigate and continue to monitor while they are en-
route in order to obtain edditional information on the in-
truder's activities. This information cah then be relayed
to the investigating patrol by radio or other means of com-
munication. He may be able to establish definitely the
fact that an intrusion has been made or the number of men
involved which would enable the guards better to cope with
the situation.4o

As indicated earlier, the greatest potential prob-

lem in using audio detectors is false or nuisance alarms

4 39American District Telegraph Company, op. cit.,
po 2-9.

4OMinneapolis-Honeywell Company, Security and Equip-
ment Surveillance Systems (linneapolis, iinnesota: Winne-
apolis-Honeywell Company, undated), p. 14.
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caused by thurder, truck tackfires, or other comaon noises.
Cne alarw manufzcturer uses an electronic discriminator
panel which it claims will eliminate such nuisance alarms.
Another possible solution is the use of "contect" micro-
phones. These are installed on the inside walls of a vault
or other protected area and will detect sound vibratiocns
through a thick wall but will not respond to airborne noises.
This type detector may also be used to protect soft, easily
42

penetrated walls.

Prior to installation of audio detectors a careful

study of the area is mandatory. Noises which are not notice-

able to a casual observer nmay result in an excessive number
of nuisance alarms or necessitaste reducticn of sensitivity,
thus reducirg the protection provided. Noises caused by
telephones, furnaces, water coolers, radiztors, or other
normal equipment may maXe use of the ejuipment impractical.
This problenn was encountered in the Library of Congress
where the ncise made by rats was sufficient to cause ruis-
ance alarms.43 Cutside noises caused by trains, whistles,
or automobile traffic may also produce false alarms. Struc-
tures best suited for audio detecticn devices are those of

masonry or similar construction, or other ncn-sound absortbent

411y44.
42

Powers Kegulator Company, op. cit., p. 7.

43Robert Gorman, "War Between Burglars and Invent-
ors,™ Popular Science, CLXXVI (April, 1960), 223.

41
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Careful study is als0 necessary to determine the
number and sensitivity of detectors. This is made more
complex if the arez contains a large amount of sound absort-
ent material or if the amount ¢f material stored in a prc-

tected erea varies significantly.45
The audio detector is easily installed, relatively
inexpensive, has a high salvage value, and may be easily
rexoved and reinstalled if the security requirement changes.
“Two of the disadventages to use of the equipment are that
its sensitivity to a2ll audible sounds restricts its range
of applicatiorn; and some models wihich use vacuum tubes re-
quire frequent sensitivity checks. The latter has been
overcome in some models through use of transistorized cir-
cuitry.46

Photoelectric Detectors. The photoelectric detec-

tion device is similar to the familiar photoelectric systen
used to open docrs automatically at supermarkets.47 The

principal components of such devices are: a projector, a

)

44Department of Army, Intrusion Detection Systems,
ORDM 10-2 (Washington: Government Frinting Office, 1961),

p. .

45American District Telegraph Company, op. cit.,
pc E2-7|

46Powers Regulator Compary, op. cit., p. 7.

47, .
Automate Plant Protection," Factory, CXIX (Decen-
ber, 1961), 62. ’ ’
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light sensitive receiver, and & ccntrol unit.

The projector generally consists of one or more
incandescent electric lamps, a lens and filter system; and,
in some models, a motor driven perforated disc. The elec-
tric lamps provide the necessary light which is projected
through, and ccntrolled by, the lens. In some models two
lamps are used to double the light intensity, and to pro-

48 A filter

vide continuous protection if one lamp fails.
is used in all security devices to eliminate light in the
visible spectrum so the projected beam canrot te seen, and
thus avoided, by an intruder.

In order to prevent the introduction of a substi-
tute light scurce, the light beam is generally modulated.
In some cases this is accomplished by introducing a motor
driven perforated disc tetween the light source and the
receiver. As the disc rotates it interrupts the light beam
at a given frequency. The receiver is synchronized to this
same frequency and is thus unaffected by other light malic-
iously or accidentally introduced. When this motor driven
disc is used it is a part of the prcjector unit.

A more recent device modulates the light electron-

ically through use of a transistorized unit which is less

expensive and has a higher life expectancy than the motor

48Maxwell Lindsay, "Electronic Protective Systems,"
Electrical Engineering, LXIII (October, 1944), 369.
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driven modulator.49 The modulated freguercy produced by
the electronic unit is made slightly different from normal
alternating current frequency so an intruder cannot defeat
the detector with a sixty cycles per second strobescope.50
The light receiver contains a photoelectric cell
which converts light energy to electrical energy. As long
as light is received at the cell in the proper frequency,
a continuous circuit is maintained. 1If the light beam is
interrupted, the circuit is broken and an glarm is initi-
ated. Thus an intruder passing between the projector and
receiver causes an alarm.51
The control unit required for operation of this
type detector contains equipment to supervise the circuit,
receive signals from the photoelectric detectors, and trans-
mit an alarm signal to the master sensing system control
unit. If other detector types are not used, the photoelec-
tric control unit can transmit signals directly to the guard
52

room or central station.

There is one other photoelectric detector which

49Department of Army, Intrusion Detection Systems,
OKkDil 10-2 (Washington: Government Printing Office, 1961),

5OSam Bagno and J. Fasal, "Intruder Alarm Uses
Phase-Sensitive Detector," Electronics, XXXI (February 14,
1958), 102.

51

52American District Telegraph Company, Electrical
Protective Services, Book II (New York: American District
Telegraph Company, 1960), p. E5-10.

Department of Army, loc. cit.




uses a different principle of operation. This device is
operated by change of light intensity reflected from an
independent light source. The light source is not electric-
ally connected with the receiver which operates like a light
meter. As long as the light from the light source remairns
constant a closed circuit is maintained. If an intruder
enters the area, this changes the amount of reflected light
received at the "light meter" and causes an alarm. This
device is less restrictive in its application than the con-
ventional photoelectric detector since it provides area
protection. If an intruder approaches the device in an
attempt to tamper with it, an alarm signal is initiated.
It 1s generally more expensive than other detectors which
provide the same tyge protection.53
Since the light beam projected by a photoelectric
detector is generally narrow and travels in a straight line,
it may be easily by-passed if an intruder knows of its pres-
ence. For this reason the components of the device should
be concealed whenever possible. One manufacturer produces
a minjature device which is installed in the wall and re-
54

sembles a standard light switch.

Another method of increasing the effectiveness of

5-)’Department of Army, Intrusion Detection Systems,
ORDM 10-2’ 0}). Cit. ] po 13.

54Worner Electronic Tevices, Fotoelectric Systems
(Rankin, Illincis: Worner Electronic Devices, 1962), p.
22,
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photoelectric detectors is through the use of mirrcrs.
iirrcrs, however, reduce the linear capability of the de-
tector by about fifty per cent each time a mirror is used.
Better detectors have an eight hundred foot inside range
limitation and this is cut in half each time a mirror is

introduced.55

With mirrors it is possible to provide a
protective perimeter around an area or interlace a room
with beams to provide some protection from a "stay behind"
intruder., ©Pnotoelectric devices with mirrors are often
combined with electromechanical devices for better coverage
of a secured zrea against penetration of unprotected walls
and ceilings. They may also be used to protect long rows
of windows in lieu of metallic fcil or other electromechan-
ical devices. This is accomplished by deflecting light
beams back and forth across the area with mirrors. Ienses
and mirrors, if used, must be kept clean at all times in
order for the equipment to cperate properly. Frecautions
imust also be taken to insure that mirrors are in proper
alignment.56
Photoelectric devices are sometimes used outdoors

to protect perimeter gaps, gates, roadways, aircraft run-

ways, harbors, or other areas where physical barriers cannot

55American District Telegraph Company, op. cit.,

2%powers kegulator Company, op. cit., p. 6.
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te used.57 Its use outdoors is restrictsd, hcowever, due

to the limitations imposed bty weathner conditions, vulner-
abtility to defeat, ond susceptibility to alarus initiated

ty natural causes. Any interruption of the light beam Yy
snow, rain, fog, or miscellaneous debris, will cause a2 nuis-

58

ance alarm. For outdoor use the terrain must te relatively

level. Rough terrain makes its use impractical due to the
nuunber of devices reguired to conform to ground contaars.59
The equipment must also be mounted on a solid foundation or
shifting will disturb alignment.

Photoelectric devices generally have a high salvage
value and can be easily relocated if security reguirements
change. In some cases the equipment supplements ordincry
fire protection equipment. When sumoke beccimess dense enough
to interrupt the light beam, an alarm is initiated.

“ One disadvantage of the device 1is that it cperates
cn one hundred and ten volt current and normally requires
a standby power source for emergency operation. Another
disadvantage is the fact that mocdels which use vacuum tubes
require frequent checks. Llore modern eguipment uses tran-

sistorized circuitry.6o

57Mosler kesearch Froducts, Incorporated, op. cit.,

p. O.

58Department of Army, Intrusion Detecticn Systens,
CRDM 10-2, op. cit., p. 13.

59American Pistrict Telegraph Company, op. cit.,
po Es—go

60Mosler Research Products, op. cit., p. 6.



Capacitence Detectors, Czpacitance devices detect

intrusion by establishing an electromazsnetic field around

(97

the object to be protected. The opprowch cf an intruder
or introductiocn of other foreign objects into *this field
initiates an alarm.61 This phenomencn can be demonstrated
by touching or placing a hand near the "rabbit ears" of a
conventional home television set. The antenna establishes'
an electromagnetic field similar to the capacitance detector
and a human hand disrupts the field, causing a change in
the television picture.62

“ The capacitance device is generally used for point
protection of file cabinets, safes, and other similar metal-
lic objects which can be insulated from the ground. It
may, however, be used for protection of ceilings, walls,
doors, and windows. The principal components of this de-
tector are a control unit and one or more protected objects
or anternae,.

The control unit contains circuitry which is cap-

able of generatirng the electrical field which is established
around the protected object or antennae; detecting a rapid

change in capacitance between the antennae and the ground;

and initiating an z2larm. If other detector types are

61Department of Army, Intrusion Detection Systems,
ORDM 10-2 (Washington: Government Printing Office, 1961),
P .

2Minneapolis—Honeywell Company, Secret Sentry,
#614 (liinneapolis, Minnesota: Iinneapolis-Honeywell Com-
pany, undated), p. 1.
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employed in the same aren, this control unit may be con-
nected to a master sensing systen control unit. If other
devices are not used in the same area, the detector control
unit can transmit an alarm sigral directly to guard head-
quarters or a central station. 3Since changes in tempera-
ture and humidity, as well as intrusion, change capacitance,
the control unit is designed to compenrnsate for such zgrad-
ual changes without causing an alarm.

The control unit is electrically connected to one
or more antennae which in many cases is the protected ob-
ject 1tself. Since the detector is operated by a change
in capacitance between the antenna and ground, it is nec-
essary to insulate the protected object or antenna from
ground to prevent leakage of electrical energy.63 In the
case of safes, filing cabinets, and similar objects, this
is accomplished by placing them on non-conductive insulator
blocks.

When the protected otject or antenna is charged
it acts as one plate of a condenser with the surrounding
walls, floor, and other otjects serving as the opposite
plate; the air in between them serves as ar insulator.

The presence of an intruder or other object causes a capac-

itance change sufficient to be detected by the detector

63Thomas J. Murrhy, "The Caracity Alarm Comes of
Age," Signal, VI (February, 1960), 8.
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ccntrol unit and initiates an alarm.
The electromagnetic field that is established nor-
nally extends only a few inches but can te extended to sev-
eral feet. This is not normally done, however, because it
would only serve to give an alarm one or two seconds earlier
and would result in accidental alarms caused by persons
approaching the object with no intent of intrusion. Jan-
itors and other maintenance personnel could cause alarms
by cleaning near the protected object. There have also
been cases where the electromagnetic protective field ex-
tended through walls which were not properly shielded and
alarms resulted from persons standing near an outside wa11.65
This detector may alsc be used to protect walls,
ceilings, and floors, by installing antenna wires on or
in them. Openings may also te protected by installing metal
antenna grids or wires over the openings. One device en-
ploys a single antenna wire which is run inside a wall and
over doors so passage through a door or an attempt to bresach

66 In such an installation

the wall would cause an alarm.
it appears that persons using adjacent rooms and passages

would also initiate alarms.

64Mosler Research Products, Incorporated, op. cit.,
p. 10.

65"Robot Guardians of Billions," Popular Mechanics,
IXXXIX (February, 1943), 31.

66Minneapolis—Honeywell Company, Secret Sentry,
%614, op. cit., p. 1.
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Throcugh use of transistorized circuitry it is pos-
sible to operate this detector without a2 normal alternating
current power source. This permits a great deal of flex-
ibility and they can be used in trucks, trailers, and sinm-
ilar vehicles.67

Since the equipment for this detector is usually
compact and inconspicuous it is difficult for intruders
to determine which objects are protected so they do not
know when an alarm has been initiated.

The equipment has a high salvage value and is simple
to install and operate so it can be easily moved if security
requirements change.

The detector cannct be used on ungrounded equipment
and it is necessary to keep the area surrounding the pro-
tected object free from foreign objects thzt might affect
the electromagnetic field.68

The electronic fence or electromagnetic fence is
another type detection device which is very similar to the
capacitance detector and was included under this heading
for this reason. Some firms use the capacitance device to
provide outside perimeter protection but other firms employ

the electronic fence which uses a2 slightly different prin-

ciple to provide such protection. This fence is generally

67Mosler Research Froducts, Incorporated, op. cit.,
p. 11.

681p14.
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used to provide perimeter protection for storage areas,
industrial property, classified wmilitary instazllaticns,
and similar arezs. 1t may also te used to protect tuild-
ing exteriors, and windows and other possible points of
entry into buildings.

The principal components of this detcector are a
contrel unit and transmitting and receiving antennae. The
control unit contains circuits which generate a low fre-
guency electromagnetic signal which is transmitted in 2ll
directions by the transmission antenna. Two or more receiv-
ing antennae which are placed parallel to 2nd in the sane
field as the trancsmission antenna receive the emitted sig-
nal. The energy picked up by the receciving antennae is
relayed to a supervisory circuit in the control unit. If
a perscn or object enters the electromagnetic field estab-
lished between and around the antennae, it aflfects the
amount of energy received, which is detectod by the super-
visory circuit and @n alarm is initiated.69

For outside perimeter protection the antennae are
installed on existing chain link fence or their own support-
ing posts. The perimeter is generally divided into zones
of apyroximately two-hundred feet in order to facilitate

the identification of intrusion attemgts.7o

69Powers Regulator Company, AL-15 kadi-liatic Bar-
(Skokie, Illinois: ©Powers Legulator Company, 1961),
p. 1-20

7OLﬁosler Kesearch Froducts, Incorporated, op. cit.,



Tt is claired toat tris detector will not emit rzdi-

aticn which night interfere with neardy communication
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ment and in turn is not disturted by broadcasting, short
wave transaissions, magnetic storms, etc.7l

At normz2l settings the systemn will detect intrusions
within three to four feet of one of the antesnnae wires but
it can extend this field up to eigh feet.72

By installirng the antennae c¢n the face of tuildings,
or over windows or other possi®le points of entry, tais
device can also provide protection for warehouses or other
tuildings.

“ One of the principzl edvantages of this device for
perimeter protection is that it gives early warning of in-
trusion before access is made to more critical areas, thus
providing protection in Zdepth. It can =21lso be us=2d to pro-
tect goods which are in open storage and cannot te other-
wise secured.73

’ Some disadvantages of the device are that the area
adjacent to *the antennae nust be cleared and be kept free
of weeds and other debris. It is also mandatory that the

electronic fence be inside another fence or barrier to rpre-

vent alarms caused by casual intruders or animals.

Tlusate as a Bank Vault," Factory, CXIV (Jure, 1955),

95.
T21piq.
4
7’Powers Regulator Company, Introcduction to Secur-

ity Systems (Skokie, Illinois: Towers Regulator Compzny,
1¢61), p. 11.
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Sound Wave Detectors. Sound wave detection devices

use the Doppler effect to detect motion in a confined pro-
tected area. The phenomenon of the Doppler effect can be
observed by standing near a railroad crossing as a locomo-
tive passes with its whistle blowing. As the train approaches
the crossing there is a rising pitch to the sound of the
whistle and as it passes, the tone of the whistle drops
abruptly. As it approaches, each sound wave produced by
the whistle is emitted from a point nearer the crossing
than the previous one. This causes each wave to reach the
observer's ear sooner than it would if the whistle were in
a fixed position. As a result, more sound waves strike

the ear as the train approaches, causing a rise in the tone
of the whistle. The opposite is true as the train departs
and results in a falling tone. It has also been shown that
similar results are obtained when the receiver (or observer)
is moved toward or away from a stationary sound source.
Further study proved that even when the sound source and
receiver were both fixed, the echo pattern produced from
sound waves reflected from a moving object in the vicinity
is different from the pattern produced by waves striking

a stationary object. This same principle is used in the

operation of sound wave detectors.74

74Walter Kidde and Company, Incorporated, Kidde
Ultrasonic Alarm Systems (Clifton, New Jersey: Walter
Kidde and Company, Incorporated, 1962), p. 4.
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The principal components of a sound wave detector
are a transmitter, receiver, and detector control unit.
The transmitter emits sound waves which saturate the pro-
tected area. As these waves are deflected from the walls,
ceiling, floor, and other objects in the room, a definite
echo pattern is established. The receiver, acting as a
microphone, picks up the sound waves either directly from
the transmitter, or after being reflected from objects in
the protected area. Since every solid object in the area
produces an echo, any movement causes a change in the pitch
of the echo pattern due to the Doppler effect. This change
disrupts the previously established pattern and is used to
initiate an alarm.75

The control unit is electrically connected to the
transmitter and receiver components and has been called

the "electronic brain" of the detector.76

It consists of
a constant-voltage power transformer to reduce line current,
an oscillator to create the sound wave, and other comporents
to receive and amplify alarm signals.77 This "brain" mon-
itors the echo pattern which is established in the protected

area and is able to detect any slight change in the pattern

75Sam Bagno, J. B. Cooper, and E. I. Levy, "The
Ultrasonic Burglar System," IRE Convention Record, part
6, Audio and Ultrasonics (New York: Institute of Radio
Engineers, 1954), p. 49.

76

Walter Kidde and Company, Incorporated, op. cit.,
P. 5.

77American District Telegraph Company, Electric
Protection Services, Book II (New York: American District
Telegraph Company, 1960), p. E4-12.
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caused by movement. When this chanze is detected the unit
sends an electrical signal over the signal wires to the
guard room or central station. If other types of detectors
are used in the same area the signal may be transmitted
through a master sensing system control unit which inte-
grates éll types of detectors in the area. The detector
control unit has a sensitive adjustment which can be tuned
to compensate for temperature changes, small animals, air

78 In a room with

currents, or other disturbing factors.
a ceiling height of less than 15 feet, one transmitter and
receiver connected to the control unit can provide protec-
tion for an area of approximately one thousand square feet.79
The exact coverage will depend upon the contents of the
room and the accoustical characteristics of the walls, floor,
and ceiling.80 Some control unit models provide protection
for four thousand square feet by controlling four transmit-
ters and receivers. One model can be modified to control
twenty-four transmitters and receivers by addition of an
optional power amplifier.81
There are two types of sound wave detectors in gen-

eral use today. One uses a sound frequency above the normal

78Walter Kidde and Company, op. eit., pp. 5-6.

79American District Telegraph Company, op. cit.,
po E4-12.

80Stanley Kempner, "Ultrasonic System Detects In-
truders," Electronics, XXV (April, 1952), 105.

81

Walter Kidde and Company, op. cit., p. 7.
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audible range of the human ear and the other uses an oper-
ating frequency which is audible to humans (below 18,000
cycles per second). The higher frequency detector is com-
monly called "ultrasonic" due to the high frequency employed
(generally around 19,200 cycles per second).82 The prin-
ciple of operation of the two is basically the same.

In addition to the difference in frequency, the
two detection devices differ in external appearance. The
"ultrasonic" transmitter and receiver have been described
as "two units about the size of half a softball.“83 These
units or domes are mounted at different locations about
ten feet above the floor; one contains a transmitter and
the other a receiver. This type detector is also available
in a completely portable model which fits into a custom
made carrying case and permits easy movement to areas where
temporary protection is desired. One large manufacturer
keeps an extra portable set on hand to provide temporary
protection whenever it is needed.84 The "ultrasonic" de-
tector is normally equipped with a small motor-driven vane
built into the transmitter which is used to test the device

from the guard room or central station. When the vane is

82"U1trasonic Alarm: Alertonic," Time, LXII (Octo-
ber 26, 1953), 91.

83"How Dayton Minimizes Vandalism Losses," American
School Board Journal, CXL (May, 1960), 48.

84
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