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ABSTRACT

NETWORK CODING WITH MULTI-GENERATION MIXING:
A GENERALIZED FRAMEWORK FOR PRACTICAL NETWORK CODING

By
Mohammed D Halloush

Network coding (NC) is an emerging communication approach that improves the
performance in packet loss networks. The improvements of network coding are in terms
‘of bandwidth utilization and robustness to losses. In this dissertation, we introduce and
thoroughly investigate a novel generalized framework for network coding that we refer to
as network coding with Multi-Generation Mixing (MGM).

With the practical deployment of traditional network coding (generation based
network coding) packets are grouped in generations where mixing (encoding) is allowed
among packets of the same generation. Under the proposed MGM framework, in
addition to the grouping of packets in generations, another level of grouping is provided.
This is the grouping of generations in mixing sets. Encoding is allowed among mixing set
generations in a way that improves network coding decodable rates.

The generalized grouping of network-coded packets under MGM allows the inter-
mixing among generations of the same mixing set in a way that enables the cooperative
decoding of received generations. Under MGM, the performance of generation based
network coding is enhanced noticeably. The improvements are in terms of robustness and

decodable rates.



MGM enhances the reliability of generation delivery by allowing the recovery of
unrecovered generations with the help of other generations in the mixing set. After
providing a thorough explanation of MGM and its procedures, Analytical study on
canonical structures of interest is provided. The goal of the analytical study is to show
the improvements achieved by MGM on the reliability of data delivery.

MGM is implemented and applied on topologies that simulate real networks. The
deployment of MGM in such networks requires the development of simulators that are
dedicated for this purpose. The simulators developed provide wide range of performance
measures that gives accurate insight into the performance of MGM.

As we will see later in the dissertation, MGM provides different levels of protection
against losses to the different mixing set generations. The unequal protection feature of
MGM is thoroughly investigated. Analytical as well as simulation evaluation of MGM
unequal protection is provided.

MGM is an appealing approach to improve the quality of video communicated over
packet loss networks. Applying MGM to video is a major contribution of this

dissertation.
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Dissertation Outline

Figure A.1 shows the structure of the dissertation. In Chapter 1 we provide the
background needed to understand practical network coding. We provide the definitions
and theoretical background necessary to understand network coding. We discuss basic
concepts that constitute the foundation of network coding. In addition, we discuss
applications of network coding in real networks and the requirements for practical
deployment. In the discussion of network coding applications we will highlight the goals
of its deployment, how it is deployed and the benefits gained.

In Chapter 2 we propose a new approach for practical network coding. We call the
proposed approach network coding with Multi-Generation Mixing (MGM). MGM can be
considered as a generalization for the traditional generation based network coding. We
explain MGM along with its data structures and encoding/decoding procedures. Unlike
generation based network coding, MGM allows encoding in a particular way that
improves the performance of network coding significantly. We provide analytical
modeling and evaluation of MGM using canonical topologies to provide an adequate
insight into the improvements expected. Also we evaluate the performance of MGM with
extensive simulations using a network simulator that was developed for that purpose.

In Chapter 3 we discuss the role of MGM in improving the reliability of transmission.
MGM allows the transmission of extra encoded packets to protect against packet loss.
There are different options for sending protective redundancy. We discuss in details
different options for redundancy transmission with MGM. We evaluate the different

options for redundancy transmission with extensive simulations.



In Chapter 4 we discuss the unequal protection feature of MGM. MGM provides
different levels of reliable communication to the different parts of sender data. The
unequal protection feature of MGM is analyzed and evaluated with extensive simulations.
We show how the unequal protection feature of MGM is affected by the different options
of redundant transmission discussed in Chapter 3.

In Chapter 5 we apply MGM in networks communicating video contents. We
evaluate the improvements achieved by MGM when applied in video networks using
research video traces and real video sequences. We apply MGM on scalable and non
scalable video and show the improvements.

Finally in Chapter 6 we conclude the dissertation and highlight directions for future

work.
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Chapter 1

Introduction to Network Coding

Network coding has attracted the interest of researchers since the year of 2000 [1].
Theoretical as well as practical research in the area of network coding showed major
improvements achieved when applying network coding. In this chapter we introduce
network coding and explain some of its applications. Before that we provide the

background needed for the understanding of network coding and its operations.

1.1. Introduction

Currently in packet switching networks end to end communication is performed by
routing in such a way that intermediate nodes store and forward packets. With the store
and forward functionality the task of intermediate nodes is to propagate received packets
through the next hop to reach the destination through the best path. Recently it has been

shown that by extending the capabilities of intermediate nodes to mix (encode) received



packets and send the generated mixings, major improvements are achieved. The
improvements achieved are in terms of bandwidth utilization and robustness to losses.

With network coding the role of sender as well as propagating nodes is extended to be
capable of encoding received packets and forward independent encodings. Independent
encodings are forwarded through a cloud of intermediate nodes between sender and
receiver.

Network coding has been investigated thoroughly [2-6]. Theoretical as well as
practical studies have shown improvements when network coding is applied [4, 7-15].
The improvements of network coding are clear in a multicast scenario, where a sender
node sends data to a group of receivers. Sender packets are propagated through the
different paths connecting sender to receivers. If we assume the paths connecting sender
to receivers are edge disjoint then there is no sharing of edges capacity by the different
streams created from sender to receivers. In such a multicast scenario and with the
maximum utilization of bandwidth available at the different paths the maximum multicast
throughput is achievable with store and forward routing.

Paths usually overlap by common nodes and edges. These nodes and edges may
create a bottleneck on the maximum throughput that can be achieved. Competition
between the different streams created to the different multicast receivers and the inability
to share the bandwidth among the different streams propagated by the common nodes and
edges make it (in some scenarios) impossible to achieve the maximum multicast
throughput. Network coding allows the mixing of traffic in such a way that improves
bandwidth utilization to the extent where the maximum multicast throughput is

achievable. This motivates the deployment of network coding.



In this chapter we provide the background needed to understand network coding. We
illustrate the purpose and procedures of network coding and provide examples. Also we
show how network coding can be deployed practically in different types of networks and
what are the improvements achieved. The rest of the chapter is organized as follows. In
Section 1.2 we discuss maximum flow and related theorem. In Section 1.3 we discuss
Field arithmetic. In Section 1.4 we introduce network coding and explain its operations
and improvements. In Section 1.5 we present some of the applications of network coding.

In Section 1.6 we highlight the contributions of the dissertation.

1.2. Maximum Flow

The goal of routing is to communicate sender(s) packets to receiver(s) reliably.
Efficient utilization of bandwidth is important, and for that it is important to transmit
packets at rates that are close to maximum flow. Transmission rate T that is equal to
maximum flow is the maximum achievable transmission rate (or simply maximum
transmission rate). A maximum multicast throughput of T is achievable when sender is
sending at rate T} and receiver(s) are receiving at rate T.

Sender transmission rate should not exceed maximum transmission rate 7. Exceeding
maximum transmission rate causes congestion, and hence loss of packets. In real
networks it is not easy find maximum transmission rate 7. In other words it is not easy to
find maximum flow.

Through the paths from sender to receiver(s) there are some links that are bottleneck
on the maximum achievable rates. Finding the maximum achievable rate requires global

information about the network which may not be available. With network coding there is
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no need for such global information at the same time maximum throughputs (achieved

with maximum transmission rates) are achievable.
1.2.1. Flow Function

A network G(V,E) is an edge weighted directed graph where V is the set of vertices
or nodes and E is the set of weighted edges or links connecting nodes of V. The weight of
each edge ee€ E is denoted by C(e) and represents the capacity of that edge. Sender
node is a node with no incoming edges (indegree =0), and receiver node is a node with
no outgoing edges (outdegree =0). Other than the sender(s) and receiver(s) all other
nodes in G are intermediate nodes.

For a Network G(V,E) a flow function is a nonnegative valued function f(e). For
any edge in the network the flow cannot exceed the capacity of the edge:

f(e)<C(e) 1.1

This is the first constraint on the flow function. As another constraint for a flow along

edge e is: the net flow from u to v where u,v eV equals to the opposite of the net flow

from v to u:

Sr@=- Y@ 12

e=(u,v) e=(v,u)

This constraint leads to the flow reservation constraint:

> fu,w)=0 1.3

weV u#s,t
This is the flow conservation property it indicates that the net flow to a node that is

not a sender or receiver is zero.



The value of the flow function:

W= Tf@- TS 1.4

e=(u,v) e=(v,u)

A flow function is maximum flow function if v(f) 2 v(f") where f” is any other flow
function.

The maximum value of flow between two nodes indicates the maximum traffic that
can be pushed by the sender in the network at one transmission and received by the
receiver at once. In other words the value of max-flow is the maximum rate at which
sender is transmitting which is equal to the maximum throughput that can be achieved at
receiver(s).

Ideally the transmission rate at sender should be maximized to reach max flow.
Exceeding max flow will cause congestion and transmitting at rates lower that max flow
causes inefficient utilization of bandwidth. Finding the value of max-flow is not an easy

task.

1.2.2. Network Cut

A cut (X,X") is a partition of nodes into two subsets X and X', where sender node
is in one subset and receiver node is in the other subset. The capacity of the cut denoted

by C(X,X") is defined as the cumulative capacity of all edges crossing the cut:

CX,X)= ) .Cle) 1.5
ee(X,X")

For any network G(V, E) with cut(X,X"), the value of the flow function is:



WN= TfEO- Y flescxx’) 16

e=(u,v) e=(v,u)
For a Network G(V, E) a minimum cut (X,X') is a cut with the minimum capacity

among all other cuts (Y,Y')in the network.

Coin = C(X, X") S C(Y,Y") forall (Y,Y") 1.7

1.2.3. Max-flow Bound

In a network topology with sender s and receiver ¢, max-flow(s,?) is defined as the
maximum rate at which data can be sent from s to ¢. For a multicast topology with sender
s and a set of receivers T = {t,---,¢,} the maximum achievable flow is:

Maxflom(s,T) = Cpyin 1.8

This is the Max flow Min cut theorem by F. Fulkerson [16].

1.3. Field Arithmetic

1.3.1. Field

A field is a set of elements where arithmetic operations of addition, subtraction,
multiplication and division (except by zero) can be performed. More precisely a field is a
set F with two binary operations addition (+) and multiplication (-), with the following
rules hold [17-19]:

1. For each a and b in F, the results of the sum (a + b) and the product (a - b) are

members of F. (Enclosure).



. Forallaand binF, a + b= b + a. (Commutative law for addition).

. ForallaandbinF, a- b=> - a. (Commutative law for multiplication).

. Foralla,b,andcinF, (a+b)+c=a+ (b+ c). (Associative law for addition).
Foralla,b,andcinF, (a-b)-c=a- (b - c). (Associative law for multiplication).
. Foralla,b,andcinF,a-(b+c)=@-b)+(@-c)and(@+bdb)-c=a-c+b-c.
(Distributive law).

. There are distinct elements 0 and 1 of F such that, forallain F, at0 =0+ta=a
and a-1 = 1-a = a. (Existence of identity elements).

. For each a in F there is an element —a in F such that a + (—a) = (—a) + a = 0.
(Existence of additive inverses).

. For each a # 0, there is an element @' in F such thata - (@) = (@) - a = 1.

(Existence of multiplicative inverses).

Subtraction and division can be performed through addition and multiplication

respectively. Subtraction can be defined by a — b = a + (—b) (rule 8), and division can be

defined by a/b = a - (b™") (rule 9) (provided b is not 0). Rational numbers, real numbers,

and complex numbers are familiar examples of fields.

1.3.2. Finite Field

A field with a finite number of elements is called finite field or Galois Field (in honor

of Evariste Galois). The number of elements of a finite field is the order of that field. For

any prime number p and a positive integer n there is a finite field of order p". The prime

number p is called the characteristic of the field. A finite field can be formed from

integers modulus p.
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Common naming schemes for finite fields specify the order of the field. One naming
scheme is GF(p") where p is a prime number and » is an integer. The simplest example of
a finite field is GF(2") which is the set F={0, 1}. This field is constructed from positive
integers modulus the prime number (p = 2).

Any two finite fields with the same number of elements are isomorphic. That is,
under some renaming of the elements of one of the fields, both its addition and
multiplication tables become identical.

Finite field elements are coefficients of a polynomial. For a finite field GF(®"), f(x) is a
polynomial of degree n:

1

F(x)=ag+ap +apx® +-+a,_x"! 1.9

There are p choices for each coefficient a; and hence there are p” elements in the
field.
For a finite field GF(p"), with n=1 there are p elements in the field. When n is greater
than one, to construct the field we need to consider the set Z ,[x] of all polynomials in x

of finite degree. For example for p = 2:

2 x+x2l+x+x2,) 1.10

Z,[x]= {0, x,1 + x1 + x%,x
Then from Z,[x] we select an irreducible polynomial of degree n. A polynomial
is irreducible if it cannot be written as the product of two polynomials from Z,[x] each

of positive degree.

As an example to construct a finite field of four elements GF (2°) then from the set

of polynomials Z;[x] we consider f(x)= x2 +x+1 which is an irreducible polynomial.

f(x) defines the field:

11



F ={[0],[1],[x],[1 + x]} L11
Addition is performed using ordinary polynomial addition. To add two field
elements, just add the corresponding polynomial coefficients using addition in Z plx].

Here addition is modulo 2, so that 1 + 1 = 0. Addition, subtraction and exclusive-or are

all the same. The identity element is just zero: 0. Table 1.1 is the addition table of F.

Table 1.1: Addition table for finite field of p=2, n=2.

+ 0 1 x I+x

0 0 1 x l4+x

I+x | 1+x x 1 0

Multiplication is performed using ordinary polynomial multiplication. Multiplication
in fields is much more difficult and harder to understand, but it can be implemented very
efficiently in hardware and software. The first step in multiplying two field elements is to
multiply their corresponding polynomials just as in algebra (when p =2 coefficients are
only 0 or 1, and 1 + 1 = 0 makes the calculation easier, since many terms just drop out).
The result could have a degree that is greater than degree p polynomial. A finite field
now makes use of the fixed irreducible degree (p) polynomial (a polynomial that cannot
be factored into the product of two simpler polynomials). The intermediate product of the
two polynomials must be divided by f(x). The remainder from this division is the desired

product. Table 1.2 is the multiplication table for F.
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Table 1.2: Multiplication table for finite field of p=2, n=2.

I+x| 0 1+ 1 X

Table 1.3 shows different representations for the finite field elements. These are
power, polynomial, binary and decimal representations. It is easier to use different
representations for the different finite field operations. More specifically addition can be
easily performed using the binary representation while multiplication can be easily

performed using polynomial representation.

Table 1.3: Different representations for finite field elements.

Power | polynomial | binary | decimal
0 0 00 0
x° 1 01 1
x! X 10 2
x° 1+x 11 3

As an example for adding two finite field elements:
[x]+[1+x]
Using binary representation this is:

[01] +[11] = [101] mod [10] = [01]

13



The result is the second row in the table.
As an example of multiplication:
[x]. [1+x]
Using the polynomial representation this is:
[x] . [1+x] = [x] + [x’]
This is an addition operation that can be performed using binary representation:
10+11=101 mod 10=1

The result is the second row in the table.

In our work network coding computations are performed in GF(2°). In other words
network coding computations will be byte computations where each element in the finite
field is one byte (8 bits). GF(2®) is sufficient for generating independent encodings that

contribute in propagating sender packets by intermediate nodes toward receiver(s).

14. Network Coding

Generally the goal is to achieve max-flow when communicating data from sender to
receiver. It appeared that with traditional routing in packet switching networks, it may not
be possible to achieve max-flow. With conventional routing achieving max-flow requires
providing the sender with the value of max-flow so that it adjusts its transmission rate
accordingly. Even with the sender transmission rate adjustment it may not be possible to
achieve max-flow as we will see shortly.

Network coding is a new routing mechanism by which the max-flow bound is achievable.
With network coding the max-flow bound is achievable without the need to provide

sender with max-flow value. Let’s start by a simple example that illustrates the advantage
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of network coding. Figure 1.1 shows a simple canonical topology for a multicast

scenario. The topology consists of a sender s, a set of intermediate nodes and two
receiver nodes {r;,r, }. In this multicast topology sender intends to forward two symbols
{a, b} to the two receivers {r,r,}.

For the topology in Figure 1.1, having a unity edge capacity for all links, the
minimum cut capacity C;, =2. The goal here is to achieve the max-flow (which is the
min cut capacity).

First in Figure 1.1(a) with conventional routing, sender s pushes the two symbols
through the two outgoing links (Transmission rate equals the max-flow value) to be
received by nodes W, X. Next, nodes W, X forward the received symbols through the
outgoing links to nodes 7,,Y,r, . At this stage node Y has two symbols to be forwarded.

Since the capacity of Y’s outgoing link is one, Y has to choose one symbol to forward
either a or b. in any case the maximum throughput of 2 is achieved only at one receiver
and hence the achieved multicast throughput is 1.5.

The outgoing link of node Y is the bottleneck link; it makes it impossible to achieve
the max-flow bound with conventional routing. With network coding Figure 1.1(b), and
by going through the same procedure until node Y receives the two symbols. Instead of
sending either a or b, node Y mixes (encode) the two symbols simply by xoring them and
sends the generated symbol. Upon the reception of the xored symbol both receivers are
able to generate the needed symbol by a simple xor with the previously received symbol.
A throughput of 2 is achieved at both receivers. Hence with network coding the

maximum throughput that is equal to max-flow is achievable.
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Figure 1.1: (a) Traditional store and forward. (b) Network coding [1].

14.1. Random Linear Network Coding

In the previous example encoding was done simply by xoring symbols. In general and
for the efficient generation of independent encodings, network coding computations are
performed in finite fields of larger sizes. With random linear network coding and for n
packets to be encoded at sender, an encoding vector of finite field elements is randomly
generated. Each encoded packet is associated with an encoding vector. If the length of the

packet is L bits and computations are performed in GF(2°) then each packet is treated as

a sequence of L/s symbols. With random network coding, each encoded packet is

associated with an encoding vector ¢ ={cy,...,c,} that is generated randomly from the
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finite field GF(2°). An encoded packet E can be generated from sender packets

{P1, P25, Pp} as follows:
n
E=Y ¢ p; 1.12
i=1

For n encoded packets receiver needs »n independent encodings to be able to decode

and recover the original n packets.
For n sender packets and to generate an independent encoded packet, the encoding vector
used in generating the encoded packet has to be independent on the other n-1 encoded
packets generated. This justifies the use of a sufficiently large finite field from which the
encoding vectors are generated randomly.

The encoding vector used to generate an encoded packet is needed by receiver to be
able to decode (as we will see later). A straight forward solution is to attach the encoding
vector in the transmitted encoded packet [11]. A proposed packet format that considers
the transmission of encoding vector is shown in Figure 1.2. Including encoding vector in

transmitted packet adds transmission overhead. For example if the packet size is 1000

Bytes and computations are in GF(2%) and the number of encoded packets is n = 50

packets, then the size of encoding vector is 50 Bytes which will add an overhead of
50/1000=0.05. From here we can see that the smaller number of encoded packets the less
overhead added by encoding vectors to the encoded packet. Limiting the number of
packets encoded is done by grouping packets in generations of a fixed size as we will see

next [11].
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Encoding vector Encoded packet

Figure 1.2: packet format for network coding.

14.2. Practical Network Coding

In real networks data is communicated in packets over links with varying capacities.
Communication links are subject to random delays and losses. By allowing encoding at
intermediate nodes there is a need to carry the encoding information in the packets sent.
To carry the encoding information there is a need to have a packet format that takes in
consideration the transfer of encoding information (as we explained previously).
Encoding information is basically encoding vectors used in generating encoded packets.

Each encoded packet is a linear combination of packets that is formed using an encoding
vector generated from a finite field GF(2°).

For the practical deployment of network coding the number of packets over which
network coding is applied has to be limited. Sender divides data into groups of packets
called generations. Only packets of the same generation can be encoded together at
sender as well as intermediate node. The size of the generation has a major effect on the

performance of network coding. Network coding has polynomial computational

complexity. The complexity of network coding is o3 ) where k is the generation size.

Limiting generation size limit the number computations needed for decoding. At the
same time larger generations involves higher buffering requirements at intermediate
nodes. Buffering is needed at intermediate nodes to keep sufficient number of received

encoded packets. The more buffered independent encoded packets the higher efficiency
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in generating independent encoded packets. The more packets encoded at an intermediate
node the higher probability that the generated encoded packets will be innovative for
neighboring nodes.

Dividing data into generations has an impact on the overhead added by the encoding
vector used in generating an encoded packet as we explained earlier. By controlling the
generation size it becomes feasible to include encoding information in transmitted
encoded packets.

In summary and for the practical deployment of network coding, the following is
needed:

o Group packets in generations of limited size.

e Use packet format the carries encoding information with encoded packets.

1.5. Applications of Network Coding

Network coding has been successfully applied in different networks and applications
[7, 8, 10, 26, 29, 31, 32, 36-38]. In this section we discuss some of the applications of

network coding and show the improvements that can be achieved.

1.5.1. Network Coding for Wireless Networks

Due to the broadcast nature of wireless networks they are considered a good
environment for applying network coding. With conventional broadcast in wireless
networks, unneeded traffic is created in each transmission. Nodes that are not forwarding

nodes or receivers will receive packets and discard them which cause an inefficient
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utilization of available bandwidth. With network coding nodes can mix overheard packets
with their own packets to make data available for more nodes. It appeared that by mixing
packets improvements are achieved. The improvements are in terms of improved
utilization of bandwidth and robustness of communication.
As an example let’s consider the wireless network of Figure 1.3. This network consists of
nodes A and B and a relay node. Both nodes A and B have packets to be forwarded to
each other. We assume all transmissions between the two nodes go through the relay
node; in other words no direct communication between A and B is possible. Let’s say that
both A and B forwarded one packet to the other node at the same time, the two packets
were received by the relay node. With conventional broadcast, relay node has the option
of forwarding only one packet either the one received from A or the one received from B.
Let’s say that the relay node forwarded the packet it received from A. The transmission
of A’s packet by the relay node will be heard by both nodes A and B. B is the only
intended receiver for this packet. In this case node A will discard the received packet. In
this scenario and for each transmission from the relay node, a throughput of 0.5 is
achieved at both receivers (only one packet is received by one receiver).

With network coding applied in the relay node, an encoded packet (xor of a packet
from A with one from B) is generated and broadcasted. In this case both nodes A and B
will receive the encoded packet, and will be able to get a useful packet. In this scenario

and for each transmission of the relay node a throughput of 1 is achieved.
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Figure 1.3: Node A and B communicate through the relay node.

From here we see that applying network coding can enhance the utilization of
available bandwidth and achieve the max flow capacity even in a network with a

broadcast nature where conventional broadcast is not efficient.

15.2. Network Coding for P2P Networks

In P2P networks populations of users are interested in retrieving data that originally
exists in a server. The capacity of the server is limited; other users contribute their
bandwidth resources to help other users. In order to enable all users to retrieve the data
needed and since the server is not capable of serving all users, it divides the data it has
into blocks, where these blocks are distributed randomly to a set of clients that will help
in the distribution of data to a wider population of interested clients.

In a P2P network users do not have information about the identities of all other users
or how the data that they need is distributed among other users. At the same time users

can join and leave the network at any time. This makes it a challenge to have the needed
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data available all the time. One way to deal with the rare blocks problem is to have clients
give priority to rare blocks, this requires enabling each intermediate node to know what is
rare and what is not. This is not an easy task; it needs each client to know what data is
available and what is not available either locally among direct neighbors or globally
among other clients.

Network coding can resolve many of the challenges faced in P2P networks. As we
know with network coding sender encodes the blocks it has, so that each encoded block
carries information from all sender blocks. This means that all encoded blocks have the
same importance (all encoded blocks have the same information). For a client interested
in retrieving the sender blocks, what is important is to receive a particular number of
blocks that will enable the client to recover (decode) sender blocks. Since recovering
sender blocks is done in a way similar to solving a system of linear equations the received
block has to be independent on all of the other blocks received (as we will see later).
Obviously by allowing the encoding of data at sender as well as intermediate nodes the
problem of rare blocks is solved.

To understand the operation of network coding in P2P networks we will consider the
example of Figure 1.4 [8]. Assume a server has N blocks. Client A is a neighbor client to
the server that is interested in receiving server blocks. At the beginning client A contact
the server requesting a block, at this time the server will generate an encoded block to

client A. The generation of the encoded block is done by selecting N constants

{c15....cy } randomly from a finite field. Each server block B; is multiplied by a constant

c; and added to all other multiplied blocks to generate one encoded block C; to be sent to

client A.
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N
Ci=Y¢ciB 1.13
~

Block C, is generated and sent to client A in the same way. The encoding vector

used to generate an encoded block is sent as part of the encoded block.

Now assume that client B contact client A for a block. Client A responds by
generating an encoded block from C; and C,. The encoded block at client A is
generated in a way similar to generating an encoded block at the server. Since client A
has two blocks only, it randomly selects two constants {ej,e,} from the finite field to
generate D .

Dy=¢-Ci+ey-Cy 1.14

Encoding vectors of A’s blocks are also multiplied by ¢; and e, and added. The
generated encoding vector is sent with the encoded packet D to node B.

A client that receives N independent blocks is able to recover the N server blocks.
From here we can see that all blocks have equal importance and any client who
previously received server blocks can generate independent blocks which make the

propagation of server blocks efficient [8].
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Client A

Client B

Figure 1.4: Network coding for P2P networks [8].

1.53. Network Coding for Sensor Networks

Sensor networks consist of a large number of sensor nodes deployed in different
environments. Due to the advances in sensor networks, they have many applications [39-
44]. Limited lifetime and buffering capabilities are major constraints that must be taken
in consideration for improving the performance of communication in sensor networks
[45-47]. In sensor networks transmission is expensive due to the relatively high power
consumption. Transmissions are much more expensive than computations. Keeping in
mind the broadcast nature of sensor networks, they can benefit from the improvements
achieved by applying network coding.

With network coding applied in sensor networks we would expect an improvement in

bandwidth utilization. Hence less number of transmissions by all nodes to successfully
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deliver data to receiver(s) is expected. Overall this will save energy and increase the
lifetime of the sensor network.

Limited buffering at a sensor node and the inability to keep all received packets leads
to a situation where data is lost. Another related issue is that in sensor networks
overheard packets are discarded. Sensor networks can benefit from the deployment of
network coding to resolve these issues. With network coding a sensor node can maintain
a very small buffer size without causing the situation where data is lost. For each packet
received a sensor node can multiply this packet by a constant and add it to a buffered
packet. Although this node will not be able to decode packets received, it can make this
data available to other nodes that can benefit from this data. By encoding received
packets in the buffer to reduce buffering requirements sensor networks can benefit from
overheard packets and propagate important data to receiver(s) efficiently. This improves
the persistence of data and lead to efficient propagation and energy savings for longer

network lifetime.
15.4. Network Coding and Error Recovery

Automatic Repeat Request (ARQ) and Forward Error Correction (FEC) are the two
major approaches for handling losses in packet loss networks. With ARQ retransmission
is requested by a receiver in the case of loss. The time needed for the sender to receive
retransmission request and respond with the retransmitted packet causes a delay issue.
ARQ can be applied in networks co@McaMg non real-time data where delay is

tolerable. For networks communicating real-time data like video, retransmissions may not
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be the best option for handling losses. Although ARQ is costly by the mean of delay, it
achieves the best communication rate since retransmissions are done only if needed.

Another approach for handling losses is packet level FEC. In addition to transmitting
data packets, sender transmits redundant packets. The redundant packets can be used by
receiver node(s) to overcome losses. Many FEC schemes have been proposed but the
main idea is adding redundancy. FEC has the advantage of minimizing the delay. On the
other hand with FEC part of the bandwidth will be consumed for the transmission of
redundancy. It is difficult for a sender to have an estimate on the amount of redundancy
that should be added to the transmitted data. This leads to a situation where unneeded
traffic is generated and there is an inefficient utilization of bandwidth. Although FEC is
costly in terms of data rates, it is effective in minimizing delay since there is no need for
retransmissions.

Network coding is an effective approach to increase the robustness of communication
in the face of losses. We know that one of the improvements achieved by network coding
is increased resilience to losses. As we explained previously network coding overcomes
losses caused by rare packets as in P2P networks or losses caused by buffer over flow as
in sensor networks. With network coding encoded packets carry information from
different packets. A receiver node needs a particular number of useful encoded packets to
be able to decode. This means that there is no need for sender retransmissions, any node
that have encoded packets that carry information of the unrecovered data can generate

encodings to be forwarded to receiver(s).
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1.6. Related Work

The deployment of network coding requires enhancing the capability of
communicating nodes to be able to mix (network encode) packets and forward encoded
packets toward receiver(s). It appeared that by enhancing the capability of
communicating nodes to perform network coding, significant improvements are
achieved.

Extensive research has been done in the area of network coding since the pioneering
paper of Alswede et al. [1]. In that paper it was shown that by allowing the mixing of
packets at communicating nodes, multicast capacity can be achieved. Network coding has
shown significant potential in improving bandwidth utilization resilience and hence
throughput. Li et al. [4] has shown that linear codes can be used by intermediate nodes to
achieve maximum capacity bounds. An algebraic framework for network coding has been
proposed in [20]. Polynomial time algorithm has been proposed by Jaggi et al. [21] to
find network coding encoding and decoding coefficients in directed acyclic graphs. The
polynomial time algorithm for acyclic graphs has been extended to cyclic graphs in [22].
Independently the studies by Ho et al. [23] and Sanders et al. [24] have shown that
random linear network coding over a sufficiently large finite fields can asymptotically
achieve multicast capacity.

Network coding has been investigated thoroughly theoretically as well as practically
[25]. Theoretical work in the area of network coding assumed knowledge of topology. At
the same time centralized computational schemes were assumed. Chou et al. [11]

proposed a practical network coding approach. With the proposed practical network
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coding approach there is no need for global topology knowledge and centralized
computational schemes.

Network coding has been studied and applied in different types of networks, for
example: wireless networks [13, 26], sensor networks [7, 27, 28] and peer to peer
networks [29, 30] etc ..., and for different applications, for example: content distribution
[8], storage [31], data dissemination [32] and security [33-35].

This dissertation focuses on the practical deployment of network coding. In our work
we propose a generalized approach for practical network coding that enhances the
performance of network coding by improving network coding decodable rates and
resilience. We study the proposed practical network coding approach and evaluate its
performance. The proposed practical network coding approach is applied for video

communication where it improves decodable rates and video quality.

1.7. Dissertation Contribution

The contributions of this dissertation are summarized as follows:

e We propose a generalized approach for practical network coding called network
coding with Multi-Generation Mixing (MGM). With MGM the performance of
network coding is improved. With MGM generations are grouped in mixing sets
where encoding is performed among mixing set generations in a way that
enhances network coding decodable rates. 'I'he cooperation among mixing set
generations allows the recovery of previously received unrecovered generations
with the help of other generations in the mixing set. Each generation in the mixing

set has a different level of protection, depending on its position within the mixing
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set. This leads to the unequal protection of mixing set generations. The unequal
protection of mixing set generations is supported by mapping data with higher
priority to generations with higher levels of protection within the mixing set.
MGM unequal protection feature has important applications that will be
investigated in this dissertation.

We provide analytical modeling and evaluation for the different characteristics of
network coding with multi-generation mixing and compare it to the traditional
generation based network coding. In the analytical modeling we are interested in
applying MGM on a canonical structure of interest and show the improvements
achieved.

We apply network coding with multi-generation mixing on wireless mesh
networks and evaluate the improvements achieved with extensive simulations. For
that purpose we developed a network simulator that is capable of performing all
MGM procedures and simulate it. We evaluate the performance of MGM and
compare it to traditional generation based network coding.

Sending redundant packets is one way for protecting sender packets. With
network coding, redundant packets are extra independent encodings. Multi-
generation mixing allows flexible generation and transmission of protective
redundancy. Redundant packets associated with a mixing set generation can
contribute in the recovery of more than one generation. We will compare and
evaluate different options for redundancy transmission supported by MGM.
Unequal protection of communicated generations is a feature supported by MGM.

We study, evaluate the performance of MGM in providing unequal protection to
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the different generations in a mixing set. Reliability of delivering different mixing
set generations varies as the mixing set size changes. Analytical as well as
simulation evaluation is provided.

Video communication is an area that can benefit from the deployment of multi-
generation mixing. We apply MGM on networks communicating different types
of video. We apply MGM on scalable and non scalable video and evaluate
performance. The performance is evaluated in terms of quality of recovered video
and decodable rates achieved. Research video traces as well as real video

sequences are employed for the evaluation of MGM video network coding.
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Chapter 2

Network Coding with Multi-generation
Mixing: Study, Modeling and evaluation

Multi-Generation Mixing (MGM) is a generalized approach for practical Network
Coding (NC) that has its improvements when applied in packet loss networks. With
traditional generation based network coding sender packets are grouped in chunks called
generations. Network coding is performed on packets that belong to the same generation.
In scenarios where losses cause insufficient reception of encoded packets network coding
losses occur. Network coding losses are expensive; the minimum unit of loss is the loss
of one generation. Multi-generation mixing allows the encoding among generations for
the purpose of increasing the chances for recovering a generation. With MGM in
scenarios where insufficient number of encodings received of a generation, it is still
possible to recover the generation using data encoded in other generations. MGM shows
major improvements in network coding decodable rates. In this chapter we develop
MGM encoding and decoding approaches, and demonstrate the improvements in

perforﬁlance achieved by MGM. The computational overhead incurred by MGM on
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communicating nodes is analyzed. Further, the performance of MGM is evaluated using a

canonical analytical model and with simulations.

2.1. Introduction

Network Coding improves the performance of communication in packet loss
networks by increasing throughput and resilience to losses. The improvements achieved
by network coding are due to sharing bandwidth among nodes in a way that makes it
possible to achieve maximum throughput [1], which is difficult without network coding
[48, 49].

With linear NC intermediate nodes form independent linear combinations of received
packets. Encoding vectors that are used in generating the independent linear
combinations of packets can be generated deterministically or randomly [14, 23, 24, 50].
In our study of network coding we will use randomized linear NC where encoding
coefficients are randomly selected from a finite field of large size. It has been shown that
using randomized linear NC in a practical approach, throughput can be improved
noticeably [8, 11].

The benefits gained by applying NC depend on the ability of intermediate nodes to
generate useful encodings. A useful encoding is a linearly independent encoding that will
contribute in propagating sender data to receiver node(s).

It has been shown in [11] that for the practical deployment of NC there is a need to
group sender packets in generations. As explained in Chapter 1 a generation has a fixed
number of packets and NC is applied on the generation level. In other words NC

encoding and decoding is applied on each generation separately from all other
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generations. Grouping packets in generations makes the deployment of network coding
practical in the sense it provides a way to control the computational and transmission
overhead incurred by network coding. We will show later the way generation based
encoding/decoding is performed. We will see that a generation is recoverable if the
number of independent packets received of that generation equals the generation size.

With harsh network communication conditions such as high rates of packet loss, the
ability of intermediate nodes to generate useful encodings is degraded. This is simply
because intermediate nodes are receiving less useful encodings and hence they are unable
to generate independent encodings sufficiently.

As a straightforward approach for protecting generation packets, is to allow the
sender and/or intermediate nodes to generate extra independent encodings of each
generation. For each generation an intermediate node generates a number of independent
encodings that is larger than the number of independent encodings it has received.
Protecting data by generating extra independent encodings is an expensive approach;
since unnecessary redundant traffic is likely to be produced which will consume network
bandwidth.

With network coding a possible scenario to occur is when a receiver node does not
receive sufficient number of useful encodings to recover a generation, at the same time
receiver node is not receiving any more independent encodings of that generation. It will
be of high advantage to have a NC approach where it is possible to protect previously
transmitted generations by packets associated with recently transmitted generations. With
MGM, this can be done by allowing the cooperation between generations in way that

improves network coding decodable rates.
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In this chapter, we present a generalized framework for practical network coding. We
refer to the proposed framework as Multi-Generation Mixing (MGM) [51]. As the name
indicates, MGM allows encoding and hence decoding among generations. In particular,
we define a mixing set of size m generations, within each MGM mixing set, a new set of
generation packets are mixed (i.e., encoded) with previously transmitted (encoded)
generations. This rather simple, yet robust approach provides a great deal of resilience
against losses when compared with traditional NC. (We refer to the traditional NC
approach as generation based NC).

The rest of this chapter is organized as follows. In Section 2.2 we describe in details
the multi-generation mixing approach and how encoding/decoding is performed at
sender, intermediate nodes, and receiver. In Section 2.3 we show the advantages of MGM
through analytical modeling using a canonical structure of a simple network with
broadcast nature. In Section 2.4 we analyze the computational overhead of MGM and
compare it with generation based network coding. In Section 2.5 we evaluate the
performance of MGM with simulations. Finally, in Section 2.6 we conclude the chapter

and introduce next chapter.

2.2, Multi-generation Mixing

Figure 2.1 shows a generic topology that consists of a sender node s, a cloud of
intermediate nodes, and a receiver node r. Sender s has K packets to be sent to receiver

r through the cloud of intermediate nodes. Sender groups the K packets in generations
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where the size of each generation is k packets. Each generation is assigned a sequence
number i where 0<i<h ,and  is the total number of generations.

With traditional generation based network coding, encoding is allowed among
packets that belong to one generation. With MGM, generations are grouped in mixing
sets (MS) where the size of a mixing set is m generations. With MGM each generation in
the mixing set has a position index; the position index of generation indicates its relative
position within the mixing set. The first generation in the mixing set has position index
zero and the last generation has position index m—1. Figure 2.2 illustrates the structure

of the j"' mixing set.

Figure 2.1: General topology represented by a sender s a cloud of intermediate nodes and a receiver r

The case of MGM with mixing set size one (m =1) represents the case of traditional
generation based network coding. For MGM with m =1 encoding is performed among
packets of the same generation (no inter-generation mixing). From here we can see that

MGM is a generalized approach of network coding.
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Figure 2.2: Mixing set of size m generations, mk packets grouped in m generations of a mixing set

2.2.1. Encoding under Multi-Generation Mixing

With generation based network coding where generation size is k packets, a vector of
k coefficients is generated randomly from a finite field of sufficiently large size. The

encoding vector associated with encoded packet FE y of a generation
iscy ={cy0,--sCyk-1}- Sender generates independent linear combinations by

employing such randomly generated encoding vectors. Sender s generates the encoded
packet E, from input packets ( pg, p,..., px—1) of a generation as follows:
k-1
Ey= _}Eocz,j'l’j
= 2.1

Therefore, sender can generate k& independent packets of a generation of size k as

follows:

Ey €0 -+ Cok-1 || Po

Era] (k10 - Ck—14k-1| Pk 29

The encoding operation is shown in Figure 2.3. As shown in Figure 2.3 each

generation is encoded separately of other generations. This means that each generation is
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decoded separately at a receiver node after receiving sufficient number of encoded

packets of that generation.
9o g1 g2 gm-1

-’.. n

Te
O

= R | - B - |
—=a ——=s

v v \4 v
E(9o) E(91) E(g2) E(gm)

Figure 2.3: Generation based network coding mixing, generations are encoded separately.

Under MGM encoding, when a node (either a sender or an intermediate node) sends a
packet that belongs to generation i with position index / in its mixing set, that node
encodes all packets it has that are associated with generations in the same mixing set and
have position indices less than or equal to /.

The size of encoding vector depends on the number of packets encoded initially at
sender. With generation based network coding the size of encoding vector is fixed; it is
equal to the generation size. On the other hand with MGM network coding the number of
packets that are encoded together (at sender) depends on the position index of the

generation. For packets in generation with position index / where 0 </ <m, the size of
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the encoding vector used to generate an encoded packet is (/+1)-k. Sender s generates

encoded packet E, associated with generation of position index / and encoding vector

Cx = {c,(,O""’cz,((l+l)-k)—l} as follows:
((+1).k)-1
Ex= )¢y jpj 23
j=0

Therefore, one node can generate (/+1)-k independent packets, when encoding

packets associated with a generation of position index /:

Ey 0,0 €0,(I+1)-k)-1 Po
: P : : 24

E((I+l)-k)—l QUHYk)-1,0 oo GU+)-R)-L((I+1)-k)-1 | P(I+1)-k)-1
Although (/+1)-k useful packets of a generation with position index / can be

generated with MGM of each generation in the mixing set, it is sufficient for a receiver
node to receive k useful packets to be able to decode the mixing set successfully (as we

will see shortly). In general, a sender node can generate k + f; packets of generation with
position index [/ where B, packets are extra (redundant) encoded packets that can
protect against losses that may occur to any generation with position index j where

0< j<!. This is one of the advantages of MGM; extra independent packets received

with generations of higher position indices can protect against losses in generations of
lower position indices in the mixing set. On the other hand with generation based
network coding an encoded packet can be used in recovering only one generation, and if
insufficient number of independent packets were received of a generation that generation

is lost.
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Figure 2.4 shows how MGM encoding is performed within a mixing set. Packets

associated with generation of position index /, where 0 </ < m, is encoded with packets

associated with all generations that have lower position indices in the same mixing set.

9o : g1 : g2 : : Om-1
» } } i } =
n : : s | |
| |
[ I | ' |
—n | | | I
| I | |
| | I I
| | I I
| l | |
v | v l v | | v
E(go) : E(g) : E(g2) : : E(Gm)

Figure 2.4: MGM network coding mixing, each generation is encoded with previous generations in the
mixing set.

With generation based network coding and at an intermediate node, encoding is done

by generating independent linear combinations of received packets that belong to the

same generation. With MGM network coding, intermediate nodes encode a packet with

all packets of generations of lower position indices that have the same mixing set index

M . Shorter encoding vectors will be padded with zeros, so that all vectors will have the

same length.
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Figure 2.5 shows that of the first generation in the mixing set one node can contribute
by up to k£ independent useful packets to neighbors. At the same time this node is able to
contribute by up to 2-k useful packets associated with the second generation in the
mixing set. These packets carry information from the first two generations in the mixing
set. As we explained previously sending k wuseful packets associated with each

generation in the mixing set can be sufficient for the successful decoding of mixing set

generations.
Jdo I g1 : g2 :
I ekl .-

| |

>
Send at least k

—————— V_ ___________________
0 2k-1 Send at least k
\ 4

0 e 3k-1] Send at Ieastk>

Figure 2.5: MGM applied on different mixing set generations. k encoded packets of each generation can be
sufficient for the successful decoding of the mixing set.

2.2.2. Decoding under Multi-Generation Mixing

With generation based network coding, receiver will be able to decode a generation of

size k when the decoding matrix, which is the matrix formed by vectors included in
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received packets (each row in the matrix is an encoding vector included in a received

packet) have a rank of k. A received packet is useful if it increases the rank of the
decoding matrix toward k.

In some situations, a receiver may not be able to receive sufficient number of useful
packets to decode a generation. With MGM network coding if a generation in a mixing
set that is not the last generation could not be decoded at a receiver because of receiving
insufficient number of useful packets, it is still possible for that generation to be decoded
with the help of other generations in the same mixing set. These are subsequent
generations in the mixing set that have higher position indices. Packets associated with
generations of higher position indices in the mixing set carry information from all
generations that have lower position indices in that mixing set.

Let’s say that receiver received k—A4; linearly independent encoded packets of a
generation with position index /, where k is the generation size. A; represents a
particular number of packets. Let’s assume that A4; takes positive and negative values.
For k—A4;, a positive 4; means that 4; more useful packets are needed so that the total
number of useful packets received of generation / is k. On the other hand a negative 4;
means that 4; independent packets have been received over k useful packets associated
with generation /. In other words there are 4; extra packets received and these packets

can help in decoding unrecovered generation with lower position indices in the mixing
set.

A receiver node will be able to decode a subset of (/+1) generations of a mixing set

of size m generations, where this subset starts from generation with position index zero
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and ends at generation with position index / such that 0 </ < m, if the receiver receives

independent encoded packets with vectors that form a decoding matrix of the form:

[Gole-1), & [0)k-10),0-0pk

_ [Glk-apy 2 [0)ge-y),0-1p%

A ()

[Gt] k=2, 0410k [0](/:-,1,),(1-1)1: (kx4 Dk

In the decoding matrix 4 (5), [G;](k-4;),(i+1)k 1S a sub-matrix that consists of vectors
that are received with useful packets of generation with position index i. [0] (k= 2;),(1-i)k
is a zero matrix that have the same number of rows as [G;](k- 4;),G+1k and completes

the number of columns in the decoding matrix A to (/+1)-k.

The decoding matrix is formed from vectors included in useful packets associated
with different generations in the mixing set. Useful packets associated with each
generation provide a particular number of rows in the decoding matrix. For the decoding
matrix to be valid, an important condition has to be satisfied. For any generation with
position index /' where 0</'<!, the number of independent rows in the decoding matrix
that are provided by generations that start from the first generation (with position index
zero) in the mixing set and ends at that generation (with position index ') has to be less

than or equal to (/'+1)-k, and the total number of independent rows that are provided by
the (/+1) generations is exactly (/ +1)-k. This condition assures that the decoding matrix
has a full rank of (/ +1)-k, which is necessary for the decoding of the subset of mixing

set generations that starts from the first mixing set generation to the generation with

position index 1.
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As explained previously with MGM the extra linearly independent packets associated
with a generation can be used in recovering any previous generation in the mixing set that

have a lower position index. In case of an unrecovered generation with position index 7
(0 <77 <m) the matrix formed by the vectors of the unrecovered generation will have a
rank that is less than k. the unrecovered generation can be recovered collectively as a
subset of generations that starts from the first generation in the mixing set. The
unrecovered generation is collectively recoverable upon the reception of the incoming ¢
generations (1<¢t<m-n-1) in the mixing set (incoming generations are generations
with higher position indices) such that the rank of the decoding matrix of the
t+n+1generationsis(t+n+1)-k.

With MGM network coding, generation of position index / where 0</<m can be

successfully decoded in one of two possible scenarios:

o Incremental Decoding: All generations with position indices less than / in the
mixing set have been decoded and the decoder receives at least k£ independent
MGM packets associated with generation of position index /. In this case the &
independent packets associate with generation / is sufficient to recover that
generation. Here we note that & independent packets are sufficient to recover
generation with position index /.

e Collective Decoding: The number of independent packets received (collectively) of
all (/+1) generations (i.e., generations with position indices zero to /) is at least
(I +1)-k. Collective decoding of MGM encoded packets of the (/+1) generations

is based on the following necessary condition. Out of the (/+1)-k independent
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packets recei§e¢ and for any consecutive subset of ' generations (that starts at the
first generation of the mixing set to the generation with position index /' where
I'< 1) regardless of the number of independent encodings available of these (I'+1)
generations, no more than (/'+1)- k£ independent encodings can be used in decoding
packets associated with generation /. This condition ensures that the encoding
vectors included in the (/ +1)-k independent packets form a decoding matrix of
rank (/+1)-k assuming that all encoding vectors are padded with zeros so they
have the same length of (/ +1)-k. In this case packets associated with a generation
of higher position index are needed to recover generations of lower position indices
in the mixing set.

The above observations can be summarized by the following proposition and
definition:

Proposition: Let u be a subset of mixing set generations that starts from the first
generation in the mi;cing set to the generation with position index /. u is decodable if
and only if each generation in y is part of a recoverable subset 4 where u'c u.

Definition: Let y' be a subset of mixing set generations that starts from generation
with position index zero and ends at generation with position index /'. 4' is a
recoverable subset if the decoding matrix formed from the useful packets of these

generations has a rank of (I'+1)-k.
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2.3. Analytical Modeling and Evaluation

In this section we will study the performance of MGM network coding through a

simple canonical model. The network shown in Figure 2.6 consists of sender A, a set of

intermediate nodes i = {i},i,...,iy } and receiver B. Each node can communicate with

other nodes within the same circle. Node A can communicate with all nodes in the set i
directly. At the same time each node in i can communicate with node B directly. This is a
simple model that represents a small network where intermediate nodes receive encoded
packets and remix these packets to be propagated to receiver B. We will investigate the

probability of successfully delivering generations from node A to node B.

Figure 2.6: General topology nodes within a circle can communicate directly.

Assume A has h generations to be sent to B where the generation size is k£ packets.
Our assumption here is that sender A sends k independent packets of each generation. We
know that extra independent packets associated with a particular generation can be sent to

enhance the probability of generations delivery. Since independent packets associated with
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a generation can protect all generations that have lower position indices in the same
mixing set, we will have sender send only k& independent packets of each generation and
the extra packets will be sent with the last generation of the mixing set.

Let p be the probability of packet loss while being transmitted. Let F; ,,; be the

probability that set i receives at least m -k useful packets sufficient to recover a mixing
set of size m . Having sender A send k useful packets associated with each generation and
R extra packets associated with the last generation of the mixing set, any m-k packets
received by the set of intermediate nodes is sufficient to propagate the sender mixing set
information. We say that the mixing set is recoverable at intermediate nodes if at least
m-k packets are received by intermediate nodes. The probability of a recoverable mixing

set at intermediate nodes is:

B =1- mfl (mk + RJ (1= pyi - plmk+R=) 25
=0 \ !

This probability indicates that a successful delivery of sender mixing set to the set of
intermediate nodes is achieved after receiving at least m-k packets. Receiving
m - k packets at intermediate nodes is sufficient since sender sends exactly k¥ packets of
each generation and the R extra packets sent with the last generation are useful for the
decoding of any generation in the mixing set. This means that any packet received from
sender at the set of intermediate nodes is a useful packet.

Let’s say that for each generation in the mixing set, receiver node receives

k —y;packets, where 0<y;<k. With MGM the extra packets sent with the last

generation of the mixing set can be used to overcome the y lost packets, where:
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m-2
r=n 2.6
=0

= k- )4 2.7
Let Pg i be the probability that node B receives at least a number of useful

packets that are sufficient to recover the m mixing set generations:

k+R n e (n—k—7)
P mk =Bmk- 2, (k )-(l—p) v.p"rr 2.8
n=k+y try
This is the probability of delivering a mixing set successfully to receiver B. Successful

delivery is achieved when the last generation of the mixing set is delivered with all

packets needed to recover the unrecovered generations that have lower position indices in

the mixing set.
1 T
o] S SRR SRS S S A
S s
2 08}------- beeeneens
K s
= 07}--meee- bemennees
- s
7 1] S
o '
g s
= 05 """"" 'F """" pe======-
@ e
‘S 0.4}----e- boooneee- beeemenns
g Y ORI SURUR SUUURON SORUPIE SURRUOE RPN SO SO 2
Q : : :
0 02feececectone.. ; ;
2 sssenen m=1 E E E
Q 01 ===-m=2}--i ¢ ;
—=3 : :
0 1 1 1 1 |

T |
0 001 002 003 004 005 006 007 008
Probability of packet loss

Figure 2.7: Successful delivery for different mixing set sizes (m). Probability of packet loss p=0.1, Extra
packets per mixing set R=0.2mk, generation size k&=50.
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The case of mixing set size one (m =1) represents the case of traditional generation
based network coding; no inter-generation mixing is performed. As the mixing set size
(m) increases we expect an improvement in the reliability of delivering sender data to
receiver; which can be seen in Figure 2.7. In Figure 2.7, with larger mixing set the rate of
successfully delivery of sender data is higher.

Extra packets are sent to protect generations and enhance the probability of successful
delivery. Figure 2.8 shows that as the percent of extra packets per generation that are sent
with the last generation in the mixing set increases, an improvement in the probability of
successful delivery is achieved. With the same percent of extra packets sent the
improvement in probability of successful delivery is higher as the size of MGM miicing set

increases.
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Figure 2.8: Improvement in successful delii'ery as the percent of extra independent packets increases.
Probability of packet loss p=0.1, generation size k=50.
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Figure 2.9 shows that when increasing generation size, there is an improvement in the
probability of successful delivery. At the same time we note that in the case of MGM with
m =3 a generation size of k =20 has approximately the same performance as the case of
generation based network coding (MGM m =1) with k£ =80. This means that MGM
improves the performance of NC without the need to increase generation size that incurs
higher computational overhead more than that incurred by increasing mixing set size. We

+

will see later that i ing ion size may not the performance of network

coding due to the increased cost of NC losses caused by larger generation sizes (as we

explained previously).
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Figure 2.9: The effect of i ing ion size on delivery. P ility of packet loss p=0.1,
Extra packets per mixing set R=0.2mk.

Another improvement that is achieved by MGM network coding is the number of

extra encoded packets needed to protect sender data to achieve successful delivery is
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lower as the mixing set size increases. Figure 2.10 shows that increasing the size of a
mixing set, the percent of extra packets to achieve almost 100% reliable delivery
decreases. The percent of extra packets is shown for different packet loss probabilities. If
we consider the probability of packet loss p=0.08 for the case of MGM with m=3, we
note that the percent of extra packets needed to protect sender data is approximately the
same percent needed to protect sender data for the case of generation based network

coding when the probability of packet loss is 0.04.
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Figure 2.10: Percent of extra packets to achieve 99% successful delivery, generation size k=50.

2.4. MGM Computational Overhead

50



After discussing practical network coding and its operations it is useful to analyze the
burden of computations added to communicating nodes. There is an increase in
computational overhead when network coding is deployed. Encoding process is not the
major cause of computational overhead (linear complexity). On the other hand decoding
is done using Gaussian elimination which has polynomial computational complexity.

With generation based network coding packets are encoded/decoded in generations of
fixed size and hence the computational overhead incurred is fixed. On the other hand
with MGM the number of packets encoded/decoded depends on the generation position
index. The higher generation position index the larger number of packets
encoded/decoded. This means that computational overhead incurred by MGM network
coding is not fixed.

The computational overhead of MGM with mixing set size m varies between the
computational overhead of generation based network coding with generation sizes k£ and

that with generation sizem - k . Let’s say that the total number of computations to decode

k packets is a -k when generation based network coding is applied. On the other hand

for MGM network coding with generation size k the total number of computations to

decode a generation with position index / (0</<m)isa-((l+1)- k)3 , where
a- (k) <a-((+1)-k)3 <a-(m-k)® 29
Figure 2.11 shows the number of computations to recover the first five generations
for the case of MGM with mixing set size five (m=5). It is clear that the computational
overhead of MGM is bounded by that for generation based NC for generation sizes k and

mk (m=5 in Figure 2.11). Remember that the case of m=1 is the case of traditional

generation based network coding.
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Let’s consider the average number of computations performed to decode m-k
packets. With MGM for mixing set of size m where m>1, the average number of
computations for decoding a generation is:

PR P
=i 2.10
On the other hand with generation based network coding and generation size m-k the

total number of computations performed to decode that generation is:
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Figure 2.11: Number of computations to decode the first five generations using generation based network
coding and MGM with m=5.
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Figure 2.12: The effect of increasing mixing set size vs. increasing generation size on the number of

computations per generation.
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Figure 2.12 compares the average number of computations of MGM network coding
with mixing set size m=s and generation size k to the number of computations of
generation based network coding (m =1) with generation size k-s. It is clear that the
average number of computations for MGM with mixing set size m=s and generation
size k is less than that for generation based network coding with generation size k-s.
This means that increasing the size of the mixing set has lower effect on increasing the

computational overhead than that when increasing the generation size.
2.5. Multi-generation Mixing Evaluation

Due to the broadcast nature of wireless networks they have been the natural place for
applying NC. Wireless networks benefits highly from NC due to their broadcast nature
and the opportunity of enhancing bandwidth utilization.

In this section we evaluate the performance of MGM with extensive simulations. We
developed a network simulator for the purpose of evaluating MGM. After explaining the
structure of the simulator, we present evaluation results of MGM when applied in

wireless mesh networks.
2.5.1. MGM Simulator Structure

We developed a round based network simulator to apply network coding in networks
of broadcast nature. This is a C++ simulator that reflects the status of the network in

terms of data propagation after each transmission. Time is measured as number of

54



rounds, where each round is a time unit. The network simulator can operate on any
network topology provided by user.

A transmission radius for nodes is selected by user. Each node transmits to all
neighbors that are within the transmission radius. At the beginning of each round a set of
nodes that have data to be sent are selected as possible senders. We assume no collisions
in the MAC layer. In the future the simulator can be extended to operate on the top of
different MAC layer protocols. Our goal here is to evaluate the performance of network
coding regardless of MAC layer protocol.

From the set of possible senders, sender nodes are selected. Sender nodes are selected to
be isolated. In other words all possible senders that are out of transmission radius of each
other are senders.

During transmission, intermediate and receiver nodes receive encoded packets. There
is a need to check the usefulness of received encoded packets at intermediate and receiver
nodes. Useful packets are linearly independent encoded packets. These packets are
independent on any previously received packets by the receiving node. Receiving node
here is an intermediate node that propagates packet toward receiver or the network end
receiver.

Selecting candidate senders, selecting senders, transmitting independent encodings,
and checking the independence of received packets continues until a terminating
condition is satisfied. Having receiver node received all or part of sender data are

terminating conditions.

2.5.2. Evaluation Results
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In simulations MGM network coding is applied in a network with broadcast
communication nature. Network coding has its improvements in networks with broadcast
communication nature due to the opportunity of achieving efficient utilization of
available bandwidth.

In the developed round based simulator, MGM network coding is deployed in a
topology of a particular area, where nodes are randomly distributed. More specifically
MGM network coding is deployed in a network that consists of 400 nodes that are
randomly distributed in a 20x 20 units area. Nodes are distributed in a way such that
there is only one node randomly located within each 1x1 unit area. Each node can

communicate directly with all nodes within a radius of »=1.5. Sender is located at the

corner of the network area. Each node forwards a number of packets equals the number
of useful packets it has received. Intermediate propagating nodes checks each received
packet for independence (usefulness). Useless packets are discarded.

Our evaluation here is for generation based network coding which is a special case of
MGM (when m=1), and for MGM with m=2 and 3. We found that increasing mixing set
size more than three does not have major improvement on performance MGM network
coding in the scenario of study.

With NC, communicating data through a cloud of intermediate nodes create
opportunities for enhancing the utilization of bandwidth. The larger number of useful
packets forwarded by intermediate nodes the better improvement achieved. The stopping
criterion for the simulation run is the recovery of a randomly selected receiver. At the
same time we evaluate the spread of useful data at all nodes in the network. This allows

the evaluation of bandwidth utilization during the communication.
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Figure 2.13 shows the percent of decoded data at all nodes over time. The maximum
time value is the time at which the receiver of MGM m=3 case recovered all sender data.
At that time we note that 80% of sender data is recovered by all nodes in the topology.
Due to the stopping criterion we don’t expect all nodes to receive all sender data. Our
goal here is to show how useful packets are propagated more efficiently with MGM as

the mixing set size increases.
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Figure 2.13: Percent of decodable data received over time. Time is incremented per round. Generation size
is 60.

Since not all sender data has been recovered by all nodes, Figure 2.14 shows the percent
of nodes that recovered the corresponding number of sender generations. We note that the
percent of nodes that recovered all generations is larger when mixing set size is larger.

This means that increasing the size of mixing set improves the ability of nodes to receive
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more useful packets and hence increases the ability of nodes to decode more sender

generations.

w05 :
(] :
° i :
o H H H
c 04 S
— i
o i
E H
S 03
e E
(4 i :
o 02 d T

0.1 fo-eeih

o e i AL xil
3 4 5 6 7 8 9 10 1 12 13
Number of recovered generations
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generations sent is 13, generation size is 60 packets.

In Figure 2.15 we extend the evaluation of MGM to different generation sizes. In
Figure 2.15 shows the percent of nodes that recovered 100% of sender generations. We
note that in most cases with increased mixing set sizes more nodes are fully recovered.
This means that MGM provides higher spread of useful data to the level where more
nodes are able to recover more sender data. At the same time the improvement of MGM
is achieved for generations of different sizes. For generation sizes 30 and 50 we note that
for the case of MGM, m=2 the percent of nodes that are fully recovered is almost the

same or larger than that for MGM, m=3. The reason for this is that increasing the size of
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the mixing set (MGM, m=3) may cause the selected receiver node to recover quickly. At
that time simulation terminates and a low percent of nodes are fully recovered (less than

MGM, m=2).

Percent of nodes recovered 100% of data

Generation size

Figure 2.15: Percent of nodes that recovered 100% of sender data, for different generation sizes.

MGM provides different options for decoding generations: Single generation
decoding is the first option where one generation is recovered at a time after receiving
sufficient number of independent packets. The other option is collective generations
decoding where the maximum number of generations that can be decoded collectively is
bounded by the mixing set size. For the case of MGM with m=1 (this is the case of
generation based NC) single generation decoding is the only option for decoding
generations; each generation is decoded upon the reception of sufficient number of
independent packets of that generation. For MGM with m=2, generations can be decoded

incrementally (single generation decoding) or collectively in groups of two generations
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where two generations are decoded at once upon the reception of sufficient independent
packets. For MGM with m=3, there are three options for decoding generations,
incremental decoding (single generation decoding), collective decoding in groups of two
generations and collective decoding in groups of three generations. Table 2.1 shows the
portion of time each decoding option is applied during the transmission of sender data. It
is preferred that the portion of time single generation decoding is applied be more due to
the lower computational overhead. Although MGM allows the collective decoding,
interestingly Table 2.1 shows that with MGM when m > 1 most of the time generations
are recovered as they are received (single generation decoding). By increasing the size of
the mixing set more nodes are able to receive more useful packets associated with each
generation and hence the ability to recover generations one by one is enhanced. At the

same time unrecovered generations are decoded collectively.

Table 2.1: Portion of time each decoding options is applied averaged over generation sizes {10, 20, 30, 40,
50, 60}. For m=1 this is traditional NC where decoding is single generation decoding. MGM, m=2 provides
two options for decoding: incremental (single generation decoding) and collective in groups of two
generations. MGM m=3 provides three decoding options. The portion of time for each option is shown in
the table.

Single Collective | Collective
Mixing set size (m) | generation decoding in | decoding in
decoding groups of 2 | groups of 3
generations | generations
1 1 - -
2 0.5498 0.4502 -
3 0.6854 0.1856 0.129

Figure 2.16 shows the average number of independent packets received by all nodes
in each round. Generally MGM improves the number of independent packets received
per round; this is due to the efficient encoding among larger number of packets (one
encoded packet is generated by encoding packets belonging to at least one generation).

Also we can see in the figure that with traditional NC (MGM with m=1) increasing
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generation size may decrease the number of independent packets received per round

which is generally not the case with MGM.
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Figure 2.16: Average number of independent packets received by all nodes per round for different
generation sizes.

2.6. Discussion

In this chapter we presented analyzed and evaluated a generalized approach for
practical network coding called Multi-Generation Mixing (MGM). This approach is
based on supporting the mixing of network coding generations in a way that allows the
decoding of sender packets incrementally or collectively. MGM allows the encoding of
packets belonging to different generations in the mixing set. This allows the decoding of

packets in subsets of mixing set generations.
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MGM improves the reliability of recovering sender data by increasing the
opportunities where generations are decoded. Through a canonical structure and
simulations the performance of MGM was analyzed and evaluated. Major improvements
on decodable rates were achieved with MGM.

NC incurs computational overhead in communicating nodes. The computational
overhead of MGM was studied and analyzed. The computational overhead incurred by
increasing the size of MGM mixing set is less than that incurred by increasing generation
size. At the same time major improvements in network coding decodable rates were
achieved with MGM.

For the purpose of evaluating MGM network coding a network simulator was
developed and used. The performance of MGM was evaluated in networks of broadcast
nature. Evaluation results indicate major improvements when applying MGM over
generation based network coding (MGM with m=1). At the same time increasing the size
of MGM mixing set improves network coding decodable rates. This is due to the
increased number of subsets in which generations can be recovered.

In the next chapter, we will focus on the reliability of node transmission when MGM
is applied. We know that MGM increases the number of opportunities where a gen_eration
can be recovered. At the same time MGM allows the transmission of extra encoded
packets (redundancy) associated with mixing set generations to protect generations
against losses. We will see next that with MGM there are different options for sending
protective redundancy. Different options for the transmission of MGM protective

redundancy will be studied and evaluated.
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Chapter 3

Transmission Reliability Using Network
Coding with Multi-generation Mixing

Improvements in emerging practical network coding methods, such as Multi-
generation Mixing (MGM), can be attributed to two arguably independent factors: (1) An
intrinsic factor that is due to the cooperation among intermediate (propagating) nodes in
mixing traffic received through multiple routing paths. (2) An extrinsic factor that is due
to the level of reliability provided by network coding from the sender toward the
intermediate nodes. The vast majority of prior work has primarily focused on the intrinsic
factor, while the impact of the reliability of the sender transmission has not been largely
investigated. In this chapter we evaluate the performance of network coding with MGM
in improving the reliability of node transmission. Since MGM is a generalized approach
for practical network coding, we adopt MGM for conducting this study. Using different
loss models and through extensive simulations we evaluate the performance of MGM as
well as traditional generation based NC (a special case of MGM) and their ability in

reliably transmitting sender packets.
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3.1. Introduction

Network Coding (NC) improves bandwidth utilization as well as robustness of
communication when applied in packet loss networks. With practical network coding,
packets are grouped generations. As we saw previously encoding is allowed among
packets of the same generation. For the successful delivery of a generation receiver needs

a number of independent encoded packets that is equal to the generation size.

With practical (generation based) network coding losses are expensive. Losses may
cause the reception of insufficient number of independent encodings and hence the
inability to decode a generation. The partial reception of a generation means a complete

loss of that generation. In other words the whole generation is either decodable or lost.

Network coding with multi-generation mixing has been proposed as a generalized
framework for practical network coding. With multi-generation mixing the goal is to
enhance the decodable rate of generations in situations where losses prevent efficient
propagation of sender packets. With multi-generation mixing encoding is done in a way
that allows the cooperative decoding among the different generations which enhances the

achieved decodable rate.

As we saw in Chapter 2 with multi-generation mixing in addition to grouping packets
in generations, generations are grouped in mixing sets. Each generation in a mixing set
has a position index that indicates its relative position within the mixing set. The position
index of a generation determines the amount of information propagated by encoded
packets associated with that generation. An encoded packet associated with a generation

caries information from all generations that have position indices less than or equal to the
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position index of the generation with which it is associated.

With network coding we will divide the process of communicating sender packets to
receiver into two stages. In the first stage sender encodes packets and transmits to
intermediate nodes. In the second stage intermediate nodes mix traffic received through
the different routing paths and forward toward the receiver(s). Propagating sender packets
to intermediate nodes reliably is the responsibility of sender. For the successful delivery
of sender data to intermediate nodes a number of independent packets that is sufficient
for decoding has to be delivered. When all sender packets are delivered to intermediate
nodes, it is the responsibility of intermediate nodes to provide the receiver with what is

sufficient to decode sender data.

In this chapter we focus on the reliability of single node (sender) transmission using
network coding [38]. Traditionally, to enhance the reliability of communicating sender
packets, extra independent packets are sent with each generation to protect that
generation against losses [17, 52-56]. With generation based network coding the extra
encoded packets of a generation protect that generation only. On the other hand with
multi-generation mixing the extra encoded packets associated with a generation protect
more than one generation. An encoded packet can be used for decoding any generation
with lower position index (lower than the position index of the generation with which it is

associated).

As part of this chapter we evaluate the performance of multi-generation mixing in
improving the robustness of node transmission. The comparison is between MGM and
traditional generation based network coding which is a special case of MGM (when

mixing set size is one). Extensive simulations were done using different models of packet
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losses.

The rest of the chapter is organized as follows: In Section 3.2 we describe the sender
reliable transmission capability of MGM and the different protective transmission options
supported. In Section 3.3 the performance of MGM is evaluated through extensive
simulations. Finally in Section 3.4 concluding discussion is provided and the next chapter

is introduced.

3.2. MGM Reliable Transmission

For sender receiver successful delivery, packets have to be delivered successfully to
intermediate nodes. Intermediate nodes are responsible for the efficient mixing and
delivery of received packets to receiver. Intermediate nodes’ mixing of packets improves
bandwidth utilization and robustness. For this to be achieved, sender has to provide

intermediate nodes with data reliably.

Our focus here is in studying the reliability of single node transmission of packet with
network coding. Redundant packets enhance the reliability of delivering sender packets to
intermediate nodes. With multi-generation mixing the extra (redundant) packets
associated with a generation protects all generations with lower position indices in the
same mixing set. On the other hand with generation based network coding the extra

(redundant) packets of a generation protects that generation only.

Since extra packets protect more than one generation, with MGM there are different
options for sending these protective extra packets (redundancy). One option is to

distribute redundancy over mixing set generations. In this case and for higher position

66



index of a generation the redundant encodings associated with that generation protect

more of the mixing set generations.

Another option is to send the redundant encodings with the last generation of the
mixing set. In this case the redundant encodings protect all mixing set generations. Figure

3.1 shows the two options for redundancy transmission.

In Figure 3.1 generation size is k packets. R is the percent of packets sent as
redundant encodings. With option 1 for each generation of size k, R -k extra independent

encodings are sent. Each of the R -k packets associated with generation g; is an encoded

packet of all generations that have position indices less than or equal to i where
(0ism-1).

With option 2 no redundant packets are sent with mixing set generations except the
last mixing set generation. With the last mixing set generation m- R -k redundant packets
are sent. Each of the m- R -k is an encoded packet of all mixing set generations.

In the next section we will evaluate the two options for redundancy transmission
supported by multi-generation mixing and compare the performance with traditional

generation based network coding which is a special case of MGM (when mixing set size

m=1).
Jo g1 Om-1
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Figure 3.1: Options for redundancy transmission with multi-generation mixing. Option 1: Redundancy sent
with each generation in the mixing set. Option 2: Redundancy sent with the last generation in the mixing
set.
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3.3. Performance Evaluation

In this section we evaluate the performance of MGM transmission reliability and
compare it with generation based network coding. As mentioned previously there are
different options for sending protective independent encodings (redundancy).
Redundancy can be sent with each generation or with the last generation in the mixing
set. The performance is evaluated using two models of packet loss. The first is random
packet losses, where losses occur randomly and independently. The other is a two state

Markov model.

Simulations were done for different generation sizes and loss probabilities. 144000
packets were transmitted toward the receiver node with a particular combination of loss
probability, generation size, and, mixing set size values. For each loss probability,
generation size, and mixing set size combination the performance was averaged over 100

simulation runs.

The case of MGM with m=1 represents the case of traditional generation based
network coding. This is a special case of MGM where encoding is done among packets of
the same generation (no inter-generation mixing). The case of (m=a, R distributed) is for
multi-generation mixing with mixing set size a and redundancy distributed equally
among mixing set generations (option 1). For example for a mixing set of size 2 and
generation size 20, if R is 10% then two redundant packets are transmitted with each

generation in the mixing set.
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The case of (m=a, R at end) is for multi-generation mixing with mixing set size a and
redundancy transmitted at the end with the last generation of the mixing set (option 2).
For the same previous example (mixing set of size 2, generation size 20, and R = 10%) a
total of four redundant packets are sent with the second (last) generation in the mixing
set. As explained previously with MGM redundant packets associated with a generation

protects all generations that have lower position indices in the same mixing set.

Figure 3.2 - Figure 3.7 are for the scenario of random losses where packet loss
probabilities are 0.02, 0.04, 0.06, 0.08, 0.1, and 0.12 respectively. As shown in the
figures, MGM with redundancy transmitted with the last generation in the mixing set
achieves the best decodable rates. At the same time, MGM with redundancy distributed
among mixing set generations achieves higher decodable rates than generation based

network coding (the case of m=1).

Sending redundancy with the last generation of the mixing set achieves higher
decodable rates than distributed redundancy. When sending redundancy with the last
generation, the redundant packets protect a larger number of generations. In other words,
when sending redundancy with the last generation each redundant packet carries
information from all the mixing set generations and hence can be used in decoding
any generation in the mixing set. On the other hand with distributed redundancy,
redundant packets associated with a generation protect that generation and generations of

lower position indices in the mixing set.

Also from the figures, it can be concluded that increasing the size of the mixing set
improves the decodable rates. The reason behind this is that the larger number of

cooperating generations increases the number of subsets of which a generation can be
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decoded as part of (MGM collective decoding). In other words increasing the size of the
mixing set increases the number of opportunities where a generation can be decoded, and

hence the overall decodable rate is improved.
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Figure 3.2: Decodable rate for different ion sizes. 'y (R) is either distri among
generations or sent with the last generation of the mixing set. Random Losses with probability of packet
loss p=0.02, R=10%.
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Figure 3.3: Decodable rate for different generation sizes. Redundancy (R) is either distributed among
generations or sent with the last generation of the mixing set. Random Losses with probability of packet
loss p=0.04, R=10%.
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Figure 3.4: Decodable rate for different ion sizes. Redund (R) is either distributed am
generations or sent with the last generation of the mixing set. Random Losses with probability of packe!
loss p=0.06, R=10%.
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Figure 3.5: Decodable rate for different ion sizes. Redund: (R) is either distributed among
generations or sent with the last generation of the mixing set. Random Losses with probability of packet
loss p=0.08, R=20%.
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Figure 3.6: Decodable rate for different ion sizes. Redundancy (R) is either distril among
generations or sent with the last generation of the mixing set. Random Losses with probability of packet
loss p=0.1, R=20%.
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Figure 3.7: Decodable rate for different generation sizes. Redundancy (R) is either distributed among
generations or sent with the last generation of the mixing set. Random Losses with probability of packet
loss p=0.12, R=20%.

Figure 3.8 shows the decodable rate for different generation and mixing set sizes
when losses are generated using the Gilbert model of Table 3.1. The decodable rates
achieved with the different MGM techniques are consistent with the random losses case.

Hence the same justification of Figure 3.2 - Figure 3.7 applies on Figure 3.8.

Table 3.1: Two state Markov transition matrix [57-59]. c: current. f: future.

I /

5 -] 0 1
c | |
0 pw | lpo | | 0O 0.9734 | 0.0266
T | 1pu | pu | | 1 | 02948 | 0.7052
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Figure 3.8: Decodable rate for different ion sizes. Redund: (R) is either distri among
generations or sent at the end with the last generation of the mixing set (in case of MGM). Losses are
modeled using Gilbert model of two states with transition probability p.

34. Discussion

Multi-generation mixing improves the decodable rates of sender generations by
supporting the cooperative decoding. Packets associated with generation carries
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