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- ABSTRACT

NETWORK-INTEGRATED SENSING AND ENERGY-AWARE PROTOCOLS IN
WIRELESS BODY AREA NETWORKS

By

Muhannad Quwaider

The objective of this thesis is to develop an end-to-end framework for network
integrated sensing and energy-aware protocols for supporting applications in
resource-constrained Wireless Body Area Networks (WBAN). A large number of
existing WBAN applications involving physical activity monitoring and body posture
detection use multi-axis accelerometry as the primary sensing modality. While the
accelerometer-based approaches work well for identifying high-activity postures such as
walking and running, they do not work well when it is necessary to differentiate between
low-activity postures such as standing, sitting, lying down, and sometimes with finer
granularity such as sitting upright or reclining. The key contribution of the first part of
this thesis is to develop a novel network-integrated sensing modality, inter-sensor relative
proximity, which is inferred from the measured Received Signal Strength Indicator
(RSSI) of the Radio Frequency (RF) signal between each pair of WBAN sensors. The
concept of RSSI-based proximity is experimentally developed and then integrated within
a Hidden Markov Model (HMM)-based stochastic processing framework for accurately
identifying human body postures in a subject-independent manner.

In the second part of the thesis, the issue of energy-aware on-body communication is
addressed by developing a human body posture-aware transmission power control

framework. A closed loop link power assignment framework has been developed in



which the RF power on an on-body network link is dynamically adjusted depending on
the instantaneous postural orientation of a subject individual. It was demonstrated that
such posture-aware mechanisms can outperform the traditional power control algorithms
by leveraging on-body RF attenuation information which heavily depends on postural
configurations.

In the third part of this thesis, an on-body Delay Tolerant Network (DTN) routing
framework has been developed. Ultra-short transmission range is a common constraint
for low-power RF transceivers used for embedded applications with limited energy and
small form-factors. For such ultra-short transmission range, postural body movements
can make the WBANS to be highly prone to topological partitioning, resulting in a body
area Delay Tolerant Network (DTN). Such topological partitioning can often get
aggravated by the unpredictable on-body RF attenuation. The objective of this part of the
thesis was to develop on-body store-and-forward packet routing algorithms, along with
an analytical framework for modeling routing delay in the presence of network
partitioning. The goal is to minimize end-to-end packet delay while minimizing the

end-to-end hop-count, so that the transmission energy drainage is minimized.



Copyright by
Muhannad Quwaider

2010



To My Family
For All Their

Love and Support



Acknowledgements

I owe my deepest gratitude to my advisor Dr. Subir Biswas for guiding and
supporting me throughout the course of my doctoral study. His ideas, expertise and sound
advice have been a major influence on this thesis. I have learned a great deal under his
able mentorship during this research work. I would also like to thank the other members
of my committee namely Dr. Michael Shanblatt, Dr. Erik Goodman and Dr. Guoliang
Xing for their helpful suggestions, support and advice.

I am greatly indebted to the ECE department and the graduate school for their
support and encouragement in my endeavor. Also, this research study required long and
extensive experiments and simulations and would not have been possible without the
availability of the resources in the NeEWs laboratory and HPCC.

Very special thanks go to my colleagues and friends in the NeEWS laboratory —
Jayanthi Rao, Anthony Plummer, Mahmoud Taghizade, Tao Wu, Fan Yu, Debasmit
Banerjee, Ali Agel and Qiong Huo with whom I have worked closely during the last few
years and enjoyed sharing research ideas and accomplishments.

Lastly, and most importantly, I thank my mother, my father, my brothers, my wife,
Abeer, and my kids, Bishr, Taqwa and Abdullah, for their understanding, motivation and

support throughout this research work.



TABLE OF CONTENTS

LIST OF TABLES XI
LIST OF FIGURES XII
LIST OF ABBREVIATIONS XVII
CHAPTER 1. BACKGROUND AND THESIS CONTRIBUTION 1
1.1  WIRELESS BODY AREA NETWORKS WBANS .......cooiiirinintntnteteeneetreeee e 1
1.2 APPLICATIONS OF BODY Area NETWORKS ........ccccceeueruererrernrerretreesessssesseeeeseenes 1
1.2.1  Healthcare APPliCaliONs ..................ccuoeeecueeeeeeerieieeeeeeeeeeeeeese e e e aeanes 2
1.2.2  Activity Monitoring Applications.....................ccoceveeeemveneeeesreeesesieeneeessennsens 4
1.2.3  Military ADDIICALIONS ...............oooveeeeieeienieieeeseeeeeseee et sae s 4

1.3 CHALLENGES, ISSUES AND THESIS CONTRIBUTION.........ccceeveeveeerrerreesnrerseesneessnens 6
1.3.1  Limited Sensing Modalities ...................cuueeeeeeeeeeeeeeeeeeeeeeereecieeeeceeeeesseeenens 7
1.3.1.1 Proposed Inter-sensor Relative Proximity ........c..cccocceevenenriinenenrcniencenenen. 7

1.3.2  Energy Management..................ueecceeeeeeeeeueeireeeireeeseeesseesseeesssesssesssesssssssassnsans 8
1.3.2.1 Transmission Power Control............c.cccoereieeererreeeccreeeeeceeeeeeeeeee e 8
1.3.2.2 Data Routing with Ultra-low Radio Transmission Range ................... 10
CHAPTER 2. WBAN LABORATORY PROTOTYPE SYSTEM 12
2.1  WEARABLE SENSOR NODES ......ccoeeueetieuerienrenreeressessessessesessesessessessessessessessens 12
2.2  SENSOR NODE HARDWARE .......ccceeotruinmririninieentieetetsstetessesaessassessessessessessessasnans 14
2.3 MICA2DOT RADIO .....cuecueeeireeeertieeeeeeeeeeeeese e e teseeessessessessessessessassessesassassens 15
2.4 SOFTWARE PLATFORM ......ccevuieuininuenrioiennensesneesensessestetessessessessensessessessessensens 16
2.5 TRANSMISSION POWER ASSIGNMENT ......ccceeoiruiriererernensessessessessessessassessessenes 17
2.6 PROTOTYPE SYSTEM COMPONENTS .....ccceeerurruerrerrnenrerssessnesseassessassssssaassessaesses 18

CHAPTER 3. NETWORK-INTEGRATED PROXIMITY SENSING FOR
PHYSICAL POSTURE DETECTION

3.1 INTRODUCTION AND RELATED WORK .....cccccuvtiiirenrrreereiinreeesseesesesssssseseesssneeees
3.2  UNI-MODAL ACCELEROMETRY ....ccccorttutiiirineereirrseeeeeessnseesesssssessssssssesssssssseses
3.3 INTER-SENSOR RELATIVE PROXIMITY ....eooevuueiiieieereeenssareeeeesssreessessseesessssnneses
3.4  TARGET SENSOR MODALITIES .....ccoouttteiirnrieeieireeeeeessseeeesssseeeessssssesessssesessans
3.5  COMPUTATION MODES.....cccosevuretrernereeersserereesssereeeessssesesssssssessssssssessssssssesesane
3.6 SENSOR PLACEMENT AND MODALITY USAGE......uuuuutterieiiieeeeeerieeereeeesseseessnnns
3.7 POSTURE MODELING AND GENERATION .......ccoovuieerrurrersrrreerareesssreeessesesseeesssnnes
3.8 THRESHOLD BASED IDENTIFICATION.........uuettiieereeeeeernreeeerssssnecsssssssessssnseesesns
3.9 CAPTURING STATIONARY BEHAVIOR USING HIDDEN MARKOV MODEL...........

3.9.1  HMMMAPPINg ..........oooiieeiiiiiinieiincteeeeteee et

3.9.2  Posture Detection using HMM ..................ccccmveveimennnneninieneceeeneeens
3.10 EXPERIMENTAL RESULTS .....uutttiiiiiiiieetieeceiireeeeeeesneeeeeesssssessesssseeesssssssesssnnne

3.10.1 Manual Calibration...................ccoeeeveeeeeeeeeeieeeeiereeseeseseesessessissesssessans

vii



3.10.2 Automatic Observation CAlibBralion ..............ooueeeeeeeeeeeeeeeeeeeeeeeeeeereeroreevavenees 44
3.11 SUMMARY CONCLUSIONS ....cccetttitetieriiieersereessesssssssssssssssssssssssssesssssrssssssssasssssseesees 46
3.12 APPENDIX: ITERATIVE HMM WITH AUTOMATIC OBSERVATION CALIBRATION ...... 47

CHAPTER 4. TRANSMISSION POWER ASSIGNMENT WITH POSTURAL

POSITION INFERENCE 50
4.1  RELATED WORK ....cocouirurienienieeencenceuesnesestatestsnsenessessessnsestesesnseseesssseasnssssensensens 50
4.2 DYNAMIC TRANSMISSION POWER ASSIGNMENTS ........ceerreruerereeireeeecsreneerersneresnnses 53
4.3  CHARACTERIZATION OF ON-BODY RF LINKS .....ccccoiviiiiiiriciiiiiiictcncnecninnene 53

4.3.1  EXPerimental SEtiNgs .............ccueeveereeeeseeirereseeseessesesssesseessensesssessessesssnns 53
4.3.2  Target link and Posture Sequence.....................ccccueeueieeveriueesersvesuesessssssennes 54
4.3.3  Transmission Power Levels .................ouueeueceeeirceeieeeeenieeeeeeeseeeessasesneas 55
4.3.4  Multi-scale Variations of Link Quality ............ccooeeeeeeeeeeevneeeieeeeeeeeeeeenes 56
4.3.5  Impacts of On-body Parameters on Link Quality.................cccoovuecvrveuennnne 60
4.3.6 Validating Linearity of RSSI for Other Postures .................c.coocevvevveerenennens 62
4.4 FIXED POWER ASSIGNMENTS....cccceitttierrtreienrneeessneeesssnsesesssesssssassssssssssssssasassan 63
4.4.1 Relevant Performance MELFiCs ...............cocueceeesieeeeesreeieeireesessessessesssessenses 63
4.4.2  Fixed Power Assignment ReSUlLs.................ccocevumeminueennienenteieeeseenenseeeeens 64
4.5 DYNAMIC ON-BODY POWER ASSIGNMENTS ........coerereerereeerererecnereeessensesssssessnnenes 67
4.5.1  Closed Loop CORLIOL..............ouuueeeeeeeeeieeeeeeeeee et saenenens 67
4.5.2  Choice of RSSI TRIESROIAS ..........ccuuueeueeeneieeiiieeeeeieeereeeeesreceaesesaesenes 69
4.5.3  Target Power Computation by Linear Search......................ccocoveerveeverueevenunns 70
4.5.4  Computation by Binary Search.....................ccoueuveeeeoesecensennensieiereeeeueeeeneens 71
4.5.5  Control with Dynamic Postural Position Inference....................ccccccovueueuerne 72
4.6 EXPERIMENTAL PERFORMANOC E ........ccccectrerueeeereeeeverereesesseeseseesssssesssesessessssssenssens 75
4.6.1 Medium Access CONIOL................occovueeveeeeieeenieieesiesieeteieseesesee s essassessens 75
4.6.2  Results and Interpretation ...................cccueeuunn..... eterteeeeete e etete s e ertesesaaanes 77
4.6.2.1 Transmit Power and RSSI Dynamics.........cccceceeuruiencrencrscnieneneeneescecenens 79
4.6.2.2 Packet Delivery Ratio (PDR)........cccccervieurninirenrinrecntereeeteerecenecsenaene 80
4.6.2.3 Energy Per Packet (EPP).......cccoveviieeeeiniecieciteereetctesee e e e 82
4.6.2.4 Energy Overhead of Closed Loop Control.............cccceceeeevcncnennnencencanene 83
4.6.2.5 Results for Different Subject Individuals.........ccccoevverrirnienerreecenserseeceene 84
4.6.2.6 Impacts of RSSI Thresholds..........ccccoceiuivirneniiicniiiciieneccncceneen 86
4.6.2.7 Results for Different Postures...........cccceeeevrencnenccnnecccenc e 86

4.7  SUMMARY AND CONCLUSIONS........cccerumiirennisnisnesiissieseesissesscsssssessessessessesssennones 91

CHAPTERS. POSTURE-PREDICTIVE POWER CONTROL USING

LINEAR-QUADRATIC GAUSSIAN CONTROL 93
5.1  LQGIFRAMEWORK .....ccoverurueereuerertrsensesnesensssesessensesessssessesessasassesenssnnssencssesessens 94
5.1.1  Problem Formulation ......................ccooeeuneeeeceeienieieeieeeeeneeses e seeeseseesaens 94
5.1.2  Quantized LOGI ...ttt seeenes 97

5.2 PERFORMANCE RESULTS.....ccceiiietreecteeeecreeeeecsrecesseeesessessssssssssssssssssessssssessasesanne 98
5.3 RELEVANT PERFORMANCE METRICS .....cceeeeeeiritreeeeccinereeeeeesecenssneseseseessssaesssssnnns 99
5.4  RESULTS AND INTERPRETATION ......ccoeeveruirurrriesneneriisuensesssessessesseessessesssssassnsnne 100
5.4.1  Transmit Power and RSSI Dynamics.................c.cooououremvensenccnineneneeenes 100
5.4.2  RSSITarget Error (RTE)......eoeeeeeeeeeeneeeeeeeeeeteeee e 103

Viil



5.4.3  Energy Per Packet (EPP)..........oooeoeceoeeeeeeeereeeressenn. e 104
5.44  Energy Overhead of Closed-Loop Control....................couveevenenecunencnucne 105
5.5 SUMMARY AND CONCLUSIONS.......cccoeureeerrurrrearesesessssseressssseseessssessssssnsssssssnsssses 106

CHAPTER 6. DTN ROUTING IN BODY SENSOR NETWORKS WITH

DYNAMIC POSTURAL PARTITIONING 108
6.1 INTRODUCTION ......uuviiiiiiiireereeereeeeessssecesssssecssssssaesssssssasessssessssssssassesssssessessasnsans 108
6.1.1  Short RF Transmission RANGe................cccecevreercereeenecseeseeeeeeceeneesneseesenne 108
6.1.2  Routing with Network Partitioning...................cccoeceevereuesvensessesssesiesseessens 109
6.1.3  Objective and CONFIDULIONS..............c.eeeueeeeeeeeeeeeeieeeeeeeeeeeeeeeeseeeeseesaeaens 109
6.2  RELATED WORK ......ccouririeeenrrsansessessessesseessesessesssssessessesssssessasssessensessessesessassaes 110
6.3 CHARACTERIZATION OF ON-BODY NETWORK TOPOLOGY ......cceveerrevrerecnverrersnnes 114
6.3.1  Experimental Settings ..............ccocueueeeeveveersieseeseesieseeeeseeseestesesseseesessensenns 114
6.3.2  Variations of Topology and Network Partitions .................cccecevveeerverennene 115
6.4 STORE-AND-FORWARD ROUTING WITH MULTI-SCALE MOVEMENT LOCALITY 119
6.4.1  Postural Link Cost with Multi-Scale Locality .................ucuueeeeeeeeeecueernnnen. 119
6.4.2  Probabilistic Routing with Postural Link Costs (PRPLC)......................... 124
6.4.3  Single-Copy Probabilistic Routing (PROPHET).............cccvevevevrenvrenrennn 128
6.4.4  Distance Vector Routing with Postural Link Costs (DVRPLC).................. 129
6.4.5  On-body Store and Flood Routing (OBSFR)..........cuueeeerevvenvenenerienrennens 132
6.5 EXPERIMENTAL PERFORMANCE .....cccccccsveereevereecnssreesssssneesssssesesensessessssesssssanes 136
6.5.1  Polling Based Channel Access for Collision Control................................. 136
6.5.2  Performance MEtriCs..............ceeueeveeeeeeneeeerecsesseeseesssessessessssessessessassens 138
6.5.3  Traffic Generation and Data Collection....................cccocuveeeveeencenvenenenuens 138
6.5.4  Packet Delay (PD)..........eeoeeeeeeeeeeeeeeeeeeeseeetesee e eesaesseessasseesaesaeeneen 139
6.5.5  Packet Hop Count (PHC)............uucueeoeeeereeereeeeeeeeereseeesessessssssessenee 142
6.5.6  Packet Delivery RAtIo................ccueeeueeeeeceeeeeseeeseesreeseessesessesssessessasssensessees 143
6.5.7  Routing Packets from and to Different Body Segments.............................. 145
6.5.8  Impacts of Postural Stability ................couoeverevemneneserienieeeeneeeneeseeeene 146
6.5.9  Impacts of Intra-posture MOVEmENRISs..................cccoueeueeeeveecenveenrercnesseneenes 148
6.5.10 Impacts of Sensor Placements .....................cueeeecueeeecueeveeeeeeesseeneeseessenens 149
6.6  OFFLINE SIMULATION WITH EXPERIMENTALLY OBTAINED TOPOLOGY .........cuc.u. 150
6.6.1 Delay Benchmark ...................c.cuveeueveeesineeeeeeeneeseesesesesiestsaeseeessesessessene 151
6.6.2  Simulated Performance Resulls.................cccccooueiommveneonennieneereneeeneenes 153
6.7 PRPLC WITHOUT 2-HOP ASSUMPTION ......cceeeteruerenreeenirienseeensessensessessessessssaens 158
6.7.1  Transitive Update of Link Likelihood Factor .....................cccocvvurververcunncn. 158
6.7.2  Performance with Transitive LLF Update...................cccooeeeeereircrinserinnnnns 159
6.8  SUMMARY AND CONCLUSIONS......cctteeerreererrreeseerseresessnssesesssneesesssnssssessasessssssans 160
CHAPTER 7. MODELING ON-BODY DTN PACKET ROUTING DELAY ......162
7.1 INTRODUCTION .....cociiirtiiiiinnctistitsnisessestessesssssessessessesesssssssssssssessssasssessensons 162
7.2  TOPOLOGY TRACE COLLECTION FOR OFF-BODY ROUTING SIMULATION............. 164
7.3  MODELING DTN ROUTING PROTOCOLS .......coveerteeemrrceeerecnreeenseeresneerssessesnessaens 165
7.3.1  Opportunistic ROULING .............ouceeeeeeeeeeeieeieeeeeeeeeeee et ee s esens 166
7.3.2  Randomized ROULING................coeoueveeereneainreneeeneneeeeeseetevenee s eaens 168
7.3.3  Utility-based Routing using Link Locality.................cccocoeeuvivreneneninnennnne 173

ix



7.3.4  Probabilistic Routing with Postural Link Cost (PRPLC)........................... 176

7.3.5  Distance Vector Routing with Postural Link Costs (DVRPLC).................. 182

7.4 ROUTING DELAY BENCHMARK ......cccoverreeeeecerenreesessnereerssssssesassssssssssnssssesssssesenes 185
7.5 PERFORMANCE EVALUATION ....ccccccuttiitereeeeeenneeeeeeesesnesesseseseessssssesssnesssnesessnes 187
7.5.1  Performance MeIriCs .............ouucueueeueeeeeneeieieeeeeeeeeeeeeeeeeae et sne s 188
7.5.2  Traffic Generation and Data Collection.....................cccerveeervenrecerncnnes 188
7.5.3  Packet Delay (PD)............uueeeeeeeereeeeeeeeieseeeeessiesaesstessesssssssssessaessssses 189
7.5.4  Packet HOp CoUnt (PHC)...........cuueeueeeeeeeereeriniieieesesesessesiesaeassessesassenns 190
7.5.5  Packet Delivery Ratio................c.occeeeeeeceeerenieereniuesenaseneeseeeseessesassssnessasaes 191
7.5.6  Routing Packets from and to Different Body Segments............................. 193
7.5.7  Impacts of Postural Stability .................cccouuervemennneneeeneeininenieeseeseeaens 194
7.5.8 Impacts of Sensor Placements...................cccuveeeeeceeceeceeceereesreeessensesnens 196

7.6  EVALUATION OF NODE CRITICALITY .....ueeeiertrererrererveeerssesesseesssseresssessssesssssessssnns 197
7.7  SUMMARY AND CONCLUSIONS.......ccettreerreerreecrrnreseessssessesasssssssssssssssssssnsssssssnsssens 201
CHAPTER 8. SUMMARY AND FUTURE WORK 202
8.1 CONTRIBUTIONS ...cceiecererereeerneeeeecsssnsesersssneesssssnsasesssssssesssssasssesssssssessansesessssnssasns 202
8.2  FUTURE WORK ...c.eciuiiuiiiieirteietetesteseessessesssssessesstestessessensensessessessesessensensesanses 205
REFERENCES 207




List of Tables

Table 2.1: Chipcon CC1000 Output Power Settings and Typical Current [75]................ 15
Table 3.1: Computation Mode and Their Applications............ccceeeevereeerereniercreseerenennens 24
Table 3.2: On-Body Sensor Modality and Placement Summary...........cc.cocceveivuicirnncnnne 25
Table 3.3: Threshold group values for context identification ..........ccccceveveeenerecnerurunenne 29
Table 3.4: Observation sub-vectors and window boundaries for different observation

Fra 10101 Bt gL 42
Table 4.1: Performance summary of different power assignments...........c.ccccecereevceencne. 79
Table 4.2: Power assignment performance for multiple subjects..........ccccceeceeervcrcenencnee. 85

Table 4.3: Indoor and outdoor performance summary of different power assignments ...89

Table 6.1: Low power and short range RF transceivers............ccocevvurucenniicnnicccnencnnans 109

Xi



Figure 1.1:
Figure 1.2:
Figure 1.3:
Figure 2.1:
Figure 2.2:
Figure 2.3:
Figure 2.4:
Figure 3.1:
Figure 3.2:
Figure 3.3:
Figure 3.4:
Figure 3.5:
Figure 3.6:
Figure 3.7:
Figure 3.8:
Figure 3.9:
Figure 4.1:
Figure 4.2:
Figure 4.3:
Figure 4.4:
Figure 4.5:

Figure 4.6:

List of Figures

Body Area Networks Applications ...........cccceevervienuecreeinseeneenesensensesseeseessessenns 2
Body Area Sensor NetWOTK ..........cccocueeiieiiiiieniieitecrecreteceeseeeseeeeseessessessenns 3
Pictorial summary of the investigated issues in this thesis.........cccccceceeeeruennne. 6
Wearable sensor network and health monitoring prototype ...........cccccovenueee. 12
MICA2DOT sensor node [78] .......cccoeeeircecneneninninteceereeteeeseesesvesaevenes 13
MICA2DOT mote specifications [78] ........ccceeereererrirrcnenenteneneereeeseeeseeseenes 14
WBAN System ArchiteCture...........ccocueeveervieiveeriienieenieesreesieesesseeeeesneeeesseenns 17
Accelerometer data during a controlled posture sequence............ccccccevruennee 20
Frequency domain view of the acceleration reading ...........cccceceeerveevcenecuennne. 21
Posture state transition Machine............cocceueeereeversinncrsenenieserceeeeeseeseee e 27
Posture identification using multi-modal thresholds ...........cccceccveververennennnne. 28
Sensor outputs and actual POSLUIES ........c.cccceeuerirnirreererieniresereee et eeeenns 30
Detection accuracy for multiple human subjects............cccceeerverrenieeereeenenenes 33
Posture identification performance............coccoeeueeircnincneennnerneceeeeeeeeenaens 43
Automatic self-calibration of the B matrixX ........c.cccoceeineneninninennncncneeene 45
Performance of Baum-Welch iterative algorithm............cccccocenieiiniirnnnnennnne. 48
On-body sensor positions and the used posture sequence ...........cccecevveeuennene 55
Link quality variations with varying postural positions.............cecceveverceruenenes 57
Impacts of transmission power at different postures ..........c.cccecevverrrrenuennene. 58
Impacts of transmission power on packet 10Ss..........ccccevecererrenirercrenenneninnene 59
Variation of sensor orientations and on-body obstructions ..........ccccccecueuenee. 60
Impacts of sensor orientation and on-body obstructions ............c.ceceveereueennene 61

xii



Figure 4.7: Orientations of a lower-body link with different postures...........ccccccervvennnen. 62

Figure 4.8: RSSI characteristics power for a lower-body link ..........cccocueevrvenenenenrennnne 62
Figure 4.9: PDR performance with fixed power assignment ..............ccecvvveercrecenresennne 65
Figure 4.10: EPP performance with fixed power assignment ............cccceceeuevueverecrrienrennene 66
Figure 4.11: Closed loop power assignment model ...........ccccecereevervinvincrereeceenieseeneseneens 67
Figure 4.12: RSSI threshold range for acceptable packet delivery rate ............cccoeveeuennenne 69
Figure 4.13: Posture-driven DPPI for dynamic power assignments ............cc.coceeveruennennen 72
Figure 4.14: Multiple control schemes with synchronized postures ...........ccccccrevrruennenee. 76
Figure 4.15: Power level and RSSI dynamics with posture changes ...........coccooeeueceennne 77
Figure 4.16: PDRs for DPPI and binary search assignments ..............ccccceveeviriirnncrecrennnnne 81
Figure 4.17: Packet drops during posture transitions.............cecceueeererueresereeserereesceseseneens 82
Figure 4.18: EPP for DPPI and binary search assignments.............ccccceeeruerrererenessnennnes 83
Figure 4.19: Cumulative control energy expenditure over time...........cccceceecerverenereennnne 84
Figure 4.20: Energy expenditure with varying RSSI thresholds............ccccceceeerenerennnnne. 85
Figure 4.21: Power levels and RSSI dynamics with posture changes, for different power
ASSIZNIMENE SLTALEZIES ......eveveereriereierteeeeeetesteeessessreseesasssessasssesessssssassesessassesssssassesssenes 87
Figure 4.22: PDR for DPPI and binary search assignments.............ccccceveevereerersenreneeccnnens 90
Figure 4.23: EPP for DPPI and binary search assignments...........c.ccccoeeeverenerervenreceecnnuene 91
Figure 5.1: Block diagram of the augmented system...........cc.cocoveiiriininiencenieneneeeeee 94
Figure 5.2: Block diagram of quantized LQGI Control ...........ccccccvvieviiviveenenenenerennnne. 98
Figure 5.3: On-body sensor positions and the used posture sequence .............ceceevererennene 99
Figure 5.4: Power level and RSSI dynamics with posture changes .............ccocoeeeervenenne. 101
Figure 5.5: RSSI average error and standard deviation...........c..cceceevenueeenenvcnnenneeneeneenen. 103
Figure 5.6: Average EPP for different dynamic search assignments............c.cccceeeuenenee. 105

Xiii



Figure 5.7: Cumulative control energy expenditure............coceeereeienueeeereesnreeseeeneennne 106

Figure 6.1: On-body Mounted Sensors...........ccceeeeerrcrninreenieenieneenesenreessesesseeseeseessessens 114
Figure 6.2: Variation of link connectivity with postural mobility............ccecceverurrerenunncn. 116
Figure 6.3: Topology and partition properties with posture changes..............cccceeeeeuenne. 117
Figure 6.4: Distributed of number of neighbors..........c.cocceeeievincineneniecerrieececeerenenenee. 118
Figure 6.5: Evolution of multi-scale locality in terms of LLF and HCQ........................ 123
Figure 6.6: PRPLC routing with LLF capturing multi-scale connection localities......... 127
Figure 6.7: DVRPLC routing with link cost capturing multi-scale connection localilti;s
Figure 6.8: OBSFR routing logic for packet delay lower bound...........cccoceevereeevrerennne 134
Figure 6.9: Collision-free MAC access via polling.........c.ccceeeureeeerenreenrecensersenseeseesennnne 137
Figure 6.10: Packet delivery delays with static and adaptive w scenarios ............ecceve.... 140
Figure 6.11: On-body packet delivery delay for different DTN routing protocols.......... 141
Figure 6.12: Distribution of Packet Hop Count (PHC) .........ccceeevvervrivenienrincrecrenesennene 142
Figure 6.13: Number of transmissions per delivered packet..........ccccoceevveevinererenvernennne 143
Figure 6.14: Packet delivery performance.............coccoceeeuererrirneenennecseeneneeseesseseeseessesnnns 144

Figure 6.15: Delivery delay for packets from thigh, waist and arm to right ankle (i.e. node

Figure 6.16: Delivery delay for packets to arm, thigh and ankle from the upper left arm (i.e.

NOAE 3 INFIGUIE 6.1)......cneiiiie ettt ettt s n 146
Figure 6.17: Impacts of posture duration on packet delay ............cccoeceveniiiiirnenencnncnnen. 146
Figure 6.18: Impacts of posture duration on packet delivery ratio............cccceeveeerceruenee 147
Figure 6.19: Packet delivery delay with intra-posture movement.............ccceververeevernenen. 148
Figure 6.20: Experiments with different sensor placements .............ccccecirvervverieneerennnnne 149

Xiv



Figure 6.21: On-body packet delay for: (a) sensor placement P1, and (b) sensor placement

Pttt e et e bbbt se st et bRt s et e 150
Figure 6.22: Experimental topology export for offline simulation .............ccocceeviriennne 151
Figure 6.23: Delivery delay from experiments and simulation.............c.ceceeeeevrucvcrnrunnns 154
Figure 6.24: Packet hop counts from experiment and simulation.............cccecvviurncnnnn. 155
Figure 6.25: Simulated average packet delivery delay..........cccocevevvvivinininniniinicniens 156
Figure 6.26: Simulated average of Packet Hop Count ...........ccccocevviiniviininininiininniicnnns 157
Figure 6.27: The impacts of transitive updates on delivery delay...........c.cccoururvurnnnnn. 159
Figure 6.28: The impacts of transitive updates on Packet Hop Counts (PHC)................ 160
Figure 7.1: On-body Mounted Sensor ...........ccccererierieeriiniiiniisninsiciiscsseisssesesenens 163
Figure 7.2: Topology export for offline and model performance............cccccccveururrnnnes 164
Figure 7.3: Example connectivity of an on-body link ..........cccooccvvviiinninniniinnens 165
Figure 7.4: Evolution of multi-scale locality in terms of PLC and HCQ........................ 179
Figure 7.5: Capturing link connectivity locality in PRPLC and UTILITY age-based
(011151125 ORRO 181
Figure 7.6: On-body packet delivery delay for different DTN routing protocols........... 189
Figure 7.7: Average Packet Hop Count.............cccccecnirinniinininininnininncnnncniessinenes 191
Figure 7.8: Packet drops observed for different protocols ..........cccccoceeuiirvininnncciiinnnn 192
Figure 7.9: Delivery delay for packets from thigh, waist and arm to right ankle............ 193
Figure 7.10: Delivery delay for packets to arm, thigh and ankle from the upper left arm (i.e.
NOAE 3 10 FIGUIE 7.1ttt sttt sae b saessessens 194
Figure 7.11: Impacts of posture duration on packet delay ..........ccocoeveiiiiniinnnnnnnn. 194
Figure 7.12: Experiments with different sensor placements ............cccooveeevriinnennnnnne 195

Figure 7.13: On-body packet delay for: (a) sensor placement P1, and (b) sensor placement
P ettt e bbb s a st 196

XV



Figure 7.14: Node criticality in terms of: (a) Packet delay, and (b) Packet delay difference
......................................................................................................................................... 198

Xvi



List of Abbreviations

WBAN Wireless Body Area Networks

RSSI Received Signal Strength Indicator

RF Radio Frequency

DPPI Dynamic Postural Position Inference

DTN Delay Tolerant Network

FSK Frequency Shift Keying

FT Fourier Transform

HMM Hidden Markov Model

WB Window Boundary

TPC Transmission Power Control

TDOA Time Delay Of Arrival

CDMA Code-Division Multiple-Access

PDR Packet Delivery Ratio

EPP Energy Per Packet

LQGI Linear Quadratic Gaussian control with an Integrator

LQGIQ Quantized Linear Quadratic Gaussian control with an
Integrator

RTE Target Error

ST | Standard Deviation

WASP Autonomous Spanning tree Protocol

PLCF Postural Link Cost Formulation

LLF Link Likelihood Factor

HCQ Historical Connectivity Quality

Xvii



PROPHET

PRPLC
DVRPLC
LCF
OBSFR
BSDBR
ER

PD

PHC
UTILITY
OPPT
RAND
DD

SIT

STD
REC
DWN

RUN

Probabilistic Routing Protocol using History of Encounters
and Transitivity

Probabilistic Routing with Postural Link Costs
Distance Vector Routing with Postural Link Costs
Link Cost Factor

On-body Store and Flood Routing

Backward Search for Delay Benchmark Routing
Epidemic Routing

Packet Delay

Packet Hop Count

Utility-age based protocol

Opportunistic protocol

Randomized protocol

Directed Diffusion

Sit straight

Stand

Sit Reclining

Lying Down

Walk

Run

XViil



Chapter 1. Background and Thesis Contribution

1.1 Wireless Body Area Networks WBANs

Wireless Body Area Networks (WBAN) consists of a set of intercommunicating
sensors, either wearable or implanted, which can monitor vital body movement
parameters and collect different body information [1-5]. These devices, communicating
through wireless technologies, can transmit data from the body to a home base station
from where the data can be forwarded to a hospital, clinic, or a service provider in
real-time. The WBAN technology is still in its primitive stage and is being widely
researched. The technology, once accepted and adopted, is expected to be a breakthrough
invention in many healthcare applications, leading to concepts like telemedicine and
mobile health monitoring.
1.2 Applications of Body Area Networks

Initial applications of WBANSs are expected to appear primarily in the healthcare
domain, especially for continuous monitoring and logging of vital parameters of patients
suffering from chronic diseases such as diabetes, asthma and heart attacks, as well as in
elder care monitoring. Other emerging applications of this technology include military,
sports and security. Extending the technology to new areas could also assist
communication by seamless exchanges of information between individuals, or between
individual and machines. Figure 1.1 demonstrates a few examples of WBAN

applications.
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Figure 1.1: Body Area Networks Applications

1.2.1 Healthcare Applications

Wearable systems for continuous health monitoring are a key technology in helping
the transition to more proactive and affordable healthcare. They allow individuals to
closely monitor changes in their vital signs and provide feedback to help maintain an
optimal health status. If integrated into a telemedical system, these systems can alert

ioal
P

1 when life-tt ing ch occur. In addition, the wearable systems

can be used for health monitoring of patients in ambulatory settings [6]. For example,
they can be used as a part of a diagnostic procedure, optimal maintenance of a chronic
condition, a supervised recovery from an acute event or surgical procedure, to monitor
adherence to treatment guidelines (e.g., regular cardiovascular exercise), or to monitor
effects of drug therapy.

The multiple WBAN sensor nodes shown in Figure 1.2 are capable of sampling,

and cc icating one or more vital signs like heart rate, blood pressure,




oxygen saturation, breathing rate, diabetes, body temperature, ECG and activity, or
environmental parameters like location, temperature, humidity, light, movement,
proximity and direction. Typically, these sensors are implanted or placed strategically on
the human body as tiny patches or hidden in users’ clothes allowing ubiquitous health

monitoring in their native environment for extended periods of time.
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Figure 1.2: Body Area Sensor Network

The Institute of Electrical and Electronics Engineers (IEEE) approved five ISO/IEEE
11073 standards for automatic acquisition of vital signs by clinical information systems
[7-11]). Those five standards are in the domain of information model, the common
nomenclature, the basic communications profiles, and two defining underlying transport
arrangements. All major manufacturers have prototype devices using these five standards

as point-of-care device communication standards, but most of them are reluctant to make



further investment until user demand recovers. Both USA and UK governments have
specified that ISO/IEEE11073 shall be used for device communication [7],[8].

While the major parts of these standards deal with information representation and
data formatting, they do not propose any specific routing and power control models. The
role of this thesis is to carry out an early analysis of such broad networking issues in
order to support the standardized data formats as proposed by the IEEE standards.

1.2.2 Activity Monitoring Applications

Human activity has been studied [12-17] for the purposes of understanding the basic
characteristics of human movement and the relationship of physical activity to chronic
diseases such as cardiovascular disease and cancer, as well as for monitoring elderly
patients. The accurate and detailed measurement of physical activity is therefore a crucial
prerequisite to exploring its association with health and disease. Numerous methods have
been used to measure physical activity in the short and long terms [2],[18-23]. They vary
greatly in their applicability in epidemiological research, intervention studies, clinical
practice, and personal assessment.

Human activity monitoring has also been used for studying obesity among children
of all ages [18],[21]. The purpose of these studies was to record the physical activity
levels of children while they attend preschools, to identify the demographic factors that
might be associated with physical activity among those children, and to determine the
extent to which children’s physical activity varies among preschools.

1.2.3 Military Applications

The physical safety and well being of the soldiers in a battlefield is the highest

priority [24-26] of Incident Commanders. Currently, the ability to track and monitor

soldiers relies on visual and verbal communication which can be somewhat limited in



scenarios where the soldiers are deployed inside buildings and enclosed areas that are out
of visual range of the commanders. Also, the need for stealth can often prevent a battling
soldier from sending verbal clues to a commander about his or her physical well being.
Sensor technologies can remotely provide various data about the soldiers including
physiological monitoring and personal alert safety system functionality.

A body area wireless network with multi-modal sensors can monitor the body
movement and other physiological parameters for statistical identification of a soldier’s
body posture, which can then be indicative of the physical conditions and safety alerts of
the soldier in question. Soldier tele-monitoring using WBAN system would include:

1) The wounded soldier’s on-body sensor network to identify the soldier’s body
posture (e.g. lying down on back would indicate a worrisome situation).

2) Assess the soldier’s context with respect to his or her surroundings by sensing
other fellow soldiers and the athletic [24] assets such as tanks, aircrafts and
medical facilities.

3) Delivering information from items (1) and (2) to remotely situated
commanders and to local fellow military personnel.

4) To take an appropriate rescue, medical or evacuation decision.

Since the majority of information gathering and situational assessment processes are
automated, the rescue, evacuation and medical actions can be taken in a swift and safe

manner due to the stealth nature of the outlined process.
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1.3 Challenges, Issues and Thesis Contribution

Deployment of WBAN systems will need to address a number of technical
challenges that lie ahead [27-32]. These include the need for innovative sensor design,
efficient data processing, energy management, and secure data transfer. The goal of this
thesis is to design and investigate a framework for network-integrated sensing and
energy-aware protocols to address the resource constraints inherent in WBANS.
Available energy, processing, and form factor constraints of a body-mounted or
implanted sensor can severely limit its abilities for sensing, and the power and range of

radio transmission for communication purposes. We investigate sensing, processing, and



protocol solutions to address these system constraints. Figure 1.3 shows a visual
illustration of the scope of the work presented in this thesis. The following sections
elaborate the topics in Figure 1.3 in more details.

1.3.1 Limited Sensing Modalities

A large number of WBAN applications deal with physical activity monitoring and
body posture detection, especially for continuous monitoring of patients suffering from
chronic disease. The number and the accuracy of the detected postures depend on the
number of available sensing modalities and the processing capability. In a number of
papers in the literature [19],[33],[34], multi-axis accelerometers are the only modality
used for the identification of body postures by analyzing the level of accelerations in
different body segments, which are a direct indication of physical activity. These
mechanisms are shown to work [35-37] very well for identifying postures such as
walking, jogging, and sprinting. However, for those applications that require context
identification at finer granularities, it is often necessary to differentiate between
low-activity postures such as sitting, lying-down and standing; sometimes with even finer
granularity such as sitting-upright or sitting-reclined. For these non activity-intensive
postures, the traditional accelerometer-based solutions do not work.

1.3.1.1 Proposed Inter-sensor Relative Proximity

To address the above limitation, new sensing modalities are needed in addition to the
standard accelerometry. But adding more modalities in a WBAN sensor can be difficult
due to the ultra-small form factor, energy and processing constraints, especially for
implanted sensors. In this thesis, we have developed a novel network-integrated sensing
modality, inter-sensor relative proximity, which is inferred from the measured Received

Signal Strength Indicator (RSSI) of the Radio Frequency (RF) signal between each pair



of WBAN sensors. By using this new sensing modality, more non-activity-intensive
postures can be detected, without having to add extra components and the associated
energy overhead.

Chapter 3 introduces this network-integrated proximity sensing. An experimental
system is developed for integrating the proximity data with other traditional modalities,
such as acceleration and orientation. This multi-modal data is then processed using an
HMM framework for accurate posture identification.

1.3.2 Energy Management

Since most wirelessly networked devices are operated from battery or from
harvesting energy [38-43], one of the major research challenges is the issue of power
limitations [30],[44-48]. Sometimes it is important to guarantee that the device will work
for certain period (e.g. 5 years) before changing the battery [49],[50]. This is particularly
crucial for implanted sensors for which the battery replacement can be an involved
procedure [51-58]. Therefore, better power management schemes to deal with these
issues must be designed. The following issues are dealt with in this thesis.

1.3.2.1 Transmission Power Control

Data transaction across on-body sensors can be point-to-point or multi-point-to-point
depending on specific applications. While real-time on-body detection of an athlete’s
instantaneous posture [19],[59] would require multi-point-to-point data exchange across
various on-body sensors, applications such as monitoring vital signs of a patient will
require all body-mounted and implanted sensors [60],[61] to transmit data to a sink node,
which in turn will relay the information wirelessly to an off-body server.

For both cases, the optimal transmission power required for an on-body wireless link

between two sensors depends on: 1) the physical distance of the link [62], and 2) its



instantaneous channel condition. The distance can vary with mobility driven by human
postures, and the channel condition can change due to unpredictable RF attenuation [63]
caused by many factors including antenna orientation, clothing, and physical stature of
specific subject individuals. We coined the term postural position which defines the
instantaneous state of an on-body wireless link as a result of its distance and the RF
attenuation. An on-body link’s postural position can be highly dynamic due to the reasons
listed above.

As a result, static pre-defined transmission power is not able to provide continuous
link connectivity while ensuring minimum required transmission power consumption
[62],[64]. Therefore a dynamic link power assignment mechanism for optimal energy
management is needed.

1.3.2.1.1 Proposed On-body Transmission Power Assignments

Three different dynamic on-body link transmission power assignment mechanisms
are proposed, namely, Linear, Binary and Dynamic Postural Position Inference (DPPI).
In these approaches, the receiver/control node computes a new desirable transmission
power level for the transmitter node by incrementing or decrementing the current power
level based on the received RSSI values with respect an RSSI threshold range. No
changes are needed when the RSSI falls within the range. This closed-loop control logic
ensures that, for a given postural position, this process eventually achieves a desirable
transmission power level so that the RSSI at the receiver falls within the preset threshold
range. Chapter 4 provides detailed information of transmission power assignment
mechanisms.

The proposed transmission power control mechanism is then enhanced by modeling

human body movement as a stochastic linear system and a quantized Linear Quadratic



Gaussian control with an Integrator (LQGI). The objective is to develop a model based
power control framework in which RF signal strength is predicted and is regulated at a
reference value to enhance the overall energy performance of an on-body wireless sensor.
The predictive LQGI power control will be studied in Chapter 5.

13.2.2 Data Routing with Ultra-low Radio Transmission Range

On-body packet routing is needed in the presence of topological partitioning caused
due to ultra-short wireless range and postural body movements. Short transmission range
is a common constraint for low-power RF transceivers designed for embedded
applications with limited energy [62],[64], often supplied by harvested operations [65].
Such situations are particularly pertinent for implantable body sensors. In literature
[65-68] the ultra-low-range transceivers vary in range between Om to 1m, with
corresponding transmission powers varying between 0.75mW to 6mW, which are within
a range that can be handled with common harvesting techniques such as piezo-electric
generation from body movements [65].

Low RF transmission ranges also mean that postural body movements can give rise
to frequent partitioning or disconnection in WBAN topologies, resulting in the need for a
body area Delay Tolerant Network (DTN) [69-74]. Such topological partitioning can
often get aggravated by the unpredictable RF attenuation caused due to signal blockage
by clothing material and body segments. Topological partitioning necessitates
store-and-forward routing protocols with performance goals of low end-to-end packet
delay, packet loss, and transmission energy consumption.

1.3.2.2.1 Store-and-forward Packet Routing

In this thesis we have developed on-body store-and-forward packet routing

algorithms in the presence of network partitioning. The objective is to minimize
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end-to-end packet delay by dynamically choosing routes on which the storage/buffering
delays are low. While ensuring low storage delay, the algorithms also attempt to
minimize the end-to-end hop count so that the transmission energy drainage is
minimized, thus leading to long network operating durations.

First, using a prototype WBAN, we have developed a topology characterization
mechanism in order to demonstrate the network partitioning caused due to human
postural mobility. Second, an on-body packet routing framework is developed using a
stochastic link cost formulation, reflecting the body postural trends. Third, the
performance of the proposed protocols is evaluated experimentally and through
simulation using the prototype WBAN. The performance of the routing protocol is then
compared with a probabilistic DTN routing protocol PROPHET [74], and a specialized
flooding based benchmark algorithm that provides routing delay lower bounds. Chapter 6
provides the details of this proposed routing protocol.

Finally, analytical techniques are developed for modeling end-to-end packet delay
for the proposed DTN routing algorithms. DTN routing delay obtained from the
developed model are then compared with results from on-body experiments from the
prototype WBAN and off-body simulation carried out with network topology traces
obtained from the prototype WBAN. Using the model and the topology trace data, a
detailed analysis is then carried out for identifying non-critical links in order to design a
minimal WBAN topology from the routing standpoint. Detailed discussion of modeling
techniques and performances in the presence of postural disconnections will be presented

in Chapter 7.
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Chapter 2. WBAN Laboratory Prototype System

A laboratory prototype system was developed for carrying out all experimental work

presented in this thesis.
Blood pressure
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Heart and
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Figure 2.1: Wearable sensor network and health monitoring prototype

2.1 Wearable Sensor Nodes

The prototype WBAN was constructed by mounting a set of tiny sensor nodes on
different segments of the body (e.g. thigh, arm, ankle, waist, head, etc.), as shown in
Figure 2.1. These wearable sensor nodes consist of a Mica2Dot MOTE [75],[76] radio
node (running the TinyOS operating system) [77], operating with a 915MHz radio using
a Chipcon SmartRF CC1000 radio chip [75], and its sensor card, MTS510, from
Crossbow Inc. [78]. The Mica2Dot nodes run from a 570mAH button cell with a total

node weight of approximately 10 grams. The default CSMA MAC protocol is used with a
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data rate of 38.4kbps. The sensors are worn with elastic bands in such a manner that a
sensor and its antenna orientation with respect to the mounted body segment do not

change with a subject’s posture changes.

Atmel ATMegal28

Top-side £3

Figure 2.2: MICA2DOT sensor node [78]

The body-worn sensors form a mesh or a star topology depending on point-to-point
or multi-point-to-point data requirements in specific applications. Depending on the
topology, a body-mounted sensor sends data to another body-mounted sensor or to a sink
node. The sink node collects raw data, and sends processed results or events to an
off-body server using a wireless link. This external link is created between the on-body
sink node (or it can be any on-body node) and to an off-body base station contacted using
another Mica2Dot radio node. The base station is connected to a Windows PC (compute

server) through a custom-built serial interface, running the RS232 protocol.
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Processor/Radio Board MPRS00CA Remarks
Processor Performance
Program Flash Memory 128K bytes
Measurement (Serial) Flash | 512K bytes >100,000 Measurements
Configuration EEPROM 4K bytes
Serial Communications UART 0-3V transmission levels
Analog to Digital Converter | 10 bit ADC 6 channel, 0-3V input
Other Interfaces DIO 9 channels
Current Draw 8§ mA Active mode
<15 pA Sleep mode
Multi-Channel Radio
Center Frequency 868/916 MHz | ISM bands
Number of Channels 4/50 Programmable, country specific
Data Rate 38.4 Kbaud Manchester encoded
RF Power -20 to +5 dBm | Programmable, typical
Receive Sensitivity -98 dBm Typical, analog RSSI at AD Ch.0
Outdoor Range 500 ft 1/4 Wave dipole, line of sight
Current Draw 27 mA Transmit with maximum power
10 mA Receive
<1pA Sleep
Electromechanical
Battery 3V Coin Cell
External Power 2.7-33V Connector provided
User Interface 1 LED User programmable
Size (in) 1.0 x 0.25 Excluding battery pack
(mm) 25x6 Excluding battery pack
Weight (0z) 0.11 Excluding batteries
(grams) 3 Excluding batteries
Expansion Connector 18 pins All major I/O signals

Figure 2.3: MICA2DOT mote specifications [78]

2.2 Sensor Node Hardware

The MICA2DOT mote from Crossbow Technology Inc. (see Figure 2.2) is a third
generation tiny wireless mote module which is typically used for low-power wireless
sensor networks. The low-power processor in the Mica2DOT is an Atmel ATmega 128L
whose 18-pin expansion connector provides various interfacing options including analog

and digital I/O, 12C, SPI and UART-based communication. The MTS510 sensor board
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connected to the 18-pin connector can be used for light, temperature, acceleration and

acoustic sensing. The specification sheet for the MICA2DOT is shown in Figure 2.3 [78].

Pout PA_POW (hex) | Current Consumption
(dBm) 915 MHz (mA)
-20 0x02 8.6
-19 0x02 8.8
-18 0x03 9.0
-17 0x03 9.0
-16 0x04 9.1
-15 0x05 9.3
-14 0x05 9.3
-13 0x06 9.5
-12 0x07 9.7
-11 0x08 9.9
-10 0x09 10.1
-9 0x0b 10.4
-8 0x0c 10.6
-7 0x0d 10.8
-6 0x0f 11.1
-5 0x40 13.8
-4 0x50 14.5
-3 0x50 14.5
-2 0x60 15.1
-1 0x70 15.8
0 0x80 16.8
1 0x90 17.2
2 0xb0 18.5
3 0xc0 19.2
4 0xf0 21.3
5 Oxff 25.4

Table 2.1: Chipcon CC1000 Output Power Settings and Typical Current [75]

2.3 MICA2DOT Radio

The radio used by the MICA2DOT is an ISM band RF transceiver designed for
low-power and low-voltage wireless applications. It uses Chipcon’s CC1000 radio [78],
which employs Frequency Shift Keying (FSK) with Manchester encoding and an

effective data rate of 38.4kbps. The radio on the MICA2DOT is capable of multiple
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channel operation within the intended band. It can also be software adjusted for a range
of output power levels. The register in the radio that controls the RF power level is
designated PA_POW at address 0x0B, and the values and their corresponding RF outputs
are provided on Table 2.1 [75]. It shows the closest programmable value for output

powers in steps of 1 dBm.

2.4 Software Platform

The sensor node software is responsible for data sampling and acquisition, real-time
processing, and WBAN communication. Software running on the sensor nodes and the
network base station is developed using the nesC language under the TinyOS operating
system [77].

TinyOS is an open source component-based event-driven embedded operating
system mainly targeted at wireless sensor networks. It is designed as a set of cooperating
tasks and processes, and it incorporates rapid innovation as well as operating within the
severe memory constraints inherent in sensor networks.

Programming in TinyOS is performed in nesC, a dialect of the C programming
language optimized for memory-limited sensor networks. NesC has a C-like syntax, but
supports the TinyOS concurrency model, and mechanisms for structuring, naming, and
linking together software components into networked embedded systems. TinyOS
provides built-in interfaces, modules, components, and sensor-board-specific
configurations, which allow programmers to build programs as a set of modules for
program-specific tasks. Interface to standard hardware inputs, outputs, and sensors are
provided by the components in TinyOS. The application program is statically linked with

TinyOS, and compiled into a small binary file, using a custom GNU tool chain.
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Figure 2.4: WBAN System Architecture

2.5 Transmission Power Assignment

The energy required for packet transmissions and receptions, which has been
addressed by transmission power control techniques, is considered as the primary source
of energy drainage in WBAN. The idea is to use the lowest power level that is adequate
to maintain acceptable packet delivery performance. Using a lower power level achieves
reduced energy consumption, reduced interference and limited heat loss. The 22 different
transmission power levels [62],[75] used in our prototype system are shown in Table 2.1
which are used in dynamic transmission power assignments that we will discuss in

Chapter 4 and Chapter 5.
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2.6 Prototype System Components
The prototype WBAN described in this chapter is consistently used for the
experimental evaluation of all the protocols developed in this thesis. Figure 2.4

demonstrates a layered representation of the various thesis project components on the

prototype.
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Chapter 3. Network-integrated Proximity Sensing for Physical

Posture Detection

3.1 Introduction and Related Work

In this chapter we have developed a novel network-integrated sensing modality,
inter-sensor relative proximity, which is inferred from the measured Received Signal
Strength Indicator (RSSI) of the Radio Frequency (RF) signal between each pair of
WBAN sensors. By using this new sensing modality, more non-activity-intensive
postures can be detected, without having to add extra components and the associated
energy overhead. An experimental system is developed for integrating the proximity data
with other traditional modalities such as acceleration and orientation. This multi-modal
data is then processed using an HMM framework for accurate posture identification.

In a number of papers in the literature [19],[33],[34], multi-axis accelerometers are
the only modality used for the identification of body postures by analyzing the levels of
acceleration in different body segments, which are a direct indication of physical activity.
These mechanisms are shown to work [35-37],[79] very well for identifying postures
such as walking, jogging, and sprinting. However, for applications that require context
identification at finer granularities, it is often necessary to differentiate between
low-activity postures such as sitting, lying down and standing; sometimes with even finer
granularity such as sitting upright or sitting reclined. For these non-activity-intensive

postures, the traditional accelerometer-based solutions do not work.

3.2 Uni-Modal Accelerometry
This section outlines the posture identification process using a traditional uni-modal

approach [19],[33],[34] using only the acceleration information. Controlled experiments

19



using the prototype system illustrated in Chapter 2 and Figure 2.1 are designed in which
human subjects are given predetermined sequences of postures (from the set SIT, STD,
REC, DWN, WLK, and RUN) to follow, and a three-node wearable sensor network is
used for collecting acceleration data from right thigh, upper right arm, and right ankle.
Postures, identified using context detection algorithms, are then temporally correlated

with the actual posture sequence given to the subjects for evaluating the identification

accuracy.
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Figure 3.1: Accelerometer data during a controlled posture sequence

Figure 3.1 shows the accelerometers’ readings in milli-g (1 mg is 9.81 mm/s?) from
all three sensor nodes, while a human subject was following a controlled 20-posture
sequence as shown along the horizontal axis of the figure. Each posture slot in this
experiment lasted for approximately 20 seconds. A sampling rate of 20 Hz was used for
obtaining reading from the accelerometers. The numbers in the figure correspond to the
averages of the acoelera_tions recorded in both the axes of the sensor used.

The figure shows how the acceleration readings increase for the activity-intensive

postures such as WLK and RUN compared to low-activity postures such as SIT and
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STAND. In fact the readings for SIT, REC, DWN and STD are almost the same due to
the absence of any major physical activity in these postures.

The frequency domain representation of the accelerometer data collected is presented
in Figure 3.2 for all six postures individually. The graph for WLK, for example, is plotted
by applying the Fourier Transform (FT) to the cumulative acceleration data from all the

WLK states as shown in Figure 3.2. The same applies to the other postures as well.

{SIT, REC, DWN, STD}

i

FFT Amplitude
N
S
S
S

LA}

0 0.02 0.04 0.06 0.08 0.1
Frequency (Normalized by sampling frequency)

Figure 3.2: Frequency domain view of the acceleration readings

Observe that while the graphs for WLK and RUN demonstrate a noticeable presence
of frequency components in the range 0 to 0.1, the ones for SIT, REC, DWN and STD
are almost flat over the entire frequency spectrum. The difference in the peak values for
WLK and RUN indicates the difference of activity levels in those two postures. These
peak values, coupled with suitably chosen thresholds, can be used for identification and
differentiation between the WLK and RUN postures. The results in Figure 3.1 and Figure
3.2 confirm that while unimodal accelerometry is capable of identifying WLK and RUN,

it is not sufficient for the low-activity postures.
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To address this limitation, new sensing modalities are needed in addition to the
standard accelerometry. But adding more modalities in a WBAN sensor can be difficult
due to the ultra-small form factor, energy and processing constraints, especially for

implanted sensors.

3.3 Inter-sensor Relative Proximity

In this chapter, we have developed a novel network-integrated sensing modality,
inter-sensor relative proximity, which is inferred from the measured Received Signal
Strength Indicator (RSSI) of the Radio Frequency (RF) signal between each pair of
WBAN sensors. By using this new sensing modality, more non-activity-intensive
postures can be detected, without having to add extra components and the associated
energy overhead. In this chapter, an experimental system is developed for integrating the
proximity data with other traditional modalities including acceleration and orientation.
This multi-modal data is then processed using a Hidden Markov Model (HMM)
framework for assessing the instantaneous body postures. The HMM is leveraged for
dealing with the proximity sensing errors caused by a subject’s clothing, body structure,
irregular RF propagation, and the variability in sensor mounting.

We have developed a WBAN system [24],[60],[61] that is capable of detecting a
wide set of postures including SIT, SIT-RECLINING, LYING-DOWN, STAND, WALK
and RUN, by leveraging our proposed inter-sensor relative proximity sensing modality
and an HMM processing model. An online video demonstrating the preliminary working

prototype can be found in [80].
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3.4 Target Sensor Modalities

Three sensor modalities, namely, acceleration, network-integrated proximity sensing
and orientation are used. A two-axis [19],[33] piezoelectric accelerometer in the
Mica2Dot sensor card is used for detecting body movements. Acceleration data is
generated in the units of gravitational acceleration g. While a near-zero acceleration may
mean a very low activity posture such as sitting or lying-down, a high acceleration can
indicate a high activity posture such as jogging or running.

The novel network-integrated proximity sensing or relative proximity between the
sensor nodes is the second sensor modality that is measured in dB using the received
signal strength indication (RSSI) of the radio frequency (RF) signal. Each sensor is set to
periodically send a Hello message with a preset transmission power that is enough to
reach all sensors on the body. Based on those Hello packets, each node creates and
maintains a neighbor table, with information regarding RSSI for all other sensor nodes on
the body. This way each node maintains a measure of the relative proximity with respect
to the other nodes. High RSSI values (high signal strength) indicate that the body parts
are positioned relatively close to each other like during a sitting posture. Similarly,
relatively lower RSSI values indicate that the corresponding body parts are relatively
farther apart (e.g. during a standing posture).

Sensor orientation is the third modality that can indicate the orientation of a body
segment to which a specific sensor node is attached. Orientation information can be used
for identifying low-activity orientation-specific postures such as lying down and
reclining. The two-axis [19],[33] piezoelectric accelerometer in the MTS510 sensor card

is also used for orientation detection. The constant component of the accelerometer’s
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output indicates a sensor node’s orientation. Orientation output is extracted by integrating
the acceleration output, and can be assessed for both X and Y directions by the
corresponding accelerometer outputs. Therefore, the orientation indicator shares the same

units as that for the raw accelerometer output.

Offline Online

Off-body Indoor workout, | Indoor patient and
fitness evaluation | elderly monitoring
On-body | Outdoor workout, | Outdoor patinets,
fitness evaluation | soldiers and sports
monitoring

Table 3.1: Computation Modes and their Applications

3.5 Computation Modes

As shown in Table 3.1, body context identification can be categorized into four
computation modes: off-body offline, on-body offline, off-body online, and on-body
online. For the off-body case, all sensor data is wirelessly collected to an off-body
processing server (see Chapter 2) which is used for the context identification. In on-body
scenarios, the identification processing is performed at the sensor nodes themselves,
either at a single node or at multiple nodes for improved processing load distribution. The
offline and online processing modes represents whether the identification is done in
real-time or not. For online processing, the amount of available sensor data is generally
less than what is available in the offline scenarios.

From an application standpoint, the on-body processing is more suitable for outdoor
applications since a separate processing server may not usually be available. In indoor
settings, however, such servers may be available and therefore the off-body applications

can be supported. As summarized in Table 3.1, real-time monitoring applications,
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off-body or on-body, are better supported using the online processing mode. Applications
that require post-collection evaluation are better suited for the offline mode. Results
presented in this chapter correspond to off-body and offline computation mode. The
prototype system described in this chapter performs off-body and offline posture
identification.
3.6 Sensor Placement and Modality Usage

Three sensor nodes are mounted at three body locations, namely, the right thigh, the
upper right arm and the right ankle. The thigh sensor is used for capturing body
acceleration, while all three sensors are used for detecting the relative proximities
between all sensor pairs, and both arm and ankle sensors are used for sensing the
orientations of those body parts. Through extensive experimentation with different
subject individuals it was found that the above sensor placement can provide enough
information diversity for all three sensing modalities for them to be applicable to our

proposed posture identification process.

Sensor Node Sensor Supported Target
1D Placement Modality Postures
1 Upper Right Arm | Orientation, SIT, DWN,
Proximity STD
2 Lower Right Orientation, SIT, REC,
Ankle Proximity DWN, STD
3 Right Thigh Acceleration, | WAK, RUN,
Proximity SIT, STD

Table 3.2: On-Body Sensor Modality and Placement Summary

A summary of placement, supported modality, and target posture information is
shown in Table 3.2. While all three nodes are programmed to provide RSSI-based

proximity data, the nodes on the arm and ankle are used for generating orientation
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information, and the sensor node on thigh is used for assessing a subject’s level of bodily
acceleration. The last column identifies which set of physical postures that each specific
sensor node contributes toward measuring. Throughout the rest of the chapter the target
postures will be abbreviated as: SIT (sit straight), STD (stand), REC (sit reclining), DWN
(lying down), WLK (walk), and RUN (run).

Note that while more sensors provide a richer set of data to work with, they also
make the overall sensor-wearing process increasingly cumbersome. Therefore, a key
objective of the system design is to achieve high posture-identification success with as
few sensor nodes as possible. Also, it was found that due to the variability of the RF links
caused primarily by body movements, antenna mis-orientation, and signal blockage by
clothing material, not only does the network topology become unpredictably dynamic,
but the proximity information indicated by the RSSI values can also vary over a very
large range. This has the potential for introducing serious inaccuracies in the posture
identification unless specific measures are taken to suppress the effects of such
measurement errors. A Hidden Markov Model has been used to specifically address these
measurement errors and variability.

3.7 Posture Modeling and Generation

The posture transitions of a human subject are modeled as a Markov Process in
which the subject’s posture transitions are assumed to follow a memoryless process
[81],[82]. The transition probabilities across the postures, as shown in Figure 3.3,
represent a subject’s behavior that is assumed to remain stationary for a certain time
interval. The corresponding transition matrix, termed as 4, remains fixed during such an

interval, and can vary across the intervals when there is a broad change in behavior. In
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the following experiments we generate a sequence of 50 posture states using the

transition probability matrix:
(05 02 01 02 0 0]
05 05 0 0 O O
02 0 05 03 0 O
A=[a,-’j]=
03 0 0.1 04 01 0.1},
01 0 0.1 02 04 02
|0 0 01 02 03 04]

in which states 1 through 6 represent the postures SIT, REC, DWN, STD, WLK and

RUN respectively.

0:[CUXURUK] s
0, 0, O; ... Oy. Observed output symbol sequence

Figure 3.3: Posture state transition machine
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Figure 3.4: Posture identification using multi-modal thresholds

As a part of each experiment, a human subject is handed the resulting posture
sequence and is instructed to follow the sequence with 20 sec being spent in each posture

thus the entire experiment lasts for 1000 sec. Note that the transition matrix 4 is chosen
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based on long observation of typical behavioral patterns of multiple human subjects in

our laboratory setting.

3.8 Threshold-based Identification

The flowchart in Figure 3.4 depicts a mechanism in which context identification is
accomplished by applying different thresholds for all three sensing modalities. After the
low- and high-activity postures are separated using the degree of acceleration recorded by
the node on the thigh, a proximity threshold (applied in terms of RSSI) is used to
distinguish between STD (stand) and the other remaining postures, namely, SIT, REC,
and DWN. The lying-down (DWN) posture can subsequently be separated using the
orientation information from the node on the arm. Finally, the differentiation between
SIT and REC is performed based on the orientation information from the ankle. Details
about the exact threshold values used for different sensor modalities are presented in

Table 3.3. Results presented in this section correspond to an off-body and offline

computation mode.
Threshold Moderate High Avg, Arm Ankle
Group Activity Activity RSSI Ornt. Ornt.
Level (mg/s) | Level (mg/s) | (-dBm) (mg) (mg) |
Thr; 5 20 80 460 470
Thr, 5 30 70 470 480
Thr; 8 30 80 480 490
Thry 8 30 90 490 500
Thrs 8 30 100 500 510
Thrg 8 30 110 510 520
Thr, 8 30 120 520 530
Thrs 8 30 130 530 540

Table 3.3: Threshold group values for context identification

Sensor reading for all three modalities and the corresponding actual postures for all

50 posture slots are reported in Figure 3.5. For the sake of brevity, the postures SIT,

29



REC, DWN, STD, WLK and RUN are identified by the letters S, R, D, T, W and U

respectively. The actual state (the posture that the subject is in) during a slot is reported
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Figure 3.5: Sensor outputs and actual postures
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by the corresponding letter on the horizontal axis during the slot. With each slot lasting
for 20 seconds, the entire experiment corresponds to 1000 seconds, representing 50
posture slots.

The graph in Figure 3.5:a reports the actual posture states and the corresponding
activity levels, which are computed as the absolute values of the first order derivatives of
the raw accelerometer outputs. The derivative represents the difference between two
successive acceleration samples collected at a 20Hz sampling rate. The computed
derivative numbers are then integrated using a moving average with window size of 5
sampling slots. Finally, those integrated derivative numbers for both X and Y directions
(using the accelerometer outputs for both X and Y axes from the thigh-mounted sensor)
are averaged to produce the activity levels that are plotted in Figure 3.5:a. As expected,
the activity levels are high for the W and U (WALK or RUN) slots, and low for all other
posture slots.

Average proximity information from all three sensor nodes, along with the actual
postures, is reported in Figure 3.5:b. Each node periodically (once in every Hello interval
of 1.5 seconds) computes the average RSSI value based on the radio signal reception
through Hello packets from the other two nodes, and then wirelessly sends that data to the
thigh-mounted sensor. This thigh sensor then computes a master average based on the
averages received from the other two sensors and its own average. This final average (in
-dBm), which is reported in Figure 3.5:b, is then wirelessly transmitted to an off-body
machine for further processing. In these readings, high RSSI dB values indicate high

received radio signal strength and vice versa.
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The following observations should be made from Figure 3.5:b. First, the average
RSSI has an overall trend to be the lowest for SIT (S) and the highest for STAND (T).
This is consistent since the body parts are generally closely situated during sitting, and
further apart while standing. The average RSSI values for the other two low-activity
postures SIT-RECLINE (R) and LYING-DOWN (D) fall in between those for S and T.
Second, while generally maintaining this trend, there are certain anomalies caused by
several factors including radio signal blockage by the clothing material, unintentional
change of sensor node and antenna orientations, and various other imperfections in sensor
mounting.

Figure 3.5:c and Figure 3.5:d show the X-direction orientation indication (as
introduced in Section 3.4) for the sensor nodes attached to the arm and the ankle
respectively. Orientation indication is computed by first averaging the raw accelerometer
output over 20 samples (i.e., 1 second), and then integrating those average values using a
moving average with window size of 5. Both sensors on the arm and the ankle are
mounted such that high X-direction orientation values in Figure 3.5:c and Figure 3.5:d
indicate horizontal orientations of the corresponding body segments, and low values
represent relatively vertical orientations. Note that the Y-direction orientation information
is not used in these experiments.

The arm sensor orientation in general can be used to detect the LYING-DOWN (D)
posture, since it is evident in the plot that the arm sensor orientation readings in D
postures are distinctively more horizontal (higher values) compared to those during other
postures. Also, the ankle sensor orientation can be used to detect both LYING-DOWN

(D) and SIT-RECLINING (R), because the orientations of the ankle in these two postures
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are also distinctively more horizontal (higher values) compared to the other two
low-activity postures SIT (S) and STAND (T). Note that the sensor data patterns, as seen
in Figure 3.5 for all modalities, are consistent with the threshold-based context
identification logic presented in Figure 3.4.

Threshold values of all sensor fnodaliti&s at different sensors are depicted in Table
3.3. Each set of threshold combinations is grouped together, and eight such groups are
depicted in the table. The first and the second columns represent the moderate and the
high activity level thresholds to be applied on readings from the thigh-mounted sensor
node for differentiating between the WLK and RUN postures (see Figure 3.4). The third
column represents RSSI thresholds for the master average RSSI values collected and
computed at the thigh sensor node. The last two columns indicate threshold values to be

applied on the orientation readings from the arm and the ankle-mounted sensor nodes

respectively.
90% ) ‘ 1 ‘
- Subject-3 : | Subject-2
S 80%{ \ P /
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a : : !
S ' Subj t-l/ |
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Figure 3.6: Detection accuracy for multiple human subjects

Figure 3.6 depicts the threshold based context detection accuracy computed over the

50-state posture sequence generated by the A matrix reported in Section 3.7. Using the
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thresholds specified in Table 3.3, the comparison algorithm from Section 3.7 has been
applied to the multi-modal sensor data obtained from all thee body-mounted sensors for
identifying the instantaneous body posture. The identified posture is then compared with
the subject’s actual posture for computing the success rate as reported in the figure. Such
success rates are presented as percentage matches for different threshold groups and for
different human subjects. Three individuals in these experiments were asked to follow the
same controlled posture sequence as used in Figure 3.5 for several rounds, before the
identification performance was computed.

Observe that in spite of the errors contributed by sensor and antenna mis-orientation
and radio signal blockage by clothing material, this threshold based mechanism can
detect the six postures with up to approximately 84% accuracy. However, since the
identification success rate is heavily sensitive to the threshold values, choosing the right
threshold values is an important design step for this mechanism to work.

A potentially restricting aspect of this threshold-based mechanism is that the optimal
threshold values (threshold groups in this case) are also sensitive to the individual
subjects’ physical and motor aspects during his or her postures. For example, while the
threshold group Thr5 yields the best identification accuracy of 84% match rate for
subject-2, the performance for subject-3 maximizes at 82%, for the threshold group Thr3.
In fact, at ThrS, for subject-3 the system delivers a poor posture identification rate of only
74%. These results allude to a practical limitation of the threshold-based posture
identification in terms of the need for person-specific threshold dimensioning. Other
experiments further indicated that the optimal threshold value can change even for an

individual based on his or her behavioral changes over time. In the next section we have
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developed a Hidden Markov Model (HMM)-based mechanism for adaptive and
subject-independent posture detection.
3.9 Capturing Stationary Behavior Using Hidden Markov Model

The inability of the threshold based mechanism to handle the degraded quality of
sensor data stems from the fact that the identification process does not leverage the
stationary nature of human behavior over certain time intervals. To address this
limitation, we adopt a stochastic posture identification solution that attempts to leverage
the stationary nature of human posture by modeling the posture state machine as a
Hidden Markov Model (HMM) [83-86].

The key concept of the HMM [83] are as follows. A stochastic process is represented
by a discrete time Markov Chain consisting of multiple states which are hidden from an
observer in the sense that an observer cannot directly determine which state the system is
in at any given point in time. However, a number of observable parameters, stochastically
representing the states, are visible to the observer. The idea of HMM formulation is that
if the state transition probability matrix and the observation generation probabilities are
known (or measurable) to the observer, the latter can estimate the current state of the
Markov Chain. Using HMM it is also possible to compute the probability of occurrence
of a specific state sequence [84-87].

3.9.1 HMM Mapping

The posture identification problem with multi-modal sensing framework is mapped

as an HMM formulation as follows.
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Posture State Space: N postures are modeled as NV hidden states with the state space
represented by S = {S;, S, .., Sy}. In this specific case N = 6, for postures SIT,
SIT-RECLINING, LYING-DOWN, STAND, WALK and RUN.

Observation: At each state, the observation is represented by a vector O, which is
constructed by combining four sub-vectors O = [CUXURUK], where C represents
the activity level information from the thigh sensor, X represents the master average RSS/
value from all three sensors, and R and K represent the orientation indications from the
arm and ankle sensors respectively. HMM observation vectors are constructed from the
multi-modal sensor data as shown in Figure 3.5. Each sub-vector is created as follows.

The activity level observation at any point in time is represented by the sub-vector C
={cy ca..... cmc), in which each ¢, (m =1, 2, ..., MC) is a binary variable which can be
either ‘0’ or ‘1°. The peak-to-peak activity level range (see Figure 3.5:a) is divided into
MC equal windows, and then depending on which window the current activity level falls
in, the corresponding c,, is set to ‘1°, and the rest of the sub-vector elements are set to *0’.
Note that the value of MC determines the granularity of observation, which in turn, is
expected to influence the quality of the hidden posture state identification process. The
Window Boundary (WB) points for the sub-vector C is represented by WBc. The number
if WB points is one less than the value of MC.

Observation sub-vectors X, R, and K for RSSI values and orientation indications
from the arm and the ankle sensors are constructed using the same mechanism as used
above for the activity level sub-vector C. The corresponding granularity factors (e.g. the
sub-vector size) are indicated as MX, MR and MK respectively, and the window boundary

points are represented by WBy, WBg, and WBgrespectively.
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At any time instant #, all four sub-vectors are combined into an overall observation
vector O;. Also, an overall observation granularity factor M is computed by adding the

individual granularity factors MC, MX, MR and MK. The minimum value of M in our
system was chosen to be 9, with corresponding values of MC, MX, MR and MK to be 3, 2,
2, and 2 respectively. We have experimented with various values of M, ranging from 9
(coarse granularity observation) to 15 (fine granularity observation). For M to be 15, MC,
MX, MR and MK were chosen to be 4, 5, 3, and 3 respectively.

Consider an example in which M is chosen to be 9 with MC, MX, MR and MK as 3, 2,
2, and 2, and the window boundaries WB¢c, WBy , WBg, and WByare chosen as {8, 30}
mg/s, 90 dB, 490 mg, and 500 mg respectively. Now with raw sensor outputs
representing activity level of 4 mg/s, RSSI of 70 dB, and arm and ankle orientation
indications of 470 mg and 480 mg, the resulting sub-vectors C, X, R, K will be [1,0,0],
[1,0], [1,0], and [1,0] respectively. Therefore, the overall observation vector O will be [1,
0,0,1,0,1,0,1,0].

As indicated in Figure 3.3, the parameter O, represents the observation vector at time
slot ¢, with T as the final observations in an experiment. In all our experiments, the value
of T is 50. In other words, 50 observations, each corresponds a state lasting for 20
seconds, are generated to feed into the HMM estimation system.

Transition Probability Matrix: The posture transition probability matrix is

represented as 4 = [a; ;], where

ai,jzp(qtzsj lqt—lzsi)) ISla]SN 3.1
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A is an N x N matrix, where N corresponds to the number of postures (states), which

is 6 in our case. The quantity g, denotes the actual posture at time ¢. The parameter a; ;

represents the probability that the next posture is j, given the current posture of the
subject is i.

Observation Probability Matrix: As done for the observation vector O, the
observation probability matrix B is constructed by combining four sub-matrices
as B=[BCUBXUBRUBK], where BC, BX, BR and BK correspond to activity level,
RSSI and orientation indications from the arm and the ankle sensors respectively.

The elements of sub-matrix BC, whose dimensions are N x MC, are represented by:

b,,=p(C=[c, =0,..,c, =1,...c\c =0]]q,=S)),

1<j<N,1<m < MC, (-2

where C represents the activity level observation sub-vector. The parameter b,
represents the probability that in posture state j, the element ¢, in the observation
sub-vector C is ‘1’ and the rest of the elements in C are all zeros. In other words, when a

human-subject is in postures state j (j can be one of six targeted postures in our system),
the quantity b; ,, indicates the probability that the observed activity level falls in the m™

window of observation within the sub-vector C.

Following the same mechanism as used above for the activity level, observation
probability sub-matrices BX, BR, and BK are constructed for observed RSSI and
orientation indications from the arm and the ankle sensors. The dimensions of those
sub-matrices are N x MX, N x MK, and N x MR. Combing all four sub-matrices, as shown

below, the overall observation probability matrix B with dimension N x M is constructed.
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B= [BC sub—matrix BX sub—matrix BRsub-matrix BK sub— matrix]

where
’bl,cl woby bl,CMCﬂ —bl,.x1 - bl,fm - bl,xgux ]
BC=\bier - bigy - breye |BX=| A Y i |
_bN,q v by, - bN,CMc_ _bN’x1 . bN,xm . bN’xMX_
—bl"'l . bls"m . bl”MRq -bl,.kl - bl,).’cm - bl,k{u]{-
BR = bj;,] . bj:’m " bj,,-MR and BK = bj,kl . b!',km . bj,kMK
b~ BNy, - BN | _bN,kl v bNg, - bN,kMKi

Initial State Distribution: This is represented by a vector z=[z;] of length N, so

that: 7;=p(q,=S5,), 1<i<N (3.3)
The quantity 7z, represents the probability that the posture Markov chain is
N
initialized at state i. By definition, 21 =1
i=
Based on the above definitions, a system, modeled using HMM, can be fully
specified by the parameters A, B and ® which are represented together as a tuple:
A=(4,B,r) 34
As presented in the next section, we first compute the individual probabilities of the

system being in each possible posture state at a given time. As shown in the derivation,

these probabilities depend on the system’s A, and the observation sequence {O; O, O3
... Or}. After the probabilities are computed, the posture state identification is
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accomplished by finding the most likely state, which is the one with the highest current
probability.
3.9.2 Posture Detection using HMM

The probability of observing a given sequence O = {0} 0, ...071} of length T time

steps is represented as P(O|4), and can be evaluated using the forward-backward

procedure [87], as follows:
N
P(O/l)=ZIaT (1)9 (3.5

where @ (i) is referred to as forward variable, and defined as:
a,()=P(0,,0,,..0,,q9,=s,;|A). 1<i<N (3.6)
It represents the probability that the partial sequence O}, O), ..., Oy, until time step ¢,
has been observed and the current posture state at time ¢ is S;, given the HMM model A.
a,(i)is a vector of dimension N (which is the total number of possible states). Another
variable 3, (i) , referred to as backward variable, is defined as:
pB.@=PQO,,,...0; |q,=s,,4). 1<i<N 3.7

This represents the probability that the partial sequence from time step (#+1) to the

end has been observed and the current posture state at time ¢ is S;, given the model A.

ﬁ, (l) is also a vector of dimension N. Now another variable }/, (i ) is defined such that:

7.(D)=p(q, =S,]0,4) (3.8)
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where 7}, (l) represents the probability of being in state S; at time ¢, given an

observation sequence O, and the model A. Eqn. 3.8 can be expressed in terms of the

forward-backward variables as:
a,()5,0)__a,()B,0)
POID 3 6,0)8,0) @

7:(i)=

which is a vector of dimension N at time ¢. Using }, (l) we can solve for the

individually most likely posture state g, at time ¢ [83], as:

arg max

T <ci<n

[7,@)], 1<t<T (3.10)

This g, represents the detected posture state at time t.

3.10 Experimental Results

3.10.1 Manual Calibration

In this section we describe the performance of HMM based posture identification and
its performance in comparison with the threshold based approach described in Section

3.8. The same transition probability matrix
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as used for the previous experiments, is used for generating a posture sequence to be
followed by the human subjects. Note that for the results in this Section, the 4 matrix
used for posture sequence generation is also used for the HMM model formulation. In
other words, it is assumed that the 4 matrix used for HMM is already trained. During an
initial set of known states, the B matrix is first computed, and then the actual posture
identification process was initiated. This initial period is referred to as an observation
calibration phase. As for the Initial State Distribution matrix n, we have used [0, 0, 0, 1,
0, 0], for all the experiments results presented here. This means that in all experiments the
subject should start with the posture STAND. These 4, B and ® matrices constitute the
HMM system parameter A .

State identification using A has been carried out using the HMM technique described
in Section 3.9.2. Figure 3.7 reports the posture identification performance with HMM in
comparison with the threshold based mechanism as introduced in Section 3.8. As done
before, the success rates are measured by comparihg the identified postures with the

actual postures from the generated posture sequence using transition probability matrix

A.
M | MC,MX, MR, MK | WBc WBx WBhg WBx
9 32,22 (8,30} 90 490 500
10 3,3,2,2 (8,30} {80,90} 490 500
11 3,422 (8,30} {70,30,90} 490 500
12 3,5.2,2 {8,30} | {70,80,90,100} | _ 490 500
13 3,532 {8,30} | {70,80,90,100} | (490,500} | 500
14 3,5,3,3 {8,30} | {70,80,90,100} | (490,500} | (490,500}
15 4,533 {8,30,40} | {70,80,90,100} | (490,500} | (490,500}

Table 3.4: Observation sub-vectors and window boundaries for different observation
granularities

The success rate for posture identification using HMM is reported with seven

different observation granularities corresponding to M =9, 10, 11, 12, 13, 14, and 15. For
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each such values of M, the corresponding values of MC, MX, MR and MK, and their

observation window boundaries are summarized in Table 3.4.

Subject-1
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Figure 3.7: Posture identification performance
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The first entry for M = 9 (MC=3, MX=2, MR = 2 and MK = 2) indicates that the
three window levels for the C sub-vector are realized with two window boundaries WBC
of 8 mg/s and 30 mg/s. Similarly, two window levels for the X sub-vector are realized
with one window boundary WBX of 90 dB. Observe in the table that with increasing
observation granularities (higher MC, MX, MR and MK) a larger number of window
boundaries are needed to implement higher number of observation window levels.

The following observations are to be made from Figure 3.7. First, the HMM
approach delivers better state match rates (for example 84% to 96% identification success
for human subject-2) compared to the best case performance using the threshold-based
mechanism (84% identification success for the same subject), that is with the threshold
group 4 (8, 30, 70, 490, 510) as shown in Table 3.3. Second, higher observation
granularity (larger M) for HMM provides better posture identification success rate, with
performance saturation occurring beyond the granularity factor around M = 12. Third,
once a sufficiently large observation granularity (e.g. M = 15) is chosen for HMM, unlike
in the threshold-based scheme, no optimal parameter dimensioning is needed. This is a
significant advantage in terms of implementation feasibility. Finally, with similarly large
observation granularities, the HMM continues to provide superior posture identification
performance in a human subject-independent manner. This further reinforces the
practicality of the mechanism in not having to dimension any individual-specific
parameter which may cause significant performance variation as observed for the
threshold-based mechanism.

3.10.2 Automatic Observation Calibration

For the results above, the observation probability matrix B has been constructed

during an observation calibration phase before experimenting with each individual human
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subject. This calibration process (construction of matrix B based on observations)
somewhat compensates for the inconsistencies in the observation values due to variations
in clothing, personal posture specialties and other ambient differences. In fact this
calibration process accounts a great deal for the consistently superior performance of
HMM compared to the threshold-based strategy, as presented in Figure 3.7.

In this section we implement a self-calibration process of the B matrix, so that the
proposed posture identification mechanism can be more practically implemented without
having to manually calibrate the B matrix for each individual subject.

We use the Baum-Welch iterative algorithm [83], for which the key idea is to start
with initial B matrix, and then iteratively adjust it based on the stochastic difference
between the identified (using HMM) posture state sequence and the expected sequence
based on the notion of the state transition matrix 4. Details of the Baum-Welch derivation

and the algorithm are included in the Appendix.
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Figure 3.8: Automatic self-calibration of the B matrix

45



Figure 3.8 demonstrates the performance of this self-calibration process in terms of
the posture identification accuracy over multiple iterations. Here we used the observation
sequence of human subject-2 of the last experiments, with observation granularity factor
M = 12. Observe that with all three different initial B matrices, the identification accuracy
gradually increases over time with Baum-Welch iterations. For all three cases, the posture
identification process started delivering the best performance within 12 iterations. In a
deployment sense, this means that after wearing the sensors, the subject should continue
with his or her regular behavior for a while for allowing the network to self-calibrate the

HMM B matrix. After that, the identified posture recording should start.

3.11 Summary Conclusions

In this chapter we present a novel network-integrated sensing modality, inter-sensor
relative proximity, which is inferred from the measured Received Signal Strength
Indicator (RSSI) of the Radio Frequency (RF) signal between each pair of WBAN
sensors. The concept of RSSI-based proximity is experimentally developed and then
integrated within a Hidden Markov Model (HMM)-based stochastic processing
framework for accurately identifying human body postures in a subject-independent
manner. It was first shown that the traditional uni-modal approach using only the
acceleration information do not work well when it is necessary to differentiate between
low-activity postures, and we addressed that by proposing the relative proximity
sensing modality.

Then, it was demonstrated that although a naive threshold-based mechanism can be
used for reasonable detection performance, the intrinsic errors and unpredictability of the

on-body data collection process require a delicate dimensioning of the used threshold
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values for consistent posture identification performance across various human subjects.
To avoid this, an HMM-based detection process is applied with observation
self-calibration using the Baum-Welch algorithm. It was shown in this chapter that the
HMM method with our novel sensing modalities are able to consistently deliver
significantly better detection performance than the threshold-based mechanism in a more
individual-independent manner.
3.12 Appendix: Iterative Hmm With Automatic Observation Calibration

As proposed in [83],[86], it is possible to calibrate the HMM parameters in 4 such
that the quantity P(O|A), representing the conditional probability of an observation
sequence (of length 7) is ma'ximized. In our specific application of self-calibration as
discussed in Section 3.10.2, it is required to adjust the observation probability matrix B
while keeping the other two parameters 4 and # in A constant. The Baum-Welch
algorithm [83] is used in our implementation to iteratively obtain an estimate of B that
results in a 4 which is guaranteed to locally maximize P(O|4).

As defined in Section 3.9.1, the element b;,in the matrix B represents the probability

that in posture state j, the elements C,,, X, ¥ and K, in the observation vector O are ‘1's’
and the rest of the elements are all zero. The quantity bj, mcan be computed as:

T
Z?’t(j)

b s.t. Ot =Vm

Jm="T G.11)
Z?’t(j)
=1

where the denominator represents the probability that the system is always in state j with

all possible observations. The numerator represents the probability that the system is in
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state j with a specific observation such that the elements v,,,, where V,, = {Cp, X, ¥ Kkim}

in the observation vector O are ‘1's’ and the rest of the elements are all zero.
Using Eqn. 3.11 as the iterative step for changing the B matrix, we have implemented

the following algorithm for implementing self-calibration as explained in Section 3.9.2.
1) Collect observations O = 0;0;...0r
2) Initialize A using a starting B matrix with constant 4 and «
3) Given observation sequence O = 0;0;..07 and 4, compute:
7.(j), V1<t<T, 1<j<N
4) Compute new B matrix by updating the elements bj,m based on Eqn. 3.11

5) Setnew Apey using the new B matrix
6) Compute a new quantity MAXLIKELIHOOD as:

MAX LIKELIHOOD = max[ P(Oy...0r | A), P(Oy...07 | Aye)]

7) A= Anew

8) Go to step-3 and repeat till the quantity MAXLIKELIHOOD converges

-30

-32 -
-34 1

Log Likelihood

-36

-38 -
1 3 5 7 9 11 13 15 17 19
Number of iterations of the Baum-Welch algorithm

Figure 3.9: Performance of Baum-Welch iterative algorithm
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The fact that the newly estimated B matrix in Step 4 is computed based on the actual
observation sequence, ensures that the estimation would improve the quantity P(O|4).
This accounts for the monotonically increasing nature of the MAXLIKELIHOOD, as
evidenced in Figure 3.9, which demonstrates the convergence performance of the
Baum-Welch algorithm in terms of the evolution of the log of the quantity
MAXLIKELIHOOD. Observe that with all three different initial B matrices, the
MAXLIKELIHOOD monotonically increases over the algorithm iterations, and
converges approximately after 12 iterations, which is consistent with what has been

reported in Figure 3.8.
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Chapter 4. Transmission Power Assignment with Postural Position

Inference

In this chapter we address the issue of energy-aware on-body communication by
developing a posture-aware transmission power control framework. An on-body link’s
postural position can be highly dynamic due to the unpredictable RF attenuation caused
by a slew of factors including subject’s clothing, antenna orientation, and physical stature
of specific subject individuals. In real-time data exchange across various on-body-sensors
with point-to-point or multi-point-to-point data transaction, the optimal transmission
power depends on the physical distance of the link, and its instantaneous channel
condition. As a result, static pre-defined transmission power is not able to provide
continuous link connectivity while ensuring minimum required transmission power
consumption. In this chapter we propose a dynamic link power assignment mechanism
for optimal energy management in on-body links data exchange.

4.1 Related Work

The energy conservation mechanisms in [2],[14],[44] attempt to develop
synchronized sleep scheduling across on-body sensors so that the overall energy
consumption is controlled by the communication duty cycle. These mechanisms do not
control the transmission power of individual on-body links as done in this chapter.
Transmission power control can be executed simultaneously with node sleep scheduling
as a complementary energy-saving strategy.

Several RF Transmission Power Control (TPC) papers [88-90] in the literature use
node localization for computing link distance, which is subsequently used for power

assignment using known models of RF signal attenuation with distance. Performing
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localization for on-body sensors can be complex due to high node mobility triggered by
human posture changes, and energy expensive due to the need for localization
infrastructure such as ultrasound to perform Time Delay of Arrival (TDOA) [91]
computation. Such difficulties to run localization for on-body sensors make localization
oriented TPC protocols unusable for body area networks.

The protocol ATPC in [62] proposes a non-localization-based mechanism in which a
closed loop control is executed based on the received signal strength measurement.
Experimental evaluation of ATPC that has been reported in [62] includes large static
wireless networks deployed in terrains such as parking lots and in-building corridors.
Although ATPC is the closest to the approach adopted in this thesis, the primary hur(ile
for mapping ATPC on body area wireless links stems from the fact that the on-body
wireless link characteristics are significantly more dynamic due to human postural
mobility, antenna orientation, clothing, and the physical stature of specific subject
individuals. Additionally, this protocol does not consider the control overhead associated
with closed loop power control mechanism as an algorithmic cost, which can be very
large when applied to on-body links with frequently varying link qualities. As a result,
the ATPC protocol, which was designed and tested only for relatively static and
long-distance wireless links, does not apply for highly dynamic on-body links.

Power control mechanisms for links between on-body sensors and off-body static
sinks are explored in [64]. Although the RF link characteristics in this setting are closer to
that of on-body links than those in [62], they do not quite represent the wide variations in
link qualities when both nodes of a link are on-body. Also, the assumption of unlimited

energy availability at the off-body sink node, as adopted in this chapter and in [2],
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influences the TPC algorithm and energy accounting in ways that are not suitable for
severely energy-constrained and completely on-body links as targeted in this chapter.

The power control mechanisms for IEEE 802.11 MAC protocol in [92-95]
implement closed loop control with RTS and CTS packets carrying the feedback control
information. Full power RTS/CTS and controlled power data transmissions are sent
through separate channels [93],[94], and the transmission power is incremented and
decremented stepwise till a desired power level is achieved. These mechanisms, adapted
specifically for 802.11 networks, are not directly portable to the on-body systems for the
following reason. For a non-802.11 MAC layer, since there are no RTS/CTS packets,
separate feedback control packets will be necessary. Since the cost of implementing
power control is of paramount importance for on-body links, the objective will be to
minimize the usage of such control packets while maximizing the overall energy
efficiency through effective power control. This is not an issue for the mechanisms in
[92-95], since free RTS/CTS control packets are available in 802.11 on a per data packet
basis.

Transmission power control has also been studied extensively in the context of
cellular networks. In [96-98], closed loop transmission power control for Code-Division
Multiple-Access (CDMA) systems are proposed, where a separate feedback channel with
universal frequency for control data is used. The lack of a separate feedback channel in
an on-body network makes such cellular network power control mechanisms unsuitable.
The lack of a feedback channel poses the same problems imposed due to the lack of per
data packet RTS/CTS control as discussed above. Additionally, the time constant for

power control in the cellular networks are much larger than what is needed in the
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on-body scenarios — causing those closed loop mechanisms in [96-98] to be too slow in

the presence of high postural mobility.

4.2 Dynamic Transmission Power Assignments

The objective of this chapter is to develop a closed loop power assignment
framework that deals with solel): on-body links with a wide range of link quality
variations due to the body specific factors as outlined above. Three different dynamic
on-body links transmission power assignment mechanisms are proposed, namely, Linear,
Binary and Dynamic Postural Position Inference (DPPI). The DPPI proposed mechanism
has been experimentally evaluated and compared with the binary search and the
traditional fixed power increment/decrement strategy (termed as linear search), which
has been wused in many closed loop mechanisms in the literature
[64],[96],[92-95]1,[97],[98]. The proposed mechanisms are distinct in that unlike majority
of the transmission power control mechanisms in literature [44],[14], it does not rely on
the availability of location information for individual sensor nodes, and uses a novel
technique of postural position inference which is specific and can be applied to body area

wireless networks.

4.3 Characterization of On-Body RF Links

This section presents an experimental characterization of on-body wireless links and
its quality variations with different transmission power, postural positions, and subject
individuals.
4.3.1 Experimental Settings

We construct a Body Area Network by mounting a set of sensor nodes on different

segments of the body (e.g. thigh, upper arm, ankle, waist etc.), as illustrated in the
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prototype system in Chapter 2 and Figure 2.1. In this prototype, the CC1000 chip in
MICA2DOT mote offers a hardware register to specify the transmission power at one of
22 different power levels, corresponding to a range [75] between 21.5mW and 63.5mW.
These power levels are represented as indexes 1 through 22. The sensors are worn with
elastic bands in such a manner that the sensor and its antenna orientation with respect to
the mounted body segment do not change with frequent posture changes.

The sensors can form a mesh or a star topology depending on point-to-point or
multi-point-to-point data requirements in specific applications. Since the scope of this
chapter is primarily at the link level, the topological configurations are of very little or no
interest. From this point onwards, the links referred to in this chapter belong to a star
topology. All body-mounted sensors in this topology send data to another body-mounted
sink node. This node collects raw data, and sends processed results or events to an
off-body server using a wireless link. This external link is created between the on-body
sink node and to an off-body Mica2Dot radio node connected to a Windows PC (compute
server) through a custom-built serial interface running RS232 protocol, as shown in
Chapter 2 and Figure 2.1.

4.3.2 Target link and Posture Sequence

An on-body wireless link between a sensor node on the upper arm and a sink node at
the waist has been used for studying link quality variations. Since hand is considered to
be the most mobile part of the human body, the arm-mounted sensor has been chosen
specifically to demonstrate the impacts of postural mobility on link quality variations,
and the subsequent need for adaptive transmission power assignments.

Link quality is characterized by observing the Received Signal Strength Indication

(RSSI) values at the sink node for a given static transmission power from the
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arm-mounted sensor node. The variation of RSSI represents the changes in link quality as

a result of body mov RF ion by subject’s clothing and body RF

multi-paths, and other changes in the surroundings.

Out-of-Body Server
Sensors

Figure 4.1: On-body sensor positions and the used posture sequence

Three different subjects, one female and two males, were asked to follow a sequence
of right hand movements corresponding to four different sitting positions as shown in
Figure 4.1. These hand positions represent natural sitting postures, and also indicate
scenarios with varying degree of RF attenuation due to signal blockage and sensor node
movements. For each subject, each posture in the sequence lasts for approximately 10
seconds, and the entire sequence is repeated three times resulting in a total experimental
duration of 120 seconds.

4.3.3 Transmission Power Levels

For each posture in the above sequence, link characterization is also carried out with
different transmission powers. We have reported the results with four different power
levels 7, 13, 18 and 22, corresponding to actual transmission powers of 24.8, 34.5, 43,

and 63.5 mW respectively. The rationale for reporting only these power levels is as
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follows. Level 22, the maximum available power, provides the best packet delivery, but
the worst transmission energy usage. Level 7, the available minimum, delivers the worst
packet delivery, although with very little energy usage. Power level 18 turns out to be the
minimum power level that provides around 100% packet delivery. Finally, level 13 is
reported, because it is somewhere in the middle of power levels 7 and 18, and provides a
reasonable balance between transmission energy consumption and packet delivery.

Sensor on the arm transmits four packets, one at each of the above power levels,
every one second interval. The sink node located at the subject’s waist region measures
the packets’ Received Signal Strength Indicator (RSSI) and sends the data to the off-body
server (see Chapter 2 and Figure 4.1) for analysis and post-processing. Note that these
bundled transmissions of four packets together ensure that the RSSI corresponding to all
four transmission power levels are captured with the exact same posture along with the
clothing and any other on-body artifacts influencing the RF signal attenuations.

4.3.4 Multi-scale Variations of Link Quality

The variation of RSSI (in dBm) [75] at the sink node is shown in Figure 4.2. For the
sake of clarity, the RSSI values are shown only for the power levels indices 7, 13 and 22
(24.8mW, 34.5mW and 63.5mW, respectively). These three power levels have been
chosen based on experiments as explained later in this section. The time axes on the
graphs in Figure 4.2 are divided into postural position slots of width 10 seconds. The
slots are then marked by the posture sequence numbers from 1 through 4 (see Figure 4.1),

which repeats for three cycles.
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Figure 4.2: Link quality variations with varying postural positions
The following observations can be made from Figure 4.2. First, as expected, the link
quality does depend on the transmission power. Second, the RSSI values change quite

significantly with p 1 positi For ple, the link on Subject-2 with power level

index 13, the maximum signal strength is -77 dBm in posture 2 of cycle 3, while the
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minimum signal strength is -93 dBm in posture 1 of cycle 3. That represents a
peak-to-peak swing of 16 dBm.

Third, there are distinct differences in the link qualities across the subjects, even with
the same transmission power and at the same posture. For example, using power index
22, the average RSSI for Subject-1’s link is -66 dBm during posture 4 of cycle 3, whereas
for Subject-3, the RSSI during the same posture with the same power level is -74 dBm.

Finally, even for the same subject, with the same transmission power level, the RSSI
can be different for the same postures across different cycles. For example, the RSSI
values for Subject-2 during posture 1 are significantly different between cycle-1 and
cycle-3.

To summarize, the experimental results in Figure 4.2 demonstrate that on-body RF
links can vary not only with postures, subject individuals, and transmission powers, but

also with time even when all the above factors are fixed.
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Figure 4.3: Impacts of transmission power at different postures

Figure 4.3 demonstrates the impacts of transmission power on the RSSI for the four

postural positions shown in Figure 4.1. While a subject remains in each of those
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positions, the transmission power from the sensor on the upper arm is changed across the
entire available range from level 1 to level 22 (21.5mW to 63.5mW) and the
corresponding RSSI values are noted. At each power level, 20 packets are sent to the sink
which collects RSSI data points for the successfully received packets. The results
obtained demonstrate the spread of RSSI in Figure 4.3 for a given position and at a given
power level. This spread of RSSI indicates that even within a given posture, there are
some intra-posture body movements that affect the on-body RF link qualities.

The results in Figure 4.3 also demonstrate that the minimum power required for a
successful link creation can vary depending on the postural positions. For example, while
in position 4, the link starts delivering packets with power level index of 1, in position 3,
the link starts delivering packets only at a power level index of 8.

The final observation from Figure 4.3 is that for a given postural position, the
average RSSI values can be modeled approximately as a linear function (also reported in
[62],[99-101]) of the transmission power index, although the slope across different
positions can vary. This experimental observation is the key for our proposed power

assignment mechanism based on postural position inference as presented in Section 4.5.5.
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Figure 4.4: Impacts of transmission power on packet loss
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Packet losses are recorded from the same experiment corresponding to Figure 4.3,
and are reported in Figure 4.4. This shows that the required transmission power level to
achieve a minimum packet delivery ratio varies across different postural positions. This

implies that for an application with certain amount of packet loss tolerance, the optimal

transmission power can vary depending on the i posture of a subject.

-]

h

Therefore, an adaptive it power assi, ism is highly desirable for such

on-body links as discussed in this chapter.
4.3.5 Impacts of On-body Parameters on Link Quality

The following experiment was carried out for understanding the impacts of on-body
factors in addition to just the distance between the nodes on a link. Sensor orientation and
on-body postural obstructions for a link between the upper arm and waist sensors have

been targeted as such factors to be understood.

Or.-2, with Obst.

Figure 4.5: Variation of sensor orientations and on-body obstructions

As shown in Figure 4.5, four different binati of the ori ion and on-body
obstructions for the link have been experimented with. Orientation of a sensor was

defined by the direction of its li t, and is indicated by the arrows marked

next to the sensors. The sensor in the picture is too small to clearly show its orientation.

For all four scenarios, while the orientation of the waist sensor was kept constant, the
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relative orientation was changed by rotating that of the arm sensor. On-body obstruction

of the link has been modulated by having the subject put his hands on his chest.
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Figure 4.6: Impacts of sensor orientation and on-body obstructions

The photos in Figure 4.5 demonstrate four different link conditions in terms of the
sensor orientation and obstructions, but for all four, the distance between the sensors was
maintained constant. This control made sure that any link quality variations across the
four scenarios are contributed solely by the changes in orientation and/or obstructions,
and not due to a distance change.

Figure 4.6 presents the RSSI values for different power levels for the experimental
scenarios in Figure 4.5. These results clearly demonstrate that even when the link

%

remains various dary postural infl such as sensor

orientation and on-body obstructions can affect the link quality as much as the distance
and postural positions do. This conclusion is evident when the amount of RSSI variations

in Figure 4.6 is compared with those in Figure 4.3.
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Figure 4.7: Orientations of a lower-body link with different postures

4.3.6 Validating Linearity of RSSI for Other Postures

To establish the linearity of RSSI vs. ission power relationship (as observed

for the upper-body link in Figure 4.1) in other parts of the body, we conducted several
experiments on links in different parts of a subject’s body. Figure 4.7 shows such an
experimental setup in which a lower-body link between an ankle sensor and a waist

sensor has been characterized.
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Figure 4.8: RSSI characteristics power for a lower-body link
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The RSSI and transmission power characteristics for this link with four postures, as
indicated in Figure 4.7, are shown in Figure 4.8. It is evident that the linearity of RSSI as
observed in Figure 4.3 extends very well for the postures in Figure 4.7. Results from the

links in other parts of body also demonstrated similar linearity relationship.

4.4 Fixed Power Assignments

Each on-body sensor undér this design is assigned a static transmit power level for
sending data to the sink node. This power needs to be high enough to achieve a desired
packet delivery rate (see Figure 4.4), while it should be low enough for conserving
energy of the resource-constrained on-body and implanted sensors. Based on the
multi-scale link quality variations as observed in Section 4.3, identifying a power level
that can work in a posture, clothing, and person independent manner can be a challenging
problem.

4.4.1 Relevant Performance Metrics

The performance of transmission power assignment will be evaluated using two
primary metrics, namely, Packet Delivery ratio (PDR) and Energy per Packet (EPP). The
target is to maximize PDR and minimize EPP. PDR is defined as the fraction of packets
sent by an on-body sensor that are delivered to the sink node. The quantity EPP is
computed by dividing the total communication energy, both for transmission and
reception, spent by the on-body sensors (including the sink) by the number of
successfully delivered data packets. Note that the numerator includes communication
energy costs for data as well as any control packets. Although not used for the static
scheme, such control packets are used extensively for the closed loop systems as

described in Section 4.5.1. Note that the EPP metric represents a combined measure of
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both energy consumption and packet drops. Using EPP, it will be possible to differentiate
between two power assignment strategies for which the total energy consumption may be
the same but one delivers more packets than the other.

A number of secondary metrics, namely, transmission energy, reception energy, and

control overhead, will be also used. The transmission energy cost for a packet is
computed as: E 0= V.-I o S/C ,whereV, Iy, S, and C represent the supply voltage,

current drawn, packet size, and channel capacity respectively. For the results in this and
in the next section, we have used ¥ to be 2.5V, and I, to be 9.9mA, 13.8mA and 25.4mA

for power levels 7, 13 and 22 respectively. The data and control packet sizes are 45 and
22 bytes, and the channel rate is 38.4kbps. All these figures correspond to the Mica2Mote
hardware [75] including the CC1000 radio chip. The reception costs are computed using

the same formula by replacing the parameter I, by the receive current I,,, which is set to

be 8mA [75] for the CC1000 chip.

4.4.2 Fixed Power Assignment Results

The PDR and EPP results are captured for the fixed power assignment at power
levels 7 (24.8mW), 13 (34.5mW) and 22 (63.5mW) with the posture sequence as
described in Section 4.3.2. The experiments were carried out on the same three subject
individuals as in Section 4.3.

Figure 4.9 and Figure 4.10 show the moving average of PDR and EPP within a
sliding window of 10 seconds. Note that like in Figure 4.2, the time axis is divided into
postural position slots of width 10 seconds. The slots are then marked by the posture

sequence numbers from 1 through 4 (see Figure 4.1), which repeats for three cycles.
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Figure 4.10: EPP performance with fixed power assignment

The following observations are to be made. First, as expected, increasing
transmission power causes larger EPP while providing better communication quality

through higher PDR. Second, since packet drops inflate EPP, every time there is a
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Figure 4.10: EPP performance with fixed power assignment

The following observations are to be made. First, as expected, increasing

transmission power causes larger EPP while providing better communication quality

through higher PDR. Second, since

packet drops inflate EPP, every time there is a
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down-spike in the PDR, there is a corresponding up-spike in the EPP results. Third, while
low power levels (e.g. 7 and 13) may be sufficient for 100% PDR for most of the times,
there are occasions during which the packet drops due to body movements can be
unacceptable, and therefore a higher power level, causing larger EPP, needs to be
adopted. Hence a dynamic power assignment is needed for achieving both high PDRs and
low EPPs. As can be seen in the figures, the wide variations of PDR and EPP across

different subjects further reinforce this requirement for dynamic power assignments.
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Figure 4.11: Closed loop power assignment model

45 Dynamic On-Body Power Assignments

4.5.1 Closed Loop Control

A closed loop mechanism, as shown in Figure 4.11, is adopted for implementing

dynamic on-body power assignments. Based on specific application requirements, data
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packets are periodically sent from an on-body sensor node to a receiver sink node, which
is also referred to as the control node in the diagram. Each packet is marked with a
monotonically increasing sequence number and the transmit power level information.
Upon receiving a data packet, the control node first decides if the corresponding RSSI
falls within a pre-defined threshold range (between RT; and RTy) in which case the
currently used transmit power level is considered optimal.

If, however, the RSSI falls outside the threshold range, it is perceived that the
transmit power level is too high or too low. In this case, the control node computes a
target transmission power level that should result in an RSSI within the threshold range.
Once computed, this power level is sent back to the transmitter node using a separate
control packet with the maximum possible transmission power. Upon receiving such a
control packet, the transmitter node updates its transmission power and continues packet
transmissions at this new power level until a new control packet, instructing a different
power level, is received. If and when the control node infers a packet loss (by observing
unusual delay in packet reception or gaps in packet sequences) caused by abrupt link
quality deterioration due to postural position changes, the control node assumes that the
current power level being used by the transmitter is insufficient. It sends a control packet
to the transmitter to increase the power level to a value between its current and the
maximum possible value. This process is repeated till the control node starts receiving
packets, and then the RSSI-based control operation as described above resumes. Note that
all the available power levels (1 through 22) are made available during the above iterative

assignment process.
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4.5.2 Choice of RSSI Thresholds

The RSSI threshold range (RT., RT}) is determined based on the packet delivery rate
(PDR) variation as a function of the received RSSI values. To characterize the RSSI vs.
PDR performance, we have conducted an experiment in which while keeping the
transmission power constant, a link’s distance is changed by shifting the receiver’s
position with respect to the transmitter node. At each position, 500 packets are sent, and
the receiver records the RSSI for all the received packets and the number of packets
dropped. From this data, the average RSSI and the corresponding PDR values are

computed and reported in Figure 4.12.
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Figure 4.12: RSSI threshold range for acceptable packet delivery rate

As shown in Figure 4.12, the smallest RSSI that corresponds to near perfect delivery
performance is approximately -88 dBm, which is chosen to be the lower threshold RTy.
The upper threshold RTy is chosen to be -82 dBm for which the dynamic power
assignments, as described in Section 4.6, deliver the best possible energy performance.

More details about the choice of RTy are presented in Section 4.6.2.6.
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The primary reason for choosing a target RSSI threshold range, as opposed to a
single target RSSI value, is to minimize the frequency of corrective control actions and
its associated energy and capacity overhead. Also, given the 22 discrete power levels for
the Mica2Dot hardware, for a given state of an on-body link, a specific power level at the
transmitter may not be able to produce an exact RSSI value at the receiver.

4.5.3 Target Power Computation by Linear Search

In this approach, the sink/control node computes a new desirable transmission power
level for the transmitter node by linearly incrementing or decrementing the current power
level based on the received RSSI values with respect to the threshold range (RT;, RTy).
No changes are needed when the RSSI falls within the range. The closed-loop control
logic in Figure 4.11 ensures that, for a given postural position, this process eventually
achieves a desirable transmission power level for a link so that the RSSI at the sink falls
within the preset threshold range. The step size for power changes can be chosen based
on the necessary responsiveness.

This linear search-based approach is expected to work well with small incremental
changes in link quality during intra-posture body movements such as moving the hand
slightly while being in any of the positions in Figure 4.1. The linear power level search
during such incremental changes can quickly find a new desirable power level without
having to incur excessive control overhead in terms of control packets from the sink to
the source sensor node. However, for inter-posture body movements, such as when a
subject transitions across the positions in Figure 4.1, this linear approach can be slow and
control expensive due to the large amount of corrective changes needed in the

transmission power level.
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4.5.4 Computation by Binary Search

Better responsiveness and lighter control for inter-posture body movements can be
achieved via a binary search. In this approach, if the RSSI at sink is lower than the
threshold RTy then the next power level is chosen to be right at the mid-point between
the current and the maximum possible power levels. Similarly, when RSSI is above RTy,
the next level is computed as the mid-point between the current and the minimum
possible power levels. As in the linear case, the closed-loop control logic ensures that the
transmission power eventually converges to a desirable level for the RSSI at sink to be
within the present threshold range.

While providing a lighter control solution for inter-posture movements, the binary
search can be slow and expensive for intra-posture scenarios, in which the transmission
power level has to go back and forth over a wider range even for small incremental
change of the link quality. In other words, for small changes in the link quality, this
search mechanism is likely to overreact and thus takes many steps to converge within the
RSSI threshold range, leading to oscillations and sluggishness. This mechanism suits well
for adults who generally remain relatively still within a posture, but can be expensive for
children for whom generally the intra-posture instabilities are intrinsic.

To summarize, although both linear and binary search mechanisms ensure eventual
convergence to the optimal transmission power level, they are control-expensive and
slow to react for inter-posture and intra-posture body movements respectively. Sluggish
convergence can cost either low PDRs or high EPPs. Transient RSSI levels above RTy
may cause high EPPs while providing perfect PDR. Whereas, RSSI values below RTL

may deliver excellent EPP performance while dropping a large number of packets.
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Additionally, a slow convergence leads to large number of control packets from the sink
to transmitter, causing the energy per packet numbers to be even higher.

4.5.5 Control with Dynamic Postural Position Inference

The fundamental limitation of the above two mechanisms stems from the fact that no
knowledge about on-body link quality variation is leveraged during the power
assignments. Without such information, the mechanisms amount to blind searches for a
transmission power that can result in a desirable RSSI.

In Dynamic Postural Position Inference (DPPI), the knowledge of on-body link
characteristics is used for inferring a subject’s current postural position for assigning the

best possible power level to a link. The DPPI mechanism is explained in Figure 4.13.
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Figure 4.13: Posture-driven DPPI for dynamic power assignments
Based on the observed linear relationship between the transmission power and RSSI

in Figure 4.3, we can express:
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R;(b)=s(b)-F; +c(b), (@.1)
where R;(b) is the RSSI at the sink for a transmission power level P;(i = 1, 2, ..., 22) and

for a body postural position represented as b. The parameters s(b) and c(b) represent the
slopes and intercept of the straight line. The dependency of these parameters on the
current postural position is evident from the characterization graphs in Figure 4.3.

The solid straight line in Figure 4.13 represents a postural position b and a stable
power assignment P; for which the RSSI value is shown to be within the target threshold

range. Now assume that for the same transmission power level, due a body position

change, the RSSI has changed to a value higher than threshold RTy. In this case, the
dotted straight line above the solid line represents a possible new position ;. The goal is
to infer this new postural position in terms of the slope and the intercept for the
corresponding straight line. Once the equation of the straight line for this new position is

found, a desired transmission power level can be computed by targeting the threshold

mid-point Rrto be the desired RSSI.
At the current power level P; when the postural position changes to b,, the new RSSI

value can be written as:

Ri(b1)=5(b1)-F +c(by). 4.2)
Upon observing this new RSSI value is higher than the threshold RTy, the sink

(control) node initiate a position inference process by sending a control packet to the

transmitter to send packets at a lower power level P;. At the sink, this new power level

produces RSSI:

73



R;(b)=s(by)-Pj +c(by). (43)
Eqns. 4.2 and 4.3 can now be solved for the slope as:

s(b)=[R;(b1) - R;(0)I/(F; - P)),

and for the intercept as: ¢(by)=[F; ’Rj(bl)—Pj - Ry (b)INE; - Pj) ,
These two parameters represent the subject’s current position b;, which can now be

used for computing a desirable transmission power as:

{Rr ~[F, - R;(B) = P; - Ry ()] (P, - P))]
{R:(B)- R;(B)I/(F; - P})

(4.9)

The corresponding operating point is marked as D in Figure 4.13. Upon receiving
this newly computed power level P, the transmitter node continues to use it till a new

value is received from the sink node.

If the new postural position (e.g. b)) is represented by a straight line that is lower

than that corresponding to the current position (the solid line), then the RSSI will change
to a value lower than threshold R7;. The inference and the subsequent power assignment

process still remains the same as what is described above. The only difference is that in
this case, the inference power level P needs to be higher than the original level P;.
Subsequently, the desirable new power level P’ can be computed using Eqn. 4.4 by
substituting the index ‘j’ by ‘k’.

Key novelties of the presented approach includes: 1) adaptive nature with postural

movements and other surrounding changes, 2) inferring postural positions for optimal

assignments, 3) measurement-based as opposed to model-based control, and 4) composite
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energy accounting via integrating transmission power expenditure with packet delivery

performance.

4.6 Experimental Performance

A subject individual with sensors mounted on his arm and the waist is asked to
follow the posture sequence of Figure 4.1. Each position lasts for 10 seconds, and the
entire sequence is repeated four times, resulting in a total duration of 160 seconds.
Performance of fixed and dynamic power assignments are evaluated using the metrics as
defined in Section 4.5.1. Fixed assignments with four different power levels (power
indexes of 7, 13, 18 and 22), and three dynamic mechanisms, namely, Linear, Binary and
DPPI are compared.

4.6.1 Medium Access Control

An experimental challenge encountered is how to compare all these seven
mechanisms fairly, given that it is almost impossible for a subject to repeat a posture
seven times with the exact same sensor positions along with the clothing and other
on-body artifacts influencing the RF signal attenuations. To address this, we adopted an
experimental technique in which all seven assignment mechanisms are executed
independently with a span of one second cycle (see Figure 4.14), and then the cycle is
repeated continuously for 160 seconds. Considering the minimum time constant of
posture changes is of the order of several tens of seconds, this mechanism ensures that all
seven mechanisms are executed under the exact same posture and other influencing

conditions.
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Figure 4.14: Multiple control schemes with synchronized postures

As shown in Figure 4.14, for every power assignment mechanism, there is a slot
within the one second control cycle. Each such‘slot consists of three different types of
packets: 1) data packet from the transmitter sensor to the sink, 2) information packet from
the sink to off-body server for data collection and processing, and 3) control packet from
the sink to the transmitter. This last packet type is not needed for fixed assignments. The
sink node executes the power assignment, measures the RSSI and drop statistics, and
reports them to the off-body server for each of the seven evaluated mechanisms
separately. Appropriate slot duration and guard times between slots have been chosen to
avoid any packet collisions. Note that CSMA, the default MAC protocol implemented in
Mica2Dot’s [78] TinyOS [77] operating system, is used for all the reported experiments.

Also note that the inference power level indexes j and k in the DPPI mechanism in
Section 4.5.5 are chosen to be immediately below or above the index i respectively. In

other words, the conditions j=i—1and k=i+1are always maintained for the presented

results.
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4.6.2 Results and Interpretation

Although four different fixed power levels are experimented with, due to space
constraint, we report only the results for power indexes 22 and 13, which produce the
best PDR and EPP respectively among all the fixed assignments.

Figure 4.15: Power level and RSSI dynamics with posture changes
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Figure 4.16: Continued
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4.6.2.1 Transmit Power and RSSI Dynamics

Figure 4.15 demonstrates the evolution of assigned power levels and the resulting
RSSI for two fixed assignment (power indexes 22 and 13) and three dynamic assignment
(Linear, Binary and DPPI) mechanisms. A best case scenario, termed as the Benchmark,
is also defined for each control cycle (see Figure 4.14). The benchmark results are
constructed by selecting the lowest possible transmit power from all seven implemented
mechanisms, for which a packet was delivered to the sink. This is computed offline and
provides an experimental performance upper bound to compare DPPI’s performance
with. The following observations should be made from Figure 4.15.

First, with fixed high power (e.g. PI=22) assignments, the RSSI at the sink is mostly
above the higher threshold RTH, which is expected to provide excellent packet delivery
rate (PDR), but at the expense of high Energy Per Packet (EPP). With fixed low power
(e.g. PI=13) assignments, more often the RSSI remains within the desirable threshold
range, causing the EPP performance to be better. But as shown in Figure 4.15, packet
losses during link-obstructive postures can affect the PDR performance. These can be

validated in the time averaged results presented in Table 4.1.

Power Awv. Av. EPP Tx Energy Rx Energy
Assignment PDR (mJ/pkt) (mJ) (mJ)

Index-13 83% 1.37 118 39
Index-22 99% 1.59 203 43
Linear 92% 1.32 132 52
Binary 94% 1.09 116 49
DPPI 98% 0.95 103 46
Benchmark 99% 0.87 94 43

Table 4.1: Performance summary of different power assignments

Second, all three dynamic assignment mechanisms manage to maintain the RSSI

values within the threshold range longer, indicating a better balance between PDR and
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EPP. Also, given that the subject’s movements were mostly inter-posture as opposed to
intra-posture, the binary search worked better than its linear counterpart. However, for
binary, the oscillation (see Section 4.5.4 for explanation) of the transmission power level
and the subsequent departures of RSSI out of the target threshold range are quite evident
in several instances including those during the time frames 10s-20s and 110s-130s.

The DPPI mechanism performs the best by avoiding this oscillation problem via its
postural position inference-based assignment as described in Section 4.5.5. Finally, since
the benchmark corresponds to the minimum transmission power level for a successfully
delivered packet across all seven experimented assignments, it’s RSSI values are always
the lowest and often dwell below the lower threshold RT}.

4.6.2.2 Packet Delivery Ratio (PDR)

Figure 4.17 shows the moving average of PDRs, for the DPPI and binary
assignments, computed using an averaging sliding window of 10 seconds. As shown in
Table 4.1, these two assignments have the best two PDRs among the dynamic
mechanisms. Observe that there are several time durations (e.g. 10s-20s) when the binary
mechanism loses packets, whereas the DPPI is able to deliver them. A closer look to the
RSSI values in Figure 4.15 for that time duration reveals that the binary assignment was
dropping packets due to an oscillation in the assigned power level and the subsequent
RSSI values beyond the desired threshold range. The oscillation started soon after a body
position change by the subject at around 10 seconds time mark. Departures below the

lower RSSI threshold during such oscillations resulted in packet drops.
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Figure 4.17: PDRs for DPPI and binary search-assignments

For DPPI, however, packets are not dropped because the RSSI values in those time
durations are well within the threshold range. This was accomplished by a quick
inference of the new position (i.e. the correct straight line in Figure 4.13) soon after the
subject’s posture change, and then by adjusting the new power values based on the
inferred postural position. As shown in Table 4.1, the resulting PDR is a very high and
close to the best case benchmark performance.

The results in Figure 4.18 show the impacts of posture transitions on the packet
delivery performance. The figure shows the number of consecutively lost packets as a
function of time. It can be observed that fixed power assignment using PI-13 experiences
higher packet losses during posture transitions than the dynamic assignment schemes.
This is due to the possibility of long periods of link disconnection, resulting from posture
changes (e.g. a transition between postures 3 and 4 in the second, third, and fourth
posture cycles). In contrast, dynamic power assignment schemes experience lower
packet loss in general. DPPI is less affected compared to the binary search mechanism,
mainly because of its ability to generally better estimate the power level required for the

next packet transmission.
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Figure 4.18: Packet drops during posture transitions

4.6.2.3 Energy Per Packet (EPP)

Figure 4.19 shows the moving average of EPPs, for the DPPI and binary
assignments, computed using an averaging sliding window of 10 seconds. It can be seen
that energy performance of DPPI is consistently better than binary search. The energy
advantage of DPPI is contributed by: a) lower transmission power levels (see Figure
4.15), lower packet drops (see Figure 4.17), and smaller closed loop control overhead, as
explained in the next subsection. |

In addition to the average EPP figures, the last two columns in Table 4.1 report the
cumulative total transmission and reception energy expenditures, for both data and

control packets, during the entire experimental period of 160 seconds.
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Figure 4.19: EPP for DPPI and binary search assignments

4.6.24 Energy Overhead of Closed Loop Control

The energy costs for the closed loop controlled assignments manifest in the form of
transmission and reception of the control packets from the sink to the transmitter nodes.
The cumulative control packet communication cost over time is shown in Figure 4.20.

Note that this control communication energy for the Linear assignment is the
maximum among the dynamic mechanisms. This is simply because of its slower
convergence and the subsequently frequent control activities in the events of inter-posture
movements. It can be verified from Figure 4.15 that the total count of power assignment
changes for the Linear is significantly more than the other two dynamic mechanisms.

Although the situation is better for binary search, it also has to send quite a few
control packets during the oscillations followed by the postural changes by the subject.
The control packet communication costs for DPPI, however, are smaller than the binary,
thus indicating fewer control packets from the sink to the transmitter. Faster convergence

via postural position inference accounts for this control overhead reduction. This low
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control energy overhead of DPPI also contributes to its excellent EPP performance as

shown in Figure 4.19.
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Figure 4.20: Cumulative control energy expenditure over time

4.6.2.5 Results for Different Subject Individuals

Time averaged PDR and EPP results for three subject individuals, one female and
two males, are summarized in Table 4.2. All subjects go through the same experimental
process as described in Section 4.6.1. Results indicate that the PDR and EPP performance
advantage of DPPI holds for all three subject individuals with different body statures and
clothing outfits. Although it is possible to get a slightly better PDR using high power
fixed assignments (e.g. power level index of 22), the energy cost for that can be very
high.

Observe that the binary assignment does better than the linear assignment for
Subject-1 and Subject-3, but it is slightly worse for Subject-2 in terms of PDR. Our
investigations revealed that Subject-2 was more active within postures, causing the liner
assignment to handle those intra-posture movements better than binary, for which control
oscillations are triggered by such small body movements. The PDDI scheme, however, is

able to handle such cross-subject habitual variations and provide the best performance
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consistently. Also note that the performance of PDDI is closed to the best case

benchmark performance (both PDR and EPP) for all three subject individuals.

Power Subject-1 Subject-2 Sub 3
Assignment | PDR EPP | PDR | EPP | PDR | EPP
mJ/pkt mJ/pkt mJ/pkt

Index-13 83% 137 | 87% 129 | 77% | 134
Index-22 99% 1.59 | 98% 1.52 99% | 1.61
Linear 92% 132 | 94% 119 | 92% | 122
Binary 94% 109 | 92% 1.01 97% | 1.06
DPPI 98% 095 | 96% | 0.84 99% | 091
Bencl k| 99% 0.87 | 98% | 0.80 | 100% | 0.89

Table 4.2: Power assignment performance for multiple subjects

To summarize, by using its unique ability of postural position inference, the DPPI is
able to optimally assign on-body link power in a subject-independent manner while

ly maintaining better bal b packet delivery and the incurred energy

cost. We have conducted similar experiments with different on-body sensor positions and
posture sequences, and found that the above performance trends also hold in a position

and posture independent manner.

Control Scheme: Dynamic Postural Position Inference

EPP (mJ/Pkt)

e
o
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Figure 4.21: Energy expenditure with varying RSSI thresholds
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4.6.2.6 Impacts of RSSI Thresholds

In order to choose an appropriate RSSI threshold range, the DPPI mechanism was
characterized (see Figure 4.21) with varying values of the upper threshold RTy, while
keeping the lower threshold fixed at -88 dBm. With increasing R7y, the transmission
energy cost is expected to increase because of higher transmission powers. With this, the
packet delivery ratio is also expected to improve. Therefore, the changes in Energy Per
Packet (EPP) numbers will depend on which of the above two effects dominate.

Figure 4.21 demonstrates that initially with increasing RTy, the EPP reduces because
the increase in PDR (and decrease in the number of control packets) dominates the
increase in transmission energy costs. However, beyond approximately -82dBm, that
relative dominating effect reverses, causing the EPP to start increase. This explains why
-82dBm, which provides the best EPP performance, has been chosen as the RTy (see
Section 4.6.2) for all experiments.

4.6.2.7 Results for Different Postures

A subject individual with sensors mounted on his arm and the waist in position 1, as
shown in Figure 4.1, is asked to follow the posture sequence of: {Sit (SIT), Lie-Down
(DWN), Stand (STD) and Walk (WLK)}. Each posture lasts for 10 seconds, and the
entire sequence is repeated four times, resulting in a total experiment duration of 160
seconds. The RSSI threshold range was chosen as before to be -88 to -82 dBm. Note that
the power assignment mechanisms discussed in this chapter do not make any assumption
about the posture durations. However, as a general rule, when the ratio of the interval
between posture changes to the response time is low, power control mechanisms are not

very beneficial.
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Figure 4.22: Power levels and RSSI dynamics with posture changes, for different
power assignment strategies
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Figure 4.23: Continued
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Figure 4.22 demonstrates the evolution of assigned power levels and the resulting
RSSI for two fixed assignment (power indexes 22 and 13) and three dynamic
assignments (Linear, Binary and DPPI). Same observations and conclusions can be made
as in Section 4.6.2.1 and Figure 4.15. First, with fixed high power (e.g. PI=22)

assignments, the RSSI at the sink is mostly above the higher threshold RTH, which is
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expected to provide excellent packet delivery rate (PDR), but at the expense of high
Energy Per Packet (EPP). With fixed low power (e.g. PI=13) assignments, more often the
RSSI remains within the desirable threshold range, causing the EPP performance to be
better. But as shown in Figure 4.22, packet losses during link-obstructive postures can
affect the PDR performance. These can be validated in the time averaged results

presented in Table 4.3, which summarizes results for a set of indoor and outdoor

experiments.
Indoor Outdoor
Power Av. | Av. EPP Tx Rx Av. | Av. EPP Tx Rx
Assgn. | PDR | (mJ/pkif) | Energy | Energy | PDR | (mJ/pkt) | Energy | Energy
(mJ) (mJ) (mJ) (mJ)
Index-13 | 82% 1.05 112 37 84% 0.98 109 38
Index-22 | 96% 1.34 205 41 96% 1.29 198 40
Linear | 89% 0.83 126 53 90% 0.74 106 49
Binary | 91% 0.74 110 49 91% 0.69 98 46
DPPI 94% 0.66 96 43 95% 0.60 87 42

Table 4.3: Indoor and outdoor performance summary of different power assignments

Second, all three dynamic assignment mechanisms manage to maintain the RSSI
values within the threshold range longer, indicating a better balance between PDR and
EPP. Also, given that the subject’s movements were mostly coarse-grain inter-posture, as
opposed to fine-grain intra-posture, the binary search worked better than the linear.
However, for binary, the oscillation of the transmission power level and the subsequent
departures of RSSI out of the target threshold range are quite evident in several instances
including those during the time frames 30s-40s and 140s-160s, where the subject is in a
high motion posture of Walk. Finally, the DPPI mechanism performs the best by
avoiding this oscillation problem via its postural position inference-based assignment as
described in Section 4.5.5. Table 4.3 summarizes the average of all the performance

indexes for all the assignment mechanisms. While the results show that dynamic
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mechanisms perform better than static for both outdoor and indoor experiments, it can be
observed that the overall energy performance is slightly better outdoors compared to
indoors. This can be attributed to the fact that dynamic mechanisms use fewer control

packets outdoors due to better channel conditions as there are fewer multipaths.
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Figure 4.24: PDR for DPPI and binary search assignments

Figure 4.24 and Figure 4.25 show the moving average of PDRs and EPPs
respectively, for the DPPI and binary assignments, computed using an averaging sliding
window of 10 seconds. Note that the number of control bits used to provide feedback is
slightly higher (i.e. 4 bits) for DPPI compared to Linear and Binary mechanisms. This
difference is already accounted for in the EPP metric. Also, for protocols with relatively
large preamble size (e.g. 144 bits for 802.11), the additional energy cost due to those
extra bits can be considered insignificant. As shown in Table 4.3, these two assignments
have the best two PDRs among the dynamic mechanisms. Observe that there are several
time durations (e.g. 10s-30s) when the binary mechanism loses packets, whereas the
DPPI is able to deliver them. A closer look to the RSSI values in Figure 4.22 for that time

duration reveals that the binary assignment was dropping packets due to an oscillation in
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the assigned power level and the subsequent RSSI values beyond the desired threshold
range. It can be seen that the energy performance of DPPI in Figure 4.25 is consistently
better than the binary search. The energy advantage of DPPI is contributed by lower
transmission power levels (see Figure 4.15), lower packet drops, and smaller closed loop
control overhead. In addition to the average EPP figures, the last two columns in Table
4.3 report the cumulative total transmission and reception energy expenditures, for both

data and control packets, during the entire experimental period of 160 seconds.
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Figure 4.25: EPP for DPPI and binary search assignments

4.7 Summary and Conclusions

A closed loop transmission power assignment framework for on-body wireless links
has been developed in this chapter. Postural positions as it pertains on a given wireless
link are dynamically inferred based on measured RF signal strength and packet drops on
a link by link basis, and then optimal power assignment is done by fitting those
measurement results on a model describing the relationship between the assigned power
and the resulting signal strength. Extensive experimental results are provided to

demonstrate the model building and algorithm performance on a prototype body area
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network. It has been shown that power assignment with the proposed Dynamic Postural
Position Inference (DPPI) can provide consistently better packet delivery and energy
performance compared to a range of static and other dynamic assignment strategies. It
has also been compared with a performance benchmark established by sampling the best
operating points across a number of static and dynamic power assignment strategies. The
experimental results show that DPPI, using its novel postural position inference strategy,
can deliver subject-independent performance that is closed to the experimental

benchmark.
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Chapter 5. Posture-Predictive Power Control using Linear-Quadratic

Gaussian Control

It was shown in Chapter 4 that the optimal transmission power required for an
on-body wireless link between two sensors depends on the physical distance of the link,
and its instantaneous channel condition. The distance can vary with mobility, driven by
human postures, and the channel condition can change due to unpredictable RF
attenuation [63] caused by a slew of factors including antenna orientation, clothing, and
physical stature of specific subject individuals. As a result, static pre-defined
transmission power is not able to provide continuous link connectivity while ensuring
minimum required transmission power consumption. Therefore dynamic link power
assignment mechanism for optimal on-body energy management is proposed.

In this chapter, the dynamic transmission power control mechanism presented in
Chapter 4 is enhanced by modeling human body movement as a stochastic linear system
and a quantized Linear Quadratic Gaussian control with an Integrator (LQGI). The
objective is to develop a model-based transmission power control framework in which
RF signal strength is predicted and is regulated at a reference value to enhance the overall
energy performance of an on-body wireless sensor.

The LQGI framework has been a popular way to design optimal stochastic control
for various applications [102-107] such as aircraft control, adaptive optics systems and
MEMS camera control. However, to the best of our knowledge, there have been no
attempts to use the LQGI approach to the on-body transmission power assignment as

attempted in this work.
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LQGI is used for regulating the Radio Signal Strength Indicator (RSSI) of the
receiver node at a fixed reference level for an on-body link. We modeled the RSSI
variation process, which consists of its relationship to the transmission power and the
body configuration process, as a linear stochastic system. In this LQGI approach, a
Kalman filter estimates the state of the system. Simultaneously, a linear quadratic
regulator with an integrator, based on the state estimate from the Kalman filter, provides

optimal power control.

5.1 LQGI Framework

5.1.1 Problem Formulation

In this section we present the proposed LQGI-based posture prediction and
transmission power assignment mechanism. To implement LQGI, the RSSI process and
the body posture processes both are modeled as linear, stochastic systems. Both processes

are shown as an augmented system in Figure 5.1.

x,(k+1) = A,x, (k) + Byw(k) | q(k)
q(k) = Cyx, (k) + wlk)

P (€ )——»®

%(k +1) = ax (k) + bu(k)
$k) = X (k) + du(k) 3 (k)
P2 v(k)

w(k)———

u(k)

Figure 5.1: Block diagram of the augmented system

P1 in Figure 5.1 represents the posture change process and P2 denotes the RSSI
process. The discrete-time state-space representation of the augmented system in Figure

5.1 is given by
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x(k +1) = Ax(k) + Bu(k) + Gw(k)
y(k) = Cx(k) + du(k) + w(k) + v(k)

5.1
where A, B, G, C and d are state matrices, and wk)e R, v(k)e R are white noises with
the following properties:

EWk)) =0, EMiM)) =0 and E(v(k)) =0, E(v(i)v(j)) = R
respectively, with E(w(i)v(j)) = 0, where the term E(x(;)) is the mean value of variable x,

and E(x(i)x(j)) is the covariance of variable x.

A discrete-time Kalman filter is designed with the steady-state Kalman filter gain as:
M=z .cT(cz,cl +R)! 652
where & s [102] is the solution to the following algebraic Riccati equation:
>, =A%, 47 +GoGT - 4z . cT(cz,cT + Ry I AT

The tracking error is defined as e(k)=y(k)—y,ef where Vs € R is the

reference RSSI level. An integrator is implemented to eliminate the steady-state tracking
erTor.

The incremental tracking error integral is given by:
I(k +1) = I1(k) + e(k) = I(k) + Cx(k) + du(k) — y,ef (5.3)

and it is desired to regulate the control action. The augmented system and integrator is

reformulated as a linear quadratic regulator. This introduces a new state equation:

xtrack (k+1)= Atrackxtrack (k) + Btracku(k) ~ Yref

(5.9)
ytrack ( k) _ Ctrack xtrack ( k)
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The delay operator is denoted by ¢ ' such thatq~'g(k) = g(k —1) . By multiplying

each side of the x" (k) state equation by the difference operator - q ) we can

obtain:

(1- q—l)xtrack(k +1)= [X(k+1) x(k):| [xd(k):'_ track

Ik || ey |7 & 69
Define (1—q ")u(k)=v(k—1). We can obtain:

track k nxn  Onxi [xd(k 1)] [ ] _ _1 X
o [Cm. l]e(k—l) | IRTCRT 56)

= Atrack track (k 1)+Btrackv(k 1)

and y‘tjmdc(k —1) is given by:

track (k 1) (1 q—l )ytrack (k) (1 —1 )Ctrackxtrack (k)
— Ctrack track (k 1)

The overall performance cost function can be written as

-xb

yiyack (k)" +r2||V(k)" )

(5.7)
— Z( track (k)T Qtrack x‘tirack (k)+V(k)T Rtrack V(k))
ko

T
where Qtrack _ Ctrack Ctrack and Rtrack

=r%2>0. The quantityris a weight
factor on control v(k), i.e, difference between u(k+1) and u(k). The optimal control that

minimizes the overall performance cost function J in Eqn. 5.1 is given by
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k-1
u(k) = —K "% xR (k) = —K jx(k) - K, Y e(k) (5.8)
ko

where the optimal control gain matrix is given by

T T
Ktrack =[Ka Ke]=( Rtrack + Btrack PBtrack)—-l Btrack P Atrack where P is

2

the solution to the following algebraic Riccati equation

AtrackT P Atrack _pP- AtrackT P Atrack Ktrack + Qtrack -0

5.1.2 Quantized LQGI

In this approach, saturation and quantizer blocks are added to the LQGI system, as
shown in Figure 5.2, in order to generate control (or transmission power u) from a finite
set of discrete levels. Figure 5.2 shows quantized LQGI with “S” and “Q” denoting
saturation and quantizer respectively. The absence of both the saturation and quantizer
blocks is just the LQGI system. “KF” in Figure 5.2 denotes the Kalman filter. The
saturation block applies an upper (5 dBm) and lower (-20 dBm) limit on the control input
signal. The quantizer block rounds the control input signal at each period of time to the
nearest discrete value.

As in Eqn. 5.7, r is a weight factor on control v(k), i.e, difference between u(k+1)
and u(k). The quantized LQGI (LQGIQ) approach is used to regulate how frequently the
controller changes the transmission power level, and subsequently, it regulates the
number of control packets sent for a period of time. For lower values of r, there are less
penalty on the differences in control, and more penalty on the tracking error as in Eqn.
5.7, therefore, the power level changes more frequently, and the tracking error decreases,

respectively. On the other hand, for higher values of r, there is more penalty on
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differences in control efforts, and less penalty on tracking error, hence, the transmission

power level changes less frequently and the tracking error increase.

Yref

e(k)

| —

2(k)

Figure 5.2: Block diagram of quantized LQGI Control

5.2 Performance Results

A subject individual with sensors mounted on his arm and the waist was asked to
follow the four-posture sequence as shown in Figure 5.3. The movement between posture
positions is estimated to take 10 sec, and the entire sequence is repeated nine times,
resulting in a total duration of 360 sec. Sensor on the arm transmits two packets every
second, one with the linear search power assignment and the other with the binary search.

The linear and binary search mechanisms were described in Section 4.5.
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On-body Out-of-B:
Sensors

Figure 5.3: On-body sensor positions and the used posture sequence

Results from these two approaches are collected experi lly from the prototype
WBAN as described in Chapter 2 and Section 4.3.1. Data for the transmission power and
the corresponding RSSI values are also collected during these liner and binary search
control experiments. These data, collected through the off-body server (see Figure 5.3
and Chapter 2), is then used for simulating different LQGI control approaches as
presented in Section 5.1. The simulated LQGI variations include: LQGI with r=2
(LQGI_2), LQGIQ with =2 (LQGIQ_2) and LQGIQ with =700 (LQGIQ_700), where
LQGIQ denotes the quantized LQGI approach, as defined in Section 5.1.2. The weight
factor r’s values are chosen to be very small and very large for representing the low and
high energy penalties due to the control packets from the sink to the source sensor. The
five control approaches (two experimental and three simulated) are evaluated and
compared using the same parameter settings as in Chapter 5.

5.3 Relevant Performance Metrics

The performance of ission power assi is d using two primary

metrics, namely, RSSI Target Error (RTE) and Energy per Packet (EPP), as described in
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Chapter 4. The target is to minimize RTE and EPP. RTE is defined as how far the current
RSSI from the target RSSI. As presented in Section 4.5.2, the RTy and RTy are chosen to
be -88dBm and -82dBm for the linear and binary searches, and y,, for the LQGI
approaches is chosen to be right in between RTy and RTy which is -85dBm. The quantity
EPP is computed by dividing the total communication energy, both for transmission and
reception, spent by the on-body sensors (including the sink) by the number of
successfully delivered data packets. Note that the numerator includes communication
energy costs for data and control packets. A number of secondary metrics, namely,
transmission energy, reception energy, and control overhead, as described in Chapter 4,

are also measured and evaluated.

5.4 Results and Interpretation

5.4.1 Transmit Power and RSSI Dynamics

Figure 5.4 demonstrates the evolution of assigned power levels and the resulting
RSSI for linear, binary, and the three LQGI-based power assignments. The linear and
binary search mechanisms are described in Section 4.5. Power values of CC1000 from
-20 to 5 dBm correspond to the power levels from 1 to 22 are used in the figures. The
following observations should be made from Figure 5.4.

First, although for the majority of the time the linear and binary search approaches
manage to maintain the RSSI within the target threshold range, it fails to be in the range
for a significant fraction of the experimental duration. As explained in Section 4.5.4 and
Figure 4.15, the linear approach suffers from the slow stepwise assignment, while the

binary suffers from the oscillation problem due to overreactions. The resulting departures
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of RSSI out of the target threshold range are quite evident in several instances including

those during the time frames 40s-70s, 120s-150s and 260s-280s.
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Figure 5.5: Continued

15
a Tx Power + 70
m
2 5
v g
o .80 A
& 5 <)
§ 7
g-ls 1 -90
k>
=
=25 -100
15
g Tx Po
9 x Power + 270
B 51
3 £
- -80 A
8 5 ~
2 )
. n
g - <90 2
8-15 1
=
LQGIQ_2
225 -100
15
§ RSSI + 270
5 ] \
2 E
o + -80 8
- c
2 -5+ =
.2 7
g | Tx Power 1 90 e
a -15
g LQGIQ_700
-25 -100
0 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 360
Time (s)

Second, it can be seen from the LQGI_2 plot in Figure 5.4, that there is a need for
modifications to the control, due to the transmission power not being constrained to the

transceiver RF power output of —20 to 5 dBm. Therefore, LQGIQ control in Figure 5.2 is
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implemented. There are two significant changes as a result of the quantized control: 1)
the transmission power in LQGIQ 2 plot of Figure 5.4 meets the constraints of the
transceiver; 2) the “smooth” signal on LQGI 2 becomes “stair-step” as shown in
LQGIQ 2. The penalty r is kept the same in both approaches to show the effects of the
saturation and quantizer blocks on the control.

Finally, LQGIQ _700 plot can be compared with LQGIQ 2 plot to show the effects
of r on LQGIQ control. Notice that when =2, the controller changes its transmission
power level quite frequently. While LQGIQ 700 plot shows when the penalty r is
increased, the controller changes its transmission power level less ﬁ'equentlyr The penalty

values of =2 and =700 are chosen so that the reader can easily observe this contrast.
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Figure 5.6: RSSI average error and standard deviation
5.4.2 RSSI Target Error (RTE)
Figure 5.6 shows statistical analyses of the tracking RSSI errore(k), where error

average and Standard Deviation (SD) are shown in this figure. Errors for the linear and
binary approaches are computed as follows. If the received RSSI value is not within the

threshold range, the error will be the absolute difference of the RSSI value and the closest
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threshold value (either RT. or RTy), otherwise the error is considered to be zero (if RSSI
value within the threshold range). With the LQGI approaches, the error is computed as
defined in Section 5.1. Figure 5.6 shows that LQGI 2 and LQGIQ 2 both have the

smallest tracking average error and SD among all approaches. In other words, the RSSI

for these approaches varies the least from the reference trajectory ) ,er than the others.

This is due to the controller being able to yield the “best” RSSI without regard to
transmission power constraints. Once the constraints are taken into consideration, as seen
in LQGIQ 2, the standard deviation of the tracking error is increased. Notice that a
higher penalty in LQGIQ 700 results a higher average RTE and SD. Linear and binary
approaches, on other hand, both show high RTE and SD, even with having the threshold
range, as described in Section 4.5.

5.4.3 Energy Per Packet (EPP)

Figure 5.7 shows the average EPPs for linear and binary approaches compared with
different LQGI approaches. It can be seen that LQGIQ 2 has the best EPP performance
among all mechanisms. The average EPP for LQGIQ 2 was 0.68 mJ/Pkt. The reasons for
LQGIQ 2’s best performance are as follows. First, use of quantizer helps to reduce the
extreme high transmission powers that are used withiLQGI_Z, as shown in Figure 5.4.
Second, the low penalty on the control by using small r also helps LQGIQ 2 to reduce

the transmission powers by having more control packets compared with LQGIQ_700.
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Figure 5.7: Average EPP for different dynamic search assignments

Finally, linear and binary approaches show slightly higher EPP (0.71 and 0.7 mJ/Pkt,
respectively) compared with LQGIQ 2. The slow step search in the linear search and the
power assignment oscillation in the binary search account for this performance loss in
EPP compared to the LQGIQ 2 scheme. Both linear and binary search approaches,
however, achieve better EPP compared with LQGI_2 and LQGIQ_700. This is because
fewer control packets are used in the search-based approaches by having an RSSI
threshold range as opposed to a single reference RSSI. The average EPP of LQGI_2 and
LQGIQ_700 were 0.795 and 0.781 mJ/Pkt, respectively.

5.4.4 Energy Overhead of Closed-Loop Control

The energy costs for the closed-loop controlled assignments manifest in the form of
transmission and reception of the control packets from the sink to the transmitter nodes.

The total control packet communication cost is shown in Figure 5.8.
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Figure 5.8: Cumulative control energy expenditure

Note that the control communication energy for the LQGI 2 approach is the

maximum among all mechanisms. Because no qualtizer with low penalty on the control

are applied in this approach to target J,.,r , where the total control energy was 104.4

mJ/Pkt. LQGIQ_700 has the lowest total control energy of 4.64 mJ/Pkt, because of its
high penalty on the control due to the high r. Linear, binary and LQGIQ 2, all have total
control energy in between the two extreme values, because the threshold RSSI range and
the quantizer in these approaches worked to reduce the number control packets from the
sink to the source. The total control energy of the linear and binary power assignments
are very closed, and it was 48.43 mJ with linear and 49.01 mJ with binary.
5.5 Summary and Conclusions

A closed-loop transmission power assignment framework for on-body wireless links
was developed in this chapter. Human body movement has been modeled as a stochastic
linear system and a quantized Linear Quadratic Gaussian control with an Integrator
(LQGI) approach has been utilized for optimal power control. Experimental results from

linear and binary search-based closed-loop design along with simulation results from
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LQGI approaches are presented and compared. It was shown that power assignment with
quantized LQGI model and small weight factor can provide lower error and energy

performance compared with the search-based closed-loop strategies.

107



Chapter 6. DTN Routing in Body Sensor Networks with Dynamic

Postural Partitioning

In most WBAN applications, ultra-short radio transmission range is a common
constraint for low-power RF transceivers designed for embedded applications with
limited energy and small form-factors. For such ultra-short transmission range, postural
body movements can make the WBANs highly prone to topological partitioning,
resulting in a body area Delay Tolerant Network (DTN). Such topological partitioning
can often get aggravated by the unpredictable on-body RF attenuation. In this chapter, we
have developed on-body store-and-forward packet routing algorithms in the presence of
network partitioning. The objective is to minimize end-to-end packet delay by
dynamically choosing a route on which the storage/buffering delays are low. While
ensuring low storage delay, the developed algorithms will also attempt to minimize the
end-to-end hop-count, so that the transmission energy drainage is minimized, thus

leading to long network operating durations.

6.1 Introduction

6.1.1 Short RF Transmission Range

Short transmission range is a common constraint for low-power RF transceivers
designed for embedded applications with limited energy [62],[64], often supplied by
harvested operations [65]. Such situations are particularly pertinent for implantable body
sensors. Examples of ultra-low range transceivers in the literature include [66] with 0-1m,
[65] with 0.2-1m, [67] with 0.2m, and [68] with 0-lm transmission ranges. The
corresponding transmission powers vary between 0.75mW to 6mW, which are within a

range that can be handled with common harvesting techniques such as piezo-electric
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power RF transceivers is summarized in Table 6.1.

generation from body movements. Information available in the literature on such low

Reference | Tx Tx. Power Rx. Power
Range | Consumption | Consumption
(meter) | (mWatt) (mWatt)
[65] 0.2-1 1.5-3.5 ~2.5
[66] 0-1 2 2
[67] 0.2 0.75-3.75 | 0.75-3.75
[68] 0-1 6 5.1

Table 6.1: Low-power and short-range RF transceivers

6.1.2 Routing with Network Partitioning

Low RF transmission ranges also mean that postural body movements can give rise
to frequent partitioning or disconnection in WBAN topologies, resulting in a body area
Delay Tolerant Network (DTN) [69-74]. Such topological partitioning can often get
aggravated by the unpredictable RF attenuation caused due to signal blockage by clothing
material and body segments. Although real-time applications such as patient monitoring
may not be supported in the presence of topological partitioning, non-real-time
applications such as athlete’s physiology monitoring can still be supported using on-body
DTN packet routing across disconnected partitions. Performance goals for such protocols
will be to obtain: 1) low end-to-end delay, 2) low packet loss, and 3) low transmission
energy consumption.

6.1.3 Objective and Contributions

The objective of this chapter is to develop on-body store-and-forward packet routing
algorithms in the presence of network partitioning. The objective is to minimize
end-to-end packet delays by dynamically choosing routes on which the storage/buffering

delays caused due to topological disconnections are low. While ensuring low storage
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delay, the algorithm also attempts to minimize the end-to-end hop-count so that the
transmission energy drainage is minimized, thus leading to long network operating
durations. Note that in the absence of network congestions in low data-rate WBANs, the
storage delays due to topological disconnections are usually much larger compared to the
congestion delay. That is why the congestion delay is not modeled in this chapter.

Specific contributions of the chapter are as follows. First, we have developed a
prototype body area network for motivating the on-body packet routing problem and
validating the proposed routing algorithm. Second, using the prototype network, we have
developed detailed topology characterization mechanisms in order to demonstrate the
network partitioning caused due to human postural mobility. Third, a probabilistic and a
distance vector packet routing framework are developed using a stochastic link cost
formulation that captures multi-scale topological localities in human postural movements.
Fourth, the performance of the proposed protocols is experimentally evaluated using the
prototype body sensor network, and .is compared with a probabilistic [74], a
utility-age-based [108],[109], and an opportunistic [110] DTN routing protocol from the
literature. Finally, an off-line simulation model is developed for validating the
experimental performance trends obtained from the prototype WBAN.
6.2 Related Work

Many body area network implementations using on-body sensor communication
have recently been reported in the literature [14],[2],[111],[112]. A number of these
papers focus mainly on the on-body MAC layer issues. The system in [14] uses a slotted
multipoint-to-point architecture in which the data from multiple on-body sensors are sent

to a sink node in a collision-free manner. The transmission slots are synchronized using
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beacons periodically sent by a pre-designated sink node. The mechanisms reported in [2]
use an on-body adaptation of the standard IEEE 802.15.4/ZigBee-based MAC.

The work reported in [111],[112] investigate on-body MAC-routing cross-layer
issues via distributed transmission coordination in the presence of specific routing
structures. In [111], the authors present an energy-efficient slotted MAC in the presence
of a Wireless Autonomous Spanning tree Protocol (WASP) that is used for on-body
packet routing. The mechanism is cross-layer in that the MAC slot allocation is
customized for the underlying routing tree, thus providing routing-specific energy
economy at the MAC layer. The protocol in [112] adopts a similar tree-based cross-layer
approach, but designed specifically for reducing packet delivery delay over an on-body
spanning tree. This protocol also handles body mobility by adaptively re-constructing and
maintaining the spanning tree used for packet routing.

From the on-body routing standpoint, most of the existing WBAN systems adopt star
or tree topologies on a connected graph; meaning a physically connected end-to-end path
between any pair of on-body sensors is assumed at any given point in time. However,
these models do not apply for the targeted DTN routing paradigm in this chapter, which
handles topology partitioning leading to scenarios in which end-to-end physical
connectivity between node pairs may not be present at times. Such partitioning is caused
mainly due to the ultra-short-range RF transceivers as reported in Section 6.1.1.

The existing research on routing in disconnected networks (i.e. Delay Tolerant
Networks or DTNs) are categorized [69],[70] as: 1) replication-based (multiple copy)
[71],[74],(108], 2) knowledge-based [72],[113], and 3) hybrid of the above two

[73],[108],[113]. The replication approach explores the ways several copies of a packet
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can be disseminated among several carrier mobile nodes to increase the chance that it
would reach the desired destination. While providing good delay performance, the
primary limitation of these protocols is their energy and capacity overheads due to
excessive packet transmissions. For ultra resource-constrained WBANSs, such overheads
are not acceptable. |

The knowledge-based strategies are typically for single copy forwarding and they
make use of information about connectivity dynamics to make efficient forwarding
decisions [72],[113]. The hybrid approaches [73],[108],[113] combine the replication and
knowledge-based strategies. The general principle behind these approaches is as follows.
When a node with a packet to be forwarded encounters another node, the forwarding rule
should determine if the packet (or a copy of the packet) should be transferred to that node
or it should continue to be buffered. The rule is based on the estimate whether the
encountered node is more likely than the forwarding node to visit the destination.

For the above mechanisms to work as anything beyond epidemic/viral routing [114],
the nodes need to have certain degree of spatial and temporal locality in their mobility
and meeting patterns. The scheme PROPHET [74], which is an extension of epidemic
routing [115], develops a probabilistic framework for capturing the spatio-temporal
locality present in the node mobility pattern within a dynamically partitioned wireless
network. The authors in [73] define a high-dimensional Euclidean space, called
MobySpace, constructed upon nodes’ mobility patterns. The specific MobySpace
evaluated is based on the locality of movements defined as the frequency of visits of
nodes to each possible location. Node interaction localities can be also captured in the

form a per-link utility as detailed in [108],[116]. The link utility can be formulated as its
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age [109],[110],[116], formation frequency [116], and other historical parameters that can
effectively capture the nodes’ interaction localities.

Two additional routing protocols, namely opportunistic [108],[110],[116] and
randomized [110],[116] are also analyzed in the literature for applications in which either
there is no node-interaction locality or such localities can not be evaluated. With
opportunistic routing, a source node directly delivers its packets to the destination node,
and buffers them till the link with the destination is formed. In randomized routing,
packets are randomly routed following the hot-potato logic [110]. Both these protocols
are hugely outperformed by the locality-based protocols [110],[116] due to their
knowledge about the properties of the links.

The above mechanisms are all applied to networks spanning across local to wide
areas, few extending all the way up to the inter-planetary scale [117]. The objective of
this part of the thesis is to apply the key DTN routing concepts, as identified above, in an
ultra short-range body area environment. The challenge is to develop mechanisms for
capturing the locality of on-body node movements caused by human postural mobility. A
key contribution of our work is to formulate mechanisms that capture multi-scale
topological localities in human postural movements. Unlike the existing utility-based
[108],[109],[116] and probabilistic [74],{115] DTN routing protocols that capture only
short-term node interaction locality, in this work we device mechanisms for capturing
movement localities at both short and long terms. Such multi-scale locality is shown to

improve the packet routing performance in an on-body context.
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6.3 Characterization of On-Body Network Topology

This section presents an experimental characterization of WBAN network topology

with different postural positions.

6.3.1 Experimental Settings

A WBAN is constructed (see Figure 6.1), as illustrated in the prototype system in
Chapter 2, by mounting seven sensor nodes (attached on two upper-arms, two thighs, two

ankles and one in the waist area). Each wearable node consists of a 915MHz Mica2Dot

MOTE (running TinyOS

[76], and the sensor card MTS510 from Crossbow Inc. [78]. The Mica2Dot nodes run

from a 570mAH button cell with a total sensor weight of approximately 10 grams. The

operating system), with Chipcon’s SmartRF CC1000 radio chip

default CSMA MAC protocol is used with a data rate of 38.4kbps.

Modalities:
- Heart rate
- Diabetes

- Humidity
-ECG

- Movement
- Proximity
- Direction

[ ]

Server

- Blood pressure
- Breathing rate ... .

- Temperature;

Out-of-Body

......

Figure 6.1: On-body Mounted Sensors
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Via software adjustments of the CC1000’s transmission power, the transmission
range is set to be in between 0.3m-0.6m. By doing so, we are able to emulate the
ultra-low transmission range for the embedded transceivers [65-68] s reported in the
literature. Note that the variation of the range is caused due to the variability in antenna
orientation, clothing, and other on-body RF attenuation characteristics.

The sensors form a mesh topology with one or multiple simultaneous network
partitions. The topology and the number of partitions change dynamically based on the
postural positions of the subject individuals. All experiments in this chapter correspond to
multi-point-to-point routing in which data from all other nodes are sent to node-6 (see :
On-body Mounted Sensors), which is designated as the on-body sink node. This node
collects raw data, and sends processed results or events to an off-body server using a
wireless link. This external link is created between the on-body sink node and to an
off-body Mica2Dot radio node connected to a Windows PC through a custom-built serial
interface, running RS232 protocol, as described in Chapter 2.

6.3.2 Variations of Topology and Network Partitions

Experiments were carried out for observing the impacts of postural mobility on
network partitioning. A human subject, fitted with seven sensors, was asked to follow a
pre-determined sequence of postures (SIT, SIT-RECLINING, LYING-DOWN, STAND,
WALK and RUN), each lasting for 20 sec. The status of three WBAN links (1-3, 4-6, and
5-3) during such an experiment is shown in Figure 6.2. The presence and absence of a

link’s connectivity, as sampled by the nodes on the link, is represented by 1 and 0

respectively.
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Figure 6.2: Variation of link connectivity with postural mobility

=1

Each node maintains a neighbor table based on Hello messages sent periodically with
low transmission power once in 1.4 sec. A time-out period of 2.8 sec. is used for purging

entries from the neighbor table. The link status in Figure 6.2 is constructed by combining
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the neighbor table information from the nodes relevant for the exhibited links.
Experimentally, the neighbor table information is periodically sent by all seven on-body
nodes to the off-body server (in Figure 6.1) using the full transmission power of the
Chipcon’s CC1000 radio.

The following observations can be made from Figure 6.2. First, few links are
connected only during certain postures, which can lead to significant topology variations
and network partitioning across the postures. For instance, link 5-3 (between left front
thigh and upper left arm nodes) shows the effect of distance on connectivity. The link is
connected during most closed postures such as SIT and REC. However, for the stretched
out postures such as LYING-DOWN, STAND and WALK, the link is mostly
disconnected. Similar trends are observed for the other links including link 1-3 and link

4-6, as shown in Figure 6.2.

4 6
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Figure 6.3: Topology and partition properties with posture changes

The second observation is that even within a posture, a link may have intermittent
disconnections (e.g. link 1-3 is disconnected during the SIT posture from ‘0-20’ sec.

interval). The reasons for such intra-posture disconnections include minor body
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movements, RF signal blockage by body segments and clothing material, and also the
relative orientations of the node-pairs forming the link in question.

The topology level impacts of the body posture variation are reported in Figure 6.3.
Observe the wide swing of the node degree (1.5 to 3.8 across the six postures/activities)
which indicates a high level of dynamism in the on-body mesh topology. Also observe
the number of simultaneous network partitions which vary from 1 to 5, indicating
frequent topological partitioning as hypothesized in Section 6.1.2. As expected, the
postures with relatively lower node degree correspond to higher number of network

partitions.
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Figure 6.4: Distributed of number of neighbors

Figure 6.4 demonstrates the distribution of number of neighbors experimentally
obtained for each node in the network for a duration of 1320 sec. spanning six postures
(SIT, SIT-RECLINING, LYING-DOWN, STAND, WALK and RUN), each lasting for
20 sec. Figure 6.4 shows that for most of the nodes, the number of neighbors vary
between 2 and 4, and the probability does not exceed 35% in the best case. This

demonstrates as to how the network dynamically partitions based on human postural
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movements. Such topological disconnections necessitate on-body store-and-forward

routing.

6.4 Store-and-Forward Routing With Multi-Scale Movement Locality

This section develops routing protocols that leverage short and long term node
interaction localities in the presence of partitioned and time-varying WBAN topologies as
demonstrated in Section 6.3.

6.4.1 Postural Link Cost with Multi-Scale Locality

As discusses in Section 6.2, a key requirement for store-and-forward routing in
partitioned topologies is to be able to identify any spatio-temporal locality present in the
node movement patterns. In the context of on-body topologies, we propose a novel
paradigm of Postural Link Cost Formulation (PLCF) in which a time-varying cost is
formulated for each WBAN wireless link based on the locality in the connectivity pattern
for the link in multiple time scales. This postural link cost is then applied for executing
store and forwarding protocols, which are an adaptation of epidemic routing [59] that
leverages the localities of link connectivity in Delay Tolerant Networks (DTN). With
posture and activity changes of a subject, the PLCF link costs are automatically adjusted
such that the packets are forwarded to next-hops which are most likely to provide an
end-to-end path with minimum intermediate buffering/storage delays. The link metric we
propose is specifically designed to minimize data delivery delay by reducing the amount

of packet buffering time at intermediate nodes.

Let us define a Link Likelihood Factor (LLF) RI j (0< R{ j <1) which represents

the likelihood for the link L,-, j (between nodes i and j) to be connected during a discrete
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t
time slot t. If the quantity P, j can be designed appropriately to track the locality of link
connectivity then it can be used as the link cost [118] for probabilistic routing.

We propose that the LLF be dynamically updated after the tth time slot as:

P, =P7'+(1-P")-w if link L, is connected

»J

-1 P, .. (6.1)
P,=P; - if link L, ; is disconnected

t
When the link is connected, P, j increases at a rate determined by the

t
constantw (0 < w<1), and the difference between the current value of P, j and its

maximum value, which is 1. As a result, if the link remains connected for a long time, the

t

quantity £ ; asymptotically reaches its maximum value of 1. When the link is
t

disconnected, P, j asymptotically reaches zero with a rate determined by the

t
constant @ . To summarize, for a given@ , the LLF R j responds to the instantaneous

connectivity condition of the link L,-, j-

Note that the LLF above captures the locality in short-term link connectivity in a
manner conceptually similar to the age-based utility formulation, as developed in
[109],[116]. 1t is, however, not the same because in the designs in [109],[116], the routing
utility of a link is increased incrementally when the link is formed, and is reduced to zero
as soon as the link is disconnected. This formulation of utility misses out the fact that
even after disconnection, the formation probability of that link may be higher than a
currently-connected link. In other words, those definitions of utility fairly differentiate

across currently connected links, but not across the currently non-connected links. In the
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formulation of utility in Eqn. 6.1, motivated by the logic used in PROPHET [74], we
track the short-term locality even when a link is not physically connected. This extended
persistency in LLF is expected to improve performance over the existing age-based utility
definitions as used in [109],[116].

The next design step is to dimension the parameter o for capturing link localities at a
longer time scale. From Eqn. 6.1, the rate of change of the LLF per time slot can be

written as:

§(P,-f )=0a- P,-f]_-l) ‘@ if link L; ; is connected
(6.2)
§(P,f j)=- P,fj_l -(1-w) if link L; ; is disconnected

t
Eqn. 6.2 indicates that for a high @ (e.g. 0.9), Pi, j increases fast when the link is

connected, and decreases slowly when the link is not connected. Conversely, for a

t
loww (e.g. 0.1), Pi, j increases slowly when the link is connected, and decreases fast

when the link is not connected. Ideally, it is desirable that for a historically good link (i.e.

t
connected frequently on a longer time-scale), Pi, j should increase fast and decrease

slowly, and for a historically bad link, it should increase slowly and decrease fast. This
implies that the parameter @ needs to capture the long-term history of the link; hence it

should be link specific and time varying. Based on this observation, we define Historical

Connectivity Quality (HCQ) of an on-body link L,-, j at time slot t as:

t
t r
a)i,j_ ZLi,j Twindow

r=t-T, (63)

indow
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,

The quantity Li, j is 1, if the link is connected (see Figure 6.2) during the time slot 7,
and 0, if it is not connected. The constant T window Tepresents a measurement window (in
number of slots) over which the connectivity quality is averaged. The parameter
60:, i 0= 60,-’, ;S 1) indicates the historical link quality L,', j as a fraction of time the
link was connected during the last T window duration. The parameter T window Should be
chosen based on the human postural mobility time constants. Experimentally, we found

the optimal T window Values that work well for a large number of subject individuals and

range of postures to be in between 7 sec. and 14 sec.

Figure 6.5 shows the evolution of LLF (Rt j) and HCQ (60: j)with time. The top

graph shows an example link activity with the first half indicating a steadily connected
link with a single frame (1.4 sec.) of disconnection at time frame 10, and the second half

indicates a steadily disconnected link with single frame of connection at time frame 41

sec. The middle graph shows the evolution of (60: j)with a T window set to 7 frames.
t
The bottom graph shows the evolution of P, j with constant® (i.e. 0.9 and 0.1) and

t
link-specific time varying @; ; from Eqn. 6.3, indicating the historical link quality.

When the link is steadily well connected (during the first half), a high constant@ (i.e.

t
0.9) responds well to a momentary disconnection by decreasing P, j slowly, but

recovering quickly when the link becomes reconnected. A low constant@ (i.e. 0.1)
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responds poorly in this situation by doing just the opposite - that is a fast decrease and

slow recovery.

0: OFF, 1: ON

Lij

0 10 20 30 40 50
Time Frame

Figure 6.5: Evolution of multi-scale locality in terms of LLF and HCQ
Similarly, when the link is steadily disconnected (during the second half), a low

constant@ (i.e. 0.1) responds relatively better than a high constant® (i.e. 0.9) by

: o 3 i P
increasing £7; ; slowly for a y on, and d g £ j quickly after the
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link becomes disconnected. The lines for two constant@ values clearly show that a
single constant value for @ is not able to handle both good-link and bad-link situations

equally effectively.

As hypothesized, the link-specific and time-varying 60,", j » on the other hand, is able

to handle both situations well by mimicking the behavior of w =0.9 during the
historically good-link situation, and that of @ =0.1 during the historically bad-link
situation. These results clearly demonstrate the effectiveness of the HCQ and LLF
concepts for designing routing utilities that can capture both short and long term localities
of the on-body link dynamics. With this multi-scale approach, the proposed mechanism
should be able to outperform both age-based (utility) [109],[116] and probabilistic [74]
routing protocols that use only short term locality information.

Note that unlike the entities in Figure 6.2 and Figure 6.3, the LLF and HCQ in Figure
6.5 show the link connectivity localities which depends on the short and long term history
of the link. The localities captures in Eqns. 6.1 and 6.3 are responsible for this
memory-based behavior in Figure 6.5 in contrast with the instantaneous behavior in
Figure 6.2 and Figure 6.3.

6.4.2 Probabilistic Routing with Postural Link Costs (PRPLC)

Combining Eqns. 6.1 and 6.3, an on-body node i can construct and maintain the Link

t
Likelihood Factor P, j, forall jeN,j#i, where N represents all WBAN nodes (i.e. 7

nodes in Figure 6.1). In other words, a node observes and maintains its likelihood to be in
direct (one-hop) contact with all other nodes in the network at any given point in time.

The routing goal is to reduce the end-to-end packet delivery delay by choosing high
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likelihood links, thus reducing the intermediate storage delay caused due to packets stuck
at nodes on low-likelihood links.
The routing philosophy is when a node i needs to forward a packet to node d (d is the

sink node), and it meets a node j, the packet is forwarded from node i to node j only if the

condition P,-,td <Pj‘,d is found true. In other words, a higher link likelihood of node j to

node d indicates that the latter is more likely to meet node d than what node i’s chances
are. That justifies the packet transfer from node i to j with a goal of minimizing the
end-to-end packet routing delay.

This forwarding logic assumes that each on-body node is guaranteed to intermittently
come within up to 2-hop distance from the destination node. In other words, node i is
intermittently able to see other nodes that intermittently come in direct contact with node
d. In our experimental topology this assumption was always found true. In fact for a
WBAN topology, it is generally true that depending on the specific postural patterns, all
nodes intermittently form direct links with all other nodes in the network. This
observation makes the assumption generally applicable for WBANs which usually have a
small network diameter. This distributed routing mechanism for a multipoint-to-point
implementation is summarized in the pseudo-code presented in Figure 6.6. An extension
of link cost formulation without the above assumption is presented in Section 6.7.

Each on-body sensor node needs to execute the algorithm as presented here. Using

the periodic Hello mechanism, as outlined in Section 6.3.2, each node-i gradually

t
develops the P,-, j values with all other nodes in the network. The node also uses the same

t
Hello messages to send the quantity P, j» its Link Likelihood Factor (LLF) with the
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common destination node-d (e.g. node 6 in Figure 6.1), to all other nodes that are
currently connected to node-i. This way, each node will know the individual LLFs of all
of its direct neighbor nodes to the common destination node-d.

At any given point in time, if there are packets stored in node-i’s buffer (originated at
node-i or at some other node), node-i checks if any of its directly connected neighbors
has a higher LLF to the destination node-d compared to its own LLF to node-d. If
node-i’s LLF is the highest then it continues to keep the packet in its own buffer.
Otherwise it finds the directly connected node with the highest LLF to the destination
node-d, and forwards packets to that node. This ensures that node-i forwards a packet to
the node that is most likely to meet the destination node, thereby reducing the expected
end-to-end delivery delay.

While the pseudo-code in Figure 6.6 shows a multipoint-to-point implementation for
traffic from all on-body nodes to a common destination, the same concept is applicable
for point-to-point routing. In that case, each node will require maintaining the Link
Likelihood Factors (LLFs) to all possible destinations as opposed to only the common
destination, as done in Figure 6.6. Another difference will be that each packet may be
forwarded to different next hops depending on its specific destination. The rest of the

forwarding logic will be similar to what is presented in Figure 6.6.
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Routing Logic for node-i to forward packets to sink-d at
time slot-t

while (true){
Jor(allnodej[jeN,j=i]){

t
wit,j = z L;, i /Twindow // compute HCQ

r=t=Tyindow
if( Li.’ i< 1) //iflink L; jis connected
-1 -1
Pj=Pj +(-Pj) o

else //iflink L; j is disconnected
-1
Fj=F; -oi;
ooyt
(L, =)
Send Pit , fonodeyj

/
Find node-k so that PI: 4 is

maximum for [k e N,k #i,d,L} , =1]

Sor (all buffered packets to be forwarded
to sink node-d){

if( Li. - 1) // node-i has direct link to node-d

Deliver the packet to sink node-d;
elsef
if (Peg>Fg)
// node-k has better link likelihood with sink-d
Forward the packet to node-k;
else

Continue buffering the packet in node-i.

Figure 6.6: PRPLC routing with LLF capturing multi-scale connection localities
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6.4.3 Single-Copy Probabilistic Routing (PROPHET)

A single-copy version of the probabilistic routing protocol PROPHET [74], which
uses only short term link locality information, is implemented in our laboratory prototype
for comparing it with the proposed PRPLC with multi-scale link localities. PROPHET
relies on epidemic algorithms by doing pair-wise exchange of packets between nodes (as
they come in contact with each other) to eventually deliver them to destinations. At a
node A4, a probabilistic metric called delivery predictability, is established for each of its
known destinations B. This metric indicates how likely it is for node 4 to be able to
deliver a message to destination B.

Nodes buffer packets if there is currently no available path to the destination. An
index of these packets called a summary vector is maintained by the nodes, and when two
nodes meet they exchange summary vectors. Updated summary vector information is
then used to decide which packets to request from the other node. In the evaluations in
[74], the forwarding strategy is when two nodes meet, a packet is transferred to the other
node if the delivery predictability of the destination is higher at the other node.

The concept of delivery predictability in PROPHET has some similarities with the

Link Likelihood Factor used in the PRPLC routing, and is updated [74] via three update

equations using update constants R,,,-p}’ , and ﬂ . Since these update constants are not

designed to be link-specific and they do not adapt with historical link qualities, the
protocol PROPHET somewhat corresponds to the constantw scenarios in PRPLC as
explained in Figure 6.5 and Section 6.4.1. As a result, while the Link Likelihood Factor
with adaptive historical link quality in PRPLC can capture the long-term localities in

postural body movements, it is not possible via the delivery predictability updates using
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constant P, inits Vs and ,3 , as used in PROPHET. The performance benefits of PRPLC

over the generic design of PROPHET will be presented in Section 6.5.

6.4.4 Distance Vector Routing with Postural Link Costs (DVRPLC)

In DVRPLC, nodes maintain end-to-end cumulative path cost estimates to the
common sink node. As in PRPLC, the primary goal is to reduce the end-to-end packet
delivery delay by choosing a high likelihood end-to-end path, thus reducing the
intermediate storage delay caused due to packets buffered at nodes on low likelihood

links.

Let us define a Link Cost Factor (LCF) C,-t, j 0< C,{ j < Cmax) which represents

the routing cost for the linkL i,j (between nodes i and ;) during the discrete time slot ¢.

We propose that the LCF be dynamically updated after the tth time slot as:

- if link L. . is connecte
C” (l-w ,' ) if link L, , d
C,.' =C{ +(C,, —C/})-(U-a,) iflink L, is disconnected

(6.4)
When the link is connected, C,-t, j decreases at a rate determined by (1—0),-', j) s
where w,-t, j (0<a&f, <1) is the Historical Connectivity Quality, as defined in Eqn. 6.3.
If the link remains connected for a long time, the quantity C i,j asymptotically reaches its
minimum value 0. When the link remains disconnected, C;t, j increases at a rate

determined by the quantity (l—a):, j) , and the difference between the current

t
costC i,j and its maximum value 1. This formulation ensures that a link’s routing cost
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always reflects the likelihood of the existence of the link while capturing its historical
connectivity trends. Note that the time evolution of LCF in DVRPLC follows a rationale
that is very similar to that of LLF in PRPLC. The main difference is that while the LCF
reduces for connected links, the LLF increases in such situations. Similar difference
exists when a link remains disconnected. To summarize, like in PRPLC the cost in
DVRPC captures both short and long term link localities for minimum delay packet

routing.

t
Let 7ia4 be the end-to-end cumulative cost from node-i to the sink node-d.

According to distance vector routing logic, when a node i needs to forward a packet to

the sink node d, and it meets a node j, the packet is forwarded to node j only if the

t t
condition } j.d </1,-,d is found true. In other words, a lower path cost through node j

indicates that the latter is more likely to forward the packet to node d than what node i’s
chances are. That justifies the packet transfer from node i to j with a goal of minimizing
the end-to-end packet routing delay. This distributed routing mechanism for a
multipoint-to-point implementation is summarized in the pseudo-code presented in
Figure 6.7.

Note that the DVRPLC protocol attempts to minimize end-to-end cumulative routing
costs. The objective is that due to this end-to-end cost minimization, DVRPLC should be
able to outperform (from a delay standpoint) PRPLC which always interprets its LLF

only at the link level and not in an end-to-end cumulative manner.
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Routing Logic for node-i to forward packets to sink-d at time slot-t

while (true){
Jor (allnodej[jeN,j+i])f

t
t
W ;= Z L;,j /Twin dow // compute HCQ

r=t—-Tywindow

if ( L§, =D // if link L; j is connected

Cij=Cij -(-wji;)

Send y:, , tonodesj

// if link L; j is disconnected
Clj=ClT + (Coax —CIF)- (- af )

ifG=dAND 5!, > c,.’,d)
}’it’ i =C it’ d / }’it, d is node-i to sink-d end-to-end cost

/
Find node-k such that 7ltc 4 s Minimum AND

t t oro. ..
Yk.d <7i,d overall j|j eN,J;tl,d,Li.’j =1J
Jor (all buffered packets to be forwarded to sink node-d){

if( L; d = 1) // node-i has direct link to node-d
Deliver the packet to sink node-d;
else{
if (a valid node-k was found){
Forward the packet to node-k

}';’ 1=C l.t’ t }',t(’ 4/ update the end-to-end-cost

Jelse
Continue buffering the packet in node-i.

Figure 6.7: DVRPLC routing with link cost capturing multi-scale connection
localities
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To execute the algorithm in Figure 6.7, each on-body sensor node-i uses the periodic

Hello mechanism, as outlined in Section 6.3.2, in order to gradually develop the C,-', ;

values with all other nodes in the network. It also iteratively updates the quantity y;,
using the computed C,." ; values with respect to all its neighbors. The node then uses the

Hello mechanism to send the quantity }',-',d , its end-to-end cumulative path cost to the

common destination node-d (e.g. node 6 in Figure 6.1), to all other nodes that are
currently connected to node-i. This way, each node gets updated about the path costs of
all of its direct neighbors’ to the common destination node-d.

6.4.5 On-body Store and Flood Routing (OBSFR)

In order to determine the best case delay performance among the above protocols,
On-body Store and Flood Routing (OBSFR), a modified flooding protocol for partitioned
networks, has been implemented. With flooding, multiple copies of a packet from a
source node can reach to the destination through multiple routes, and the first arrived
copy at the destination indicates the minimum possible end-to-end storage/buffering
delay that can be achieved by PRPLC and DVRPLC protocols.

Although a regular packet flooding mechanism can be applied to this application, a
few additional routing syntaxes are needed in order to avoid packet losses in certain
scenarios that arise specifically due to network partitioning. In addition to a unique
identifier {source_id., seq no.}, a packet also carries a list of node-ids indicating its path
so far from the source node. When a node-i receives a packet for the first time (detected
from its unique identifier), it buffers the packet till it encounters at least one node that is

not there in the list of node-ids found in the packet. Upon encountering at least one such
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node, the packet is handed over from i to such nodes using broadcast, and then deleted
from i’s buffer. Like in regular flooding, upon any subsequent reception of the same
packet, node i will igndre it.

This modified flooding protocol is used for reducing the number of packet drops in
the presence of network partitioning. Consider the following situation. Using the
conventional flooding (i.e. not using the list of node-ids) when node i broadcast the
packet to a node j, it is possible that node j had already broadcast forwarded the same
packet and therefore it simply discards it after receiving from node i. If node i and j are
currently forming a network partition that does not contain the packet’s destination, then
the packet is dropped from this partition and will never be forwarded to its final
destination.

However, with the modified flooding that uses the list of node-ids, node i will not
broadcast the packet to node j, since in this situation node j is already in the list of
node-ids in the packet. As a result, node i will buffer the packet till it encounters a node
that is not already traversed trough by the packet in question. This improves the chance
for the packet to be forwarded out of the current partition (formed by nodes i and j),
thereby reducing the overall packet loss probability. This modification can be applied
only to small networks with few nodes, and will not scale for large sensor network with
tens of nodes to be added in the list of node-ids in the packets.

Note however that even with the above flooding modifications there exists a partition
packet saturation situation in which a packet may be lost. Consider the scenario in which
after node-i receives a packet for the first time it gets into a partition with two other nodes

p and g so that all three nodes are fully connected within the partition. Now since nodes p
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and g do not appear in the list of node-ids in the packet, node i will broadcast forward the
packet to both nodes p and ¢ and delete it from its own buffer. At this point, nodes p and
q will broadcast forward the packet to each other since g does not appear in the list of p’s
copy and p does not appear in the list of g’s copy of the packet. After this round of
forwarding, both p and g will also delete the packet from their own buffers. This will
cause the packet to be dropped from this partition and will never be forwarded to its final
destination. The OBSFR mechanism for a multipoint-to-point implementation is

summarized in the pseudo-code presented in Figure 6.8.

Logic for node-i to forward packets to sink-d
while (true){
Jor (all buffered packets to be forwarded to sink node-d){

for (allnodej[jeN,j#il){
if ( Lﬁ-, j =1and jglistof node_idsin packet ){

// j is a neighbor of i, and the packet did not
// visit node-j before
Broadcast the packet;
Remove it from node-i’s buffer
Break, // done with this packet forwarding
} else
Continue buffering the packet at node-i;
}

}
}

Logic for node-i after receiving a packet
if ( the packet was not received before)
if (this is not the destination)
Buffer the packet in for future forwarding;
else
Discard the packet; // it was received before

Figure 6.8: OBSFR routing logic for packet delay lower bound
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In spite of these occasional packet drops, this On-body Store and Flood Routing
(OBSFR) protocol ensures that the successfully flooded packets to the destination do
represent the minimum possible packet delivery delay that can be achieved by our
proposed PRPLC protocol. However, due to its inherent flooding nature, the transmission
energy cost for OBSFR will be expected to be significantly larger compared to PRPLC,
DVRPLC, PROPHET, and other utility-based mechanisms.

Note that in the absence of network congestions in low data-rate WBANS, the
storage delays due to topological disconnections are usually much larger compared to the
congestion delay. The protocol OBSFR is designed to deliver the delay lower bound in
the absence of any delays caused due to packet congestions.

Although the broadcast-based Epidemic Routing (ER) [115] could have been used
for finding the delay lower bounds, we have chosen to implement OBSFR for the
following reasons. First, unlike in ER which requires summary vector exchange across
neighbor nodes to minimize content transfers, OBSFR uses a node-list in each packet to
accomplish the same goal. This helps OBSFR to significantly reduce wireless traffic and
energy drainage compared to ER, especially when large numbers of packets are buffered.
Second, while in ER a node continues to buffer content even after it is given to another
node epidemically, in OBSFR, the provider node removes the packet from its buffer,
leading to a much smaller buffer budget compared to ER. The flipside of the above two
aspects is that in certain rare situations as explained above as partition packet saturation,
OBSFR may not be able to deliver a packet to its desired destination. But its significant
capacity, buffer, and energy advantages over the Epidemic Routing, especially in the

context of the resource-constrained WBAN sensors, have prompted us to design OBSFR
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which uses mores constrained flooding than ER, and can work efficiently in a small

WBAN with only few nodes.

6.5 Experimental Performance

The same seven sensor laboratory prototype network, as shown in Figure 6.1, is used
for the results presented in this section. Packets originated from all on-body sensors were
routed to the common destination node-6, attached on the right ankle. Most presented
results correspond to packets originated from node-3, representing the longest hop (i.e.
also worst case) packet routing scenario in most of the body postures. Few results have
also been presented for packets originated from node-5 and node-1, indicating the
generality of our proposed routing from other segments of the body as well.
6.5.1 Polling-Based Channel Access for Collision Control

In order to avoid the CSMA MAC collisions inherent to Mic2Dot’s TinyOS
networking stack, we have implemented a higher layer polling-based TDMA access
strategy that is managed by the common sink node (i.e. node-6 in Figure 6.1). The
primary motivation for TDMA over CSMA access strategy is to operate the WBAN in an
energy-efficient manner. The sink node polls the other on-body sensors in a round-robin
fashion. A node forwards its packets (both data and Hello) only when it is polled by the
sink for giving access to the channel. For our seven-node network (see Figure 6.1), a
polling time frame of 1.4 sec is used which is divided into 7 time slots, one for each
on-body node (the sink node also needs a slot for sending Hello packets etc. for link cost
formulation as described in Section 6.3). Although the data packets and the Hello
messages from the nodes are transmitted at power adjusted transmission range of

0.3m-0.6m for emulating the low transmission range as outlined in Section 6.3.1, the
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polling control packets are transmitted by Node-6 at full power so that all on-body nodes
receive such packets for effective polling, leading to collision-free channel access. If a
node misses a polling packet from node-6, it simply misses one transmission opportunity.
As shown in Figure 6.9, each 1.4 sec frame is divided into seven 200 msec time slots.
. Each slot is further divided into three 60 msec sub-slots and a 20 msec guard time
between adjacent slots. The first sub-slot is used for channel access polling packets from |
the sink node at full power. The second sub-slot is used for data and Hello packet
exchange between on-body nodes at low power, emulating the transceivers discussed in

Section 6.3.1.

[11]] Polling packet from sink node
Hello/Data packet from regular nodes Time

B Topology information packet )

Node-1|Node-2 Node-3 Node-4 Node-5 Node-6| Node-7 } Node-1
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)/,
IIIIIIII

\
*— 1400 ms Frame Cycle —»: 200 ms
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E
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Figure 6.9: Collision-free MAC access via polling

The third sub-slot is used for a topology gathering process in which each on-body
node sends its neighbor information to an off-body machine (see Figure 6.1) at full

transmission power. Using time-stamped neighbor information from each on-body node,
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it is possible to reconstruct the on-body topology evolution as a result of postural body
movements. As presented in Section 6.6, such reconstructed topology information is used
for offline simulation analysis of the proposed packet routing algorithms.
6.5.2 Performance Metrics

The performance of | on-body routing is evaluated using three commonly used
[108],[110],[113],[116] primary metrics, namely, end-to-end Packet Delay (PD), Packet
Hop Count (PHC), and Packet Delivery Ratio (PDR). The index PHC is a direct measure
of the communication energy (i.e. for transmission and reception) expenditure of the
routing mechanism. Unlike for routing in conventional un-partitioned networks, the PD
in partitioned on-body networks depends mainly on the storage delay at the intermediate
nodes as a result of network disconnection. The PHC here mainly impacts the number of
transmissions per packet forwarding, indicating the energy expenditure; it does not
impact the packet delay so much. The target is to minimize PHC while also minimizing
the PD by avoiding large packet storage delays by routing a packet through links with
low disconnection probabilities or high Link Likelihood Factor as defined in Section
6.4.1. The PRPLC protocol, as presented in Section 6.4.2, is designed mainly to minimize
the on-body PD values.

6.5.3 Traffic Generation and Data Collection

The source node generates a data packet every 4 polling frames (each frame is 1.4
sec), with a packet size of 46 bytes. Each packet is marked with a monotonically
increasing packet-ID so that by observing the received packet-ID, the packet delivery
ratio (PDR) can be computed. Also, all on-body network nodes are coarse-grain
time-synchronized by the sink node-6 at the beginning of each polling frame. This allows

single-trip packet delay (PD) to be computed from a source node to the sink node-6. On
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its way to the sink node, a data packet collects the entire route information in the form of
a list of the intermediate node-IDs. This allows the extraction and analysis of route
information including the PHC values.

6.5.4 Packet Delay (PD)

End-to-end packet delivery delays from source node-3 on the left upper arm to the
sink node-6 on right ankle for PRPLC and DVRPLC are reported in Figure 6.10. Three
different versions of PRPLC and DVRPLC was implemented; two with static values of
o (i.e. 0.9 and 0.1) and one with adaptive w, capturing the long-term locality in terms of
Historical Connectivity Quality of the on-body links. For each of these scenarios, a
separate experiment was run for 1320 sec. (i.e. 22 minutes), sending 230 packets, and
spanning 6 different postures (SIT, SIT-RECLINING, LYING-DOWN, STAND, WALK
and RUN), each lasting for 20 sec. Figure 6.10 reports the average of packet delay

computed from each such experiment. All adaptive @ results correspond to a connectivity

quality measurement window (i.e. T window ) Of seven polling frames or approximately

9.8 sec. Value of T window 1n this neighborhood has shown to demonstrate the best

performance for multiple subject individuals, indicating a fairly good estimation of the

time constant of the long-term postural movement locality.

139



10 1

S =78 . aeowic

'5:;6- é =7

24 -

. = . =7

i B BN 3
(0=0.1) (@=0.9) Dynamic ®

Figure 6.10: Packet delivery delays with static and adaptive » scenarios

The following observations can be made from Figure 6.10. First, with adaptive @,
both PRPLC and DVRPLC protocols are able to successfully capture the long-term
locality in postural movements (see Section 6.4.1). As a result, the packet delays for the
adaptive @ scenarios (3.6 sec and 3.11 sec for PRPLC and DVRPLC respectively) are
significantly reduced compared to those for the constant @ implementations which
leverage only the short term movement locality as explained in Section 6.4.1. Second,
with all implementations, DVRPLC achieves better packet delay compared with PRPLC,
mainly because of its end-to-end path cost formulation as explained in Section 6.4.4.
Because of its delay superiority, this point onwards we will present results only for the
adaptive @ scenarios. Unless stated otherwise, the references to the protocols PRPLC
and DVRPLC will correspond to their adaptive @ implementations, reflecting the
multi-scale locality which was not captured in PROPHET [74] and other utility-based

mechanisms [109],[116] in the literature.
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Figure 6.11: On-body packet delivery delay for different DTN routing protocols

Figure 6.11 reports the experimentally obtained average packet delays for a number
of protocols including the proposed PRPLC, DVRPLC, OBSFR, an utility-age-based
protocol (UTILITY) [116], an opportunistic protocol (OPPT) [110], and the single-copy

probabilistic protocol PROPHET (with its delivery predictability update

constants P, init 2V and [ chosen as 0.75, 0.98, and 0.25 as reported in [74]). Observe

that the flooding protocol OBSFR achieves significantly better packet delay (i.e. the
experimental lower bound) compared to the other protocols mainly due to its
multi-forwarding nature as explained in Section 6.4.5. On the other extreme, the
opportunistic protocol OPPT, in which a source node delivers a packet to the destination
only when it experiences a direct link with the destination, shows the worst delay because

of the very low connection frequency between the source node 3 and the destination node

6 in Figure 6.1. With static update constants P, init2 V> and ﬁ , PROPHET suffers from

the same shortcomings (i.e. leveraging only the short-term locality) of PRPLC with
constant @, as shown in Figure 6.10. As explained in Section 6.4.1, the age-based utility

approach (UTILITY) also suffers from the same short-term-only locality, which explains
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its poor performance compared to the packet delays for PRPLC and DVRPLC (i.e. 3.6
sec and 3.11 sec). With adaptive @, these two protocols are able to successfully capture
the multi-scale link localities caused due to postural body movements. It should be noted
that in spite of their superior delay performance with respect to PROPHET and age-based
UTILITY, there is still room for improvement when compared to the experimental delay

lower-bound as demonstrated by the OBSFR flooding protocol.
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Figure 6.12: Distribution of Packet Hop Count (PHC)

6.5.5 Packet Hop Count (PHC)

PHC serves as a measure for routing energy expenditure (i.e. for transmission and
reception) for the on-body sensors. Figure 6.12 demonstrates the distribution of PHC
experimentally obtained for all the protocols implemented on our prototype.

The figure shows that packets in DVRPLC and OBSFR take slightly longer routes
compared to the other protocols. As shown in Figure 6.11, the packets in those two
protocols also experience the lowest packet delay. This means that the DVRPLC and
flooding protocols route packets through better quality links, leading to smaller delays,
even though it requires more number of end-to-end hops. The distribution graph in Figure

6.12 also shows that while majority of the packets from node-3 to node-6 are routed in
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2-hops, certain packets take one, three, or four hops. Also note that certain packets are
delivered directly from node-3 to node-6 (from the upper left arm to the right ankle in
Figure 6.1), especially during the closed postures such as sitting. Since in the
opportunistic routing protocol (OPPT) packets are delivered only when a source node
comes in direct contact of the destination, all packets are delivered with PHC 1.

Figure 6.13 shows the number of data packet transmissions. It is computed as the
ratio of the total number of transmissions and the number of successfully delivered
packets at the sink. This index captures the additional forwarding costs for multiple
packet transmissions in flooding-based protocols such as OBSFR. The large number for
OBSFR explains the impacts of its multi-forwarding compared to all other single-copy
DTN routing protocols. Note that there were no link layer packet retransmissions during
these experiments; any channel errors have resulted in dropped packets, and are captured

by the Packet Delivery Ratio (PDR) reported in the following Section.

g, N1 1

PRPLC  PROPHET DVRPLC OBSFR 'UTILITY ' OPPT.
Figure 6.13: Number of transmissions per delivered packet

6.5.6 Packet Delivery Ratio

Packet losses are observed due to the following two reasons. First, due to postural

mobility, there are transient blackout periods during which a neighbor may appear to be
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connected in a node’s neighbor table, when in fact it is no longer connected. These
blackout periods are created during a node’s neighbor time-out period, which is in the
vicinity of 2.8 sec, as reported in Section 6.3.2. Packet transmissions during such
blackout periods end up in packet losses since no link layer reliability is used. All six
protocols suffer from such packet losses. The second type of losses, applicable only to
flooding, is due to the partition packet saturation, as explained for the OBSFR protocol
in Section 6.4.5.

Figure 6.14 demonstrates that due to its multi-packet forwarding, the flooding-based
OBSFR looses fewer packets compared to all the other protocols, even though the packet
losses due to partition packet saturation are present only for OBSFR. Poor PDR for the
OPPT protocol in this case was caused due to a very unreliable link between the source
and the destination nodes (i.e. nodes 3 and 6 in Figure 6.1) which are physically situated
at two extremes of the subject’s body. Since the OPPT protocol relies on direct

source-destination contact for packet delivery, the source-destination link quality affects
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Figure 6.14: Packet delivery performance
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6.5.7 Routing Packets from and to Different Body Segments

Delivery delays for packets from different body segments to the sink node placed on
the right ankle (i.e. node 6 in Figure 6.1) are shown in Figure 6.15. Observe that as the
physical distance between a source and the destination increases, the average packet
delays for all the protocols increase. Relatively though, all the experimented routing
protocols maintain the same trend for the packet delay as observed in Section 6.5.4. The
average packet hop-counts from source nodes 5, 1, and 3 were experimentally logged in

the range of 1.25, 1.5, and 2.3 respectively
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Figure 6.15: Delivery delay for packets from thigh, waist and arm to right ankle (i.e. node 6)

Delivery delays for packets from the upper left arm (i.e. node 3) to different body
segments are shown in Figure 6.16. It should be noted that although the absolute delay

values are different, the overall trend in packet delay follows the same pattern for all the

sink nodes that we have experimented with.
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6.5.8 Impacts of Postural Stability

For all the experiments so far, each individual physical posture was made to last for
20 sec. In order to study the impacts of variable postural stability on the routing
performance, the subject was instructed to repeat the same sequence of postures as in

Section 6.3, but with different posture durations ranging from 10 sec. to 40 sec.
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Figure 6.17: Impacts of posture duration on packet delay
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Figure 6.17 shows the impacts of posture duration on average packet delay for all six
on-body routing protocols. Due to its significantly higher values, the packet delays for the
OPPT protocol are plotted as a separate axis in Figure 6.17. Observe that the packet
delays for all the protocols generally increase with higher posture durations. This is
because longer posture duration implies that a connected link remains connected for
longer duration and also a disconnected link remains disconnected longer. As a result, a
packet that is buffered in a node due to network partitioning remains buffered for longer
duration, leading to higher end-to-end packet delay. In a relative sense, all the
experimented protocols maintain the same performance trend for the packet delay as

observed in Section 6.5.4, Figure 6.11.

95%
90%
85% -
0 80% [
- =—O0OBSFR
o o

T0% 4 T bs

- b2
65% | | ”m‘ iy

10 20 .

30
Posture Duration (s)
Figure 6.18: Impacts of posture duration on packet delivery ratio

Figure 6.18 shows the impacts of posture duration on the PDR metric. As explained
in Section 6.5.6, the primary reason for drops is transient blackouts due to postural
mobility. With higher posture durations, the degree of mobility is less, and therefore the
drops are less frequent. This explains a general increase in packet delivery ratio with

higher posture durations.
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6.5.9 Impacts of Intra-posture Movements

All the experiments so far correspond to the inter-posture sequence (SIT,
SIT-RECLINING, LYING-DOWN, STAND, WALK and RUN), as introduced in
Section 6.3.2. Figure 6.19 presents packet delay for similar experiments, but carried out
with an intra-posture sequence comprising of the positions SIT, SIT-RECLINING,
RECLINING-RIGHT-CROSS, RECLINING-LEFT-CROSS, RECLINING-RAISED-RIGHT,
and RECLINING-RAISED-LEFT, where CROSS and RAISED refer to cross-legged and
leg-raised sub-postures while sitting. The primary objective of these intra-posture
experiments is to study the impacts of higher granularity postural movements on the
on-body routing protocol performance.

Comparing the performance in Figure 6.19 with those for inter-posture movements in
Figure 6.11, it can be observed that the relative performance trends across all the six
protocols are still maintained for this high granularity intra-posture case. The absolute
delay values, however, have been slightly reduced due to a better overall connectivity
compared to the inter-posture case. Similar trends were consistently observed from many

more inter- and intra-posture experiments carried out during this work.
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Figure 6.20: Experiments with different sensor placements

6.5.10 Impacts of Sensor Placements

Additional on-body sensor placements, as shown in Figure 6.20, were experimented
with for evaluating the validity of the routing results obtained so far from the sensor
placement shown in Figure 6.1. Different source and sink nodes are used in the two
placement settings P1 and P2 in Figure 6.20. The inter-posture sequence, described in
Section 6.3.2, was followed by the subject and the corresponding packet delay results are
presented in Figure 6.21 for the placement settings P1 and P2 in Figure 6.20. Generally,
the relative performance trends across all the experimented protocols as observed for the
original sensor placement (in Figure 6.11) remain valid for the new sensor placements P1
and P2 in Figure 6.20. The delay for the placement P1 is larger due to the longer

source-to-destination distance compared to that in P2.
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Figure 6.21: On-body packet delay for: (a) sensor placement P1, and (b) sensor
placement P2

6.6 Offline Simulation with Experi lly Obtained Topology

The objective of this section is to develop an off-line simulation framework that uses
network topology traces obtained during the on-line experiments described so far. The
motivations for such simulation are to: 1) validate the correctness of the experimental
results, 2) determine a benchmark performance with the minimum possible delay for a
given posture/topology sequence, 3) develop a mechanism for offline experimentation

with new p Is, before impl ing them online which is significantly more

experimentally involving.
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Figure 6.22: Experimental topology export for offline simulation

In order to keep the results comparable, the simulation is performed on the exact
same topology sequence used for the experiments. During the experiments described in
Sections 6.3 and 6.4, all seven on-body nodes periodically export their neighbor table to
an off-body machine using full transmission power. This external machine then derives
the experimental topology sequence by combining the time-series neighbor table
information. The offline simulation is performed on this topology sequence and the
results are then compared with those obtained experimentally. This arrangement is
summarized in Figure 6.22.

6.6.1 Delay Benchmark

In order to determine the best case end-to-end delay performance, an offline route
search algorithm, Backward Search for Delay Benchmark Routing (BSDBR) has been
developed. As long as the entire topological sequences for a dynamically partitioned

network are known a priori, the BSDBR algorithm is able to compute the most delay
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optimal end-to-end path for each packet depending on its source, destination, time of
origin, and the complete topological sequence information. BSDBR is designed to be an
offline centralized search algorithm, to be executed in the presence of entire time series

topology information.

Let £° be the time instant at which a packet is generated at node-i and routed towards
destination node-d. Given a known topology sequence, the objective is to find the earliest
time instant after £ at which the packet can be delivered to the destination. Let t' be the
earliest time instant (t’ > to) at which destination node-d comes in contact with any other
node-j (j €N, j # d ). The minimum possible delivery delay for the packet originated at
time ¢ can be written as (tl - to). This minimum delay is possible only if the necessary
network links are formed across the network during the time interval [to to tl] so that the
packet could be forwarded multi-hop all the way from the origin node-i to node-j before
time ¢'. The objective of BSDBR search process is to scan the network topology sequence
in order to find if such link formations are there so that (tl - to) can represent the

minimum packet delivery delay.
If the search process concludes that the packet cannot be delivered by time ¢, then

the next feasible time instant # is identified and a similar search is conducted to

determine if (tl - to) can be the minimum delivery delay. The quantity £ is the earliest
time instant after ¢’ (12 > tl) at which destination node-d comes in contact with any other

node-j (j eN,j#d). This BSDBR search process is iteratively continued till a valid

minimum delivery delay (tr- to) is found. The time instant ¢’ corresponds to the earliest
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contact time so that the necessary network links are formed across the network during

the time interval [to to tr] so that the packet can be forwarded multi-hop all the way from

the origin node-i to destination node-j by the time .

Note that the expected value of the packet delay lower bound could have been
computed using the Linear Programming formulation as adopted in the full
knowledge-based approach in [113]. Instead, we have chosen to implement BSDBR since
it allows us to determine the minimum packet delay for each individual packet as
opposed to their average in a statistical sense. Also, the formulation in [113] is more
complex than BSDBR since it incorporates the effects of message queuing which is not
studied in our implementation.

6.6.2 Simulated Perfomané Results

The same experimental topology sequence in Section 6.5 is used for the simulation
results presented in this section. Packets are routed from node-3 to node-6 with a data rate
of one packet every 4 frames. Figure 6.23 shows the packet by packet delivery latency of
PRPLC and DVRPLC from simulation and experiments for a total duration of 1320 sec
(or 22 minutes), involving transmissions of 230 packets for each protocol experiment.
Figure 6.24 reports the corresponding Packet Hop Count (PHC) from the same

experiment.
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Figure 6.23: Delivery delay from experiments and simulation
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Figure 6.24: Packet hop counts from experiment and simulation
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For clarity, delivery latency for the 40™ to the 100" packets are zoomed in and shown
in both Figure 6.23 and Figure 6.24. As expected, the simulated packet latencies are
slightly better (approximately 7%) than the experimental values. However, the overall
trends are very similar, indicating that the operations of the PRPLC and DVRPLC
implementations within the prototype on-body network are very similar to the offline
simulation as arranged in Figure 6.22. The primary reason for the performance loss in the
experiments is the packet drops caused due to the reasons as explained in Section 6.5 and
Figure 6.14 and Figure 6.18. For the offline simulation, 100% packet delivery helps
keeping the packet delivery latency slightly higher.

The PHC in Figure 6.24 shows a very similar trend in which the simulation average

is slightly better than the experimental results.
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Figure 6.25: Simulated average packet delivery delay

Figure 6.25 reports the average packet delay of PRPLC and DVRPLC compared with

BSDBR, UTILITY, OPPT, and PROPHET (with the constants P, > and [ chosen

as in Section 6.5.4 and reported in [74]). For all the protocols, the same topology

sequence which was extracted from the on-body experiments is used. Observe that
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PRPLC and DVRPLC achieve significantly better packet delay compared to that (5.79,
4.05 and 34.8 sec) of PROPHET, UTILITY and OPPT respectively. This trend agrees
with the experimental results reported in Section 6.5 and Figure 6.11. Also note that the
packet delay of PRPLC and DVRPLC are close to the best case offered by the benchmark

obtained using BSDBR.
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Figure 6.26: Simulated average of Packet Hop Count
Figure 6.26 shows the corresponding PHC performance. The figure shows that

packets in BSDBR take longer routes compared to the other three protocols. As shown in

Figure 6.25, the packets in BSDBR enjoy the minimum packet delay. This means that
BSDBR routes packets through better quality links, leading to smaller delays, even
though it requires more number of hops. These results are very similar to the
experimental results in Section 6.5.5 and Figure 6.12, where the flooding-based protocol
OBSFR offers the best delay, but at the expense of longer routes. Figure 6.26 also shows
that the packets in DVRPLC are delivered using slightly longer routes compared with

PRPLC, PROPHET, UTILITY and OPPT.
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6.7 PRPLC without 2-Hop Assumption

As explained in Section 6.4.2, the baseline PRPLC in F igure 6.6 assumes that each
on-body node intermittently comes within up to 2-hop contact of the destination/sink
node. While this assumption is generally expected to be true for WBANs which usually
have a small network diameter, in theory the assumption may get violated for networks
with large diameters. In this section we generalize the link cost logic by using a transitive
component [74].
6.7.1 Transitive Update of Link Likelihood Factor

In the generalized case, a node i may forward a packet to node j, event if node-j has

never directly visited the sink/destination node-d. A consequence of this generalization is

that the Link Likelihood Factor (LLF) of L,-, j now can change not only based on the

connectivity status of the link, but it can also increase based on the LLF of the
intermediate nodes that node i may meet over time. This transitive change of LLF can be

captured by executing the following additional (to Eqn. 6.1) update equation when the

link Li,k is connected.

t _ pt-l t-1 t t t ¢
Pi,j _Pi,j +(1_B,j ): ik Lk, Opp Wy j (6.5)
The transitive update equation above indicates that if node-k has a high LLF to

node-j, then every time node-i meets node-k, the LLF of link L,', j goes up by a factor

that depends on the Historical Connectivity Quality (HCQ) of links L,-,k and Lk, j-

With the above addition of LLF update logic, the same logic in Figure 6.6 can be used for

packet forwarding. Note that in order to support the above transitive update, each node is
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required to report the LLF and HCQ information about all its neighbors in its periodic

Hello messages.
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Figure 6.27: The impacts of transitive updates on delivery delay
6.7.2 Performance with Transitive LLF Update

Figure 6.27 and Figure 6.28 show delay and Packet Hop Count (PHC) performance
of PRPLC from simulation experiments conducted with and without transitive LLF
updates. For fair comparison, both sets of experiments were carried out on the same
topology sequences. The same experimental settings as in Section 6.6 are used.

As shown in Figure 6.27, the inclusion of transitive LLF update does slightly
improve the packet delivery delay (approximately 6%). The packets for which there is an
improvement are encircled in the figure. These improvements are caused mainly due to
the fact that with transitive update, a node is now able to forward a packet to the sink
through nodes that may never see the sink directly. This also means that for those packets
that are delivered with lower delay will have higher hop counts. This explains the higher

PHC number in Figure 6.28 for PRPLC with transitive update. For example, in Figure
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6.27 packets 7, 8, 18, 38, 82 and 106 are delivered with lower latencies, but in Figure

6.28, higher PHC is reported for delivering those packets.
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Figure 6.28: The impacts of transitive updates on Packet Hop Counts (PHC)

Note that the delay improvements due to the transitive update mechanism remain
limited due to the small WBAN diameter as explained in Section 6.4.2. For networks
with larger diameter, more number of intermediate nodes will be available under the
with-transitive version of the protocol, and the resulting delay improvements in those
cases will be expected to be much higher.

6.8 Summary and Conclusions

Store-and-forward packet routing protocols for wireless body area networks
(WBAN) have been developed in this chapter. The concept of a stochastic link cost was
introduced for enabling a probabilistic and a distance vector on-body routing protocol in
the presence of postural mobility of human body. Performance of these proposed
protocols were evaluated both experimentally and via simulation, and then compared
with a generic probabilistic routing protocol and a specialized on-body packet flooding

mechanism that provides the routing delay lower-bounds. It was shown that via
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successful modeling of the spatio-temporal locality of on-body link disconnection
patterns, the proposed algorithms can provide better routing performance compared to the
existing probabilistic routing protocols in the literature. Ongoing work on this topic
includes developing a distance vector routing algorithm using a similar stochastic link
cost metric, and developing a Kalman Filter-based body movement prediction model for

predictive on-body packet routing.
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Chapter 7. Modeling On-body DTN Packet Routing Delay

This chapter presents a stochastic modeling framework for the store-and-forward
packet routing protocols that are presented in Chapter 6 for Wireless Body Area
Networks (WBAN) with postural partitioning. Delay modeling techniques for evaluating
single-copy on-body DTN routing protocols are developed. End-to-end routing delay for
a series of protocols including opportunistic, randomized, and the two proposed
mechanisms in Chapter 6 that capture multi-scale topological localities in human postural
movements have been evaluated. Performance of the analyzed protocols are then
evaluated experimentally and via simulation to compare with the results obtained from
the developed model. Finally, a mechanism for evaluating the topological importance of
individual on-body sensor nodes is developed. It is shown that such information can be
used for selectively reducing the on-body sensor-count without substantially sacrificing

the packet delivery delay.

7.1 Introduction

The goal of this chapter is to develop analytical modeling mechanisms for computing
packet transfer delay for a series of DTN routing algorithms that can be implemented in
an on-body setting. The dominating delay in DTN routing is contributed by packet
buffering caused due to topological disconnections, as we discussed in Chapter 6. In the
absence of network congestions in low data-rate WBANSs, such buffering delays are
usually much larger compared to the congestion delay. That is why the congestion delay
is not modeled in this chapter. Specific contributions of the chapter are as follows. First,
the developed prototype body area network in Chapter 2 is motivated the on-body packet

routing problem. The prototype is conducted on-body routing experiments with the DTN
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routing protocols that are modeled and evaluated in this chapter. Second, a topology trace
collection mechanism, as discussed in Chapter 6 is developed for wirelessly extracting
network topology, as a function of human postural dynamics, from the on-body sensors
to an off-body server. Third, analytical techniques are developed for modeling the
end-to-end packet delay for a range of DTN routing algorithms, namely, opportunistic
[108],[116],[110] utility-based [108],[110],[109], random [108],[110],[119], PRPLC
[120],[121], and DVRPLC [120],[121] . Fourth, the DTN routing delay obtained from the
developed model are compared with results from on-body experiments from the
prototype WBAN and off-body simulation carried out on network topology traces
obtained from the prototype WBAN. Finally, using the model and the topology trace
data, a detailed analysis is carried out for identifying non-critical nodes in order to design

a minimal WBAN topology from the routing stand point.
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Figure 7.1: On-body Mounted Sensor
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7.2 Topology Trace Collection for Off-Body Routing Simulation

A DTN WBAN is constructed as in Figure 7.1 (also illustrated in Chapter 6), by
mounting seven sensor nodes (attached on two upper-arms, two thighs, two ankles and
one in the waist area). A remote trace collection mechanism was developed so that real
network topology traces from the prototype WBAN can be wirelessly collected and used

for routing model development and off-line routing simulation experiments.
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Topology Simulation
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Figure 7.2: Topology export for offline and model performance

As depicted in Figure 7.2, during the on-body experiments, the state of each link is
periodically sent to the off-body server at full transmission power. The server collects the
link-state samples (ON or OFF) from all the on-body links and stores them with a
time-stamp from its local clock. All these link-state samples, together, form topology
traces which are then used for delay model development and off-body routing simulations
as presented in Sections 7.3, 7.4 and 7.6. Results from the delay model and off-body

simulations are compared with the routing performance from the on-body experiments
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since all of them use the exact same topology traces, ensuring comparable link state and
network partitioning patterns.
7.3 Modeling DTN Routing Protocols

The objective of this section is to model the delay of: a) a series of existing single
copy DTN routing algorithms applied to on-body settings and, b) two specific routing
algorithms that are specifically developed in Chapter 6 to leverage the locality of WBAN
topology as function of postural body movements.

Definition 1 (Link State): The state of a link between two on-body nodes i and j at the

th .. . . . . .
n - discrete time slot is represented as L,.’ j (n) , which is assigned the value 1 or 0 to

indicate the state to be connected or disconnected respectively. The time slot here is an
observation time slot which corresponds to the Hello interval period for neighbor/link

discovery. In our prototype implementation, it was set to be 1.4sec.

iaj Tlme
[ ON_y
— T"J—vl
L;: L 1

Figure 7.3: Example connectivity of an on-body link

Definition 2 (Link Disconnection Probability): The Link Disconnection Probability

(LDP) for the link between node-i and node-j is represented as f’, j (k) . The

quantxty (k) represents the probability that after an arbitrarily chosen time slot, the

link remains disconnected for k consecutive disconnected time slots. In a sufficiently long
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. . P
topology trace, spanning T time slots, if n represents the number of occurrences of such

k-slot long disconnections, then the LDP can be expressed as:

nJT, fork =1

D _Jr

FO=1y L o) /T, fork =0 .1)
n=1

The casek >1 represents situations for which the arbitrarily chosen slot is a part of

one of the T,y periods (except the last slot on the 7,4 period) or the last slot during one of
the T,, periods (see Figure 7.3). Similarly, the case k=0 represents situations for which

the arbitrarily chosen slot is a part of one of the T, periods (except the last slot on the T,

period) or the last slot during one of the 7,5 periods. With above definition of ﬁ, j (k), we

T A
have Z k=0 R j (k ) =1 , and its expected value can be represented as:

ELD, =Y k-B (k). (72

J
where ELD;; is the Expected Link Delay, representing the average number of

disconnection slots after an arbitrarily chosen slot. In other words, ELD;; can be

—_ i ’j i,/ . . . .
expressed as ELD,', i T, off / 2 , where T, olﬁrj is the average disconnection duration

for link i to j.
7.3.1 Opportunistic Routing

In DTN opportunistic routing (OPPT) [108],[110],[116], a source node delivers
packet to the destination node only when the two nodes come into direct contact. This

single copy mechanism offers a simple DTN routing approach for which the delay can be
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very large, especially in scenarios with low mobility or infrequent link formation between
the source and destination. As done in [116], the opportunistic routing is modeled and
analyzed in this section for estimating the worst delay performance when complex
algorithms need to be avoided for the resource-constrained on-body sensors.

Since a source node s delivers a packet to destination d only when Ls,d =land a

packet at node s can be generated at any arbitrary time slot, the delivery delay for a

packet is ELD; 4as developed in Eqn. 7.2. This is true only when the packet generation

rate is low enough so that no more than one packet is generated during a T4 period (see
Figure 7.3). This means that the generated packet can be delivered at the very beginning
of the immediately following T, period without any additional wait.

However, when the packet generation rate is higher so that multiple packets are

generated during a T, period, the packets need to be delivered one per time slot during
the next 7,, period. This backlog clearance adds an additional delay component that
needs to be added in addition to the ELD; ;from Eqn. 7.2. Let B represent the number of

packets generated during the Tog period. With Abeing the packet generation rate at the

source node s, B=A41-T off - After the subsequent T, period starts, these B packets are

flushed one packet per time slot, requiring B time slots. During these B slots,

another B.A packets are generated which are then cleared one per slot.

Combining the backlog clearance delay with the Expected Link Delay (ELD), the

average delivery delay for the packets generated during the 7,4 period can be written

167




B-1
as ELD, + Zi B, Average delay for the packets generated during the 7, period

i=1

B B/l—l.
can be written as 7 T Zl. Therefore, the overall average packet delay for on-body
i=1

opportunistic routing can be expressed as:

B-1 B BA-1
B-(ELD“, +Zi)+3-,1-(5+ Zi)
i=1 i=l

DOPPT= B+B-A )

(7.3)
where Expected Link Delay (ELD) can be computed in Eqn. 7.2, and

’d — - . - .
B=1-T o;f =2-A-ELD s,d - Note that this expression is valid when the system
is stable in the sense that on an average, all packets generated during the 7, and To5

periods are able to be delivered during the T,, period for the link between nodes s and d.
7.3.2 Randomized Routing

In a randomized routing protocol (RAND), if a node with a data packet does not have
a direct connection with the destination, the node forwards the data packet to a neighbor
chosen at random [110],[116]. The packet is subsequently forwarded in the same way;, till
it is received at the destination. Unlike for hot-potato routing [110] in large networks, the
delay performance of RAND can often be better than that of opportunistic routing in
small body area networks only with few nodes. Smaller topologies have lesser number of
end-to-end path combinations, leading to quicker delivery. Also, the network partitioning,
as shown in Figure 6.3, helps reducing the path combinations even further. Packet
looping, which is inherent in a randomized routing protocol, can be avoided by recording

a packet’s traversed path in it incrementally so that a forwarding filtering can be
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implemented. A packet is never forwarded to a node that is recorded in that packet’s
already traversed path.

Definition 3 (Forwarding Probability): In RAND forwarding, a node-i forwards a packet
uniformly randomly to one of its currently connected neighbors. Therefore, at any time

slot n, the probability of node i forwarding a packet to node j is defined as:
Li, j (n)
N
2L,
Jj=1

N
j#i,j#d,if Y L (n)#0and L ,(n)=0

J=1

P’ (n)=

i,]

and P,.,f(n)=0foralljeN,

(7.4)

where N is the number of nodes in the on-body network. Eqn. 7.4 is applicable as long as

N
node i currently has at least one neighbor (i'e' ZL:‘, J (n)=0 and none of those
j=

neighbors is the destination node d (i-e- L,-,d (n) = O) . In case when node i has

destination d as a current neighbor, the packet is forwarded to node d with probability ‘1°.
Also, when node i has no current neighbors, it keeps buffering the
packet (i.e.P,.,{ (n)=1 ), resulting me, (n)=0, for all j #i . Incorporating all these

situations, Eqn. 7.4 can be expanded as:
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L. .(n)
P/ () =——L——and B};(m)=0forall je N, j#i,j+d,
2L ;)
j=1

N
if YL j(m=#0and L; 4(n)=0
=1 (7.5)

Pf,(m =1, PL(m=0,B/,(n)=0 forall je N, j#i,j#dif L 4(n)=1

N
Bfj(n)=1and Bfy(m)=0, forall je N, j#i, if 3 L; ;(m)=0
j=1

Definition 4 (Forwarding Matrix): The forwarding matrix captures the forwarding

probabilities at time slot n across all possible links in the network with N nodes and can

be represented as:

[ 1 2 j N
t: Blm Bhm - B - Blym
2: P P, - P2{j(n) o P y(m)
Am=|i: Pl PLmw - Bl - BLm 06
d: 0 0 - 0 - 0
N: PL) Plat) - P o Py

The Forwarding Matrix A(n) has two notable properties. First, the elements in the d h
row are all zeros since the destination node d never forwards a packet. The elements in

h . . .
the d’ column, however, are either 1 or zero, depending on node d’s instantaneous

connectivity with the other nodes as expressed above in Eqn. 7.5. Second, the summation
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of all elements in a row should be 1. The Forwarding Matrix, which depends on the link

states L,-, j (n) , can be created after the forwarding probabilities are computed using
Eqn. 7.5 based on the observed link states from the collected WBAN topology traces.

. . . th .
Consider a data packet that is generated at node s during the n time slot, and

delivered to node d at the (n+k)th time slot, resulting in a delay of & slots. The value of £

can vary from O to infinity. Let the probability of the above event (i.e. delivering the

packet with a delay of & slots) be represented as the delivery probability P:, d (k ) , which

can be expressed as:

k
Pl () =[Am).A(n+1).... A+ B)], g =| [T At +1) an
i=0 s.d

which is the [s,d] element of the product matrix. Therefore the expected RAND

forwarding delay for a packet that was generated at the nth time slot can be written as:

T T k
Dganp = D k-p§ 4(k)= D k| [ ] 4(n+1) 29
k=0 k=0 Li=0 s,d

where T is the length (in number of slots) of the experimental topology traces obtained in
Section 7.2. Considering sufficiently long on-body topology traces (i.e. large T), the
maximum value of k in Eqn. 7.8 is set to be T instead of infinity.

To clarify the above forwarding concept further, let us explore the following
example. Consider a 4-node (i.e. N= 4) body sensor network with node-1 as the source

and node-3 as the destination. Example forwarding matrixes A(1), 4(2) and A(3), and the
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corresponding network topologies at time slots 1, 2 and 3, obtained from the topology

trace, are given by:

0 05 0 05] 0 0 01
1000 O 0010 )
AD=10 0 0 o D=1 g 0 0 ’
L001o_ (3) _0.50.500_ (3)
0 0 1 0]
0010 O
4®=s 0 0 0
001 0o/(@—)

Matrix products [A(1)- A(2)] and [A(1)- A(2)- A(3)] are:

025 025 05 0 00050
0 0 1 00 1 0

A()-A2)]= d [A(1)- A(2)- A(3)] =
[AD-420=| o o | AD-AQ)-ABN=| o o o]
0 0 00 00 0 O

Using the above matrixes, the delay probabilities can be computed

as: 911,3 0)=0, p12,3 (1)=0.5 and p13, 3(2) =0.5 using Eqn. 7.7. According to A(1),

at time slot 1, node-1 has two neighbors (2 and 4), node-2 has one neighbor (node-1) and

node-4 has a direct connection with the destination node-3. Assume that a packet is

generated at source (node-1) at time slot 1. Since node-1 has no direct connection with d

(ie. Pl,f3 = 0), the packet will be randomly forwarded to either node 2 or 4 with

probability 0.5 each, but the probability of delivering it to the destination node-3 is zero

in the current slot-1 (out of all possible infinite number of slots in future). This is

captured by p11,3 (0) =0 which is the [1,3] element of matrix A(1).
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At time slot 2, the packet will be forwarded to 3 through 2 with probability 1, that is
if 2 has already received the packet in slot 1. Otherwise (i.e. the packet was forwarded to
node 4 in slot 1), the packet will be forwarded to node-1 or node-2 by node-4 at slot 2.

Therefore, the probability of delivering the packet to the destination node-3 in slot-2 (out

of all possible slots) is 0.5. This is captured by p11,3 (1) =0.5 from the [1,3] element of

the product matrix [A(1)- A(2)].

Since Pl’f3 =P 2{3 =P, 4{3 =1 in A(3), the packet is guaranteed to be delivered to

node-3 in slot-3. Since the probability of delivery in slot-1 was zero, and in slot-2 was
0.5, and the delivery is guaranteed in slot-3 (i.e. if it was not delivered in slot-2), the
probability of delivering the packet in slot-3 (out of all possible slots) is 0.5. In other

words, the probability of delivery with a delay of 2 slots (i.e. k=2) is 0.5. This is also

captured as p,l,3(2)=0.5 from the [1,3] element of the product

matrix [4(1)- 4(2)- A(3)] . Using p13(0)=0, p{3(1)=0.5 and p{3(2)=0.5, the
expected delay for random forwarding for this example WBAN topology trace is

0x0+1x0.5+2x0.5=1.5time slots.

7.3.3 Utility-based Routing using Link Locality

In randomized routing, a node does not consider the locality of its connectivity with
other network nodes wile forwarding a packet. In utility-based routing protocols
[74],[110],[116],[108],[109] nodes prefer to forward packets to destination through the
neighbor with the latest encounter with the destination, thus leveraging the link locality in

the form of its age. Each node is assigned a utility value based on the last encounter time
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with the destination, and a packet is forwarded to a neighbor with the highest utility
value. Utility represents how useful (fast) this node might be in delivering a data packet

to the destination, and is often implemented using a timer.

Let the utility function U i) (n) represent the utility value of node i with respect to

node j at the n  time slot. Every time node i comes in contact with node j, the quantity
U ij (n) is set to a maximum utility value and then for every time slot the node remains

out of contact from the destination, the quantity U i (n) is decreased based on a

pre-set utility reduction method [116],[109] as a function of elapsed time. The update rule
for U ij () can be written as:

Umnax > if L; j(n+])=1

U; j(n+1)= .
Uy (=1, if L ;(n+])=0

(1.9)

where U,y is the maximum utility value to the destination each node can has. These
utility values are exchanged between neighbors within the periodic Hello messages.

With the above definition of utility, at the nth time slot node-i will forward a packet
(destined to node-d) to node-j only if
U,-,d (n)< Uj,d (n) ande’d(n) 2Uy 4(n),Vk ey;(n), wherey; (n) is the set of

all neighbors of node-i during the nth time slot.

Note that the above forwarding logic assumes that each on-body node is guaranteed
to intermittently come within up to 2-hop contact from the destination node. In other

words, a source node is intermittently able to see other nodes that intermittently come in
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direct contact with the destination node. In our experimental topology this assumption
was always found true [121]. In fact for a WBAN topology, it is generally true that
depending on the specific postural patterns, all nodes intermittently form direct links with
all other nodes in the network. This observation makes the assumption generally
applicable for WBANs which usually have a small network diameter [116],[109].

The packet routing delay in utility-based forwarding (UTILITY) can be computed

using the same logic as in random forwarding (RAND) except that the forwarding
probabilities P, (1) in Eqn. 7.5 need to be reformulated for UTILITY. The forwarding
probability in this case can be expressed as:

I-},j;(n) =1and Pl-’fj(n) =0,Vj#ieNif Ui,d (n)2 Uj,d (n),Vjey;(n)

P/ .(my=1and B/ (n)=0if U, ;m<U, ;) and U, ,(m)2U, 4 (n),
Vkey;(n)andVr+ je N
P (n)y=1and B/ (n)=0,Vj #d e N if d e y;(n)

(7.10)

where N represents the set of all on-body nodes and where¥/; (n) is the set of all

neighbors of node-i during the nth time slot. The top line of Eqn. 7.10 represents a

situation in which either node-i does not have any neighbor during the n time slot, or its

own utility to the destination node-d is higher than those of all its current neighbors.
Either way, the node buffers the packet with probability 1. The middle line of the
equation codes the utility-based forwarding rule as stated after Eqn. 7.10. The bottom line
represents the situation in which the destination node-d is a direct neighbor of node-i,

causing a direct delivery.
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Once the forwarding probabilities are computed applying Eqn. 7.10 on the on-body

topology traces collected in Section 7.2, the forwarding matrix A(n) and the delivery

probabilities ,0:’ d (k) are computed using the same rules presented in Eqns. 7.6 and

7.7. Finally, the delivery delay is computed using Eqn. 7.8 as

T [k
Dyriiry = D k| [ A(n+1)

k=0 Li=0 s,d

7.3.4 Probabilistic Routing with Postural Link Cost (PRPLC)

Routing using PRPLC utilizes a Postural Link Cost (PLC) [120] which captures
WBAN link localities in multiple time scales. PRPLC routing protocol is discussed in
Chapter 6 and Section 6.4.2. We redefine this protocol in this chapter to construct the
overall analytical model of this protocol. For on-body packet forwarding, the PLC is used
exactly the same way as for the UTILITY routing; that is by replacing the utility values
by the PLCs. The routing mechanism of this routing protocol is summarized in the
pseudo-code presented in Figure 6.6. With posture and activity changes of a human
subject, the PLC link costs are automatically adjusted such that the packets are forwarded

to next-hops which are most likely to provide an end-to-end path with minimum

intermediate buffering/storage delays. PLC is defined as B, ;(n) , (0<4 ,(n)<]),

which is similar to the Link Likelihood Factor (LLF) that is defined in Section 6.4.2. It

represents the probability of finding L,- (n)=1. The update equations for PLC are
oJ

formulated as in Eqn. 6.1 [121],[120],[122]:
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'Bi,j(n)=ﬂi,j(n)+(l_ﬂi,j(n—1))'0) if link Li,j (n)=1
ﬂi,j(”)= ﬂ,-’j (n-)ow if link L; ; (n)=0 (7.11)

According to Eqn. 7.11, when the link is connected, the Postural Link Cost (PLC)

ﬂi, j (m) increases at a rate determined by the constant (0 < @ <1), and the difference
between the current value of ,3,-’ j (n) and its maximum value, which is 1. As a result, if
the link remains connected for a long time, the quantity /; j(”) asymptotically reaches
its maximum value of 1. When the link is disconnected, ,3,-’ j(”) asymptotically reaches
zero with a rate determined by the constant @ . To summarize, for a given @, ﬂi, j(n)

responds to the instantaneous connectivity condition of the link Li J -

With time invariant @, the PLC update rules in Eqn. 7.11 captures the locality in
short-term link connectivity in a manner conceptually similar to the age-based utility
formulation, as developed in [109],[116]. It is, however, not the same because in the
designs in [109],[116], the routing utility of a link is increased incrementally when the
link is formed, and is reduced to zero as soon as the link is disconnected. This
formulation of utility misses out the fact that even after disconnection, the formation
probability of that link may be higher than a currently-connected link. In other words,
those definitions of utility fairly differentiate across currently connected links, but not
across the currently non-connected links. In the formulation of PLC in Eqn. 7.11,
motivated by the logic used in PROPHET [74], we track the short-term locality even

when a link is not physically connected. This extended persistency in PLC is expected to
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improve performance over the existing age-based utility definitions as used in
[109],[116].

The next design step is to dimension the parameter @ for capturing link localities at
a longer time scale. From Eqn. 7.11, the rate of change of the PLC per time slot can be

written as:

§B, ;(M)=(1-B, ;(n-D)w if link L; ; (n)=1

(7.12)
§(ﬂi,j(n))=—ﬂ,',j(n"1)'(1—0)) if link L; ; (n)=0

Eqn. 7.12 indicates that for a high @ (e.g. 0.9), f; j (n) increases fast when the
link is connected, and decreases slowly when the link is not connected. Conversely, for a
loww (e.g. 0.1), ﬂ, j (n) increases slowly when the link is connected, and decreases
fast when the link is not connected. Ideally, it is desirable that for a historically good link
(i.e. connected frequently on a longer time-scale), ﬂi, j (n) should increase fast and

decrease slowly, and for a historically bad link, it should increase slowly and decrease
fast. This implies that the parameter @ needs to capture the long-term history of the link;

hence it should be link specific and time varying. Based on this observation, we redefine
the Historical Connectivity Quality (HCQ) of an on-body link Li ,j attimeslot n as:
n
@; j (n)= Z Li,j (") /Tindow (7.13)
r=n—Tyindow
The constant T,;,4,, represents a measurement window (in number of slots) over

which the connectivity quality is averaged. The factor
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w; j (n), (0= ;. j (n) £1) indicates the historical link quality as a fraction of time the

link was connected during the last T,;,40w slots. The parameter T,;n470w Sshould be
chosen based on the human postural mobility time constants. Experimentally, we found
the optimal T'y;,40w values that work well for a large number of subject individuals and

range of postures to be in between 7 sec. and 14 sec.

1 -4 ) ON
= y Li,j(n)
3 0.8 NG
o 06 - HCQ -
g 0.6 3
T 0.4 -

0.2 -
0 1 *0-0-¢-0-- A \ OFF
0 10 20 30 40 50

Time Slot

Figure 7.4: Evolution of multi-scale locality in terms of PLC and HCQ

Figure 7.4 shows the evolution of PLC ﬁ,-, j () and HCQ @; ; (n) with time. The

top graph shows an example link activity (indicated by L,-j (n)) with the first half

indicating a steadily connected link with a single time slot (1.4 sec.) of disconnection at
time slot 10, and the second half indicates a steadily disconnected link with single slot of

connection at the 41  slot. The top graph also shows the evolution of
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w; j (n) according to Eqn. 7.13 with a T,;,40w set to 7 time slots. The bottom graph

shows the evolution of ﬂ,-’ j (n) with constant @ (i.e. 0.9 and 0.1) and link-specific

time varying @; ;(7) from Eqn. 7.13, indicating the historical link quality. When the

link is steadily well connected (during the first half), a high constant @ (i.e. 0.9)

responds well to a momentary disconnection by decreasing ﬂ,-’ j (n) slowly, but

recovering quickly when the link becomes reconnected. A low constant @ (i.e. 0.1)
responds poorly in this situation by doing just the opposite - that is a fast decrease and
slow recovery.

Similarly, when the link is steadily disconnected (during the second half), a low

constant @ (i.e. 0.1) responds relatively better than a high constant @ (i.e. 0.9) by

increasing ,3,-’ j(”) slowly for a momentary connection, and decreasing

ﬂ,-’ j (n) quickly after the link becomes disconnected. The lines for two constant @

values clearly show that a single constant value for @ is not able to handle both

good-link and bad-link situations equally effectively.
As hypothesized, the link-specific and time-varying ﬁ,-, j (n), on the other hand, is

able to handle both situations well by mimicking the behavior of @ = 0.9 during the
historically good-link situation, and that of w =0.1 during the historically bad-link
situation. These results clearly demonstrate the effectiveness of the HCQ and PLC
concepts for designing routing utilities that can capture both short and long term localities

of the on-body link dynamics. With this multi-scale approach, the proposed mechanism
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should be able to outperform both age-based (UTILITY) [109],[116] and probabilistic

[74] routing protocols that use only short term locality information.

UTILITY
oy Routing Decision
— U

Link Status

l COH:;I;?& tion Routing Decision
! Model PLC
Short-term
locality

Capturing short- and long-term localities

Figure 7.5: Capturing link connectivity locality in PRPLC and UTILITY age-based
routing.

Note that unlike the entities in Figure 6.2 and Figure 6.3 in Chapter 6, the PLC and
HCQ in Figure 7.4 show the link connectivity localities which depends on the short and
long term history of the link. The localities captures in Eqns. 7.11 and 7.13 are
responsible for this memory-based behavior in Figure 7.4 in contrast to the instantaneous
link behavior in Figure 6.2 and Figure 6.3. Figure 7.5 summarizes the structural
difference between PRPLC [122] and the UTILITY [109],[116] age-based protocol from

the link locality capture standpoint. As shown in the figure, while UTILITY extracts only
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short term locality from the link on-off dynamics, PRPLC extracts an additional long
term locality by observing the Historical Connectivity Quality (HCQ) as presented in
Eqgn. 7.13.

The forwarding rule in PRPLC is identical to what stated for UTILITY-based

forwarding in Section 7.3.3 with the utility function U,', Jj (n) replaced by the postural

link cost ﬂ,-, j (n). Consequently, the forwarding probabilities P,,j; (n), the forwarding

matrix A(n), and the delivery probabilities p;',d (k) can be computed using Eqns. 7.6,

7.7 and 7.10 respectively, and finally, the end-to-end packet delay can be computed using

T [k
Eqn.7.8as DPRPLC = Dk [Am+i)

k=0 i=0 S,d

7.3.5 Distance Vector Routing with Postural Link Costs (DVRPLC)

In DVRPLC, nodes maintain end-to-end cumulative path cost estimates to a common

sink node, as defined in Chapter 6 and Section 6.4.4. Where the Link Cost Factor (LCF)
is defined as C,-, j (’1), 0< C,-, j (n) < Cmax which represents the routing cost for the

link L,-, j (between nodes i and j) during the discrete time slot n. The update equations

for LCF are formulated as [121],[120],[122]:

C;, j(m=C; ;(n=1)-(-a, ;(n)) if link L; j (ny =1

. (7.14)
C; j(m=C; ;(n=D)+(Cruax—C; ;(n-D)-(-a, ;(n)) ilink L; ; =0
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When the link is connected, C,;(n) decreases at a rate determined

by (1——&)‘.’ ; (n)) , where @, ; (n) ,(0< ; ; (n)<1) is the Historical Connectivity
Quality, as defined in Eqn. 7.13. If the link remains connected for a long time, the

quantity C, ;(n) asymptotically reaches its minimum value 0. When the link remains
disconnected, C; ;(n) increases at a rate determined by the quantity (1— @, ;(n)), and

the difference between the current cost C,;(n) and its maximum value 1. This

formulation ensures that a link’s routing cost always reflects the likelihood of the
existence of the link while capturing its historical connectivity trends. Note that the time
evolution of LCF in DVRPLC follows a rationale that is very similar to that of PLC in
PRPLC. The main difference is that while the LCF reduces for connected links, the PLC
increases in such situations. Similar difference exists when a link remains disconnected.
To summarize, like in PRPLC,.the cost in DVRPC captures both short and long term link

localities for minimum delay packet routing.

Let Via (n) be the minimum end-to-end cumulative cost from node-i to the sink

node-d. According to distance vector routing logic, when a node i needs to forward a

packet to the sink node d, and it meets a node j, the packet is forwarded to node j only if

the condition 7 4 (n)<y id (n) is found true. In other words, a lower path cost through

node j indicates that the latter is more likely to forward the packet to node d than what
node i’s chances are. That justifies the packet transfer from node i to j with a goal of
minimizing the end-to-end packet routing delay. The forwarding mechanism of this

protocol is summarized in the pseudo-code presented in Figure 6.7.
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Note that the DVRPLC protocol attempts to minimize end-to-end cumulative routing
costs. The objective is that due to this end-to-end cost minimization, DVRPLC should be
able to outperform (from a delay standpoint) PRPLC which always interprets its PLC
only at the link level and not in an end-to-end cumulative manner.

To execute DVRPLC, each on-body sensor node-i uses the periodic Hello

mechanism, in order to gradually develop the C; ;(n) values with all other nodes in the
network. It also iteratively updates the quantity 7;,(7) using the computed C, ;(n)
values with respect to all its neighbors. The node then uses the Hello mechanism to send

the quantity ¥; 4 (n) , its end-to-end cumulative path cost to the common destination

node-d (e.g. node 6 in Figure 7.1), to all other nodes that are currently connected to

node-i. This way, each node gets updated about the path costs of all of its direct

neighbors’ to the common destination node-d. The update equation for }; 4 (n):
Voo )=minly, , (), 7,,(m)+C, () (1.15)
where node-k has the minimum } 4 (n) among all the current neighbors of node-i.

Because of its end-to-end nature, the forwarding rule in DVRPLC is based on the

end-to-end cost }; 4 (n) as opposed to based on local parameters U ij () or ﬂ,-’ j (n) as

used in UTILITY and PRPLC both of which do not rely on end-to-end cost. The distance
vector forwarding rule for a packet from node-i to destination node-d can be formalized

as follows. If node-i is a direct neighbor of node-d, forward the packet. Otherwise find

node-k such that node-k has the minimum ) 4 (n) among all the current neighbors of
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node-i. Then forward the packet to node-k only if 7} 4 (n) < Vid (n) ; otherwise,

continue buffering the node as node-i. With this forwarding rule, the forwarding

probabilities RJ; (n) canbe expressed as:

P (n)=1and P/ ;(n)=0,vj #i,d eNIf L 4(n)=1
PJ.(my=1and B (n)=0,Yj =ik e Nif L, ;(n)#1and

Yk.d (n)< Yia (n) and}'k’d(n) < yr’d,Vr ey;(n),r#id,keN (7.16)
}:;_{::(n)=1and %.(,,):o, Vi#d,ieNif L ;(n)#1and

7k,d(”) 2 7i,d(") andyk’d(n) < yr,d,Vr ey;i(n),r#id,ke N

where N represents the set of all on-body nodes and where ¥/ (n) is the set of all

neighbors of node-i during the nth time slot. The forwarding matrix 4(n), and the delivery

probabilities p:, 4 (k) can be computed using Eqns. 7.6 and 7.7 respectively, and finally,

the end-to-end packet delay can be computed wusing Eqn. 7.8 as

k=0 Li=0

T [ &
DDVRPLC=Zk‘|:HA(n+i):| .
s, d

7.4 Routing Delay Benchmark

In order to determine the best case end-to-end delay performance, an offline route
search algorithm, Backward Search for Delay Benchmark Routing (BSDBR) has been
used, which is same delay benchmark routing used in Chapter 6. As long as the entire
topological sequences for a dynamically partitioned network are known a priori, the
BSDBR algorithm is able to compute the most delay optimal end-to-end path for each

packet depending on its source, destination, time of origin, and the complete topological
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sequence information. BSDBR is designed to be an offline centralized search algorithm,

to be executed in the presence of entire time series topology information.
Let ¢° be the time instant at which a packet is generated at node-i and routed towards
destination node-d. Given a known topology sequence, the objective is to find the earliest

time instant after £ at which the packet can be delivered to the destination. Let ¢’ be the
earliest time instant (tl > to) at which destination node-d comes in contact with any other
node-j (j €N, j # d ). The minimum possible delivery delay for the packet originated at
time £° can be written as (tl - to). This minimum delay is possible only if the necessary
network links are formed across the network during the time interval [to to tl] so that the

packet could be forwarded multi-hop all the way from the origin node-i to node-j before

time ¢'. The objective of BSDBR search process is to scan the network topology sequence

in order to find if such link formations are there so that (tl - to) can represent the

minimum packet delivery delay.
If the search process concludes that the packet cannot be delivered by time ¢/, then

the next feasible time instant 7 is identified and a similar search is conducted to

determine if (t] - to) can be the minimum delivery delay. The quantity £ is the earliest
time instant after ¢’ (12 > tl) at which destination node-d comes in contact with any other

node-j (jeN,j#d). This BSDBR search process is iteratively continued till a valid
minimum delivery delay (tr- to) is found. The time instant ¢’ corresponds to the earliest

contact time so that the necessary network links are formed across the network during
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the time interval [to to tr] so that the packet can be forwarded multi-hop all the way from

the origin node-i to destination node-j by the time {.

Note that the expected value of the packet delay lower bound could have been
computed using the Linear Programming formulation as adopted in the full
knowledge-based approach in [113]. Instead, we have chosen to implement BSDBR since
it allows us to determine the minimum packetv delay for each individual packet as
opposed to their average in a statistical sense, as we discussed in Chapter 6. Also, the
formulation in [113] is more complex than BSDBR since it incorporates the effects of

message queuing which is not studied in our implementation.

7.5 Performance Evaluation

The same seven-sensor laboratory prototype network, as shown in Figure 7.1, was
used for the on-body experimental evaluation of all the analyzed routing protocols.
Packets originated from all sensors were routed to the common destination node-6,
attached on the right ankle. Unless stated otherwise, results correspond to packets
originated from node-3, representing the longest hop (i.e. also worst case) packet routing
scenario in most of the body postures. Results are also presented from off-body
simulation experiments, carried out on network topology traces collected during the
actual on-body experiments so that the simulation results can be compared with the
experimental data for the exact same topology traces. Those traces are also used to create
the forwarding matrix in Eqn. 7.6 for computing the analytical packet delay numbers for
all the analyzed routing protocols.

In order to avoid the CSMA MAC collisions inherent to Mic2Dot’s TinyOS

networking stack, we have implemented a higher layer polling access strategy managed
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by one on-body node similar to the polling mechanism that is described in Section 6.5.1.
This polling node polls the other six sensor nodes in a round-robin fashion, so that a
regular node forwards packets (both data and Hello) only when it is polled by the polling
node and given access to the channel. A polling time frame of 1.4 sec. is used which is
divided into 7 time slots, one for each of the seven on-body nodes. Note that the polling
node itself also needs to send Hello packets etc. for link cost formulation as described in
Section 6.3. Although the data packets and the Hello messages from the nodes are
transmitted at software power adjusted transmission range of 0.3m-0.6m, the polling
packets are transmitted by the polling node at full power so that all on-body nodes
receive such packets. If a node misses a polling packet in a frame due to channel error, it
misses transmission opportunity only in that frame.
7.5.1 Performance Metrics

The primary performance index is the end-to-end Packet Delay (PD), which is
modeled in this chapter and is attempted to be explicitly minimized by the UTILITY,
PRPLC and DVRPLC protocols as presented in Sections 7.3.3, 7.3.4 and 7.3.5. Unlike in
conventional un-partitioned networks, the PD in partitioned on-body networks depends
mainly on the storage delay at the intermediate nodes. Two secondary metrics, namely,
Packet Hop Count (PHC), and Packet Delivery Ratio (PDR) are also recorded for a more
complete understanding. The index PHC captures the number of transmissions per packet
forwarding, indicating the energy expenditure; it does not indicate the packet delay since
the PD in this context depends more on the buffering/storage than the hop-count.
7.5.2 Traffic Generation and Data Collection

A chosen source node is programmed to generate data packets at the rate of 1 packet

every 4 discrete time slots (each slot is 1.4 sec), with a packet size of 46 bytes. As in
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Chapter 6, all on-body network nodes are slot-level time-synchronized by the sink node
(i.e. node-6 in Figure 7.1) using periodic synchronization packet broadcast at a high
transmission power [120]. By stamping a packet with the transmission time slot-id by the
source node and subtracting it from the reception time slot-id at the sink node, it is
possible to compute the single-trip packet delay (PD) at the sink node. On its way to the
sink node, a data packet collects the entire route information in the form of a list of the
intermediate node-IDs. This allows the extraction and analysis of route information

including the PHC values.
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Figure 7.6: On-body packet delivery delay for different DTN routing protocols

7.5.3 Packet Delay (PD)

End-to-end packet delivery delays for a packet from the source node-3 on left upper
arm to the sink node-6 on right ankle for all routing protocols analyzed in Section 7.3 are
reported in Figure 7.6. For each of these protocols, a separate experiment was run for
1320 sec. (i.e. 22 minutes), sending 230 packets, and spanning 6 different body postures
and activities (SIT, SIT-RECLINING, LYING-DOWN, STAND, WALK and RUN),

each lasting for 20 sec. Figure 7.6 reports the average of packet delay computed from the
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analytical model, on-body experiment, and off-body simulation using network topology
traces collected during the on-body experiments. The figure also shows the delay
lower-bound obtained by applying the BSDBR benchmark algorithm (presented in
Section 7.4) on the topology traced collected from on-body experiments.

The following observations are be made in Figure 7.6. First, the experimental,
simulation, and model-generated analytical results closely matched across all protocols.
Second, as a general trend the delay performance improves with the amount of
knowledge leveraged on topological locality. Both PRPLC and DVRPLC achieve
significantly better delay compared to the other protocols and very close to BSDBR

benchmark delay, because they are able to capture multi-scale topological localities in

human postural movements using the cost parameters g, ;(n) andC, ; (n) , as explained in

Sections 7.3.4 and 7.3.5. The age-based approach UTILITY uses only the short-term
locality, which explains its larger delay compared to PRPLC and DVRPLC, but smaller
delay than OPPT and RAND, both of which do not leverage any topological locality
information and responds based solely on instantaneous link conditions. Randomized
forwarding provides slightly better delay since in a typically small WBAN, there are only
few possible end-to-end path combinations, leading to quicker delivery than the
opportunistic mode in which a delivery is possible only when the source directly meets
the destination.

7.5.4 Packet Hop Count (PHC)

Figure 7.7 shows the average PHC which serves as an indirect measure for
communication energy expenditure (i.e. for transmission and reception) for the on-body

sensors. The large number for RAND explains the impacts of random forwarding
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compared to all other protocols. The protocols DVRPLC and BSDBR take slightly longer
routes compared to the other protocols, although those two offer better packet delays.
This means that they route packets through better quality links, leading to smaller delays,
even though it requires more number of end-to-end hops. Since with the opportunistic
routing (OPPT) packets are delivered only when a source comes in direct contact of the

destination, all packets are delivered with PHC 1.
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Figure 7.7: Average Packet Hop Count

7.5.5 Packet Delivery Ratio

Since no link layer packet retransmissions are deployed, the system is not able to
recover from the packet drops observed due to the following reason. Due to postural
mobility, there are transient blackout periods during which a neighbor may appear to be
connected in a node’s neighbor table, when in fact it is no longer connected. These
blackout periods are created during a node’s neighbor time-out period, which was chosen
to be two polling frames or 2.8 sec, as reported in Section 6.3.2. Packet transmissions

during such blackout periods end up in packet drops since no link layer reliability is used.
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All five evaluated protocols suffer from such packet losses, which are captured in the

Packet Delivery Ratio (PDR) as reported below.
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Figure 7.8: Packet drops observed for different protocols

In Figure 7.8, the poor PDR for the OPPT protocol is caused due to a very unreliable
link between the source and the destination nodes (i.e. nodes 3 and 6 in Figure 7.1) which
are physically situated at two extremes of the subject’s body. Since the OPPT protocol
relies on direct source-destination contact for packet delivery, the source-destination link
quality affects this protocol most. For RAND, since the hop count is large (see Figure
7.7), it is more likely for a packet to encounter the transient blackout period during its
end-to-end trajectory, thus leading to higher drops and low PDs. Lower hop-counts (see
Figure 7.7) for the locality-based protocols, namely, UTILITY, PRPML, and DVRPLC,

suffers from fewer drops due to the relatively lower occurrences of the transient

blackouts. Note that the concept of such drops does not apply for the Benchmark case,

and that is why there is no entry for BSDBR in Figure 7.8.
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7.5.6 Routing Packets from and to Different Body Segments

Delivery delay computed using the developed model and from on-body experiment
for packets from different body segments to the sink node placed on the right ankle (i.e.
node 6 in Figure 7.1) are shown in Figure 7.9. As shown in the figure, the experimental
and model-generated analytical results closely match across all protocols. Observe that as
the physical distance between a source and the destination increases, the average packet
delivery delays for all the protocols increase. Relatively though, all the experimented
routing protocols maintain the same trend for the packet delay as observed in Section
7.5.3. The average packet hop-counts from source nodes 5, 1, and 3 were experimentally

logged in the range of 1.25, 1.5, and 2.3 respectively.
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Figure 7.9: Delivery delay for packets from thigh, waist and arm to right ankle
Delivery delay for packets from the upper left arm (i.e. node 3) to different body
segments are shown in Figure 7.10. It should be noted that although the absolute delay
values are different, the overall trend in packet delay follows the same pattern for all the

sink nodes that we have experimented with.
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Figure 7.10: Delivery delay for packets to arm, thigh and ankle from the upper left arm

(i.e. node 3 in Figure 7.1)

7.5.7 Impacts of Postural Stability

For all the experiments so far, each individual physical posture was made to last for

20 sec. In order to study the impacts of variable postural stability on the routing

performance, the subject was instructed to repeat the same sequence of postures as in

Section 6.3, but with different posture durations ranging from 10 sec. to 40 sec.
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Figure 7.11: Impacts of posture duration on packet delay
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Figure 7.11 shows the impacts of posture duration on average packet delay for all
five protocols. Due to its significantly higher values, the packet delays for the OPPT
protocol are plotted as a separate axis in Figure 7.11. Observe that the packet delays for
all the protocols generally increase with higher posture durations. This is because longer
posture duration implies that a connected link remains connected for longer duration and
also a disconnected link remains disconnected longer. As a result, a packet that is
buffered in a node due to network partitioning remains buffered for longer duration,
leading to higher end-to-end delay. In a relative sense, all the experimented protocols
maintain the same performance trend for packet delay as observed in Section 7.5.3,

Figure 7.6.

Figure 7.12: Experiments with different sensor placements
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Figure 7.13: On-body packet delay for: (a) sensor placement P1, and (b) sensor placement P2.
7.5.8 Impacts of Sensor Placements

Additional on-body sensor placements, as shown in Figure 7.12, were experimented
with for evaluating the validity of the routing results obtained so far from the sensor
placement shown in Figure 7.1. Different source and sink nodes are used in the two
placement settings P1 and P2 in Figure 7.12. The inter-posture sequence, described in
Section 6.3.2, was followed by a subject and the corresponding packet delay results are
presented in Figure 7.13 for the placement settings P1 and P2 in Figure 7.12. Generally,
the relative performance trends across all the experimented protocols as observed for the

original sensor placement (in Figure 7.6) remain valid for the new sensor placements P1
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and P2 in Figure 7.12. The delay for placement P1 is larger due to the longer

source-to-destination distance compared to that in P2.

7.6 Evaluation of Node Criticality

The objective of this section is to evaluate the topological criticality of the individual
WBAN sensor nodes. Once identified, such criticality information can be used for
selectively reducing the on-body sensor-count without substantially sacrificing the packet
delivery delay. The mechanism for such analysis is to first remove all links attached to a
given sensor S from the collected topology trace (see Section 7.2), and then run off-line
routing simulation experiments to evaluate the new delay on this reduced network.
Comparison between the delays from the original trace and this reduced trace would
indicate the topological criticality of the target node S from a routing standpoint.

The above mechanism is applied to the 7-node WBAN with node-3 as the source and
node-6 as the destination as shown in Figure 7.1. Figure 7.14 shows the resulting
end-to-end packet delay characteristics when a specific node (chosen from the set 1, 2, 4,
5, and 7) is selectively removed from the network under different routing protocols.
Figure 7.14:a shows the new delay after a node is removed, and Figure 7.14:b shows the
difference between the new delay and delay obtained from the complete topology without
any node removed. The latter indicates the topological criticality of the removed node
from a routing standpoint. A positive low difference in Figure 7.14:b would indicate that
the removed node is not particularly critical for the corresponding routing protocol.
Conversely, a positive high difference would indicate that the removed node is critical. A
negative difference actually means that the routing performance has improved after the

node is removed. Meaning, the corresponding routing protocol was non-optimally
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choosing the node after removing which the routing protocol actually_ found a better
route, leading to lower delay. Results for all the analyzed protocols except opportunistic
routing (OPPT) are presented in Figure 7.14. Since OPPT relies on direct
source-destination contact for packet delivery, removal of any intermediate node from the

topology does not impact the delivery delay, which is why it is not included.
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Figure 7.14: Node criticality in terms of: (a) Packet delay, and (b) Packet delay difference

Observe in Figure 7.14:b that removing a node from the network creates different

amount of delay difference depending on the specific routing protocol. Note that for the
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age-based UTILITY -based routing the delay difference is negative, although small, when
any of the nodes 1 or 2 is removed. This indicates that UTILITY was non-optimally
choosing those two nodes and by removing any of them is forcing the protocol to choose
a better route, resulting in negative difference. This inaccuracy is introduced by the
short-term-only connectivity locality in the protocol. On the other hand, by leveraging
both short and long term connectivity locality, as introduced in Sections 7.3.4 and 7.3.5,
the protocols PRPLC and DVRPLC completely eliminates the negative differences,
meaning they always choose an optimal route through nodes removing which actually
worsens the delay. Similarly, in Figure 7.14:b the BSDBR algorithm with benchmark
delay also demonstrates optimal routes indicated by no negative differences. Finally,
observe that the node dependencies of the RAND is generally more than all other
protocols mainly because with randomized forwarding any node in WBAN can be in a
packet’s path as described in Section 7.3.2.

From the above specific analysis and the results in Figure 7.14:b, the following
conclusions can be made. First, if PRPLC or DVRPLC (these two provides the best
end-to-end delay as shown in Figure 7.6) is deployed, one node from the set 1, 2, and 7
can be easily removed without sacrificing packet delay. Second, generally, nodes 4 and 5
are topologically more critical than all other nodes (in the context of source 3 and
destination 6) primary because of their physical proximity to the destination and physical
placement with respect to possible routes from node-3 to node-6. Note that the analysis in
his section shows what happens if only one node is removed from the topology. In order
to find the impacts of removing multiple nodes, similar analysis is needed by removing

different combinations of the nodes and then by measuring the delay differences. Also,
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removal of a node will be feasible only if the primary purpose of the node is routing and

not sensing.
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Figure 7.15: Two node criticality in terms of: (a) Packet delay, and (b) Packet delay
difference

Figure 7.15 shows the resulting end-to-end packet delay characteristics when two

nodes (chosen from the set 1, 2, 4, 5, and 7) are selectively removed at a time. Figure
7.15:a shows the new delay and Figure 7.15:b shows the difference between the delays
new delay and delay obtained from the complete topology without any two nodes
removed. As in Figure 7.14:b, Figure 7.15:b indicates the topological criticality of the
removed two nodes from a routing standpoint. For example, with PRPLC or DVRPLC
routing in place, removal of any of the node pairs {1, 2}, {1, 4}, {1,7}, {2,4}, {2, 7} ata
time will have insignificant impacts on the routing delay. With a target of topology size

reduction by two nodes, a specific pair can be chosen depending on the sensing criticality
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of the individual nodes from an application perspective. Similar analysis can be
performed with other routing protocols. Also note that similar criticality analysis can be

performed for combination of higher number of nodes.

7.7 Summary and Conclusions

This chapter develops a delay modeling framework for store-and-forward packet
routing in Wireless Body Area Networks (WBAN). Using a prototype WBAN for
experimentally characterizing and capturing on-body topology traces, an analytical delay
modeling technique was developed for evaluating single-copy DTN routing protocols.
End-to-end routing delay for a series of protocols including opportunistic, randomized,
and two other mechanisms that capture multi-scale topological localities in human
postural movements have been evaluated. Performance was evaluated experimentally, via
simulation, and using the developed models. It was shown that via multi-scale modeling
of the spatio-temporal locality of on-body link disconnection patterns, it is possible to
attain better delay performance compared to opportunistic, randomized and utility-based
DTN routing protocols in the literature. Finally, a mechanism for evaluating the
topological importance of individual on-body sensor nodes is developed. It is shown that
such information can be used for selectively reducing the on-body sensor-count without
substantially sacrificing the packet delivery delay. Future work on this topic includes
developing a Kalman Filter-based body movement prediction model for predictive

on-body packet routing with lower delay objectives.
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Chapter 8. Summary and Future Work

8.1 Contributions

In this thesis, a framework for network integrated sensing and energy-aware protocols
to address the resource constraints inherent to Wireless Body Area Networks (WBANSs)
were investigated. Available energy, processing, and form factor constraints of a
body-mounted or -implanted sensor can severely limit its abilities for sensing, and the
power and range of radio transmission for communication purposes. In this thesis we
have investigated sensing, processing, and protocol solutions to address these system
constraints.

Chapter 3 has developed a novel network-integrated sensing modality, namely,
inter-sensor relative proximity, which is inferred from the measured Received Signal
Strength Indicator (RSSI) of the Radio Frequency (RF) signal between each pair of
WBAN sensors. By using this new sensing modality, non activity-intensive postures can
be detected without having to add extra components and the associated energy overheads.
An experimental system was developed for integrating the proximity data with other
traditional modalities, such as, acceleration and orientation. This multi-modal data was
then processed using a stochastic processing framework Hidden Markov Model (HMM)
for accurate posture identification in a subject-independent manner.

Data transaction across on-body sensors can be point-to-point or multi-point-to-point
depending on specific applications. The optimal transmission power required for an
on-body wireless link between two sensors depends on the physical distance of the link
and its instantaneous channel condition. The distance can vary with mobility driven by

human postures, and the channel condition can change due to unpredictable RF
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attenuation caused by a slew of factors including antenna orientation, clothing, and
physical stature of specific subject individuals. An on-body link’s postural position can
be highly dynamic due to the reasons listed above. As a result, static pre-defined
transmission power is not able to provide continuous link connectivity while ensuring
minimum required transmission power consumption. Therefore, a dynamic link power
assignment mechanism for optimal energy management is needed.

In Chapter 4, three different on-body link transmission power assignment
mechanisms, namely, Linear, Binary and Dynamic Postural Position Inference (DPPI),
were proposed. In these approaches, the receiver/control node computes a new desirable
transmission power level for the transmitter node by incrementing or decrementing the
current power level based on the received RSSI values with respect an RSSI threshold
range. No changes are needed when the RSSI falls within the range. This closed-loop
control logic ensures that, for a given postur;ﬂ position, this process eventually achieves a
desirable transmission power level so that the RSSI at the receiver falls within the preset
threshold range.

The proposed transmission power control mechanism was then enhanced in Chapter
5 by modeling human body movement as a stochastic linear system and a quantized
Linear Quadratic Gaussian control with an Integrator (LQGI). The objective was to
develop a model-based power control framework in which RF signal strength was
predicted and regulated at a reference value to enhance the overall energy performance of
an on-body wireless sensor.

Chapter 6 and Chapter 7 of this thesis focused on on-body packet routing in the

presence of topological partitioning caused due to ultra-short wireless range and postural
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body movements. Short transmission range is a common constraint for low-power RF
transceivers designed for embedded applications with limited energy, often supplied by
harvested operations. Such situations are particularly pertinent for implantable body
sensors. Low RF transmission ranges also mean that postural body movements can give
rise to frequent partitioning or disconnection in WBAN topologies, resulting in a body
area Delay Tolerant Network (DTN). Such topological partitioning can often get
aggravated by the unpredictable RF attenuation caused due to signal blockage by clothing
material and body segments. Topological partitioning necessitates store-and-forward
routing protocols with performance goals of low end-to-end packet delay, packet loss,
and transmission energy consumption.

Chapter 6 explored and developed on-body store-and-forward packet routing
algorithms in the presence of network partitioning. The objective was to minimize
end-to-end packet delay by dynamically choosing routes on which the storage/buffering
delays are low. While ensuring low storage delay, the algorithms also attempt to
minimize the end-to-end hop-count so that the transmission energy drainage is
minimized, thus leading to long network operating durations.

Using a prototype WBAN, a topology characterization mechanism has been
developed in Section 6.3 in order to demonstrate the network partitioning caused due to
human postural mobility. Then, an on-body packet routing framework was developed in
Section 6.4 using a stochastic link cost formulation, reflecting the body postural trends.
The performance of the proposed protocols was evaluated experimentally and through

simulation using the prototype WBAN. The performance of the routing protocols were
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then compared with the existing single copy DTN routing protocols, and a specialized
flooding-based benchmark algorithm that provides routing delay lower-bounds.

In Chapter 7, analytical techniques for modeling end-to-end packet delay for the
proposed single copy DTN routing algorithms were developed. DTN routing delay
obtained from the developed model were then compared with results from on-body
experiments from the prototype WBAN and off-body simulation carried out with network
topology traces obtained from the prototype WBAN. Using the model and the topology
trace data, a detailed analysis was then carried out in Section 7.6 for identifying
non-critical links in order to design a minimal WBAN topology from the routing stand
point.

8.2 Future Work

In Chapter 6 and Chapter 7, it was assumed that the sensor nodes have infinite and
continuous source of energy. But in reality, this may not be true for the implanted
sensors. Instead, the energy for the implanted WBAN sensors are likely to come from
harvested energy sources such as piezoelectric, magnetic, and thermo-electric generators
[38-43]. While the  energy-harvesting  sources can vary  widely
[123],[124],[58],[125-127], energy harvesting using vibration of piezoelectric sensors
[38],[40-43],[51],[53-56],[127-136] are particularly relevant for the WBANSs. Since the
piezoelectric energy harvesting depends on movements [38],[42], the amount of energy
harvested at a specific on-body sensor node will depend on the movement pattern of the
body part that the node is attached to. As a result, the specific energy generation profile at

the WBAN nodes does depend on the postural body movement patterns over time.

205




This dynamic energy generation profile provides an additional layer of constraints on
the routing problem that was discussed in Chapter 6. To deal with this new constraint, an
energy-aware [137-147],[75] store-and-forward packet routing protocol is necessary in
the presence of network partitioning and harvested energy [88],[138],[139],[148-156].
The goal will be to minimize end-to-end packet delay, packet loss, and transmission
energy.

The objective is to minimize end-to-end packet delays by dynamically choosing
routes on which the storage/buffering delays are low. While ensuring low storage delay,
the algorithm should also attempt to minimize the variance of the delay across all packets
generated at different nodes, because low-harvested nodes may have tendency of
buffering packets for too long. In addition, the algorithm should also work to:

e Minimize the average per node down time.

¢ Minimize the variance of downtime across all nodes.

e Minimize average packet loss and the variance across all sources.

e Minimize the end-to-end hop-count so that the transmission energy drainage is

minimized, thus leading to long network operating durations.

We will develop energy-aware on-body routing mechanisms for incorporating the

above objectives.
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