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ABSTRACT

PERFORMANCE ANALYSIS AND PRIVACY PROTECTION OF
NETWORK DATA

By
Faraz Ahmed

The goal of this thesis is to address network management research challenges faced by
operational networks - with specific focus on cellular networks, content delivery networks,
and online social networks. Next, I give an overview of my research on network management
of these networks.

Cellular networks utilize existing service quality management systems for detecting perfor-
mance degradation issues inside the network, however, under certain conditions degradation
in End-to-End (E2E) performance may go undetected. These conditions may arise due to
problems in the mobile device hardware, smartphone applications, and content providers.
In this thesis, I present a system for detecting and localizing E2E performance degradation
at cellular service providers across four administrative domains: cellular network, content
providers, device manufacturers, and smartphone applications.

Cellular networks also need systems that can prioritize performance degradation issues
according to the number of customers impacted. Cell tower outages are performance de-
gradation issues that directly impact connectivity of cellular network users. In this thesis,
we design and evaluate a cell tower outage monitoring system that analyzes and estimates
device level impact during cell tower outages.

Content delivery networks (CDNs) maintain multiple transit routes from content distribu-
tion servers to eyeball ISP networks which provide Internet connectivity to end users. Two
major considerations for CDNs are transit prices and performance dynamics of delivering
content to end users. The dynamic nature of transit pricing and performance makes it chal-

lenging to optimize the cost and performance tradeoff. There are thousands of eyeball ISPs



which are reachable via different transit routes and different geographical locations. Each
choice of transit route for a particular eyeball ISP and geographical location has distinct cost
and performance characteristics, which makes the problem of developing a transit routing
strategy challenging. In this thesis, I present a measurement approach to actively collect
client perceived network performance and then use these measurements towards optimal
transit route selection for CDNs.

Online Social Networks (OSNs) often refuse to publish their social network graphs due
to privacy concerns. Differential privacy has been the widely accepted criteria for privacy
preserving data publishing. In this thesis, I present a random matrix approach to OSN graph
publishing, which achieves storage and computational efficiency by reducing dimensions of

adjacency matrices and achieves differential privacy by adding a small amount of noise.



Dedicated to all those who value selflessness, friendship, and sacrifice; patience, tolerance,
kindness, and compassion; perseverance, prudence, and hope; and integrity, honesty,
humility, gratitude, and contentment.
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1 Introduction

Operational networks, such as Cellular Networks, Content Delivery Networks (CDNs), and
Online Social Networks (OSNs) are rapidly changing in terms of network topology, networ-
king infrastructure, and network traffic characteristics. Network operators frequently change
peering agreements, routing policies, networking equipment, etc., to improve their network
performance and end-user Quality of Experience (QoE). In addition, external entities like
content providers, end-user device manufacturers and firmware developers also contribute
to the constantly changing internet landscape. Upgrades in network infrastructure, new
network protocols, new content types, etc., inadvertently creates new network management
challenges for operational networks.

In this thesis, I address network management needs by measuring network performance,
and modeling and analyzing network data for improving network performance. For cellular
networks, I focus on modeling of network performance. I have used statistical and machine le-
arning methods to develop system that solve network management issues involving detection
and localization of network performance degradation. I also present my work on assessing
the customer impact of cell tower outages. For content distribution networks (CDNs), I
focus on developing approaches to actively collect client perceived network performance. I
then use these measurements along with server side logs for modeling and analysis. I present
approaches that solve research problems involving quantification and optimization of CDN
performance. For online social networks, I present my work on developing privacy preserving

approaches for graph data publishing.



1.1 Contributions

This thesis takes an in-depth look at the following research problems.

1.1.1 Performance Degradation Detection and Localization in

Cellular Networks

Cellular network users can experience performance degradation that can occur due to issues
outside the cellular network, it may be due to the user device itself (such as device OS,
application software) or due to the content provider (such as application servers, datacenter
network). When users experience degradation in performance, they call customer care re-
presentatives of the cellular network. When cellular service providers receive such calls, they
have to go through lengthy and labor intensive processes to first verify the issue, and then
solve it. Cellular networks utilize existing service quality management systems for detecting
performance degradation issues inside the network, however, degradation in performance due
to issues outside the network may go undetected. In this work, I build a comprehensive and
holistic system that monitors E2E service performance across four dimensions - user locati-
ons, content providers, device types, and application types [23, 24, 17]. I model the expected
service performance for each combination of service location, content provider, device type,
and application type using training data, then compare ongoing E2E performance measu-
rement with the model and detect performance degradation as it arises, and finally localize
the service degradation using an associate rule mining based approach. The system detected
several performance degradation instances over a period of one week in an operational cellu-
lar network. In 80% of the detected degraded instances, content providers, device types, and
application types were the only factors of performance degradation. The evaluation using
both real network traces and synthetically generated performance degradation shows that

our method is highly effective.



1.1.2 Assessing Impact of Cell Tower Outages in

Cellular Networks

A major network management challenge faced by network operators is to identify service
disruptions such as cell tower outages, in a timely manner and assess impact of service
disruptions on cellular network users. Typically, many service disruptions can occur concur-
rently in a cellular network. Network operators want to prioritize these outages according to
the customer impact. Due to scalability constraints, only spatially and temporally sampled
customer level measurements are collected, which are typically insufficient for cellular net-
work operators to determine the customer impact. I design and evaluate a cell tower outage
monitoring system that analyzes and estimates the device level impact during cell tower
outages [18]. I propose to look at the network activity of Machine-to-Machine devices that
communicate using the same cellular network as human operated devices such as mobile
phones. We first identify a candidate set of devices with highly predictable mobility and
traffic patterns using data collected from a large-scale cellular provider in North America.
We then use these qualified M2M devices to observe the impact of cell tower outages from
end users perspective. We evaluate the system by using cell tower outages in a 2-months time
window and our operational experience reveals that: (i) network quality can be analyzed at
a higher granularity by monitoring M2M device communication; (ii) customer impact during
network outages varies both in space and time; and (iii) customer impact estimates can be
used by cellular network provider to improve network coverage and network resiliency. To
the best of our knowledge, this is the first work that employs M2M devices to assess the

impact of service issues in operational cellular networks at a large scale.

1.1.3 Optimizing Transit Route Selection for CDNs

Two major considerations for CDNs are cost and performance of delivering content to end

users. Pricing and performance of transit providers vary with respect to time and geo-



graphical location. Due to the dynamics of varying performance and pricing on transit
routes, CDNs need to implement a transit route selection strategy to optimize performance
and cost tradeoffs. CDNs have multi-homed servers at IXPs (Internet Exchange Point )
which provide explicit control over content routing via multiple transit routes. There are
thousands of eyeball ISPs which are reachable via different transit routes and different geo-
graphical locations. Each choice of transit route for a particular eyeball ISP and geographical
location has distinct cost and performance characteristics. In this work, I first implement a
client-side performance measurement JavaScript to obtain simultaneous performance measu-
rements across multiple transit routes and then formalize the transit routing problem using
a multi-attribute objective function to simultaneously optimize end-to-end performance and
cost [22, 20]. The measurement methodology allows CDNs to simultaneously capture user
perceived end-to-end performance via multiple transit routes. The optimization methodo-
logy allows CDNs to navigate the cost and performance tradeoff in transit routing. I evaluate
the approach using real-world measurements from CDN servers located at 19 geographically
distributed IXPs. The results show that CDNs can achieve significant cost and performance

benefits using the measurement and optimization approach.

1.1.4 Measurement and Analysis of Adult Traffic

Adult (or pornographic) websites attract a large number of visitors and account for a sub-
stantial fraction of the global Internet traffic. However, little is known about the makeup
and characteristics of online adult traffic. In this work, we present the first large-scale mea-
surement study of online adult traffic using HT'TP logs collected from a major commercial
content delivery network [21]. We analyze several characteristics of online adult traffic inclu-
ding content and traffic composition, device type composition, temporal dynamics, content
popularity, content injection, and user engagement. Our analysis reveals several unique cha-
racteristics of online adult traffic. We also analyze implications of our findings on adult

content delivery. Our findings suggest several content delivery and cache performance op-



timizations for adult traffic, e.g., modifications to website design, content delivery, cache

placement strategies, and cache storage configurations.

1.1.5 Privacy Preserving Social Network Graph Data Publishing

Online Social Networks (OSNs) often refuse to publish their social network graphs due to
privacy concerns. Differential privacy has been the widely accepted criteria for privacy pre-
serving data publishing. In this work, we propose a random matrix approach to OSN graph
publishing, which achieves storage and computational efficiency by reducing dimensions of
adjacency matrices and achieves differential privacy by adding a small amount of noise [19].
The key idea is to first project each row of an adjacency matrix into a low dimensional space
using random projection, and then perturb the projected matrix with random noise, and
finally publish the perturbed and projected matrix. We prove that random projection plus
random perturbation preserve differential privacy, and also that the random noise required
to achieve differential privacy is small. We validate the proposed approach and evaluate
the utility of the published data for three different applications, namely node clustering,
node ranking, and node classification, using publicly available OSN graphs of Facebook,

Live Journal, and Pokec.

1.2 Published Material

The chapters of this dissertation are based in part on the following publications.

e Faraz Ahmed, Zubair Shafiq, Amir Khakpour, and Alex X. Liu. ”Optimizing Internet
Transit Routing for Content Delivery Networks”, IEEE/ACM Transactions on Networ-
king (ToN), 2018.

e Faraz Ahmed, Jeffrey Erman, Zihui Ge, Alex X. Liu, Jia Wang, and He Yan. ”Detecting
and Localizing End-to-End Performance Degradation for Cellular Data Services Based

on TCP Loss Ratio and Round Trip Time”, IEEE/ACM Transactions on Networking



(ToIN), 2017.

Faraz Ahmed, Jeffrey Erman, Zihui Ge, Alex X. Liu, Jia Wang, and He Yan. ”Mo-
nitoring Quality-of-Experience for Operational Cellular Networks Using Machine-to-
Machine Traffic”, IEEE INFOCOM, 2017

Faraz Ahmed, Zubair Shafiq, Amir Khakpour, and Alex X. Liu. ”Optimizing Internet
Transit Routing for Content Delivery Networks”, IEEE ICNP, 2016.

Faraz Ahmed, Jeffrey Erman, Zihui Ge, Alex X. Liu, Jia Wang, and He Yan. ” Detecting
and Localizing End-to-End Performance Degradation for Cellular Data Services”, IEEE
INFOCOM 2016.

Faraz Ahmed, Alex X. Liu, and Rong Jin. ”Social Graph Publishing with Privacy
Guarantees”, IEEE ICDCS 2016.

Faraz Ahmed, M. Zubair Shafiq, and Alex X. Liu. ”"The Internet is for Porn: Measure-
ment and Analysis of Online Adult Traffic”, IEEE ICDCS 2016.

Faraz Ahmed, Jeffrey Erman, Zihui Ge, Alex X. Liu, Jia Wang, and He Yan. ”Detecting
and Localizing End-to-End Performance Degradation for Cellular Data Services”, IEEE
SIGMETRICS [Extended Abstract] 2015.



2 Performance Degradation

Detection and Localization in Cellular

Networks

2.1 Introduction

2.1.1 Background and Motivation

Internet access through cellular data services has become an essential part of people’s ever-
yday life such as emailing, web browsing, video streaming, and online shopping. Nowadays
cellular network customers using data services expect seamless service with high applica-
tion performance, i.e., the end-to-end (E2E) performance. To best serve their customers
it is critical for cellular service providers to provide high E2E performance and maintain
their competitive edge. In the context of cellular data services, E2E performance means
the performance that customers experience for a specific location, content provider, device
type, and application type. A user location means the Radio Network Controller (RNC)
that the user’s device connects to. A content provider means the Internet domain that
is serving the user. A device type means a specific brand and model of the user’s device,
such as Apple iPhone 5. An application type means the categorical type of the application
that the user is running on their cellular device, such as emailing or Web browsing. Prior

work has shown that E2E performance in cellular networks varies across the above menti-



oned attributes [27],[72]. Along with the cellular network’s performance, the hardware and
software performance of different device types and applications also largely define the E2E
performance over the cellular network. A group of users may experience bad service due to
problems in their device firmware, applications and/or due to problems at the network side.
For example, degradation in performance can be due to issues such as limited processing po-
wer of smartphones devices in combination with device operating systems and applications
running on them [73]. Thus, the inherently complex nature of cellular data services creates
challenges for cellular data service providers to manage Quality of Experience (QoE) from
the subscribers’ point of view.

In this work, we present a system for detecting and localizing E2E performance degrada-
tion (such as slow webpage loading and unsmooth video playing) at cellular service providers
across four administrative domains: cellular service providers, content providers, device ma-
nufacturers, and application developers. For detection, we want to detect E2E performance
degradation before cellular network operators receive complaint calls. For localization, we
want to find the problematic domain that is causing performance degradation such as user
location, content provider, device type, and/or application type. For example, if all users
connecting to an RNC are experiencing performance degradation, regardless of content provi-
ders, device types, and application types, then probably the RNC is causing the performance
degradation. For another example, if all users of iPhone 5 are experiencing performance de-
gradation for their email application, regardless of user locations and content providers, then
probably iPhone 5 is having issues with email applications.

Detection and localization of E2E performance degradation is crucial for all administra-
tive domains to jointly troubleshoot root causes. When users experience E2E performance
degradation, they have no clue whom they should “blame”. For example, when a user at
New York experience performance degradation for yahoo email on his iPhone 5, he does
not know whether it is the cellular provider, or yahoo, or iPhone 5, or his email client app,

that is causing the problem. When user experience such E2E performance degradations,



they blankly ascribe the fault to their cellular service providers and issue complaints to the
cellular network customer service centers, which may result in both reputation damage and
financial losses for the cellular service providers. When cellular service providers receive such
calls, they have to go through lengthy, manual, labor intensive process to localize the issue,
and the actual issue may not be the cellular service provider problem, it may be due to the
user device itself (such as device OS, application software) or due to the content provider
(such as application servers, datacenter network). For example, the E2E performance de-
gradation maybe caused by a content provider upgrading its service, a device type having
updated its OS with incompatibility issues, and an app having been patched with buggy
code. The localization findings allow cellular service providers to quickly mitigate service
problems, effectively communicate with customers complaining about service problems, and
engage content providers, device manufactures, or application developers and operators to
jointly troubleshoot for root causes. They sometimes can walk around the E2E performance
issues on their own. For example, if the issue is caused by a neighboring network, then they
may adjust their intra/inter domain routing to avoid that network.

There are several key challenges in detecting and localizing E2E performance degradation
at cellular service providers. First, there are a wide range of elements (such as mobile devi-
ces, cell towers, radio resource controller, routers, switches, fibers, media gateways, firewalls,
multicast servers, name servers, and content servers) at various layers (such as physical layer,
link layer, transport layer and application layer) that may cause the E2E performance de-
gradation. Furthermore, the heterogeneity of mobile devices increases the number of factors
contributing to the E2E performance degradation. For example, there are over 24k dis-
tinct device types from Android. Over 2 million Android applications access content from
millions of content providers through cellular networks [110]. Similarly, other device manu-
facturers such as Windows, Apple etc have numerous device models. Applications developed
for different operating systems running on these devices increase the dimensionality.

Second, it is practically infeasible to gain the complete visibility of E2E performance



issues because content providers, devices, and applications belong to different administrative
domains. For example, issues on mobile devices and content servers are not visible to cellular
service providers. Third, the expected E2E performance varies significantly depending on
which application (such as web browsing, video streaming, or gaming) requesting information
from which content provider (such as youtube.com or google.com) running on which mobile
device (such as Apple iPhone 5 or Motorola V3 Razr) from which geographic location (such
as New Jersey suburban areas or NYC downtown areas) at what time of day and during

which day of a week [71, 72, 125].

2.1.2 Proposed Approach

In this chapter, we propose a holistic approach to detecting and localizing E2E performance
degradation at cellular service providers across the four administrative domains of user loca-
tions, content providers, device types, and application types. Our approach consists of three
steps: modeling, detection, and localization.

First, we build models using training data to capture the normal performance of individual
E2F instance, which means the flows corresponding to a particular user location, content
provider, device type, and application type. Each E2E instance has 24 %« 7 models where
each model corresponds to a specific hour of a day and a specific day of a week. We build
different models for each hour in a day and each day in a week because studies have shown
that people have distinct daily and weekly diurnal patterns in their use of cellular services
[125]. Our training data, which is collected from a major cellular service provider in North
America, contains anonymized TCP flow level information such as standard coordinated
universal time (UTC), the serving RNC, the type of the cellular device, the type of the
application, and the Internet domain that is being accessed.

Second, we use our models to detect performance degradation for each E2E instance on
hourly basis. For each E2E instance, if the actual performance in the testing phase is worse

than the expected performance obtained through our models, we label it as degrading.
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Third, after marking each E2E instance non-degrading or degrading, we use association
rule mining techniques to localize the source of performance degradation. For example, rule
iPhone 5,Email — degrading shows that at a particular time instant, for all locations and
content provides, the cellular users of iPhone 5 are experiencing significant degradation in

performance when they use the email application.

2.1.3 Technical Challenges and Solutions

To implement our approach, we face three key technical challenges. The first challenge is
to tradeoff between model accuracy and model complexity and to deal with data sparsity.
We represent E2E performance in a four dimensional matrix that is called E2E matriz and
is denoted Ej = [1..L,1..P,1..D, 1..A], where the four dimensions are L user locations, P
content providers, D device types, and A application types. An element Ey[l, p,d, a] in this
matrix represents the E2E instances corresponding to user locations [, content provider p,
device type d, and application a. On one extreme end, we build only one model for all E2E
instances in the E2E matrix, which gives us the least accuracy and the least complexity; on
the other extreme end, we build one model for each individual E2E instance, which in theory
gives us the most accuracy and the most complexity. Actually for many E2E instances, we
do not have enough flow data to build meaningful models. To deal with data sparsity we first
aggregate all flows belonging to same E2E instance. We use the aggregated flows to obtain a
two-dimensional aggregate E2E performance matrix denoted as £ 4. The E4 matrix is our
design matrix used as input to the regression algorithm. To deal with the tradeoff between
model accuracy and complexity, use the aggregate E2E matrix F4 to build a baseline model
for all E2E instances, identify the E2E instance groups that have significantly different
performance, and then model these groups separately, leaving the rest E2E instances still
being modeled by the baseline model. Within each group, the performance of some E2E
instances may be relatively different from that of others in the group; thus, we apply this

grouping strategy recursively among identified groups.
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The second challenge is to localize E2E performance degradation issues. After we label
each E2E instance as either non-degrading or degrading, we cannot directly present such a
labeled E2E matrix to network operators because the number of degrading E2E instances
maybe too large. To address this challenge, we use association rule mining to summarize the
E2E matrix using some simple rules such as iPhone 5,Email — degrading.

The third challenge is to quantitatively evaluate the effectiveness of our approach because
we are short of ground truth data. For detection, we do not have pre-labeled testing data
because labeling such prohibitive amount of data is practically infeasible. For localization,
the customer tickets that we have access to mostly document hard failures such as an RNC
is down. When such hard failures happen, typically there is no flow for the affected E2E
instances; therefore, our localization scheme will not find such failures. To address this
challenge, first, we performed manual inspection for some E2E performance degradation
cases; second, we injected some synthetic performance degradation cases into the test data

and use those injected cases to serve as the ground truth.

2.2 Related Work

To the best of our knowledge, the detection and localization of E2E performance degradations
at cellular service providers has not been previously studied. Effort related to ours can be
categorized into detecting and troubleshooting network or service issues and cellular service
E2E performance measurements.

Detecting and Troubleshooting Network or Service Issues: SCORE [89], Shrink
[80], and [90] focus on diagnosing network failures through the inference of underlying lower-
layer failures using a Shared Risk Link Group (SRLG) model. Pinpoint focuses on diagnosing
the root causes of service failures at the application server end, i.e., the content provider end
[41]. Sherlock [32] and NetMedic [81] both focus on diagnosing the root causes of service

failures within the elements (such as DNS servers, firewall configurations, and application
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servers) of an enterprise network and both use dependency graphs. Sherlock and NetMe-
dic conduct diagnosis at the granularity of machines and processes, respectively. In [98],
Mahimkar et al. focused on characterizing and troubleshooting performance issues in one of
the largest IPTV networks in North America. In [99], Mahimkar et al. designed and imple-
mented a tool for detecting the impact of network upgrades on performance. Our work is
different from these efforts in terms of both the problem being solved and the solution being
used. From the problem perspective, our problem is on monitoring, detecting, and locali-
zing E2E performance degradations for cellular data service users along the four dimensions
of user locations, content providers, device types, and application types at cellular service
providers without the full visibility of the E2E service path. From the solution perspective,
our approach consists of passive cellular traffic monitoring, data centric modeling, model
based performance degradation detection, and association rule based root cause localization,
whereas these efforts uses variations of dependency graphs.

Cellular service E2E performance Measurements: There is work on measuring the
impact on cellular service E2E performance by factors such as resource usage by mobile
applications [114], content providers [50], and cellular technologies [72]. In [114], Qian et al.
designed and implemented a tool for discovering inefficient resource usage for smartphone
applications using cross-layer interaction among various layers including radio resource chan-
nel state, transport layer, application layer, and the user interaction layer. In [50], Finamore
et al. performed a measurement study that compares YouTube traffic generated by mobile
devices with that generated by PCs, and correlated user behavior with system performance.
In [72], Huang et al. studied the interactions among applications, network transport pro-
tocols, and radio layers for the 4G LTE technology and their impact on performance using
both active and passive measurements, and showed that E2E performance (such as TCP loss
ratio) in cellular services varies across different content providers, device types, applications,
connection types, and wireless carriers. Comparing these efforts with ours, we go one step

further to localize the causes of E2E performance degradation. The closest work to ours is
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Figure 2.2 Normalized Round Trip Time (RTT)

presented in [27]. The authors look at aggregated Round Trip Time (RTT) measurements
in the UMTS network to identify poorly performing attributes including RNC, device, ap-
plication and content provider. In comparison, we look at two metrics RT'T and TCP loss
ratio. We present a comprehensive approach that includes measurement and modeling to
detect and localize performance degradation on hourly basis. In addition to real world case
studies, we evaluate our approach by detecting and localizing anomalies in the wild over a

period of one week.

2.3 Monitoring E2E Performance Dynamics and Data

Analysis

2.3.1 Data Collection

In this study, we utilize anonymized flow level data collected from the core network of a major

cellular service provider in the United States. Figure 2.3 illustrate the architectural overview
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of the core of the mobile network, which consists of two main types of nodes: the Serving
GPRS Support Node (SGSN) and the Gateway GPRS Support Node (GGSN). The GGSN is
the root node in the hierarchy of the cellular data network. GGSN is responsible for sending
and receiving Internet traffic to and from the cellular network. SGSN is an intermediate
node that connects the lower level nodes to the GGSN through the G, interface. Typically,
a single SGSN is connected to multiple Radio Network Controllers (RNCs) and each RNC
serves a geographical region through cell towers.

The data was collected at the Gn interface which connects the SGSNs to the GGSNs. The
data collection system logs TCP flow level information for each user equipment. Therefore,
our system takes as input the incoming data feed and outputs the detection and localization
results. As our goal in this work is to detect and localize the E2E performance degradation
in the cellular service, we collect TCP flow level information for each TCP connection which
has been aggregated by user equipment (UE) or handheld device type, the particular RNC,
SGSN, and GGSN.

Each aggregated record in addition contains the timestamp of the (1hr) bin, the ap-
plication type (e.g. web browsing, streaming video, etc) and content provider (e.g.
www.something.com). In order to deal with data sparsity, we limit our time granularity

to 1hr time bins. This limits our system to detect anomalies on hourly basis. For each TCP
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flow, we collect information including standard coordinated universal time (UTC), ID of the
serving RNC that describes the user access point, the device type, the application type, and
the content provider being accessed. In this work, we focus on two most important E2E
performance metrics in a cellular service: TCP loss ratio and Round Trip Time (RTT). For

each flow, we calculate its TCP loss ratio using the following formula:

observed # bytes in the flow 1
actual # bytes in the flow

Here the observed number of bytes in a flow means the number of bytes that is transmitted
in the network for the flow including those being retransmitted due to packet loss. The
actual number of bytes in a flow means the total number of bytes in the flow, excluding
retransmissions. We detect retransmitted packets by tracking packet sequence numbers. In
this formula, the observed number of bytes is equal to the actual number of bytes in the flow
plus the number of retransmitted bytes. For each flow, we calculate its RTT using two RTT
measurements. The first measurement corresponds to the cellular network side of the Gn
interface. The second measurement corresponds to the internet side of the Gn interface. The
E2E RTT of a flow is equal to the sum of cellular network side RTT and internet side RTT.
Note that all user/device identifiers (such as IMSI and IMEI) are completely anonymized to

protect user privacy.

2.3.2 Data Analysis

To understand the characterization of TCP Loss Ratio and RTT across the four dimensions
( namely user location, content provider, device type, and application type), we examine
one week of data collected from one northeast region in the United States. We now analyze
the dynamics in TCP loss ratio and RTT for each of the 4 dimensions. The insights that we
gain in such analysis will be useful in our modeling of E2E performance.

User Location: Figure 2.1(a) shows the aggregate hourly TCP loss ratios for all user

locations. We use RNC ID as an identifier for user location. Each RNC connects hundreds
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of cell towers to the core network, covering a large geographical region. Figure 2.1(a) plots
TCP loss ratios of 78 different RNCs covering multiple states in the United States. Here
each grey line represents aggregate hourly TCP loss ratio of a single RNC and the black line
represents the average. The aggregate hourly TCP loss ratio of a user location is calculated
based on the sum of the observed number of bytes transmitted for all downlink flows divided

by the sum of the actual number of bytes in all downlink flows using the following formula:

Zfe{downlink f1ows} OPserved # bytes in f X
Zfé{downlink flows} actual # bytes in f

From this figure, we first observe that the aggregate TCP loss ratios of all user locations
follow a similar diurnal pattern. Second, we observe that the aggregate hourly TCP loss
ratios for all user locations demonstrate moderate deviation from their average. Figure
2.2(a) shows the aggregate hourly RTT for all user locations. From this figure, we observe
that RT'Ts of all user locations have moderate deviations from their average. This is because
aggregate end-to-end RTT is dominated by the wireless portion of the cellular network [27].
Therefore, there is little deviation in aggregate RTTs across locations.

Content Provider: Figure 2.1(b) shows the aggregate hourly TCP loss ratios for top 20
popular content providers, where the grey lines represent the individual ratios and the black
line represents the average. The aggregate hourly TCP loss ratio of a content provider is cal-
culated in a similar fashion as that of a user location, except that the aggregation is for each
content provider. From this figure, we first observe that the aggregate TCP loss ratios of
these content providers follow a similar diurnal pattern as those of user locations. Second, we
observe that the aggregate hourly TCP loss ratios of these top 20 content providers demon-
strate significant deviation from their average, as compared to those ratios of user locations.
Third, we observe that a few content providers constantly perform significantly worse than
others. Figure 2.2(b) shows the aggregate hourly RTT values for the top 20 popular content
providers. From this figure, we observe that some content providers demonstrate different
RTT values over time as compared to their average. Also, similar to TCP loss ratio, RTT

values of some content providers are significantly worse than others. The variations of TCP
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loss ratio and RTT across different content providers show that E2E performance can be
affected by the content provider. This could be because of several reasons such as content
provider popularity, content type (e.g., video, image, text etc), different content delivery
strategies which may not be optimized for mobile platform etc.

Device Type: Figure 2.1(c) shows the aggregate hourly TCP loss ratios for top 10 popular
handheld cellular device types, where the grey lines represent the individual ratios and the
black line represents the average. The aggregate hourly TCP loss ratio of a device type is
calculated in a similar fashion as that of a user location, except that the aggregation is for
each device type. From this figure, we first observe that the aggregate TCP loss ratios of
these device types follow a similar diurnal pattern as those of user locations. Second, we
observe that the aggregate hourly TCP loss ratios of these content providers demonstrate
moderate deviation from their average, slightly higher than those ratios of user locations.
Third, we observe that a few device types constantly perform moderately worse than others.
Figure 2.2(c) shows the aggregate hourly RTT values for top 10 popular handheld cellular
device types. From this figure, we observe that some device types demonstrate different
RTT values over time as compared to their average. The variations can be associated to
different hardware capabilities such as different screen resolutions, processing power, and
other differences in mobile device hardware.

Application Type: Figure 2.1(d) shows the aggregate hourly TCP loss ratios for top
10 popular application types, where the grey lines represent the individual ratios and the
black line represents the average. The aggregate hourly TCP loss ratio of an application type
is calculated in a similar fashion as that of a user location, except that the aggregation is
for each application type. From this figure, we first observe that the aggregate TCP loss
ratios of these application types follow a similar diurnal pattern as those of user locations.
Second, we observe that the aggregate hourly TCP loss ratios of these top 10 application
types demonstrate significant deviation from their average, as compared to those ratios of

user locations. Third, we observe that a application type, which is email, constantly perform
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Figure 2.4 CDF of Round Trip Time (RTT) in 4G LTE networks.
significantly worse than others. Figure 2.2(d) shows the aggregate hourly RTT values for top
10 popular application types,. From this figure, we observe that some applications demon-
strate different RTT values over time as compared to their average. Also, similar to TCP
loss ratio, RTT values of some applications are significantly worse than others. Variations in
application performance can be attributed to resource usage and communication behavior
of individual applications[114].

These performance differences also manifest in 4G LTE networks. Our data is collected
on a 3G network, to verify the applicability of these findings in 4G LTE networks we utilize
publicly available Google mobile networks measurements dataset [106]. The dataset covers
295 locations, 75 operating system versions, and 33 device types. The data is collected from
144 carriers and 9 network technologies all over the world. It contains 6.6 million RTT
measurements. Due to limited information available in the data, we look at performance
differences across different locations, device types and operating system versions. For, sim-
plicity we only show top 10 locations, devices, and operating systems. Figure 2.4 shows
the Cumulative Distribution Function of RTT measurements. Each line in the figure cor-
respond to a single location, device type or an operating system. Figure 2.4(a) shows that
performance differences exist across the top 10 locations. In comparison, we observe large
performance differences across device types and operating system versions in 2.4(b) and (c)
respectively. These observations show that irrespective of the cellular network technology,

device hardware, content providers, and smartphone applications affect E2E performance.

19



We have analyzed the temporal dynamics of TCP loss rates and RTT by aggregating
performance along each individual dimension (user locations, content providers, device types,
or application types). It is also useful to understand E2E performance differences that
manifest due to the interplay of any of these dimensions. To understand the relationships
between different combinations of dimensions, we obtain average TCP loss rates for all
combinations of two dimensions. For each combination of dimension, we obtain an aggregate
performance matrix, where each row represent one attribute of a dimension (e.g., a device in
Device Types) and each column of the matrix represent one attribute of another dimension
(e.g., an application in Application Types). Each element of the matrix contains average
E2E performance over a period of one week. The average is obtained by selecting all TCP
flows identified by the two attributes. We provide a visualization of these matrices in Figure
3.9 that shows the heat map of different combinations of dimensions. The values of the
matrix are normalized and the color bar shows the range of values in the heat map. Figure
3.9(a) shows the heat map of 50 locations and 25 devices. The y-axis represents locations
and the x-axis represents devices. Each pixel in the figure represent the average TCP loss
rate of a particular device type at a location. From this figure we observe that majority of
devices have similar average performance across all locations. For example, devices 1 and 5
have relatively poor performance as compared to device 4, however, all three devices have
consistent performance characteristics across all locations. We observe similar performance
characteristics for applications and content providers in Figures 3.9(b) and (c) respectively.
For example, applications 7 and 8 have worse performance across most locations. Similarly,
content providers 9 and 16 have worse performance across all locations. Figure 3.9(d) shows
heat map for combinations of devices and applications. Here, we observe weaker trends
e.g., application 2 has worse performance across most devices, device 5 and 23 are weakly
consistent across all applications. We observe no trends in Figure 3.9(e). Figure 3.9(f) shows
that most combinations are invalid, represented as the darkest color with a value of zero on

the color bar. This is because most applications are specific to some content provider except
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browser applications. In summary, these observations show that locations have little impact
on E2E performance and variations in performance occur across content providers, device

types, and applications.

2.4 Modeling E2E Performance Dynamics

Our approach is to first build baseline E2E performance models and then detect and localize
E2E performance anomalies based on these models. To build models, we first compute a two
dimensional aggregate E2E performance matrix that captures the average performance along
the dimensions of user locations, content providers, device types, and application types over
each hour in a week. We choose a week as the duration because people have weekly diurnal

patterns in their use of cellular services [125]. This aggregate E2E performance matrix is

21



used as an input predictor variable of a regression algorithm, which uses an iteratively re-
weighted least squares approach, to obtain a single baseline model for all users. Based on this
single model, we filter out extreme outlier data points, which are mostly errors and noises
introduced in our data collection process. A single model cannot accurately describe the per-
formance of all E2E instances because some E2E instances have different performance than
others. An F2F instance refers to the flows of a specific location, content provider, device
type, and application type. To accurately model different groups of E2E instances, where
within each group, all instances have relatively similar performance, but across different
groups, instances have relatively different performance, we use an association rule mining
approach to partition users into such groups. Furthermore, within each such group of E2E
instances, there are subgroups where within each subgroup, all E2E instances have relatively
similar performance, but across different subgroups, E2E instances have relatively different
performance. Thus, we recursively apply the association rule mining approach within groups
and subgroups. Then, we build fine grained models for each group/subgroup and then detect

and localize E2E performance anomalies based on these models.

Weighting Function Talwar | Bisquare | Cauchy Fair Huber | Logistic | Welsch
Ordinary Least Square Method 20.06 20.06 20.06 20.06 20.06 20.06 20.06
Robust Regression Method 1.23 1.40 1.64 2.44 1.99 2.04 1.44

Table 2.1 RMSE values for different weighting functions and regression methods

2.4.1 Aggregate E2E Performance Matrix

Given TCP flow data for a certain time period of W weeks at a certain region as the training
data, let L denote the total number of user locations, C' denote the total number of content
providers, D denote the total number of device types, and A denote the total number of
application types. For each user location, we first calculate the average performance (packet
loss rate or RT'T) across all content provides, all device types, and all application types, for

each hour in the W weeks of 247 W hours; and then, for each location and for each hour in
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a week of 24 %7 hours, we calculate the median of the W values; thus, for each hour in a week
of 24 % 7 hours, we obtain a vector of L median values. Similarly, for each content provider,
we first calculate the average performance across all user locations, all device types, and all
application types, for each hour in the W weeks of 24 x 7 « W hours; and then, for each
content provider and for each hour in a week of 24 x 7 hours, we calculate the median of the
W values; thus, for each hour in a week of 247 hours, we obtain a vector of C' median values.
We apply such calculation for device types and application types as well. In the end, we
obtain a two-dimensional aggregate E2E performance matrix £4 = [1..24 % 7, {L, P, D, A}],
which has 24 % 7 rows and four columns with indices denoted I, P, D, and A. In this matrix,
elements Eyfi, L], Eyli,P], Egli,D], E4li,A] are four vectors of L, P, D, and A median
values, respectively, as we calculated above. This matrix £ 4 will be the input to the robust

regression algorithm described below.

2.4.2 Coarse Grained E2E Modeling

Taking the aggregate E2E performance matrix as input, we build a single baseline model for
all E2E instances, based on which we can remove extreme outlier data points. Note that
these extreme outlier data points are not the E2E anomalies that we are looking for because
such data points are mostly errors and noises introduced in our data collection process.
We use robust regression for this baseline modeling because it can minimize the impact of
extreme outlier data points on the produced model.

Robust regression uses the standard regression model y = E 4+ ¢, where y is the response
vector of size 24 x 7, [3 is the coefficient vector of size 4, and ¢ is the residual vector of size
24 % 7. It computes a robust estimate of § such that the impact of extreme outlier data
points on the produced model is minimized. To compute the coefficient 3, we use the
well known iteratively re-weighted least squares (IRLS) algorithm [69]. This algorithm first
obtains the residual errors based on the standard least square method. Second, it uses a

weighting function over the residuals to mark outliers. Third, it ignores outliers and re-
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estimates regression coefficients. It repeats the above process until the difference of values of
estimated coefficients obtained in two successive iterations approaches a minimum threshold.
Mathematically, the robust estimates of g after n + 1 iterations can be represented as:
p
B = argminy " wily; — Qa, 817 (2.1)
i=1

Here w" is the weight assigned to the ith observation at the n!” iteration. The weight assign-
ment is done through a weight function w(r;), where r; is the scaled residual calculated using
the method proposed in [46]. We choose the weighting functions that minimize the overall
error by assigning less weights to outlying points. We used our training datasets to evaluate
the performance of some well known weighting functions [69]. We calculate the Root Mean
Squared Error (RMSE) of the regression models developed using seven different weighting
functions. Table 2.1 gives a comparison of RMSE values obtained through Ordinary Least
Square (OLS) method and the IRLS method. It is clear that the Talwar weighting function
has the least RMSE value. This is because Talwar weighting function assigns a weight of 1
or 0 to each data instance. Equation 2.2 describes the weighting criteria, which is based on

the scaled residual values ;.

vy =y et < e
Using Talwar in IRLS, a data instances with anomalous residual value will get a weight of
0, which means that all data instances that have zero weights will not affect the regression
coefficients in the next iteration. Therefore, the baseline developed for the initial training
set will not be affected by these outliers.

After we obtain the robust regression model, we calculate the residual error for all data
points, plot their distribution, and then remove the data points whose residual error is outside
of the 99.99 percentile of the residual error distribution. Figure 2.6 plots the cumulative
distribution function (CDF) of the residual errors obtained from the original data, from

which we observe that the noisy instances have very high percentage loss error reaching

up to 500% with extremely low frequency. Figure 2.6 also plots the CDF of residual error
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obtained from the filtered data after we remove outlier data points. From the figure we
observe that the maximum residual error that we obtain for the filtered data is less than

150. Whereas, we have several instances with very large residual error values.
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Figure 2.6 Residual error distribution

2.4.3 Fine Grained E2E Modeling

We have defined aggregate E2E performance matrix, now we define E2E matrix. An F2F
matriz denoted Fy = [1..L,1..P,1..D,1..A] is a four dimensional matrix where the four
dimensions are L user locations, P content providers, D device types, and A application
types. An element Ej[l,p,d,a] in this matrix represents the E2E instances (or say flows)
corresponding to user locations [, content provider ¢, device type d, and application type a.

Describing the performance of all E2E instances in the E2E matrix using only one model is
not accurate enough because the performance of some E2E instances is significantly different
from that of other E2E instances. For example, Figure 2.11(a) and (b) show the observed
and predicted performance curves for two different cells of the individual E2E matrix F;. We
obtain the predicted performance curve using the single model in the above coarse grained
E2E performance modeling. From Figure 2.11(a), we observe that for E2E matrix cell 1, the
predicted performance curve are fairly consistent with the real one but from Figure 2.11(b),
we observe that for E2E matrix cell 2, the predicted performance curve significantly deviate
from the real one.

Our approach to addressing this issue is to partition E2E instances into groups such that
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each group has distinct performance. The more groups that we partition, the more accurate
models we can obtain, but at the same time, the number of models and the complexity will
increase. On one extreme end, we have only one model for all E2E instances, which gives us
the least accuracy and the least complexity; on the other extreme end, we have one model for
each individual E2E matrix cell, which gives us the most accuracy and the most complexity.
Our strategy to tradeoff between model accuracy and model complexity is to identify the E2E
instance groups that have significantly different performance and then model these groups
separately, leaving the rest E2E instances still being modeled by a single E2E model. Within
each group, the performance of some E2E instances may be relatively different from that of
others; thus, we apply this grouping strategy recursively among identified groups.

In this work, we identify E2E instances that deviate from the baseline model; then group
such deviating E2E instances using association rule mining; within each group, we apply this

strategy recursively. Next, we present the details of these three steps: deviating E2E instance
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identification, deviating E2E instance grouping, and recursive E2E instance grouping.

2.4.3.1 Deviating E2E Instance Identification

To identify the E2E instances that have deviating performance, we compare the real per-
formance of each E2E instance with its predicted performance based on the baseline model
for each hour in the 24 % 7 hours of a week. To take the standard performance deviation
across W weeks into consideration, we compute a two dimensional matrix denoted E 4 that
captures such deviation. Here E4 differs from E4 only in that each value in Ey is the
standard deviation of the W values whereas each value in £ 4 is the median of the W values.
In E 4, the elements E 4[i, L], E4li,P], E4li, D], E4li, A] are four vectors of L, P, D, and A
standard deviation values, respectively. We feed E 4 to the same robust regression algorithm
and obtain the standard deviation o. For each E2E instance and each hour of the 24%7 hours
of a week, if the real performance is too much out of the range of [predicted performance -
o, predicted performance + |, we label this E2E instance as deviating for this hour. In this
work, we use [predicted performance - 2 % o, predicted performance + 2 % o] as the guideline
for quantifying “too much”. For each E2E instance, if for a large percentage of the 24 % 7
hours of a week, this E2E instance has a deviating performance, we label this E2E instance

as deviating. In this work, we use 50% as the guideline for quantifying “large percentage”.

2.4.3.2 Deviating E2E Instance Grouping

Now each instance of the E2E matrix E; has been labeled “not deviating” or “deviating”.
Visually, we mark non-deviating rules as white and deviating rules as black. The next
step is to group such deviating E2E instances together based on their performance. In this
work, we model the E2E matrix F1 as a transactional database and use the association rule
mining technique to perform grouping. An instance Ef[l,p,d, a] with color ¢ is modeled as
a transaction with five items (I, p,d, a,c). Given this transaction database as the input, we

use the class based Apriori association rule mining algorithm to produce rules with only the
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color being the consequence. In association rule mining, a rule is of the form antecedent —
consequence where antecedent and consequence are disjoint sets of some items. The
meaning of the rule is that most people who buy antecedent also buy consequence. The
quality of a rule is measured by two metrics: support and confidence. The support of a rule is
the percentage of the transactions that contain all the items in both the antecedent and the
consequence of the rule among all transactions in the database. The confidence of a rule is
the percentage of the transactions that contain all the items in both the antecedent and the
consequence of the rule among the transactions that contains all the items in antecedent.
We are only interested in rules with the color black as the consequence and therefore ignore

all rules with color white. Each rule represents a group. For example, a rule

NewYork, Google, iPhone — black

represent a group of all E2E instances whose user location is New York, content provider is
Google, and device type is iPhone. This rule means that most E2E instances corresponding
to user location New York, content provider Google, and device type iPhone, regardless of
application types, have deviating performance from the baseline model. Here New York is

just a metaphor for a specific RNC. For simplicity, we use

NewYork, Google, iPhone, *

to denote this group where wild card * denote all application types. The size of this group is
A, which is the number of all application types. As another example, the size of the following
group is D x A:

NewYork, Google, *,

The size of each group is actually exactly the support of the corresponding rule. Note that
some of the E2E instances in a group may be white. The percentage of the black E2E
instances in a group is exactly the confidence of the corresponding rule. To tradeoff between

model accuracy and model complexity, we want to find groups with a large support and a
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high confidence. In this work, we set the support threshold to be 0.1% and the confidence
threshold to be 80%. We pay attention to only the rules whose support and confidence are
above these thresholds and ignore the other rules. For simplicity, in the rest of this chapter,

4

we use the terms “rule” and “group” interchangeably.

After we filter out rules who support or confidence is below the corresponding threshold,
we still have too many groups to model each individually. We do not choose to reduce the
number of rules by simply increasing support or confidence thresholds because a rule with
larger support and/or confidence does not necessarily have a larger impact on the baseline
model. Instead, we choose to select the groups that have the most impact on the baseline
model. Next, we present an exclusion method and an inclusion method to quantify the
impact of a group on the baseline model.

In the exclusion method, first, for the set of all E2E instances, denoted E 4, we use the
simple regression algorithm to build the baseline model. Second, for each group of E2E
instances R, we use the simple regression algorithm to build a model for £4 — R. Third,
we calculate the absolute difference of the RMSEs of the two models for E4 — R and EF 4.
The result is used to quantify the impact of group R. Note that here we use the simple
regression algorithm, instead of the robust regression algorithm, because robust regression
ignores outliers that have large effect on the RMSE.

In the inclusion method, let ¥ denote the union of all groups; first, for F4 — X, we use
the simple regression algorithm to build the baseline model. Second, for each group of E2E
instances R, we use the simple regression algorithm to build a model for (F4 — ¥) U R.
Third, we calculate the absolute difference of the RMSEs of the two models for £4 — > and
(E4 —X)UR. The result is used to quantify the impact of group R.

After we quantify the impact of each group on the baseline model, we can rank all groups
based on their quantified impact. Note that groups may overlap. For example, the following
two groups overlap:

NewYork, Google, *, *
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*, Google, 1iPhone, *

For any two groups R; and Rs that overlap, if Ry is ranked higher than R, then for all E2E
instances in 1 N Ry, we model them using the R{’s model. Given the n ranked groups in
the non-ascending order of their impact, denoted by Ry, Ra,-- -, Ry, for each 1 <i < n, we
build a separate model for group R; —Uj<;j<;—1R;. Note that for group R;, if there exists

1 <j <i—1suchthat R; C Rj, then R; — Uj<j<;—1Rj = 0.

2.4.3.3 Recursive E2E Instance Grouping

Just like having one model for all E2E instances in Ej is not accurate enough, for some
groups, having one separate model is also not accurate enough. Therefore, we apply our
fine grained E2E modeling algorithm recursively on each group that we have identified as
above. We now empirically show that through recursive E2E instance grouping, we achieve
high modeling accuracy. We use a training data collected over a duration of six weeks (i.e.,
W = 6). We calculate the aggregate E2E performance matrix using the six weeks data and
build a single baseline model for all E2E instances. We then identify a first set of deviating
E2E instance groups. For each of these E2E instance groups, we calculate the total number
of E2E instances that are deviating from the single baseline model. In Figure 2.8, the black
bars are the fraction of deviating E2E instances belonging to a particular group, and the
grey bars represent the fraction of deviating E2E instances when a separate model is used for
each of the E2E instance groups. For each of the E2E instance groups, we develop a separate
set of fine grained models through recursion. The white bars are the fraction of deviating
E2E instances in the original E2E instance group after separate sets of fine grained models
are used for each E2E instance group after recursion. We observe that after at most three
levels of recursion, we do not get any further E2E instance grouping. Figure 2.9 shows the
CDF of residual errors obtained when a single baseline model is used. Figure 2.10 shows the
CDF of residual errors obtained when a separate baseline models are used. We observe that

recursive E2E instance grouping and fine grained modeling greatly reduce residual errors.
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2.5 E2E Performance Degradation

2.5.1 Detection

So far we have discussed how to build E2E performance models based on training data.
Now we present solutions to detect and localize degradations in an on-going data feed on an
hourly basis. In order to determine whether a particular E2E instance in the on-going data
feed has degrading performance in the latest hour, we compare the performance of that E2E
instance in the latest hour with its predicted performance based on the fine-grained model
for that E2E instance for the same hour. For a given E2E instance at a particular hour, if
the value of its performance metric exceeds an upper bound then we label this E2E instance
as "degrading”. We use the predicted performance + 2 x ¢ as the upper bound for detecting

performance degradation.

2.5.2 Localization

For each new hour in the on-going data feed, we first label each E2E instance as degradation
or normal and then apply association rule mining algorithm on the E2E instances labeled as
degradation. Unlike the training phase, we do not apply the association rule mining recursi-
vely. The output rules show the localization of performance degradations. For example, the
following rule shows that for a particular hour, for all content providers, all device types,
and all applications, the cellular users in the New York area are experiencing significant

degrading performance for their cellular services.
NewYork — degrading

This rule is useful for cellular network operators to investigate potential issues in their cellular
services in the New York area. Again, here New York is just a metaphor for a specific RNC.
For another example, the following rule shows that for a particular hour, for all locations,

for all content providers, the cellular users of iPhone are experiencing significant degrading
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performance for their email application.
iPhone,Email — degrading

This rule is useful for cellular network operators to contact iPhone manufactures to investi-

gate potential issues in their email application.

2.6 Evaluation

In this section, we evaluate our approach using the operational data collected from a large
US-based cellular service provider. The main challenge in our evaluation is lack of ground
truth anomalies. Due to the prohibitively huge size of the data, it is practically infeasible to
manually label all anomalous events. To address this challenge, we introduce some synthetic
anomalies into the collected operational data to effectively evaluate the accuracy of our
approach. Specifically, we first apply our approach on the operational data collected during
six consecutive weeks to learn the fine grained E2E performance models and then use these
models to detect and localize synthetic anomalies. Besides synthetic anomalies, we also
present a few real-world anomalies detected and localized by using the learned fine grained
E2E performance models. To identify real world anomalies we use past six weeks of data
to build our training model and detect anomalies in the seventh week. Operational cellular
networks consistently update their network by adding new cell towers, similarly new devices
and applications are launched on daily basis. We update our E2E instance matrix Ej on
weekly basis by adding new elements along the four dimensions of the matrix and reflect

these updates in the aggregate E2E performance matrix E4.

2.6.1 Synthetic Anomalies

To evaluate our system we introduce synthetic anomalies in the data. We created three sets

of scenarios, in the first set we have 19 scenarios and in each scenario we introduce a one
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Figure 2.11 Synthetic anomaly detection.

dimensional anomaly, the second set involves 26 scenarios with two dimensions and the third
set involves 19 scenarios with three dimensions. In each scenario we introduced a one-hour
anomaly that is associated with a group of instances in the huge E2E performance matrix.
For example, a particular scenario introduces performance degradations at a particular hour,
for all users accessing their email (application type) from Motorola V3 Razr (device type).
Specifically, we first collect another week’s operational data (different from the six weeks we
used to learn the fine grained E2E performance models) and calculate the mean and standard
deviation of the TCP loss ratio for each E2E instance using 168 hours of that week. Then
for each E2E instance in each particular scenario, we create a one-hour synthetic anomaly
by using Anom = u+ 20 + [N(0, 2)|.

For each scenario, we first used the fine grained E2E performance models learned from
six-week data to detect anomalies for each instance of E2E matrix and then use association
rule mining to localize the root cause of all detected anomalies. As we use association rule
mining for localization, we can tune the support and confidence threshold values to control
the number of antecedents in the output rule. We choose support threshold values for each
type of scenario separately. This is because on one hand the threshold may be too high
for three dimensional scenarios which should be identified, but since they do not satisfy the
high support threshold they are never selected as output rules. On the other hand, if the

threshold value is too low then we may see a lot of undesirable rules. For example, for a
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minimum support threshold of 0, we obtain rules with the number of items in antecedent and
consequence equal to number of items in a transaction, that effectively represents a single
E2E instance. Therefore, we use three sets of support threshold values, one for each type
of scenario. We use the frequency of occurrence of item sets in the transaction data set to
select the support thresholds. We choose the frequency of least frequent 1-itemset in the
data as the minimum support threshold for 1-dimensional scenarios. Similarly, we choose
the frequency of least frequent 2 and 3-itemsets as the minimum support threshold for 2 and
3-dimensional scenarios respectively.

We use confidence as our evaluation metric for the rules obtained through association
rule mining and select the top ranked rule obtained from association rule mining according
to their confidence values. As we can see from Figure 2.11(a), Figure 2.11(b) and Figure
2.11(c), all 64 synthetic anomalies that we injected into the collected operational data are
successfully detected and localized. We get all scenarios as association rules with 90% con-
fidence for one dimensional scenarios. Figure 2.11(a) shows the confidence of top 50 rules
obtained for one dimensional scenarios using a minimum confidence threshold of 10%. The
red bars represent the synthetic scenarios introduced in the data. The blue bars represent
the false positives which are identified due to noisy instances in the data. From this figure
we observe that by selecting a minimum confidence threshold of 40% we do not obtain any
false positives. Figure 2.11(b) and 2.11(c) shows the confidence of top 50 rules obtained for
two dimensional and three dimensional scenarios respectively, using a minimum confidence
threshold of 0.1. We select confidence threshold using the optimal operating point of the
Receiver Operating Characteristic (ROC) curve. For all three scenarios we obtain ROC ope-
rating points separately and choose confidence threshold that gives minimum false positive
rate and maximum true positive rate. We achieve 0 false positives for a minimum confidence

threshold of 70% and 80% for two and three dimensional scenarios respectively.
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2.6.2 Anomaly Detection in the Wild

In this section, we characterize the performance anomalies detected on an operational net-
work over a period of one week in August 2014. Through this characterization analysis,
we will explain that how frequent E2E performance anomalies are and how often multiple
dimensions are the root cause of performance degradation. We implemented and deployed
our system on an operational network and detected performance anomalies for packet loss
ratio and RTT separately. Overall, we monitored 78 different regions, 51 device types, 13
application types and 36 content providers.

It is interesting to see that how often a single dimension is responsible for performance
degradation. We use the output rules from the localization step to count the number of single
dimensional and multi-dimensional anomalies. For each rule, we count the total number of
all E2E instances and the number of E2E instances marked as degrading, which belong to
that rule. Table 2.2 gives the number of one dimensional anomalies detected on hourly
basis. For each dimension the number of anomalies is the number of E2E instances which
were marked as degrading in the detection and localization process as discussed in Section
2.5. We also report the average confidence that is the fraction of all E2E instances which
were marked as degrading. We can see that there are no performance anomalies in the
user location dimension, which means that a single user location cannot be blamed for the
anomalies occurring during the one week’s time period. We observe that one dimensional
anomalies are rare for content providers and device types. This is mainly because content
providers use content distribution networks for serving content to remotely located users.
It is very unlikely that the performance of a content provider will degrade across all user
locations. Therefore, a problematic content server can only affect the performance of a subset
of user locations. For applications, single dimension anomalies are relatively frequent. This
observation highlights the performance impact of application patches and bug fixes that are
released periodically and frequently and bugs in these updates can cause performance issues

at all user locations, across all device types and content providers.
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Dim Loc | Dev | App CP

Anom 0 5 98 27

Loss ™—Gonr | 0 | 0.80 | 0.68 | 0.67
Anom 0 11 82 0
RIT —&oar 0 [ 082 [ 068 | 0

Table 2.2 Single dimension anomalies

Dim | LD | LA | LP | DA | DP | AP | LD,A | LLD,P | LAP | DA,P

Anom | 134 | 0 |25 | 79 | 263 | 0 378 v} 233 962
Loss —Gonr [ 0.04 0 0.93 | 0.76 | 0.83 0 0.82 0.80 0.76 0.78
Anom | 57 | 13 | 56 | 280 | 355 | 0 32 20 a4 | 4627
RTT G0 1080 | 085 | 0.84 | 0.71 | 083 | 0 | 082 | 096 | 072 | 078

Table 2.3 Multi-dimension anomalies

Next we look at multi-dimensional anomalies reported in Table 2.3. We observe that
anomalies involving multiple dimensions are more frequent as compared to single dimension
anomalies. We detected a total of 8415 E2E instances as anomalous. Our analysis reveals
that in 83% of these E2E instances content provider was one of the dimensions, 86% involved
device types and 86% involved application types. Overall, in 80% of these instances, the RNC
or location dimension was not involved. In other words, 80% of the time the anomalies are
not because of problems at the cellular network. This composition of E2E performance
anomalies shows that most of the time content providers, device types and applications are
involved in the performance degradations. These results are extremely useful for network
operators as they highlight the nature of majority of performance anomalies. Additionally,
the findings point network operators to the problematic dimensions and reduce the search
space of root causes. Verification of detected E2E performance anomalies requires manual
analysis of hundreds of time series. The manual analysis acts as the ground truth of the
detected E2E instance. For each E2E instance, we plot all the time series and verify the
occurrence of anomalies in those time series. We also verified the network anomalies in the
cellular network outage reporting system. However, due to large manual effort required to

verify each anomaly from the network outage reporting system, we verify two real anomalies.
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2.6.3 Real-World Anomalies

In the section, we present two interesting real-word anomalies detected and localized by the
learned fine grained E2E performance models (same as the synthetic anomalies) and the
possible underlying root causes.

The first real-world anomaly involves three dimension namely, content provider, device
type and application type. Our system detected and localized a one-hour anomaly across all
78 user locations (corresponding to 78 RNCs) but specific to apple.com (content provider),
iPhone 4s (device type) and browsing (application type). Figure 2.12 shows the time series
plot of the TCP loss ratio for all 78 user locations , apple.com, iPhone 4s and browsing. We
also plot the predicted performance and the upper bound of the TCP loss ratio for apple.com,
iPhone 4s and browsing across all locations. One can clearly see that the anomaly occurred
around the 8th hour in the week for all 78 user locations. The figure also shows the confidence
values that we obtain for this particular case. We observe that the confidence value peaks
during the 8th hour, indicating that all E2E instances belonging to apple.com, iPhone 4s
and browsing were marked as anomalous. As the peak in loss ratio is across all locations and
specific to apple.com, iPhone 4s and browsing, the root cause is most likely to be outside of
the cellular network and might be apple related. There are other time instances where we
observe non zero confidence values, indicating anomalies occurring across a small fraction of
E2E instances belonging to apple.com, iPhone 4s and browsing.

In the second real-world anomaly, only one dimension is involved. Our system detected
and localized a 15-hours anomaly for four user locations across all content providers, device
types and application types. Figure 2.13 shows the time series plot of the TCP loss ratio
for all locations aggregated on other 3 dimensions. We only picked one user location to plot
the predicted performance and the upper bound of the TCP loss ratio for that user location,
apple.com, iPhone 4s and browsing due to space limits. One can clearly see only 4 curves
(corresponding to 4 RNCs) had a significant spike starting around hour 108. Besides the

4 significant spikes, there are several locations whose actual performance is exceeding the
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upper bound. The figure also shows the confidence values that we obtain for the performance
degradation across different locations. We observe that the confidence value peaks to 0.7,
indicating that 70% of the locations were marked as anomalous. As a contrast to the first
real-world anomaly, the anomalies here are only specific to only user locations regardless
other 3 dimensions. Thus the root cause here is most likely to be something inside the

cellular network impacting the user locations (corresponding to RNCs).

2.7 Conclusions

We make the following key contributions in this chapter. First, we design and implement
a comprehensive and holistic measurement system that monitors E2E service performance
across four dimensions - user locations, content providers, device types, and application
types. Second, we propose fine grained models that capture the normal performance for
every combination of user locations, content providers, device types, and application types,
and use the models to detect performance degradation. Third, we propose an association
rule mining based approach to localize performance degradation. Fourth, we use both real
network traces and synthetic performance degradation to show that our method is highly

effective.
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3 Assessing Impact of Cell Tower

Outages in Cellular Networks

3.1 Introduction

3.1.1 Background and Motivation

The ubiquity of cellular data networks has fueled the rapid increase in the number of cellular
network users that connect to the Internet for an increasingly diverse set of applications
ranging from entertainment, such as streaming videos and online gaming, to commercial
applications, such as online shopping, to even some more critical applications, such as VoIP
calls. Cellular network operators need to maintain high reliability and performance.
Despite the constant efforts by cellular data network providers in hardening and upgrading
their network infrastructures, it remains a hard challenge for cellular network operators to
identify service disruptions and assess impact of service disruptions from end-users’ point
of view. Under normal conditions, each user is typically “connected” to a set of nearby
cell sites via multiple radio links for fast data transmission and service redundancy. The
users are connected to multiple sites to facilitate seamless handoffs. With such an inherent
service redundancy mechanism built in, the impact of a site outage may be “absorbed” by
the surrounding sites through a rippling series of signaling, with the result being that users
perceive no service impact. On the other hand, it is also possible that users associated with

fully functional sites may suddenly suffer performance degradations resulting from the sudden
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migration of traffic load from a nearby site that failed. This makes the impact analysis of
a site failure dependent on its nearby site locations, antenna configurations, power settings,
user mobility, local landscape features (e.g., hills, buildings), and a wealth of other potential
factors. Detailed modeling of each of these features can be extremely challenging, if not

impossible.

3.1.2 Limitations of Prior Art

The state-of-art monitoring systems deployed in cellular networks mostly rely on cell site
level measurements [117, 94]. As a result, granularity of current monitoring systems is
limited to the level of cell sites, which is typically an aggregation of tens or hundreds of users
depending on the locations of the cell sites. Unfortunately the cell site level measurements are
insufficient for cellular network operators to truly understand the fine-grained impact of cell
site outages from users’ perspective due to the unique challenge in cellular networks stemming
from the built-in redundancy of radio links. Typically an user is within the radio reach of
multiple cellular sites and upon the failure of his or her associated site, he or she may switch
to get service from other nearby cell sites [67]. This type of radio migration during outage is
very hard to be estimated without user level measurements. Due to scalability constraints,
only spatially and temporally sampled user level measurements are collected, which are
typically insufficient for cellular network operators to determine what user perceived network
quality in the field given one or multiple cell site outage [123]. Even worse, the accurate
locations are hard to obtain for the sampled user level measurements as cellular users are
moving around most of the time [10, 7]. Consequently, the impact analysis result may be
quite inaccurate, for example when the operator misjudges the failure scenario, or under- or
over-estimates the user impact. When inaccurate impact analysis result is used in outage
prioritization and escalation, many severe outages may not receive adequate attention from
various teams of operators, vendor supports, customer care and public relation officials, and

executive personnel, causing prolonged user dissatisfaction.
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3.1.3 Proposed Approach

In this work, we propose to leverage the existing M2M devices deployed in the field as the
approximation of human users to enhance service quality monitoring in operational cellular
network. We refer to this approach as M2MSourcing in this chapter. Our key idea is to
monitor communication activity of M2M devices over the cellular network infrastructure
and identify gaps in the activity to estimate quality of service perceived by human users.

The ubiquity of cellular data networks has attracted vendors from the (M2M) device
market to develop innovative applications that use operational cellular networks. Popular
applications of M2M devices in cellular networks include: home security provided by DIGI-
LIFE, utility monitoring through Smart Grid and transportation services by OnStar. Some
of these M2M devices such as those used by home security applications, do not sleep and
perform automated data transfer to an application server in the Internet. This automa-
ted data transfer between machines is commonly known as Machine Type Communication
(MTC). Service disruptions in cellular networks directly impact MTC activity of M2M de-
vices. Additionally, some applications of M2M devices require the M2M device to be fixed
at a particular location. Examples of such applications are home security, fire alarm, smart
meters etc. These applications require the device to be installed at a fixed location and then
communicate periodically to a central server through cellular data network. These devices
serve as ideal candidates for monitoring network service quality at specific geographical loca-
tions. Given the location of stationary M2M devices, network operators can monitor MTC
activity of these devices to estimate service quality around those coordinates. Therefore, we
propose to utilize existing M2M devices deployed in the field as sensor nodes for monitoring
network service quality and analyze user impact at specific geographical locations.

In this chapter we design and evaluate a M2MSourcing based cellular network monitoring
system called M2MScan that monitors communication activity of M2M devices to analyze
and estimate the user impact during cell site outages. For monitoring purposes, we want to

identify a significant number of M2M devices satisfying certain criteria such as stationarity,
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communication frequency (always awake) and spatial distribution. For estimation of user
impact, we want to utilize the communication pattern of identified set of stationary M2M
devices for performing measurements of network quality in different coverage regions. Our
approach consists of three steps: identification of candidate M2M devices, detection of net-
work outages, and measurement of user impact. First, we use call-data records of a major
cellular service provider to identify a set of M2M devices where each device in the set should
satisfy the following two criteria: (i) the M2M device should be fixed at a particular location
and should be stationary (ii) the M2M devices should communicate continuously with their
application server. In this chapter we refer to this set of M2M devices as stationary and
active M2M devices or simply qualified M2M devices. We use the qualified M2M devices as
network sensors to monitor network quality. Second, to detect network outages, we develop
a spatial map of candidate M2M devices that allow us to monitor network quality at multiple
locations within a cell sector. We monitor the communication activity of all M2M devices
in a given region to detect outages. Third, we use a non-parametric statistical approach
for identifying those devices in the region which have discontinuities in their communication
pattern due to an outage. Additionally, our approach allows us to measure the duration du-
ring which a device was offline. Using this information we measure the spatial and temporal
nature of impact of a service disruption on users. Our operational experience reveals that
our M2MSourcing based system M2MScan is able to provide cellular network operators with

fine-grained spatial and temporal aspects of users impact for cell site outages.

3.1.4 Technical Challenges and Solutions

We face several key technical challenges in monitoring M2M devices for assessing service
quality. The first challenge is to accurately infer location of candidate M2M devices. Location
of candidate M2M devices is required for creating a spatial map. To deal with this challenge
we use approximated location samples which are obtained by using signal strength of a device.

The signal strength is measured at multiple site locations and then through triangulation
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the location is approximated. We use multiple location samples taken over a period of one
month for each device and then select the most representative location sample by identifying
the medoid of the measurements.

The second challenge is to infer the customer impact of an outage which is measured
in terms of outage start time and duration. Typically, the documented outage start times
reflect the times when outages are first reported by users or they are reported through
existing outage reporting systems. Users calling times are inherently inaccurate because
users may experience bad service at a time other than the actual start time and users’ calls
are strongly contextual to users’ tolerance levels. Similarly, existing reporting systems have
to go through a series of manual verifications to finally report the outage start times. To deal
with this challenge we utilize the communication activity of candidate M2M devices to infer
the outage start time. We denote the set of devices in a region R as Dp. For each device
d € Dp, we use a p-value based statistical approach to compute a score table Pide’ where
each row of the table P is identified by a start-time value and each column is identified by a
duration value. Here each entry of the table Pide represents p-value at a given start time
and duration. We compute the number of impacted devices for different values of < i, W >
pairs. The pair with maximum number of impacted devices represent the outage start-time
and duration.

The third challenge is to quantitatively evaluate the effectiveness of our approach. To deal
with this challenge, we introduce synthetic cell site outages in real data and used M2MScan
to identify these outages and estimate their user impact. We evaluated M2MScan using three
different metrics namely; accuracy of estimating outage starting time, outage duration, and
user impact. We also use real network outage reports collected over a period of 6 months
for evaluation purposes. We compare the reported outage hours with those identified by

M2MScan and then measure the user impact using frequency histograms.
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3.1.5 Key Novelty and Advantages

To the best of our knowledge, monitoring user experience via M2M devices in a large scale
operational cellular network has not been previously studied. M2MSourcing is a simple
cost-effective yet pragmatic approach to measure the user impact of cell site outages by
discovering abnormal communication activities of stationary M2M devices. This approach
has several advantages over state of art network monitoring tools. First, there are no changes
required in the existing infrastructure. Prior approaches like Jigsaw and WiScape deploy
sensor nodes in the field to measure network performance [42, 123]. This kind of deployment
for measuring network performance for nation wide operational cellular networks is infeasible.
Second, a large percentage of M2M devices are deployed and maintained by third parties,
therefore from the perspective of cellular networks there are no maintenance costs associated
with these M2M devices. Thus M2M devices deployed in the field are free user experience
sensors which can be used to closely measure the user impact of cell site outages. Third,
we use stationary M2M devices for monitoring network conditions. Prior work has shown
that mobility of end-user equipment can cause up to 79% difference in measured throughput
[55, 106]. Utilizing stationary M2M devices allow us to obtain consistent measurements over
time. Fourth, we filter out M2M devices which are active for an indefinite period of time.
This has advantage over prior crowd-sourcing based approaches, as M2MSourcing is not

dependent on user input to obtain measurements.

3.2 Related Work

Prior work on measuring service quality of large operational networks has adopted two po-
pular measurement methodologies; user feedback, and user-level performance measurements.
Authors in [79] use a tool named HostView to obtain user feedback and then predict ser-
vice quality through passive measurements of system and network performance metrics. In

(78], Jin et al. study the effectiveness of using a smartphone applications for reporting ser-
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vice problems in large operational networks. The authors use a Location based reporting
tool (LRT) to obtain user feedback about service quality issues in cellular networks. User
feedback based methodologies are limited by the accuracy and completeness of information
provided by users. Furthermore, in such cases a feedback is recorded only when the user
initiates the feedback process, thus limiting the visibility into network conditions over time.
Our work utilizes M2M devices which communicate continuously, thereby allowing us to
analyze network service quality at any given time.

There is a significant amount of work on assessing network quality by measuring different
network performance indicators pro-actively [55, 106, 100, 127]. Q-score is another service
quality assessment framework that quantifies service quality by correlating network perfor-
mance indicators with user feedback in the form of customer troubled tickets [128]. Netradar
is a mobile network measurement platform that performs active and passive user level me-
asurements to obtain insights about user-perceived service quality [129]. It measures signal
strength and relate it to user service quality. Jigsaw and WiScape are client assisted wide
area wireless network performance monitoring frameworks that deploy monitoring nodes in
the field to measure network performance [42, 123, 33]. In this work, we propose to utilize
existing M2M devices already connected to the Internet through an operational cellular net-
work for monitoring user experience. This allows us to monitor network health at any given
time at any given location. To the best of our knowledge M2MScan is the first tool to utilize

M2M devices for network monitoring.

3.3 Background and Data Collection

Figure 2.3 shows the UMTS cellular network architecture. A UMTS cellular network consists
of two main sub-networks; the radio access network and the core network. Radio access
network consists of NodeBs which provide radio access link to the user equipment. The

UMTS core network consists of two main components the Serving GPRS Support Node
(SGSN) and the Gateway GPRS Support Node (GGSN). GPRS Tunneling Protocol (GTP)
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is used at the Gn interface to send and receive data to external networks. The GTP protocol
is an IP protocol used in UMTS and LTE core networks. In a UMTS network, a Packet
Data Protocol (PDP) Context is established between SGSN and GGSN for packet transfer
to and from the User Equipment (UE) [15]. At the UE side, connectivity to the Internet is
achieved by establishing a radio resource channel (RRC) with a nearby cell site. Typically,
due to built-in redundancy of cellular network architecture, multiple cell sites are available
for RRC establishment.

Despite the built-in redundancy of cellular networks, cellular network users can experience
poor or no service due to a variety of reasons. One of the major reasons is cell site outages
which may occur due to bad weather conditions, power outages, cable cuts etc. During a
cell site outage, users in the coverage regions would connect to nearby correctly functioning
towers. Thus a cell site outage may not have any measurable user impact i.e., users do not
experience service disruption. In worst cases multiple sites located in the same geographical

region may fail together and render services inaccessible to some users.

3.3.1 Dataset

In this study we use data collected at the core of a nation-wide cellular network provider in the
United States. The data consists of: 1- M2M device activity over time 2- Approximate M2M
device location 3- Cell site outage information 4- Blackout regions where users experience
no service during cell site outages. Note that all data sources were anonymized to protect
the privacy of cellular network users.

Device activity. We use call and data records maintained by the cellular network for
analyzing device activity. For each device the data set consists of information about data
and call sessions. For data records, the measurement system is deployed at the core of a
cellular network, it monitors the PDP context session of each device. A PDP context that
is established by a device can remain active for hours depending on the activity of that

device. The measurement system creates a record whenever a connection is torn down or
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the session length reaches a specified time limit, typically 1 hour. For data sessions, each
record consists of time stamp in GMT at which the record is created, anonymized device
identifier, PDP context duration in seconds, bytes uploaded and downloaded, connection
type, cell and cell-sector identifiers. We use this information to monitor the communication
activity of devices connected to the cellular network. Communication activity is a good
indicator for differentiating a smartphone from a M2M device. Several M2M applications
required M2M devices to communicate continuously to the application server. As a result
PDP contexts established by these devices remain active 24 hours a day and 7 days a week.
Therefore, by monitoring communication activity of M2M devices for a reasonable period
of time we can identify active M2M devices. Furthermore, we use activity information for
detecting cell site outages. When an outage occurs, M2M devices in the outage region are
unable to access the cellular network as a result the measurement system does not record
any activity for the impacted M2M devices. By looking at the time series, we can identify
gaps in the communication activity of groups of M2M devices. We also measure impact of
an outage by computing the fraction of M2M devices impacted out of all the M2M devices
in the outage region. We use this fraction as an estimate of user impact.

Device location. For each device this data set consists of approximate latitude and
longitude information. The approximate location coordinates are computed by measuring the
signal strength of the device at various cell sites and then approximating the location through
triangulation [29]. Each record consists of the time in GMT at which the measurement was
taken and the approximate latitude and longitude information. The measurement system
records multiple location samples of devices over time. Multiple location samples taken over
different time instances are useful for identifying if a device is moving or stationary. Using
these location samples we can create a map of active and stationary M2M devices which can
act as sensors for monitoring network health.

Network coverage reports. We also have information about network coverage of cell

sites. Given a set of sites we can obtain geographical regions which are expected to be
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Figure 3.1 Spatio-temporal characterization of M2M devices

completely out of service (blackout regions). Additionally, we use network outage reports
recorded by various network performance monitoring tools and by customer calls. Each
record consists of network outage ID, outage start time, outage end time, type of outage(cell
site, RNC, etc), list of cell sites affected, technology of the cell sites i.e. 2.5G, 3G, 4G or
LTE, and cause of the outage (power outage, weather, etc). Note that not all types of
outages affect the device connectivity, therefore we only focus on those types of outages

which directly impact user activity. We use this information to evaluate M2MScan .

3.4 Spatio-Temporal Characterization

In this section we characterize devices connected to a cellular network according to their

communication activity and mobility patterns. Our characterization analysis allow us to
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differentiate M2M devices from smartphones. We are interested in a specific set of M2M
devices which satisfy the following two requirements. First, the devices should be stationary.
M2M devices used for metering, building security, fire alarm are installed at fixed locations
and act as reliable information sources. Typically, these devices use only cellular data services
and are inactive over the voice plane. A major benefit of monitoring stationary devices is that
service quality landscape can be characterized more accurately. Second, the devices should
be active 24/7. M2M devices communicating continuously provide useful hourly information
about the network accessibility conditions. Discontinuities in the communication activity
are clear indications of potential network accessibility issues such as cell site outages. In the
rest of this chapter we use the term qualified for devices which satisfy these requirements.

Mobility characteristics. We first identify devices which are inactive over the voice
plane of cellular service for a period of one month. This gives us a set of devices which
are active only over the data plane. Next, we utilize the location samples collected during
a one month period and calculate pairwise distances between all location samples of each
device. For each device we obtain the median value of all pairwise distance values. Figure
3.1(a) show the cumulative distribution function of the median distance computed for each
device. From this figure, we observe that 40% of the devices which are inactive over the
voice plane have a distance of less than 100 meters. We also observe that a small percentage
of the devices (< 5%) have a distance between 100 to 1000 meters. Therefore, we consider
all those devices stationary which have the median pairwise distance less than a threshold of
100 meters. We also look at the density of stationary devices. Figure 3.1(b) shows the CDF
of number of devices present in a single hexagonal coverage region (cell sites). The figure
shows that 80% of cell sites have at least 10 stationary device.

Communication activity. Besides stationarity we require that the qualified set of devi-
ces should also communicate continuously overtime. This is necessary for continuous network
quality monitoring. A discontinuity in the communication pattern of a device indicates that

the device is offline. The discontinuity can be either due to device application behavior or
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poor network service. A device which has discontinuities in its communication under normal
conditions is not a reliable candidate. For monitoring network service quality in the face
of a cell site outage, we want to identify devices which went offline due to the outage and
not because of the application behavior. Therefore, we filter out devices which have discon-
tinuities in their communication pattern. To filter out less active devices we simply look
at the number of records generated by each device per hour. Figure3.1(c) shows the CDF
plot of the number of records per device over a period of one week. The figure shows that
approximately 18% of the qualified devices generate at least one record in every hour i.e.,
7% of the original set of devices used in Figure 3.1(a). These devices serve as our qualified
set of devices which are stationary and active over the data plane.

Geo-spatial characteristics. We next step look at the spatial distribution of the qua-
lified devices. Figure 3.1(d) shows the CDF plot of the number of qualified devices present
in a cell. The figure shows that more than 60% of cell sites have at least one device which
is stationary and communicates continuously. In Figure 3.2 we visualize the county-wise
geographical map of device density. The colored regions do not have M2M devices that
satisfy our criteria. On average majority of the regions have 10 to 50 devices per cell sector.
Counties with large metropolitan regions have device densities greater than 100 devices per
cell sector. These results show that sites located in large metropolitan regions have higher

device density that allow service quality monitoring at higher granularity.
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Figure 3.3 Overview of system architecture

3.5 System Design

Our approach is to monitor communication activity of stationary M2M devices to measure
service quality and detect cell site outages. This approach has several advantages over
traditional monitoring approaches. First network operators can obtain a service quality
landscape at a higher resolution. Second, activity patterns of M2M devices can be used to
detect cell site outages. Third, M2MSourcing allows network operators to measure customer

impact of an outage. Figure 3.3 shows the overview of M2MScan system architecture.

3.5.1 Activity Profiling

For each device we measure its activity on hourly basis by looking at number of bytes
uploaded and downloaded in that hour. At any given hour, if the total number of bytes
uploaded or downloaded is zero then we consider the device as in-active. We consider any
in-activity as an impact on user experience. We can infer the impact duration on hourly
basis by looking at the in-activity start time and end time. Figure 3.4 (a) shows time series
plot of some example devices impacted due to a cell site outage. The discontinuities in the
time series plot of each device represent the durations during which devices were unable to
download /upload data to their application server. We make two main observations: First,
the impact duration of individual devices located within the same outage region can vary.

From the figure we observe that all three devices were impacted for different time durations.
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Figure 3.4 Example devices

Second, a device may be able to communicate inconsistently during the complete outage
duration. From the figure, we observe that Device-A is impacted during two different time
windows. These observations highlight the dynamic nature of impact of network outages on
cellular network users. M2MScan allows network operators to monitor variation in impact

durations and identify user impact at a higher granularity both in space and time.

3.5.2 Location Profiling

We use location samples collected for each device and obtain the most representative location
sample as a device’s location. For each device all location samples form a cluster on the
geographical map. We use medoid to identify the most representative sample of each cluster.
A medoid is defined as the most centrally located point of a cluster. Figure 3.4 (b) shows
an example of location samples and the medoid of a device. The figure also shows the sites

near the measured samples, where majority of samples of each device are clustered together.

3.5.3 Quantifying Temporal Impact

In this section we discuss our approach for inferring the temporal impact of network cell site
outages. We denote the set of devices in a region R as Dpg. For each device d € Dp, we

monitor the device activity in terms of traffic volume on hourly basis. Assuming two time
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instances a and b, where b —a = N hours, we compute sum of traffic volume using a sliding
window of W hours. This gives N — W 41 samples of sum of traffic volume between a and b.
At time 7 we denote the sample as S; yy7, where i represents the starting time index of sample
window and W represents the window size. Next we rank the N — W + 1 samples while
breaking ties. We use the N — W 4+ 1 ranks to compute p-value at various time instances

between a and b using Equation 3.1.

_ rank(S;w)

SNoWl (3.1

pval (i, W)

Here i <b—W,and W << N. For each device we compute p-values for N values of : and M
values of W. Let Pz'(,lW contain p-values for all the set of pairs of 7 and W for device d. We use
all sets of pairs Pgw‘v’d € Dp to compute a frequency histogram of devices denoted as H; yy .
We select pairs of values of ¢ and W for which we get p-values less than a specific threshold
th. We select the threshold th according to the total number of samples between the two
time instances a and b i.e., W/(N — W + 1). The threshold is such that the samples with
smallest rank values are selected. The pair with maximum frequency represent the outage
start-time and duration < S¢, D >, during which maximum number of devices were affected.
Note that the sets of devices belonging to different pairs of start times and durations may not
be disjoint i.e., a device may contribute to the frequency of different start time and duration
pair. We consider devices belonging to the pair with highest frequencies for quantifying the
user impact in space. Algorithm 1 describes our methodology for obtaining estimates of

outage start-times, duration and user impact.

3.5.4 Quantifying Spatial Impact

To quantify the impact of a network outage we utilize the list of devices obtained through the
p-value computation. First we obtain a spatial map of impacted devices, then we use a 2D
Gaussian kernel to obtain a quantifiable measure of impact regions. For a device d € D we

compute the impact score in its surrounding region using 2D Gaussian kernel centered over
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Algorithm 1 Estimating outage start time and duration
Result: < S;,D >,|D’| = Estimate(Dg,th, M)

Input: (1) Set of devices Dp in region R
(2) P-value threshold th

Output:

)
)
(3) Maximum duration M
(1) Start time, duration pair: < S, D >,
(

2) No. of devices impacted |D’|

for : < 1 to N do

fuy

2 for W <1 to M do

3 for d € D do

4 Pz'dW — pval(i, W)

5 if P4 <ththen H;y < H;y +1
6 < St, D>« argmax(H)

7 |D'| = max(H)

return < Sy, D >, |D’|

0]

the device location. We obtain the impact score as the value of function G 4(x,y) defined as

follows:

2?4y
1 p)
Gyla,y) = ——e 7d (3.2)

27r0(2i
Here = and y represent the coordinates at which the score is being computed and z2 + y?2
is the squared distance between the device and the location. We define o, as the distance
between the device and its nearest neighbor. The impact score of a device at + = 0 and
y =0, i.e., at the device’s location is simply ﬁ To compute the impact score at any given
location 2’ and 3/, we compute the scores Gy(x,y)Vd € Dp. Using the values of Gy(x,y) we

quantify the strength of outage impact at any particular location.
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Figure 3.5 Estimation accuracy of start times and duration of synthetic outages

3.6 Evaluation

We use real data collected at a nation wide cellular network operator in our evaluation. First,
we introduce synthetic network outages in the real data and evaluate our system using three
different metrics: network outage start time, network outage duration and outage impact in
terms of fraction of devices affected by the outage. Second, we deployed our system in an
operational network and detected/validated network outage events and their impact. For
validation purposes we uses external sources of information such as tickets generated by user

complaints and network outage databases maintained by the cellular network operator.
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3.6.1 Synthetic Network Outages

A naive way to simulate an outage in a geographical region is to remove activity records of
all qualified devices in that region for a specific duration. In real outage scenarios, devices
in an outage region typically connect to nearby working sites and remain active. Therefore,
all devices in an outage region are not impacted. To allow for real outage simulations we use
network coverage reports to obtain blackout regions. These are geographical regions where
customers experience complete network outage when cell sites in those regions fail.

Evaluation data: We identified six geographical regions covered by 102 sites and 1881
qualified devices. Each geographical region belongs to a large metropolitan city in the United
States. The smallest region consists of 3 sites, and the largest region is covered by 37 sites.
We obtain blackout regions for each set of sites. Approximately, 5% of the qualified devices
are in the blackout regions. Using these sets of sites and devices we created 120 different
outage scenarios. For each region we used device activity data for a period of one week. The
length of a real network outage typically ranges from a few minutes to tens of hours. Since,
our dataset consists of hourly measurements we introduce synthetic network outages of time
duration ranging from 1 to 15 hours.

Outage scenarios. In each outage scenario, we choose a set of sites and introduce
synthetic network outages at a given starting time and duration. For a given set of sites T’
in a geographical region we obtain a set of blackout regions R from the network coverage
report dataset. These regions are 100 x 100 meter boxes where users are likely to experience
absolute service inaccessibility if the cell sites in T" are out of service. Next, we obtain a
set of qualified devices D, served by the sites in 7" and identify a subset of devices Dy € D
which are located in the blackout regions. Finally, we introduce network outage of duration
d, at time ¢ by removing activity records of devices in the set Dp. For simulation purposes
we assume that devices not in the blackout region are able to switch to a nearby site not in
the set T' and continue communicating over the data plane seamlessly. For each set of sites

T, we created 20 different scenarios with four different durations and five different starting
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times. Each outage scenario serves as the ground truth for evaluation purposes. Finally,
we evaluate detection accuracy by recording the time and duration parameters returned by
M2MScan for each outage scenario.

Evaluation metrics. For a given outage scenario M2MScan returns the < Sy, D > pair
that has maximum number of impacted devices. We compare the < S, D > values for
each scenario with the ground truth and compute the estimation accuracy. An accurate
estimate of outage start time duration is essential for measuring temporal impact of an
outage. Here we define estimation accuracy as the percentage of outage scenarios whose
< S, D > parameters were correctly identified.

We also evaluate the accuracy of estimating user impact. We measure user impact as
the percentage of devices affected during the outage time. For evaluating accuracy of user
impact estimation, we compute the fraction of impacted devices identified by M2MScan out
of the total number of impacted devices. We evaluate user impact by looking at the fraction
of impacted devices correctly identified by M2MScan out of the total number of devices
actually impacted. Figure 3.6 shows the accuracy of estimating user impact. We observe
that accuracy of user impact increases with p-value threshold because higher p-values allow

inconsistent devices to be classified as impacted.
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Simulation results. Figure 3.5 shows the accuracy of estimating outage starting time
and duration. We report estimation accuracies for four different durations. Each group of
bars represent accuracies for different p-value thresholds. We also draw error bars which
represent the percentage of scenarios whose estimations were incorrect. Top portion of an
error bar represents percentage of scenarios whose parameter values are more than the actual
value. Similarly, bottom portion of and error bar represents percentage of scenarios whose
parameter values are less than the actual value. For example, Figure 3.5 (a) shows that the

accuracy for outage scenarios with duration equal to one hour is approximately 67%.
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Figure 3.10 A special case of real world site outage.

3.6.2 Real Network Outages

We implemented and deployed M2MScan at the core of a cellular network and analyzed
outages during a two month time period. We analyzed 14 different outages of varying
time duration and different geographical locations. In each outage more than 3 cell sites
are involved. For all outages, the average device density is 38 devices per cell site with a
maximum of 145 qualified devices per cell site and minimum of 20 device per cell site.

We utilize information available in network outage reports as ground truth of real outages.
We evaluate the accuracy of M2MScan on real network outages for different p-values. Figure
3.7 shows average of absolute difference between estimated and actual start time and duration
values. For large p-values we observe large average difference that indicates lower estimation

accuracy. These results correlate with the results obtain through simulations of synthetic
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outages. For each network outage we also look at the user impact. Figure 3.8 shows the
percentage of impacted devices detected by M2MScan for all 14 outages. We also observe
that for some outages an increase in p-value threshold have little effect on the percentage of
impacted devices. For example, for outages 4 to 6 there is a small increase of approximately
1% user impact. Our analysis also reveals that outages with large user impact have large
number of failed sites involved. For example outages 12 to 14 have more than 10% devices
impacted, all of these outages have more than 10 failed sites.

We also visualize the histogram of start time and duration pairs in Figure 3.9. Here the x-
axis represents the start time value denoted as ¢ in our formulation and y-axis represents the
window size denoted as W. The hottest points represent the outage start-time and duration
pair for which maximum number of devices are classified as impacted. We observe that for
a change in p-value from 0.01 to 0.02, the estimate of user impact increases by two times.
Also, we do not observe significant shift in the outage start time duration values. However,
for a p-value of 0.04 we observe a small change in the user impact estimate and large shift
in the outage start-time and duration estimate. These observations highlight that small p-
values are more suited for estimating outage start times and durations. Also, larger p-value
threshold provides better estimates of user impact. However, the downside of increasing the
threshold value is an increase in number of false positives. The heatmap also shows that
majority of devices were impacted with a similar duration and starting time. A geographical
analysis of the outage reveals that the outage occurred in a region with a large number of
cell sites located geographically close to each other. Therefore, in this case either the devices
were able to switch to other nearby sites or were directly impacted. These example show
the potential of M2MScan to identify the temporal impact of an outage.

To evaluate spatial impact of outages, we compute impact scores using the gaussian smoo-
thing kernel. For each outage in a region R, we create 10 random subsets containing equal
number of devices including both impacted and non-impacted devices. We use devices in

9 subsets denoted as d’, to obtain the impact scores Gzl(:)s,y)‘v’d’ € Dp at the locations of
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devices in the 10-th subset. We then label each device in the 10-th subset as impacted or
non-impacted based on the impact scores. For a given device in the 10-th subset we obtain
|d’| number of scores. A device is impacted if the maximum score at its location belongs to
another impacted device, otherwise we label the device as not-impacted. For 6 outages the
impact scores correctly labeled 85% of the impacted devices. For remaining outages impact
scores correctly labeled less than 10% of impacted devices. To investigate this variation we
look at the geographical map of device and site locations. Our analysis reveals that due to
terrain conditions and coverage planning done by cellular network, devices located within
the outage region may connect to sites outside the outage region.

Next we discuss temporal characteristics of a special case of real site outage. Figure
3.10 shows the heat map plots generated from the frequency histograms. We observe that
maximum number of devices are impacted with a starting time of 68 and a duration of 20.
However, we also observe that a significant number of devices do not have this starting time
and duration. For example, one particular group of devices has the same starting time with a
duration of 5 time units. We also observe that devices belonging to the two different impact
durations are disjoint set of devices. This shows that devices located in the same outage
region can have different impact durations. To understand the varying impact durations we
looked at the geographical locations of all qualified devices in the region. We found that the
devices with smaller impact durations are located in the outer region of the outage and the
devices with longer impact durations are located in the central region of the outage.

In summary, M2M devices enable us to analyze network outages at a higher granularity in
both space and time. The impact duration and impact region of a given cell site outage can
vary both in space and time. These variations are dependent on geographical terrain and
cell site locations in the outage region. Besides obtaining an estimate of outage start time,
duration, and user impact, M2MScan can be used to characterize network outages and their

user impact.
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3.7 Conclusion

In this chapter, we present our design and prototype of a M2MSourcing based monitoring
system called M2MScan for a large-scale cellular network. We first identify a qualified set of
M2M devices which are stationary and have consistent communication activity using data
collected from a large-scale cellular provider in North America. We then use these qualified
M2M devices to measure user impact of cell site outages. Our analysis reveals that impact
of cell site outages is highly dynamic in space and time. We show that M2MScan is highly
effective in estimating temporal impact of cell site outages. M2MScan is also useful in
estimating percentage of user impacted due to a cell site outage. Spatial impact is highly
dynamic due to geographical terrain and site locations, devices tend to handoffs to nearby
working cell sites and remain active even if they are in the outage region To the best of our
knowledge, large scale cellular network monitoring using M2M device at operational cellular

networks has not been previously studied.
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4 Optimizing Transit Route
Selection for CDNs

4.1 Introduction

Content publishers usually rely on third-party Content Delivery Networks (CDNs) for effi-
ciently delivering content to end users. A significant fraction of web content on the Internet
is served by CDNs. Cisco estimates that the share of Internet video traffic served by CDNs
will increase from 61% in 2015 to 73% by 2020 [12]. Two major considerations for CDNs are
cost and performance of delivering content to end users. CDNs maintain copies of content at
cache servers that are deployed at carefully selected geographical locations. CDNs also main-
tain multiple transit routes from cache servers to access ISPs (or “eyeball networks”) which
provide Internet connectivity to end users. When a user requests an object, the request is
redirected to a nearby cache server containing the requested object. The cache server sends
the object to the end user via one of multiple transit routes. Since the performance of transit
routes changes over time, end-to-end performance achieved by a CDN is dependent on the
choice of transit route [133]. Furthermore, the price of Internet transit also varies from one
transit provider to another. Thus, a major challenge faced by CDNs is to develop a transit
routing strategy to simultaneously optimize cost and performance.

The dynamic nature of transit pricing and performance makes it challenging to optimize

the cost and performance tradeoff. There are thousands of eyeball ISPs which are reachable
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via different transit routes and different geographical locations. Each choice of transit route
for a particular eyeball ISP and geographical location has distinct cost and performance
characteristics, which makes the problem of developing a transit routing strategy challenging.
Therefore, it is important for CDNs to carefully design and adopt a transit route selection
strategy by analyzing the dynamically changing cost and performance tradeoffs.

To the best of our knowledge, the problem of optimal Internet transit routing for CDNs
considering both cost and performance tradeoffs is not addressed in prior literature. Prior
work on route selection has studied multi-homed access networks [44, 54, 149]. Unlike multi-
homed access networks, CDNs have multi-homed servers at IXPs (via multiple transit pro-
viders) which provide explicit control over content routing. The state of the art for tran-
sit routing at IXPs by CDNs does not use a fully automated approach. CDN operators
mostly configure routing strategies manually to optimize cost and performance. Due to
performance dynamics across thousands of access ISPs and numerous transit routes, it is
practically impossible for CDN operators to manually achieve an optimal tradeoff between
cost and performance.

In this work, we present measurement, analysis, design, and evaluation of optimal transit
route selection for CDNs. First, we present an approach to measure end-to-end performance
across multiple transit routes simultaneously. We measure end-to-end performance as the
delay between the CDN server located at an IXP and the end user. Second, we analyze the
temporal and spatial dynamics of performance differences between multiple transit routes.
Measuring performance differences across multiple transit routes allows us to characterize
performance dynamics of Internet transit. Finally, we present our proposed approach for
optimal transit routing. We formulate the transit route selection problem as using a multi-
attribute objective function that optimizes cost and performance simultaneously. Using
linear programming, we obtain tradeoff curves between cost and performance for various
routing strategies. Our results show that CDNs can achieve significant cost and performance

benefits using our measurement and optimization approach.
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We face two key technical challenges in optimizing Internet transit routing. The first
challenge is to obtain simultaneous performance measurements across multiple transit routes.
This is necessary because performance at each transit route is dependent on multiple external
factors. Performance differences between transit routes can vary due to congestion at the
ISP-transit interconnections or congestion at intra-ISP links. Furthermore, performance
can vary due to traffic engineering policies of customer ISPs. To solve this challenge, we
capture the dynamics in performance differences by exploiting the multi-homing capability of
CDN servers. Specifically, we implement a client-side performance measurement JavaScript
that is embedded in client-requested web pages by the CDN. The JavaScript downloads
multiple copies of a pixel tag simultaneously via multiple transit routes. This measurement
methodology allows us to capture user perceived end-to-end performance via multiple transit
routes. We measure performance of multiple transit routes simultaneously and focus on pixel
tags whose download time is representative of Round Trip Time (RTT).

The second challenge is to obtain a transit routing strategy that provides an optimal
tradeoff between cost and performance. For each IXP location, thousands of destination
ISPs are reachable and for each destination ISP there are numerous transit routes. We
solve this challenge by formulating the Internet transit routing problem as a multi-objective
optimization problem. The objective function computes the utility of a particular routing
strategy and optimizes it over all possible strategies. We describe utility as the sum of
overall cost incurred to a CDN and performance weighted by a factor . By varying values
of v, we obtain various selection strategies. We obtain an optimal strategy by looking at the
tradeoffs between cost and performance for different + values. The ability to analyze and
automatically control transit routing has significant cost and performance benefits for CDNs.
Our approach allows CDN operators to analyze cost-performance tradeoffs and accordingly

choose an optimal routing strategy. We summarize our key contributions below.

e First, we characterize Internet transit performance from multiple IXP vantage points.

Our comparative analysis of two transit providers reveals that one transit route signi-
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ficantly outperforms the other for more than 50% users at a European IXP and more
than 30% of users at a North American IXP.

e Second, we propose an optimization approach that allows CDN operators to navigate
cost and performance tradeoffs in transit routing through a control knob. Our results
show that CDNs can reduce their transit costs on average by 57% without incurring

any performance degradation.

4.2 Background

4.2.1 Architecture

CDN caching infrastructure consists of servers located at multiple geographically distributed
locations. A content provider pushes copies of its content to the CDN. The CDN maintains
copies of the content at geographically distributed cache servers. The client requests for
content are typically directed to suitable CDN cache servers based on geographic proximity
using DNS redirection or anycast [91].

There are two common server deployment strategies employed by most commercial CDNs
[70]. CDNs either deploy servers inside many access ISPs that are closer to users (enter-
deep strategy) or deploy servers at a few carefully chosen geographical locations (bring-home
strategy). For example, Akamai has adopted the enter-deep deployment strategy, and has
deployed 100,000+ servers across thousands of ASes [4, 132]. Several major content providers
have also adopted the enter-deep deployment strategy. For example, Netflix’s Open Connect
Appliance (OCA) servers are deployed at ISPs delivering over 5Gbps in peak daily Netflix
traffic [8]. Google Global Cache (GGC) servers are also installed inside large ISP networks
[6]. In the bring-home strategy, CDNs deploy large clusters of servers at fewer sites and
connect these sites with high-speed connectivity. Instead of deploying these clusters inside
large ISPs, these CDNs strategically place their server clusters near Internet Exchange Points

(IXPs). At IXPs, CDNs can interconnect with a large number of ISPs using peering or transit
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9, 96, 39]. According to a snapshot of the PeeringDB in August 2013, 76% of ASes use Open
peering, 21% use Selective, and 3% use Restrictive [96]. For example, Limelight has 18,000+
servers at dozens of Points of Presence (POPs) around the world. CDNs interconnect with
backbone transit ISPs, at IXPs to efficiently deliver content to end users.

Figure 4.1 provides an architectural overview of the bring-home CDN that we study in
this work. As discussed earlier, we note that the CDN cache servers are located near major
IXPs, where they interconnect with backbone transit providers (or transit ISPs).! CDNs buy
transit services from multiple transit providers. CDNs can use one or simultaneously use
multiple transit providers in order to minimize their transit costs and maximize performance
for end users. Unlike enter-deep strategy, a bring-home CDN has more control over content
delivery servers because cache servers are located at a small number of key geographical
locations. However, as shown in prior literature [70], the CDN has to deal with larger
end-to-end delay and higher transit costs as compared to enter-deep CDNs like Akamai.
Therefore, it is crucial for bring-home CDNs, like the one discussed here, to carefully choose

transit routes to optimize both performance and cost.

Figure 4.1 A CDN interconnects with multiple transit ISPs at IXPs

!Note that the CDN can peer with an access ISP (or “eyeball network”) to eliminate transit costs if the
access ISP has presence at the IXP. However, small access ISPs typically do not have presence at multiple
large IXPs [107]. Moreover, large access ISPs may not directly peer with the CDN due to the intricacies of
peering [107]. In this chapter, unless stated otherwise, we restrict ourselves to transit routing for CDNs.
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4.2.2 Internet Transit Dynamics

Pricing and performance of transit providers vary with respect to time and geographical
location. Below, we provide an overview of both pricing and performance dynamics in the
Internet transit market.

Pricing Dynamics. Internet transit prices have steadily decreased over the years due
to technological advances and increased competition in the Internet transit market. Usage
based and tiered pricing models are commonly used in the Internet transit market [137]. In
the usage based pricing model, Internet transit is a metered service, i.e., transit providers
charge their customers by measuring the amount of traffic sent or received during the billing
period. Some transit providers may charge customers differently based on traffic volume
and destination. In the tiered pricing model, transit providers charge customers based on
geographical region, traffic commit levels, type of traffic i.e, on-net vs off-net, etc. [137].
The customers who commit higher bandwidths are able to negotiate lower per-Mbps costs
as compared to the customers who commit lower bandwidths [108]. The most commonly
used pricing scheme in the Internet transit market is called 95th-percentile pricing [131].
In this scheme, usage over a fixed billing period (typically one month) is measured on a
megabit per second basis using the 95th percentile value. Unlike capped or fixed billing,
where customers pay a fixed amount regardless of usage, 95th percentile charging is flexible.
The service providers do not have to implement various charging policies and the custo-
mers pay only for what they utilize. Note that customers with bursty traffic are likely to
pay higher costs than customers with consistent bandwidth utilization, even though overall
traffic volume transferred by bursty customers may be less than the consistent ones. When
considering the costs incurred due to effects of bursty traffic on traffic engineering policies,
95th percentile charging method balances the tradeoff between flexibility and the amount
charged to customers.

Performance Dynamics. There are several factors that cause performance differences

across transit routes. For instance, a transit route may simply be longer (more IP hops) than
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others, resulting in consistently higher propagation delays. A CDN can easily identify such
cases when a transit route is consistently worse than others. Transit performance is also af-
fected by congestion at ISP-transit interconnections or congestion at intra-ISP links resulting
in larger queueing delays and packet losses due to buffer overflows. The congestion can be
temporary (e.g., during peak hours) or long-lasting indicting link under-provisioning. Such
changes in transit performance are not in control of CDNs because contractual agreements
between ISPs and changes in inter- and intra-domain routing policies are considered con-
fidential information. From a CDN’s perspective, it is important to continually monitor
performance across different transit providers and choose transit routes accordingly to opti-
mize end-to-end performance.

Overall, in addition to optimizing performance, CDNs also have to consider financial
aspects of Internet transit routing. Different transit providers may charge differently, use
different pricing models, and set up contractual agreements with /without performance SLAs.
Thus, CDNs have to navigate the cost-performance tradeoff. A CDN can choose the cheapest
transit route by sacrificing performance or can pay more for better performance. In this work,

our goal is to understand the cost performance tradeoff from the perspective of CDNs.

4.3 Performance Measurements & Analysis

4.3.1 Measurement Methodology

In this section, we discuss our methodology to measure and analyze performance of transit
providers. To measure the performance of multiple transit providers serving a particular ISP
(e.g., AS in a specific geographical region), we utilize the multi-homing capabilities of the
CDN’s cache servers located at IXPs. Specifically, we embed a JavaScript in client-requested
web pages to conduct active performance measurements. The client-side JavaScript generates
HTTP requests to the multi-homed IXP server and downloads a pixel tag via different transit

providers. The same pixel tag is downloaded simultaneously via multiple transit providers;
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this allows us to capture the performance differences of various transit routes simultaneously.

Figure 4.2 illustrates our measurement methodology. The JavaScript is embedded in the
HTML pages served to end users. Once a client downloads the HTML page, the JavaScript
executes in the background and sends an HTTP GET request for a pixel tag. To avoid
additional delays incurred due to DNS lookups, we hard-code the IP addresses of the mea-
surement server in the JavaScript. To avoid local cache hits, we add a nonce check in the
client’s HT'TP request. This ensures that the pixel tag is served only from the multi-homed
measurement server and not from the local browser’s cache. We set the size of pixel tag to
10 kilobytes, which is less than the server’s initial TCP congestion window. Thus, it takes
approximately 2 RTTs to download the pixel tag. The JavaScript records the RTTs at the

client side and periodically uploads the measurements to a database server.
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Figure 4.2 Transit performance measurements

Our dataset consists of active measurements conducted from 19 measurement servers which

are located at different IXPs. Each record in the dataset consists of time stamps indicating
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the measurement time, identifiers for transit providers, download time values obtained for
each transit provider, client IP address, client AS number, and ISP name. In total, the da-
taset consists of 6 million entries which were recorded from more than 2 million IP addresses
distributed across 16,752 ASes. All user identifiers in the dataset are anonymized to protect
the privacy of users. The measurement time span is distributed over a period of one year.
Note that a measurement is recorded only when a client sends a request to download a web
page. Therefore, the scope and size of our measurements depends on content popularity
and user demographics. However, the CDN discussed in this study has thousands of clients
covering a large number of ASes, which include most major residential broadband providers.
We aggregate performance measurements on an hourly basis and use one hour as the time
resolution for the rest of our analysis.

As shown in Figure 4.3(a), 19 measurement servers are located at geographically distri-
buted IXPs and cover all major continents including North America, Europe, Asia, and
Australia. We used the publicly available IP geolocation databases to locate host IP addres-
ses. Figure 4.3(b) visualizes the IP address space of all host IP addresses in our data set. The
plot divides the IP space by the first two most significant bytes as axes. The color indicates
the number of records from each /16 IP block, where brighter colors represent more records
and darker colors represent fewer records. The plot shows that our measurements covers a
large chunk of the IP space. Some of the empty portions represent the space for reserved
IP addresses. Other large empty portions correspond to unobserved (i.e., not served by the
CDN servers), non-allocated, or inactive IP addresses.

Table 4.1 provides summary statistics of our measurements. Each row enumerates the
total number of measurements, number of unique host IPs, number of unique ASes, and
median download time for each transit provider. The three letter abbreviations in the first
column denote various transit providers used by the CDN at various IXPs throughout the
world. We note that Nippon Telegraph and Telephone (NTT) and Telia (TEL) provide the

most coverage (in terms of number of IPs and ASes) to the CDN. Other transit providers
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(a) Red dots represent the locations of
measurement servers at IXPs and black

dots represent the location of end users.
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Figure 4.3 Deployment summary

are used at IXPs when NTT and TEL do not cover certain IXPs, or when NTT or TEL are

temporarily unavailable. The median download times for NTT and TEL are 288 and 286

milliseconds, respectively.

Transit #Records #IPs #ASes Median
Provider x1000 x1000 ASes Time(ms)
NTT 5,435.7 2,013.2 15,559 288
TEL 5,217.5 1,923.5 15,616 286
DTA 1,869.9 772.3 7,969 297
PAC 552.9 236.8 1,910 488
PCC 533.7 228.8 1,775 427
AAP 192.3 814.3 189 241

Table 4.1 Data set summary statistics

4.3.2 Analysis and Discussions

We first analyze the performance characteristics of different transit providers using our me-
asurements. We are particularly interested in understanding where and when one transit
provider outperforms another transit provider. To this end, we explore spatial (where) and
temporal (when) variations in transit provider performance difference. In this work, we use
the time to download the pixel tag for each transit route as a measure of its performance.

If t; and t9 denote the download time of the pixel tag via two transit providers, then let
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dt = |to — t1| denote the performance difference in terms of download time. In the rest of
this section we use the performance difference 0t as performance metrics. Below, we focus
our analysis to two major transit providers (NTT and TEL) across four popular POP locations
(Paris, Madrid, San Jose, Chicago).

Spatial variations. Figure 4.4 plots the cumulative distribution of percentage perfor-
mance difference between transit providers for users across four POP locations. The x-axis
represents users and the y-axis represents the percentage performance difference between
two transit providers for a given user. The plot indicates the portion of users who receive
better performance from one transit provider versus the other transit provider. A positive
percentage difference indicates that NTT has better performance, and a negative percentage
difference indicates that TEL has better performance. Each curve is aggregated for all ASes
that interconnect at the corresponding POP location. We observe that NTT provides signifi-
cantly better performance than TEL for users on the left of the x-axis, while TEL outperforms
NTT for users on the right side of the x-axis. For Madrid POP, we note that NTT outperforms
TEL by 10% for approximately 40% of users and TEL outperforms NTT by 10% for approxi-
mately 10% of users. In sum, 50% users experience significant performance difference across
two transit providers. The remaining 50% users would fare similarly on either transit provi-
der. Using the same 10% performance difference threshold, we note that one of these transit
providers outperforms the other for for 55% users at Paris POP, 30% of users at Chicago
POP, and 30% of users at San Jose POP. Our findings highlight that there is no outright
best transit provider for all users and a careful choice of transit provider is necessary.

Temporal variations. To investigate temporal variations in performance differences
between transit providers, we analyze our performance measurements over time. For each
POP location, we again plot the distribution of percentage performance difference between
transit providers for users in different one-month billing periods. Figure 4.5 plots the curves
for four popular POP locations and for three different billing periods. We observe that for

Paris and Madrid POPs, one transit provider outperforms the other for a vast majority of
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Figure 4.4 Spatial performance variations for different POPs

users across all billing periods. For example, TEL outperforms NTT for up to 70% of users at
the Paris POP and NTT outperforms TEL for up to 65% of users at the Madrid POP. While
the overall trend remains the same for all POPs, we observe changes across different billing
periods. For instance, the performance difference between NTT and TEL increases over time for
San Jose POP. More specifically, NTT has equal or better performance as compared to TEL for
most users in July. However, TEL’s performance improves as compared to NTT’s performance
over the next billing months. By November, TEL outperforms NTT for more than 25% of users
while NTT outperforms TEL for approximately 10% of users. Similar temporal variations in
performance difference can be observed for all POPs. During certain consecutive months two
transit providers may have similar performance difference characteristics, as a result we may
not observe variations over consecutive months. Therefore, we choose different months for
different POPs to show variations across different geographical locations at different times.
To understand finer-grained temporal variations in transit performance, we analyze the
time series of percentage difference between transit providers across AS-POP pairs. We plot
the hourly performance time series for the Telefonica-Madrid AS-POP pair in Figure 4.6. A
positive value of t7gr, —tyT indicates that NTT’s performance is better than TEL’s performance.

For this particular AS-POP pair, we observe that NTT’s performance is consistently better
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Figure 4.5 Performance difference of transit providers for different billing periods

than TEL’s performance. We plot the hourly performance time series for the Comcast-San
Jose AS-POP pair in Figure 4.7. We observe that NTT’s performance is generally better
than TEL’s performance during the first three weeks. However, the trend is quickly reversed
in the fourth week. The reversal in performance seems to be due to improved performance
of TEL (e.g., infrastructure upgrade) rather than degraded performance of NTT (e.g., traffic
pattern shift). For rest of the measurement period, TEL consistently outperforms NTT. Figure
4.6 (b) and 4.7 (b) show the zoomed time series plots for the fourth week. We note diurnal

variations for ttgr, — tyTT, Which indicate congestion during peak hours.
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Figure 4.7 Difference in transit performance for AS-POP pair: Comcast-San Jose

4.4 Problem Formulation

Due to the rich connectivity at IXPs, a CDN can choose from multiple (often dozens) of
transit options to route traffic to end users. In particular, the traffic to an AS can be routed
via one of many transit providers. As discussed earlier, the dynamics of cost and performance
makes manual solution out of scope. We need to optimize both cost and performance for
each destination AS. Our discussions with network engineers revealed that this optimization

is often done manually on an hourly basis, and misconfigurations and performance issues are

quite common. Due to a large number of ASes, network engineers typically do the manual
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optimization only for large ASes or the ones with poor performance [149, 2, 5]. Thus, we need
automated solutions to the cost-performance optimization problem that can be configured
for different cost-performance tradeoffs.

We formally define the dynamic cost-performance optimization problem for Internet transit
selection using constraint programming. In a constraint programming approach an objective
function is formulated with a set of constraints on variables of the objective function. Then
a solution is obtained such that the variable values are within the specified constraints [53].
Constraint programming allows us to formulate the optimization problem in a form that
can be used to obtain a tradeoff curve between cost and performance. More specifically,
we design an objective function that minimizes a utility cost function. The function is a
weighted sum of cost and performance of a transit provider selection strategy. Based on the
tradeoff curve, CDNs can adapt transit provider selection to obtain the desired tradeoff.

For a POP Pj, consider a transit provider 7 that charges ! units of cost to a CDN. Each
POP serves multiple ASes and each AS can be served through multiple transit providers. For
a AS-POP pair < Ay, Pj >, let bz, j and d};, j respectively be the estimated bandwidth usage
and performance through transit provider i. For usage based pricing r* is a fixed amount
that transit provider ¢ charges on hourly basis. For 95th percentile pricing, we consider a
billing period of one week and compute the 95th percentile of hourly bandwidth usage. We
use this bandwidth usage to compute the transit costs. Specifically, for transit provider @
the transit cost is Zk,j rtox b};’j, where b};,j represents the 95th percentile value. We use
number of records observed in each hour as an estimate of hourly bandwidth usage. The
performance d}'m. is measured in terms of download time in milliseconds. The CDN needs
to select a transit provider for each AS-POP pair < Ay, P; >. Let x};, j be the optimization
variable that assigns transit provider i to AS-POP pair < k,j >, thus :L’;'{, ; € {0,1}. We

formulate the minimization objective function as follows.
minimize Y |y vy b+, jd . (4.1)
kg i
The objective function minimizes the utility cost of assigning transit providers to POP-AS
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pairs. The utility cost function consists of two terms. The first term computes the cost
in dollars charged by the selected transit providers weighted by the bandwidth usage. The
second term is the median download time observed at the transit provider multiplied by a
tunable parameter v. We choose to model performance as part of the objective function
because modeling performance as a constraint may render the problem unsolvable as perfor-
mance of all transit providers may not satisfy the constraint. It is also possible that multiple
transit providers may satisfy the constraint resulting in selecting the transit provider with
poorer performance. The CDN operator can vary = to obtain a desired tradeoff between cost
and performance. Essentially, overall utility is the weighted sum of cost and performance.
Smaller values of 7 push the optimizer towards a minimum cost solution whereas larger va-
lues of v push towards a better performance solution. The objective function is subject to

the following constraints:

> xﬁw. = 1Vk, j (4.2)
)
7}, ; €{0,1} (4.3)
> g b < (4.4)
k.j

Here C" is the capacity of transit provider i. The first constraint ensures that only one transit
provider is assigned to a POP-AS pair. The second constraint ensures that assignments are
integral. The third constraint sets the limits on maximum bandwidth utilization by transit
providers.

Note that the second constraint for ensuring integral assignments results in a combina-
torial optimization problem, where the optimal solution can be obtained by evaluating the
objective function over all possible assignments. We can utilize openly available Mixed-
Integer Programming (MIP) solvers to obtain the optimal assignment. However, in practice
each POP connects to thousands of ASes through multiple transit providers. Since Integer
Programming (IP) is NP-Complete, it is not feasible to solve it for large input sizes [83]. We

provide the proof of its NP completeness by reduction from the boolean satisfiability pro-
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blem 3-SAT. The boolean satisfiability problem has been proven to be NP-complete using
the Cook-Levin theorem. By reducing 3-SAT to IP we prove that IP is NP-Complete. A SAT
instance is composed of variables and clauses. Variables in the SAT instance are boolean

and their values should be such that the clause must result in a boolean TRUE.

Proof. For the 3-SAT problem consider the boolean variables by, ba, ..., b,. Consider a similar
IP instance with the same number of integer variables denoted as z1,x9,...,z,. Values of

each integer variable is constrained by the inequality:
0<=ux; <= 1Vi (4.5)
For any 3-SAT clause, there is a corresponding constraint. Consider a 3-SAT clause:
by V by V b3 (4.6)
The corresponding constraint is given by the following inequality:
r1+ (1 —29) + 23 >=1 (4.7)
This reduction can be done in polynomial time. O

Thus, we relax the constraint to allow fractional assignments i.e., x% j € [0,1]. This
relaxation allows us to obtain optimal solution with fractional assignments in linear time
using standard Linear Programming (LP). Following lemmas state the relationships between

solution obtained through LP relaxation and Integer LP (ILP) [122, 138].

Lemma 4.4.1. Let Spp be set of feasible solutions in the LP and let Sy p be set of feasible
solutions in ILP. All feasible solutions in ILP are also feasible solutions in LP; i.e., Syrp C

St p. For the minimization problem, solution obtained through relaxed LP has smaller value

than the solution obtained through original ILP i.e., min(LP)< min(ILP).

An optimal solution in LP may be found at the boundaries of the convex hull formed by

the linear constraints. However, the feasible solutions in ILP are given by a set of points
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inside the convex hull formed by the linear constraints. These set of points do not form a
convex set. Hence, value of the optimal solution in a minimization problem in LP is less
than or equal to the value of an ILP optimal solution. Following the inequality in Lemma
4.4.1, we next state the condition under which both optimal solutions for LP and ILP are

equal.

Lemma 4.4.2. Let X© denote the optimal solution of the original ILP problem. Let X!
denote the optimal solution obtained from LP. If the optimization variable xi-‘:j of the LP
takes integral values in Xl, then it is also an optimal solution for ILP and hence the optimal

solution for the original problem; i.e, Xl = xo.

Optimal solution of a LLP as stated in the lemma generally does not exist. Several heuristics
have been proposed in the literature to obtain an integral solution from the relaxed LP [43].
In this work, we use the relaxed version of the minimization problem. For our empirical
evaluation, we obtain a small percentage of fractional values in the solution to the relaxed
version of the original problem. The fractional assignments can be dealt heuristically through
randomized rounding or greedy assignments [116]. Another approach to deal with fractional
assignments is to employ fractional routing, which can be realized by hash-based splitting

or through multi-homing agents [25, 104].

4.5 Results

In this section, we discuss the cost and performance benefits of our proposed optimization
approach for transit selection by CDNs. For pricing, we use usage-based and 95th percentile
pricing models to compute costs incurred by the CDN in using various transit providers. On
an hourly basis, we compute the median bandwidth usage for each AS-POP pair. For usage-
based pricing, we study transit provider selection for two different scenarios; first, when
all transit providers charge equal pricing rates (per Mbps), and second when all transit

providers charge different pricing rates. The optimization framework works on hourly basis,
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Figure 4.8 Cost-performance tradeoff curves for v ranging from 0 to 5.

and the optimization works for each PoP independently over all ASes and transit providers.
Therefore, differences in pricing for different POP locations (which is very common) does
not impact transit providers across POPs. For 95th percentile charging, we use one week as
the billing period in our experiments. 95th percentile charging is based on 95th percentile of
all measurements over the billing period. Therefore, the optimization framework works on
weekly basis under this charging model. For performance, we use download time of active
measurements over a year as input to the optimization problem. For bandwidth, we use
number of records observed in each hour as an estimate of bandwidth usage in that hour.
As number of records are dependent on clients requesting the pixel tags, larger number of
requests indicate greater bandwidth usage, therefore, we use number of records as an estimate
for bandwidth usage. Specifically, we compute the median download time in every hour for
all transit providers for each POP-AS pair. For a given transit provider, our system records
several measurements for each AS-POP pair during a particular hour. We use the median
value of these measurements in our experiments. We use an open source implementation
of Embedded Conic Solver (ECOS) for solving the optimization problem. Given the solver

output, we can compute the performance and cost of traffic via transit providers. While our
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optimization framework is scalable for more than two transit providers, we limit our analysis

to two transit providers (namely NTT and TEL) for simplicity.

4.5.1 Tradeoff analysis

We first study the tradeoffs between cost and performance in the Internet transit selection.
By varying ~, we obtain a tradeoff curve between cost and performance for each POP. For
each hour, we compute the cost and download time using the first and second terms of our
objective function, respectively. We repeat this process for different v values and obtain
a tradeoff curve between total cost and average download time per AS. Each point on the
tradeoff curve represents a transit provider selection strategy for all ASes served by the POP.
We solve the optimization problem every hour and use average to obtain a tradeoff curve.
Figure 4.8 plots the cost-performance tradeoff curves for selection between two transit
providers at four POP locations. We plot the tradeoff curves for usage-based pricing models
and 95th percentile pricing models in Figures 4.8(a) and (b), respectively. The x-axis is the
average download time per AS (in milliseconds) and the y-axis represents the incurred transit
costs (in dollars). Each point on the curve represents the average cost and performance over
a period of one month for a given v value. To plot the tradeoff curves, we vary the values
of v from 0 to 5 with an increment of 0.1. For smaller values of v, we obtain solutions with
lower costs but worse performance. For v = 0, we get the lowest cost solution that selects
transit providers with minimum costs irrespective of their performance. As we increase the
value of v, we give higher weight to performance and we obtain higher cost solutions with
better performance. For v = 5, we get the best performance solution that always selects the
transit providers with the lowest download time. The pairs of dots on each curve represent
the minimum cost solution for v = 0 and best performance solution for v = 5. The lines are
extrapolated to show solutions that can be obtained for values of v less than 0 and greater
than 5. Choosing larger values of v produces solutions on the vertical portion of the tradeoff

curve. This means that we always obtain the same best performance solution regardless of
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the cost. Therefore, we only choose values of v that produces meaningful tradeoffs between
cost and performance.

Comparing Figures 4.8(a) and (b), we note that the CDN ends up paying more under
the 95th percentile pricing model. For Paris and Madrid POPs, we observe smooth tradeoff
curves, indicating that the CDN can select among a number of strategies by varying ~
around the knee of the tradeoff curves. We also observe that regardless of the pricing model,
the CDN can save more than 50% on cost with a performance degradation of less than
40 milliseconds. For Chicago and San Jose POPs, we observe sharp knees of the tradeoff
curves which indicate that slightly changing ~ values has a substantial impact on cost and
performance. For these POPs, the CDN can save on average 30% on cost with a performance
degradation of less than 20 milliseconds. For large values of v, the CDN may end up paying
a lot more even though there is much room for savings without significantly degrading the
performance. Thus, there is very limited flexibility for CDNs in terms of optimal transit
provider selection. In summary, the tradeoff curves under the usage based pricing model
and the 95th percentile charging model show that the CDN can reduce transit cost by 57%

and 35% respectively, without significant degradation in performance.

4.5.2 Transit selection analysis

Recall that transit provider selections are outputs of our optimization framework, i.e., the
values of the target variable xﬁ j provides selection results. We analyze transit provider
selections for three different usage-based pricing scenarios: (1) Both transit providers charge
equal rate, (2) NTT charges higher rate than TEL, and (3) TEL charges higher rate than NTT.
For equal pricing scenario, the optimization framework provides the performance-optimal
solution. For unequal pricing scenarios, the optimization framework selects the best transit
provider in terms of both cost and performance.

Figure 4.9 plots the timeseries of performance difference between TEL and NTT for an

example POP-AS pair. The primary y-axis (left side) shows the difference in performance
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Paris Madrid San Jose Chicago
NTT TEL | Frac | NTT TEL | Frac | NTT TEL | Frac | NTT TEL | Frac
NTT and TEL charges equal price | 59.5 | 75.3 2.1 75.3 | 62.7 1.8 72.3 | 67.6 7.8 63.6 | 79.6 9.9
NTT charges higher price 40.0 | 87.4 0.1 59.6 | 78.1 0.0 41.7 | 89.7 0.1 41.3 | 90.5 0.0
TEL charges higher price 784 | 57.3 | 0.86 | 87.3 | 38.8 0.0 91.6 | 34.3 0.2 84.2 | 52.9 0.0

Table 4.2 Summary of assignments for different pricing rates and POP locations

measurements between the two transit providers. The secondary y-axis (right side) shows
the output selection values for transit provider TEL, where 1 indicates TEL is selected and 0
indicates NTT is selected. Blue dots represent transit provider selections (right y-axis). Figure
4.9(a) shows selections when both transit providers charge equal rates. We observe that
during the first four weeks TEL performs worse than NTT, as a result TEL is not selected. For
the later half, the performance difference becomes negative indicating that TEL is performing
better than NTT, thus TEL is selected during the later half. Figures 4.9(b) and (c) show
selections when NTT and TEL charge different rates. In both cases, we selected a ~ value
that provides the best tradeoff between performance and cost, i.e., the knee of the tradeoff
curve. When NTT charges more, TEL is mostly selected even when TEL has worse performance.
Whereas when TEL charges more, we see selections for both NTT and TEL. This shows the
impact of performance difference and ~ values on transit provider selection. In the later half,
performance difference is larger, and as a result the optimal selection is to select the best
performing transit provider. Therefore, even though TEL is charging more than NTT, TEL is
selected because performance improvement trumps additional cost.

In order to systematically quantify the impact of different pricing on transit route selection,
we compare selections for varying pricing rates. Figure 4.10 plots the percentage of selections
obtained from the optimization framework for varying price ratio between NTT and TEL. The
y-axis shows the fraction of total number of hours in the input data. Each pair of symmetric
red/blue lines correspond to a given v value. The fraction of NTT selections are shown in blue
and the fraction of TEL selections are shown in red and are symmetric to the corresponding
blue line. Price ratio is calculated as —oe—PIC€  The plot shows that when TEL is 10 times

NTT price’

cheaper than NTT, TEL has larger percentage of selections. Furthermore, when TEL is 10 times
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Figure 4.9 Transit provider selection for different pricing scenarios.

expensive than NTT, selections for NTT reach more than 90% for smaller + values and more
than 85% for larger v values. Overall, we observe that as v increases the fraction of NTT
selections also increase regardless of performance. This finding indicates that overall NTT is
favorable in terms of performance.

We also observe some fractional transit assignments by the optimization framework. We
summarize the integral and fractional assignments as follows. Let d¢, denote total number of

hours during which transit provider ¢p is better. Let Sely, denote the number of hours transit

6
provider tp is better and it is selected i.e. xf = 1 for + = tp. Then Setl]; is the fraction of
’ p
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Figure 4.10 Transit provider selection for varying price ratio: ggp—rc price”

hours during which the performance difference was large enough to select transit provider
tp. For cases when we have non-zero values of gamma and unequal transit provider pricing
rates, the magnitude of performance difference has to be large enough to affect transit route
selection. In summary, for the equal pricing scenario, NTT and TEL were selected integrally
72.3% and 67.6% of the time with fractional assignments 7.8% of the time. When NTT
is charging more, these percentages are 41.7%, 89.7%, and 0.1%. When TEL is charging
more, these percentages are 91.6%, 34.3%, and 0.2%. We summarize the transit provider
selections for four different POP locations in Table 4.2. We observe that pricing rates have
a major impact on transit provider selections for all POP locations. We also observe that
the percentage of fractional assignments is larger when under both transit providers charge
equal pricing rates. Since the percentage of fractional assignments is generally small, we
deem it unnecessary to utilize heuristics to obtain integral solutions in polynomial time.
We next analyze the effect of varying the weight factor v on transit provider selections. We
plot the normalized frequency histograms of TEL and NTT selections for performance difference
values. Figures 4.11 show the histograms for the three different charging scenarios at two
POP locations. Figures 4.11(a) shows that under equal cost changing « values do not affect

transit provider selections. We observe that the percentage of TEL selections is more than NTT
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Figure 4.12 Analysis of transit provider bandwidth usage

selections when TEL provides better performance (negative x-axis). Similarly, the percentage
of NTT selections is more than TEL selections when NTT provides better performance (positive
x-axis). In Figure 4.11(b), we observe no change in percentage of TEL selections when TEL
provides better performance; i.e, when TEL is better and cheaper, TEL is always selected
irrespective of the choice of v. However, we observe that as v increases the fraction of NTT
selections also increases when NTT provides better performance. This pattern indicates that
when NTT is better and expensive, increase in v value gives more weight to performance, as
a result, the percentage of NTT selections increases. We observe similar patterns in Figures
4.11(c). In summary, a transit provider’s selection does not significantly change for varying
~ values if it provides better performance and is cheaper.

We further analyze the timeseries of bandwidth usage for competing transit providers

in Figure 4.12. Note that bandwidth usage is calculated using transit provider selection
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information and traffic volume for each AS-POP pair. The 1 symbol denotes the more
expensive transit provider and the | symbol denotes the cheaper transit provider. No arrows
indicate that both transit providers have equal costs. For these AS-POP pairs, we observe
that under equal costs the best performing transit provider is selected most of the time. We
also observe some cases where both transit providers are being used indicating fractional
assignments. The timeseries also show short-term and long-terms traffic shifts. In Figure
4.12, we note long-term traffic shifts when transit provider TEL is expensive. We observe
that most of the traffic is routed through TEL for the first three weeks. During the later half
of the duration we observe that most of the traffic is routed through NTT which is cheaper.
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Figure 4.13 Pareto fronts for different hours.

4.6 Pareto Front Generation

In this section, we extend our tradeoff results by generating sets of pareto-optimal solutions
on hourly basis. The aggregate tradeoff curves in Figure 4.8 are obtained by taking average of
pareto fronts belonging to several hours. For any particular hour, a pareto front is generated
by using a set of pre-selected values of the weighting factor v. CDN operators need to

perform transit route selection on hourly basis. Therefore, they have to navigate the cost
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and performance tradeoffs on hourly basis. Operators can analyze the pareto front for any
hour and navigate tradeoffs to choose a solution from the set of pareto solutions.

A pre-selected set of « values is not enough to navigate the cost performance tradeoffs.
There could be several unexplored regions over the pareto front where better tradeoffs can be
achieved. Figure 4.13(a) shows the pareto fronts obtained for different hours using the pre-
selected set of v values. The figure shows that for some hours the pareto optimal solutions
are not evenly distributed over the pareto front. In addition, the solutions are far apart and
the tradeoff characteristics of the pareto front are not completely visible.

In order to obtain a well distributed set of solutions on the pareto front, the set of v values
has to be selected carefully. To find solutions in the unexplored regions of the pareto front,
we use a recursive approach proposed by Kim et al. in [88]. The approach explores pareto
front by recursively selecting a new set of « values for the unexplored regions. Algorithm 2
describes the recursive method for Pareto front generation. An initial set of Pareto solutions
Py corresponding to a pre-specified set of v values is used as an input to the method. First,
Euclidean distance D; of all segments formed by points in P is calculated. If the length of
segment i is less than a threshold e, then this means that the two solutions (p;,p;+1) are
nearly overlapping. For solutions very close to each other on the Pareto front, we do not see
any significant cost-performance tradeofts, therefore we do not perform any operations on the
unexplored solution space between the two points. For a segment ¢ formed by Pareto solutions
(pi, pi+1), and with length greater than €, we obtain a set of v values G;. All 7y values in G;
range from the v value corresponding to p; to the v value corresponding to p; 1. Next, we
obtain a set of Pareto solutions P;, for all v values in G;. Finally, we use the Pareto solutions
in IP; to recursively obtain solutions on the unexplored regions of the Pareto front. Figure
4.13(b) shows the pareto fronts obtained through the recursive approach. In comparison to
Figure 4.13(a), we observe that several solutions are obtained in the unexplored regions of
the pareto fronts. For example, pareto front belonging to Paris at 1 am has new solutions

in the region between normalized download time of 0.6 to 0.9. We compare of pareto front
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Algorithm 2 Generating pareto fronts recursively
Input: (1) Initial set of v values: Gy = {v1,72, .-, Tn}

(2) Initial set of Pareto solutions: Py = {p1,p2, ..., Pn}
(3) Minimum step size €

Output: Final set of Pareto solutions: P

1 Function ParetoFront(Gg,Py,e)

2 for i=1,...,n-1 do
3 L D; = Distance(p;, pi+1)
5 for i=1,...,n-1 do
6 if D; > € then
7 step; = round( Dl;f)g)
8 G; = ComputeSet(step;, p;, pi+1)
9 P; = Minimize(G;)
10 P = ParetoFront(G;,P;, €)
11 return P
12 else
13 step; =0
14 P={p;,pi+1}
15 return P

solutions obtained before and after using the recursive approach using variance of the length
of segments formed by solutions on the pareto front. The solutions in Figure 4.13(b) have
approximately three order of magnitude lower variance. This shows that cost-performance
tradeoff is more flexible for CDN operators as they can choose from a variety of solutions

which are evenly distributed on the pareto front.
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4.7 Related Work

There is prior work on route selection from the perspective of stub ISPs, edge networks, and
enterprise networks. Several studies have measured and analyzed performance and pricing
aspects of such multi-homed networks. In contrast, this chapter studies transit route selection
at IXPs by CDNs.

Multi-homing: Akella et al. presented a large scale measurement based performance
analysis of multihoming [25]. The authors evaluated multihoming performance from the
perspectives of enterprises and content providers, and found that multihoming improves
performance. In [44], Dhamdhere et al. proposed a two step methodology for optimizing
cost and performance in multi-homing. Tao et al. also explored the performance benefits of
path switching in multi-homing scenarios and overlay network scenarios [134]. In [56], Yang
et al. proposed smart routing algorithms to optimize cost and performance for multihomed
enterprises and stub ISPs. The customer ISPs are assumed to be multihomed to a set of ISPs
and they share ISP links for multihoming purposes. The proposed algorithms dynamically
assign traffic to achieve optimal cost and performance. In [54] the authors showed that
route control systems in multihomed networks can cause traffic oscillations between available
paths which have adverse affects on performance. The authors used bandwidth information
and randomization in their algorithms to avoid oscillations. In [140], Wang et al. studied
monetary aspects of multihoming. The authors proposed a dynamic programming algorithm
to obtain a subset of ISPs for multihoming purposes so that the cost is minimized for the
customer. They also study dynamics of ISP pricing strategies in response to customer
subscriptions. More recently, in [149] and [104], the authors proposed measurement and
optimization frameworks for service provider selection for content delivery from content
providers to its users.

As compared to prior work on multi-homing, our work is different in two major dimensions:
First, we focus on multi-homed CDN servers at IXPs, which offer a large number of possible

interconnections between CDNs and ISPs. Prior work on multi-homing assumes the multi-
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homed network to be an edge network, whereas in our case we deal with multi-homed CDN
servers at IXPs. Second, our light-weight measurement methodology is unique as it allows
us to measure performance across multiple transit routes simultaneously at a large scale.
Transit pricing: Pricing in the internet transit has been studied from two different per-
spectives. First, from the transit ISP perspective, where transit ISPs aim to maximize their
profit while satisfying service quality and customer traffic demands. Prior work has stu-
died the impact of adopting various pricing strategies on ISP profits such as time-dependent
pricing, tiered pricing, and pricing differentiation [77, 87, 62]. In particular, Valancius et
al. studied the affect of destination based tiered pricing on ISP profit [137]. The authors
developed demand and cost models using real-world traffic data and showed the impact of
various traffic bundling strategies on ISP profits. In contrast, we study pricing from the
transit ISP customer’s perspective, where CDNs aim to minimize transit costs while achie-
ving best performance. For transit cost minimization, prior work has studied various transit
link sharing strategies to reduce transit costs [130, 60, 26, 37]. Our work focuses on cost
reduction by selecting best available transit route which also provides best performance.
Server deployment: Some prior work focuses on optimizing server deployments by
CDNs. In [115], the authors study the problem of online placement of servers to minimize
cost in terms of latency, hop count, and economic cost. In [51], the authors propose a system
that enables CDN-ISP collaboration leading to informed server placement and end-user to
server assignment. In [65], the authors formulate and solve the cache deployment optimiza-

tion problem to minimize CDN deployment costs while maintaining end-user performance.

4.8 Conclusions

In this chapter, we studied the problem of optimal Internet transit selection from the per-

spective of CDNs. To the best of our knowledge, transit route selection at IXPs by CDNs is
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not studied in prior literature. We make the following key contributions in this chapter. First,
we propose a method to conduct simultaneous performance measurements across multiple
transit routes which are maintained by CDNs for delivering content to access ISPs. Second,
we provide spatio-temporal characterization of performance differences observed across mul-
tiple transit routes. Our findings highlight that there is not an outright best transit provider.
Third, we formulate the optimal transit route selection problem as an optimization problem
and analyze tradeoff curves and resulting selection strategies for different pricing of transit
routes. We observe sharp knees in tradeoff curves for some geographical regions, indicating
that there is very limited flexibility for CDNs in terms of choosing a suitable transit pro-
vider. Without an optimal selection strategy, CDNs may end up sacrificing performance
and/or cost. Using our proposed approach, CDNs can reduce transit costs on average by

57% without sacrificing performance.
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5 Measurement and Analysis of

Adult Traffic

5.1 Introduction

5.1.1 Background

As the saying goes: “The Internet is for porn” [30]. While it is difficult to estimate how much
porn content is available on the Internet [142], there are several widely varying estimates
available. According to one estimate, there are at least 4 million adult websites on the
Internet, which constitute approximately 12% of all websites [13]. It has also been reported
that adult websites have more monthly unique visitors than Netflix, Twitter, and Amazon
combined [14, 109]. Furthermore, multiple websites in the Alexa’s top-500 global list serve
adult content [1]. Moreover, a recent measurement study of a tier-1 ISP reported that at
least 15% of all mobile video traffic in the Unites States is from adult content providers
[48]. Overall, these statistics indicate that online adult content attracts a large number of
users and accounts for a substantial fraction of the global Internet traffic. However, despite
its significant volume, little is known about the makeup and characteristics of online adult
traffic. The understanding of online adult traffic is important for optimizing its content

delivery, which involves complex interactions between content delivery networks and ISPs.
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5.1.2 Limitation of Prior Art

There is little prior work on dedicated analysis of online adult websites. Only recently,
Tyson et al. [135, 136] studied behavioral aspects of two popular adult sites: YouPorn and
PornHub. These studies reveal several unique characteristics of adult content such as the
elasticity of adult content consumption — users consume whatever they find on the front-
pages of adult websites. However, the utility of these studies is limited due to three main
reasons: (1) they rely on website data obtained by crawling, which is limited in terms of both
temporal coverage and granularity; and (2) their analysis cannot distinguish among users
because they rely on aggregate view counts of adult videos; and (3) the focus of these studies
is on the behavioral and demographic aspects of two specific adult websites, and whether

their findings are representative of other adult websites is unclear.

5.1.3 Main Findings

In this chapter, we conduct the first large-scale measurement study of online adult traffic
using HTTP logs collected from a major commercial content delivery network. The week-
long HTTP logs include traffic from several dozen major adult websites and their users in
four different continents. Overall, our HT'TP logs account for approximately 323 terabytes
worth of traffic from 80 million users. Based on these traces, we present some detailed
characteristics of five popular adult websites. We choose these websites on the basis of their
popularity, e.g., several of these adult websites have been ranked in the global Alexa top-500
list [1]. This selection represents a broad variety of adult websites, ranging from adult video
services, adult image sharing services, to adult social networking services.

We provide an in-depth analysis of online adult traffic including its aggregate, content,
and user dynamics. Below, we summarize our key findings and their implications on adult
content delivery.

o Aggregate Analysis: Adult traffic primarily comprises of video and image multimedia

content. For many popular adult websites, up to 99% traffic volume consists of video
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and image content. While the majority of users access adult websites from desktop,
smartphones and other mobile devices account for a non-trivial fraction of visitors.
Content Analysis: Adult content has widely varying sizes: images are generally less
than 1 megabyte and videos are on the order of tens of megabytes. Content popularity
distributions exhibit the expected skewness. The temporal access patterns of adult
websites are unique and different from the typical diurnal access patterns of traditional
web content. Our clustering analysis of content popularity reveals groups of objects
with diurnal, long-lived, and short-lived temporal access patterns.

User Analysis: User engagement with adult websites is shorter than non-adult websites.
However, adult content can be addictive, i.e., some users repeatedly access certain
content. For example, at least 10% of video objects have more than 10 requests per
unique user.

Implications: Our findings have implications on adult website design and content deli-
very infrastructure management. For example, a vast majority of users do not visit adult
websites on smartphones. This finding highlights the need for adult websites to improve
their web interfaces and content delivery strategies for mobile devices. As another ex-
ample, due to their unique diurnal access patterns, it is important to separately account
for adult traffic in the traffic forecasting models and network resource allocation. We
also find that adult content providers cannot rely on browser cache to store locally po-
pular content because of prevalent use of incognito/private web browsing. Adult content
providers can instead optimize content caching performance by customized networked
cache configuration. For example, content delivery networks can improve performance
and reduce network traffic by pushing copies of popular adult objects to locations closer

to their end-users.
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5.2 Related Work

Despite a large number of studies on general web traffic analysis (e.g., [103, 28, 148, 145, 112,
126]), little is known about the makeup and characteristics of online adult traffic. To fill this
gap, this chapter presents the first in-depth and large-scale characterization of online adult
traffic. To provide some context for our study, we review prominent related work below.

Wondracek et al. studied the economic and security issues of the online adult industry [144].
In their study, the authors used manual inspection and automated crawling to investigate the
characteristics of adult websites. They classified adult websites based on their functionality
into the following categories: paysites, link collections, search engines, domain redirector
services, keyword-based redirectors, and traffic brokers. They also created two adult web
sites from scratch for traffic profiling and vulnerability assessment. They concluded that
several prevalent practices in online adult industry are questionable and can be used to
conduct malicious activities. This work provides a broad understanding of the economic and
security issues of the online adult industry. In contrast, we analyze HTTP access logs of
several popular adult websites to understand their content and user traffic patterns.

More recently, Tyson et al. conducted measurement studies of two Web 2.0 adult websites
YouPorn and PornHub [135, 136]. In [135], the authors crawled YouPorn to understand
user interactions with the website. This measurement study shows that the fraction of user
generated content on YouPorn is much smaller as compared to non-adult video websites
like YouTube and Vimeo. However, they found that YouPorn has more average views per
video than other non-adult video websites. The authors concluded that the video viewing
behavior on YouPorn is dependent on two main factors: front page browsing patterns and
the number of categories assigned to a particular video. They found that videos with most
views are located on the front page of the website and the number of views a video receives
is correlated with the number of categories assigned to it.

In [136], Tyson et al. crawled PornHub, an adult social networking website, to analyze

the demographic makeup of users. The study shows that a majority of profiles on PornHub
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belong to young males, however female profiles are more popular in terms of receiving more
comments and profile views. The authors also found that active profiles have larger social
groups and there is positive correlation between content uploaded by a profile and its number
of connections. The data analyzed in these studies is collected by periodic crawling of these
two adult websites, which is generally limited to meta-data like view counts, ratings, user
profile information. In contrast, our work is based on analysis of detailed HT'TP access logs
of multiple adult websites, which allows us to track individual user content requests at a
fine-grained timescale.

Some prior web traffic measurement studies have reported basic statistics of adult traffic
in the context of overall traffic makeup. For example, Du et al. studied HTTP traffic from
Internet kiosks from two developing countries and reported that adult content accounts for
less than 1% of total traffic volume [45]. Erman et al. studied video traffic in a large 3G
cellular network and reported that adult content accounts for approximately 15% of total
mobile video traffic [48]. While these studies are useful, they do not specifically analyze
adult traffic in terms of its unique characteristics as compared to non-adult traffic. To the

best of our knowledge, our work provides the first analysis of online adult traffic at scale.

5.3 Measurement & Analysis

Most major adult and non-adult content publishers use third-party content delivery networks
(CDNs) to efficiently deliver their content to end-users. According to recent estimates, a
significant fraction of Internet traffic is served by CDNs [93]. For instance, Akamai alone
delivers between 15-30% of all web traffic [3]. A CDN operator typically places content at
multiple geographically distributed data centers. A user’s request for content (such as a web
page, an image, or a video file) is redirected to the closest data center via DNS redirection,
anycast, or other CDN-specific methods [111, 52].

For this study, we collected HTTP access logs from multiple data centers of a major
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commercial CDN for the duration of one week. The HTTP logs include traffic from several
dozen major adult websites and their users in four different continents. Overall, our HTTP
logs account for more than 323 terabytes worth of traffic from 80 million users. All personally
identifiable information in the HTTP logs (e.g., IP addresses) is anonymized to protect the
privacy of end users without affecting the usefulness of our analysis. Each record in our trace
includes information about an HT'TP request, containing publisher identifier, hashed URL,
object file type, object size in bytes, user agent, and the timestamp when the request was
received. We use the user agent field to distinguish between different device types, operating
systems, and web browsers [49]. Each record in our trace also includes information about
the corresponding HT'TP response sent by the CDN server, containing the cache status for
the requested object. A HIT value indicates that the requested object was found in the CDN
cache and a MISS value indicates that the file does not exist in the CDN cache. We use
the HT'TP response codes and cache status information to measure caching performance of
proprietary CDN caching algorithms.

Through an extensive manual analysis of publisher identifiers, we separated adult content
publishers from the rest (dubbed as “non-adult”). We select five popular adult websites
in our data set for further in-depth analysis. The names of these websites are anonymized
due to business confidentiality agreements. For adult websites, two websites primarily serve
adult video content (termed V-1 and V-2), two websites provide image-heavy adult content
(termed P-1 and P-2), and one is an adult social networking website (termed S-1). In this
section, we analyze aggregate statistics of adult websites (e.g., content composition), content
dynamics (e.g., popularity, new content injection), and user dynamics (e.g., session length,

addiction to adult content).
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Figure 5.1 Content composition of five adult websites.

5.3.1 Aggregate Analysis
5.3.1.1 Content Composition

We first analyze the content composition of adult websites on CDN servers. To this end, we
categorize objects based on their file types into video (e.g., FLV, MP4, MPG, AVI, WMV),
image (e.g., JPG, PNG, GIF, TIFF, BMP), and other (e.g., text, audio, HTML, CSS, XML,
JS). From Figure 5.1, we note that V-1 primarily stores video objects on the CDN servers,
e.g., 98% of all objects are videos. V-1 uses 6.6K objects, V-2 uses 55.6K objects, P-1 uses
16.3K objects, P-2 uses 29.6K objects, and S-1 uses 22.9K objects. We breakdown content
into 3 categories: (1) video, (2) image, and (3) other. Other category includes objects that
are not classified as video or image. In contrast, V-2 stores a mix of image (84%) and video
(15%) objects. V-2 uses a large number of GIF images to show a video summary when users

hover the cursor over the video. P-1, P-2; and S-1 store images (99%) on CDN servers.

5.3.1.2 Traffic Composition

We next analyze the traffic composition of adult websites in terms of the request count and
request size during the data collection period. Request count is the total number of requests
received from website visitors for all objects. Request size is the total size of objects requested

by website visitors for all objects. We again breakdown content across video, image, and other
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Figure 5.2 Traffic composition of five adult websites.

categories respectively. Figure 5.2(a) shows the traffic composition distributions with respect
to their request count. We observe that the majority of traffic on adult websites consists
of video and images. Only V-1 has significantly more video traffic than other content types
— V-1 traffic includes 3.1M requests for video objects. V-2 has smaller percentage of video
content traffic as compared to images or other categories. For V-2, 359K requests are for
video content whereas 657K requests are for image content. For P-1 and P2, 719K and 175K
requests are for images, respectively. For S-1, 231K requests are for images. Figure 5.2(b)
shows the traffic composition distributions with respect to their request size. In contrast to
Figure 5.2(a), we note that video content accounts for disproportionately more traffic volume.
Since video files are significantly larger than image files, videos tend to dominate the traffic
in terms of byte volume. Video traffic in V-1 alone accounts for 258 gigabytes worth of
traffic. This traffic mix is composed of mostly multimedia content and it is representative of
popular free (ad-driven) and subscription based adult websites [144]. Our findings highlight
that the adult content publishers and the respective CDNs need to design and provision their

infrastructure to primarily serve multimedia content.
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Figure 5.3 Hourly traffic volume timeseries of five adult websites.

5.3.1.3 Temporal Access Patterns

We next analyze the temporal access patterns for adult websites. Figure 5.3 plots the nor-
malized hourly timeseries of traffic volume across the day. We converted the timestamps to
local timezones to calculate hourly traffic volumes. Overall, we observe that access patterns
of adult websites are not typical diurnal patterns. Prior literature (e.g., [145, 112, 126])
reported content access peaks during 7-11 pm and troughs in late night and early morning
hours. In contrast, for example, we note that V-1 traffic volume peaks at late-night and early
morning hours. This pattern for V-1 is almost opposite to typical diurnal hours reported in
prior literature. The temporal access patterns for V-2, P-1, P-2, and S-1 have less pronoun-
ced variations than V-1, yet they are different from typical diurnal patterns. The differences
between peak access of adult and other contents are likely due to the unique nature and
viewing preferences for adult content. Thus, it is important for CDNs to separately account

for adult traffic in the traffic forecasting models and network resource allocation.

5.3.1.4 Device/OS Usage

The web traffic is known to be gradually shifting from traditional desktop to smartphones
and tablets over the last several years [95]. Recall that we extract user agent information

from HTTP headers to identify device/OS of a user. We next investigate the device/OS
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composition of user requests to adult websites. All adult websites discussed in this chapter
have mobile friendly websites/apps. Figure 5.4 plots the device distribution of users accessing
the adult websites. We observe that the desktop category dominates smartphones (Android
and 10S) and miscellaneous (tablets and other mobile devices) categories. For instance, V-2
has more than 95% users accessing content from traditional desktop devices. We observe that
image-heavy and social networking websites receive relatively more visitors from smartphone
devices as compared to video websites. For instance, more than one-third of users access
S-1 from smartphone and miscellaneous device categories. The differences across different
adult websites can be partially explained by user preference to view adult content on larger
screens. CDNs can customize content delivery (e.g., compression, encoding) depending on
different video playback devices. Since a vast majority of users do not visit adult websites
on smartphones, our findings highlight the need for adult websites to further improve their

web interfaces and content delivery strategies for mobile devices.

5.3.2 Content Dynamics
5.3.2.1 Content Size
We next investigate content sizes for adult websites. Figure 5.5 plots the Cumulative Distri-

bution Functions (CDFs) of content sizes. We note bi-modal distributions for image objects.
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Figure 5.5 Content size distributions.

Small images are low-resolution thumbnails and large images are high-resolution pictures.
Overall, we observe that content sizes vary in the range of a few kilobytes (KB) to hund-
reds of megabytes (MB), where majority of requested video objects have sizes greater than
1 MB and image objects are less than 1 MB in size. Figure 5.5(a) shows the content size
distribution of video objects. Video adult websites V-1 and V-2 have a majority of objects
larger than 1 MB. P-1 and S-1 have relatively small number of video objects. P-2 has the
largest video object sizes. Figure 5.5(b) shows the content size distribution of image objects.
We note that multiple adult websites have bi-modal distributions, indicating thumbnail sized
images as well as large images of sizes up to 1 MB. These observations have significant impli-
cations for CDN/ISP caching optimization. For instance, using separate caching platforms
to optimally serve small and large sized objects. The caching platform for small objects can
be optimized for high-throughput 1/O; and, the caching platform for large objects can be

optimized for more storage capacity.

5.3.2.2 Content Popularity

We now investigate object popularity for adult websites. We quantify object popularity
in terms of request count. Understanding the popularity of objects is important because

CDNs typically optimize their caching performance by focusing on popular objects and
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Figure 5.6 Content popularity distributions

reduce storage costs by ignoring unpopular and dynamically changing content. Additionally,
analyzing the popularity of adult objects can provide insights for identifying similarities
and differences between adult objects and non-adult objects. We plot the request count
distribution of video and image objects for adult websites in Figure 5.6. We observe long-
tail distributions for all adult websites. This observation indicates that a significant fraction
of adult objects are requested infrequently and a small fraction of adult objects are very
popular. From a content delivery perspective, this information is useful as CDNs can improve
their caching performance by caching heavily requested objects. The long-tailed distribution
is similar to those reported for traditional web and video content in prior literature, where a
smaller fraction of viral media content is heavily requested. The long-tailed distribution also
potentially highlights some social aspects of adult content. In comparison, the large number
of requests for typical non-adult objects is mainly because of word-of-mouth content sharing
in online social networking websites [119]. We would not typically expect adult content
viewers to share adult content on popular social networking websites, though recent work
has shown that users use social features in adult websites [136]. We next investigate unique

aspects of adult content popularity by further analyzing individual object request patterns.
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Figure 5.8 Content clustering dendrograms of two adult websites.

5.3.2.3 Impact of Content Injection and Aging on Popularity

We would expect more requests for objects when they are new, and as the content ages
we expect its popularity to decrease accordingly. To understand this phenomenon for adult
websites, we plot the fraction of adult objects requested at different ages in Figure 5.7.
The plot shows that a declining fraction of objects are requested as their age increases. In
particular, about 20% of objects are not requested after 3 days for most adult websites. Only
about 10% of objects are requested throughout the trace duration of one week.

We further explore the popularity trends of objects by clustering them with respect to
their temporal popularity patterns. To identify temporal popularity patterns, we analyze

the time series of request count for individual objects. Characterizing the request count
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Figure 5.10 Cluster medoids for P-2 adult website

time series helps us to assess how fast an adult object reaches its maximum popularity,
identifying governing popularity trends of image and video objects, and developing insights
for improving the caching performance of CDNs.

We identify distinct popularity trends by measuring the similarities in shape between the
normalized request count time series. We use Dynamic Time Warping (DTW) to compute
similarity between two request count time series [102]. DTW uses a dynamic programming
approach to obtain a minimum distance alignment between two time series. More specifically,
for two time series 77 and To, DTW obtains an optimal alignment between 77 and T by
warping the time dimension of 77 and T5. DTW achieves an optimal alignment between
two time series by obtaining a non-linear mapping of points on one time series to points

of the second time series. This non-linear mapping is also known as the warping path.
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More specifically, for 77 = (aq,a9,...,ay) and 1o = (b1, bo, ...,bps) of length N and M
respectively, a warping path w = (w1, w9, ..., wy,) defines an alignment between 77 and T,
where w1 = (aq, by) defines the mapping of element a; € T7 to by € Th. A cost function is
used to compute the optimality of a warping path. Large cost values indicate low similarity
in shapes of two time series and small cost values indicate high similarity. The total cost of
the a warping path w is defined as:
L
Cuw = Z c(ag, bi)
i=1

Intuitively, the cost function c is defined as the area between the time warped time series.
Using a dynamic programming approach, DTW computes all possible sets of mappings
(warping paths) between two time series. The optimal warping path is the path w’ that has
the minimum total cost among all possible warping paths. The total cost of the optimal
warping path is defined as the DTW distance. We use the DTW distance as a metric for
quantifying the similarity between two request count time series. We compute pairwise
DTW distances for all request count time series. We then use the pairwise DTW distance
matrix to obtain hierarchical clusters for the request count time series. We use agglomerative
hierarchical clustering to obtain dendrogram for each adult website.

Figures 5.8(a) and (b) show two example dendrograms of video and image objects for V-2
and P-2, respectively. The x-axis of a dendrogram shows the cluster labels and their mem-
berships and the y-axis represents the DTW similarity metric. We observe four dominant
popularity trends in our clustering analysis: diurnal, long-lived, and short-lived. We
also observe that some objects in V-2 and P-2 websites have other popularity trends that
cannot be neatly categorized as any of the aforementioned categories. We categorize these
objects as outliers.

To visualize the unique popularity trends, we next identify a representative sample object
from each cluster and plot its normalized request count time series with point-wise standard
deviations. To identify the representative sample object for each cluster, we identify its

medoid, where a medoid is defined as the most centrally located point of a cluster [85].
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We calculate point-wise standard deviations by looking at the normalized request count
timeseries of all objects in the cluster. We plot the normalized request count time series of
mediods of unique clusters in Figure 5.9. The shaded regions represent the standard deviation
of all timeseries from the mean of the cluster and the solid line represent the medoid of the
cluster. Figures 5.9(a) and 5.10(a) show the medoids for the diurnal popularity cluster.
Diurnal popularity trends of video objects highlight that certain video objects are requested
continuously with regular day/night time variations. Figures 5.9(b) and 5.10(b) show the
cluster medoids of objects with long-1lived popularity trend. These objects request count
reaches its maximum popularity within the first day of their injection. Their request count
decays in a diurnal fashion and completely dies down after a few days. Figures 5.9(c)
and 5.10(c) show the cluster medoids of objects with short-1lived popularity trend. The
request count of these objects reaches its maximum during the first day of its arrival but
decays sharply and completely dies down within a few hours. Our further analysis reveals
that video objects with diurnal trends are smaller in size as compared video objects with
long-lived and short-lived trends. The long-lived video objects have the largest size
followed by short-lived video objects.

Overall, our analysis reveals that objects served by adult websites have diverse popularity
trends. Each website has a different composition of these popularity trends. A large fraction
of image and video objects have diurnal request patterns. There are two possible explanations
for diurnal patterns. First, prior work [135] suggests that users discover content on adult
websites through front page browsing. Objects with diurnal patterns are most likely objects
displayed on the front page of a website, and are always delivered when users visit the
website. Second, we note that the potentially addictive nature of adult content could drive
users to access specific content repeatedly, similar to non-adult media content.

CDNs can utilize this information to optimize cache control by re-validating diurnal ob-
jects less frequently and other objects more frequently, for example, hourly for objects with

short-1lived access patterns and daily for objects with long-1lived access patterns. This
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Figure 5.11 User request inter-arrival time distributions

can also be achieved by setting longer expire times for objects with diurnal and long-lived
access patterns. Furthermore, CDNs can reduce network traffic by pushing copies of objects

with diurnal and long-lived request patterns to locations closer to end-users.

5.3.3 User Dynamics
5.3.3.1 User Request Inter-arrival Time

We characterize the user request arrival process in terms of its Inter-arrival time (IAT)
distribution. Figure 5.11 plots the user request IAT distributions for all adult websites.
Comparing different adult websites, we observe that video adult websites have shorter request
[ATs as compared to image-heavy adult websites. For video objects in adult websites, the
median request IAT is less than 10 minutes, whereas it is more that 1 hour for image-heavy

adult websites. We later use these observations for estimating user session lengths.

5.3.3.2 User Session Length

A key metric from the perspective of content publishers and CDNs is user engagement [124],
which is typically quantified in terms of website bounce time [57]. From the network-side

logs, we can estimate user engagement in terms of user session length,! where a session

Tt is noteworthy that the user session length is a strictly lower-bound of traditional bounce time because
we cannot tell how long a user continues to watch the downloaded content from network-side logs.
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Figure 5.13 Repeated access of objects

consists of consecutive user requests within a timeout interval. We set the timeout value for
user sessions at 10 minutes based on our earlier analysis of user request IAT distributions.
We plot user session length distributions for adult websites in Figure 5.12. We observe that
the median session lengths for most adult websites are around one minute. Our findings
indicate that user engagement for adult content consists of relatively short-lived sessions as
compared to non-adult content. We further verified our observations using the engagement
statistics reported by Alexa. We note that average session lengths for popular non-adult
websites tend to be much larger than popular adult websites. For example, the average

session length for YouTube [147] is approximately two minutes, whereas the average session
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Figure 5.14 CDF of repeated content access by users

length or XVIDEOS [146] is less than one minute.

5.3.3.3 User Addiction

To further investigate user engagement, we next analyze user addiction. We analyze repeated
content accesses by a user to investigate content addiction. For each object, we compute
the total number of requests and the total number of unique users who make these requests.
Figure 5.13(a) shows the scatter plot highlighting repeated access of video objects for V-1
adult website. Each data point in the plot represents a distinct video object. We observe
that certain video objects are requested by a user multiple times, i.e., data points above the
diagonal. In some cases, an object is requested by a large number of times by an individual
user. For example, some objects have up to two orders of magnitude more requests than
unique users. This observation indicates that some video objects are popular due repeated
access by a certain user (i.e., addiction), whereas other video objects are popular due to
multiple users accessing the content (i.e., viral). Figure 5.13(b) shows the scatter plot of
repeated access of objects for P-1 adult website. A comparison of repeated access reveal
that video objects are more likely to get repeated user requests than image objects. This
also highlights that video content is more addictive/engaging as compared to image content.

To further analyze user addiction to content, we plot the distribution of repeated user
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Figure 5.15 Hit ratio for image and video objects

access for all objects. Figure 5.14 plots the CDF of number of requests per user for all
adult websites. We note that less than 1% of image objects are requested more than 10
times by a user, whereas at least 10% of video objects have more than 10 requests per
unique user. From a CDN'’s perspective, this information is particularly useful as they can
differentiate between objects that are popular only due to requests from multiple users versus
those objects that are popular because of repeated accesses by a user. This information is
also useful in optimizing local browser caching and proxy caches deployed by ISPs. Objects

accessed multiple times by a group of users should be locally cached closer to end-users.

5.4 Implications

We discuss potential implications of our measurement and analysis of online adult traffic. We
are particularly interested in understanding the impact of different content access patterns
on CDN caching. To this end, we analyze the caching performance for adult websites by

looking at server-side HT'TP response codes and cache hit ratios.
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Figure 5.16 Response codes

5.4.1 CDN Cache Hit Ratios

We first investigate the cache performance of CDN servers by analyzing server-side cache
hit ratios. Figure 5.15 plots the distributions of cache hit ratios for objects in all adult
websites. A hit ratio value of 0 indicates that the requested objects were not present in
the CDN cache. A hit ratio value of 1 indicates that all requested objects were served from
the CDN cache. Note that the CDN treats video chunks as separate objects for the sake
of caching. Comparing image and video objects, we observe that image objects have better
overall cache hit ratio than video objects. S-1 has the smallest percentage of objects added to
the CDN cache. To understand the cache performance of objects with different popularity,
we compute correlations between hit ratio and object popularity. As expected, we find that
popular objects tend to have higher hit ratios (more than 0.9 correlation coefficient for all
adult websites). Thus, while the distributions in Figure 5.15 may indicate otherwise, overall
CDN cache hit ratios range between 80-90% for adult websites. CDNs often customize cache
configuration and performance for individual publishers. Thus, differences in cache hit ratios
may reflect cache prioritization for different content publishers. Furthermore, customized

caching strategies for streaming video content can also be implemented by the CDN.
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5.4.2 HTTP Response Codes

We next analyze HTTP response codes for adult websites. Figure 5.16 shows the number
of requests associated with each type of response code. The most common HTTP response
codes for both video and image objects include: 200, 206, 304, and 403. We note that a
majority of response code are 200. Of particular interest to a CDN operator is the 304
response code, which indicates that the client’s requested object is not modified and the
local cache copy is up to date. We note that 304 responses constitute a small fraction of all
requests, which indicates the potential for improved localized content caching to improve user
performance and reduce traffic load on CDN content replica servers. Despite the cacheability
of popular adult objects, 304 response counts are particularly low for adult websites because
users are known to browse adult content in incognito/private browsing modes [16]. Web
browsers dispose local cache content when users close the incognito/private browser windows.
In contrast, note that Facebook reported that more than 65% of their photo requests are
served from local browser caches [74]. Unfortunately, while traditional non-adult website
can fully utilize browser cache to improve performance and reduce traffic, adult content

publishers cannot solely rely on it in designing their content and caching mechanisms.

5.5 Conclusion

In this chapter, we presented a large scale and in-depth measurement and analysis of online
adult traffic. We provide an in-depth analysis of their aggregate, content, and user dynamics.
We find that the temporal access patterns of adult website are unique and different from
typical diurnal access patterns. While a majority of users access adult websites from desktop,
smartphones and other mobile devices account for a non-trivial fraction of visitors. Our
clustering analysis of content popularity reveals groups of objects with diurnal, long-lived,
and short-lived temporal access patterns. User engagement in adult websites is shorter than

non-adult websites; however, adult content can be addictive, i.e., some users repeatedly access
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certain content. Our findings have implications on adult website design and content delivery
infrastructure management. For instance, adult content providers cannot rely on browser
cache to store locally popular content because of the prevalent usage of incognito/private
web browsing. Content delivery networks can also reduce improve performance and network

traffic by pushing copies of popular adult objects to locations closer to the end-users.
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6 Privacy Preserving Social Network

Graph Data Publishing

6.1 Introduction

6.1.1 Background and Motivation

Online Social Networks (OSNs) have become an essential part of modern life. Billions of users
connect and share information using OSNs such as Facebook and Twitter. Graphs obtained
from these OSNs can provide useful insights on various fundamental societal phenomena
such as epidemiology, information dissemination, marketing, and sentiment flow [58, 118].
Various analysis methods [38, 92] have been applied to OSNs by explicitly exploring its graph
structure, such as clustering analysis for automatically identifying online communities and
node influence analysis for recognizing the influential nodes in social networks. The basis of
all these analysis is to represent a social network graph by an adjacency matrix and then
represent individual nodes by vectors derived from the top eigenvectors of the adjacency
matrix. Thus, all these analysis methods require real social network graphs.

Unfortunately, OSN companies often refuse to publish their social network graphs due
to privacy concerns. Social network graphs contain sensitive information about individuals
such as an user’s topological characteristics in a graph (e.g., number of social ties, influence
in a community, etc). From the user perspective, the sensitive information revealed from a

social network graph can be exploited in many ways such as fraud and spam. From the OSN
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perspective, disclosing sensitive user information may put them in the risk of violating privacy
laws. A natural way to bridge the gap is to anonymize original social network graphs (by
means such as removing identifiers) and publish the anonymized ones. For example, Netflix
published anonymized movie ratings of 500,000 subscribers and AOL published search queries
of 658,000 users [63, 105]. However, such anonymization is vulnerable to privacy attacks

where attackers can identify personal information by linking two or more databases [31].

6.1.2 Problem Statement

In this work, we aim to develop a scheme for publishing social network graphs with differential
privacy guarantees. Recently, differential privacy has become the widely accepted criteria
for privacy preserving data publishing because it provides strongest privacy guarantees for
publishing sensitive datasets [47]. The concept of differential privacy was proposed by Dwork
in the context of statistical databases, where a trusted party holds a dataset D containing
sensitive information (e.g.medical records) and wants to publish a dataset D’ that provides
the same global statistical information as D while preserving the private information of
each individual user. Given a database D and its neighbor database D’ differing from D in
only one record, according to differential privacy, any information that can be learned from
the database D can also be learned from D’, irrespective of the presence or absence of a
record. Our targeted differential privacy preserving social graph publishing scheme should
satisfy the following two requirements. First, the published dataset should maintain the
utility of the original dataset. Second, the scheme should guarantee differential privacy that
is, an adversary should learn nothing more about any individual from the published data,
regardless of the presence or absence of the record of any particular individual in the dataset.
We emphasize that these two goals are often conflicting: to achieve differential privacy, a
sufficiently large amount of random noise has to be added to the published data, which could
potentially result in a large error in approximating the top eigenvectors of the original data.

The goal of this work is to achieve a proper tradeoff between privacy and utility.
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6.1.3 Limitations of Prior Art

Given an original n X n matrix, some schemes have been proposed to perturb this matrix
by adding random noise and then publish the perturbed n x n matrix [40, 82]. The key
limitation of such schemes is that they are computationally unpractical as they are not
designed to handle large matrices such as the adjacency matrices of OSN graphs, which can
be in the scale of millions or even billions. Recently, Wang et al. proposed a scheme called
LNPP, which perturbs the eigenvectors of the original matrices by adding random noise and
then publishes the perturbed eigenvectors [141]. Although this reduces computation cost
and storage space, this scheme requires a large amount of random perturbation in order to

preserve differential privacy, which leads to poor estimation of the top eigenvectors.

6.1.4 Proposed Approach

We propose a random matrix approach by leveraging the theories of random matrix and
differential privacy. Our key idea is to first project each row of an adjacency matrix into
a low dimensional space using random projection, and then perturb the projected matrix
with random noise, and finally publish the perturbed and projected matrix. Given a n X n
adjacency matrix A of a social network graph, with m projections and k eigenvectors, we
output an nxm (0 < k < m < n) randomly perturbed matrix A where the top k eigenvectors
of A are close to the k eigenvectors of A (in terms of both vector directions and magnitude).
The random projection is critical in our approach. First, it significantly reduces the size of
the matrix to be published because n x m < n x n, addressing the limitations of prior art.
Second, based on the theory of random matrix [61], we can preserve the top eigenvectors of
the adjacency matrix using random projection. Third, the random projection step by itself
has the ability of achieving differential privacy, which makes it possible to ensure differential

privacy in the second step by introducing a small random perturbation [113, 34].
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6.1.5 Technical Challenges

There are three key technical challenges. The first challenge is to prove that random pro-
jection plus random perturbation preserve differential privacy. The second challenge is to
prove that the random noise required to achieve differential privacy is small. We address
these two challenges by leveraging the theory of random matrix and differential privacy. The
third challenge is to validate the proposed approach and demonstrate the utility preservation
of eigen-spectrum. We address this challenge by evaluating the utility of the published data
for two different applications that require the spectral information of an OSN graph. We use
publicly available datasets of Facebook, Live Journal and Pokec social networks [11, 143].
The first application is OSN node clustering, which has been widely used for OSN appli-
cations such as community detection [139]. We focus on spectral clustering algorithms as
they are based on the eigenvectors of adjacency matrices. The second application is OSN
node ranking, which has been widely used for OSN applications such as influential node
identification [75]. We focus on principal component centrality based algorithms as they are

based on the eigenvectors of adjacency matrices.

6.1.6 Key Contributions

We make three key contributions in this chapter. First, we propose a random matrix appro-
ach to OSN graph publishing, which achieves space efficiency by reducing the dimensions
of adjacency matrices and achieves differential privacy by adding a small amount of noise.
Second, we formally prove that our scheme achieves differential privacy and that the amount
of added noise is small. We present theoretical error bounds for approximating top—k ei-
genvectors. Third, we validate our random matrix approach on two different applications:
node clustering, and node ranking, which require the spectral information of a graph. Our
experimental results show that even for high values of noise variance ¢ = 1, our scheme
preserves the utility of the dataset. For node clustering, our scheme achieves high clustering

quality defined by normalized mutual information, which is more than 0.7. For node ranking,
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our scheme can correctly recover 80% of the most influential nodes. For node classification
with 16 classes, our scheme obtains an accuracy of 70% with 5—fold cross validation. We
also compare our results with the LNPP scheme, which represents the state-of-the-art [141].
We show that our approach achieve better results for both clustering and ranking. The
LNPP scheme directly perturbs the eigenvector of the original data by a Laplacian noise; in
contrast, we first use random projections to reduce the size of the adjacency matrix and then
compute the eigenvectors. Our approach achieves a high clustering quality of 0.74, which is
the normalized mutual information; for LNPP, the same amount of noise almost completely
destroys the clustering of nodes in the original dataset. For node ranking, our approach
correctly identifies 80% of the most influential nodes, whereas LNPP correctly identifies less

than 1% of the most influential nodes.

6.2 Related Work

In the area of differential privacy in data publishing, some schemes have been proposed to
perturb an n X n matrix by adding random noise and then publish the perturbed n x n
matrix [40, 82]. Given a large n x n matrix, no matter dense or spare, all these schemes
output another large dense matrix of size n x n. The key limitation of such schemes is
that they are computationally unpractical as in large OSNs, n is in the scale of millions
or even billions. Blum et al. propose to publish the covariance matrix of the original data
contaminated by random noise [35]. [113] and [34], show that random projection by itself
can preserve both the differential privacy and the eigen-spectrum of a given matrix provided
appropriate modification is made to the original matrix. Hardt et al. proposed an iterative
algorithm to compute differential private eigenvectors [64]. This scheme generates large dense
matrix of n x n at each iteration. Sampling approaches based on the exponential mechanism
have been proposed for computing differential private singular vectors [40, 82]. Since these

approaches require sampling very high dimensional vectors from a random distribution, they
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are computationally infeasible for large social networks. Wang et al. propose to publish
eigenvectors perturbed by Laplacian random noise, which unfortunately requires a large
amount of random perturbation for differential privacy preservation and consequentially
leads to poor utility of data [141].

Some other work has been done on publishing social network data with differential privacy;
however, none of them addresses the utility of preserving eigenvectors of social network
graphs, which is the main goal of our work [120, 66, 101, 86]. Sala et al. presented a scheme to
share meaningful graph datasets, based on the dk —graph model, while preserving differential
privacy [120]. Hay et al. proposed a scheme to preserve the degree distribution of a social
network graph [66]. Mir and Wright proposed to guarantee differential privacy by perturbing
Kronecker model parameters [101]. Kenthapadi developed a differential private algorithm
that preserves distance between any two samples in a given database [86]. Although these
studies deal with differential private publication of social network data, none of them address

the utility of preserving the eigenvectors of the graph, the central theme of this work.

6.3 Random Matrix Approach

In this section, we first present the proposed approach for differential private publication of
social network graph based on the random matrix theory. We then present its guarantee on
differential privacy and the approximation of eigenvectors.

Let G be a binary graph representing the connectivity of a social network, and A €
{0,1}™*"™ be the adjacency matrix representing the graph, where A; 5 = 1if there is an
edge between nodes ¢ and j, and A; ; = 0, otherwise. The first step of our approach is
to generate two Gaussian random matrices P € R™"*™ and Q € R™*™ where m < n is
the number of random projections. Here, each entry of P is sampled independently from a
Gaussian distribution A(0, 1/m), and each entry of @ is sampled independently from another

Gaussian distribution NV (0, 02), where the value of ¢ will be discussed later. Using Gaussian
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random matrix P, we compute the projection matrix A, € R™™ by A, = A x P, which
projects each row of A from a high dimensional space R™ to into a low dimensional space
R™. We then perturb A, with the Gaussian random matrix ¢) by A= Ap + @, and publish
A to the external world. Algorithm 3 highlights the key steps of the proposed routine for

publishing the social network graph.

Algorithm 3 A = Publish(A4,m, o?)

Input: (1) symmetric adjacency matrix A € R?*"

(2) the number of random projections m < n
(3) variance for random noise ¢

Output: A

1 Compute a random projection matrix P, with P; j ~ N(0,1/m)
2 Compute a random perturbation matrix (), with ¢; ; ~ N(0, 02)
3 Compute the projected matrix A, = AP

Compute the randomly perturbed matrix A= Ap+Q

I

Compared to the existing approaches for differential private publication of social network
graphs, the proposed algorithm is advantageous in three aspects: First, the proposed al-
gorithm is computationally efficient as it does not require either storing or manipulating a
dense matrix of n X n. Second, the random projection matrix P allows us to preserve the
top eigenvectors of A due to the theory of random matrix. Third, the joint effort of the
random projection P and the random perturbation ) preserves differential privacy. This
unique feature allows us to introduce a small amount of random perturbation for differential
privacy preservation, thus improving the utility of data.

Next, we give a theoretical analysis of two main aspects of publishing differential private
graphs of OSNs. First, we formally prove that our random matrix approach to publishing
OSN graphs guarantees differential privacy. Second, we give theoretical error bounds for

approximating top—k eigenvectors.
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6.3.1 Theoretical Guarantee on Differential Privacy

Before we show the guarantee on differential privacy, we first introduce the definition of
(€,0)-Differential Privacy: A (randomized) algorithm A satisfies (e, §)-differential privacy, if
for all inputs X and X differing in at most one user’s one attribute value, and for all sets

of possible outputs D C Range(A), we have
Pr(A(X) € D) <e“Pr(A(Xp) € D) + 9, (6.1)

where the probability is computed over the random coin tosses of the algorithm.

To understand the implication of (e, §)-differential privacy, consider the database X €
{0, 1} as a binary matrix. Let p; j := Pr(X;; = 1) represent the prior knowledge of
an attacker about X, and let pg, i = Pr(X; ; = 1| A(X)) represent his knowledge about X
after observing the output A(X) from algorithm .A. Then, if an algorithm A satisfies (¢, §)-
differential privacy, then with a probability 1 — §, for any ¢ € [n| and j € [m], the following
condition holds:

Inp; j — lnpgvj <e

In other words, the additional information gained by observing A(X) is bounded by €. Thus,
parameter € > 0 determines the degree of differential privacy: the smaller the €, the less the
amount of information will be revealed. Parameter § € (0,1) is introduced to account

the rare events when the two probabilities Pr (A(X) € D) and Pr (A(X() € D) may differ

significantly from each other.

Theorem 1. Assuming § < 1/2, n > 2, and

1 1 n
>_ N —
o 6\/10(6—1—1:(126)1115

Then, Algorithm 3 satisfies (e, §)-differential privacy w.r.t. a change in an individual person’s

attribute.

The key feature of Theorem 1 is that the variance for generating the random perturbation

matrix @ is O(Inn), independent from the size of social network. As a result, we can ensure
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differential privacy for the published A for a very large social network by only introducing
a Gaussian noise with small variance, an important feature that allows us to simultaneously
preserve both the utility and differential privacy. Our definition of differential privacy is a

generalized version of e-differential privacy which can be viewed as (¢, 0)-differential privacy.

6.3.2 Proof of Theorem 1
To prove that Algorithm 3 is differential private, we need the following Theorem from [86]

Lemma 6.3.1. (Theorem 1 [86]) Define the ly-sensitivity of the projection matriz P as

wo(P) = 1I£za<Xn‘Pi’*‘2’ where P; , represents the ith row of matriz P. Assuming 6 < 1/2,

and

wa(P) 1
> 2 In —
o> . <€—|— n%)

Then Algorithm 3 satisfies (€, d)-differential privacy w.r.t. a change in an individual person’s

attribute.
In order to bound ws(P), we rely on the following concentration for y2 distribution.

Lemma 6.3.2. (Tail bounds for the x* distribution ) Let X1, ..., Xy be independent draws

from N'(0,1). Therefore, for any 0 < 6 < 1, we have, with a probability 1 — ¢,

d 1 1
§:Xf§d+2wdmg+2mg

=1
Define

=) P

m

<

Evidently, according to the definition of w%(P), we have

2 2
P) = ma -
wz( ) 1SZ§XRZ

Since P; j ~ N(0,1/m), we have mzi2 follow the x? distribution of d freedom. Using Lemma
3.2, we have, with a probability 1 — ¢,

1

2 <142 (6.2)

3
| =



By taking the union bound, we have, with a probability 1 — §

1
w%(P): max 21'231“'2 — In

<2 (6.3)
1<i<m

ﬁ

> 3

n 2
" m
where the last inequality follows from m > 41n(n/d). We complete the proof by combining
the result from Lemma 3.1 and inequality in (6.3). Inequality (6.3) comes from the inequality
(6.2). According to inequality (6.2), each z; can fail inequality (6.2) with a probability at
most 0. Then, for all z;, to ensure that the chance for inequality (6.2) to fail with probability

at most ¢, we can simply replace d in (6.2) with § /n, which immediately leads to the inequality

(6.3). Therefore, Theorem 1 holds because of Lemma 1 and inequality (6.3).

6.3.3 Theoretical Guarantee on Eigenvector Approximation

Let uq,...,u, the eigenvectors of the adjacency matrix A ranked in the descending order of
eigenvalues Aq,..., Ap. Let k be the number of top eigenvectors of interests. Let uy,...,uy
be the first k eigenvectors of A. Define the approximation error for the first k£ eigenvectors
as

£2 = max |u; — ;|2
1<i<k

Our goal is to show that the approximation error £2 will be small when the number of

random projections m is sufficiently large.

Theorem 2. Assume (i) m > c(k + klnk), where c is an universal constant given in [121],
(11) n > 4(m+ 1) In(12m) and (i11) N\, — A1 > 20V 2n. Then, with a probability at least
1/2, we have

1602n 32 <&
< - 42 22
A= Mep1)? A2 Z-_;H !

The corollary below simplifies the result in Theorem 2 by assuming that \j is significantly

larger than the eigenvalues Agi1,..., \p.
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Corollary 6.3.1. Assume (i) A\, = O(n/k), and (i) Y7} ¢ )\22 = O(n). Under the same

assumption for m and n as Theorem 2, we have, with a probability at least 1/2,

o 1
=<0 (k|77
As indicated by Theorem 2 and Corollary 6.3.1, under the assumptions (i) Ay is signi-
ficantly larger than eigenvalues Apy1,...,An, (ii) the number of random projections m is
sufficiently larger than k, and (iii) n is significantly larger than the number of random pro-
jections m, we will have the approximation error £ oc O(k/+/n) in recovering the eigenvectors
of the adjacency matrix A. We also note that according to Corollary 6.3.1, the approxima-
tion error is proportional to ¢, which measures the amount of random perturbation needed
for differential privacy preservation. This is consistent with our intuition, i.e., the smaller

the random perturbation, the more accurate the approximation of eigenvectors.

6.3.4 Proof of Theorem 2

Next, we prove Theorem 2. Let A € R"™" be the adjacency matrix, A, = AP, and
A= Ap+Q. Let Uy, ..., Uy be the first k eigenvectors of matrix Ay. Define U = (uy,...,ug),
U=(dy,...,0;), and U = (U3, ..., ). For each of these matrices, we define a projection

operator, denoted by P, ﬁk and ]Bk, as
k
Pk = Zuiu; :UUT
=1
k
P, = Y wm =00"
i=1
k
Py = > wu =0U0"
i=1

We first bound the approximation error £2 by the difference between projection operators,
ie.,
2 ~ 12 T _ 5T 5
&= max |u; —w|" < [|[UU" —UU |2 =[Py — Pgll2

1<i<k
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where || - ||2 stands for the spectral norm of matrix. Using the fact that

€ < |\Py— Bl = 1Py — P+ Py, — Bill3
< 20\Pk = Pill3 + 201Pk — Pel3
< 2Py = Prllf + 201 P — Bili3 (6.4)
where || - || stands for the Frobenius norm of matrix, below we will bound || P}, — Py|| and

| P, — Py p, separately.

To bound ||P, — Py, we need the following theorem for random matrix.

Lemma 6.3.3. (Theorem 14 [121]) Assume 0 < € <1 and m > c(k/e + kInk), where c is

some universal constant. Then, with a probability at least 2/3, we have
A= Pe(A)lr <A+ e)|A— P(A)p,
Since

|A=Py(A)ll p =~ || A= Py (A) | p+1| P (A)= P (A p

= —||[A=PL(A)|| p— | P(A)+ P}, Pp(A)+ Py P (A)— P (A)l|

v

—[|A=Pp(A) | p+| Py (A)— P Py (A) | p—| Py (A= P (A) |

v

| Py (A)=Fp, Py (A) | 20| A= Py (A)]| >,
combining with the result from Lemma 3, we have, with a probability at least 2/3,
(P — PpPr)(A)llF < 3+ 6)|A— Pp(A)|p (6.5)

Since

(P, — PuB)(A)|

= (PP, — PP (Al = |(Py — B)Pe(A)||

Vv

|Pe — PrllpllPe(A)ll2 = Ml Py — Pellp
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combining with the inequality in (6.5), we have, with a probability at least 2/3,

3+ €
Ak

1P, — Pyl p < |A— Py(A)|p (6.6)

In order to bound || P, — P||2, we use the Davis-Kahan sin® theorem given as below.

Lemma 6.3.4. Let A and A be two symmetric matrices. Let {ui}le and {ﬁi}le be the
first k eigenvectors of A and A, respectively. Let A (A) denote the kth eigenvalue of A.

Then, we have

~ A—A
| Py, — Prll2 < H l2__

AR(A) = Ap+1(4)
Zf )‘k(A) > )\]H_l(zzl), where sz = Z?:l uku; and ]Bk = Z?:l ﬁlﬁ;r

Using Lemma 4 and the fact

-~

Ner1 (A) < New1 (Ap) + [ Ap — All2 = M + [1Qll2

we have
s 1Ay — Al
[Py — Prll2 < P =
A (Ap) = Apg1(A)
Q12

Mg — M1 — Q]2

Under the assumption that A — A\p11 > 2||Q||2, we have

2||Qll2

1Py — Ppll2 <
A — g1

In order to bound the spectral norm of (), we need the following lemma from random matrix.

Lemma 6.3.5. Let A € R™*"™ be a standard Gaussian random matriz. For any0 < e < 1/2,

with a probability at least 1 — §, we have

1
H—AAT —I|| <e
m

2

provided

Ar+1), 2r

m >
- €2 0
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Using Lemma 5 and the fact that Q; ; ~ N(0, 0?), we have, with a probability at least

5/6

1QQ 2 < (1 +m)o*n
where

n > W In(12m)

As a result, we have, with a probability at least 5/6,

1Qll2 < o/ (14 n)n

and therefore

1B, — Pyll2 < (1 +n)n (6.7)

20
Ak = Ak
We complete the proof by combining the bounds for || P, — }A’kHF and ||}A7k — Pgl2 in (6.6)

and (6.7) and plugging them into the inequality in (6.4).

6.4 Experimental Results

To demonstrate the effectiveness of our differential private random matrix approach and to
illustrate the utility preservation of eigen-spectrum, we perform experiments over graphs
obtained from three different online social networks. We analyze the impact of perturbation
by evaluating the utility of the published data for two different applications which require
spectral information of a graph. First, we consider clustering of social networks, which has
been widely used for community detection in social networks. We choose spectral clustering
algorithm in our study, which depends on the eigenvectors of the adjacency matrix. Next,
we examine the problem of identifying the ranks of influential nodes in a social network
graph. For the evaluation purposes, we obtain clusters and node ranks from the published
graph, and compare the results against those obtained from the original graph. We give a
brief description of the results obtained for each of the applications of graph spectra in the

subsequent sections.
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Figure 6.1 Degree distribution of three datasets.

6.4.1 Dataset

In our evaluation we use three different social network graphs from Facebook, Live Journal
and Pokec. We use the Facebook data set collected by Wilson et al. from Facebook [143].
The social graphs of Live Journal and Pokec were obtained from publicly available SNAP
graph library. The choice of these social networks is based on two main requirements. First,
the network should be large enough so that it is a true representation of real online social
structure. A small network not only under-represents the social structure, but also produces
biased results. Second, the number of edges in the network should be sufficiently large in
order to reveal the interesting structure of the network. For all three benchmark datasets, the
ratio of the number of edges to the number of nodes is between 7 and 20. Table 6.1 provides
the basic statistics of the social network graphs. Figure 6.1 shows degree distribution of
3 online social networks on log-log scale. We can see that the data follows a power law

distribution which is a characteristic of social network degree distribution.
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Network Nodes Edges
Facebook | 3,097,165 | 23,667,394
Pokec 1,632,803 | 30,622, 564
LiveJournal | 3,997,962 | 34,681,189

Table 6.1 Dataset description
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Figure 6.2 NMI values for Facebook

0.95 0.95 0.95
0.9 0.9 0.9
s 4 s 4 s 3
2085 F Zo085 =085
0.8 0.8 0.8
-0 -0 L -0
0.75[| —m=200 0.75[| —m=200 0.75[| —m=200
-+ m=20 -+ m=20 -+ m=20
07 4 8 16 07 4 8 16 05 4 8 16
k k k
(a) o=0.1 (b) o=05 (c) o=1

Figure 6.3 NMI values for Live Journal

6.4.2 Node Clustering

Clustering is a widely used technique for identifying groups of similar instances in a data.
Clustering has applications in community detection, targeted marketing, bioinformatics etc.
Social networks posses large amount of information which can be utilized in extensive data
mining applications. Large complex graphs can be obtained from social networks which
represent relationships among individual users. One of the key research questions is the

understanding of community structure present in large social network graphs. Social net-
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Figure 6.4 NMI values for Pokec

working platforms possess strong community structure of users, which can be captured by
clustering nodes of a social network graph. Detecting communities can help in identifying
structural position of nodes in a community. Nodes with a central position in a community
have influence in the community. Similarly, nodes lying at the intersection of two commu-
nities are important for maintaining links between communities. Disclosure of the identity
of such nodes having important structural properties results in serious privacy issues. The-
refore, in order to protect an individual’s privacy it is crucial for data publishers to provide
rigorous privacy guarantees for the data to be published. In our experiments, we use spectral
clustering for evaluating our privacy-preserving random matrix approach. Spectral clustering
has many fundamental advantages over other clustering algorithms. Unlike other clustering
algorithms, spectral clustering is particularly suitable for social networks, since it requires
an adjacency matrix as an input and not a feature representation of the data. For social
network data graph G represented by the binary adjacency matrix A, spectral clustering
techniques utilize the eigen-spectrum of A to perform clustering. The basic idea is to view
clustering as a graph partition problem, and divide the graph into several disjoint subgraphs
by only removing the edges that connect nodes with small similarities.

In order to evaluate the utility of the published data for clustering, we utilize normalize
mutual information (NMI) as a measure to evaluate the quality of clustering [59]. Although

Purity is a simpler evaluation measure, high purity is easy to achieve for large number of
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clusters and cannot be used to evaluate trade off between quality of clustering and number of
clusters. NMI allows us to evaluate this tradeoff by normalizing mutual information I(w;C')

as described in Equation 6.8.

I(w; C)
[H(w) + H(C)]/2’

NMI = (6.8)

where H is entropy which measures the uniformity of the distribution of nodes in a set of
clusters, w = wi,...,wy, is a set of clusters and C' = cq, ..., ¢ is a set of classes or ground
truth. NMI is bounded between 0 and 1, and the larger the NMI, the better the clustering
performance is. We perform extensive experiments over the datasets to evaluate our appro-
ach. We now give a stepwise explanation of our evaluation protocol. Since we do not have
ground truth about the communities in the datasets, we employ an exhaustive approach to
evaluate clustering over the original data and generate the ground truth communities. First,
for a given value of k we generate 5 different sets of clusters from spectral clustering algo-
rithm, represented as C; for ¢ = 1,..,5. Since spectral clustering employs k—means, each set
C; can have different cluster distributions. Therefore, to evaluate the consistency in cluster
distribution, NMI values are obtained for (g) different pairs of sets represented as (C;, C;),
where ¢ # j and average value is reported. Then, another 5 cluster sets are obtained through
differential private spectral clustering, represented as w; for ¢ = 1,...,5. Finally, to evaluate
cluster sets w;, NMI values are obtained using C; as the ground truth. In this case NMI
values are obtained for each pair (wj, C’j)Vi, jJ €1,....,5 and the average value is reported.
We evaluate the clustering results for three different values of o, suggested in [82]. For
each o, we evaluate clustering for two different number of random projections m = 20, 200.
Figure 6.2, 6.3 and 6.4 shows NMI values obtained for four different values of k, where
symbol O represents the NMI values obtained by using the original data. It is not surprising
to observe that the clustering quality deteriorates with increasing number of clusters. This is
because the larger the number of clusters, the more the challenging the problem is. Overall,

we observe that m = 200 yields significantly better clustering performance than m = 20.
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Figure 6.5 Cluster distribution for Facebook

When the random perturbation is small (i.e. ¢ = 0.1), our approach with m = 200 random
projections yields similar clustering performance as spectral clustering using the original
data. This is consistent with our theoretical result given in Theorem 2, i.e. with sufficiently
large number of random projections, the approximation error in recovering the eigenvectors
of the original data can be as small as O(o/4/n). Note that the NMI values represented
by the symbol O, are obtained for pairs of clusters (C;, Cj). These NMI values represents
the quality of clustering when clusters C; are compared with clusters C';. The NMI values
represented by m = 20,200, are obtained when clusters C'; are compared with clusters w;.
Finally, we observe that the clustering performance declines with larger noise for random
perturbation. However, even with random noise as large as 0 = 1, the clustering performance
using the differential private copy of the social network graph still yield descent performance
with NMI > 0.70. This is again consistent with our theoretical result: the approximation
error of eigenvectors is O(o/y/n), and therefore will be small as long as o is significantly
smaller than y/n. Table 6.2 shows that both the memory requirement and running time
increases significantly with increasing number of random projections. To show the variation
in the cluster distribution, we select clusters obtained from Facebook data for £ = 200 and
o = 1. Figure 6.5, 6.6 and 6.7 shows the percentage of nodes present in clusters obtained
from the original and published data. Note that perturbation has little to no effect over
small number of clusters as the distribution of nodes is identical. We compare our results

with an approach presented by [141], which directly perturbs the eigenvector of the original
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Figure 6.7 Cluster distribution for Pokec

Dataset Facebook | Pokec | LiveJournal
Memory (MB)m = 200 4955 2612 6396
Memory (MB)m = 20 495 261 639

Time (sec)m = 200 150 97 211
Time (sec)m = 20 6.15 4.60 8.15

10
Cluster Index

(d) 16-Clusters

Table 6.2 Memory utilization and running time for the proposed algorithm

data by a Laplacian noise. We refer to this approach as (LNPP) for short. We note that
we did not compare to the other approaches for differential private eigen decomposition
because they are computationally infeasible for the large social networks studied in our
experiments. We implement the LNPP mechanism and evaluate the clustering performance
by comparing it to the clustering results generated by the original adjacency matrix. Table
6.3 gives NMI results using LNPP over different datasets for ¢ = 1. It is clear that LNPP
performs significantly worse than the proposed algorithm in clustering. Note that we did not

include the clustering performance of LNPP in Figure 6.2, 6.3 and 6.4 because of its poor

performance that basically overlaps with the horizonal axis.
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Cluster 2 4 8 16
Facebook 91FE—8 | 88E—-T7 | 41E—-6 | 1.3E—5
LiveJournal | 9.7E -7 | 32E—6 | 3.6E—6 | 1.1E—5
Pokec 11E—-7 | 35E—6 | 5.8E—6 | 2.6E —5

Table 6.3 NMI for clustering using LNPP Approach [141] for 0 =1
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Figure 6.8 Percentage of preserved ranks using random matrix approach

6.4.3 Node Ranking

Identifying information hubs in a social network is an important problem. An information
hub refers to a node which occupies a central position in the community and has a large
number of connections with other users. Such central nodes play an important role in
information diffusion. Advertising agencies, can utilize information about top-t influential
nodes for word-of-mouth advertisements [97]. Therefore, the preservation of privacy of such
influential nodes is important. Influential node analysis require information about the eigen-
spectrum of the social network graph. Eigen-vector centrality (EVC) is a measure to quantify
the influence of a node in a social network [36]. EVC is mathematically related to several
other influence measures such as [84, 68]. EVC requires the computation of eigen-vectors
and assigns ranks to nodes according to their location in the most dominant community.
EVC of an adjacency matrix is defined as its principle eigenvector. We employ principal
component centrality (PCC) which is based on EVC measure to rank the nodes [76]. Let k
denote the number of eigen vectors to be computed. Let U denote the n x k& matrix whose

ith column represents the ith eigenvector of an n x n adjacency matrix A. Then PCC can
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be expressed as:

Cr =/ (AUp) O (AU Lt (6.9)

Where (), is an n x 1 vector containing PCC score of each node. Nodes with highest
PCC scores are considered the influential nodes. Similar to spectral clustering, a differential
private matrix A of social network A is computed using Algorithm 3. The published matrix
is then used to compute eigenvectors and obtain the PCC scores C’k using Equation 6.9.

We evaluate the utility preservation of the published data by evaluating the accuracy
with which influential nodes with high ranks are identified. First, for a given value of
k, eigenvectors corresponding to the k largest eigenvalues are computed from the original
adjacency matrix and the published data i.e., after applying matrix randomization using
Algorithm 3. We then obtain PCC scores of all the nodes in a graph from original and
published data (denoted as C}, and C’k respectively). The original scores C}, and the published
scores ék are then compared in two different ways. For all experiments, we compute PCC
scores by varying the number of eigenvectors in the range k = 2,4, 8, 16.

In the first evaluation, we use Mean Square Error (MSE) to compute the error between
score values of ('} and ék We report n x MSE in our study in order to alleviate the
scaling factor induced by the size of social networks. In the second evaluation, we identify
two sets of top t influential nodes based on the PCC scores computed from the original data
as well as from the published data. We then evaluate the performance of our algorithm by
measuring the percentage of overlapped nodes between these two sets. Table 6.4 gives the
values of Mean Square Error between PCC scores obtained from the original and published
data. We also compare these results with the LNPP approach. For comparison, we show in
Table 6.5 the MSE results for baseline LNPP. It is clear that the proposed algorithm yields
significantly more accurate estimation of PCC scores than LNPP.

In the second evaluation, we measure the percentage of nodes correctly identified as the
top—t influential nodes. First, we obtain two sets T" and T that contain the top—t most

influential nodes measured by the PCC scores given by C}. and é’k Then the percentage of
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# of Eigenvectors 2 4 8 16
Facebook 2.6e726 | 2.9¢=* | 0.021 | 0.013
Live Journal 4.0e—% 0.006 0.034 | 0.719
Pokec 3.0e % 0.005 0.009 | 0.019

Table 6.4 n x MSE using the proposed approach

# of Eigenvectors 2 4 8 16
Facebook 1.83 | 1.83 | 1.67 | 1.64
Live Journal 1.96 | 1.96 | 1.88 | 1.92
Pokec 1.79 | 1.63 | 1.62 | 1.55

Table 6.5 n x MSE using baseline LNPP

nodes common to both 7" and 7" is computed. We consider top 10, 100, 1000 and 10000 ranked
nodes. Figure 6.8 shows the percentage of nodes correctly identified as the top—t influential
nodes for the three datasets. We can see that for all cases, the proposed algorithm is able to
recover at least 80% of the most influential nodes. In contrast, LNPP fails to preserve the
most influential nodes as the percentage of nodes correctly identified as the top—t influential

nodes is less than 1% for all cases.

6.5 Conclusions

In this chapter, we propose a random matrix approach to OSN graph publishing, which
achieves space efficiency by reducing the dimensions of adjacency matrices and achieves
differential privacy by adding a small amount of noise. The key advantage of our work over
prior art is that our proposed random matrix approach achieves both space efficiency and
utility preservation, whereas prior work either loses space efficiency (due to outputting large
n X n matrices) or utility preservation (due to the addition of a large amount of noise). We
formally prove that our scheme achieves differential privacy and that the amount of added
noise is small. Furthermore, we validated our random matrix approach on two different
applications: node clustering, and node ranking, which require the spectral information of a
graph. Our experimental results show that even for high values of noise variance o = 1, our

scheme preserves the utility of the dataset.
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8 Conclusion

In this thesis, I presented network systems that solve network management needs of three
types of operational networks namely; cellular networks, content delivery networks, and
online social networks. For cellular networks, I presented an approach to modeling of end-
to-end network performance. I used statistical, data mining and machine learning methods to
develop models for detection and localization of network performance degradation issues. For
content delivery networks (CDNs), I presented approaches to actively collect client perceived
network performance and use these measurements along with server side logs for modeling
and analysis for quantification and optimization of CDN performance. The solutions that
were developed have been tested using real data which is collected at operational networks.
For online social networks, my research is on developing privacy preserving approaches for
graph data publishing.

The vision of this thesis can be extended to many other similar research directions. Net-
work management involves monitoring other important set of metrics that measure end-user
QoE, that is measured in terms of qualitative metrics such as user engagement and abandon-
ment rate, and quantitative metrics which are specific to an application e.g., page load time
for web browsing and buffering ratio for video streaming. The modeling and analysis fra-
mework adopted in this thesis can be leveraged to develop network management systems
that automate the process of debugging, quantifying, and optimizing QoE for operational

networks.
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