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ABSTRACT

STOCHASTIC MODELING OF ROUTING PROTOCOLS FOR COGNITIVE RAD 10
NETWORKS

By

Soroor Soltani

Cognitive radios are expected to revolutionize wirelegsvaeking because of their ability to
sense, manage and share the mobile available spectrumeifiitilization of the available spec-
trum could be significantly improved by incorporating difat cognitive radio based networks.
Challenges are involved in utilizing the cognitive radinsinetwork, most of which rise from the
dynamic nature of available spectrum that is not presemaditional wireless networks. The set of
available spectrum blocks (channels) changes randomiythet arrival and departure of the users
licensed to a specific spectrum band. These users are knopnmaary users. If a band is used
by a primary user, the cognitive radio alters its transroisgiower level or modulation scheme to
change its transmission range and switches to another ehamntraditional wireless networks,
a link is stable if it is less prone to interference. In coyeitadio networks, however, a link that
is interference free might break due to the arrival of itsvany user. Therefore, links’ stability
forms a stochastic process with OFF and ON states; ON, if tinegpy user is absent. Evidently,
traditional network protocols fail in this environment. \Waets of protocols are needed in each
layer to cope with the stochastic dynamics of cognitivegaditworks.

In this dissertation we present a comprehensive stochizatitework and a decision theory
based model for the problem of routing packets from a soureedestination in a cognitive radio
network. We begin by introducing two probability distrimris called ArgMax and ArgMin for
probabilistic channel selection mechanisms, routing, MAC protocols. The ArgMax probability

distribution locates the most stable link from a set of ala# links. Conversely, ArgMin identifies



the least stable link. ArgMax and ArgMin together providéuedle information on the diversity
of the stability of available links in a spectrum band. Nexdnsidering the stochastic arrival of
primary users, we model the transition of packets from one tbahe other by a Semi-Markov
process and develop a Primary Spread Aware Routing ProB8#RP) that learns the dynamics
of the environment and adapts its routing decision accgigin

Further, we use a decision theory framework. A utility fuootis designed to capture the
effect of spectrum measurement, fluctuation of bandwidthlability and path quality. A node
cognitively decides its best candidate among its neightaptsgilizing a decision tree. Each branch
of the tree is quantified by the utility function and a posiegrobability distribution, constructed
using ArgMax probability distribution, which predicts tlseitability of available neighbors. In
DTCR (Decision Tree Cognitive Routing), nodes learn th@erational environment and adapt
their decision making accordingly. We extend the Decisiea thodeling to translate video routing
in a dynamic cognitive radio network into a decision theorglem. Then terminal analysis
backward induction is used to produce our routing schemtdrtiiroves the peak signal-to-noise
ratio of the received video.

We show through this dissertation that by acknowledgingstbehastic property of the cogni-
tive radio networks’ environment and constructing stregegsing the statistical and mathematical

tools that deal with such uncertainties, the utilizationhase networks will greatly improve.



To my parents, Reza and Afsaneh.



ACKNOWLEDGMENTS

| would like to express my greatest gratitude to the people g¢iped me throughout my research.
| am grateful to my father Professor Ahmad Reza Soltani fecbintinuous support and guidance.
His advice through difficult times enlightened my way of segx | thank my mother for her
undivided help and inspiration. | also thank my advisor Bssbr Matt Mutka for showing me a
successful path in my research. Finally, | truly apprecmyehusband Farid Roshanghalb whose

encouragement and comfort made me resistable to PhD lifeenbas.



PREFACE

Should the answer not satiate my ambition

Leave me to my sword, and my battle ground.

Hakim Abul-Qasim Ferdowsi Tusi(940 1020 CE)

Vi



TABLE OF CONTENTS

LISTOF TABLES . . . . . . e

LISTOF FIGURES . . . . . . e e e

Chapter1  Introduction . . . . . . . . . . . . . . e

1.1 Overview of Contributions . . . . . . ... ... ... .. ... oo
1.2 Organization of The Dissertation . . . . . . . .. .. .. . .. uu......

Chapter2  Background . . . . . . . . . . . . . . . e

2.1 Developmentof Cognitive Radios . . . . . ... ... ... ... . ..u....
2.2 Cognitive Radio Architecture . . . . . . . . . .. ... e
2.3 Cognitive Radio Networks . . . . . . . . . . .. . . .
23.1 KnobsandMeters. . . . . . . .. . . ...
2.4 SpectrumSharing . . . . . . . . . e e e
2.5 Use of Decision Theory and Game Theory in CRN e e
2.6 Static and Semi-dynamic Routing Protocols . . . . . . . . ... ...
2.7 Dynamic Routing Protocols . . . . . . . . . . .. . .. e
2.8 CrosslLayerDesign . . . . . . . . . . . . e e

Chapter3  ArgMax and ArgMin: Transitional Probabilistic Mo dels in Cognitive

RadioMesh Networks . . . . . . . . . . .. . .. ... .. . ...
3.1 ArgMax and ArgMin distributions . . . . . ... oL L L
3.2 Exponentially Distributed Random Variables . . . . . . ... .. ... ....
3.3 Primary WeightMeasure . . . . . . .. . . . .. . .. ..

3.4 SUMMANY . . . . e e e e e

Chapter 4  Stochastic Modeling of Cognitive Radio Networks ad Probabilistic Rout-

NG . .« . e e
4.1 An Overview of Markov and Semi-Markov Process . . . . . . ...... .. ...

4.2 Truncated Distributions . . . . . . . . ... e
4.3 Cognitive Radio Network Model . . . . .. ... .. ... ... ... .....
4.3.1 Medium Access and Physical Layer Assumptions . . . . . .. . ...
4.3.2 Spectrum Usage AssSumptions . . . . . . . . . . . . e
4.4 Probabilistic Routing Approach . . . . . . . .. .. ... .. .. ... . ...,
4.5 Modelimplementation . . . . .. ... ... .. .. ... .. .
4.6 SimulationModel . . . . . . . .
4.6.1 Modeling of Inter-arrival Time of Primary Users . . . . . . .. .. ...
4.6.2 Channel Occupancy Modeling . . . . ... ... ... ... .......
4.6.3 Modeling of Available Channel Usage Time . . . . . . .. .. ... ..

47 Results . . . . . s

Vii



4.7.1 PSRP with ArgMax Probability Distribution . . . . . . . ... ... ... 57
4.7.2 PSRP with ArgMin Probability Distribution . . . . . .. .... ... ... 61
4.8 SUMMANY . . . . .t e e e e e e e 64
Chapter5  Stochastic Routing Protocol. . . . . . .. ... ... ... ......... 65
5.1 StochasticRouting . . . . . . . . . ... e 66
5.1.1 PSARP Operating Environment Assumptions . . . . ... ... ... 66
5.1.1.1 PrimaryUserModel . ... ... ... ... ... .. ..., 66
5.1.1.2 SecondaryUserModel . . . . ... ... .. ... ........ 67
5.1.1.3 Medium Access and Physical Medium Model. . . .. .. ... 67
5.1.2 Theory. . . . . . e 68
5.1.2.1 Neighbor's forwarding ability . . . . .. ... ... ... .. 68
5.1.2.2 Linkreliability . . . .. ... .. ... ... .. 0L 69
5.1.2.3 System Transitional Probabilites . ... ... ... ..... 69
5.1.3 PSARP Implementation. . . . . . . .. .. ... .. ... 71
5.1.31 PSARPTables . .. ... ... .. . .. .. 72
5.1.3.2 ControlMessages . . . . . . . . . . e 73
5.1.3.3 Transition Probabilites . . . . .. ... ... .. ....... 75
5.1.3.4 PSARP Forwarding Mechanism . . . . ... ... ........ 76
5.2 Additional Features . . . . . . . ... 77
5.2.1 UpdatePeriod . . . . . . . . . . . . . 8 7
5.2.2 Channel Selection Mechanism . . . .. .. ... ... ...... ... 78
5.3 Evaluation . . . . . . . . e 79
5.3.1 Primary Users Traffic Patterns . . . . . .. .. ... ... ... ... 81
5.3.2 Effectof NetworkLoad . . . . .. ... .. .. ... .. ... ... ... 82
5.3.3 LargeNetwork . . . . . . . . .. ... 85
5.4 Summary ..o e e e e 87
Chapter 6  Decision Tree Cognitive Routing . . . . . . . . . . .. .. ... ... ... 88
6.1 SystemModel . . . .. ... ... 91
6.1.1 Experiment . . . . . . . .. .. 95
6.1.2 A SampleDistribution . . . . ... ... .. ... ... .. .. ... 97
6.1.3 The Posterior Distribution . . . . . . ... ... ... . 0oL 98
6.1.4 Utility Function . . . . . . . . . . ... 98
6.2 Making a decision using Backward Induction . . ... ... ..........100
6.3 Simulation . . . . . ... 104
6.3.1 ImplementationDetails . . . . . .. .. ... ... ........... 104
6.3.2 Effectof NetworkLoad . . . . . .. .. ... ... ... ........ 107
6.3.3 Effectof NetworkSize . . . . .. .. .. ... .. ... .. 109
6.3.4 Primary Users Traffic Patterns . . . .. ... ... ... ... ....... 109
6.3.5 Adjustingthe DTCR Parameters . . . . .. ... ... ... .. ... 111
6.4 SUMMANY . . . . . . e e e e e 311

viii



Chapter 7 Decision Tree Modeling for Video Routing in Cognitve Radio Mesh Net-

WOrKS . . . e 115

7.1 Decision Theory Framework of VCR . . . . . . . . .. .. ... ... ..... 117

7.1.1 InitialLearningPhase . . . . . . . . . . .. .. ... ... 120

7.1.1.1 Local Spectral Bandwidth Observations . . . . . . . ...... . 120

7.2 VCRComplexity . . . . . . . . . e 125

7.3 Simulation . . . . ... 127
7.4 SUMMANY . . . . o e e e e e

Chapter8 Summary and futurework . . . . .. .. .. ... ... ......... 133
8.1 Summary . .. . e e e

8.2 Extensionsand futureworks . . . . . . . .. ... . 135

8.2.1 Utility Function Adjustments . . . . . . . . . . .. ... ... aa ... 135

8.2.2 Primary Weight Measure inDTCR . . . . .. ... ... ... ... ... 136

8.2.3 MoreDecisionTheory . ... ... .. ... . ... ... .. ..... 137

BIBLIOGRAPHY . . . . . . . e 138



Table2.1

Table4.1

Table4.2

Table4.3

Table4.4

Table4.5

Table5.1

Table5.2

Table5.3

Table5.4

Table6.1

Table6.2

LIST OF TABLES

Knobs and Meters by layer[1] . . .. .. ... ... ... .. ....
Notations . . . . . . . . . . . . e

Average throughput with 95% confidence intervaldifferent sending

rates,/=12, 78 nodes . . . . . . . ...

Average throughput with 95% confidence intervaldifferent sending

rate with Gamma distributiod=12, 78 nodes . . . . . . . . . ... ..

95% confidence interval of average end-to-end/detaifferent rates . .

Average throughput with 95% confidence intervaldiferent network

size,sendingrateis8Mb/sec . . . .. ... ... ... ...

An entry of the neighbor Table . . . . . .. ... ... ... . ....
An entry of the forwarding Table . . . . ... ... ... .......

Average throughput (bytes/sec), (30-node né&wwith different pri-

mary users trafficpatterns . . . . . ... ... ... . oL

Average throughput (bytes/sec), (70-node né&wwith different pri-

mary userstrafficpatterns . . . . . ... ... Lo oL

DTCR Notations . . . . . . . . . . .

Average throughput for different average OFFauksrof primary users .

.94

111



Figure 2.1

Figure 2.2

Figure 2.3

Figure 2.4

Figure 4.1

Figure 4.2

Figure 4.3

Figure 4.4

Figure 4.5

Figure 4.6
Figure 4.7

Figure 4.8

Figure 4.9

LIST OF FIGURES

Software-Defined Radio Technology Continuurh. For interpretation
of the references to color in this and all other figures, theee is referred
to the electronic version of this thesis dissertation. . ...... . . ... 9

CR platform; computational intelligence andm&zg capabilities are added
to SDR platform [1].

CR architecture with a cognitive engine conreetdehe network proto-
col stack and a policy engine that checks the support alofitihe hard-
ware in response to the commands of the cognitive engine [1].. . . . 13

Decision tree with stat¢s;, so, ...
rior distributionsP(s|z).

, }, actions{ay, a9, ..., }, and poste-

A simple mesh cognitive radio network architestu . . . . . ... ... 43
The tree graph representation of the simple m&tarchitecture. The SU

user Slisthe node= 1inlayer/ = 3 that has\/; 2 =1 (R1) accessible
neighbor, and is connected to it by = 1 channel. The SU user S3 is

the node = 3 that hasM3 9 = 3 accessible neighbors (R1, R2, R3), and

is connected to R1 by = 2 channels, to R2 by = 2 channels and to

R3 byng = 1 channel.
The node selectionprocedure . . . . . . . . .. . . . wuu.... 53

Effect of primary users on average throughpuafoetwork with 12 lay-
ers and 78 nodes.

Effect of primary users on average delay for a agtwwith 12 layers and
78 nodes.

Queue Status for a network with 12 layers and 7@sod . . . . . . .. 61
Dropped packets status for a network with 12 kaged 78 nodes.

Minimum packet delivery ratio of a network with [aers and 78 nodes
under frequent arrival of primaryusers. . . . . ... ... ... .... 63

Minimum packet delivery ratio of a network with l&gers and 78 nodes
under frequent arrival of primary users atlowrates. . . . ...... ... 63

Xi



Figure 5.1
Figure 5.2
Figure 5.3

Figure 5.4

Figure 5.5

Figure 5.6

Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4

Figure 6.5

Figure 6.6

Figure 6.7

Figure 6.8

Figure 6.9

Figure 6.10

Figure 6.11

Figure 7.1

Figure 7.2

Transition probabilities tree diagram . . . . . .............. 70
Simple topology, nodes the destination, generating DACK messages. . 74
Average throughput under different loading ¢thmas, 30-nodes network. 83

Average end-to-end delay under different logidionditions, 30-nodes
network. . . . . .. e 84

Average throughput under different loading d¢thoig, 70-nodes network. 86

Relative frequency distribution of overheadiafirst 4 hours of network

operation. . . . . . ... e e 87
A simple mesh cloud within a city withitsnodedmg . . . . . . ... 93
Nodd 2 decision tree, with three states and threeacts . . . . . .. .. 95.
Nodd 2 decision tree with some utilities . . . . . . .. ... ... .... 101
Nodd2 decisiontree . . . . . . . . . . . . . e 103
Average throughput with 95% confidence intervaldifferent sending

rate,size=78nodes . . . . . . ... 108
Average throughput with 95% confidence intergaldifferent sending

rate, size =78nodes . . . . . ... 108
Average throughput with 95% confidence intergaldifferent network

size, sending rate BV/b/sec . . . . ... 110
95% confidence interval of average end-to-endydiar different net-

work size, sending rate iVb/sec . . . . . ... 110
Utility on the states éfneighboring nodes, with differeptvalues. . 112
Utility on the states 6fneighboring nodes, with differentvalues. . 112
Utility on the states 6fneighboring nodes, with differeptvalues. 113
A simple downlink mesh network topology within ity avith its node

diagram . . . . . ... e 118
Nodé decision tree with some utilities . . . . . ... ... ... .... 123

Xii



Figure 7.3
Figure 7.4
Figure 7.5
Figure 7.6

Figure 7.7

Nodé& decision tree with backward induction procedure . . . . . .. 126

Mean peak-signal-to-noise ratio for different. . . . . . . .. ... .. 128
End-to-end delay for differentvaluesof. . . . .. .. ... ... ... 129
Reconstructed Video framesaR0Omsec, (by=30msc . . . . . . . .. 130
The relative loss frequency of I, Pand B frames ...... . . .. .. .. 131

Xiii



Chapter 1

Introduction

Advances in technology and development of new wirelesscdsvincrease the need for better
utilization of spectrum bands. The number of unlicensedtspm bands are limited and according
to FCC, up to 85% of licensed spectrum bands is wasted whelicresed users are not using
their dedicated spectrum band. Cognitive radio networlk&Nare developed to solve the under-
utilization problem of licensed spectrum bands.

Cognitive radios make use of not only their own availabledhdnut also the vacancies of other
user’s bands. The cognitive radio interrupts its transimisgpon the arrival of the other users.
Since the transmission is subjected to licensed (primasg)’si random interruptions, the com-
munication environment is stochastic. Protocols shouldésgned to cope with the stochastic
behavior of primary users and include the uncertainty inaveglability of spectrum in their im-
plementation. In traditional wireless networks, a linktatde if it is less prone to interference. In
cognitive radio networks, however, a link that is interfeze free might break due to the arrival
of its primary user. Therefore, links’ stability forms a shastic process with OFF and ON states;
ON, if the primary user is absent. Evidently, traditionatvngrk protocols fail in this environment.
New sets of protocols are needed in each layer to cope withttlohastic dynamics of cognitive
radio networks. The new MAC and routing layer protocols stt@onsider the stability of a link
because each time the communication fails, packets arelfoaddition, radios restart the hand-

shaking process, which increases communication overhrehgeverely damages the performance



in terms of throughput and delay. By using a routing protdbat guides the packets through the
paths with higher probability of stability than others, CRidroughput and delay will substantially
improve. With acknowledging CRNs'’true nature and usingpimlity and stochastic theory tools,
we can develop protocols that nicely adapt to any uncept@mthe communication environment.

In order to identify a channel that has the highest prohighili stability, we need to use the
statistical observations of channels availabilities aedetbp a probability distribution describing
the channels stabilities. Therefore, we introduce two abdliy distributions called ArgMax and
ArgMin, that are able to identify the most and the least staiflannels. These probability dis-
tributions have broad applications in cognitive chann&c®n mechanisms, routing and MAC
protocols. The ArgMax probability distribution locategtimaximum random variable among a set
of random variables, while the ArgMin locates the minimumdam variable. The ArgMin proba-
bility distribution has a variety of applications and is simto be useful in achieving a lower bound
on the network’s minimum spectral capacity. To show an @pgibn of the proposed probability
distributions, a Probabilistic Selection Routing Proaed{iSRP) is designed to guide packets in
a mesh CRN operating in a densely populated urban area. IR B&Rpath is constructed step by
step based on the localized random decision of each nodecti®el probabilities are assigned to
each neighbor node and evaluated periodically using th&lArgprobability distribution accord-
ing to the available usage time of a channel.

Next, we extend PSRP into a Primary Spread Aware RoutinggBPob{PSARP). The proposed
Primary Spread Aware Routing Protod®SARP) is based on nonhomogeneous Markovian tran-
sitions that give priority to the paths with the minimum egfsel frequency presence of primary
users. The PSARP selects the next hop probabilisticallg grbobability of selection depends on
both the next hop’s ability to transfer a packet to a paréicdlestination and also the stability of

the links connecting it to the sender node. A Primary Weigbkasure (PWM) is used in assessing



the next hop ability to transfer packets to its own intermagglneighbor. PWM is constructed using
both ArgMax and ArgMin distribution and identifies the disiy of spread of channels around a
particular node, the sender node is able to estimate thiditstabthe network environment beyond
its next hop neighbor. Therefore, nodes are able to diveit thaffic through the paths that are
less frequently affected by primary users. The PSARP iggdesi as an adaptive per-hop routing
scheme to quickly adapt to changes in the dynamic CRN enwienrh and is successful to do so
based on our simulation results.

Finally, considering the basic definition of routing thatiies among possible routes, and the
intrinsic property of cognitive radio networks that is thecertainty of available resources, we
use decision theory to construct a more advance routing améin. In decision theory a player
plays against nature, meaning the player opponent doesyrtotincrease its fortune, but exhibits
stochastic performance that is explained by probabilitysla Decision theory address decision
making problems in an environment where uncertainty exst$ the true state cannot be fully
predicted. This is exactly the situation of a cognitive casender. First, the variety of spectrums
and their corresponding channels provide multiple routas fthe server to the client. Hence, the
server has multiple options with different routing consergees. Second, the chosen route might
not stay stable during the transmission period. Theretbeesender node is uncertain about the
consequences of its decision. In other words, the circumstagoverning a node’s decision might
change. The Decision Tree Cognitive Routing (DTCR) schesnabie to predict the dynamic
of the network environment and routes the client packets serger that operates in a heavily
populated urban area. To accommodate the needs of videiwatppis, the DTCR is extended
into a Video Cognitive Routing (VCR) scheme that finds thet lagsvnlink route when video
packets are traversing from a server to a client.

In summary, this dissertation investigates the problenoating in dynamic cognitive radio



networks Specifically, by considering the CRNs’ uncertainties, wieaduce two frameworks, a
stochastic framework and a Decision theory based framewmstudy the dynamics of CRN. Our
objective is to (1) provide a more accurate decision makiodjto capture the stochastic behavior
of primary users in CRNs, and (2) maximize throughput andgequoently packet loss by proposing

routing procedures that captures the uncertainties anatattavariations accordingly.

1.1 Overview of Contributions

We summarize the contribution of this dissertation as fedp

¢ Identification of the most stable channel is crucial in decisnaking of MAC and routing
protocols in CRN. Therefore, we introduce the ArgMax andMirgprobability distributions
and show their application in probabilistic channel setecimechanisms, routing, and MAC
protocols. In almost all of the probabilistic approachesigieed for multi-channel-multi-
hop networks such as the work of Song et al [2] and Cui [3], tlei-known probability
distribution Odds-On-Mean (OOM) is used to evaluate thectin probabilities. In OOM
probability distribution the probabilities are proportad to the population mean. However,
the ArgMax distribution locates the largest variable (imis of magnitude) in a set of ran-
dom variables. Therefore, the ArgMax probability disttiba is more suitable in modeling
probabilistic behavior than OOM in network systems. Repiga¢he OOM probability dis-
tribution by the ArgMax probability distribution in manygbabilistic selection mechanisms
improves their performance significantly. The main funeélity of the ArgMin probability
distribution is to locate the random variable that at anainsis the minimum of a set of
random variables. Therefore, ArgMin probability disttilon has variety of applications in

networks. For instance, the minimal spectral capacity aardbntified using the ArgMin
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probability ditribution. Using the ArgMax and ArgMin probé#ity distributions, we intro-
duce an interesting measure calfgtnary weight measurehat indicates the frequency and
the nature of the distribution of primary users around aipagr node. A low value of the
primary weight measure metric indicates uniform and freqyeeimary users interruptions
on the channels surrounding a node. With this informationQviad routing decisions are

taken more efficiently.

By acknowledging the stochastic behavior of CRNs, we develstochastic model of a
mesh CRN in a densely populated urban area. In our model utinder of available nodes,
channels and the available usage time are random. Throigyartalysis, we formulate the
available usage time of each channel in a spectrum with adted distribution. Next, a
Probabilistic Selection Routing Procedure (PSRP) is pgeddo guide packets in the CRN.
The superiority of ArgMax is shown by evaluating the perfamoe of the PSRP adopting
ArgMax and OOM as its selection probabilities. We furthetead the PSRP and develop a
Primary Spread Aware Routing protocol (PSARP). PSARP is ttbhdapt to the uncertain-
ties of spectrum availability in cognitive radio networl&SARP is based on the Markovian
property of a particular flow from a source to a destinatiothases PWM as one of its rout-
ing metrics. We demonstrated through simulation that PSARBbust to the variation of
the primary users’ activity. Our results confirm that usirgi@hastic protocol for a stochas-
tic environment is indeed more suitable than using detastigprotocols. We believe this
research is the beginning of a new line of work on the develgmof stochastic routing

protocols.

We proceed to adopt the techniques in statistics that asldiession making problems in

an environment where uncertainty exists and the true ssaeat be fully predicted. Hence,



we construct the Decision Tree Cognitive Routing (DTCR)esoh. By adopting the de-
cision problem components, we construct appropriate saad posterior distributions to
explain the status of channels and nodes in supporting pdekeery. We also introduce a
utility function that captures the effects of spectrum kklity, bandwidth fluctuations and
path quality. This utility function is expandable to inckidther important decision making
factors. Our results show that DTCR is successful in maiirigithe network throughput
near the optimal value and works significantly better thanA®DV-based routing schemes

designed for dynamic cognitive radio networks.

e Transferring video applications over dynamic cognitivdioanetworks is challenging due
to the variation in bandwidth availability and the stalilif the available bands. Therefore,
we use the decision theory components and expand on DTCRvidogea Video aware
Cognitive Routing scheme (VCR). We model and analyze thblpro of downlink routing
of video packets in a dynamic CRN. The previous sample angposdistributions are now
modified to explain the status of channels and nodes in stipgpasideo frames quality of
service. The performance of DTCR and VCR is compared witmtbet acceptable class
of the previous dynamic routing strategies for CRNs withlenpenting the protocols on the

real time network simulator.

1.2 Organization of The Dissertation

The rest of this dissertation is organized as follows. Céapgtrovides the background on the
cognitive radios and cognitive radio networks as well as\armadew of the related work that has
been done on the design and implementation of routing potdocln Chapter , the definition

of the ArgMax and the ArgMin probability distributions isgeented. In addition, we introduce



the PWM routing metric that is made by combining these twdphility measures. In Chapter
the stochastic modeling of a cognitive radio mesh netwosak ligads to development of PSRP is
introduced. We show the usage of the ArgMax and the ArgMirbabdlity distribution in PSRP
through simulation. In Chapter , the stochastic routinggool PSARP is presented that routes
the packets in a CRN operating in a highly dynamic envirorim€&he concept of decision theory
and DTCR is presented in Chapter . We show that by using thiside¢heory components, one
could utilize the cognitive abilities of CR nodes to desiguating strategies adaptive to the dynamic
nature of cognitive radio networks. Chapter demonstrab@s VICR is developed from the basis
of DTCR. At the end of each chapter a summary of the comparissults is presented. Finally

we highlight the possible future directions of this disagan in Chapter .



Chapter 2

Background

This chapter presents the background on the developmepgoittve radios and cognitive radio
networks. The dynamics of cognitive radio networks areudised, which led the development of
new sets of protocols at different network layers. Relatedkvon routing protocols in network

layer of cognitive radio networks is also presented in thispter.

2.1 Development of Cognitive Radios

The idea of cognitive radio was first introduced by Joe Miinla991, “a radio that is aware of its
spectral environment as well as its user and network erwiesnt”. Traditional radios were built
on a fixed platform. Gradually, advances in digital commatian transformed the analog design
to a programmable digital radio. Radio use could be flexilpienodifying the software with no
hardware development.

Figure 2.1 shows a continuum of the software defined radiont@ogy. The very first genera-
tion of these radios are software capable radios. Theseg&dive fixed modulation capabilities,
relatively small number of frequencies, limited data anthdate capabilities, and the ability to
handle data under software control. They emerged into softywrogramable radios, new func-
tionalities could be added through software changes andableance network capabilities. The

next generation of these radios are software defined ra8ibf). By FCC definition a SDR is



a communications device whose attributes and capabiftiesleveloped and/or implemented in
software [4]. In SDR systems, there is complete adjuststirough software of all radio operat-
ing parameters. To reach the vision of Mitola, sensors adectb SDRs that collect information,
such as chemical surroundings, geolocation, time of daynbtric data, or even network quality-
of-service (QoS) measures. These type of radios are awditsrd he aware radios do not use the
collected information and are simply aware of the changeshé adaptive radios, frequency, in-
stantaneous bandwidth, modulation scheme, error-carecbding, channel mitigation strategies
(e.g., equalizers or RAKE filters), system timing (e.g., avi®structure), data rate (baud timing),
transmit power, and even filtering characteristics and atpey parameters are adapted based on
the sensory measurement. Finally cognitive radios (CRewlerveloped. In this class of radios,
sensors create awareness of the environment and actustresct with the environment. The CR
has the ability to create a model of the environment thatiohe$ state or memory of the observed
events. The CR has a learning capability that helps to sgpetific actions or adaptations to reach

a performance goal.

Software Software Software Aware Adaptive Cognitive
Capable Programmable Defined Radio Radio Radio
Radio Radio Radio

Increasing Technology/Software Maturity

Figure 2.1 Software-Defined Radio Technology Continuurh. [1
For interpretation of the references to color in this anatder figures, the reader is referred to
the electronic version of this thesis dissertation.

The very first CRs were modeled in the Defense Advanced Ras€aojects Agency (DARPA)
NeXt Generation (XG) radio development program. The spettenvironment is sensed, the

unoccupied portion is identified. These radios rendezvoubke unoccupied band, communicate



in that band, and vacate the band if a legacy signal reertatband. [1].

2.2 Cognitive Radio Architecture

The cognitive radios are built on top of SDR platforms. Thgritive radio platform is shown in

Figure 2.2. The cognition engine sits on top of the softwaniéthat controls the tunable parame-
ters in the hardware unit. The hardware is similar to othet generation radios (SDR, adaptive
radios). The main difference is in the processor that costtie cognition engine and a set of
computational modules. The modules have Radio Knowledged2entation Language (RXML)

frames. RXML provides a standard language within which ticgrated data exchanges can be
defined dynamically. The radio itself, including the eqeeatj in the context of a comprehensive

ontology, is written in RXML.
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Figure 2.2 CR platform; computational intelligence andéag capabilities are added to SDR
platform [1].

Each of the following functional components should be ircplan order to have a complete
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cognitive radio. Some are developed and some are still welerlopment. A minimal cognitive

radio architecture should have the following functionaipmnents:

e User interface, which includes haptic, acoustic, and viBtsing and perception functions.

e Environmental sensor functions that sense environmehtaacteristics such as tempera-

ture, location, etc.

e SDR functions, which includes radio frequency sensing afidvare defined radio applica-

tions.

e Cognition functions; system control, planning and leagnin

e Local effector functions; text, graphics and multimedispiiays.

A CR node follows through the following cycle to command ifeetor unit for appropriate action.
It first observes the environment and gathers the sensorgurezaent. After this stage, the Orient
phase starts, which determines how significant is an obsenvaln this phase the CR creates a
short term memory of its observed data and after analyzmghort term memory, it saves the
important reading in its long term memory. Information ngpanation is still an important topic in
the CR research. A CR then follows a plan to decide aboutaisti@n to a certain stimuli. Finally
using effector modules, it initiates a selected processrdarg to its plan.

Nokia Research Center, Qualcome and the XG technology INCthe leading research and
development companies in cognitive radio technology. Xéhmelogy developed a new line of
products called Xmax systems, which includes “line of hpgrformance access points, fixed and
mobile personal WiFi hotspots, mobile switching center§@%) as well as network management
and deployment tools. XG’s unique and patented protocq@extdrms WiFi, WiMax and tradi-

tional cellular technologies like LTE in shared and integfece prone radio bands”. [5]. Currently
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different SDRs are commercially available that can be usexperimental test beds such as SDR

MKZ1.5 Andrus’ [6], USRP1 and USRP2 [7].

2.3 Cognitive Radio Networks

Cognitive radio networks are built with networking the CRdee together. Researchers have
two categories for such networks: Network of Cognitive RadiNCR) and Cognitive Networks
(CN). In the first category each node focuses on its own reqents and changes its parameters
according to its individual needs. In such networks, the-tenend goal of the network might be
achieved as it is investigated by Neel, et al. [8] through gémeory. However, these networks are
not actively perusing the end to end goals of the network. GiNthe other hand are the networks
that cognitively adapt their parameters to reach a set afgfieed goals. The common feature
between these two categories is that the CR nodes fundtiesahould be extended to encompass
the entire network stack. The architecture of a cognitiekaaode is shown in Figure 2.3. The
communication system includes the network layer stack. éffteto end goals are defined by the
user domain. They could be end-to-end network requirengmil as the quality of service or
delay. The cognitive engine is the core of the device. ltqrent the modeling, learning, and
optimization processes necessary to reconfigure the comatiom system in order to achieve the
goals. Information such as radio frequency (RF) and enviemtal data that could affect system
performance are gathered by the radio domain. The policyeradpecks and controls the solutions
to follow the regulations set by the network administratamgl federal communication policies.
A cognitive radio follows a loop of self-explanatory comgons: Observe, Orient, Decide and
Act, to reach the requirements of wireless communicatiomfits own perspective and network

perspective. Here, we elaborate on observable paramefetsr€) at each networking layer and
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Figure 2.3 CR architecture with a cognitive engine conreetiiehe network protocol stack and a
policy engine that checks the support ability of the haréwaresponse to the commands of the
cognitive engine [1].

the corresponding control mechanisms (Knobs) that candugpthe communication process. We

also present the cognition cycle that takes place by obsgdiiferent parameters at each layer.

2.3.1 Knobs and Meters

The CR senses its environment and needs to be aware of thefas that affect its communi-
cation. The environmental and communication factors cbaldirectly observed by CR’s sensors
or conceived from previous measurement. The observabmeders at the different layers of
the network are called meters. By observing and compariaegrtéters with their desired value,
control parameters (knobs) are adjusted by the embeddéatpts. Table 2.1 summarizes meters
and knobs at each network layer.

The cognitive engine requires four levels of awareness tkenita decision: (1) recognizing

the needs of the user, (2) understanding the limitationogeg on the radio operation by the
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Table 2.1 Knobs and Meters by layer [1]

Layer Meters(Observable parameters) Knobs(Writable parameters
NETWORK | Packet delay Packet size
Packet jitter Packet rate
MAC Cyclic redundancy check (CRC) Source coding
Automatic repeat request (ARQ) Channel coding rate and typ
Frame error rate Frame size and type
Data rate Interleaving details
Channel/slot/code allocatior
Duplexing
Multiple access
Encryption
PHY Bit error rate (BER) Transmitter power

Signal-to-noise ratio (SNR)
Signal-to-interference and noise ratio (SIN
Received signal strength indicator (RSSI)
Pathloss

Fading statistics

Doppler spread

Delay spread

Multipath profile

Angle of arrival (AOA)

Noise power

Interference power

Peak-to-average power ratio

Error vector magnitude

Spectral efficiency

Spreading type
R$preading code
Modulation type
Modulation index
Bandwidth
Pulse shaping
Symbol rate
Carrier frequency
Dynamic range
Equalization
Antenna beam shape

N

channel and external environment, (3) realizing its ownthtions in flexibility and power, and (4)

conforming to local regulations and policy. This is achigy observing multiple meters related

to each category of awareness.

Advances in technology are bringing the vision of mixinggliigence with communication into

reality. This vision was first pictured by Claude Shannone TRs are the intelligent radios that

require a new set of protocols to communicate with each ofPetocols that have the ability to
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change different knobs in relation to the variations obséfvom multiple meters at the same time.
Traditional network protocols do not make use of the ingeltice of CRs and therefore downgrade
them to an ordinarily wireless transmitter and receiverr €EBs to work to their full capacities,
network protocols should be fully adaptive to the changedenty cognitive engine.

Besides handling the unexpected changes due to the ietatidgcision making of the device,
the operational environment of CRNs are very different frivaditional wireless networks. In
such networks once a channel is available for a network nodeuld use that channel without
interruption as long as it continues to transmit. In CRNdjoa are intelligent enough to make use
of not only their own available bandwidth but other’'s avhitabands. Vacancies of other user’s
bands are exploited and a CR interrupts its transmission thmoarrival of the users. A stochastic
communication environment is created when the transmmssimterrupted by the random arrivals
of other users. Protocols should be designed to cope witihhasbtic behavior of users and include
the uncertainties involved in their design. The MAC and immgitayer protocols should consider the
stability of a band, since failing to make the right decisiavuld severely damage the performance
of such networks. In the next section we introduce how CRdeevous to different bands and

elaborate more on the stochastic nature of CRNs and possihitons in protocol design.

2.4 Spectrum Sharing

Cognitive radios have the ability to sense the availabletspe and identify whether it is being
used by other users. Their cognition engine can decide whatkensed idle portion of a spectrum
in terms of frequency, time and space could be used. Two C&Rd cendezvous at an unoccupied
channel and communicate. Traditional wireless networksaudedicated spectrum band (channel)

for their communication. When the network users are ina¢tas large portion of spectrum is
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wasted. The advance sensing ability of CRs opens a posgitalihave a network consists of
CR nodes that only use the white space of spectrum to comuienicThis will substantially
improve the existing spectrum utilization. The CRs thatyamde the white space spectrum are
called Secondary Users (SU). These users should inteheipttansmission on a specific band if a
licensed user of that band comes back. The licensed usepissérred to as Primary User (PU). A
CR should be able to observe the presence of primary andda&gounsers. Moreover, for reliable
communication, the received signal and interference teenmtio (SINR), current connectivity,
packet delays and the state of other nodes’ parameter ch@ower, channel selection, location)
also need to be observed and communicated with other nodes.

For a successful rendezvous in a CRN, multiple SUs must digadijnsense large number of
channels to identify vacancies. In addition, for two radio®stablish a link, control messages
need to be exchanged among the users. The problem of rende®vobviously not trivial. Ap-
proaches for rendezvous could be classified into two maegoeaies: aided and unaided. The aided
rendezvous is infrastructure-based, meaning the infeomatgarding the channel availability are
periodically broadcasted by a server. The server may alsahearinghouse for link establishment
and the scheduling of transmissions. As it can be perceneed its name, in unaided rendezvous
each CR finds another node in the network by its own. In thige typrendezvous, a dedicated
control channel may or may not exist. Using a single contnalhmel might result in a single point
of failure in large networks. Therefore a distributed siointin which different cluster of nodes
use different control channels, can be adopted. Anothetoaph allows the control messages to
use data channels. As a result, all channels could be usesh&®lcchannels. The process of
establishing a link without a control channel is called 8liendezvous. In an infrastructure-based
network, a control channel is used to identify spectrumlafedity. In the architecture proposed by

Buddhikot, et al. [9], some frequencies are selected foragsgpectrum information channels. A
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wireless interface is dedicated by clients to scan thesengis to broadcast information regarding
spectrum availability from the base-stations. Controleteds are also used by clients to send the
beacon messages requesting the use of an available ch@iewely, the use of a common control
channel simplifies the process of rendezvous. However, Ifiphel base-stations and associated
radios are in close vicinity of one another, they all comgetese the control channel. As the
users are quite diverse, possibly covering all wirelesss,is®me regulators worry about how to
resolve the potential contention. The policy engine of CRasoneeds to be equipped with appro-
priate rules, preventing unfair allocation of the contrbhonel, giving priority based on service
providers’ advantages in order to encourage them to inmeSR technology.

In most of the work on multi channel medium access controéirethtralized networks, the con-
trol packet information is also sent on a dedicated contnrahoel. They assume nodes equipped
with two radios [10]. One radio constantly monitors a detidacontrol channel and by sending
request-to-send (RTS) and clear-to-send (CTS) framesthaégshannel to reserve transmission
on one of the potential data channels. The second radio tonim® reserved data channel for
the exchange of data frames. This approach simplifies tllerous problem but as the network
size increases, the control channel acts as a bottlenec¢hke Kdontrol channel is congested, the
operation of the entire network fails. A possible solutisnto have multiple control channels.
The disadvantage is that the presence of PUs may not be semsedtly that raises the issue of
fairness.

When there is no dedicated control channel (blind rendegvall channels are potentially
available for the exchange of control and data. The set ofiredla must be sensed in random
on pre established order for possible availability. Thaaadhen need to send beacons and wait
for responses to make a connection with other users. A dessotution for blind rendezvous is

described in Horine and Turgut [11]. Radios take turns ammgssthe channel in time slots. If
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the radio does not sense other users (PU or SU) in its vicihggnds a beacon message followed
by a period of silence to receive a response from a potemtcaiver. Two existing methods by
which the radios can eventually meet in the same channebadom rendezvous and sequence
based rendezvous. In random rendezvous, a radio wishirgrt@jnetwork visits the potential
communications channels in random order. Sequence-basddavous was proposed by DaSilva
and Guerreiro [12] in which predefined sequences used byradaharranges the potential chan-
nels in their visiting order. The idea is that both transeesvfollow the same sequence, although
arbitrarily delayed with respect to each other.

For a successful and efficient transmission between two sdignly the rendezvous solutions
should be robust to the dynamic spectrum occupation buttaksointo consideration the stability
of an available channel. If two CRs establish a connectitloviing one of the rendezvous solu-
tions, and shortly after they start sending the data frathegzonnection is torn down due to return
of a primary user, a substantial amount of network resounckébe wasted. Large delay caused
by reestablishing a link will make the network useless foridearange of applications. Since
CRs have the memory and the intelligence, the probabibggproach is the promising solutions to
overcome this problem.

Undeniably, CRNs structure falls under the framework otBsstic systems. With acknowl-
edging their true nature and using the probability and stetth theory tools we can develop pro-
tocols that nicely adapt to any uncertainly and randomngis & the communication environ-
ment. For instance, observing the history of the metersatraris and using statistical methods
to assign selection probabilities to potential channelald/isubstantially reduce the possibility of
connection interruption. Recently probabilistic apptoacbeing used in MAC physical layer but
simplistic probability models are being adopted. In thissdrtation we introduce a probability

model that points to most stable channel with higher acgutzan the commonly used probability
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model.

The medium access strategies are extensively under igaésti. However, less attention
is made to the design of routing protocols for CRNs. In thissdrtation, after introducing a
new probability distribution to find the most stable pathsiga of routing protocols in stochastic
environment is discussed. The routing protocols proposdtiis dissertation use the learning

capabilities of CR to select the appropriate route.

2.5 Use of Decision Theory and Game Theory in CRN

In cognitive radio networks, secondary users are intelliged act to optimize their performance.
They aim at maximizing their own benefits. Therefore, Ganmeotétic models are preferred.
game theory analyzes the strategies that decision makeitska in interacting with one another
in order to optimize their gain. As the definition suggestg,adopting game theory tools one
is able to obtain useful strategies in spectrum sharing anting. The components of spectrum
sharing games in cognitive radio networks are describealésmMs: Players are the secondary
users that compete for the unlicensed spectrum band. Actiomthe transmission parameters,
such as transmission power level, access rate, etc. P&jtdity) is a non-decreasing function of

the QoS by utilizing the spectrum. The games are dividedthedollowing main categories:
e Non-cooperative games and Nash equilibria
e Economic games, auction games and mechanisms design
e Cooperative games

e Stochastic games

19



Efficient distributed approaches for dynamic spectrumisegrs derived by adopting non-cooperative
game theory. Neel et.al [13] and Giupponi et.al [13], présseful applications of this adaptation
in CRN. Economic games and cooperative games are also adop@RN as explained in [14].
However, one important aspect of CRN is overlooked in thebermes. The spectrum opportu-
nities and the surrounding radio environment keep changuegtime. Therefore, for a dynamic
environment, we cannot assume that the stage of the gamestaob. However, this is the major
assumption in the first three game categories mentionecealdostochastic game that is an exten-
sion of Markov Decision Process [15] is a better fit for deBignMAC and routing strategies in
dynamic CRNSs. In a stochastic game, after the players satetexecute their actions, the game
moves to a new random state with transition probability meiteed by the current state and one
action from each player. Meanwhile, at each stage each pddiganpts to maximize an objective
function. The objective function is the expected sum of thgglfs over an infinite horizon. The
solution is called policy and is a probability distributiomer action set at any state. Stochastic
game is used in transmission control, anti-jamming defanskespectrum auction. However using
stochastic game for routing is a challenge because therglap@uld have complete knowledge
about the game being played. Meaning secondary users iremdyiCRN should have a complete
knowledge of the available routes and the other secondarpamary users. The game should be
divided into stages so that the secondary users obtain stfioreniation about the others actions
and payoffs.

An alternative to game theory is statistical decision the@ratt, Raiffa and Schlaifer in [16]
explain that a problem of decision making under uncertataty be addressed by using statistical

decision theory. The problem should have the following abtaristics:

1. A choice, or in some cases, the sequence of choices musade among various course of

actions.
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2. The choice or sequence of choices will ultimately leasdhtas consequence, but the decision
maker cannot be sure in advance what this sequence will lribedt depends not only on

his choice or choices but on an unpredictable event or seguarevents.

It is clear from the above characteristics that this asseswmell with situation of secondary users
when deciding their route in a dynamic CRN. First, a secondaer has multiple choices (differ-
ent links and routes) for routing. Second, the secondary ags&ot be sure whether the chosen
route will stay stable to transfer its packets to the ultendéstination. The advantage of using
decision theory is that we assume that the player is playgagnat nature meaning the player op-
ponent does not try to increase its fortune, but exhibitshastic performance that is explained
by probability laws. In decision theory the current statéhaf game is taken to be uncertain and
the decisions are made considering such uncertainties.hlghdy dynamic environment, deci-
sion theory leads to less computational complexity thanegtimaory since many types of games
have multiple equilibria under such variations. Using tha&hing capability of cognitive radios
we modeled the problem of routing in CRN into a decision peabhnd obtained satisfactory im-
provement in the performance of the network. To the best oknawledge, this is the first time
that statistical decision theory is adopted to model thélera of routing in dynamic CRN.

The problem of routing in CRN falls under a class of decisiorbfem that is concerned with
the logical analysis of choices among various course obastiFor this class of problem, (a) the
consequence of any course of action depends on the state wifoitid s, (b) the true state (the
correct route) is as yet unknown, (c) it is possible to obsmime information about the true state
by conducting an experimeitat a cost, and observing the outcomef the experiment. The
basic assumption is that the preference of the decision mtdes not change. This means his
judgment about the outcomeof each potential experiment is consistent with his prefeeeof the

consequence of his choice. His preference is presented tijtyafunction « and his judgment is
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sealed in terms of a probability measure

Here we introduce some definitions and notations that aré nsthese class of problems in
decision theory.
State spacé = {sq, s9, ..., }: Set of possible states (choices) available to the decisiaker.
Action spaced = {a1, a9, ..., }: Variablea; is the act of choosing stal;9 to visit.
Set of experiment§ = {e¢), e1 }: When the decision maker performs a test to get some infasmat
in support of an act. Experiments are classifieccgyande;, wheree(, stands for no experiment
andeq is to perform an experiment or test to support a right act. &tperiment; gives rise to
possible sampleg = {21, 29, ...}, #; is @a sample observation that is in favor of a stgte
Sample distributiorP(z|s): In statistics samples and measurements are subject ér&dslings,
therefore although samples are informative, but are novdl@diable. Sample distributioR(z|s)
governs this probabilistic situation: it gives the probi&pof observing sample wheneves is the
true state. Fos to be a true state means that it is the right and the most apategtate. Sample
distribution is used in quantifying our observation in itefeninistic environment.
Prior distributionP(s) is assigned to the state spageAn appropriate prior distribution is based
on the history of availability of a state and usually doesrefiect current status of states. Posterior
distributionP(s|z): The probability of observing the stateavhen the sample observatior:isThis
measure indicates the possibility of choosing a true stéig observing a sample observation

This probability is found using the conditional probalyifiormula

_ P(l9)P(s)
S5 PEIP()

P(s|z) (2.1)

Note that the denominator in the above equation is the malrdistribution of sample observation.
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In analyzing a decision problem a diagram known as decigs@mis used. The tree demon-
strates different paths of reaching a state by performingarperforming an experiment and
following different acts as shown in Figure 2.4. In any diexisproblem there is a loss/gain as-
sociated with a decision. When the decision maker makesiaidedo perform an experiment
(relies on the sampling probabilitidy z|s)), it pays a cost and in return gains extra knowledge on
the possible consequence of his decision. Therefore, tlitg fitnction U (e, z, a, s) is assigned to

the decision daté&, z, a, s).

u(eg, a1,81)

€0
a3

Decision
Maker

s u(er, z1, a1,81)

52 u(ey, z1, 21,82)

— 32 <p[ 2 2512 u(ey, 22, 42,82)

Figure 2.4 Decision tree with statés, , so, ..., }, actions{ay, a9, ..., }, and posterior
distributionsP(s|z).
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The utility functionu indicates the decision maker gains or losses. Decisionigdataually
denoted bye, z, a, s). The decision maker runs experimenbbserves sample takes act: when
the true state is indeed An optimal act minimizes the expected loss or maximizesettpected
gain; the later isnaxe Ep(

) [maxg [Ep( )U(e, z,a,s)]].

zle s|z,e

In Chapter we present the details of modeling routing in aatdyic CRN using the decision
theory concepts mentioned above. In the following sectisasategorize the routing protocols

developed for cognitive radio networks and provide an aesvon their design.

2.6 Static and Semi-dynamic Routing Protocols

Developing routing protocols for wireless mesh networkslheen investigated for years. With the
development of new technologies, more advanced routingnsek could be designed and imple-
mented. The importance of routing in CRN is greatly depehdearthe behavior of PUs. Long
absence of PUs categorizes the CRN as a static multi-chammé&thop network and the tradi-
tional routing protocols are applied. When the PU’s behaianore dynamic, new approaches
in routing are necessary. Zhu et al. [17] propose a spectasadrouting protocol that simplifies
the collaboration between spectrum decision and routetsaheby establishing a spectrum tree
at each spectrum band. They assume that the statistics efdetivities and available spectrum
band information can be obtained by existing spectrum sgresid sharing techniques. In [18] the
authors develop a routing protocol called SAMER, which @ set of candidate routes to the des-
tination. The actual forwarding path opportunisticallyapts to the dynamic spectrum conditions
and exploits the link with the highest spectrum availapiét the time. In [19], authors propose
a new metric based on the probabilistic definition of linkiklade capacity into the cost of the

Dijkstra-like algorithm. Researchers such as Wu et al. j[@@pose a distributed multi-channel
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and routing assignment in heterogeneous multi radio nchinnel-multi-hop wireless networks
where the channel coordination and route selection is baiséide information exchanged among
two hop neighbors. In [21], authors allow each network nadexchange their spectrum oppor-
tunity information and select the optimal channel. The meknearns the behavior of PUs via a
nonparametric statistical learning method based on pasreations. In the work of Cui et al [3]
and Song [2], a probabilistic approach is introduced in Wwhite OOM distribution is used to
assign the selection probabilities for every path.

ROSA-PMQ is designed for video or multimedia applicatiomsémi-dynamic environment
[22]. Itis a cross layer protocol that jointly does the ragtispectrum assignment, scheduling and
power assignment functionalities. Khalife et al. [19] ppep a joint routing and channel selection
scheme to fulfill bandwidth requirements of flows. Jashnl.gR&] propose a routing scheme with
channel selection to support multimedia application inchitthe probability of channel selection
of neighbor SUs is evaluated using the game theory fictitpdag technique. Xie et al. [24], Gao
et al. [25], and Xie and Xi in [26] propose routing schemesuport multicast communication in
CRNSs. In Chapter, we present our scheme that focuses onittastitransport of video application

packets in a highly dynamic environment.

2.7 Dynamic Routing Protocols

As mentioned in the previous section, by incorporating dbgnradios, the wireless network
possesses new dynamics and many researchers startedytor@sgirouting protocols accordingly.
Among those are the works of [17], [18] and [27]. They model $pectrum utilization as a new
metric to enhance the selection mechanism in traditionginmg schemes. In [28], [29] and [30],

the problem of routing, scheduling and interference awesens formulated into different forms
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of an optimization problem. These studies’ underlying agstion is that the behavior of primary
users is fairly predictable. The protocols we propose onatiher hand, considers a dynamic
environment and takes into account the stochastic beha/loRNs.

Many of the proposed routing schemes for dynamic CRNs addpteframework of ad hoc or
wireless sensor networks. The uncertainty in the linksilatdity is mapped into the unavailabil-
ity of nodes in the above networks. Hence, protocols suclod¥g31], CODV [32], OSDRP [33]
and [34] are proposed. In fact, the nature of instabilitydrhac or sensor networks is very differ-
ent from CRNs. Links’ availability is unpredictable in CRIEBd the repetition of calling a route
discovery mechanism in such protocols would increase ttay @ad degrade the overall through-
put. Previous studies mainly focus on reliable routing afea or multimedia applications that
require a certain quality of service in semi-dynamic enwinent. How et al. [33] propose OSDRP,
a quality of service aware routing protocol for dynamic emmiment that adopts the frame work of
AODV protocol.

In DTCR, we take a decision theory approach that gives aisoltdr decisions that need to be
made under uncertainties. A relatively close approachnsegtheory. Pavlidou and Kolsidas [35]
surveyed different routing protocols for wireless comneation networks designed by the game
theory framework. These studies, however have static gspastand channels. Nurmi [36] uses a
dynamic Bayesian game to form a dynamic stage game with iptisinformation. Our decision
theory approach also uses the Bayesian rule to construgiasierior distributions in order to
include the effect of cognitive radio dynamics. In [14], #tngthors summarize the applications of
game theory in cognitive radio networks. In the work of Zhwak{37], nodes are grouped into
layers similar to our work. They also use a game theory frapnkewith an end-to-end path utility
to route the secondary users’ control messages in a pilohethaCacciapuoti et al. [38] develop a

theoretical model to analyze the opportunistic routingcpoures. Our framework uses cognitive
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decision making to make its selection an opportunisticinguscenario.

The DTCR is different from the above since it uses the degitieory framework and a deci-
sion tree to model a decision strategy for a node. We coristauaple and posterior distributions
to explain the status of channels and nodes in supportinkepdelivery. These distributions use
a simple metric such as channel availability duration. Hmvethey can be easily extended to use
advance metrics such as OPERA, proposed by Caleffi et al. T3@re is no central agent helping
in decision making; the nodes try to estimate the future tiacgies and choose neighbor nodes

that maximizes their expected gain.

2.8 Cross Layer Design

As explained in section 2.3.1, we need to combine differegtens from different layers to achieve
a performance goal. Therefore, at first glance, it might laeigible to adopt the cross layer ap-
proach and use the previously designed cross layer pratémotognitive radio networks. To take
into account meters of different layers, originally resbars combine two layer’'s meter (physical
and MAC layer) but this would optimize one objective in th@erse of other objectives. Recently,
a new kind of cross layer design is proposed. CrossTalk EGLAIR [41], CLD [42] and the
framework of Gong et al. [43] propose using a parallel striteethat acts as a shared database
accessible to whichever layers choose to use it. The cegm#twork design however, is taking a
different approach. They use the cognitive process thatdwansider not only the network goals
but also learns from its past behaviors. Use of learning andqtive adaptation is included in
cognitive radio networks. The protocols at each layer sthbel modified to include the learning
and adaptation processes.

We propose two new probability distributions ArgMax for teelection probabilities, and

27



ArgMin to find minimal spectral capacity. The proposed dlsttions is not only limited to the
probabilistic routing but also could be used in probahdi8iAC layer techniques. We develop
two routing mechanism. First, PSARP that is specificallygiesd for nondeterministic dynamical
systems. In PSARP, we design a stochastic-based routirugébel the best route in a stochastic
environment using stochastic systems tools. We obsenaddlil transition of packets from a
source to a destination in a cognitive radio network is aledstic process since the random arrival
of primary users on channels make the next state of the sysxhhop) in the path indetermin-
istic. PSARP adapts to the change of behavior of network mycegand selects the next node
based on the uncertainty of channel existence. Second,i&Dhat is developed using decision
theory components to deal with decision making under uacgnés of cognitive radio networks
environment.

In the following chapter we elaborate more on the stochastideling of cognitive radio net-

works and the proposed routing schemes.

28



Chapter 3

ArgMax and ArgMin: Transitional
Probabllistic Models in Cognitive Radio

Mesh Networks

Random phenomena are present in any realistic system. Maayngters in computer networks
are random and follow a certain distribution. It is often oferest to find the maximum or the
minimum element of these random variables. The paramebeitd be channel occupancy, queue
capacity, packets arrival and departure rate, delay, ette main functionality of the ArgMax
(ArgMin) probability distribution is to locate the randoranable that at an instant is the maximum
(minimum) of a set of random variables. In this chapter, wespnt the definition of the ArgMax
and ArgMin distributions. We also develop a new metric chRgimary Weight Measure (PWM)
to capture the uniformity or diversity of availability ingkchannels of different spectrum bands. In
other words, PWM shows how the primary users affect the ablararound a particular node. If all
the channels are affected uniformly by primary users, tilemannels provide the same utilization
for a secondary node and there is no priority in selectingabragnel over another. Moreover, if a
node has the highest PWM, it has at least one channel thahisally affected by primary users.
In subsequent chapters, we elaborate on the applicatitwe @rbposed distributions and the PWM

metric in cognitive radio network.
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3.1 ArgMax and ArgMin distributions

Let Z1,---,Zp be a finite sequence of continuous random variables defineal probability
space. We lefmax = max{Z;, i = 1,...,n}. The corresponding ArgMax random variabijgax
indicates the index of the random variable that attains tagimum values. Preciselyrmax =
i) = (Zmax = Z;), fori = 1, ..., n. A probability distribution ofrmax, {p(1),p(2),--- ,p(n)},is
called the ArgMax distribution which is unique because @f tbntinuity of the random variables

Z1,%49, ..., Zn. Therefore

p(Z) = P{Tmax = Z} = P{Zmax = ZZ}7 1= 1, e, n. (31)

The corresponding ArgMin random variabig ;,, indicates the index of the random variable that

attains the minimum values. Therefore

q(1) = P{myin = 4} = P{Zmin = %3}, =1, (3.2)

Theorem 1. The ArgMax and ArgMin probability distribution for an arrayf independent con-

tinuous random variable8, - - - , Z, with distribution functiond’|, F», - - - , i, are respectively
given by
. +m n .
=1,j#i
+00 n
q(i):/ 11 L= Fj(z)| dF;(z), i=1,---,n, (3.4)
—00 . L.
=1,j#1

Proof. The theorem will be easily proven by conditioning g = =, using the law of total
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probability and the independence assumption.

+00
p(i) = P{Zmax = Z;} = / p(Z1, 29, ,Zn < 2|Z; = 2)dF;(2)
—00

400 L
= / L H p(Zj < z)] dF;(z), i=1,---,n. (3.5)

0 L=y

O

We prove directly in the following lemma thap(1), p(2),--- , p(n)} given in (2) is indeed a

probability distribution.

Lemma 1. Assume(1),p(2),-- - ,p(n) are given by (2), then
p(1) +p2)+---+p(n) =1,

Proof. LetU(z) = H]%z F](x) anddv(z) = f;(z)dz. ThendU(z) = Zk#z fr.() H]#z%k‘ E; (x),

andV (z) = F;(x). Therefore it follows from integration by parts that
400
- MIne F-X [ I Bl =1- Y .
ki i#k ki
ThereforeZ” p(j) =1 O

Following the same reasoning, the validity of the ArgMinIpability distribution is also proven.

The odds-on-mean probability distribution, the well-kmoprobability distribution that is used
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in most probabilistic channel selections and routing, fenee as follows.

$(i) = —1 (3.6)

=
> H
=1

wherep; = E(Z;), i = 1,--- ,n. In our applicatiory; >= 0.
The distribution of state space probabilities of odds-aamis different than the ArgMax
distribution. In the following subsection we demonstrais tifference through an example, where

the random variable& follows an exponential distribution.

3.2 Exponentially Distributed Random Variables

We letS; denote the class of all subsets{af 2, ..., n} that contain exactlynonidentical members,

t=1,---,n.
Theorem 2. Let 7y, - -- , Zp be independent exponentially distributed random variaktéh pa-
rametersi{, - - - , A\p. Then the following holds:

a. The ArgMax probability distribution is given by

n—1

An An
R S D M
VAVRS VY M+ A+ A
=L figyesy T
An
Z )\n—i-)\l'—i-)\j-i-)\k
{i,j,k}€S3
A
+(=1)" z

MA+AM+A+ .+
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b. The ArgMin probability distribution is given by

1
n -
7=1 )‘J

q(i) =

To derive the probability distribution(1), - - - , p(n), apply Theorem 2 using the transformation
m;(j) = 7 — 1, for j > i, andn;(j) = n + j — ¢, for j <, and rearrange the set of the parameters
A+, Apto

{)‘i+1’ T 7)\n>)\17 e 7)‘i—17)‘i}'

Special CasesLetn = 3. Then

(1) R RS B A
P A1ty A+ A3 )\1—0—)\2—0—)\3’
) = 122
A+ A1 A9+ A3 )\1—0—)\2—0—)\3’
A3 A3 A3
3) = 1-— — + )
p(3) A3+A A3+ A9 AL+ Ay + A3
In terms ofi; — L
M@—)\Z,

p1+pe b pg o ppg g o

1 ; H 1
Foru; =1, ug =2, pu3 =3, p(1) =~ g, while (1) = WM — & Therefore, we see that

the ArgMax distribution could be substantially differerrin the odds-on-mean distribution.
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3.3 Primary Weight Measure

The primary weight measure is a metric with nonnegativee&lut is developed to capture the
uniformity or diversity in spectrum bands available to acetary user. Small values of PWM
indicate uniformity while large values of PWM indicate diggy. The PWM metric is evaluated
by measuring the distance between the two probabilityibigions: ArgMax and ArgMin.

The ArgMax probability distribution points to the channeht at an instant of time appears to
have the maximum idle frequency. Assume a nogeconnected tg via a set of N; available
channels at time¢. A channel between nodeand; is stable if it is less prone to the arrivals of
primary users. We let; ; [k, t] be the random variable that represents the [ink) utilization
via channelk at timet; defined as the average frequency that a channel, sensea Inpde:,
is available without any interruption from primary userse Wluppress the time indéxXrom our
notation whenever there is no ambiguity. In our simulatiwe, record the number of times that
a channel is sensed idle over a period of time and then useml-ﬂk]. The probability that the
channeln between nodeé and;j has the maximum utility is modeled by the ArgMax probability

distribution as follows:
pi,j(n) = Pr{k* =n} = Pr {uz’j [n] = max{uz-j k], U (k] € Eli,j: t]}} : (3.7)

wherek* is the channel between nodeand; with maximum utilization at time, andE[i, j;t] is
the set of all available channels between nadasd; at timet.
Following the same analogy the ArgMin measure points to tiennoel that is less stable and

is highly exposed to the presence of primary users. Theretbe probability that the channkl
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between nodé and; has the minimum utility is
4i,j(h) = Pr{k* = n} = Pr{u;jln] = min{ u;j[K], u;;k] € Bli,j:0}}  (38)

wherek™ is the channel betweerand; with minimum utilization at time. More comprehensive
definitions of ArgMax and ArgMin probability distributions presented in the Appendix.

Monitoring the ArgMax and ArgMin probability distributiaprovides interesting information
on the utilization of channels. If the primary users arrikegliently, the channels will be affected
almost uniformly by the primary users arrival. Therefotes probability that a channel has the
maximum idle frequency is close to the probability that thene channel has the minimum idle
frequency. Therefore the difference betnggr} )andg; ]( n) is small. Large gap between the
two probability distributiorp andg imply a nonuniform spread of primary users on channels; and
hence, there exists a channel whose utilization is subisligriarger. We measure the distance
between the distribution functions ArgMin and ArgMax by tkellback-Leibler divergence (K-

L) [44] measure.

The K-L divergence is a non-symmetric measure of the diffeeebetween two probability dis-
tributionsh andg. In probability theory/ represents the “true” distribution of data, observations,
or a precisely calculated theoretical distribution. Th&rifbutiong represents a theory, model, de-
scription, or approximation df. It also can be interpreted as the opportunity lost for in@ating
g instead ofh.The K-L divergence for two discrete probability distritmris 2 andg is defined to

be
Dy (hllg) = Zh % (3.9)

It requires thay (k) > 0 for all the values of: for which h(k) > 0. It possesses the properties that
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e Dir(hllg) # Dgp (gllh).
e Dgr(hllg) = 0.
) DKL(hHg) =0 & h:g.

In the context of a cognitive network, with= p, i 9= 4 5 and channel utilization as the
average frequency that a channel is idle without any inpgion from primary user, we have the

following interpretations for the K-L divergence.

. DKL@Z’,]'HQZ'J): The expected utility acquired by transferring packet®uigh channels

with maximum utilizations, instead of employing channelgwminimum utilizations.

. DKL@Z’,]'HQZ'J): The expected utility lost by transferring packets throwglannels with

minimum utilizations, instead of employing channels witeximum utilizations.

Primary Weight Measure at nodés denoted bySZ-J defined by taking the average of the above

measures.

1
0, = 51Dk L jlle; j) + DR (g jlpi )} (3.10)

The K-L divergence is not symmetric. However, t@ej iIs symmetric ini, 7 and indicates the
degree of the nonuniform spread of primaries in channelsd®t nodeg andj. When there is

no primary user around a particular noqlx;’,j = 4

and theél-j = 0. However, if primary
users are present, channel utilizations follow a contisutigtribution so theD(p; j|¢; ;) > 0

and consequentl&iyj > 0. For 51-7]- > (, the larger the value af; ;, the more the channels that

0,
are less occupied by primary users, and thus have prioriy the other channels in the vicinity
of the nodei. Wheném- approaches zero, primary users are spread uniformly, ameegoently

there is no privilege to any transition. Note that when priynssers are present, tlﬁgj could be

near zero but not exactly equal.
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To show how the PWM represents the nature of the spread o&pyiosers on channels around
a node, let us look at the following numerical example.
Example 1 Assume there are two nodésind2, each one has different channels available to
its neighbor;j. Primary users arrive at each of these channels randomg/AfgiMax probability
distributionplyj indicates the channel that is more likely to stay stable agriba other channels.
For instance, if channé has been idle the most during sensing periods, then t}'quj(?)) has
the maximum value. Now if the primaries are affecting allthannels with the same rate channel
3 might also be the channel that has been idle the least ambweg channels. Therefore, the
difference betweeplyj(?)) andquj(?)) is small. As explained above, the PWM measure quantifies
this difference. Below, the primaries are spread aroun@ h@ecording to normal distribution and
around node following a uniform distribution. After evaluating ArgMaand ArgMin probability

densities for all channels, we have the following resultsfich node respectively:

chl «c¢h2 c¢ch3 chd chb

0.26 0.21 0.28 0.12 0.13

node 1; Lj :
15 0.17 0.22 0.12 0.2 0.29
chl ch2 ch3 ch4d chb
P2, 0.13 0.18 0.25 0.19 0.25
node 2;

q2,; 0.16 0.24 024 0.19 0.17

Thed; ;is0.17 butthedy ;is0.02. As aresult, the PWM is substantially lower when the chasnel

are affected uniformly by the arrivals of primary users.
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3.4 Summary

In this chapter we proposed two new probability distribnsicalled ArgMax and ArgMin that
could be used in probabilistic protocols. The ArgMax prabighbdistribution locates the maxi-
mum random variable among a set of random variables, whétigMin locates the minimum
random variable. Using these two probability distribuspwe introduced an interesting measure
called primary weight measure, which indicated the fregyemd the nature of the distribution of
primaries around a particular node. A low value of the priynaeight measure metric indicated
uniform and frequent primary users interruptions on thenae¢s surrounding a node. With this

information MAC and routing decisions are taken more effitlie
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Chapter 4

Stochastic Modeling of Cognitive Radio

Networks and Probabilistic Routing

In this chapter, we focus on modeling a cognitive radio mestvark that is operating in a dynamic
environment similar to cities’ downtown. More specificatlye system is modeled by a semi-
Markov process. The ArgMax probability distribution thatcarately identifies the most stable
available channel corresponding to a neighboring nodees @as transition probabilities in the
stochastic process of the network. We show that the ArgMakatuility distribution is a better
candidate than the frequently used OOM probability distrdn through developing a Probabilistic
Selection Routing Procedure (PSRP) that adopts both pildpabstributions to guide packets
throughout the network. The simulation results suggestAngMax enables the routing scheme
to adapt to the network dynamic more quickly than the OOM phility distribution. The ArgMax
enhances the network throughput and end-to-end delay nB6%€when network load increases.
We also present an application of the ArgMin probabilitytidisition by using it to select channels
with the lowest duration of availability, and to measure theoughput of the network. Since
the CRN is a stochastic system, the minimum spectral cgpecitarely zero. Therefore, the
identification of the minimum spectral capacity is usefuthe development of a smart channel
allocation strategy. We show through simulation that wité bhelp of ArgMin, the worst channel

in our setup could be used to transfer time-insensitive ail@wv rates.
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In the next sections we present the definition of a Markov agmiSMarkov process that are
adopted in this dissertation to model the dynamics of a CR&lalsb discuss the truncated distri-

bution that is used to model the duration of channel avditglim CRNs.

4.1 An Overview of Markov and Semi-Markov Process

A Markov chain is a system that moves from one state to theinestich a manner that the future
location is independent of the past if the present is knowrMarkov chains we do not consider
the time it takes to transient from one state to another. Rgsiems are running on actual time.
Markov processes not only take into account the changesiaf Bt also the actual times spentin
between [45].

The stochastic process = {Y; € R} is said to be a Markov process with state spAcié

foranyt,s > 0andj € F,

P{Yiys=j[Yusu <t} = P{Yyys=jIYs}

When the conditional probability mentioned above is indejent oft > 0 for all i, € E and
s > 0, the procesd” is said to be a time-homogeneous Markov process. For fixed F, the

functiont — Py(4, j) is called transition function, where

By(i,g) = Py = jlYy—1 = i}

and the family of matrice$, ¢ > 0, of the transition matrix? (¢, j) is simply called the transition
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matrix of the Markov process Y. The transition functionssgtthe following:

P(i,5) = 0, (4.1)
S RGj) = 1, (4.2)
jeE

keF

A semi-Markov process is one that, when it enters state> 0 :
1. Atthe next state, it will enter stafewith probability P4 (7, 5), ¢, j > 0

2. Given that the next state to be entered ihe time until the transition fromto j occurs has

distributionFZ-j.

From the above dynamics we observed that the operation ofdpeitive radio network is
similar to a semi-Markov process. It takes a random amouninté for the network traffic to
stay in nodei before it moves to nodg. Let nodesl,2,...n denote the states of a stochastic
process, then the transition of packets could be modeled dBma-Markov process. Since the
spectrum bands that could be used to transfer the packetsifoole: to node; are random and
are chosen based on the specified MAC and routing protobe$tansition probabilities?ij vary
for different networks. In this chapter, we use the ArgMamhability distribution to model the
P, jS- Based on the above definition, L&t) denote the states (nodes) entered at tinféhen J(t)
is a semi-Markov process with the state space equal to théeuof nodes in the network. Next,
we present the definition of the truncated distribution.sTdistribution is used later to model the

density function of the available duration of channels.
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4.2 Truncated Distributions

Since the distribution of available usage time of a chammeinknown, we use the concept of a
truncated distribution later to model the remaining us@&ge bf available channels. Therefore the
definition of a truncated distribution is provided here foe ease of readers. Let Y be a random
variable whose distribution functiofi'(y) is not concentrated entirely df, co). Lett¢[Y] be a

random variable with distribution function

Pl = T = PO <y 200y 20 (4.9)

Thent[Y] is called truncated random variable; Zolotarev referg[i§ as the cut off of Y at

zero [46].

4.3 Cognitive Radio Network Model

The Cognitive Radio Network (CRN) under study has the gerechitecture of a mesh network,
where there exists a gateway node (node G), providing tha awess to the internet. The edge
routers are connected to the gateway by the intermediatg relters and the clients who access
the edge routers send or receive information at any insfamhe.

In a populated urban area, smart phones, PDAs, laptopssradd TVs operate and use their
specific spectrum bands. In a cognitive radio network, aitzelphone acts as a SU sender on an
unlicensed 2.4 GHz spectrum band and a SU relay node forféraing a network traffic generated
by a personal laptop. A general cognitive radio mesh networkitecture is shown in Figure 4.1.
In this example, there are 4 spectrum bands available arttieathodes send their traffic to the

gateway at the top. As it can be seen, the number of relay rasdespectrum bands available vary
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based on the strength of the radio equipment, inter arrined bf primary users and the number

of SUs located in the vicinity of a node. For instance, thedses1S1 can access the relay R1 in

Gateway

Spectrum
Band Il

9"

Spectrum
Band |
R7 4

il

/ Spectrum o '
\ Band IV

Specirum

S2

Figure 4.1 A simple mesh cognitive radio network architetu

the domain of spectrum band Il but for the cellular phonedeers2, two spectrum bands Il and
Il are available, providing two relays R1 and R2. Since S2ss@ndary user, it should choose a
channel from the two spectrum bands that is less interruptete arrival of primary users.

When employing CRNs within a city, different sources of uta@aties are present. The be-
havior of primary users are unpredictable and produce teiogy in the availability of channel
resources. Location discrepancy of primary users causastamty in stability of channels. Fur-
thermore, it is possible that some SUs are affected by marsyviflile others are not. Therefore,
the transmission bandwidth for each node is variable andigeti among secondary nodes. More-

over, the wireless radio range is affected by the interigeeand reflection therefore the number of
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=15 S2 =333 S4
1=3,M,.=1 I=3, My =3
Hy =f ' ”

n/=2, ny=2, n;=1I

Figure 4.2 The tree graph representation of the simple m&tarchitecture. The SU user S1 is
the nodel = 1 in layer/ = 3 that hasM1 .2 = 1 (R1) accessible neighbor, and is connected to it
by ny = 1 channel. The SU user S3 is the nade 3 that hasM3 o = 3 accessible neighbors
(R1, R2, R3), and is connected to R1by = 2 channels, to R2 byg = 2 channels and to R3 by
n3 = 1 channel.

accessible relays for a sender is not fixed. As a result, thardics of a CRN operating in a city
is unpredictable and should be studied under a stochaatiefvork. In the following sections we

present our stochastic modeling of such systems and the PgR&mentation.

4.3.1 Medium Access and Physical Layer Assumptions

We assume the channel is shared with a Non-Contiguous Gmfabdrrequency Division Mul-
tiplexing (NC-OFDM) technique. This multi-carrier modtitan technique is based on the Or-
thogonal Frequency Multiplexing (OFDM) technique. By pihe NC-OFDM, portions of the
target licensed spectrum are occupied by both primary acohsiary users. This is achieved by
deactivating (i.e. nulling) subcarriers that can potdiytiaterfere with other users. This form of

OFDMA fills in the available spectral gaps within the charsyglansmission bandwidth partially
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occupied by other users while not sacrificing its error rohess [47].
The fluctuation of the wireless channel is modeled by the &glylfading model. According
to the study in [48], Rayleigh fading is a useful model in hgabuilt-up city centers where there

is no line-of-sight between the transmitter and receiver.

4.3.2 Spectrum Usage Assumptions

Each spectrum band has a set of channels that are sharecbysgihs with the help of OFDMA/NC
multiplexing. All SUs can tune to any combination of licedsghannels using a single antenna
from different spectrums. Without loss of generality, onéi® associated with one spectrum band
(SB). The PU activity is modeled by an OFF/ON process. By #gmelom arrival of PUs the ON
period is started.

To model such an agile network, a stochastic framework isidened. Nodes that are located
[ hop away from the gateway, take a layer indeXherefore a tree graph topology withayers is
formed. The tree graph topology of our simple example is shiowFigure 6.1b. At a given time
t, from the perspective of a secondary userlayer/, the number of accessible neighbors at each
upper layeri — 1 is denoted b)MZ-J_l(t). The number of channels between nadged each of
its accessible neighboysis represented bWz’j (t),j=1,--- sz',l—l(t)- Therefore, a channel
between nodé and its upper layer neighbgris presented by(i,nj), ng =1, N (t). We
summarize the notations in Table 6.1. We suppress the tidextrand the layer indekwhenever

there is no ambiguity.

Since M; and N;

ij»J = 1,---, M; are random, elaborating on their distribution is essential

Assume there are a total Ml*_l nodes in layet — 1. In the initial configuration of the network,
nodes identify the layer index of their neighbor nodes byhexging control messages. We con-

sider a mesh network where the nodes are stationary withl&stigg energy. In this case, the hop
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Table 4.1 Notations

Symbol Description.

L Number of layers.

i 1—1(t) | Number of nodes in laydr- 1 accessible to a node

’ i in layer! at timet.

Nij(t) Number of channels available between the node

and its neighboy at timet.

W(Z» n 4)(t) Idle period of channels (i, nj); j =
)

1,--- ’Mi,l—l(t)’ TLJ = 1,--- ’Nij(t) at

timet.

X(i n ,)(t) Inter arrival time of PUs on the channeéhsn ) of
T a spectrum band at tine

,)(t) The amount of time that the PU or other secondary

J users occupy the channgisn ;) at timet.

number would not be dynamic. A nogeén layer/ — 1 is considered assessable if it is within node
1's transmission range. For simplicity, we assume thaisfaccessible by, i is also accessible by
Jj. Letd; be the transmission range of nomandd represent the radial distance of nadeom

node; at timet. Then the number of accessible neighbors at niage

i Id;j < d;] (4.5)

wherel(A) is the indicator functionf(A) = 1, if A is true, and 1(A)=0, ifA is false.
From [47], when the channel is experiencing Rayleigh fadthg total available bandwidth

f(,i’nj) of channel(i, n

j) at timet is

3B (4.6)

Ting) == %ing)Bing)

J

whereB(i ;) is the total bandwidth (Hz), arml(i ;) is the incumbent occupancy of the channel
)

/
(1, nj) attimet. The signal-to-noise ratio gaBWRg(Z- ;) of the channe(i, nj) at timet roughly
)
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indicates the occupancy influence on the channel §tNeé: of a shared channel over tt%eV R of

the same channel when it is not shared by other users) anekis by

SNRg@’n]) = —20logqp(1 — g, n])) 4.7)
By substituting (4.7) into (4.6), we have
(_SNRg(i,n 4)/20)
f(z,nj) = B(i’nj)lo J : (4.8)
We represent the inter-arrival time of PUs on the chal(rnelj) by random variablé(@’nj) with

density function;(z) from a SB. The period of occupancy is representeal’(wlj) = 1/f(2-’nj)

in seconds with density function (y). Let W(Z. ng) = X(i " ) denote the available
Y j Y

J) J
usage time of thexth channel between nodésand j. Then the channe(lz',nj) is available if

_y(.

,n

W(z',n ;

) > (. Therefore, the number of channels available between nagtes; at timet is given
J

by

N
= IW, .\ >0l (4.9)
n; Winj) >0
J
whereN* is the total number of channels between noded; from different spectrum bands. We
assume the system is in a steady state, and there are statistabutions on)/; -1 and N, Z],
not depending on time Therefore, the expected number of available nodes is
*
My
@ —1) Z Pij> (4.10)

Wherepij = P[dij < d;], depends on the strength of the radio signal. Moreover, xpeated
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number of available channels between nodasd; is

N*
E(Njj) = Y PW (i) > 01 (4.11)

Recall that the PU inter-arrival time on chanrﬁ’e,lnj) is represented by a random variable

X( with density function;(z), and the occupancy period of other users is shown by a random

i,nj)

variabIeY(Z- 0

) Now, by using the definition of the truncated distributiaveg in section 4.2 the
7

at zero is given by

density function ot [W(’i,nj)]’ the truncation OW(i,nj)
fyy, (w)
_ Tt o>
ft W] (w) = Fyp(0) w>0 (4.12)
where
Jo©T vt (s — z)uy(s)ds, = <0,
fyy, () =

fgo ve(s — x)ug(s)ds, x > 0.
4.4 Probabilistic Routing Approach

In this section we propose the probabilistic routing appho@PSRP) and the usage of ArgMax
probability distribution. In the mesh CRN, in which packetsve to the upper layers to reach
the gateway, transitions form a Markov chain whose statesransient, except for the gateway,
which is absorbing. The transition probabilities are natishary in time, but certain stationary

assumptions are made as follows.

e The parameters of the available channel’s usage timehlisivns could be time dependent.
For instance, if the available channel’s usage time has Gadistribution, then the param-
etersay, B¢ might be time dependent.
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e The accessible states from an upper layer are time deperatedim processes, but their

distributions are time invariant.

e The transition probabilities are time dependent only beeanf the time dependency of the

available usage time distribution parameters. The PSRElfimgdating, in the sense that

at the commence of each transition it receives informatiothe number of spectrums and

their time portion of availability. Then, PSRP estimates pfarameters of the distributions

of the idle period of channels using idle period data thastmeed and updated.

Odds-On-Mean (OOM) is an intuitive nonparametric procedinat computes transition proba-

bilities using sample means of the channel idle period detfs& SA parametric approach is more

informative and gives deep insights into the underlyindistiaal distributions of the variables

governing the system. We should bring to the attention ofélaeler that PSRP is not a complete

routing protocol. It is an uplink routing procedure with therpose of presenting the strength of

the ArgMax over OOM probability distribution. (PSRP will lsown to evolve into a routing

protocol in the next chapter.) Following this procedured@bat layer! constructs its localized

Available Resources (AR) matrix at timefter communicating with its neighbors and sensing its

environment as follows.

t[Wy 1]

t (W7 9]
AR[i; M, Ny, .., N;| = 1,2

t[Wy 1]

t [y o]

tW Nyl tIV N

t[Wy 1]

t [ o]

tW Ny,

Since the AR matrix is constructed for nodén a specific layer at timet, these indices are

exhibited from our notation when we refer to AR matrix elesercach column corresponds to a
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neighboringnodeg =1,--- , M ande is the size of column that represents the total number
of channels available linking nodd€o nodej at timet. The variation of the column index is seen
in the Ny index oft [WLNM] element of the matrix. The random variah)lg/l/(i’nj)] is the
available usage time of each cham('tfemj) at timet. This quantity is related to the available
bandwidth as explained in the previous section. Note theattmensions/, Ny, ..., Nj are taken
to be random as the AR matrix varies for one transition of ptekom one layer to another.

The position of the channél, n;f) with the highest available bandwidth is unknown to node
Hence, the idea is to define a probability distributidgion the set of states = S[i; M, Ny, ..., Ny ] =

{(i17),§ = 1. My,

j=1 ...,Nj} such that transition t6'[i, M, N1, ..., N 7] occurs based

on Pg targeting a channel with the highest available usage timgi¥en values of\/, Ny, ..., N .

The ArgMax probability distribution locates the index oétmaximum element of an array of
random variables. Therefore, based on equation 3.7, theitien distributionPg based on the
random available usage time of chanrte[[ﬁf(mj)] is

Ps(l,n;() =P {t [W(Z,n}()] = max[t [W(Z,n])]’ (@,nj) S S]} .

In statistics, whenever the distribution of the estimatumnavailable or is computationally
challenging, simulation methods are used to estimate tbleaghility distribution. This method
is used by Kulldorff [49]. In network applications, the tipeomputation ofPq is very impor-
tant. We use an idea similar to what Kulldroff suggested, gnaghose a simulation method in the
following section to estimate the ArgMax probabilities ioe!.

The OOM probability distribution is the well known probatyl distribution that is used in

most probabilistic routing applications. According to OQivbbability distribution in equation
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4.13,Pg s

. p(i, )
Ps(i,nj) =7 Nm , (4.13)
J= 1n —1

where(i, n}‘f) is the average available bandwidth of the char@nei;f) between the nodeand;.
This well known probability distribution is often used sanits computation is simple. However,
recall that the node in a particular layer wants to identifg path among all the channels from
different bands that has the most available bandwidth testeat the packets to its neighbors in the

upper layer. Therefore, OOM does not accurately point torthgimum location.

4.5 Model implementation

This section describes implementation details of the Angidad ArgMin distributions and the
route selection scheme. We rely on the ability of the softveiafined radio transceivers embedded
in the nodes to detect the number of spectrums availabldn h&tuse of NC-OFDMA MAC layer,

a SU could select from different channels in a spectrum bawldsaare the channel with other
SUs. SUs communicate with each other using a common coritemirel in the lower portion of
the spectrum where the transmission range is higher. Thefubke common control channel can
improve the reliability of the framework [19]. In the initiaonfiguration of the network, nodes
transmit fast messages to each other and try to calculatelteEnce based on the number of hops
from the gateway node. After this step, each node obtainx@a elentity index indicating its
layer allocation, which will identify its upper layer neigbrs. There is a time period allocated to
a node to complete its packet transmission. This time igldiyiinto two parts: decision making

time ¢; and transmission timg;. During the decision making time;, the following actions are
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completed:

1. Nodei starts handshaking with each of its upper layer neighbatsphatains thé?NRg(l- ;)
7
of every channe(i, nj) connecting its neighbaj. SNRg(Z- ;) is evaluated at the receiver
(a/

antennas of neighbors.

2. Nodei evaluates the available bandwidﬁ@i’nj), of each channél, nj) from theirSNRg(ijnj)

based on equation 6.1.

3. The AR matrix is constructed using the value#@fn - It should be noted that the usage
)

timet [W( )] of the channel has a one-to-one relationship with the availbandwidth.

z,nj

The more the available bandwidth, the longer the usage time.

t [W( is used instead of(l- ;) in our simulation model to portray a more realistic
)

i,nj)]
setting, where our model distributions are gathered by tbasurement study in [50]. Notice

that the two values (|.et,[W(Z-7nj)], f(@n]

)) could be used interchangeably.

4. Node: evaluates the ArgMax or ArgMin probability distributiongte space by analyzing
its AR matrix as follows:
Simulation Procedure to Estimate ArgMax and Argmin
ArgMax indicates the location of the maximum element andMirgindicates the location
of the minimum element. Hence in the following steps, whend¢kie ArgMin needs to be

implemented instead of the ArgMax the maximum is replacethbyminimum.

(a) Nodei finds the channdli, n}f) that has the maximum (minimumIW(Z- n ,)] among
)

the AR matrix elements.
(b) Everytime nodetries to route its packets, it looks at its past AR matricabaraluates

the likelihood that the channézl,n}?) has the maximum (minimum)[W( )]. For

LN
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example, consider nodemaking its routing decision for the 10th time. If in 4 out of
10 series of stored AR matrices, the char(ﬁe:lz;f) has the maximum available usage
time, then the ArgMax probability ofi, n;f) is 4/10. This method of estimating the

ArgMax and ArgMin probability distributions is adopted fndthe method used in [49].

5. Having the probability of each channel, nadapplies a Monte Carlo simulation to obtain
its routing selection information (i.e. the index of the heap and the corresponding chan-
nel). The Monte Carlo performs a basic selection of candglagsed on their probability
distributions. We like to emphasize that this simple and-complex step exists in every

probabilistic routing protocol that locates the next nodiavts transition probability.

6. At this step, node has the routing information and starts its transmissionagkpts during

the transmission tims.

The above steps are summarized in Figure 4.3.

.

End packet

. . SNR
trasmission .
gathering
A
A 4
Start packet Evaluation
trasmission of available
bandwidth
F N
- \ 4
]fl‘;iltu::(;leg Construction
. of ARM
index
7'y Storing
\ 4 ARM
Argmax
probabilities
estimation

Figure 4.3 The node selection procedure
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The run time complexity of the proposed algorithn®ig:), wheren = N* x M*, N* andM*
correspond to the maximum row and column size of the AR maifrhe complexity is the same
as OOM since the summation over all elements of the AR matnireeded in estimating OOM as
well. We discarded the memory of the node after taking a samwipl 00 AR matrices. The OOM
finds the maximum average value among the elements of ARnalfiierefore, to obtain the
average value empirically, the sum of the 100 samples of elsrhent should be divided by 100.
With 100 samples, we achieve satisfactory estimates faDtbl and ArgMax probability masses.
Note that in ArgMax, each time the AR matrix is stored, theexaf the maximum variable
is evaluated and stored. Overall, the distributed naturthefalgorithm makes the maximum
number of nodes and channels bounded. Therefore, the arabummory needed to evaluate
the ArgMax is bounded. By using advance processors such &g RAposed in [51] or multi-
core SIMD architecture presented in [52] for software defiragios, the PSRP algorithm is easily

implementable on small portable devices such as a cellpfa@je

4.6 Simulation Model

In order to analyze the effect of ArgMax and ArgMin, we sintala cognitive radio network that
operates in a city center. Through our simulation setup wehle to drive actual workloads from
the network with varying sizes and dynamical parametersise have more flexibility over the
existing testbeds. In order to simulate a cognitive radiogrenment in a city center, we arrange the
nodes into a tree graph topology shown in Figure 6.1b. Araggintity index is assigned to each
node, indicating the node’s layer allocation from otheremdAt timet, the number of accessible
nodesMZ-J_l from the upper layer vary for each nodeepending on the radio signal strength,

which is affected by interference, reflection, and radio @own the initial configuration, each
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node: has a random value for its transmission radgeln addition, a random value is assigned
for the radial distance of nodefrom node;, dij' ThenMijl_l is evaluated using equation (4.5).

For simplicity, if a nodej is accessible from its lower layer nodethen node is also accessible

by j.

4.6.1 Modeling of Inter-arrival Time of Primary Users

The primary user’s traffic follows a semi-Markov processwitFF/ON period following the ex-
ponential distribution with meak. This model is based on the measurement study in [54]A As
gets larger, the channel is available for a longer periodhoé to be used by secondary users. We
change the value of to see the effect of inter-arrival time of primary users oa plerformance of

the network.

4.6.2 Channel Occupancy Modeling

Once the channel is available, it is shared among other.ugédre usage time of a channgl

is always a positive number. Hence, gamma and lognormallaisbns are the two appropriate
candidates. We use both of the two distributions to coverdewange of channel usage patterns.
The lognormal distribution is used with different meamand standard deviation Based on the
measurement study [50] performed on a cellular network imosvded urban area, the channel
occupancy duration is represented by lognormal distidoutNote that the larger the value of

the more occupied the channel would be, hence the smallédalaleausage time [W< )] on

1,

L/
that channel. Later, to cover traffic patterns other tharotiein cellular networks, we substitute
the lognormal distribution with the gamma distribution. elfwo parameters and 5 of gamma

distribution control the amount of channel usage simildogmormal distribution parameters.
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4.6.3 Modeling of Available Channel Usage Time

The available channel usage timE{SW(l-’nj)]S, are generated by truncatixg— Y values at zero.
The truncated density function is evaluated based on exudtil2. For each nodgthere are a
total of N;; channels available, which are found based on equation 4.9.

In our simulation setup, we first use the simulation techaid@scribed in stepof the previous
section to evaluate ArgMax probabilities. After assignthg probabilities, a neighboring node
from the lower layer is chosen based on a Monte Carlo sinoriain channel probabilities. We
use these probabilities in PSRP and compare its performaitbeghe case when OOM is used
instead of ArgMax. Second, we find ArgMin probability disition by simply evaluating the
minimum element in our simulation instead of the maximummadat, and provide the minimal
network throughput when the most unstable channels are &sedoth scenarios, our simulated
model retains and updates the AR matrix values every 10(hgsco

By changing the distributions of primary user arrival patteand their corresponding param-
eters, we are able to analyze the performance of ArgMax feréifit environmental dynamics.
We believe our simulation setup mimics real implementatitmna good extend because firstly, we
selected the distributions in our simulation based on nreasent studies on real networks as ex-
plained above. Secondly, we tried different distributiassvell that were not reported in studies,

but are highly probable of occurring in nature such as gamistalltion.

4.7 Results

In this section, we first present the simulation results amdmare the performance of ArgMax
probability distribution with OOM probability distributin in a probabilistic selection routing al-

gorithm (PSRP). Second we elaborate on the applicationggifif by demonstrating network
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throughput when channels with minimum duration of avallgbare used to route packets.

4.7.1 PSRP with ArgMax Probability Distribution

We present the performance of the network in terms of thrpughnd end-to-end delay under
variations of primary user arrival distribution, netwodall, and network size. We expect to see
improvement when the amount of traffic is increased becatifeemature of the ArgMax prob-
ability distribution. As a result, we evaluate the networithndifferent sending rates to observe
different loads on the network.

A network with 75 nodes is selected and the simulation runslf®ohours. The number of
accessible channels for each node changes every 100 sebonds simulation model, other SUs
behave in diverse manners; a heavy user who uses a largerpoftihe spectrum, leaving a small
portion to be used by others, a light user who consumes a goglbn of the spectrum band,
and an average user who uses the spectrum band in a modefatanfaTherefore, three kinds
of channels could be available. A lognormal distributiothaneand).8, 0.2, and0.5, a variance
of 0.5, and a gamma distribution with = 1.5,2,3 and = 1 are used to model this diversity.
As explained in previous sections, the truncated distidlbudf available usage time of channels
is estimated using the exponential model for inter-arridUs on channels with = 30sec and
the lognormal or gamma distribution model of SUs. We havegepm bands with a minimum
bandwidth of 6Mb/sec (which could correspond to FM radiod)and a maximum of 144Mb/sec
(similar to a TV channel). Note that a spectrum band can h#fereht numbers of channels
depending on its type. The bandwidth of each spectrum isléd/iequally among its channels.
For example, the 144Mb/sec spectrum bandelsannels, each with a bandwidth of 24 Mb/sec.
Overall we have 30 channels with heterogeneous bandwidthsrisimulation.

For the routing layer, the total available usage time of edwnnel is important for selecting
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the next node and the access techniques in the MAC layer spensible for providing the node
with an interference free channel from a band. Note that iogaitive radio the transmission rate
varies based on the type of available channel.

Nodes67 to 78 are sources and they generate packets according to a Ppissmss. The
packets mean arrival rate follows an exponential distrtmuibetween 30ms to 100ms. The packets
size is 2000 bytes. We change the sending rate of the pacgkgtshserve the performance of the
network.

Table 4.2 shows the difference between the average throwigdhihe two methods when send-
ing rate is changed and lognormal distribution is used toehtba channel occupancy of SUs. The
PSRP that uses ArgMax in its decision making outperform$®BRP with OOM. As the sending
rate is over 5Mb/sec, ArgMax performs much better than OOF&hRbse locating the most stable
path with the highest amount of available bandwidth is moveial when the load increases. In
dynamic environments, mislabeling the most stable patHdv@&sult in a greater amount of packet
loss and unwanted delay for the remaining packets. ArgMaxsés the path more precisely and
is able to learn the behavior of the network faster. In a venpte analogy, the difference is sim-
ilar to the difference of selecting a maximum value over agrage value from a series of data.
The difference is more obvious when the system is in needvdlyi, accurate decisions. We see
the same trend in throughput when gamma distribution is tsetbdel SU behavior in Table 4.3.
Therefore we conclude that ArgMax is able to identify therote with maximum duration of
availability regardless of the shape of its correspondimgeulying distribution.

We present the overall end-to-end delay of the network watyimg sending rates for both
OOM and ArgMax in Table 4.4. Our results show that the esionadf the ArgMax probability
through our proposed simulation scheme did not increaseedlas and even reduced it 169%.

To investigate the effect of network size, we changed thelbairaf layerd from 6 to 12 while
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Table 4.2 Average throughput with 95% confidence intervatiftierent sending rate$=12, 78

nodes
Rate (Mb/s)] OOM Throughput ArgMax Throughput
2 0.59+ 0.0104 0.78+ 0.0033
4 0.88+0.0061 0.96+0.0017
6 0.50+0.0095 0.87+0.0052
8 0.30+0.0071 0.64+0.0122

Table 4.3 Average throughput with 95% confidence interviatifierent sending rate with

Gamma distribution/=12, 78 nodes

Rate (Mb/s)] OOM Throughput ArgMax Throughput
2 0.873t 0.004 0.958t 0.0004
4 0.653t0.0018 0.935+0.002
6 0.471-0.0101 0.861+0.006
8 0.366+0.0074 0.751+0.008

Table 4.4 95% confidence interval of average end-to-endg defalifferent rates

Rate(Mb/sec) OOM Delay(msec) ArgMax Delay(msec
6 383+21 149+ 4
8 642+ 34 285+ 9
10 654+39 397+ 12

keeping the sending rate constant at a high rate of 8Mb/sdate B.5 shows that network size has
little effect on the average throughput of both ArgMax andMd( his is due to the decentralized

nature of the PSRP algorithm. The ArgMax performs betteabse of its accuracy in locating the

path with the maximum available usage time.

Table 4.5 Average throughput with 95% confidence intervatiftierent network size, sending
rate is 8Mb/sec

[ | OOM Throughput, ArgMax Throughput|
6 0.41+ 0.008 0.66+0.010
8 0.36+0.007 0.65+0.011
10 0.30+0.005 0.64+0.014
12 0.32+0.006 0.6+0.008

Figure 4.4 and Figure 4.5 show the average throughput arel/#rage end-to-end delay when

the mean duration of the idle period of PUschanges from 5sec to60sec. As the idle period
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of PUs increases, the average throughput increases aswhdk, the average delay decreases.
However, the average throughput and the average delay elgaadually when ArgMax is used
because the most stable channel is correctly identifiedh eben the idle period of PUs is small.
When OOM is used, the average throughput increases and ¢nagavdelay decreases abruptly

after 30sec because the channels are more stable afteetlid pn average.

Average throughput

0_3‘_-" -

‘ ’—I—ArgMax -0 =-00M

|
30 45 60
Primary user average idle period A (sec)

Figure 4.4 Effect of primary users on average throughpuafoetwork with 12 layers and 78
nodes.

Figures 4.6 and 4.7 show the average number of MTUs storesti@ queues and the maximum
number of dropped packets for each node. Nodes 67 to 78 arghoain in the figures since
they are source nodes. The distribution of the number of gtade uniform when PSRP uses
ArgMax, distributing the packets fairly over the networldes by correctly identifying the network
dynamics. When PSRP uses OOM, the nodes that are closerdoute fill up fast, but due to the
incorrect decision of a stable link, most of the packets ap@pled during their trip from source to

destination. Therefore the resources of the nodes closketgateway are wasted.
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Figure 4.5 Effect of primary users on average delay for a agtwith 12 layers and 78 nodes.
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Figure 4.6 Queue Status for a network with 12 layers and 7&sod

4.7.2 PSRP with ArgMin Probability Distribution

In this section we evaluate the spectral resources thataikalble to a node by a channel subject

to frequent arrivals of primary users. A node always choaselsannel that is more stable at any
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Figure 4.7 Dropped packets status for a network with 12 lgad 78 nodes.

given time and ignores the resources of other channelsad@il In the stochastic framework of
cognitive radio networks, a channel can never be categbase00% occupied, but it is given
a low priority probabilistically. An interesting obseriat is to determine the minimal spectral
capacity that is offered by our network configuration. Inesttvords, we determine the minimum
rate that can be accommodated when the data is sent over gtainstable channels. Figure 4.8
shows the percentage of packets that are successfullyweelcky the gateway when the packets
are sent over the worst channels. In the worst case scemaatiib/sec,30% of packets reach
the destination successfully. Using this information, \warggye the sending rate from 60Kb/sec to
300Kb/sec, which is only half of 600Kb/sec (&% of 2Mb/sec). The results are shown in Figure
4.9. We can see that abaki% of packets are successfully transferred using the chanitiethe
lowest duration of availability at low rates. This resulsgls that with proper rate scheduling
and data classification, cognitive radio networks can tadlgieve maximum spectral utilization.

With the help of ArgMin probability distribution this miniom capacity is identified and used
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for transferring data that do not require high bandwidtha@ not time-sensitive. Whenever
identification of a minimum random variable is needed, Argidomes into play. There are many
other scenarios in networking specifically in informatitvedry or coding, where we need such

identifications.
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Figure 4.8 Minimum packet delivery ratio of a network with [aers and 78 nodes under
frequent arrival of primary users.
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Figure 4.9 Minimum packet delivery ratio of a network with [afers and 78 nodes under
frequent arrival of primary users at low rates.
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4.8 Summary

In this chapter we proposed a decentralized probabilistitimg scheme (PSRP) for a cognitive
radio operating in a crowded urban area. PSRP uses ArgMaabpildy distribution to decide
among neighboring nodes with variable band channels. Te $he strength of ArgMax over the
classical Odds-On-Mean probability distribution, whishused in most probabilistic protocols,
PSRP is implemented with both probability distributionse éve shown that the ArgMax is more
accurate in modeling and estimating the location of the marn available band and increases the
aggregate throughput significantly. It also decreaseséhgark delay by0% when the traffic is

high. In the next chapter we extend the PSRP into an stochastiocol.
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Chapter 5

Stochastic Routing Protocol

In dynamic cognitive radio mesh networks the variation iectpum diversity and availability is
high due to the presence and the sojourn time of primary usethis chapter, we use the devel-
oped Primary Weight Measure (PWM) metric in Chapter thatsuess the uniformity of spread
of primary users around a particular node and propose a ttatizaed routing algorithm called
Primary Spread Aware Routing Protoc®SARP). The PSARP is an adaptive per-hop routing
scheme that, unlike the predecessor schemes, is nhondeisgimi The traffic from a source to
a destination is modeled by a Markov process, and packet®avarded hop by hop based on
transition probabilities that reflect the next hop spedvaililability as well as the entire path qual-
ity. The PWM metrics of the nodes are relayed via back-presand are used in the construction
of transition probabilities. On a cognitive-based NS2 retnsimulator, we compare the perfor-
mance of PSARP with two previously developed routing protefor dynamic environment. We
also develop a Cognitive Stochastic Routing (CSR) protbasekd on the PSARP stochastic frame-
work that uses backlogged queue capacity instead of PWM ré&aults show higher throughput
in PSARP and CSR, which indicate the advantage of stochbatied routing in a dynamic envi-
ronment. In addition, PSARP with its PWM measure is more sssftil in choosing the best path
due to the correct identification of the primary users’ disttion, and performs substantially better

than CSR at high rates.
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5.1 Stochastic Routing

Stochastic routing is the term given to the process of lagatine best route in a stochastic en-
vironment using stochastic systems tools. In theory oftestic systems, the observed system
parameters are random and variable. The evolution of thersyis governed by transitional prob-
abilities that estimate the possibility of system landimgaonext state. System designers create
transitional probabilities according to their preferenéée observed that the transition of packets
from a source to a destination in a cognitive radio netwoekssochastic process since the random
arrival of primary users on channels make the next stateso$yistem (next hop) in the path inde-
terministic. Packets may be sent to a next hop but never téathop due to the arrival of primary
users. Therefore, we develop a stochastic routing schemm@sles the transitional probabilities to
find the most stable path. Our protocol is different in naftwen all other previous work since it is
not deterministic. First, we begin by presenting the prot@perating environment assumptions.

Next, the theoretical modeling is presented and finallypttetocol implementation is discussed.

5.1.1 PSARP Operating Environment Assumptions

We consider a mesh network of secondary users in the dowraoganof a city, where there are
heterogenous primary users with a variety of spectrum abvéitly. Secondary users may choose
their particular destinations randomly. We also assumiedihasers in our system have little to no

mobility.

5.1.1.1 Primary User Model

We consider a number of primary users with different trarssion range and dynamic behavior.

The occupancy pattern of our primary users are random aedaated as follows: A heavy user
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that occupies the channel for a longer period of time (e.§y.b&@nd users), a medium user that
has an average occupancy period, and a light user has a shiod pf usage similar to a cellular
telephony and data traffic patterns. A number of primarysiaez randomly deployed throughout
the network. Therefore, the secondary channel availgislihot consistent. Some secondary users
might be affected by more primary users than others. Primseys access their dedicated channel

anytime they desire without notifying other secondary sigerthe channel.

5.1.1.2 Secondary User Model

The secondary users have access to a number of channels iffererd spectrum bands. The

medium access is CSMA. Hence, once a channel is availalbler secondary users compete to
access the channel and transfer their packets when thealhasensed idle. If a secondary users
senses a primary user transmission, it interrupts its tn&sson, queues up its packet, and waits

for the next channel availability.

5.1.1.3 Medium Access and Physical Medium Model.

The CSMA technique is used by the secondary users to acaephybical channel. The CSMA is
enhanced with a PU detection mechanism. By the presencerohary user, the secondary users
would not transmit and back-off until primary users have teé channel. Secondary users are
equipped with two radio interfaces with omni directionaleamas. A control channel is dedicated
to the exchange of control packets and is monitored by oeefade. Due to the irregular arrival of
primary users, a dedicated control channel is necessatiidaeliable transfer of control packets.
The other interface monitors the data channels. The wsatBannel has the Rayleigh fading
model. According to [48], Rayleigh fading is appropriate &m urban area, where there is no line

of sight between the sender and the receiver.
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5.1.2 Theory

As explained in previous chapter, the flow of packets iretiafirom a sender to a receiver can be
modeled by a Markov process with time dependent transitiobabilities. The transitions are step
wise from one node to another [55]. All tm@desof a particular flow form the transiestatesof
the Markov chain except the receiver, which is absorbing useonsider a secondary network. At
atime epochi, a secondary user senda@hooses any of its neighboring nodes$; # i,; € Mi,t}
(Mz‘,t3 total number of neighboring nodes o&accessible from at timet) to send its packets to
the destination/ via channel, £k =1, - -- Ny j based on the transition probabilitipﬁij;d](k).
The variabIeNZ-j represents the total available channels between nicales; at timet. The time
indext is suppressed from now in our notations whenever there ismmgaiity.

To have a reliable transmission, from a local perspective,tfode:; at timet looks for a
neighboring nodg with a reliable link connection. In a global view howevere theighboring
node; should be able to forward received packets to the desirethdésn. In other words, node
j should be on a valid path to the destination. Therefore, ynfarmulation forpt[ij;d](k)’ the

following two criteria must be addressed.
e Neighbor’s forwarding ability

e Neighbor’s link quality

5.1.2.1 Neighbor’s forwarding ability

To model a node’s forwarding ability, a selection probapilj;(j) is assigned to each neighbor
nodej for a specific ultimate destinatios at time¢ based on its maximum PWM valuéaj.
Probabilistically, the transition must go through the modeat have maximum PWM meaning

they are less affected by the primary users. Therefgyg) is found based on the odds on PWM
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probability distribution as follows.

() 2 e M (5.1)
94(j) = Z— jeM; g :
Am ’
mGM,L"d

where)M; ; consists of the nodeneighbor nodes that could be chosen for the ultimate dettma
d at timet.
A] = max{éj m e Mj,d} (5.2)

7m7

The setl; ; is identified in the initial setup phase of the PSARP protoéslexplained in section

3.3, whenAj = 0, there are no primary users around the npdéhereforeg;(j) = 1.

5.1.2.2 Link reliability

A link between nodeé and nodej is stable if it is less interrupted by the primary users. When
primary user is absent, the channel is used by other segondars. Therefore, a link reliability
metric should also capture other secondary users trafftcdoathe channel. We use the ArgMax
probability distribution to characterize the channel thas the maximum utility among the set of
all available channels. Therefore, the probability thatrokeln at node: has the maximum utility

is Pij (n), evaluated using equation (3.7).

5.1.2.3 System Transitional Probabilities

Let us summarize the probabilistic dynamics of transitioAsnode: seeks an accessible node
with maximum PWM through a link with maximum utilization agaven epoch. The system has
stochastic dynamics; consequently, the desirable nodkekds are subject to change. The transi-

tion has two stages: the selection of the desirable neigidpande for the ultimate destinatiaf)
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and the selection of the desirable link. The tree diagrarh wibt: and brancheg§ — j,j — kj],
Jj=1- M; 4 kj =1,--- ,Nz-j, shown in Figure 5.1, depicts the transitions frota j through

channelk. Thus, the transition probability fromto j through the channél at timet is
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Figure 5.1 Transition probabilities tree diagram

Plij.d)(k) = 94(7) Py (k). (5.3)
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Therefore the transition is fromto any of the states if(j,k) : j = 1,---,M; 4, k:j =

1,--- »Nz’j} The following matrix governs the transition probabilities
Pita V) Pz P g
Pt @ Paoal@ o P a2
T, = [i1;d] [12;d] [2M17d7d] | (5.4)
Plitd)(Ni1) Pligia)(Nig) - p[iMid;d](NiMZ-7d)

The number of columns df; ;, M; ;, is the number of neighbors available to nadeading to
destination/ at timet, and the number of rowsy; ;, is the number of channels available between
node: and its neighboy at timet.

M; g

N. .
Clearly, Zﬂj’] Pz’j,d[t; ch;.] = 1. We see this is satisfied since the elements of the
transition matrix7;; are the ending branches of the conditional tree diagramgdnrgi5.1. In
the next subsection, we present the framework and forwgnaiechanism based on the transition

matrix Tiq of PSARP.

5.1.3 PSARP Implementation

In this section we layout the implementation of the stodbgstotocol. First, we list different
routing components that are used to make the protocol telatd sustainable in actual imple-
mentation. Second, we explain how these components arérgotesl. Finally, we explain the
adaptive per-hop forwarding procedure by following paskebm a source to a destination. We

categorized the routing components into:

1. Tables

2. Control messages
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3. Transition probabilities

5.1.3.1 PSARP Tables

Two tables are held and maintained at each CR nodes.

¢ Neighbor table

Similar to AODV based protocols [31], CODV [32], OSDRP [38hch node holds a table
to store some attributes of its neighbors. These attribwiiésliminate the count to infinity
and the discontinuity problems that are usually presentdecentralized decision making
protocols. A neighbor table entry corresponding to a neighls shown in Table 5.1.

Table 5.1 An entry of the neighbor Table

Neighbor Id ()
Destination Id {)
Number of hops
Authorization index (connectivity attribute
Time to live (Expiration time for this node|
Max PWM, Aj

Reception channél™.

2

The channel utilization effect is captured in evaluatirg¢hannek™ that has the maximum

utility around neighboy by using equation (3.7).

e Forwarding table

The entries in the forwarding table construct the sets ofliclates among the neighbors
that are suitable to receive packets for a specific destimatSee Table 5.2. Each node
uses the forwarding table information to construct its sfaonal probabilities. This pro-

cess is explained in detail in the following subsectionstivicneighbors are those with a
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lower number of hops and a valid authorization index; thisimation is obtained from the
neighbor table. Note that the forwarding table also existeé other routing protocols.

Table 5.2 An entry of the forwarding Table

Destination
List of authorized neighbors
Plij:d] (k) transition probabilities
for all authorized neighbors

5.1.3.2 Control Messages

In order to update the entries of the neighbor table and fiativg table according to the system
dynamics, neighbors exchange two types of control messages
e HELLO Packet

Similar to decentralized protocols, HELLO packets are oesfble to update the neighbor
and forwarding table of each node. A HELLO packet carriesdéstination of the next
packet waiting to be transmitted. The HELLO packet is geeeravhen a node does not
have an entry for a particular destination or when the ttenmsprobability update period is
reached. HELLO packets are broadcast to neighbors on thenooncontrol channel with
the following information:

— Destination

— Number of hops

— Max PWM,AJ-

— Received channel ID

Upon receiving the HELLO packet, the node updates the qooreting information in its
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Neighbor table. In order to avoid HELLO packet collisionedes send HELLO packets in

random time slots.

Destination Acknowledgment DACK Packet

In order to avoid isolated nodes, the neighbors are autiffiar a specific destination. To
set the authorization index in the neighbor table, wheniolsbn receives a message, it will
generate the DACK message. Instead of acknowledging eabh \which may introduce
overhead for long packet headers, we authorize each neaigttoack-pressure. See Figure
5.2. Nodel wants to send to nodé Once nodel receives a packet, nodeauthorizes

2 and3, letting them know that they can reach notleThen, node® and3 authorizel,

letting nodel know that it can reach through2, 3. The DACK is sent locally. Once a

Figure 5.2 Simple topology, nodes the destination, generating DACK messages.

node is authorized, no DACK message will be sent to it. We algborize all paths with
a minimum number of hops to the destination to skip long pailme DACK messages are
only sent in the initial set up. We consider a mesh networkreviiee nodes are stationary
with long lasting energy. Therefore, the hop number wouldb®dynamic. Note that the
dynamics of channel availability and node occupancy areded in thel; ; matrix. Hence,
contrary to DSR, DSDV, AODV, and other reactive and proacpvotocols, we do not need

to repeat this process during network operation.
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5.1.3.3 Transition Probabilities

As mentioned earlier, the next node is found based on thsitiam probability associated to it. In
order to find each entry of the transition matifix ;, Pij(k:) is calculated by both nodésandj,

and they;(j) is evaluated by nodebased on the values dfj that are stored in its Neighbor table.

e Evaluation of Channel Reliability Probabilities

Each node is aware of its surrounding and gathers the number of timatsatichannek is
sensed idlez(ij [k], the channel utilization parameter for each chariellt constructs the

following vector for a pre-specified observation period:

Ry(t) = [ug (1] ..y [K]].

Therefore, the node has many realization of ved®(t) after ¢t sensing periods. The
ArgMax and ArgMin probability distributions correspondito the channel utilizations are
evaluated based on simplified simulation method presemtédgorithm 1. The variable
Tmaz corresponds to the maximum number of observations. Thehlas Maz;. and

Min,. represent the number of times that chanhélas the maximum and minimum uti-

lization respectively.

e Evaluation of Forwarding Ability Probabilities

TheAj metric of the neighboring nodginforms the senderof the distribution of primary
users around its neighbgr Each nodg calculates its;kj according to equation (5.2) at each
time ¢ that a Hello-reply packet is sent. Based on zﬂnf obtained from all the neighbors,

Plijd] is calculated for each neighboring noflbased on equation (5.1).
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Algorithm 1 ArgMax and ArgMin probabilities calculation procedure

for t = 1to Tyqe do
in Rz(t)
if channel: has the maximum; ; then
Mazxy = Mazxy, + 1
end if
if channel: has the minimum; ; then
Ming. = Ming + 1
end if
end for
Plj(k) = Mal’k/Tmax

5.1.3.4 PSARP Forwarding Mechanism

The procedure of forwarding packets from a source to a degtimis presented here. In the initial
setup the neighbor and forwarding tables need to be comsttudence, to identify the authorized
neighbors, source nodes broadcast the data packets ddstimeparticular destination. By simple
flooding, the packets are delivered to the destination. Estimation generates the DACK mes-
sages and the nodes that are authorized by receiving the Oy&Cket from the destination, will

authorize their neighbors as explained in the construafaontrol messages above. The DACK
messages are propagated back to the source so that the sodecean update the forwarding

table. After this initial setup the forwarding mechanisnassfollows:
e The source nodé

1. Checks the neighbor table to see if the destinafiain the neighbor table. If not,

broadcasts the message (waits for DACK messages to arrive).

2. Sends the HELLO packets and collects the HELLO packets ft®neighbors. Hence,

the forwarding and neighbor table elements are updated.

3. Compute9;, .. 1(k) for each neighbor based on equation (5.3).
[i7:d]
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4. Sends number of packets with the same destination to In@ighproportional to the
value Ofp[ij'd](k)' Therefore, the neighbgrthat has the highest value pr‘ij.d](k)

associated to it, is more often the next hop.

e The intermediate nodg upon receiving a message, checks the destination of theagess

and
1. Checks the neighbor table to see if the destinafigsin the neighbor table. If not,
broadcasts the message (waits for DACK messages to arrive).

2. Looks at the forwarding table, if there is a neighldior the destinationi, gets the
transition probabilitie$[jh;d] (k) from the table.
3. Forwards the number of packets destined to neighborh proportional to the value
Ofp[jh;d] (k).
e The destination nodéreceives the packets and looks up the previous hop from tkeage
header and checks if it is included in the list of the authediprevious hops. If not, the
destination gathers a list of the unauthorized previousteom insert them in the DACK

message. The DACK message is then broadcasted. Therdfdne, @nauthorized previous

hops are authorized with one DACK message.

5.2 Additional Features

Here, we elaborate on some features embedded in PSARP tlgabenased in other stochastic

routing protocols.
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5.2.1 Update Period

Note that th@[z’j;d](k) is highly dependent on how fai?gj(k:) andg,(j) are updated. Currently,
the update period is around one second. During this periedsam have 100 samples 8f matri-

cesto estimat@ij(k) andg,(j). From the law of the iterated algorithm proposed by Kolmagor
in [56], the upper and lower bound on the rate of convergehteeoestimator of a distribution to

its true value are as follows:

Pp—P
lim sup YU =PIy

n—oo v2Inlnn
liminf V2nInlnn|| Py — P|| = n/2
n—,oo

wheren is the number of samples. From the above we can find the uppedamn the error of the

estimator based om, for largen

Vinlnn

Pp—P| <

(5.5)

We can see that by selecting = 100, the error is abou0.15; and asn increases, the rate of
convergence will go exponentially to zero. By selecting: 200, the error i9).004. Therefore, by
having our update period around one second, or in other wayr@sllecting100 to 200 samples,

we have a very good estimate for the ArgMax and OOM distrdngicorresponding th’j (k) and

94(j) respectively.

5.2.2 Channel Selection Mechanism

The process of handshaking with neighbors in CRNs is chgilhgn A neighboring node that

chooses to change its channel due to the presence of a prirsarghould notify its neighbors of
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its decision in a timely manner. Nodes choose their sendiagueel based on their local sensing
measurement. For instance, suppose nogechoosing channdl because thé’;5(1) is maxi-
mum, while node2 is selecting channel because based on its sensing measuremgej(ﬂ) is
maximum, where nodg is a neighbor of node. Therefore nodé should check which channel
node2 is on before sending its packet on its decided channel. We the/following mechanism
in place to reduce packet loss for such a scenario. This merhawill also reduce handshaking
overhead.
1) Each node chooses its receiving channel according tcellies of the ArgMax probability dis-
tribution that locates the channel with the maximum idlgérency in the set of available channels.
The channel ID is sent to neighbors via HELLO packets anddsawvthe neighbor table.
2) When node wants to send its packets, the next ljog selected based on the transition prob-
ability p[ij;d](k) in equation (5.3). Then, nodeswitches to the receiving channel of nogéor
sending. If the receiving channel of nogés occupied on the side of nodgthe next hop is rese-
lected.
3) After sending, nodéswitches back to its own best receiving channel.

We can see that this mechanism forces the node to choose théihis reliable at the both

sender and receiver side.

5.3 Evaluation

We study the effectiveness of PSARP in a dynamic environiineatigh simulation. The current
version of NS2 computer simulator has the traditional MAg&lethat is suitable for evaluating pro-
tocols designed for wireless networks. However, a cognitadio network has its own enhanced

MAC layer. In order to test the routing layer, we designeddbgnitive MAC layer. We started
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by using the open source Cognitive Radio Cognitive Netwarkutator (CRCN) [57]. Although
a primary user is defined in CRCN, the MAC layer would not inipt its transmission when
sensing primary users’ activities. Furthermore, the primssers’ traffic does not have priority
to secondary users’ traffic. Hence, the CRCN MAC layer is riredisubstantially to incorporate
these realistic scenarios.

We focus on adynamicenvironment. The primary transmitters and receivers ionatare
unknown and their transmission duration is unpredictafleerefore, we compare the protocol
with the Local Coordination Based Routing and spectrungassent (LCBR) [58], and OSDRP
[33]. The LCBR is an AODV based protocol that uses the sunonaif frequency switching and
back off delay at a node on top of the number of hops as itsirgutietric. The protocol also
identifies traversing flows at each node and calculates theedequency bands taken, which are
used for multi-flow multi-frequency scheduling. As mengahin the related work, many other
schemes that are designed for the dynamic environment dldegtame approach. The OSDRP
estimates the route lifetime based on the channel availgkak well as channel switching and
gueuing delays, and adjusts the time of a flow according tordhbée lifetime. In addition, it
controls the transmission power and selects the nearegfding SUs to the SU destination node
to support QoS.

Further more, to show that the PWM measure truly has an aalgartb show the distribution
of primaries around a node, we also compare the PSARP witRdgmitive Stochastic Routing
(CSR) protocol that we developed. CSR has the same stocliystamics as PSARP but uses
the backlogged queue capacities as an indication of nex@'sioeliability instead of PWM. The
results show that the stochastic approach we proposed égdhduccessful in coping with the
uncertainties in dynamic environment in both protocols.wideer, the PSARP performs better

because the PWM measure enables it to recognize unstalds roore accurately.
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We used different scenarios. In the first scenario a netwdatk30 nodes withd primary users
in a 1000X1000sgm area is considered. The secondary users are spreadntgrtiocoughout
the plane. The radio range $0m and a channel is dedicated to the control channel with the
bandwidth of250kb/sec. Three other channels are available, each with thewadth of2Mb/sec.
The secondary nodes are able to switch to another channaltivbie transmission is interrupted or

the channel is occupied. This scenario is similar to thedestiguration of the OSDRP protocol.

5.3.1 Primary Users Traffic Patterns

The distribution of the inter-arrival time of primary uséssexponential with a mean 8f0. As a
result, the primary user’s traffic follows a Semi-Markov gegs with an OFF/ON period following
the exponential distribution. This illustrates the modedgented in the measurement study [54]
of the behavior of primary users. Note that under the unifdistribution, small, mid-size, and
large values assume the same frequencies. In other worl$ietijuencies that a primary user
who is on for a short time and a primary user who is using th@wcekEfor a longer period are the
same. Therefore, the uniform distribution is not a legitiendistribution for the sojourn time of a
primary user. The exponential distribution ideally exptathe sojourn time distribution in which
the frequency of a primary users whose sojourn time excetitesholdr decreases exponentially.
To evaluate PSARP under different primary user patternsghemged both the distributions
and their corresponding mean of the idle period of primamgrsisind kept all the parameters of
scenariol constant. The average throughput of the protocols is showrable 5.3. With the
exponential pattern, all four protocols gain higher thioogt. This was expected, since the shape
of the distribution is skewed to the right. The average idaqa will be higher than the uniform
distribution. PSARP and CSR maintain throughput even thdbg inter-arrival time of primary

users is changing from 3 to 30 seconds. When the inter-atiira of primary users is 3 seconds,
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Table 5.3 Average throughput (bytes/sec), (30-node né&iwaith different primary users traffic
patterns

Average Idle Period (sec) OSDRP| LCBR | CSR | PSARP
Exponential (mean 3 sec) 2.30E4 | 3.49E4| 5.20E4| 5.5E4
Exponential (mean 30 sec)4.40E4 | 4.70E4| 4.80E4| 5.10E4
Uniform (mean 3 sec) | 2.20E4 | 3.3E04| 4.50E4| 4.80E4
Uniform (mean 30 sec) | 3.91E4 | 4,40E4| 4.51E | 4.83E4

the protocols should quickly adapt to the changes in the ar&tdlynamics. The PSARP adapts
to the primaries’ change of behavior. Its good performas@ddo an indication that the transition
probabilities are estimated in a timely manner to cope with uncertainties. The OSDRP and
LCBR are not successful in capturing the randomness eftszse of their deterministic frame-
work and frequent calling of route recovery mechanisms. éi@x, as the idle periods increase,
meaning the channels are less interrupted by the primamng,ue throughput of both protocols
improves and approaches that of the CSR and PSRP. This shatstdchastic modeling works

better than deterministic modeling when the environmedyisamic.

5.3.2 Effect of Network Load

We were also interested in measuring the performance obgots under different loading condi-
tions. We change the sending rate from 81kb/sec to 1638kbidbe first scenario. We use the
exponential distribution with the mean 8ffor the inter-arrival time for the primary users. We
used 15 different random scenarios with the same configurats the first scenario, the results
shown in Figure 5.3 and Figure 5.4 are the average of the ghimut and end-to-end delay from
all the 15 random scenarios. There is a peak around a 409kb/sec ratdaonrgprotocols. This
was expected since there are 8 CBR connections, meaningr8esoare sending packets with
409Kb/sec. The channel’s bandwidth is 2Mb/sec. If the ptscles distributed fairly across all

three channels, the network generates high throughpuhdrihis rate. However, if the availabil-
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Figure 5.3 Average throughput under different loading é¢owls, 30-nodes network.

ity of a channel is not determined accurately and packetsemethrough an unreliable channel
or if the route is not updated on time, a bottleneck is geedratVhen the sending rate is higher
than 409kb/sec, the overall sending rate is more than theneghaapacity. As a result, queues fill
up quickly. The power of PSARP and CSR are in their stochastiare. Both protocols benefit
from the uncertainty of the network parameters. Hence,eMIEDRP and LCBR try to find a
new route by unexpected arrival of a primary users, PSARPGB® stochastic framework have
already predicted primary users arrival and chosen an appte node for forwarding the packets
to. PSARP and CSR learn and adapt to the primary users’ bmhaare quickly. In OSDRP and
LCBR, when a link disappears, the corresponding node isvethfxom the routing table and the
new route discovery mechanism is initiated. Hence, the otwperates with less nodes and does
not reach its optimal performance and generates less thpotigThe LCBR performs better than
OSDRP due to its spectrum assignment mechanism that helpdeato forward packets with less

channel switching. We can see at higher rates that the nlesaturates and throughput drops. The
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sharp decrease in CSR is due to the decrease in queue cafa@tion. Hence CSR selection is
blind to the behavioral pattern of primary users locatedwpeaway from the intermediate neigh-
bors at high rates. PSARP on the other hand, uses the PWM reeasl is able to identify the
correct path. In Figure 5.4, we represent the end-to-eraydeimparison. Since the environment
is highly dynamic, OSDRP does deliver a substantial amotipackets compared to PSARP and
CSR, which adds to end-to-end delay. PSARP and CSR are usiyak probability distribution

in locating the channel with the maximum utilization. Theesgth of ArgMax probability dis-
tribution is in its accurate identification of the maximunmdam variable among a set of random
variables. Therefore, the channel that is chosen has artypgbleability to stay stable and provide
stable transmission. Therefore, packets are rarely ladfar the network. This further enhances
the performance of the PSARP and CSR and minimizes its entttdelay. Since PSARP chooses
the more stable path, its end to end delay is better than CSieAate of 409kb/sec, CSR and

PSARP delay are the lowest and the throughput is at its pdak.va
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Figure 5.4 Average end-to-end delay under different logdonditions, 30-nodes network.
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5.3.3 Large Network

In the second scenario, we use a network with 70 nodes. Thigngprate isi09kb/sec. The num-
ber of primary users arg5, and they choose different channels from the three availetinnels.
There arel0 CBR connections and sources are distributed randomly1i0e.X 1500 sqm field.
Since primary users’ inter-arrival time is random, leagnhtheir behavior and selecting the route
adaptively substantially improves the performance of &étevork. Table 5.4, shows the simulation
results for different distribution for the inter-arrivafrte of primary users. We can see that OSDRP
fails substantially to deliver packets due to the largeabsity of links and nodes. However, as the
idle period of the primaries increases and the network djer@ environment is closer to a semi-
dynamic environment, OSDRP and LCBR throughput increg@aghe other hand, PSARP is still
successful in maintaining throughput within a range angbtsd® the uncertainties. Since PSARP
and CSR are stochastic in nature, their throughput degi@sldse environment tends to be more
static. The reason is that a node in these protocols selextseixt hop and the receiving channel
probabilistically. It does not stay on a specific best ch&oneely on a specific best next hop.
Nevertheless, PSARP has a higher throughput than CSR leettei®WM measure captures the
distribution of primaries more accurately than the quewssaye backlogged capacity. When the
environment is semi-dynamic, PSARP performs slightlydratian OSDRP and LCBR because it

distributes the packets fairly among the nodes based oaléston probabilities.

Table 5.4 Average throughput (bytes/sec), (70-node né&iwaith different primary users traffic
patterns

Average Idle Period | DSODV | LCBR | CSR | PSARP
Exponential (mean 3 sec) 1.35E4 | 2.01E4| 3.8E4 | 3.95E4
Exponential (mean 30 se¢) 3.91E4 | 4.1E4 | 3.84E | 4.10E4

Uniform (mean 3sec) | 1.20E4 | 1.9E4 | 3.75E4| 3.91E4
Uniform (mean 30 sec) | 3.70E4 | 3.8E4 | 3.71E4| 4.02E4

We also test the performance of PSARP under different lggetmditions in the large network.
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Figure 5.5 present the average throughput. Although thearktsize has increased, the PSARP
is still successful in maintaining the throughput. The qsehave more variations in their capaci-
ties, when there are more nodes in the network. ThereforR, tG®ughput has less variation and
degrades slower compared to the scenario 1. The OSDRP an B@Bshowing the same trends
as scenario 1. Maintaining throughput is very useful in magilons that require a guarantee of
delivery within a certain user defined quality of serviceganin the future, it will be interesting

to evaluate the lower and upper bound of the PSARP deliverga.a Evaluation of the delivery

range is useful to control the applications’ sending ratertter to have a guaranteed delivery in

dynamic CRNs. Finally we present the comparison of theiveatverhead frequency of the pro-
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Figure 5.5 Average throughput under different loading é¢towl, 70-nodes network.

tocols over the first four hours of the large network operatioFigure 5.6. The relative overhead
frequency is the ratio of the number of overhead packetsaf peotocol over the total number of
overhead packets collected from all four protocols over plagticular hour. The relative overhead
frequency of PSARP and CSR is larger in the first hour of opmradue to the transmission of

DACK messages. Recall that the DACK messages are needed initial configuration of the
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network to configure the neighbor and forwarding table. Hmvethe relative overhead frequency
decreases substantially after the first hour because oallHLLO messages would provide the
information needed to the sender nodes to update theiiticanprobabilities. On the other hand,
the relative frequency of LCBR and OSDRP is higher due tortbguent calling the route recovery

and spectrum assignment mechanism.
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Figure 5.6 Relative frequency distribution of overheada first 4 hours of network operation.

5.4 Summary

In this chapter, we introduced the Primary Spread Aware iRgurotocol (PSARP), which is able

to adapt to the uncertainties of spectrum availability igrdtive radio networks. PSARP is based
on the Markovian property of a particular flow from source ¢éstthation and uses PWM as one of
its routing metrics. We demonstrated through simulati@t BSARP is robust to the variation of
the primary users’ activity. Our results confirmed that gsanstochastic protocol for a stochastic
environment is indeed more cost efficient and suitable tisamgudeterministic protocols that map
channels’ availability to nodes’ availability. We beliethes research is the beginning of a new line

of work on the development of stochastic routing protocols.
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Chapter 6

Decision Tree Cognitive Routing

In the previous chapters we explained that in a dynamic CR&atrival rate of primary users is
high, causing small windows of spectrum usage opportukltgh variations in spectrum oppor-
tunities produce uncertainties in the problem of spectrhariag and routing. In this chapter, we
focus on developing another routing scheme that works wusutgr uncertainties.

It is indeed plausible to adopt elaborate techniques instsita that address decision making
problems in an environment where uncertainty exists andrtigestate cannot be fully predicted.
This is exactly the situation of a cognitive radio senderst-ithe variety of spectrums and their
corresponding channels provide multiple routes from tineesdo the client. Hence, the server has
multiple options with different routing consequences.def; the chosen route might not stay sta-
ble during the transmission period. Therefore, the senolée s uncertain about the consequences
of its decision. In other words, the circumstances goveraimode’s decision might change. The
theory of games and decision theory deal with decision ntpgioblems under uncertainty. In
game theory the players play against each other. Each plagiees to maximize its fortune. This
theory is intensively used in networks [14]. In decisiondiyea player plays against nature, mean-
ing the player opponent does not try to increase its fortboe exhibits stochastic performance
that is explained by probability laws. In decision theorg turrent state of the game is taken to be
uncertain and the decisions are made considering suchtamtess. In a highly dynamic environ-

ment, decision theory leads to less computational comiyléixan game theory since many types

88



of games have multiple equilibria under such variationsthis chapter, we bring the problem
of routing in a dynamic CRN to the framework of a decision makproblem. Then, backward
induction terminal analysis is used to produce the decisitategy for a sender node.

To translate routing in CRNs into a decision problem, notlea in a CRN, a sender does
not have a full knowledge of the availability and stabilitiytbe neighboring nodes due to the
instability of available channels. The sender informat®axpressed by two probability distribu-
tions, called prior and posterior distributions. A priostlibution governs and explains the natural
status of the states (neighboring nodes) unknown to theidecnaker (sender). A posterior dis-
tribution gives the sender understandings of unknown stfer performing an experiment that
gives partial additional information on the status of th&nown states. A utility function also
indicates the decision maker gains or losses. Decisioniglatsually denoted bye, z, a, s). The
decision maker runs experimentobserves samplg takes act: when the true state is indeed
An optimal act minimizes the expected loss or maximizes ¥peeted gain; the latter equals to

maxe

p(zle) [maxa[Ep(s‘z7e)U(e, z,a, s)|], wherep(z|e) is the marginal sample distribution for

e, p(s|e, z) is the posterior distribution, and(e, z, a, s) is the utility function. When the decision
maker does not perform an experimerits) ~ p(s|eo, zo) stands for the prior distribution, while
o, Zo Means no experiment, no observation.

One important challenge is to propose appropriate postéistribution. This will give weight
to the sampling and reduces the cost due to uncertaintyuitderstood in Bayesian statistics that
a good posterior ultimately and efficiently will estimate ttnknown parameters. However, in
cognitive radio networks the classical statistical digttions cannot be used as default probability
laws governing the sender realization of the status of tla@icbls connecting it to its neighboring
nodes. This is due to the non-stationary presence of priosexs. The performance of the ArgMax

distribution [59] motivates one to build the empirical Argidistribution that acts as a sample
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distribution. Then the posterior distribution is easilyldeed. This nicely and effectively provides
the sample information to the sender, and is one of the dtioins of this work.

The utility function also plays a crucial role in taking intonsideration the side issues that are
imposed on a decision problem. In routing, it is vital to desa correct utility function, as it affects
the overall routing performance. We form a utility functjidormula (8.1) in subsection 6.1.4,
which is equipped with different control knobs that adjim gain by changing the significance of
parameters associated with spectrum stability, nodebitiaand bandwidth variability.

By adopting the decision problem components, we build a d@ciTree Cognitive Routing
scheme (DTCR) that aids a sender node in selecting the mpeb@pate next hop neighbor in

terms of stability and reliability. In summary the contrilaun of this chapter is as follows:

e We develop a decision tree cognitive routing scheme to mawi@lanalyze the problem of

routing in a dynamic CRN.

e We construct appropriate sample and posterior distribstio explain the status of channels

and nodes in supporting packet delivery.

e We introduce a utility function that captures the effectspéctrum availability, bandwidth
fluctuations and path quality. This utility function is exyable to include other important

decision making factors.

We compare the performance of our DTCR strategy with thenogdtstrategy. In the optimal
strategy, nodes have full knowledge of the future changaba@metwork parameters. In other
words, no routing strategy performs better than the optstrategy. We also compare our method
with the local coordination based routing and spectrumgassent protocol [58] to measure the
deviation of our scheme and a routing protocol designed fdyrsamic environment from the

optimum strategy. We like to emphasize here that the DTCResifically designed for dynamic

90



distributed cognitive radio networks, therefore choosangemi dynamic routing protocol would
not provide us with a fair comparison. Our results show that@TCR successfully treats the
occurrence of uncertainty and performs close to the opthcethario. The DTCR uses the posterior
probability distribution to estimate the availability ohaighbor under uncertainty. The backward
induction scheme helps a node to choose a neighbor that &slikely to be the correct candidate;
it reduces the cost of choosing wrong candidates. Theréfaerates substantially better than
the local coordination based routing protocol; its perfante is indeed near optimal at low and
moderate sending rates. However, at high sending ratesl, dugperforms the local coordination
based routing.

The organization of this chapter is as follows. In Sectidh @e present the decision theory
frame work and DTCR utility function. The terminal analybiackward induction and its use in
obtaining a correct decision in our strategy is discusse8eiction 6.2. Section 6.3 presents the

details of implementation and simulation results.

6.1 System Model

We consider the mesh cognitive radio network in section A& is installed in an urban area.
Nodes have access to multiple spectrum bands and are abl®ésec any channel from those
spectrum bands. The diversity of the clients and the aJailgpectrum bands result in a fairly
dynamic operating environment. The variety of spectruntstaeir corresponding channels pro-
vide multiple routes to the gateway. However, the choseteroight not stay stable during the
transmission period. Therefore, it cannot be guarantesgtdhle packets will reach the destination.
In such an environment, an end-to-end path does not provielasible solution. In our strategy a

node only decides among its neighbors and the quality ofehmaimder of the path to the gateway
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is translated by the amount of weight allocated to the neighb

We assume the channel is shared with a Non-Contiguous Qmtlab§requency Division Mul-
tiplexing (NC-OFDM) technique, which is sufficiently agigth respect to spectrum usage. By
deactivating (i.e, nulling) subcarriers that can potdiytiaterfere with other users, this form of
OFDMA fills in the available spectral gaps within the charsyeglansmission bandwidth partially
occupied by other users while not sacrificing its error rohess [47].

Similar to previous chapters, the fluctuation of the wirglelsannel is modeled by the Rayleigh
fading model.

A mesh cloud with a single gateway with four different spectrbands is shown in Figures
(6.1a) and (6.1b). For simplicity, nodes located withinshaene number of hops from the gateway
are grouped into one layer. We refer to a nade a layer! asi[l], i = 1,2,---, M, where M
represents the total number of nodes in the network. The fjjdghooses a node that is located
either in its own layet or in the upper layef — 1, and is inside its radio transmission range. Let
N; denote the number of candidate nodes available for iéide

Table 6.1 summarizes the notations that are used in thidearkor simplicity, we suppress the
notations andt, and use andkijj whenever there is no ambiguity. Let us assume that the node
12[4] in Figure (6.1b) has packets to send to the gateway. Basdt@pectrum coverage and node
12[4] radio range, this node hasntermediate neighbors;]3], 93] and11[4]. Node12[4] chooses
one of its neighbors. In terminology of decision theory [l set of possible states (choices)
available to the decision makeis represented b, = {s1,s9, ..., SNz'}' The nodel2[4] is the
decision maker. The states unknown to the decision makehaiatermediate neighboring nodes,
s1 = 8[3],s9 = 9[3] andsg = 11[4]. ThereforeS19 = {s1,s9,s3}. There is also a set of actions
that the decision maker can take, representedlpy- {aq, ..., aNi}; ay is the act of choosing a

states, to visit. According to our example, we have three aats, a9, as; ay corresponds to
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Figure 6.1 A simple mesh cloud within a city with its node d&g
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choosing a neighbor,, v =1, 2, 3.

Table 6.1 DTCR Notations

S; Decision state space of node
A; Decision action space of node
Z; Decision sample space of nofle
e The experiment of assessing the duration of channel
availability between the sender and its neighbors.
eq No experiment.
i[l] Node: in layer/; [ hop away from the gateway.
ki[l] gl (t) | channel between nodé{l] and;[I'] at timet.
Nz‘[l] Number of neighbors available for nodg.
M Total number of nodes in the network.
i%] Maximum duration of channels availability in
spectrums between nodand neighboy.
a; The act of choosing nodg

(e, z,a,s) | Branch of the tree corresponding to the experinzethiat
leads to sample taking actiore when the true state is
u;(e, z,a,s) | Utility function corresponding to the brangh, z, a, s).

In the initial learning phase the sender gathers informéitiom their neighbors and their sur-
rounding spectral measurements to construct the deciger(refer to Section 2.5). Thikecision
tree is a technical term in statistical theory [16] and should betmisinterpreted by a routing
tree or a graph theory tree. The decision tree demonstriiggessibilities in a decision making
problem. Figure 6.2 shows the decision tree associatecetdehision making of the node[4].
The nodel2[4], sits at the root of the tree and the states are at the endimglbes of the tree. In
the beginning of any decision problem, the decision makerpeform an experiment to obtain
additional information in support of an act. Performing aperimente is not obligatory and the
node may go for(, which means no experiment. The experiment here, is setisenduration
of availability of channels connecting the node 12[4] tonitsghbors. The possible outcome of

the experiment iz ;, the maximum duration of channels availability in spectiends between
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nodel2[4] and neighboy. The outcome of, is 2, corresponding to no observation.

51

52

12]4]

Figure 6.2 Nodd 2 decision tree, with three states and three acts

6.1.1 Experimente

Performing an experiment in decision theory means that #wstn maker is willing to give
some cost in exchange for gaining partial information altoetstatus of the unknown states. The
experimente is collecting and reading a history of primary users’ atiéd on its surrounding

channels, then measuring the maximum duration of chanmalkhility 127 in spectrum bands
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between the nodé2[4] and its neighboy. Many previous studies in routing also rely on past
measurements on the activities of primary users to find th&t stable path [33, 60].

We assume that there aKq’j spectrum bands available between noidesd;j. Each spectrum
band has a number of channels. Nedehandshakes with its neighbor noglej = 1,2,--- | N;,
and receives the signal-to-noise ratio gaﬂW(ngi’j (t)) ofa channekijj of that spectrum band,
which connects nodgl] to the nodej[l — 1]. TheSNngZ,J (t) is evaluated at the neighbors’ re-
ceiving antennas. Th@Nngz’,j (t) attimet is the signal-to-noise rati¢, NV R, of a shared channel
over theSN R of the same channel when it is not shared by other users. HMNngi,j (t)

roughly indicates the occupancy influence on the channale®an [47], the occupied bandwidth

of the channek;

i denoted b)()kl_j, is given by:

Op. (t)=B \/ LTSN Rag, (6)/10)

i.j Fij ’ 64

WhereBki j is the bandwidth of the chann@jj in Hz. Therefore the period of occupancy on the
channelki’j approximately is:

Vi, () =1/0p, (0) (6.2)

i,

Let us denote the duration that the charje] is sensed idle by the random variabs[%l_ i Then
the duration of channel availability .. . = X;.. . — Y. .
2¥) 2¥) 2¥)

Finally, nodei stores the maximum observed duration of channel avaitallithe spectrum

bands between itself and each of its neighboring nodesainextorRz;:

R; = (izl iZ9 e iZNZ') (6.3)

The variable;z; = maxj,. T} . shows the maximum observed duration of channel availgbilit
Ly Th]

in the spectrums between nodand ;. The variablez-zj is a sample observation in favor of
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neighbor;j. Therefore, the nod&2[4] in our simple mesh network, Figure (6.1b), constructs the

following record.
Ry = ( 1271 1272 1223>- (6.4)
The record vectorz; is used to construct a sample and ultimately a posterioriloligion for the

maximum spectral channel availability durations as foow

6.1.2 A Sample Distribution

We quantify the stability of the spectrum bands and theiresponding channels by using the
ArgMax probability distribution introduced in Chapter . [89], the authors show the accuracy
of the ArgMax distribution in targeting the most stable ahaln From the perspective of node
§% = Max; ;2; is the quantity of the sampling interest. The ArgMax probghbdistribution for a
neighbor nodg™ is the probability that the nodg* contributesl-zj*. The sampling distribution
is the ArgMax distribution whenever the neighbor node trest the maximum available channel
duration isj. We denote the sampling distribution py(;*|j), j*.j=1,2---,N;.
The sampling distribution is estimated by the correspogmdimpirical distribution as fol-
lows: After the ArgMax distribution is estimated for a siaglealization of available channel
durations at each node (see algorithm (2) in Section 6.3) the procedure will be repeated
for many realizations. The sampling ArgMax probabilitiee alassified according to nodes as-
suming maximum ArgMax probabilities. Then the samplingriisition is obtained by finding
the mean vector of each class. The result will beNgnx N, matrix, where thej-th column
stands for the estimated sampling distribution whengvierthe true (state) neighbor node. Let

us make a brief demonstration. L&t = 3 and the ArgMax probabilities fop realizations to

bel3 .5 .2],[.6 .1.3],[.2.7.1],[.8 .1 .1],[.3 .6 .1],[.2 .3 .5]. The realization{[.6 .1 .3|,[.8 .1 .1]}
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are assigned to node the realizationg[.3 .5 .2],[.2 .7 .1],[.3 .6 .1]} are assigned to node and

[.2 .3 .5] is assigned to nod& The sampling distribution will be th& x 3 matrix:

7266 .2
p;G*N=11 6 3]|- (6.5)
2 134 5

6.1.3 The Posterior Distribution

Now that the sample probabilitigg(;*|;) are constructed, the decision maker can compute the
probability that neighbor nodg is the true node whenever his sample indicates jfais the
appropriate state. In other words, the ngds the true neighbor to send to but the outcome of the
experiment is in favor of*. This is indeed the posterior distribution on the neighbgmodes,

and is given by

e piGT)p()
pildl )_ijl-oﬂj)pl-(j)’ (6:6)

wherep; () is the priori distribution on the neighboring nodes. In oasign the prior distribution
of a neighbor nodg is proportional to the total number of channels that corsig¢b the sender.
Note that the denominator in the above equation is the malrgample distribution. This

probability distribution will be used in our backward indwn procedure.

6.1.4 Utility Function

A utility function assigns a quantity (gain) to a decisioriuta (e,z,a,s). In a decision problem,
a utility function is either given or is formed to explain gaifor correct decisions and losses for
wrong decisions, by taking into consideration the cost af@ing. Although a utility function can

take negative values, in practice, it is adjusted or transéa so that it assumes only nonnegative
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values. Naturally for fixs, the utility function attains its maximum at decision détg, as, s),
wheree() is no experiment, ands is the trivial immediate act. The decision maker choases
he knows the true state is Sampling cost as well as incorrect or inappropriate aclisreduce
the gain.

In our routing modeling, we go for zero-one scenario, in thiesg that wrong selection of the

node is a total loss, i.e. zero utility. Thus we let

1 if a = j, whenj is the true state
p(a, j) =
0 if a # j, whenj is the true state

Consequently

ui(eq, a,j) = nju(a, j), (6.7)

Wherenj is a constant that reflects the transferring quality of npdeecified by the remaining

P

gueue capacity of nodge We let the maximum gain be reduced by the fadter e
to the sampling cost, wherz%‘ is a sample and; is the controlling factor to quantify the amount
of channel availability variation from the sender perspectDepending on the sensitivity of the
application on the bandwidth fluctuationis selected. For example, whens around).5, a small
difference in the duration of channel availability woulebpide a significantly higher gain and the
node is encouraged to choose the node with highest duratiavadability. Although sampling
is expected to some extent guide one to the true state, it wiaglways point to the optimal act.
Such a deviation will reduce the gain. The factgfa, a;f) is for the corresponding reduction. We
assume that
—BlAc(a)—Ac(a})]?

V(a,a}f) =e , (6.8)
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whereA¢(a) is the gain associated with choosing the rightmndAe(a§) is the gain of choosing
the actaj following observing the samplg*. In our work A¢(a) will be the maximum duration

of channel availability. The parametgiis the knob that controls the significance of the amount of
gain associated with relying on the spectrum measuremeptisl small, a node may be chosen
that does not necessarily have the highest duration of ehamailability. In other wordsj acts

as an error tolerance factor in channel availability mezs@nt. By considering the fact presented
above, our utility function assumes the following formigat

L

ui(e,5,a,5) = njll —e a,a})(a, j))- (6.9)

As mentioned previously, the environmental dynamics ofdbgnitive radio network might
change and the node might choose a neighbor that was not thieaaropriate node in routing.
The indicator function: is chosen to model the gain/loss for such a scenario. Note#sad on,
we assume total loss when a wrong node is selected to trgresfkets. A wrong node would not
necessarily give a total loss but may be able to transfer gzaokets based on its queue capacity.

An interesting future direction is to modglaccording to nodes’ queue length.

6.2 Making a decision using Backward Induction

After the construction of an appropriate decision tree torrouting problem, the optimum strategy
(course of action) is specified by a branch that leads to themman average utility. It is specified
by the backward induction terminal analysis

Backward induction is to work back from the ending brancHab@decision tree to the initial

starting point (root). The decision data j*, a, j) are eliminated one at the time. Random data
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Figure 6.3 Nodd 2 decision tree with some utilities

and;* are eliminated through expectations; deterministic arttbopl dataz ande are eliminated
using maximizing process.

The first step is to find the expected utility with respect t state distributions.

Buj(e, j*,a) =32 ui(e, 5%, a, j)p(jle, ), (6.10)
Eu;(eq, 20, a) = 32 ujle, 20, a,7)p(jleq, 20), (6.11)
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where the state distributiop(j|e(), z() for the experimente), z)) is the prior distribution, and
p(jle, 7%) is the posterior distribution. The second step is to idgrttie optimal ach;f for the

experiment and outcomg™, defined by
Euj(e, 5%, a?) = max Euy;(e, j*, a). (6.12)

The maximum expected utility 8, (e, j*, a?). We let](eq) = maxq Eu;(eq, 2, a), 1(eq) be
the maximum expected gain under no experiment.
The third step is to use sample information by taking expextaof the maximum expected

utility for the optimala? with respect to the marginal sample distribution:

I(e):=F {Eui(e,j*, ag)} = Z {Eui(e,j*, a?)}pl-(j*). (6.13)

z

Recall thatp; (7*) = Zj p;(5*17)p;(4) is the marginal sample distribution. THée) is the maxi-
mum expected gain under experiment

Finally I = max{I(eq), I(e)} specifies the total utility index. The branch that corresjsoto
the index | and optimal act? specifies the right neighbor.

The backward induction procedure for our simple mesh ndtveatepicted in Figure 6.4. After
following the above steps, the course of action in this eXangpthrough experiment because
I(e) > I(ep). Then forj* = 1 choosej = 3 since EsU(e, 1, a3) is maximum among other
branches extended from observijig= 1, and for;j* = 2, choosej = 1, and for;* = 3, choose
j = 3 for the same reasoning as above. As we see in this simple éxaooflecting the samples
and evaluating the sample and posterior distribution isleéen the initial learning phase of the

DTCR strategy. After this initial learning, the decisionkeaonly decides its next hop by a saved

102



A p(1)=0.11

E‘s\j@"a
I(eg)=1.2 a‘/ﬁ)m P04 2 ey 23
d
% PB)=0.5 5 u(eo, a3,3)=2

u(ep, a;,1)=4

—() 2
. o0 —BOR2 1 e, 1, as, 1)-0.003
IAYSE .
a1 2" E.U(e,l,a,)=0.028 p(2/1)=0.4
12[4] — (.12 2 u(e, 1, a2, 2)=0.07
T2
E Ey 3/1)=0.4
p()=03  ° (e"i’a.?)r:a?p{ 3 u(e, 1 aj, 3)4
EU(e,z1.a3 )=0.7 \5 :
> p(1/2)=0.5 " u(e, 2, a5,1)=3
1
p(2)=0.2 p(2/2)=0.3
- .2 22,2)=0.06
I(e)=3.5 |2 o EUE2)=00T8 u(e, 2. 22,2)
3 ESU{E,ZE,3|)=1.5 6‘{?@3
< 3/2)=0.2
(31205 'U*‘*QJE( ) 3 u(e, 2 a3,3)=1.1
P05 \© P(1/3)=0.3
EU(e3,a3)=35 m\,ﬁq.’l 1 ufe, 3,a), 1)=0.73

P23=0.2 5 (e 3 25,2)=0.036
EU(e,3,22)=0.0072

PGRIT03 5 e, 3 a3,3)=7

Figure 6.4 Nodd 2 decision tree

strategy developed in the learning phase. This is the retmdrthe DTCR is adaptable to the
changes in a highly dynamic environment. After the learrmphgse, it understands the dynamics
by relying on having only one sample observation which islalsée from any MAC protocol and

chooses the next hop according to the saved procedure.
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6.3 Simulation

In this section we present the details of implementing owigilen tree cognitive routing scheme
and the results of simulation. In our simulation setup weadne to explore larger size networks
with a variable range of parameters more effectively thamatw$ possible in existing testbeds.
The simulation parameters and the traffic patterns are aohzssed on measurement analysis done
on real networks. We have the capability to derive actuakiead patterns from a network that

operates in a highly dynamic environment.

6.3.1 Implementation Details

Our topology is similar to Figure 6.1b. There is a single gatg and nodes are arranged into
layers based on their number of hops from the gateway nodenilimber of accessible nod&s
varies depending on the radio signal strength. A randomevialassigned for the radial distance
of node: from nodej. If node is within the radio transmission range of nogd is considered
accessible by node In our simulation model we havE = 5 spectrum bands. The range of their
corresponding bandwidth changes from 6Mb/sec (which coaidespond to the FM radio band)
to 144Mb/sec (similar to a TV channel). Note that a spectramdodepending on its type could
have a different number of channels. The bandwidth of eaebtsym is divided equally among
its channels. For example, the 144Mb/sec spectrum band blagnnels, each with a bandwidth
of 24 Mb/sec (similar to sub CATV band).

To demonstrate the effect of primary users on channels, wergee random numbers from an
exponential distribution with paramet&r As \ gets larger, the amount of time that the PU is not
using a channel is less. Once the channel is available, itased among other users. Based on

a measurement study [50], the occupied portion of the cHasmeodeled by a lognormal distri-
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bution with mearnu and standard deviation. The larger the value qf, the more occupied the
channel would be. The duration of channel availabilljzty, can be found by using a truncated dis-
tribution when the occupied portion of the channel is awddarefer to Section 4.2. The recoRy

is constructed by collecting the maximum duration of chamwailabilities from each spectrum
band for each neighboring node and discarding the rest. gUgjnrecord, the ArgMax proba-
bility pi(iZj) is evaluated empirically using algorithm 2. The variablg,, corresponds to the
length of the sensing period. The ArgMax probability distition is updated and evaluated every
7 seconds. The variable decreases if the decision procedure indicates no testingasssary
according to the dynamics of the network. In other words, ew records need to be collected.
The sensing period of channels could also be controlledrdoapto network dynamics in future

designs. As explained in the previous section, in the inirease of network operation (learning

Algorithm 2 ArgMax probability calculation procedure

for t = 1to Tyqe do
in Rl(t)
if ;z; is maximumthen
Max;, = Max; + 1
) J
end if

end for
pl(zzj) = Maxj (t)/t

phase), a sender constructs a decision tree on the set eigtsaoring node. It evaluates the best
decision strategy based on backward induction to considard uncertainties. After the initial
phase (operation phase), a node only looks agjtsecord at timeg and makes its decision, based
on its current sensing observation. Algorithm 3 summarilzesteps of the decision tree cognitive
routing procedure in each phase.

In the above algorithm, the end of the operation period dépemn the node’s mobility, traffic

arrival rate and other network design factors. For a faitdtis network, where nodes disappear
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Algorithm 3 Decision tree cognitive routing procedure
Require: p;(j), R;, p;(;z;) records.
Initial learning phase:
Evaluatep; (;*|7) using the ArgMax probability distributioryg(l-zj).
Using multiplez; records, evaluate utilities based on equation (8.1).
Evaluatep; (j|;*) andp; (;*) usingp; (;*|j) andp; (), equation (6.6).
Use the backward induction steps in Section 6.2 and get ttiside strategy.
if I(ep) > I(eq) (takingeq branchjthen
Decrease the nodes sensing period.
else
Save the decision strategy.
end if
Operation phase:
Attime ¢ look at theR;
if ;2; is maximumthen
Look at the saved decision strategy, get the case vykjueis observed and choose the next
node accordingly.
end if
Switch to initial phase when operation period is ended.

due to their expected battery life, the operation periodatbe weeks. Note that any uncertainty
due to different environmental parameters is already @ulirt the initial learning phase. The

operation period can also be controlled adaptively. Faraimse, when the gateway throughput is
falling below a certain predefined threshold, a flag is setti¢aodes to enter the initial phase and
change their decision strategy.

In our simulation, our nodes update their decision stragxg@yy4 hours and the simulation ran
for 12 hours. Eveny300 seconds the radial distance of nodes changes, meaning tifenegghbors
changes for a particular sender node. Based on study [5Q]sean exponential distribution with
mean)\ = 1/3 to model the arrival rate of primary users. We consider a ¢dogral distribution
with meands).8,0.2,0.5 and0.5 variance to model heavy, moderate and light users on chgnnel
respectively.

We compare our decision framework with an optimal stratégythe optimal strategy, nodes

have complete knowledge of the future changes in the netstales. In other words, this is
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the best performance that the network could have with itsiguength, number of channels and
packet arrival rate. We are also interested in making a cosgabetween the deviation of DTCR
and other protocols from the optimum strategy. As explaineithe related work, many routing
protocols designed for dynamic CRNs use the framework di@dnetworks. We used the local
coordination based routing and spectrum assignment e8], which is an AODV based pro-
tocol that uses the summation of frequency switching an#t béadelay at a node on top of the
number of hops as its routing metric. The protocol also ifiesttraversing flows at each node
and calculates the active frequency bands taken, whichseeé for multi-flow multi-frequency
scheduling. As mentioned in the related work, many otheelsds that are designed for the
dynamic environment adopt the same approach. The perfaenainthis protocol is shown by
using the abbreviation of Secondary Option Protocol (S@Bur simulation results. Since we are
considering a dynamic environment, DTCR is not comparedhergrotocols such as CRP [60]

designed for a semi dynamic environment.

6.3.2 Effect of Network Load

To test the decision strategy under various network loagsused 78 nodes in our network, dis-
tributed randomly in 500 x 1500 sqm field. There are 12 sources and a single gateway. The
sending rate of the sources is changed from 1Mb/sec to 7klb/Bee MTU size is 2000 bytes.
The average throughput and delay with th#if% confidence intervals are shown in Figure 6.5
and Figure 6.6. The environment is highly dynamic with therage OFF period of primary users
v = 3sec.

The DTCR procedure is more successful in capturing the teiogéies than the Secondary Op-
tion Protocol (SOP). In SOP the routing tables are not uptfaggjuently enough and the repetition

of calling the route request mechanism results in transoms$elay and packet loss. DTCR op-
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Figure 6.6 Average throughput with 95% confidence intereabiifferent sending rate, size = 78
nodes

erates near optimum when the rate is below 3Mb/sec. Afterrtite, the DTCR performance is

lower because as the rate increases, the variation in chappertunities is larger and nodes have

108



to adjust their decision making more quickly. In most of tpelecations, the sending rate does not
exceed the 3Mb/sec rate. In addition, there are many céingglarameters such &s< 5,y < 1,
the length of the operation period and the sensing periodli@®that can be adjusted to achieve
the desired performance. One interesting future direasdo find the optimum value of these
parameters by solving a classical optimization problemaahdayer with the objective of max-
imizing the gainZ;(3,v), see Section 6.2. In the last subsection, we elaborate oeffibet of
control knobs in the utility function of DTCR and its decisimaking. We experimentally tried

different values fog3, v in their corresponding ranges to achieve better performanthe gateway.

6.3.3 Effect of Network Size

We also changed the network size frd to 78 nodes, and kept the sending rate constant at
2Mb/sec, and’ = 3sec. Figure 6.7 and Figure 6.8 show the average throughput atkdoeand
delay with95% confidence intervals. Since DTCR is decentralized, netwa& does not affect
the performance significantly. The performance of SOP dsigsificantly since the end-to-end

path is highly unstable.

6.3.4 Primary Users Traffic Patterns

We changed the primary users arrival ra@nd decreased it to create a semi-dynamic environment.
In table 6.2, variable = 1/ indicates the mean OFF time of the primary users. The nethask

78 nodes and the sending rate is 2Mb/sec. We see that the @ qirperformance improves
significantly. DTCR is still able to adapt to the changes i@ émvironment. The performance is
closer to the optimum scenario. We would like to emphasize tiat our design is tailored towards

a dynamic environment but we also foresee the DTCR workitigfaatorily in a semi-dynamic
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6.3.5 Adjusting the DTCR Parameters

In the utility function described in Section 6.1.4, thre@atol parameters, v, n exist that quantify
the importance of local spectral measurement, its vanatra path quality. In this section we show
how these variables change the utility function and chahgese¢lection of neighboring nodes. The

Table 6.2 Average throughput for different average OFFquisrof primary users

v (sec)| SOP | DTCR | Optimum
3 0.211| 0.921| 0.931
30 |0.816] 0.925| 0.931
60 | 0.919| 0.928 | 0.931

variable0 < g < 1is the knob that controls the significance of the amount af gasociated with
relying on the spectrum measurement. Consider a nedth 5 neighbors. After sensing, it has

the following maximum duration of channel availability ofpectrum for each of its neighbors

R¢=<0.33d* 0.5d* 0.66d* .88d* d*),

where neighbob with d* has the maximum duration of channel availability to nedén order

to see the effect off in the utility function, we kept all the parameters in eqoatB.1 constant.
First, we letn = 1 for all the neighbors, meaning we assumed the remainderegpdith to the
gateway is good for all of them. The variabje= 0.05. As shown in the Figure 6.9, the utility
corresponding to the fifth neighboring node is equal to omel, the utility of other neighbors
decreases exponentially @sincreases. The smaller the value @f the less is the difference
between the neighbors’ utility. The parametercould be chosen so that a node that does not
necessarily have the maximum duration of channel avaitpld selected. As explained in the
previous section, for some applications it is importantwoie paths that have high fluctuation of

bandwidth variation. The parameteK v < 1 controls the sensitivity of a node to this variation.
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Figure 6.9 Utility on the states éfneighboring nodes, with differeptvalues.

According to Figure 6.10, whenincreases, the nodes’ utility assumes a larger distanoedexh
other. After some point, there is no increase in utility. Byposingy = 0.2, a designer can avoid
choosing nodes with duration of channel availability beld®#8 of maximum channel availability

duration. Hence, a node is sensitive to channel variatidhs. parameter); is very important in

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
cl

Figure 6.10 Utility on the states 6fneighboring nodes, with differentvalues.

choosing a stable end to end path. This variable could be&te according to any metric that the
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designers feel suitable and affordable such as delay. Wkretaive queue remaining capacities
of a neighbor nodg. Therefored < n < 1. We assigned the following values for each of the
neighborsy; = 1,779 = 0.8,173 = 0.6,174 = 0.4,75 = 0.2. Therefore, the first neighboring node
is on a very good path to the gateway. However, note that figmecord, this neighbor channel’s
stability to node is very low. On the other hand, the fifth neighbor that has & bigannel stability

to nodei, is not on a stable path to the gateway. We choose these cerdgra values for parameter
7 on purpose to show how all of the above parameters come iatotplaid node to choose a
good neighbor. We sét = 0.05,v = 0.2. The utilities are shown in Figure 6.11. In this scenario,

the fourth neighboring node has the highest utility. Thigyhkor is connected to nodeand the

gateway on a fairly stable path.

T
Cs=0.6

1 Cs=0.8 Cs=0.4 7
0.8F i
Cs=1 Cs=0.2
0.6 1
0.4 1
0.2F 1
1 2 3 4 5

Neighbor node Index

utility

Figure 6.11 Utility on the states 6fneighboring nodes, with differentvalues.

6.4 Summary

We presented a decision theory framework to analyze thdgamobf routing in a cognitive radio
network operating in a highly dynamic environment. We medeh node’s decision among its

candidate neighbors into a decision tree, and utilized aIndility function to include the effect of
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spectrum availability, bandwidth fluctuation and path uteiaties in a node decision making. The
best candidate is chosen by analyzing the tree with backwedtattion and eliminating the choices
that might decrease the node gain when selected with uitgrta he Decision Tree Cognitive

Routing scheme (DTCR) leads the node to choose the bestdededinder high environmental

variations.
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Chapter 7

Decision Tree Modeling for Video Routing

In Cognitive Radio Mesh Networks

In this chapter, we translate video routing in a dynamic ddgaradio network into a decision the-
ory problem. Then terminal analysis backward induction tes used in previous chapter is used
again to produce our routing scheme that improves the pgalalsio-noise ratio of the received
video. In the proposed Video aware Cognitive Routing sgpa(® CR), the sample and posterior
distributions of the decision theory based scheme of pusvahapter are tailored to explain the
status of channels and nodes in supporting video frametyualservice, more specifically, the
priority of | B and P video frames.

Similar to DTCR, in VCR the two probability laws, prior andgierior distributions are used.
A prior distribution governs and explains the natural staifithe states (neighboring nodes) un-
known to the decision maker (sender). A posterior distrdmugives the sender understandings
of unknown states after performing an experiment that gpagtial additional information on the
status of unknown states. The nodes use their sensing datedict future state of channels and
reliability of the candidate nodes. New coding schemes agdh.264 [61] slices the video into |, P
and B frames, with high to low priority of reconstructing tideo at the receiver. The VCR selec-
tion takes into account the video frames priorities and ttegjuired bandwidth. More specifically,

the VCR is a per-hop routing scheme, in which the next nodesibgcprocess is modeled into a
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decision tree. Each branch of the tree models a differemast®that might be shaped by spec-
trum availability uncertainties in dynamic cognitive radietworks. Nodes sense the surrounding
channels and construct a record of channel availabilitatiioms. The bandwidth requirement of
different frames in a group of video pictures (GOP) is taken considerations, and nodes classify
their channels records accordingly. Then, sampling pritibab are constructed using the ArgMax
probability distribution introduced in Chapter that paitd the node with the maximum duration
of channel availability in its records. Using the samplinghmbilities, we construct posterior
probability distributions. The posterior distribution®pide partial information on the uncertainty
in the existence of channels that can support the requiibwjuality of service. Using this ap-
proach, nodes undertake spectrum and node selection amaalisly. The utility function similar
to previous chapter is used to adjust the gain by changingigimficance of parameters associated
with spectrum stability, node reliability and bandwidthriedility. We use backward induction
to analyze the decision tree and find a decision road map éndldes to select their next hop
neighbor is response to changes in the environment

In summary the contribution of this chapter is as follows:

e Using a decision theory framework, we develop a video awagnitive routing scheme
(VCR) to model and analyze the problem of downlink routingioleo packets in a dynamic

CRN.

e \We construct appropriate sample and posterior distribstio explain the status of channels

and nodes in supporting video frames quality of service.

We compare the performance of VCR with OSDRP [33] in a cogaitadio mesh network that
operates in a city downtown. A video file is transferred froseaver to a client. Our simulation

results show that VCR is more successful in maintaining ae@atable Peak Signal-to-Noise Ratio

116



(PSNR) than OSDRP as the arrival rate of primary users isesealn addition the reconstructed
video is played back successfully at the receiver when VQAResl. However, due to loss of frames
in OSDRP, the decoder is not able to reconstruct the entileovat the receiver.

The organization of this chapter is as follows. In Sectiah Wwe show how DTCR decision
theory framework is modified to generate the VCR scheme.bti@es 7.2 we elaborate on the

VCR complexity. Section 7.3 presents the details of impletaggon and simulation results.

7.1 Decision Theory Framework of VCR

We consider a cognitive radio client in a multi-hop mesh togg network that is downloading
high definition video from a server. The network is located itity downtown, where activities of
primary users is highly dynamic and unpredictable. All tlhel@s in the network have a cognitive
radio transceiver. They also have an extra interface destid@ a control channel. The control
channel is only used for transferring control messagesdmivwhe nodes. The video frames are
transported hop by hop from the server to the client. Figutesiiows a simple topology. In this
section, this topology is used to explain the steps of owhpgrrouting strategy. However, we
show in Section 7.3 that the scheme is indeed applicabledgernaize ad-hoc mesh networks. For
simplicity, nodes that are located within the same numbédrapfs from the server are grouped
into one layer. We refer to a nodein a layer/ as:[l], i = 1,2,---, M, whereM is random
and represents the total number of nodes in the network. A mo layer! can choose any
node in the lower layet + 1 other than the nodes in its own layer who are authorized td sen
packets to the receiver. The client broadcasts its layexxind a video request packet, when a
neighbor receives the request, it authorizes itself fot gaaticular destination and informs its

neighbors of its authorization by broadcasting the reckivdeo packet. Therefore via a back
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Figure 7.1 A simple downlink mesh network topology withinity evith its node diagram
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pressure approach, all the nodes are notified of their aadtneighbors. In addition, when a
node handshakes with its neighbor it receives the neighlteyer index. The layer index helps to
avoid count to infinity problem.

Due to the nature of a cognitive radio network, availablencieds at each node have diversity
in their bandwidth and duration of availability. Channefe available from a spectrum band
when the primary user of that band is absent. Nodes accesshanelthe available channels with
OFDMA/NC medium access technique.

We view the selection of the best candidate among the neiglti@ sender node as a decision
problem. Considering the uncertainties involved due toatizal of primary users in cognitive
radio networks, it is desirable to choose a neighbor thatastmreliable in receiving video packets
and forwarding them to the next node; and ultimately to theidation. The notations, we use in
this chapter are that used in in Table 6.1. Lets assume tlot 29| in Figure 7.1 is the client,
and is downloading a video from the servef0{). Based on the spectrum coverage, and radio
range of the gateway node, this node Bastermediate neighbors:[1], 2[1] and3[1]. Node0]0]
chooses one of its neighbors. Due to the nodes mobility andtian in transmission range, each
neighbor has a random number of neighhds In terminology of decision theory [16], the set of
possible states (choices) available to the decision makepresented b§ = {s{,s9, ..., }. The
node0[0] is the decision maker. The states unknown to the decisiorenatle the intermediate
neighboring nodess; = 1[1],s9 = 2[1] andsg = 3[1]. Therefore S = {s1,s9,s3}. There is
also a set of actions that the decision maker can take, epesbyA = {aq, ..., aNi}; ay is the
act of choosing a statg, to visit. According to our example, we have three aeis, ay, ag3; ay

corresponds to choosing a neighbgpry = 1, 2, 3.
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7.1.1 Initial Learning Phase

In this phase the sender gathers information from theirhi®gs and their surrounding spectral
measurements to construct the decision tree as explain8ddtion 2.5. The node|0], sits at
the root of the tree and the states are at the ending brandhes tree. Now similar to the
uplink routing explained in previous chapter, the decisiaker can perform an experiment to
obtain additional information in support of an act. Perforgnan experiment is not obligatory
and the node may go fayy which means no experiment. Performing an experiment inst®ti
theory means that the decision maker is willing to give soost i exchange of gaining partial
information about the status of the unknown states. Thererpate is collecting and reading
a history of primary users’ activities on its surrounding@ghels, then measuring the maximum
duration of channels availabiligyzj in spectrum bands between nadtjé] and neighboy. Many
previous studies in routing also rely on past measuremerttssoactivities of primary users to find

the most stable path [33, 60].

7.1.1.1 Local Spectral Bandwidth Observations

We assume that there afém spectrum bands available between nodesd j. Each spec-
trum bandc has K number of channels. Nodg&] handshakes with its neighbor node; =
1,2,---,N;, and receives the signal-to-noise ratio ga#fiV(izy) of every channekm- in spec-
trum bandc, k; ; = 1,-- -, K¢, that connects nod&!] to the nodej[l + 1]. It then evaluates the

period of occupancy of each channel occupied bandwidtheotkannek; ;, denoted bwkl, ;i

J
based on equation 6.2. Let us denote the duration that theapriusers do not use the channel
ki j by Xp.. .. Then the duration of channel availabilityd§, . = Xj. . — Y. . The video

’ 2% 2% 2¥) 2¥)

is compressed using H.264 codec standard [61]. After cosse, a group of pictures (GOP)
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consists of three types of frames: Intra-coded picture arhk, Predictive picture or P frame and
Bi-predictive picture or B frame. An | frame is the most im{aort frame. It has the main static
picture of a GOP, meaning if an | frame is lost, the scene ofitheo corresponding to that partic-
ular GOP will not be constructed at the receiver. P framesla@important to provide reasonable
video quality. On the other hand, B frames could be predidteand P frames are available. This
type of video compression will provide a tolerance on pads$ as long as they are mostly B
frames. Therefore, the | frames are larger in size and redggh priority. In order to make our
decision scheme sensitive to the priority of | and P framesclassify thél”kl,7 . into two groups

of Ikz’ j andeZ- o as follows:

Iki,j = Tki,j if Tki,j > Ty, fork; ; = {1,---, K¢}

Pki,j = Tki,j if TI > Tki,j > TP, for k’i,j = {1, s ,KC},

whereT’; andT'p are the time durations required for sending | and P framessadhe channel

/{57;7 : respectiverIZ-J- = {ki,j; Tkij > TI} ande- = {/{5

j T] > Tkl,] > TP}

i.J;
Finally, nodei stores the maximum observed duration of channel avaitgliithe spectrum

bands between itself and each of its neighboring node, inextor R,

Ri:(m 22 ZZNZ)

i,]
duration of channel availability in the spectrums betweedei and;. The set of possible samples

The variable;z; = maxki,jezij I.. .+ maxk‘i,jepi,j Pki,j shows the maximum observed

is represented b = {;z1,; 29, ...}. The variable;z; is a sample observation in favor of nogle
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Therefore, nodé|0] in our simple mesh network, Figure 7.1, constructs the ¥alig record.

RO:(OZ1 072 023)'

The record vector?; is used to construct the sample and the posterior distobibr the
maximum spectral channel availability durations simitattie previous chapter. Refer to section
6.1.2 and section 6.6 to see how these distributions ardrooted fromFR; records.

Similar to previous chapter, We define the following utilityction. for the experiment

wilers*a.) = ¢t = e fo(a, (e, ) (7.0

For no experiment,

ui(eq, a,j) = cjula, j), (7.2)

wherecj is a constant that reflects the transferring quality of npdpecified by the remaining
gueue capacity of noge The~ is the controlling factor to quantify the amount of channeik
ability variation. The function/(a, a;f) reflects the spectrum band quality, defined in formula

7.3.

1 if a = j, whenj is the true state
p(a, j) =
0 if a # j, whenj is the true state

Figure 7.2 shows some utilities on the nddeéecision tree.

When observing the channels in a spectrum and measuring dxenum duration of their
availability without any interruption from primary useismight be more beneficial to a node to
use a channel from a specific spectrum that has less avaytahitation but is connected to a node

that might be on a better path. The gain associated to clpasiode based on its spectrum band
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Figure 7.2 Nod® decision tree with some utilities

quality is quantified with the following formula.

*\12
Via,af) = by A A)

: (7.3)

whereA¢(a) is the gain associated with choosing the rightcanndAe(a;f) is the gain of choosing
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the acta§ following the sample observatigit. For example, if the measurement of the maximum

duration of channel availability of spectrums are as folpw

Ry = (12 8 18),

then theAe(a) = 18, Ae(ay) = 12, Ae(ag) = 8, Ae(ag) = 18. Therefore, samplgzs,
leading to choose nodi1] in our scenario, provides the maximum gain. The paraméjeasd

by are the knobs that control the significance of the amount iof gssociated with relying on the
spectrum measurement. 4§ is small, a node may be chosen that does not necessary have the
highest duration of spectrum availability. In other wobgsandby provide the network designers
with an error tolerance factor in spectral measurement.

Some applications in CR networks suffer from high fluctuatdbandwidth availability due to
fluctuation in the channels’ availability. The varialgle;? is a measure of the maximum duration
of channels availability between i and j obtained from theeskment. When, z}k is high the utility
is large. The variable is the controlling factor to quantify the amount of variatidepending on
the sensitivity of the application on the bandwidth fluckoiaty is selected. For example, wheis
around0.5, a small difference in the duration of channel availabiityuld provide a significantly
higher gain and the node is encouraged to choose the nodéigitbst duration of availability.

As mentioned previously, the environmental dynamics ofdbgnitive radio network might
change and the node might choose a neighbor that was not tieaaropriate node in routing.
The indicator function. is chosen to model the gain/loss for such scenario. Notebtesd on,
we assume total loss when a wrong node is selected to trgpesfkets. A wrong node would not
necessarily give a total loss but may be able to transfer gzaokets based on its queue capacity.

An interesting future direction is to modglaccording to nodes queue length.
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It is essential that the node considers the quality of theareder of the path to the gateway
when choosing its intermediate neighbor. The variableeflects this metric. Some researchers
use the average backlogged queue length [14] to quantifguléty of the path. For our utility
function we use the remaining queue capacity of npttequantify the value of;.

After the construction of an appropriate decision tree for muting problem, the optimum
strategy (course of action) is specified by the backwarddtidn terminal analysis introduced in
section 6.2

The backward induction procedure for our simple mesh nétwgodepicted in Figure 7.3, The
course of action in this example is through experimeniThen for;j* = 1 choosej = 3, for

j* =2, choosej = 1, and forj* = 3, choosgj = 3.

7.2 VCR Complexity

The run time complexity of the proposed scheme (VCRY(s), wheren = NZ? corresponds to
the size of the matrix for the construction of the posterthsiribution. we recall thatV; is the
maximum number of neighbors of notlat timet. Since the VCR is a decentralized algorithm, the
number of accessible neighbors of a node is bounded aneédmitherefore, VCR will converge
quickly.

In order to have an estimate of the sample sizequired for the construction of posterior prob-
ability distribution P;(j|;*). We use the law of the iterated algorithm proposed by Kolmogo

in [56]. The upper and lower bound on the rate of convergeht®ecestimator of a distribution to
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Figure 7.3 Node decision tree with backward induction procedure

its true value are as follows

. m||Ppm—P
lim sup;y, 00 % <1/2

lim infyn—s00 V2mInInm|| Py, — P|| = n/2
From the above, the upper bound on the error of the estimast®don the sample sizeg follows
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that for largem:

. Inlnm
Py — Pl < ——. 7.4

Therefore, forn = 100, the error is aboud.15; asm increases the error converges exponentially
to zero. By selectingn = 200, the error i0.004. If we assume that the network installed in an
area, just started to operate, then the fifgi msec of the operation time should be dedicated to
collecting about 50 samples.

We discarded the memory of the node after taking and usingrplsaof 150 matrices to

minimize memory usage.

7.3 Simulation

Our topology is similar to Figure 7.1. The number of accdssiodesV; varies depending on the
radio signal strength. A random value is assigned for thekaistance of node from nodej. If
nodej is within the radio transmission range of naglé is considered accessible by nadén our
simulation model we havespectrum bands. The range of their corresponding bandwfdthges
from 6Mb/sec (could correspond to FM radio band) to 144Mb(semilar to a TV channel). Note
that a spectrum band depending on its type could have diffenember of channels. The band-
width of each spectrum is divided equally among its channés used the JSVM software tools
to generate realtime traffic. A YUV video file with 176x144 eig per inch (ppi) spatial resolution
is encoded and the stream file is extracted. The stream file Raand B packets with high to low
frame length respectively. In addition, network nodes glsoerate traffic packets witii2 bytes
size, to demonstrate a real life scenario where there exikes traffic activities on the network.
The packets arrival rate is based on a lognormal distribwtith mearn and standard deviatiaon

based on the measurement study [50]. We uysash.8, 0.2, 0.5 and0.5 variance to model a heavy,
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moderate and light occupancy of users on channels. The ¥Viledas sent from the server to the

client which is located in the outer layer. We compared outhoawith OSDRP [33] designed for
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Figure 7.4 Mean peak-signal-to-noise ratio for different

a dynamic environment. In OSDRP protocol, the end to endceroaite found based the determinis-
tic strategy of the DSR protocol, and are prioritized acoaydo the route lifetime. Route lifetime
is based on the channel availabilities as well as chann#tising and queuing delays. In addition,
in order to support QoS, it controls the transmission powerselects the nearest forwarding SUs
to the SU destination node.

Figure 7.4, shows the robustness of our scheme to the prinsang’ arrival rate. A network
with 30 nodes is chosen scattered around in 1000x1000sgm field. €asurement study [54]
suggests that the primary user’s traffic follows a Semi-Markrocess with OFF/ON periods fol-
lowing an exponential distribution. Therefore, the prignasers’ idle period is an exponential
distribution with meanv. As « gets larger, the channels are interrupted less frequentlyitmary

users.

As the mean idle period of primary users decreases, the P8NI to degrade for OSDRP.

In OSDRP the routing tables are not updated frequently emamngl the repetition of calling the
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Figure 7.5 End-to-end delay for different valueshof

route request mechanism results in transmission delay ackeploss. VCR makes its decision
considering the uncertainty of primary users’ arrival. tid#ion, the links are chosen that can
support the required transmission duration of | and P fram&s a result the video quality is
acceptable even when the primary users’ arrival is high.rdlaee many controlling parameters
such agq, by, c9, in the utility function of VCR that can be adjusted to acleiéetter performance.
One interesting future direction is to adjust those parameadaptively according to the video
quality variations at the receiver. We usge5,b9=1 andcy=0.5 in our simulation.

Figure 7.5 shows the end-to-end delay of video frames fderdifit mean idle periods of pri-
mary users. We see that the OSDRP achieves lower delay. Howsased on Figure 7.7, the
relative loss frequency of | and P frames are higher in OSDRR those of VCR. The video qual-
ity degrades substantially with the loss of | and P frames sééethat VCR is losing the B frames
more than the other frames. Hence it is able to provide beitiero quality. The initial learning
phase of VCR also adds to its end-to-end delay but VCR fassideanaking based on the stored
optimum strategy compensates for the delay. Ultimatety/video is received with a high quality

at the receiver. The relative loss frequency is calculatediiding the total number of loss of
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Figure 7.6 Reconstructed Video frames{aR0msec, (bjx=30msc

each particular frame over the total number of that framé@énariginal YUV file.

Figure 7.6, shows the decoded video at the receiverf@0 msec, and=30 msec. As shown
in Figure 7.6a, the video player is unable to decode the v@gond a received image and freezes.
Whena=30 msec, the video is viewable but its quality degrades iDRISin comparison to MCR.

Our simulation results show that it is beneficial to use noereinistic system theories such
as decision theory framework to cope with agile variatiansaectrum diversity and availability of

dynamic cognitive radio networks.
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7.4 Summary

We used a decision theory framework to analyze the problesowhlink video routing in a cogni-
tive radio network operating in a highly dynamic environmérhe video cognitive routing (VCR)
strategy models a node’s decision among its candidate Ineiglmnto a decision tree. VCR utilizes
a posterior distribution that provides information on timk$ durations uncertainty and ultimately
the suitability of a neighbor node by taking the prioritids/mleo frames into consideration. The
best candidate is chosen by analyzing the tree with backiwdrdttion and eliminating the choices
that might decrease the sender’s gain. The VCR guides the taathoose the best candidate un-
der high environmental variations. Our results show thaRV€successful to maintain the video

guality even when the primary users arrival rate is extrgrhigh.
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Chapter 8

Summary and future work

8.1 Summary

We investigated the problem of routing in cognitive radioweagks. We proposed two new proba-
bility distributions called ArgMax and ArgMin that could hesed in probabilistic protocols. The
ArgMax probability distribution locates the maximum randwariable among a set of random
variables, while the ArgMin locates the minimum random aale. The ArgMax probability dis-
tribution is shown to outperform odds-on-mean probabdistribution which is used frequently in
many applications. The ArgMin probability distributiondha variety of applications and is shown
to be useful in achieving a lower bound on the network’s mimmspectral capacity. Using these
two probability distribution, we introduced an interestimeasure callegrimary weight measure
which indicated the frequency and the nature of the distiiobuof primaries around a particular
node. A low value of the primary weight measure metric intidauniform and frequent primary
users interruptions on the channels surrounding a nodeh tMi$ information MAC and rout-
ing decisions are taken more efficiently. We developed ahsistec based routing called Primary
Spread Aware Routing Protocol (PSARP). On a cognitive-th&Es2 network simulator, we com-
pared the performance of PSARP with two previously devealapeiting protocols for dynamic
environment. We also developed a Cognitive Stochastic iRQYCSR) protocol based on the

PSARP stochastic framework that uses backlogged queueitapestead of PWM. Our results
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show higher throughput in PSARP and CSR, which indicate themstage of stochastic-based
routing in a dynamic environment. In addition, PSARP withRPWM measure is more successful
in choosing the best path due to the correct identificatiothefprimary users’ distribution, and
performs substantially better than CSR at high rates.

We used the decision theory concept and developed the dietise cognitive routing scheme
(DTCR) and extended it to VCR to support a downlink video $fanin a dynamic environment.
We compared the performance of our DTCR strategy with thiemgbstrategy. In the optimal strat-
egy, nodes had full knowledge of the future changes in therarétparameters. In other words,
no routing strategy performs better than the optimal sgsaté/e also compared our method with
the local coordination based routing and spectrum assighpretocol [58] to measure the devia-
tion of our scheme and a routing protocol designed for a dymanvironment from the optimum
strategy. Our results show that our DTCR successfully rda& occurrence of uncertainty and
performs close to the optimal scenario. The DTCR uses theeposprobability distribution to
estimate the availability of a neighbor under uncertairitiie backward induction scheme helps
a node to choose a neighbor that is more likely to be the doceewidate; it reduces the cost of
choosing wrong candidates. Therefore, it operates suimtgmetter than the local coordination
based routing protocol; its performance is indeed nean@tat low and moderate sending rates.
However, at high sending rates, it still outperforms thalamoordination based routing. Our sim-
ulation results of evaluating the VCR also show that VCR igemauccessful in maintaining an
acceptable Peak Signal-to-Noise Ratio (PSNR) as the brate of primary users increases. In
addition the reconstructed video is played back succdgstuthe receiver when VCR is used.

The strategies developed could be used in many future degkigatccommodate different needs
of network administrators. Using decision theory in cogritadio networks opens the possibility

to use unlimited decision theory tools in developing newtsling and monitoring schemes. One
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can also simply look at the utility function defined in DTCRadjust its parameter according to
the designers requirements or network performance. IrcHapter, we elaborate on some possible

future directions.

8.2 Extensions and future works

8.2.1 Utility Function Adjustments
Recall that the DTCR uses a utility function as one of its sieci making component. The utility
function we used is defined in subsection 6.1.4 as follows:

T

uile,q*,a,3) = njl1 — e a,05)a, )] 8.1)

Note that in our modeling, we go for zero-one scenario, irstrese that wrong selection of the

node is a total loss, i.e. zero utility. Thus, we let

1 if a = 7, whenyj is the true state
p(a, j) =
0 if a # j, whenj is the true state

However, the selection of a wrong node does not necessany antdal loss because as long
as the selected node does not have a full queue, it is stél @btransfer some of the packets.
One future direction is to model the parameteas a function of remaining queue capacity of the
neighbor nodes. Therefore, we do not assume total loss bgtsg] a wrong node but some loss
according to the transfer ability of the neighbor node.

The three control parametefis~, n exist that quantify the importance of local spectral mea-
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surement, its variation, and path quality. Any of these patgrs can be modeled as a function of
changes in flow dynamics or the quality of service requireiieha particular flow. For instance,
variable~ can be a function of required bandwidth of a certain flow to entlie sensitivity of
the DTCR strategy self adaptive to the requirement of aq@aedr flow passing through a specific
node.

Also, our utility function is concentrating on choosing aaohel that has the least bandwidth
variability and the most stability in dynamic environmefitis function could be altered to con-
sider the delay or Expected Transmission Time (ETT) of ptsckeapplications that are delay
sensitive. In addition, the utility function could take areaccount the transport level requirements
or be replaced by the utility functions that are designeatorgestion control schemes such as the

ones described by Kunniyur et. al. in [62].

8.2.2 Primary Weight Measure in DTCR

The parametey is the average queue capacity of the neighboring node. Tétisaprovides a reli-
ability measure over links located one hop further. Howgierqueue capacity variation decreases
when the load increases. Hence, DTCR selection is blindetbéavioral pattern of primary users
located one hop away from its intermediate neighbors at fwhhagh rates. We proposed the PWM
metric in Chapter that not only provides a measure on thabily of non-intermediate links but
indicating the distribution of primaries around a partasuhode. One interesting future direction
is to design not only based on the queue capacity but also the PWM meaSheePW M{i, j]
indicates the degree of nonuniform spread of primaries anokls between nodésand ;. For
PWM]i, j] ~ 0, primaries are more spread uniformly, and consequenthgthe no privilege to
any transitions distribution. For large valuesi®f M|, j] there is a cluster of channels at that

node for which the presence of primaries is much less thaottiexs and therefore choosing that
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particular node provides a significantly stable path. Thetrio is highly informative about the
reliability of the links surrounding a node. PWM could be dises one of the meters that is read
by the cognitive engine of cognitive radios to indicate wkiabbs needs to be adjusted to avoid
inefficient transmission. (We encourage the readers to tef€hapter for the definition of knobs

and meters).

8.2.3 More Decision Theory

It is also interesting to bring the advance concepts of datitheory into our decision theory
modeling of cognitive radio networks to evaluate the betrawf these networks over time. For in-
stance, recall that the optimal act will minimizes the expddoss or maximizes the expected gain;

the later ismaxe F

p(zle) [maxg [Ep(S|Z’€)U(e, z,a, s)]], wherep(z|e) is the marginal sample dis-

tribution for thee andp(s|z, e) is the posterior distributiom(s) ~ p(s|zo, eo) stands for the prior
distribution,eo (N0 experiment);o (no observation). The quantiEp(S) [maxq Uleo, 2o, a, s)| —

maxg F

p(S)U(eo, zo0,a,s) is referred to as EVPI, the expected value for perfect infdrom. It

is simply the expected opportunity lost by taking the act thaximizes the expected utility. This
guantity helps a cognitive node to consider the opportuloigg. If this quantity is not high, it
takes the act that is more cost efficient. The cost could badbe energy, storage or delay. In the
broader perspective, the EVPI could be used to analyze th¢ceand cost of the system.

We encourage the readers to look at further concepts ofidadiseory and see how many
of them could be incorporated in system evaluation, desighraodeling in cognitive radio net-

works.
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