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ABSTRACT
AN EVALUATION OF TAMPER-RESISTANT PACKAGING:
A METHOD FOR MEASURING TAMPER-EVIDENCE
BY

Ronald A. Iwaszkiewicz, II

This study uses five different tamper-resistant
technologies in the development of a method to test a
technology's ability to communicate its condition. The
tamper-resistant technologies were presented to
consumers in a one-on-one interview, where the consumers
were asked if they believed the package was tampered,
before and after opening the package.

Tamper-evidence can be defined as the degree to

‘which tampering is apparent to the observer. The

results show each tamper-resistant technology tested
failed to some degree to communicate its tampered
condition. This degree of failure can change depending
on the sophistication of the tampering technique and the
perception of the consumers.

The reasons that consumers gave for their decisions
show that consumers do not know how to use the tamper-
resistant technologies. The consumer may look at the
correct area of the package, but they do not detect the
differences that can prevent them from being killed by a

malicious tamperer.
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INTRODUCTION

Since the Tylenol tampering in Chicago in 1982,
tamper-resistant packaging has become a prominent
consideration in the minds of packaging professionals
throughout the world. The need for effective tamper-
resistant technologies remains important today. Most
people are aware of the problems that malicious
adulteration can cause. These malicious attempts at
tampering have sent packagers racing to their research
labs in an effort to implement some type of tamper-
resistant technology on their product with a minimal
amount of changeover, cost, and time. Should a malicious
tamperer decide to strike their product, the packager
could stand to lose millions of dollars in revenue,
recalls and market share.

The Food and Drug Administration introduced a
regulation (21 CFR 211.132) requiring tamper-resistant
packaging on over-the-counter drugs soon after the first
tampering death in 1982. The preamble of the regulation
suggested a number of technologies which, if properly
designed and appropriately used, were capable of meeting
the requirements for a tamper-resistant technology.
These included f£film wrappers, blister or strip packs,

bubble packs, heat shrink bands or wrappers, pouches made



2
of foil, paper or plastic, bottle mouth inner seals, tape
seals, breakable caps, sealed metal tubes or plastic
blind-end heat-sealed tubes, sealed cartons, aerosol
containers, and metal and composite cans.

These technologies were suggested for use in an
effort to stop malicious tampering. Malicious, as
defined by Webster, is a deep-seated, often unjustified,
innate desire to bring pain and suffering to others;
also, the intention or desire to harm another, usually
seriously, through doing something unlawful or otherwise
unjustified. The regulation is aimed at preventing
malicious tampering, not the less harmful, "grazing"
types of tampering that occur at points of purchase. A
malicious tampering usually requires more time and effort
than can be expended standing in a supermarket aisle.
Grazing incidents also lack the malicious intent
associated with malicious tampering. Usually, there is
no innate desire to bring pain and suffering to another
person by opening a bag of potato chips to determine if
they are burnt.

It is widely accepted that there is a need for
tamper-resistant packaging, but what needs to be
considered now is how well the tamper-resistant features
that have been implemented are communicating their
condition. Currently, there are two ways to characterize
package tampering and the ability of the package to

communicate its condition. The first is
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tamper-resistance and the second is tamper-evidence.

Tamper-resistance can be defined as the degree to
which it is difficult to tamper and repair a package
without 1leaving evidence. In 1985, Jack Rosette1
published a method of determining tamper-resistance based
on obtaining new or replacement parts for the package
being tampered. Tamper-evidence, on the other hand, can
be defined as the degree to which tampering is apparent
to the observer. 1In 1989, Lisa Hewartson2 developed an
approach which involved measuring the ability of
consumers to detect repairs to a tampered package. These
two terms are used somewhat interchangeably, though there
are fundamental differences between them, as indicated by
the definitions given. Each of the approaches cited
offer a means of gathering information regarding the
ability of a package to perform in these two areas.

The main goal of this research work is to develop a
methodology that can test the tamper-evidence of a
package. The packages are tested with the end users,
since they are at the most risk of coming into contact
with a tampered package. The second goal of this
research is to gather the reasons for the decisions that
the consumers made while viewing the packages. By doing
this, it may be possible to identify the areas where
consumers are concentrating their efforts when making
their tampered or not tampered decision. The third goal

of this research is to evaluate five tamper-resistant



4

technologies on their ability to communicate their
condition using the methodology developed.

| The main function of tamper-resistance is to
protect, but this protection does not stop with better
package design. That is only part of the solution.
Unless consumers are aware of the safeguards that are in
place and how to use them, the efforts of the makers of

the tamper-resistant features are wasted.



LITERATURE REVIEW

History

Tamper-resistant packaging came into national
prominence in 1982 when the Tylenol poisonings occurred
in Chicago, 1Illinois. This incident brought to the
forefront the need for tamper-resistant packaging for
over-the-counter pharmaceuticals and food products. Even
before this incident, there were some tamper-resistant
features in place, though they were not termed tamper-
resistant. The Bureau of Alcohol, Tobacco and Firearms
(BATF), in public law 85-859, 72 statute 1358; Title 27
part 19 of the Code of Federal Regulations, requires that
é revenue tax stamp appear on alcoholic beverages of 5
wine gallons or less. The stamp was designed to be
placed on the closure/neck interface of the bottle so
that "the stamp shall be broken when the container is
opened, unless the container is one which cannot be used
after opening."3 Though not specifically stated to be a
tamper-resistant feature, it does have the basic idea
behind tamper-resistance.

This regulation was later redefined by 23 CFR 19.663,
"Strip Stamp and Alternative Devices," in which the
Bureau of Alcohol, Tobacco and Firearms director approved

the use of devices that securely seal the package and
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left evidence after initial opening. In 1985, the Bureau
designed a new regulation that required all distilled
spirit containers with a capacity of one gallon or less
to have tamper-resistant devices. This regulation was
written because of a congressional decision to eliminate
strip stamps, and the industry's desire to maintain
tamper-resistance.

Milk products were also covered by a 1list of
recommendations that were not specifically called tamper-
resistant, but did provide some protection against
tampering. Most of the recommendations made were to
protect the product from microbial contamination through
the closure system, rather than a malicious attempt at
tampering. The U.S. Department of Health, Education and
Welfare, in association with the Food and Drug
Administration, developed a list of recommendations
entitled "Grade A Pasteurized Milk Ordinance (1978
Recommendations.)" Of the recommendations stated,
"Capping" may be most closely related to tamper-
resistance. This recommendation states that closures
used on milk products "shall be designed and applied in
such a manner that the pouring 1lip is protected to at
least its largest diameter and with respect ¢to fluid
product containers, removal cannot be made without
detection."‘ The last portion of the preceding statement
is part of the definition of tamper-resistance.



Federal Regulations

In November of 1982, the FDA published the first
regulations for tamper-resistant packaging entitled
"Tamper-Resistant Packaging Requirements for Certain Over
The Counter Human Drug and Cosmetic Products." This
regulation established tamper-resistant packaging and
labeling requirements for certain O0-T-C drug and cosmetic
products in response to the seven Extra Strength Tylenol
deaths earlier in the year. This action was taken to
provide consumers with some protection against future
occurrences of tampering. The Food and Drug
Administration defines a tamper-resistant package "as one
having an indicator or barrier to entry which, if
breached or missing, can reasonably be expected to
provide visible evidence to consumers that tampering has
6ccurred."5 The rule further states that "to reduce the
likelihood of substitution of a tamper-resistant feature
after tampering, the indicator or barrier to entry is
required to be distinctive by design or by the use of an
identifying characteristic."6 The regulation (21 CFR
211.132) states that all over the counter human drug
products (except dermatologics, dentifrices, insulin and
lozenges), cosmetics, 1liquid oral hygiene products,
vaginal products and contact 1lens solutions and tablets
used to make these solutions, be packaged in such a way
that they meet the requirements of a tamper-resistant

package as stated above.
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The Food and Drug Administration has never specified
what constitutes a tamper-resistant package, in terms of
closures, bottles, bands and the like. Packagers and
manufacturers are free to use any packaging system they
desire as long as the regulation is met. This has opened
the doors to a variety of different package forms. The
agency published a list of package forms in FDA
Compliance Policy Guides 7132a.17, March 1, 1988, titled
"Tamper-Resistant Packaging Requirements for Certain
Over-the-Counter (OTC) Human Drug Products," that they
feel are capable of meeting the requirements of the
regulation if they are properly designed and used in an
appropriate manner. The list includes the following:

FIIM WRAPPERS: The wrapper must have a distinctive

design, and be securely wrapped around the container.

The film must be cut or torn for the package to be

opened.

E OR : These should be made of
either foil or plastic, and each dosage unit is
individually sealed. The backing materials should
not be easily removable from the blisters.

BUBBLE PACKS: The product is sealed in plastic and
mounted in or on a display card. To remove the
product, the package must be torn or broken. The
backing material should not be readily separated from

the plastic.
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HEAT SHRINK BANDS OR WRAPPERS: The bands or wrappers
should have a distinctive design that is proprietary
and different for each product size. The band is
shrunk by heat to seal the closure/bottle interface.
The band must be torn open or cut to remove the
product. It is suggested that a perforated tear
strip can enhance tamper resistance.

oI PAPER OR PILASTIC POUCHES: The pouch should
have a distinctive logo, and must be torn or cut to
remove the product. The end seals of the pouches
cannot be separated and resealed without 1leaving

visible evidence of tampering.

BOTTLE MOUTH INNER SEALS: The seal, which can be of
paper, foil, thermal plastic, plastic film,

polystyrene foam or any combination thereof, is
sealed to the mouth of the container under the cap,
and must be broken or torn to gain entry to the
product. It is suggested that seals applied by heat
induction to plastic bottles may offer a higher
degree of tamper-resistance than an adhesive based
seal.

TAPE SEALS: Tape seals are made of paper or foil
with a distinctive design, and are sealed over all
carton flaps or a bottle cap. The seal must be
broken or torn to gain entry to the container and are
acceptable only if they contain a unique feature that

makes it apparent that the seals have been removed
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and re-applied.

RE BLE APS: These caps are made of plastic or
metal and break away fully when removed or leave part
of the cap connected to the container. In other
words, the cap or a portion of it must be broken in
order to gain entry to the product, and the cap
cannot be re-applied in its original state.

SEALED METAL TUBES OR PILASTIC BLIND-END HEAT SEALED
TUBES: Both ends of the tube must be sealed for this
to be an acceptable tamper-resistant technology.
Crimped end tubes are not acceptable. The mouth or
blind end of the tube must be punctured for the
product to be dispensed.

SEALED CARTONS: Sealed cartons are not acceptable as

currently available.

AEROSOL CONTAINERS: These containers are believed to
be naturally tamper-resistant because of their
design.

N LL _METAL H Cans are

capable of meeting tamper-resistant technology
specifications as 1long as the top and bottom are
joined to the walls in such a manner that they cannot
be pulled apart and re-assembled without 1leaving

visible evidence.
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Consumer Prefarencgs

Consumer preferences play an important part in
determining the success or failure of tamper-resistant
packaging. What are consumers looking for? What are
they 1looking at? What is important to them? What are
they willing to pay? All these questions are important
to consider. For pharmaceutical products, the threat of
tampering is still a major concern. From Packaging
Magazine's 1989 consumer survey, 91.4% of the respondents
stated that having tamper-resistant features on
pharmaceutical products is(important.7 This figure is
down slightly from 1988's 92.1%, but still outdistances
other features such as value for the money, convenient to
open and convenient to re-seal. Most consumers feel
reassured by having tamper-resistant indicators on their
f@od and pharmaceutical products. In 1988, 84% of the
respondents to the survey said tamper-resistant packaging
was extremely/very important for food products in
addition to pharmaceuticals.8

Consumers feel that tamper-resistant packaging is
important, but are consumers inspecting their packages
for signs of tampering? There is a fundamental
difference between the two. Over a three year period,
there has been a steady increase in the number of
consumers who say they are checking their éackages for
signs of tampering. 1In 1989, 85.4% of the respondents to

Packaging Magazine's survey said they have checked for
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signs of tampering, up from 82.1% in 1988 and 78.6% in
1987.9 This closer inspection of packages has led to an
increase in product rejections. In 1989, 50.3% of the
respondents rejected a package after inspection, up from
34.0% in 1988 and 31.1% in 1987.10 One thing that needs
to be considered is whether consumers are rejecting these
packages because of the tamper-resistant feature being
tampered with, or because of some type of manufacturing
variation.

When given a chance to respond to which food items
should be sold in tamper-resistant packaging, consumers
gave some very interesting answers. over fifty percent
of the respondents to Packaging Magazine's 1988 survey
said products such as candy, cottage cheese, peanut
butter, cereal, meats, cheeses, yogurt, spices and potato
chips should be sold in tamper-resistant packages. It is
reassuring that consumers feel tamper-resistant packaging
is important, and that they are inspecting packages and
rejecting what they deem to be bad.

Previous Work

There have been a number of previous studies that
have dealt with tamper-resistant packaging. The first
in-depth study was done by John Sneden at Michigan State
University. For his Master of Science thesis "Testing of

Tamper-Resistant Packaging"" and the follow-up article
in Package Engineering, "Tamper-Resistant Packaging: Is
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It Really?"12 he studied in a survey format, consumer
attitudes and perceptions towards tamper-resistant
packaging.

His attitude survey, done between November, 1982 and
January, 1983 was designed to determine the effect of
the Chicago Tylenol poisonings on consumer awareness of
tamper-resistant packaging. The questions presented to
the consumers dealt with their perceptions of
tamper-resistant packaging, and whether or not this form
of packaging was necessary or helpful. This section of
the study showed that consumers were aware of
tamper-resistant packaging, and the importance of it in
trying to help the consumer make informed judgements when
purchasing products. An interesting point raised was
that consumers were very unsure that they could detect a
tampered package.

In the sécond part of his study, Sneden evaluated the
performance of eleven different tamper-resistant packages
in protecting consumers from malicious adulteration. Two
packages of each of the eleven forms were obtained, and
one of them was tampered and repaired. Each consumer
inspected a group of eleven packages consisting of both
tampered and untampered packages. The consumer was
asked to tell if the packages had been tampered with,
using a one to five scale, one being no, two being not
likely, three being don't know, four being most likely
and five being yes. Sneden found that most of the
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packages seemed to be ineffective at communicating their
condition to the consumer. Also, a large percentage of
the consumers surveyed showed some doubt as to whether
they could determine if a package had been tampered with.
How can consumers expect protection if they can't find
something wrong?

While Sneden surveyed the consumer to develop his
opinion on tamper-resistant packaging, J. L. Rosette took
a different approach. In his thesis entitled
"Development Of An Index For Rating The Effectiveness Of
Tamper-Evident Features,"B Rosette felt that a scale or
index could be developed that would rate the effective-
ness of past, present and future tamper-evident features.
He contends that this scale could provide a reasonable
basis for determining the effectiveness of deterrents to
fhe act of product tampering. Rosette surveyed
manufacturers and users of tamper-evident packaging in
his study instead of end users or consumers themselves.
Rosette was not greeted warmly by some of those surveyed
because of their belief that a set scale for establishing
minimum standards of tamper-evidence would result in
increased regulation.

Rosette explores the factors involved in product
tampering based on the concerns of the packaging
industry. There are a number of factors that are
included in his ranking systemn. Factors such as

equipment utilized, materials required, feature
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visibility, time required, knowledge required and a cost
relationship were all factored into his rating index.
These criteria were then evaluated by individuals with no
knowledge of packaging, others with a basic knowledge of
manufacturing, and others with a thorough knowledge of
éackaging and manufacturing processes to determine a
final ranking value.

Rosette believes that manufacturers, consumers and
users of tamper-evident packaging, can all benefit from
the development of a ranking scale. Being a supplier
himself, Rosette "realizes that most suppliers accept the
manufacturer's word that such features are effective,
without understanding what tests the manufacturer used in
establishing that such products are indeed tamper-evident
products."“ By producing a rating scale, all users of
témper-resistant packaging can have a sound basis for
comparison and determining effectiveness.

Jack Rosette continued to study tamper-evident
packaging for his 1989 Doctor of Philosophy dissertation
"Improving The Effectiveness of Tamper-Evident
Packaging."15 In it Rosette modified the rating index
which he developed in his masters thesis. Using this
revised rating index and forensic packaging concepts
Rosette was able to devise an objective method for
determining which tamper-evident packaging features
provide the best protection against tampering.

Rosette is convinced that forensic packaging can be a



16

useful tool in determining the success or failure of a
particular package feature. Forensic packaging, as
defined by Rosette, is the science of "determining the
cause of package failure where the package is suspected
of causing a loss resulting in legal action."16 Forensic
itself is defined as belonging to courts of judicature or
used in legal proceedings or in public discussions. It
appears that forensic packaging can more simply be
defined as packaging ideas used in a court of law.
Rosette feels that using the concepts represented by
forensic packaging would be useful as a development tool
for determining the potential success or failure of a
tamper-evident packaging feature.

Using his 1985 index, Rosette developed a base score
for each of twenty-one different package forms or tamper-
évident features. He established the base score as a way
of determining the increased effectiveness any change in
the tamper-evident feature would have against the
standard form. Rosette 1looked not only at what are
considered standard tamper-evident features, but also at
some common package forms. Included in his testing were
brown paper bags, plastic bags, corrugated boxes, fibre
cans, metal cans, plastic pouches and clear plastic tape,
as well as most standard tamper-evident features. Rosette
then sent out surveys which asked for suggestions for
improvements to these package forms. Using these

suggestions, Rosette was able to determine improvements
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for the features by learning how these features were
violated in the first place. These improvements were
incorporated (either actually or in the case of
conceptual features, through the use of review panels)
into the feature and re-tested using the 1985 index to
establish a comparison.

Lisa Hewartson in her Masters Thesis, "An Evaluation
Of The Overall Effectiveness Of Current Tamper-Resistant
Packages,"17 combined both industry concerns and consumer
detection ability to develop an evaluation procedure.
She felt that the overall effectiveness of
tamper-resistant packaging could be determined, with
special emphasis on the consumer detection portion.

In her study, Hewartson presented eight different
tamper—resistant package forms to consumers and asked
them the question, "have these packages been tampered
with?" The consumer would see the package in either its
tampered or untampered form, but not both, and he/she was
required to answer "yes" or "no". This was a major
departure from other studies. In Sneden's study,
consumers were allowed to use a ranking scale as
explained previously, but in this case, the consumers had
to make a "yes" or "no" decision, removing the
opportunity for indecisiveness. The package forms she
used in her study included a polystyrene membrane seal, a
paper neck band, a metal break-away closure, a vacuum

button, a blister package, a foil induction seal, a
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plastic shrink band and a plastic snap cap. The consumer
would view each of the eight forms, one at a time, and
answer the previously stated question.

Hewartson found that consumers could correctly assess
the condition of a control package, put did very poorly
in assessing a tampered package. She also found that a
majority of the consumers, when forced to make this
tampered/not tampered decision, would look so intently at
a package that any little inconsistency they found would
be considered tampering. This included such
inconsistencies as manufacturing variations, common in
all packaging processes.

Hewartson also conducted surveys of packaging
professionals, asking them their confidence in the
effectiveness of tamper-resistant packaging. She found a
definite split between packaging professionals who were
confident in tamper-resistant packaging and those that
were not. Those packaging professionals not confident
about the current technologies were mostly the users of
tamper-resistant features. They felt there were serious
potential problems if steps were not taken to improve
technologies and consumer education. The suppliers of
these technologies, on the other hand, felt there were no
serious problems with the current state of

tamper-resistant packaging.
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Current Views

Throughout the literature there is a call to improve
tamper-resistant packaging and implement some form of
consumer education. Most users of tamper-resistant
packaging realize that the current state of tamper-
resistance is a time bomb waiting to explode.
Researchers are beginning to realize that the average
consumer does not know what to look for, or at, when
determining whether a package has been tampered with.
While most professionals agree that there is a need for
consumer education, there have been very few suggestions,
if any, as to how to go about educating millions of
consumers. There must be an "increased communication
between the product's marketers and consumers about what
a product should look 1like on the shelf," according to
ﬁelissa Larson, the Senior Editor of Packaging
Magazine.1

Are the tamper-resistant features in use today
effective in insuring that consumers will instantly
recognize if something is wrong with the package?
"Ideally, a tamper-evident device should function like a
red 1light, to stop the consumer about to buy or open a
tampered package," says Walter Stern, President of The
Walter Stern Consultancy Ltd.w Based on the results of
previous studies, this doesn't appear to happen. Are the
users and suppliers of tamper-resistant packaging doing

everything they can to make sure their features provide
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the maximum protection possible?
Most widely publicized tampering incidents to date
have involved pharmaceutical products, such as Tylenol,

Contac, or most recently, Sudafed. Food processors are

just as vulnerable to malicious tampering. Food
manufacturers have slowly been implementing
tamper-resistant features on their products. The

obvious question food producers must ask themselves is
which of the available tamper-resistant features would be
the most reliable, compatible with, and cost effective
for their packaging systems? The food industry has been
fortunate in that it has not been subjected to the same
scrutiny as the pharmaceutical industry. Instead of a
knee-jerk response to a tampering incident, which forced
O-T-C Drug manufacturers to comply with a regulation, the
fbod industry has had time to carefully plot a course of
action against tampering. They have had a chance to
observe the best and the worst tamper-resistant
technologies, and improve their packaging accordingly.
The "FDA wants to work with industry to: (1) utilize
more than one tamper-evident feature per package, (2)
phase out weaker tamper-evident technologies, (3) impart
uniformity to tamper-evident features within product
lines, and (4) adopt product labeling that highlights the
tamper-evident features, " according to Judy Rice,
Associate Editor of Food Processing Hagazine.a’ A

progressive move toward these goals will help avoid the
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problem that befell the pharmaceutical industry during

t+he 1980's.



MATERIALS AND METHODS

Consumer Detection Surveys

A research plan has been developed based upon the
results of previous work done in this area, the
information gathered using Hewartson's survey tool, and
the problems encountered using that survey. Part of the
current research plan required that a new survey tool be
developed to help improve the information gathering
process necessary to determine how well packages
communicate their condition to the consumer. (See
Appendix A) In the current research plan, each survey
was conducted in a one-on-one interview format, where
éach survey respondent saw each of three packages, in
either its tampered or control (untampered) form, in
random order to prevent any bias.

Each survey respondent was asked to view the package
and answer the question "Do you think this package has
been tampered with?" After he/she answered the question
with a yes or no response, he/she was asked, "What is
the reason for your decision?" By answering this
question, the respondents revealed what they were looking
at when they made the tampered or not tampered decision.
It is important that the subjects are not lead in making
their yes or no decision. It is also important to listen

22
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carefully to the subjects to gain as much unprompted
information as possible. It is much easier for the
subjects to identify reasons for a yes decision than a no
decision. For a yes decision, the subjects will usually
point out something that 1leads them to believe the
package was tampered. For a no decision, it is more
difficult for the respondents to identify what looks
right, or not wrong to them. Questioning the subjects
will usually lead to some kind of positive statement.

Once the respondents have answered these two
questions, they are instructed to open the package, or
remove the tamper-resistant feature, and are again
asked, "Do you think the package has been tampered with"
and, "What is the reason for your decision?" The
respondents were asked these questions again after
6pening the package as a way to test if there is
continuing communication between the consumer and the
tamper-resistant feature during and after removal.

Next, the survey respondents were asked to rate, on a
scale of one to five, if the package indicated to them
whether or not it was tampered. A rating of 1 denotes
that the tamper-resistant feature did not indicate its
condition, a rating of 5 denotes that it did indicate its
condition. This question is asked to determine how well
the package communicates its condition based on the
consumer's perception. These steps are repeated for each

of the five tamper-resistant features used in this study.
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The five features will be described in detail later.

After all five tamper-resistant features are
observed, the survey respondents were then asked if there
were any messages on any of the packages telling them
what to look for in determining if the package might have
been tampered with. This was an attempt to determine
what percentage of the people were aware that there are
instructions provided to assist them in making a tampered
or not tampered decision. If they answered yes to this
question they were asked for which packages they used the
instructions to make their tampered/not tampered
decision. This question was an attempt to quantify not
only how many people were aware that instructions are
provided for them, but also what percentage of the people
actually use those instructions.
| The next question in the survey was used to determine
the respondent's familiarity with the tamper-resistant
features used in this study. The respondents were asked
if they have used any products with these tamper-
resistant features during the last year. The subjects
were asked to respond yes or no to each of the five
tamper-resistant features presented.

The 1last section of the survey form consists of
demographic questions of age, sex, and educational
background. Each respondent's visual acuity was measured

using a near point visual acuity card.
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Packages and Technologies Used
Five tamper-resistant features were chosen for use in
this study that are representative of those features most
common today. Four of the features are on the Food and
Drug Administration's list of those tamper-resistant
features which if used properly, are capable of meeting
the standard for tamper-resistance. These are a film
overwrap, a blister package, a foil membrane seal and a
plastic shrink band. The fifth feature chosen, the vacuum
button, is not on the FDA's 1list of tamper-resistant
technologies, although it is wused as such a device on
many packages. Three different packages were used to
display the five  technologies, the shrink band and
membrane seal on one package, the plastic overwrap and
blister package on the second package, and the vacuum
Sutton on the last package.
Package One: Package one is an ibuprofen pain
reliever contained in a plastic bottle. The bottle
is approximately 2.5 inches tall with the closure in
place. The label is approximately 1.0 inch high. The
tamper-resistant warning appears on the principal
display panel of the label, at the top, and is in
approximately 3 point type. Type size was determined
by measuring the height of the 1letters in the
warning in inches on an optical comparator and
converting to points. It is printed in yellow on a

red background and reads "do not use if printed
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plastic bottle wrap or printed foil innerseal is
broken."

The outer tamper-resistant feature, the shrink
band, is made of ethylene vinyl acetate. The band
covers the entire body of the bottle, approximately
0.118 inches of the top of the bottle, and none of
the bottom. The shrink band is printed with the
words "Safety Seal." The words are approximately 6
points in size, and printed red on the clear shrink
band. The inner tamper-resistant feature, the
membrane seal, is an aluminum foil laminate that is
induction sealed to the mouth of the bottle. The
foil membrane seal is approximately 0.856 inches in
diameter and 1is printed with the words "Safety Seal"
in white on the silver background.

During the course of this research, the company
manufacturing the ibuprofen pain reliever changed the
container. (See Figure 1.) Both the shrink band and
the foil membrane seal were still present on the
package, but the bottle dimensions and the closure
type were changed.

The new bottle is approximately 3.5 inches tall.
The label on the bottle is also larger, now measuring
1.5 inches in height. The tamper-resistant warning
retains its place on the primary display panel, but
since the 1label is larger, the print size of the

warning is larger, measuring about 4 points. The
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warning is still printed in yellow on red and

reads, "do not use if printed plastic bottle wrap or

printed foil inner seal is broken."

Figure 1 - The Two Types of Bottles
014 bottle on left, new bottle on right

Since the print on the new label is larger than
the original bottle, there may be a problem with the
difference in 1legibility between the two bottles.
Both bottles were placed in a legibility comparator
described by Gitau in his Masters thesis "Legibility
Of cChild-Resistant Bottle Caps By Two Methods Of
Heasurement,"m as a way to quantify the 1legibility

of the two labels. The number of degrees of rotation
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quantifies the "legibility" of the container. Since
the new container has larger print, it should take
fewer degrees of rotation to be able to read the
‘warning statement. The original container was read
at 56 degrees of rotation, while the new container
was read at 38 degrees of rotation. As expected, the
new container is easier to read than the old
container by about 30 percent. Both types of
packages were used in this study and a careful record
was kept on the number of people who noticed the
warning for each type of bottle. The effect of this
change in bottles will be treated on page 53.

There was no change in either the outer or inner
tamper-resistant feature.
Package Two: The second package contains a sinus
medication. The medication comes in a 3.0 X 3.0 X
0.75 inch paperboard box, which is presented to the
consumer. The box is a secondary package for the
medication upon which the instructions for use,
product information, and tamper-resistant warnings
are printed. The tamper-resistant warning is printed
in red on a white background and is in approximately
5 point type. The tamper-resistant warning points
out each of the features used on this package.

The outer tamper-resistant feature is a clear
plastic overwrap. The overwrap is a multi-layered

structure of polypropylene and polyethylene, upon
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which are printed the words "Safety Sealed" in red in
approximately 6 point type.

The inner  tamper-resistant feature is a
push through blister package. The blisters are the
primary package for the tablets, with two tablets per
blister, six blisters per card and two cards per box.
The blister material is a semi-rigid, thermoformed
plastic with a foil/paper laminate backing.

Package Three: The third package is a glass bottle

with a vacuum button closure. The bottle itself is
approximately 6 inches tall, with a 3.5 inch label
around the entire bottle. The closure is metal, with
a gold finish and green lettering. The company logo
is in the center of the cap where the vacuum button
is 1located. Instructions for the use of the vacuum
button are printed on the ¢top of the cap in letters
that are in 5 point type. Letters that small on a
reflective background make the instructions difficult
to read. Thé instructions read "Safety button pops
up when original seal is broken" and "Reject if

button is up."

Tampering Technique

For this study an effort was made to simulate the
environment and tools of a malicious tamperer. The
packages were purchased in a number of local stores,

usually on the spur of the moment, or when more were
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needed for the study. The packages were taken home and
tampered with. The tools used were the following: three
different pairs of scissors, ranging in size from 5§
inches to 0.75 inches in length. An X-Acto knife with a
No. 2 blade, a jackknife, a pair of tweezers, scotch tape
and Krazy Glue. All these items are readily available in
stores. Figures 2 through 8 show the control and
tampered packages side by side, the tampered package
being on the right. The five tamper-resistant

technologies were tampered with as follows:

Shrink Band: The shrink band was cut length-wise
down the side of the bottle, along the seam, away
from the perforated tear tab, with the X-Acto knife.
The shrink band was repaired with two small pieces
of scotch tape placed on the inside of the shrink
band so it could not be felt from the outside. (See

Figure 2.)
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Figure 2 - The Tampered Shrink Band on the Bottle
Untampered package on left, tampered package on right

Membrane Seal: The original membrane seal was

removed completely from the bottle. A new disk of
foil was cut to the diameter of the bottle mouth from
a roll of aluminum foil bought in the store. The
smallest scissors were the easiest to use for this.
once the disk had been cut, it was glued in place

with the Krazy Glue. (See Figure 3.)
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Figure 3 - The Tampered Membrane Seal

Untampered package on left, tampered package on right

Plastic Overwrap: One of the double point end folds
was gently pulled apart with a pair of tweezers and
the flat edge of a knife. After the blisters had
been removed, tampered, and returned to the box,
the double point end fold was re-folded and glued in

place with Krazy Glue. (See Figure 4.)
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Figure 4 - The Tampered Plastic Overwrap
Untampered package on left, tampered package on right

Blister Package: For this study, the plastic blister
was cut instead of the foil backing material as had
been the case in previous studies. (See Figures 5.
and 6.) Once the blisters were removed from the box,
a blister was chosen on the opposite end from where
the 1lot number and expiration date are printed. The
blister was cut with the X-Acto knife at the base of
the blister (where the plastic meets the foil). The
blister was cut along its circumference so that one
tablet could be removed. The tablet was replaced and

the cut sealed with Krazy Glue.
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Figure 5 - The Tampered Blister Package
Untampered package on left, tampered package on right

Figure 6 - Close Up of the Tampered Blister
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Vacuum Button: The bottle was opened, releasing the
vacuum and causing the button to pop up. The cap was
replaced on the bottle and tightened by hand. No
effort was made to reestablish the vacuum. (See

Figures 7. and 8.)

Figure 7 - Tampered Vacuum Button (View 1)
Untampered package on left, tampered package on right
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Figure 8 - Tampered Vacuum Button (View 2)
Untampered package on left, tampered package on right

Statistical Design

The statistical design of this experiment was based
on the fact that each survey respondent will see all
three packages. It is important that the order of
presentation of packages is balanced to avoid any
possible bias. In this case, X = Package 1, Y = Package
2 and Zz = Package 3. Also, t = tampered and c = control.
Each package can appear as either tampered or as a
control, leading to six possibilities, Xc, Yc, Zc, Xt, Y'
or z‘. Each survey respondent will see three packages,
one each of X, Y and Z in either tampered or control

form, or any combination thereof. In this case, there
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are then eight possible groupings of packages. All three
packages are controls, [X Y 2], all three packages
c C c
are tampered, [)(t 3!t Z ], or any combination of tampered
t
and control packages, which would take like forms-
(X ¥ 2]: [X ¥ 2]; ([X Y Z2]); [X Y Z];
t c c c t c c c t t t c
[X ¥ 2]Jor [X Y Z].
t ¢ t c t t
In each of the above groups, there are six possible
orders of presentation of packages. The six possible
orders of presentation are [X Y 2], [X 2 Y],
c c c [ c

c

(Y X 2], [Y 2 X],[2 X Y] or([2 Y X]. Since
(3 c c c c [+ c c [ [ c (4
there are eight groups, and six possible presentations

within each group, there are a total of 48 or 8 X 6 48
presentations.

This design is balanced. Each type of package
appears 24 times. Also, )& will appear before Yt the
same number of times that Yt will appear before xt, in
this case six. This holds true for all the package
forms. Two complete replications of this design were run
to insure that valid statistical results were obtained.
In each replication of this experiment, the order of
presentation of each of the 48 possible treatments was
randomly assigned and presented to the survey respondents
to prevent any bias. See Appendix B for the complete
statistical design.

With 48 presentations in the study, replicated twice,

there is a total of 96 survey respondents needed to

complete the study. These 96 survey respondents must be
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representative of the total population, in terms of age
and sex breakdown. For this study the age groups were
broken down into the following categories: 20-29 years
old, 30-44 years old, 45-59 years old, 60-74 years old
and 75 years and older. Two different sources were used
to obtain information on the breakdown of people in each
age group. First was the 1980 United States Census, to
get an exact breakdown of the percentages in each age
group. Also consulted was "Projections of the Population
of the United States by Age, Sex and Race: 1988 to
2080,"zz issued in January of 1989 by the United States
Department of Commerce and the Bureau of the Census, to
find any major shifts in population density between 1980
and 1989. The population figures were also broken down
according to national, state and 1local figures to
determine if there were any major geographic differences
that might affect how the surveys were conducted. Tables

1 through 3 summarize the breakdowns.

Table 1.
National Demographic Figures: 1980 Census

Age % of $ of Subjects
Groups Total Pop. Sample in Sample
20-29 26.35 25.30 25
30-44 28.00 26.88 27
45-59 22.33 21.44 22
60-74 16.83 16.16 16

75+ 6.48 6.22 6
Totals 96
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Table 2.
State Demographic Figures: 1980 Census
State of Michigan

Age % of % of Subjects
Groups Total Pop. Sample in Sample
20-29 26.94 25.86 26
30-44 27.98 26.86 27
45-59 23.12 22.20 22
60-74 15.91 15.27 15

75+ 6.05 5.81 6
Totals 96

Table 3.

Combined County Demographic Figures: 1980 Census
Clinton, Ingham and Eaton Counties

Age % of % of Subjects
Groups Total Pop. Sample in Sample
20-29 34.93 33.53 34
30-44 28.46 27.32 27
45-59 18.57 17.83 18
60-74 13.38 12.85 13

75+ 4.66 4.47 4
Totals 96

The combined county figures were based on the
populations of Clinton, Ingham and Eaton, the counties
closest to and around E. Lansing, where the majority of
the testing took place.

There is 1little or no difference between the

demographic figures for the nation and the state. For
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the county figures, there is an increase in the 20-29 age
group, attributable to the fact that Michigan State
University is located in this region. Many of the forty
thousand students in the university are in the 20-29 age

group. Tables 4 through 6 list the projections for 1990.

Table 4.
National Demographic Figures: 1990 Projections?®

Age % of $ of Subjects
Groups Total Pop. Sample in Sample
20-29 22.47 21.57 22
30-44 33.70 32.35 32
45-59 20.18 19.37 19
60-74 16.27 15.62 16

75+ 7.37 7.08 7
Totals 96

Table 5.

State Demographic Figures: 1990 Projections?®
State of Michigan

Age $ of % of Subjects
Groups Total Pop. Sample in sample
20-29 23.55 22.61 23
30-44 34.11 32.75 33
45-59 20.11 19.31 19
60-74 16.34 15.69 16

75+ 5.89 5.65 5
Totals 96
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Table 6.
Combined County Demographic Figures: 1990 Projections®
Clinton, Ingham and Eaton Counties

Age % of % of Subjects
Groups Total Pop. Sample in Sample
20-29 . 29.14 27.97 28
30-44 36.28 34.83 35
45-59 18.39 17.65 18
60-74 11.73 11.26 11

75+ 4.46 4.28 4
Totals 96

Again, there are no statistically significant
differences between the national, state and combined
county figures for the projected 1990 populations, other
than the aforementioned rise in the 20-29 age group due
to the location of Michigan State University. The next
step is to compare the 1980 Census figures with the 1990
projections to determine any differences. Table 7 shows
no statistically significant shifts in age proportion
from 1980 to 1990. Since there were no significant
shifts, the 1980 census information is used in this
analysis because it provides concrete numbers for
population and not just a projection. At the time of the
design of the experiment, the 1990 census information was

not yet available.
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Table 7.
Differences Between 1980 Census
and 1990 Projected Sample Size Figures

IF

Age National State County
Group 1980 1990 DIF 1980 1990 DIF 1980 1990 D
20-29 25 22 -3 26 23 -3 34 28
30-44 27 32 +5 27 33 +6 27 35
45-59 22 19 -3 22 19 -3 18 18
60-74 16 16 NC 15 16 +1 13 11

75+ 6 7 +1 6 5 -1 4 4

-6
+8
NC
-2
NC

J 8core Index

The J Score Index is introduced in W. J. Youden's
paper "Index For Rating Diagnostic Tests"26 for cancer
research in 1950. According to Youden, "the ideal
diagnostic test should discriminate unerringly between
diseased and healthy individuals." This test
discriminates between the two possible types of error
that occur in diagnostic testing, false positives and
false negatives. With false positives, a person is
judged to have the disease when in fact he does not. A
false negative is exactly the opposite, where a person is
judged to be healthy when in fact he does have the
disease. The results of diagnostic testing can be

tabulated as shown on the following page:

4
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Classified Individuals
By Test Known Diseased Healthy or Control
a b
Positive (correct) (false positives)
c d
Negative (false negatives) (correct)

Figure 9 - Diagnostic Test Rating Table

This index for rating diagnostic tests can be
directly translated into a rating index for tamper-
resistant packaging. A tampered package can be likened
to a diseased ©patient, while a healthy individual
translates to a control package. When presented with the
various tamper-resistant packages, it is possible for the
consumer to misclassify them; that is, to have false
negatives or false positives. A false negative, in this
case, would be a failure to detect tampering that was
there, while a false positive is a result that indicates
tampering being seen in a control package. The results

of a consumer's judgements can be tabulated as follows:
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Package Condition
Consumer Tampered Control
Judgement (not tampered)
Tampered T, NT,
(correct) (false positives)
Not T NT,,
Tampered (false negatives) (correct)
Total T, + T, NT, + NT,,

Figure 10 - Tamper Evidence Index Judgement Grid

From the consumer judgements, a J Score can be

calculated based on the following equation:

Y, + Y,
J = Equation (1)
2
Where: Y, = Ratio of correctness of judgement for
the tampered packages:
T, - T
Y, = : n Equation (2)
T, + Ty,
And: Y. = Ratio of correctness of judgement for the
non-tampered or control packages:
NT,, - NT,
Y. = Equation (3)
NT,, + NT,

The J Score can take values ranging from +1,

representing 100% correctness, to -1, representing 100%
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incorrectness. For a tamper-resistant package to receive
a +1 rating, all the subjects that viewed both the
tampered and control packages would have to correctly
assess the condition of the package. For a -1 J Score,
all those who viewed both tampered and control packages
would have to incorrectly assess the condition of the
package.

Youden used the J Score as a way to compare
different diagnostic tests, in order to determine if one
was better than the other at making correct
classifications; that is, to remove the possibility of
false negatives and false positives. At this point in
time, there are no other diagnostic tests for determining
the correctness of Jjudgements on tampered and
non-tampered packages. A J Score can be developed for
each tamper-resistant feature to give an overall view of
how it performs on the J scale, from -1 to +1. What is
more important for this study is the two parts that
comprise the J Score, Ytand Ym.

Equations Yt and Ym can be further defined as

follows, based on the Tamper-Evidence 1Index Judgement

Grid seen in Figure 10:

Y, = Equation (2)

Where: T, = The number of survey respondents that
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identified a tampered package as tampered
(a correct judgement)

And: T,. = The number of survey respondents that
identified a tampered package as not
tampered (an incorrect judgement)

Yy or the Tamper-Evidence Ratio for the tampered package

is a quantification of the ability of a package to

communicate that it has been tampered. Like the J Score

Index, it can also take values from +1 to -1.

The same can be said for Y :
nt

NT,, - NT,
Y, = Equation (3)
NT, + NT,
Where: NT,, = The number of survey respondents that

identified a non tampered package as
not tampered (a correct judgement)
And: NT, = The number of survey respondents that
identified a non tampered package as
tampered (an incorrect judgement)

Ym, or the Tamper-Evidence Ratio for the non
T.ampered package is a quantification of the ability of a
¥P>ackage to communicate that it has not been tampered. It
& lso can take values ranging from +1 to =-1. Both !lt and
Ym should be high, or close to +1, showing that the

=z urvey respondents were capable of identifying control

«a®and tampered packages.

Since each survey is conducted in an interview
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format, the reasons for the tampered or not tampered
decision have been recorded, as stated previously. It
has been observed in previous surveys that consumers may
guess correctly on tampered packages, but they use the
wrong reason for the judgement (or guess). By comparing
the decisions with the reasons for those decisions, it is
possible to further classify the Yt and Ynt values. If a

respondent who saw a tampered package decided it was
tampered, but gave a reason other than the correct
reason, this response can be classified differently from
a response that correctly determined a tampered package
for the correct reason. This reasoning results in a

Tamper-Evidence Ratio termed Y' that is calculated from
t

the following:

Tl - T!
t nt
Y', = Equation (4)
T', + T',
Where: T', = The number of survey respondents that

identified a tampered package as
tampered for the correct reason
(a correct judgement)

And: T',. = The number of survey respondents that
identified a tampered package as not
tampered or identified a tampered
package as tampered and gave an
incorrect reason (an incorrect

judgement)
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The same reasoning holds true for the Tamper-
Evidence Index, or correctness ratio for the non

tampered packages, Y'

NT' ., = NT',

Yl

Equation (5)

NT'  + NT',

Where: NT' = The number of survey respondents that

nt
identified a non tampered package as
not tampered for the correct reason
(a correct judgement)

And: NT', = The number of survey respondents that

identified a non tampered package as

tampered or identified a non tampered

as not tampered and gave an incorrect

reason (an incorrect judgement)

This results in a J' Score Index that is somewhat

different than the regular J Score Index:

Yo+ Y
J' = Equation (6)
2
Where: Y'. = Tampered Package correctness ratio
And: Y' . = Control Package correctness ratio

The J' value gives a "truer" representation of how
well the package is communicating its condition to a
<onsumer in regards to the consumer making a tampered
©or not tampered decision.

The J Score Index is approximately normally
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distributed, and can be used to make comparisons of
tampered packages against non tampered packages, to
determine if there are significant differences between
them. Also, the J Score Index and the Y indices can be
used to compare different tamper-resistant package
forms to determine if there are statistically
significant differences between the packaging forms and
their ability to communicate their condition to the
consumer. Since Yt, Y't, Ym, Y'm, J, and J' are
linear functions of proportions, then standard errors

involve formulas for the standard errors of

Proportions.

Consideration of Confidence Level

This thesis attempts to make decisions about a
large population on the basis of small sample
information. There is no practical way to survey
@veryone who has come into contact with a tamper-
X esistant package. Thus, a sample is used which is
Xepresentative of the total population, and decisions
@A re based on this sample. Based on the questions being
&y ddressed, it is generally useful to make assumptions
& bout the populations involved. These assumptions,
Y“which may or may not be true, are backed by the
A nformation gathered from the samples taken. These
& ssumptions can lead to possible errors. Based on the

X-esults of testing, and the assumptions being made
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(called statistical hypotheses), there are two types of
error possible. Type I error, where the null
hypothesis is rejected when it is true, and Type II
error, where the null hypothesis is accepted when it is
not true. The 1level of significance is the maximum
probability that a Type I error will occur, which is
the most important error of the two types. In
practice, 1levels of significance, or a values of .01,
.05 and .10 are used most frequently in applications
ranging from statistics courses to experimental designs
in industry. When a significance level of .05 is
chosen in testing a hypothesis, then there is a 5
percent chance that a Type I error will be committed,
or a 5 percent chance that the null hypothesis will be
rejected when it is true.

A tamper-resistant package should be able to
instantly alert a consumer to the fact that someone
else had been inside the package. Ninety five percent
confidence is generally accepted as the confidence
required to spend money in a given situation, such as
material or machinery changes. Tamper-resistant
Ppackaging is a special situation though. In this area
of packaging, loss of 1life is an important
consideration not generally factored in, when making
changes to existing packaging systems.

Suppose that two package designs are Dbeing

compared as to their ability to convey a tampered
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condition. The null hypothesis of no difference in the
effectiveness 1is rejected with a probability a when it
is true. For a given sample size, the lower the value
of o« chosen for the test, the smaller the power is for
the test to detect a difference in the effectiveness of
the designs to convey a tampered condition. Since
failing to detect a difference (producing a false
negative) 1is a serious error, there is reason to use
larger a- levels than are traditional. In regard to
confidence interval estimation, this suggests
confidence levels lower than 90 percent.

Since no dollar value can be placed on a human
life, this more liberal confidence 1level should be
used. Seventy five percent confidence should be high
enough to consider avoiding 1loss of life. Granted,
considering material costs, changeover costs, and a
multitude of other factors, a company should not jump
blindly into changing packages. If there is the
Ppossibility that this new package form can improve a
consumer's ability to detect tampering, or consistently
¥Yield higher Yt values and ultimately save 1lives,

Further testing is warranted.



RESULTS

Tamper-resistant packaging was implemented to help
consumers make more informed judgements as to the
condition of the. package, or in short, to protect the
consumer against tampering. To do this, the package must
be adept at communicating its condition. The burden of
communication should not be placed solely on the package
though. The user of the package must be able to pick up
the subtle changes that a malicious tamperer could make
to the package. To best evaluate a feature on its
communicative ability, the survey form must include a
section that requires a reason for each tampered or not
tampered decision that the consumer gives, for each
technology viewed. The information gathered here will
provide insight as to what is going through the minds of
consumers as they make their tampered or not tampered
decisions. The methodology developed here provides a way
to determine the tamper-evidence of a package, or the
<degree to which tampering is apparent to the observer.
Xt is not possible to make a definitive statement on
which tamper-resistant technology is best at
<ommunicating its condition because this methodology
tests only the tampering condition discussed here.

Xf the method of tampering is changed, the resulting

52
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values used to make these comparisons would change also,
depending on the sophistication of the tampering. This
section of the thesis will attempt to bring perspective
to the problems being faced by tamper-resistant
packaging by viewing the problems in their most broad
terms, and working towards a definitive statement based
on the results of the surveys conducted.
Use Of Instructions

For the package to successfully communicate its
condition, the consumer must be aware of the safeguards
that are in place and how to use them. For this study,
each tamper-resistant technology was pointed out to the
consumer, but they were not told how to use it. By not

telling the consumer how to use the technology to detect

tampering, no extra information was given to the
consumer. Information on how to use each tamper-
resistant feature was given by the company

producing the product somewhere on each package, whether
it was on the back panel in the case of the plastic
overwrap and blister package, or right on the cap in the
case of the vacuum button. Tables 8 and 9 show the
Percentage of survey respondents that reported there was
& message about how to use the tamper-resistant feature,
and if they actually used the message to help them make

their tampered or not tampered decision.



Table 8.

Percentage of Survey Respondents Who Reported That
The Tamper-Resistant Message Was Present

Package Type Actual Percentage

original SB'/ Ms? 15/60 25.0

Replacement SB / MS 10/36 27.8

Total SB / MS 25/96 26.0

PO/ BP* 28/96 29.2

Vacuum Button 42/96 43.8
Table 9.

Percentage of Survey Respondents Who
Used The Tamper-Resistant Message

Package Type Actual Percentage
original sB'/ Ms? 5/60 8.3
Replacement SB / MS 5/36 13.8
Total SB / MS 10/96 10.4
PO’/ BP* 11/96 11.5
Vacuum Button 33/96 34.4

|

S WN P

Shrink Band
Membrane Seal
Plastic Overwrap
Blister Package
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The percentages did not differ significantly between
the original and replacement shrink band/membrane seal
or the total shrink band/membrane seal and the plastic
overwrap/blister package. The vacuum button showed much
higher recognition and use, possibly because the message
was located right around the vacuum button. If the
subject 1looked at the vacuum button, there was a good
chance that he/she would see the tamper-resistant
message. As noted previously, the message was printed
green on a highly reflective gold background, making it
difficult to see, which may explain the lower percentage
in the 20/40+ visual acuity category who saw it (Table
10). Putting the message in close proximity to the
tamper-resistant feature may improve the actual use of
the message, and possibly, better use of the

tamper-resistant technology.

Table 10.
Percentage of Survey Respondents Who Saw the
Tamper-Resistant Message for the Vacuum Button

Visual Acuity | Total 1In Number Who Percentage

Group Saw Message
20/20 58 27 46.6
20/30 20 10 50.0

20/40+ 18 5 27.8
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Reasons For Consumer's Decisions

The most important information gathered by this work
lies in the responses of the consumers as they made their
tampered or not tampered decisions. Tables 11 through 15
show the frequency and type of incorrect responses when
viewing a tampéred package; for those that both correctly
and incorrectly judged the condition of the package, for

each technology, before and after opening:

Table 1lla.
Incorrect Reasons for Correct Judgements
on the Tampered Shrink Band, Before Opening

Frequency Response

6 Wrinkles, bulges, bubbles (Mfg variation)
1 Part of Shrink band is mlssing on top
1 Plastic not even on top

Table 11b.

Reasons for Incorrect Judgements on the
Tampered Shrink Band, Before Opening

Frequency | Response

15 No broken seals, no rips tears or reseals
12 Fits snugly around the bottle
2 Hard to tamper and make it look the same
1 Safety Seal messages are intact
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Table 1llc.
Incorrect Reasons for Correct Judgements
on the Tampered Shrink Band, After Opening

Frequency Response

1 Whole band came off
1 Looks like glue at tear point
Table 114d.

Reasons for Incorrect Judgements on the
Tampered Shrink Band, After Opening

Frequency Response

3 Everything is tight and secure

1 Properly sealed

1 Band not removed previously
Table 12a.

Incorrect Reasons for Correct Judgements
on the Tampered Membrane Seal, Before Opening

Frequency Response

1 Contents could be adulterated
1 Air puffing out seal
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Table 12b.

Reasons for Incorrect Judgements on the
Tampered Membrane Seal, Before Opening

Frequency

Response

32

=N W

Fully sealed around all edges, no breaks,
tight and secure

Factory installed

Can't remove and replace foil

No bulges or wrinkles in foil

Seal is air tight

Table 1l2c.

Incorrect Reasons for Correct Judgements
on the Tampered Membrane Seal, After Opening

Frequency

Response

1l

Cotton pushed way down

Table 124.

Reasons for Incorrect Judgements on the
Tampered Membrane Seal, After Opening

Frequency

Response

11

HREREPRPODNWS

Glued all the way around

Cotton still there, in correctly
Came off like it should

Came off easy, would accept it
Hard to remove seal

Looks factory installed

No extra glue on lip

Same foil used on all packages

Foil feels thinner, would accept it
Seal is air tight
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Table 1l3a.

Incorrect Reasons for Correct Judgements
on the Tampered Plastic Overwrap, Before Opening

Frequency Response
1 Not on as tight as it should be
1 Back overlap area is not right
1 Tape on one side

Table 13b.

Reasons for Incorrect Judgements on the
Tampered Plastic Overwrap, Before Opening

Frequency Response
19 Plastic doesn't look ripped, opened
or torn
8 Flaps are sealed tight
4 Letters in "Safety Sealed" would not be
aligned if plastic broken
2 Glue still intact
1 Looks brand new off shelf
1 No marks showing tampering

Table 13c.

Incorrect Reasons for Correct Judgements
on the Tampered Plastic Overwrap, After Opening

Frequency

Response

None
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Table 13d.
Reasons for Incorrect Judgements on the
Tampered Plastic Overwrap, After Opening

Frequency Response

Difficult to remove overwrap

No rips, holes, breaks, tears or tape

Was glued down at ends

Came off the way it should

Wrap was a fragile covering

Overwrap wouldn't fit back on if tampered

HFERMMWAN

Table 1l4a.
Incorrect Reasons for Correct Judgements
on the Tampered Blister Package, Before Opening

Frequency Response

4 "Sine-Off" should be up on all pills
1 Foil backing has mark on it
Table 14b.

Reasons for Incorrect Judgements on the
Tampered Blister Package, Before Opening

Frequency | Response

28 Foil backing intact
18 Plastic blister is intact
5 Not open at foil/blister interface

4 Pills sealed in tight, not moving around
4 "Sine-Off" not up on all pills

2 Can't put back together if tampered

1 Lot numbers would not align if tampered
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Table 1l4c.

Incorrect Reasons for Correct Judgements
on the Tampered Blister Package, After Opening

Frequency

Response

RFHERBERN

Some pills came out easier than others
Lack of vacuum in blisters

No difference in opening the blisters
Semi-circle cut around one edge

One part of the backing not right
"Sine-Off's" should all be up

Table 14d.

Reasons for Incorrect Judgements on the
Tampered Blister Package, After Opening

Frequency | Response
12 Foil backing not broken
10 Pills came out the same as others used
9 Hard to get pills out
9 Blisters not cut or broken
4 No play of pill in blister
3 Not open at blister/foil interface
3 Can't tamper with and repair
2 Pills all the same
1 "Sine-Off's" should all be up

Table 1l15a.

Incorrect Reasons for Correct Judgements
on the Tampered Vacuum Button, Before Opening

Frequency Response
3 Should have a shrink band on it
1 No pressure spot
1 Some contents gone from bottle
1 Can see crease in vacuum button
1 Cap should be down farther on neck
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Table 15b.

Reasons for Incorrect Judgements on the
Tampered Vacuum Button, Before Opening

Frequency

Response

RERENDNO

No dings, dents, scratches, leaks on cap
No plastic band around cap

Seal has not popped up

Nothing missing or in bottle

Cap is still on

There is a little flex in cap

Table 15c.

Incorrect Reasons for Correct Judgements
on the Tampered Vacuum Button, After Opening

Frequency Response
1 Looks as if lost some fluid
1 Should have plastic band around cap

Table 154.

Reasons for Incorrect Judgements on the
Tampered Vacuum Button, After Opening

Frequency | Response
3 Heard vacuum release
1 No protection against removing cap
1 Cap same after removing
1 Should be harder to open
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For the shrink band technology, most consumers
checked to make sure that the band fit snugly and
completely around the bottle, and that it had no rips or
tears. This careful observation allowed 14 people to
notice the tampering before opening the package. Some of
the consumers who inspected for the same thing did not
notice the tampering. While opening the package improved
the rate of detection of tampering for all but one of the
tamper-resistant technologies, the improvement with the
shrink band was the most significant. The scotch tape
placed on the cut seam was very difficult to see while
the shrink band was on the bottle, due to the
transparency of the tape and the color of the bottle.
Once the shrink band was removed though, the tape was
easily noticeable because of the differing background
that the tape was against. (See Figure 11) This resulted
in a marked increase in correct judgements. It seems
that with a clear shrink band and a white bottle the
probability of detection is hampered. If the bottle and
band were of differing colors, say a clear shrink band on

a blue or red bottle, detection might be easier.
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Figure 11 - Tampered Shrink Band Showing Tape

In the case of the membrane seal, one point stood
out. Not one survey respondent said that the membrane
seal was tampered because the words "Safety Seal" were
missing from the foil membrane. Not using such an
obvious mode of detection shows incredible ignorance
on the part of the consumer. When consumers were asked
to judge the membrane seal, most checked to see that it
was fully sealed around all edges of the bottle and that
there were no breaks or cuts in the foil, as can be seen
in Table 12b. When the consumer was asked to completely
open the membrane seal, many noticed that the foil did

not feel right, or give enough resistance for it not to
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have been tampered with. Still, three people said that
it came off like it should, and one person said that it
was the same foil used on all membrane seals. (See Table
124d.) How can the package be expected to protect the
consumer if the consumer does not know how to use the
package, or what to look for in determining if the
package was tampered? In this case, it seems that
consumer education in better use of the membrane seal may
be beneficial. However, this cannot be the end-all-and-
be-all solution. For example, if the public is educated
to 1look for the words "Safety Seal" on all membrane
seals, it is safe to assume that most tampering with
common household foil would be detected. However, there
is always the possibility that the malicious tamperer may
have access to the printed foil and use it instead. Most
people in this survey did not notice that the membrane
seal had been glued to the bottle (not induction sealed
as it normally is); consequently, the method of detection
has been taken away from the consumer. In this survey,
less than 50 percent of the consumers were correct in
their tampering judgement about the membrane seal, even
after opening. Opening did help, with detection rising
from 12 before opening to 23 after opening. How do you
protect the four people that said the membrane seal was
not tampered after opening because the cotton was still
in the bottle?

Tables 13a and 13b show that most of the people who
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checked the plastic overwrap for signs of tampering
before opening checked the plastic for rips and tears.
They also checked to determine that the plastic overwrap
was not broken or open around the corners or at the
double point end fold on either edge of the overwrap.
The plastic overwrap was tampered by separating the
double point end fold on one end of the box so that the
box could be opened, the blisters removed, tampered and
replaced, the box closed, and then the plastic glued
shut. In this regard, consumers were inspecting the
correct area of the package. Also, four consumers
checked the lettering on the overwrap to make sure that
the letters were aligned. Still, only 18 survey
respondents, or 37.5 percent of the people noticed the
tampering. Opening the plastic overwrap increased
tampering detection, raising the percentage to 52.1
percent. Still, this number is too low, especially since
most of the consumers were looking at the right area of
the package to detect tampering. After opening, the
consumers again looked for rips, holes, breaks, tears or
tape as signs of tampering (see Table 13d). Seven people
based their decision on the ease of opening or removing
the overwrap. The material used for this overwrap was
relatively strong and tear resistant. Since most
consumers based their decision on the condition of the
overwrap, one way of improving detection might be to use

a more fragile overwrap, one that would tear more easily
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and leave more evidence when opened.

The blister package was different from the other
tamper-resistant technologies in that there was no
improvement in detection after opening. One person in
the entire survey group was able to detect the tampering.
It's not that the 47 people who missed the tampering did
a poor job inspecting the packages. As Table 14b shows,
consumers inspected the foil backing to be sure that it
was intact. They also looked at the blisters themselves
for signs of tampering. This package is a perfect
example that consumer education is not the WHOLE answer
to tamper-resistant packaging's problems. Most of the
tampering incidents that have occurred previous to this
study have happened to blister packages. The tamperer,
in these cases, went through the foil backing to get at
the capsule. So there has been some education to this
route of entry into the blister package (especially, with
the recent Sudafed tampering in Washington.) By
changing the route of entry, that education, to look at
the foil backing has been neutralized. Many consumers
stated that the package performed the way they expected
it to, based upon other packages they had used (as can be
seen in Table 14d.) Another interesting point raised by
the consumer's responses was that some expect complete
uniformity of the product in the package. A number of
people stafed that the words printed on the tablets
should all be face up, and it was a sign of tampering if
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they were not, as can be seen in Tables 14a, 14b, 1l4c and
144. The producers point out that the words are a
tamper-resistant feature in that each tablet should be
imprinted. It seems that the good intentions of the
company have confused a number of people. If this
results in returned product, the company would lose money
because consumers could become suspicious if they feel
that the tamper-resistant feature is on the wrong side
of the tablet.

The blister package performed much worse in this
study than in previous studies because of the
sophistication of the tampering method. This is why a
definitive ranking scale for tamper-resistant packaging
cannot be developed based on the results of this study.
Any change in the tampering technique will have a
resulting impact on the detection rates of consumers.

For this study, consumers were best able to tell
that the vacuum button was tampered. Those that were
wrong in their assessment of tampering did so for varied
reasons, as can be seen in Tables 15a and 15b. Only 19
out of 48 consumers were incorrect in their assessment
before opening, and after opening there were only 8. Of
those that were wrong before opening, 2 people said that
there was no indicator, or no way to tell if the vacuum
button was tampered before opening. Three consumers said
that the vacuum button should have a shrink band on it,

showing a familiarity with a different packaging system.
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One possible reason that consumers were able to tell that
the vacuum button was (or was not) tampered, was that
they could use more than just their sense of sight to
make their determination. While other tamper-resistant
technologies depended mostly on visual inspection, the
vacuum button also used the senses of touch and hearing.
Consumers could push the top of the cap to determine if
the button was up, and they could hear the vacuum (or the
lack of it) when removing the cap from the bottle.
Again, it is important to point out that this does not
mean that the vacuum button is better than the other
tamper-resistant technologies. If the method of
tampering is changed, this methodology may show that the
vacuum button is not as successful at communicating its
condition as it appears to be here. What can be said
though, 1is that it appears that if multiple senses are
used in making the determination, the probability of
detecting tampering may be increased.
Effect of Demographics

The statistical analysis of the research data was
done with a view towards using the overall results to
evaluate differences between technologies. To use the
overall values for each technology with confidence, the
different factors that make up the overall values, such
as age, visual acuity, sex, and education must be tested
to determine any significant contribution from them.

Due to the small number of samples in the 60-74 and
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75+ age groups, these two groups were combined into
the 60+ age group for the statistical testing. The
testing was carried out using the Fisher-Irwin exact
test for a 2 X 2 contingency table, an explanation of
which can be found in most basic statistics texts.
Tables 16 and 18 show the two-sided p-values of the tests
for each comparison listed. The table values range from
0.0 to 1.0, with a value of 1.0 meaning no significant
difference between comparisons and a value of 0.0 meaning
the comparison is significantly different. In Table 16,
which shows the statistical significance of Y't , only
correct judgements on the tamper-resistant feature for
correct reasons were considered to be correct. All other
assessments were considered to be incorrect. For Table
18, which shows the statistical sigﬁificance of Ym,
only incorrect judgements on the tamper-resistant
feature were considered incorrect. If a consumer
correctly assessed the condition of the technology but
did so for the wrong reason, the answer was still
considered correct. Table 18 measures the producer's

risk that the consumer will incorrectly identify a good

package as being tampered.
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Table 16.

Statistical Significance of Y', After Opening
Using the Fisher-Irwin Exact Test

Comparison sB! Ms? o BP* vB®
Age:

20-29 vs 30-44 | 1.000 | 1.000 | 0.158 | 1.000 | 1.000
20-29 vs 45-59 | 1.000 | 1.000 | 0.057 | 1.000 | 0.556
20-29 vs 60+ 0.175 | 0.688 | 0.089 | 1.000 | 0.026
30-44 vs 45-59 | 0.478 | 1.000 | 0.688 | 1.000 | 0.600
30-44 vs 60+ 0.029 | 0.670 | 1.000 | 0.448 | 0.116
45-59 vs 60+ 0.149 | 0.670 | 1.000 | 1.000 | 0.356
Sex:

Male vs Female | 0.429 | 0.777 | 0.773 | 1.000 | 0.442
Visual Acuity:

20/20 vs 20/30 | 1.000 | 0.113 | 0.146 | 1.000 | 0.187
20/20 vs 20/40+| 1.000 | 0.709 | 0.482 | 1.000 { 1.000
20/30 vs 20/40+| 1.000 | 0.060 | 0.669 | 1.000 | 1.000
Education:

HSG® vs SMCLG’ 0.350 | 1.000 | 0.319 | 1.000 | 0.949
HSG® vs CLGGRD® | 1.000 | 0.672 | 1.000 | 1.000 | 1.000
SMCLG vs CLGGRD| 1.000 | 0.313 | 0.317 | 1.000 | 1.000

1.
2.
3.
4.
5.
60
7.
8.

Shrink Band
Membrane Seal

Plastic Overwrap

Blister Package
Vacuum Button

Some High School and High School Graduate

Some College or Business School

College Graduate and Beyond




72

These comparisons are made to identify trends that
might signal that one or more of the groups has a
significant affect on the outcome of the experiment.
Overall, there was no assignable significance present,
meaning that no one group was significantly  Dbetter at
identifying tampering than another. There was no group
that was consistently worse at detecting tampering over
all five technologies viewed. There were, however, some
interesting anomalies that appeared. In the case of the
tampered shrink band and tampered vacuum button after
opening, the 60+ age group was significantly different
from all of the other age groups. (See Table 16) This may
point to some inability of the 60+ age group to detect
tampering. When examining the reasons for the decisions
that the 60+ age group made, there were no unorthodox
explanations given. In both cases though, the number of
incorrect responses from the 60+ age group made up at
least half of the total incorrect responses. A
contributing factor to this may be the relatively small
sample size making up the 60+ age group, with only ten
people seeing a tampered shrink band and only nine seeing
the tampered vacuum button. Another possibility that may
contribute to the inability of the 60+ age group to
detect tampering was the declining visual acuity of older
people. For the shrink band, 2 of the 4 people in the 60+
age group who incorrectly identified a tampered package

had 20/20 vision while the other 2 had 20/40+ vision.
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Consulting Table 16, the comparison between the 20/20
visual acuity group and the 20/40+ visual acuity group for
the shrink band technology yielded a Fishers significance
of 1.00, which is no significant difference. For the
vacuum button, one person had 20/20 vision, two had 20/30
vision and one had 20/40+ vision. Table 16 shows that the
20/20 versus the 20/30 comparison yields a 0.187
significance level, showing that the groups were different
with a confidence of 81.3. The other two comparisons
showed no significance, which leads one to believe that
the difference between the 20/20 and 20/30 visual acuity
groups can be attributed to random variation due to small
sample size.

The same reasoning applies to the apparent difference
between the 20-29 age group and the other age groups, with
respect to the plastic overwrap. Table 16 shows what
appears to be a difference between the age groups stated
within the plastic overwrap, but that difference does not
appear in any of the other tamper-resistant technologies.
Seven people in the 20-29 age group saw the tampered
plastic overwrap, and only one person was correct (14.3%)
in his/her assessment of the package, as compared with 3
out of 13 (23.1%) for the 30-44 age group, 6 out of 12
(50%) for the 45-59 age group and 8 out of 16 (50%) for
the 60+ age group. The two youngest age groups had the
most difficulty with this technology. It is safe to

assume that the younger ages, with better visual acuity
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would be more successful in picking out the tampering,
which apparently is not the case in this instance. One
possible explanation may be that the older age groups,
with somewhat poorer eyesight, may have inspected the
plastic overwrap more closely. Another possible
explanation may be that in today's fast-paced world, the
younger age dgroups may take 1less time to inspect the
packages as a force of habit. The more time that is spent
inspecting the packages, the more likely tampering may be
noticed. Table 17 shows the average amount of time taken

by each age group to inspect the packages in this study.

Table 17.
Average Time Spent Inspecting All Three Packages

Group Avg. Time (min) S.D. Number in Sample
20-29 17.52 3.89 25
30-44 17.67 6.99 27
45-59 18.09 3.13 22
60+ 22.95 7.12 22
Male 18.49 5.75 47
Female 19.36 6.18 49
20/20 17.76 5.48 58
20/30 19.40 4.99 20
20/40+ 22.22 7.30 18
HS & HSG! 19.01 5.30 11
Some Col? 19.61 6.73 28
Coll Gra3 18.42 5.71 57

1. Some High School and High School Graduate
2. Some College or Business School
3. College Graduate or Beyond
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As the age groups became older and the visual acuity
worsened, the length of the inspection became longer. In-
spection time was not affected by sex or education level.
Table 18 can be considered as the producer's risk

that a consumer will incorrectly identify a control
package as tampered. Looking at Table 18, it appears that
there is a significant difference between the 60+ age
group and the other age groups when determining if a
control package is tampered for the plastic overwrap and
blister package technologies. What stands out in this
case, that did not in the other discussions pertaining to
the 60+ age group, is that these technologies were on the
same package while the others were not. When looking at
the number of 60+ persons to inspect this package, only 6
viewed the control plastic overwrap/blister package
combination. Of these 6, 2 people were correct on the
plastic overwrap (33.3%) and 3 were correct on the blister
package (50%). Table 19 shows the other results. This
apparent significance is probably due to the small sample

size of the 60+ age group.
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Table 18.

Statistical Ssignificance For Y, After Opening
Using the Fisher-Irwin Exact Test

Comparison SB! Ms? Po? BP* vB®
Age:
20-29 vs 30-44 1.000 1.000 0.158 1.000 1.000
20-29 vs 45-59 0.090 1.000 1.000 1.000 1.000
20-29 vs 60+ 0.040 1.000 0.129 0.035 1.000
30-44 vs 45-59 0.348 1.000 1.000 1.000 1.000
30-44 vs 60+ 0.185 1.000 0.122 0.061 1.000
45-59 vs 60+ 1.000 1.000 0.036 0.234 1.000
Sex:
Male vs Female 0.498 1.000 0.740 0.188 1.000
Visual Acuity:
20/20 vs 20/30 1.000 0.105 1.000 1.000 1.000
20/20 vs 20/40+| 1.000 0.257 1.000 0.981 1.000
20/30 vs 20/40+| 0.655 1.000 1.000 0.525 1.000
Education:
HSG® vs SMCLG’ 0.586 1.000 1.000 0.953 0.531
- HSG vs CLGGRD® 0.150 1.000 1.000 1.000 1.000
SMCIG vs CLGGRD| 0.250 0.543 0.278 1.000 0.092

Shrink Band
Membrane Seal

Plastic Overwrap

Blister Package

Vacuum Button

Some High School or High School Graduate

Some College or Business School

College Graduate or Beyond
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Table 19.
Survey Results of Consumer Inspection of the
Control Plastic Overwrap and Blister Package

Number of People % Correct % Correct
Age Group | Viewing Package Plst Ovwp | Blst Pkg

20-29 18 77.8 94.4
30-44 14 78.6 92.9
45-59 10 90.0 90.0

60+ 6 33.3 50.0

None of the separate groups in the categories
considered (age, sex, visual acuity or education) show a
tendency towards greater success at judging the condition
of a package. As an example, if the 60+ age group was
significantly worse at detecting tampering for each of the
tamper-resistant technologies, any further statistical
analysis should treat each age group separately. For this
thesis, since there are no assignable factors to explain
the occurrences stated earlier, other than the fact that
in some cases the sample size was very small, the overall
numbers for each tamper-resistant technology will be used
in the following discussions (See Appendix C, Table 30 for

overall results).

Before Opening versus After Opening
As important as the tamper-resistant feature is as a
deterrent to opening a tampered package, the communication

between package and consumer cannot stop there. The
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information gathered by the consumer while opening the
package can be just as important in preventing tampering
related deaths. The survey for this study was designed to
allow the survey respondents to open the package, and by
doing so, gather information to determine if opening the
package had an effect in detecting tampering. As Table 20
shows, opening the package had a significant effect on the
consumer in deciding whether the package was tampered or
not. In four out of the five technologies, there were
significant differences between before and after opening
in detection of the tampered package. Opening or removing
the tamper-resistant technology did help, with an increase

in detection being shown in all but the blister package.

Table 20.
Before Versus After Opening Fishers Significance
Values for Each Tamper-Resistant Technology

T-R Feature Tampered Package Control Package
Shrink Band 0.000 0.609
Membrane Seal 0.033 0.677
Plastic Overwrap 0.218 ' 0.819
Blister Package 1.000 1.000
Vacuum Button 0.022 0.065

Two tamper-resistant features in Table 20 stand out,
the shrink band and the blister package. For the blister
package, opening did not have the desired affect of

improving tampering detection. This may be a result of
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the type of tampering done to this package. In the other
four tamper-resistant features, the feature itself was
altered in some way. For example, the shrink band was cut
and taped together. 1In the case of the vacuum button, the
vacuum was released and the button had popped up. On the
blister package, the main feature that people looked at
was the foil backing. Since the tampering was done away
from the foil, opening the foil did not help in the
detection of tampering, thus the 1.000 value for the
tampered package. The shrink band was at the opposite end
of the scale with a 0.000 significance. The shrink band
went from 14 correct tampering detections before opening
to 41 correct after opening, an increase of 192.86
percent.

For the control packages, opening had little effect
on improving detection except for the vacuum button. For
the vacuum button, before opening, 35 survey respondents
were correct in their assessment of the control package.
After opening, that number rose to 43, an increase of 8,
the greatest increase of any of the tamper-resistant
features. Consumers are generally able to correctly
identify a control package by sight before they open it,
so there is not much room for improvement by opening the
package. Since all the technologies rely on the sense of
sight for the determination of tampering, the technology
that uses more senses may have a better chance at

improving tampering detection. The vacuum button not only
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uses the sense of sight, but also the sense of touch (by
pushing on the button to determine if it is up) and the
sense of hearing (as the release of the vacuum can be
heard upon opening). The same applies for the tampered
vacuum button, as explained earlier.

Allowing the survey respondents to open the packages
did help improve their tampered/not tampered judgements,
but the way in which it was accomplished is not
representative of the true use condition of the package.
Numerous times when conducting the surveys, the consumer
removed a tamper-resistant feature, discarded it, and did
not use it again to make the tampered/not  tampered
decision. Because of the way the survey form was worded,
the consumers were asked to again 1look at the tamper-
resistant feature and determine if it was tampered. By
forcing the survey respondents to again pick up the
tamper-resistant technology and examine it, information
was gained that may not have otherwise been gained. This
does not mean that opening a tamper-resistant feature
would not help to make correct judgements, because it
does. The use condition is not simulated closely enough
here. In future studies, the true use condition should be
better simulated by asking the question "Do you think this
package has been tampered with" only once, after the
consumer has opened the package.

Tables 21 and 22 show the 1last group of comparisons

made in this study. Each tamper-resistant technology was
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compared against the others before and after opening the
tampered packages and before and after opening the control

packages.

Table 21.
Statistical Significance of Y', for Comparisons
Between Technologies Using the Fisher-Irwin Exact Test

Before After
Comparison Opening | Opening
Shrink Band vs Membrane Seal 0.8187" 0.0002
Shrink Band vs Plastic Overwrap 0.5146" 0.0008
Shrink Band vs Blister Package 0.0004 0.0000
Shrink Band vs Vacuum Button 0.0038 1.0000"
Membrane Seal vs Plastic Overwrap 0.2708" 0.8380"
Membrane Seal vs Blister Package 0.0018 0.0000
Membrane Seal vs Vacuum Button 0.0009 0.0005
Plastic Overwrap vs Blister Pkg 0.0000 0.0000
Plastic Overwrap vs Vacuum Button 0.0406 0.0020
Blister Package vs Vacuum Button 0.0000 0.0000

Table 22.
Statistical Significance of Y, for Comparisons
Between Technologies Using the Fisher-Irwin Exact Test

Before After
Comparison Opening Opening
Shrink Band vs Membrane Seal 0.0909 0.0401
Shrink Band vs Plastic Overwrap 0.2243 1.0000
Shrink Band vs Blister Package 1.0000 0.2848
Shrink Band vs Vacuum Button 0.3235 0.0893
Membrane Seal vs Plastic Overwrap 0.0018 0.0221
Membrane Seal vs Blister Package 0.1586 0.4861
Membrane Seal vs Vacuum Button 0.0037 1.0000
Plastic Overwrap vs Blister Pkg 0.1374 0.1902
Plastic Overwrap vs Vacuum Button 1.0000 0.0528
Blister Package vs Vacuum Button 0.2083 0.7401
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Table 21 shows that in all but three cases (denoted
by an asterisk, before opening) the number of consumers
who identified tampering when two technologies were
compared was different. In comparing the shrink band and
the membrane seal, the difference between the two
technologies was 2 detections of tampering. For the
comparison between the shrink band and the plastic
overwrap, the difference between the two technologies was
only 4 detections of tampering. It stands to reason that
the membrane seal and plastic overwrap comparison would
not be significant either, the difference being 4
detections also. Since the blister package was the least
effective in communicating its condition in this study,
any comparison made with it would be highly significant.
This is useful in determining which technologies are
different from each other. It could also be used to
determine which technology is best at communicating that
it had been tampered before and after opening. The vacuum
button was the most successful at communicating its
condition before opening; but after opening, the shrink
band and vacuum button were equally successful and showed
no statistical difference.

Table 22 on the other hand shows which technology did
the best job communicating that it was not tampered. All
the technologies were much better at communicating the
non-tampered (control) condition than the tampered

condition. Before opening, the range of correct
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assessments was from a low of 34 out of 48 (71%) for the
plastic overwrap, to a high of 46 out of 48 (96%) for the
membrane seal. One interesting point about Table 23 is
that for the tampered package there was always improve-
ment from before to after opening (except for the blister
package where there was no change). Such was not the case
for the control packages. While three technologies did
increase their detection, two technologies, the shrink
band and membrane seal, actually decreased. More people
observed that the control packages of these two
technologies were tampered with after removal of the
tamper-resistant feature than before the feature was
removed. This may have something to do with the fact that
the instructions for these two technologies were the least
read (26.04%) and the least used (10.4%). It may also be
because of the personality of the consumers surveyed.
They may have been naturally distrusting, which could
result in returned packages and 1loss of sales for the
producers of products using shrink bands and membrane
seals. Again, it is important to note that one cannot say
with certainty that one tamper-resistant technology is
better than another. If the method of tampering is
changed, testing with this methodology will result in
different Y't and Y values. Table 23 shows the overall

nt

numerical survey results.



84

Table 23.

Consumer Survey Results

Overall Results

Before Opening

After Opening

Tampered Control Tampered Control
T-R Tech. Package Package Package Package
Sshrink Band
Cor/cCor! 14 40 41 37
Cor/Inco 8 0 2 o
Incor’ 26 8 5 11
Membr Seal‘
Cor/Cor 12 46 23 44
Cor/Incor 2 0 1 1
Incor 34 2 24 3
Plast ovrp’
Cor/Cor 18 34 25 36
Cor/Incor 3 0 0 0
Incor 27 14 23 12
Blst Pkg® :
Cor/Cor 1 41 1 42
Cor/Incor 5 0 7 (v}
Incor 42 7 40 6
Vac Button’
Cor/Cor 29 35 40 43
Cor/Incor 6 11 2 1
Incor 13 2 6 4

2.
3.

5.
6.
7.

Correct for Correct Reason
Correct for Incorrect Reason

Incorrect

Membrane Seal
Plastic Overwrap
Blister Package
Vacuum Button




CONCLUSIONS

Tamper-Resistant Packaging Fails To Protect Consumers
The purpose of tamper-resistant packaging is to
protect the consumer from malicious tampering, which has
caused a number of deaths since 1982. The results of the
testing done with this methodology shows that
tamper-resistant packaging is failing to do so. Tables 24
26, and 28 show the Y't, (the correctness ratio of survey
respondents that were correct for the correct reason)
Ym, (the correctness ratio for the non tampered package,
or the producer's risk) and J' (the overall index for
each technology) values and the associated standard
errors and percent correct scores for before opening the
package. These values are far too low to be able to say
that tamper-resistant packaging can protect the consumer.
Even under the best circumstances, before opening the
package, 40 out of every 100 people would be killed using

the technology that performed the best in this survey.
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Y' Values - Before Opening

Table 24.

T R Feature Y', S.E. % Correct
Shrink Band -0.417 (0.1312) 29.2
Membrane Seal -0.500 (0.1250) 25.0
Plastic Overwrap -0.250 (0.1398) 37.5
Blister Package -0.958 (0.0412) 2.1
Vacuum Button -0.208 (0.1412) 60.4
Table 25.
Y', - After Opening
T R Feature Y', S.E. % Correct
Shrink Band 0.708 (0.1019) 85.4
Membrane Seal -0.042 (0.1442) 47.9
Plastic Overwrap 0.042 (0.1442) 52.1
Blister Package -0.958 (0.0412) 2.1
Vacuum Button 0.667 (0.1076) 83.4
Table 26.
Y. - Before Opening
T R Feature Y. S.E. % Correct
Shrink Band 0.667 (0.1076) 83.4
Membrane Seal 0.917 (0.0577) 95.9
Plastic Overwrap 0.417 (0.1312) 70.9
Blister Package 0.708 (0.1019) 85.4
Vacuum Button 0.917 (0.0577) 95.9
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Table 27.

Ynt

- After Opening

T R Feature Y. S.E. % Correct
Shrink Band 0.542 (0.1213) 77.1
Membrane Seal 0.875 (0.0699) 93.8
Plastic Overwrap 0.500 (0.1250) 75.0
Blister Package 0.750 (0.0955) 87.5
Vacuum Button 0.833 (0.0798) 91.7
Table 28.
J' - Before Opening
T R Feature J! S.E. % Correct
Shrink Band 0.125 (0.0848) 56.3
Membrane Seal 0.209 (0.0686) 60.5
Plastic Overwrap 0.084 (0.0959) 54.2
Blister Package -0.125 (0.0548) 43.8
Vacuum Button 0.378 (0.0954) 68.9
Table 29.
J' - After Opening
T R Feature J! S.E. % Correct
Shrink Band 0.625 (0.0792) 81.3
Membrane Seal 0.396 (0.0825) 69.8
Plastic Overwrap 0.271 (0.0954) 63.6
Blister Package -0.104 (0.0520) 44.8
Vacuum Button 0.730 (0.0693) 86.5
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Opening Improved Detection, But Tamper-Resistant
Packaging S8till Fails To Protect The Consumer

Opening the package improved detection for all but
one tamper-resistant technology, but the technologies
still failed to protect as many consumers as they should.
Fifteen out of every one hundred people being killed by a
malicious tamperer is not an acceptable percentage.
Tables 25, 27, and 29 show the Y't, (the correctness
ratio of survey respondents that were correct for the
correct reason) Ym, (the correctness ratio for the non
tampered package, or the producer's risk) and J' (the
overall index for each technology) values and the
associated standard errors and percent correct scores for
after opening the package.
Consumers Don't Know How To Use Tamper-Resistant
Packaging

Why are the packages failing to communicate their
condition to the consumer? From the comments gathered by
this study it is apparent that consumers don't know how
to use the tamper-resistant technology that is there to
protect them. Part of the blame lies with the consumer,
part with the tamper-resistant technologies and the
companies that produce and use them. Consumers don't
look closely enough for the tell-tale signs that can
alert them to the dangers they face. The survey
respondents look at a membrane seal, say it's there, it's

glued down, it must be OK. Not a single person in this
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study said the printing on the foil was missing, it must
be tampered. Who is at fault for this, the consumers or
the producers? The producers and users of
tamper-resistant technologies are calling for increased
consumer education as a way to improve the effectiveness
of tamper-resistant packaging. Consumer education can
help, but it is only part of the solution. What more
education should a consumer need than the instructions
that say "do not use if printed foil seal is missing or
broken." The ability to educate the consumer comes with
each package, but about 70% of the people choose to
ignore the instructions. (See Table 8. on page 54) Are
the companies that produce and use the tamper-resistant
technologies willing to spend millions of dollars for ads
in magazines and newspapers or on radio and television?
Would the consumer bother to pay any more attention to
them than they do to the instructions on the package?
And if they do, then any improvements in the
tamper-resistant technologies would require a
re-education of the public. Better 1location of, and
easier to read and understand instructions would be
beneficial, but there is nothing to say that consumers
would use then. Oonly 34% of the people used the best
located instructions on the vacuum button. What can be
done about the other two thirds who just expect to be
protected?

The tamper-resistant technologies confused the user
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many times, preventing an accurate judgement of condition
from being made. A tamper-resistant package should leave
no doubt in a user's mind that the package has been
violated. Producers of tamper-resistant packaging must
improve the technologies so that this doubt is removed.
Better use of contrasting colors for shrink bands and
bottles may improve detection of tampering. Brighter
printing on membrane seals that alerts a consumer
immediately if it is missing. A fluorescent print that
really stands out may improve detection. Once consumers
are familiar with this type of print, the fact that it is
missing may alert the user to possible dangers. Use of
more fragile films for overwraps and blister packages may
also improve detection. If these fragile films tear more
easily, or are harder to repair when tampered with, they
might 1leave more evidence for the consumer to use in
making a decision. More differentiation between vacuum
button positions so consumers can‘more readily determine
if the button is up. Also, tamper-resistant technologies
should involve the use of more than one sense in
determining if the package was tampered. This may have a
positive effect on tampering detection.
Method Is Effective At Determining Tamper-Evidence

The method developed here is effective in
determining the tamper-evidence of a package. The survey
is able to detect differences in consumers perceptions of

a package by determining the reasons for the consumer's
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decision. When these decisions are analyzed and tested
with the statistics as shown in this work, the results
and conclusions are logical and support one another.
This methodology can be utilized to gather information
that can improve tamper-resistant packaging.

One area that has not received any attention is the
use of a control point in the tamper-resistant packaging
system as a way to prevent product tampering. In all
cases of product tampering to date, the package had been
bought from a store, taken home by the tamperer, and
returned to the store shelf for an unsuspecting consumer
to purchase. If the store can be used as a control
point, many tamperings could be prevented. If packages
are equipped with a magnetic strip or an ink that is
demagnetized when purchased, then if the package is
purchased again, the consumer would be alerted to the
fact that the strip (or ink) has been demagnetized, and
the package had been previously purchased. Granted, the
concept is not as simple as the explanation, and every
store that sells over-the-counter drugs would have to be
equipped with a detection device. The cost to implement
such a plan could be high.

What has to be considered is what cost (no matter
how trivial or expensive) in consumer education,
packaging improvements, or system-wide technology
improvements can be compared to the cost of a human life.

Packaging professionals alone cannot solve the problems
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that a lifetime of upbringing and conditioning have
caused that prevent a consumer from taking one minute to
read package instructions that have been put there for
the consumer's safety. This work has identified that the
problem is not going to go away by itself, and that only
with conscientious efforts by consumers and packaging

professionals can this problem be solved.



RECOMMENDATIONS FOR FUTURE RESEARCH

There are a number of subtle changes that can alter
the outcome of future studies conducted on tamper-
resistant packaging. Many of these changes are natural
extensions of the results of this study, and should be
looked at in an attempt to even more closely define the
problems that face tamper-resistant packaging, and influ-
ence the solutions that will eventually end this problem.

One area of recommendation | is to develop
alternative methods of tampering with the packages used
in this work. By developing these alternative methods of
ﬁampering and then testing them with consumers, it would
be possible to suggest design improvements, based on how
the consumers viewed the package and their responses.
One suggestion is to reestablish the vacuum in the vacuunm
button bottles. The vacuum button performed well in this
work, but with this slight change, the vacuum button
could be rendered as ineffective as the blister package.
If new ways of tampering packages are developed that test
the ability of the tamper-resistant feature to
communicate and also test the ability of the consumer to
identify tampering, design ideas to combat the tampering
should follow.

A second area of recommendation is to test other

93
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tamper-resistant technologies using this methodology.
Foil, paper and plastic pouches, tape seals, breakable
caps, sealed metal tubes or plastic blind-end heat sealed
tubes, aerosol containers and metal and composite cans
are on the FDA's 1list of tamper-resistant packaging
requirements for certain O-T-C human drug products, but
left out of this study. They should be tested, as well
as any new tamper-resistant technologies that are
developed.

A third area for future research is to simulate the
use condition more closely to prevent any bias that may
result. The after opening questions in this survey were
somewhat leading due to the fact that many people do not
look at the tamper-resistant feature once it is removed
from the package. If a respondent chooses to discard the
shrink band without looking at it, then he/she should NOT
be prompted to pick it up and 1look at it again. This
will influence the results of the testing by lowering the
after opening scores for Y"t and J', but will in return

better simulate the true use condition of the package.
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APPENDIX A: QUESTIONNAIRE

School of Packaging
MICHIGAN STATE UNIVERSITY
Tamper Resistant Packaging 8tudy
Instructions for Interviewer

This is a one-on-one survey for which we are forcing

a yes or no answer to the question "Do you think this
package has been tampered?" The reasons for the
decisions are open ended and recording the results
depends on your skill and your alertness. Please observe
the following rules and suggestions.

1.

2'

Share the survey form openly with the subject, but
you will mark the decision and write in the reason.

Ask the subject to fill in the personal information
except visual acuity.

You will measure visual acuity using the visual
acuity card and write in the result.

DO NOT LEAD THE SUBJECT during decision making. The
"yes" or "no" must be his own. Listen to his/her
comments to get as much unsolicited, unprompted
information as you can. Write this information in
the reasons for decision section.

After the decision is made, continue talking about
the package to get additional information about what
the subject saw and thought that made him/her decide.

We have found that reasons for the "yes" decision are
much easier to identify than reasons for the '"no"
decision. Do your best to find the reasons for both.

For "yes" decisions, the subject should mention some
feature that looks wrong to him/her. Be sure the
feature is clearly identified and that there is a
clear statement of what the "wrong" appearance is.

For "no" decisions it will probably be necessary to
probe the subjects thinking to get a statement of
what looks right or "not wrong". Refer to your notes
from our training discussions to try to get some kind
of positive statement. We are trying to find out
what the subjects are thinking about and looking at
when they make their decisions, both "yes"™ and "no".
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APPENDIX A (cont'd)

During the survey, have different implements out on
the table, such as a pair of scissors and a knife
that the subject can use to open the package. Be
sure to note which ones they do use.

When the subject is finished with the tamper
resistant technology, push it to the side, but do not
remove it from the table until they are completely
finished with the survey.

For the packages with two levels of tamper
resistance, it is important that the subjects
decision on the first level of tamper resistance not
affect their second level decision. After the
subject has answered the part C question for the
shrink band and plastic overwrap, point out to them
that "I may or may not have tampered with this
package. Please tell me if you think the membrane
seal (or blister package, depending on which package
they are viewing) has been tampered with, without
reference to your decision on the shrink band (or
plastic overwrap)."
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8chool of Packaging
MICHIGAN STATE UNIVERSITY
Tamper Resistant Packaging study

This survey will take about twenty minutes to complete.
Your answers will be kept confidential. We will not take
your name or otherwise identify you individually.

We want to find out if packages can reveal to consumers
whether or not they have been tampered. This is a test
of the package, not of you or whether or not you would
buy the product. We only ask your opinion as to the
condition of the package. We will give you three
packages, one at a time and ask you to decide whether the
package was tampered or not. Each of the packages MAY OR
MAY NOT have been tampered.

Please look carefully at the sample given and decide
whether it has been tampered or not. Please follow the
instructions of the interviewer as you inspect the
packages. Please do not pick, peel, pluck or open the
package unless asked to do so by the interviewer.

Package #1 - Shrink Band and Membrane Seal ID#
1. Shrink Band
A. Do you think the shrink band has been tampered
with? Just look at the package. Do not open or
otherwise alter it. Assume you are about to use
the contents of this package.

No Yes (Q1)

What is the reason for your decision? (Q2)

B. Now remove the shrink band completely as if you
were going to use the contents. Do you now think
the shrink band has been tampered with?

No Yes (Q3)

What is the reason for your decision? (Q4)
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C. On a scale of 1 to 5, did the shrink band
indicate to you whether or not it was tampered?

1 2 3 4 5 (Q5)
It did not It did
indicate indicate

*%* I may or may not have tampered with the shrink band.
Please tell me if you think the membrane seal has been
tampered with, without reference to your decision on the
shrink band. **

Membrane Seal

A. Remove the cap. Do you think the membrane seal
over the mouth of the container has been tampered
with? Assume you are about to use the contents
of this package.

No Yes (Q6)

What is the reason for your decision? (Q7)

B. Now open the package completely as if you were
going to use the contents. Do you now think the
membrane seal has been tampered with?

No Yes : (Q8)

What is the reason for your decision? (Q9)

C. On a scale of 1 to 5, did the membrane seal
indicate to you whether or not it was tampered?

1 2 3 4 5 (Q10)
It did not It did
indicate indicate
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Package #2 - Plastic Overwrap and Blister Package ID#

1. Plastic Overwrap

A.

Do you think the plastic overwrap has been
tampered with? Look at the package but do not
open or otherwise alter it. Assume you are
about to use the contents of this package.

No Yes (Q11)

What is the reason for your decision? (Q12)

Now remove the plastic overwrap completely as if
you were going to use the contents. Do you now
think the plastic overwrap has been tampered
with?

No Yes (Q13)

What is the reason for your decision? (Q14)

On a scale of 1 to 5, did the plastic overwrap
indicate to you whether or not it was tampered?

1 2 3 4 5  (Q15)

It did not It did
indicate indicate

** I may or may not have tampered with the plastic
overwrap. Please tell me if you think the blister package
has been tampered with, without reference to your
decision on the plastic overwrap.#*#*

2. Blister Package

A.

Do you think the blister package has been
tampered with? Look at but do not open or
otherwise alter the package. Assume you are
about to use the contents of this package.

No Yes (Q16)

What is the reason for your decision? (Q17)
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Now open all the blisters completely as if you
were going to use the contents. Do you now think
the blister package has been tampered with?

No Yes (Q18)

What is the reason for your decision? (Q19)

C. On a scale of 1 to 5, did the blisters indicate
to you whether or not it was tampered?
1 2 3 4 5  (Q20)
It did not It did
indicate indicate

Package #3 - Vacuum Button ID#

3. A. Do you think this package has been tampered with?
Look at but do not open or otherwise alter the
package. Assume you are about to use the
contents of this package.

No Yes (Q21)
What is the reason for your decision? (Q22)
B. Now open the package completely as if you were

going to use the contents. Do you now think this
package has been tampered ?

No Yes (Q23)

What is the reason for your decision? (Q24)



103

APPENDIX A (cont'd)

C. On a scale of 1 to 5, did the vacuum button
indicate to you whether or not it was tampered?

1 2 3 4 5 (Q25)
It did not It did
indicate indicate

Is there a message on any of the packages telling you
what to look for in determining if the package might
have been tampered with before now?

No Yes : (Q26)

A. If yes, which packages have such a message?
Circle the name(s).

Mediprin Sine-Off Everfresh Juice (Q27)

B. If yes, for which package(s) did you use the
message to make your decision?

Mediprin Sine-Off Everfresh Juice (Q28)

Comments:

Have you used any products with these tamper
resistant features during the last year?

Shrink Bands as seen on the Mediprin bottle
Yes No (Q29)

Membrane Seals as seen on the Mediprin bottle
Yes No (Q30)

Plastic Overwraps as seen on the Sine-Off box
Yes No (Q31)

Blister Packages as seen in the Sine-Off box
Yes No (Q32)

Vacuum Buttons as seen on the Everfresh Juice bottle
Yes No (Q33)
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Questions about yourself:

6.

10.

Age: 20-29 years 30-44 years 45-59 years
60-74 years 75 or older (Q34)
Sex: Male Female (Q35)

What is the highest level of school you have
attained?

Some high school High school graduate (Q36)

Some college or College graduate or beyond
Business School

Do you normally wear either prescription glasses or
contact lenses?

No Yes (Q37)

If yes, are you wearing them now?

No Yes (Q38)

Visual Acuity: (Q39)

Thank you for participating in this study. Your help is
greatly appreciated.
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