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ABSTRACT

STATISTICAL AND LEARNING ALGORITHMS FOR THE DESIGN,
ANALYSIS, MEASUREMENT, AND MODELING OF NETWORKING
AND SECURITY SYSTEMS

By

Muhammad Shahzad

The goal of this thesis is to develop statistical and learning algorithms for the design,
analysis, measurement, and modeling of networking and security systems with specific focus
on RFID systems, network performance metrics, user security, and software security. Next,
I give a brief overview of these four areas of focus.

Radio frequency identification (RFID) systems are widely used in supply chain and in-
ventory management. Existing RFID systems are primarily used to identify the RFID tags
present in a tag population. While identifying individual tags is a useful operation, it is
usually very time consuming and is not always desired or required. For example, if the ob-
jective is to determine whether any of the tags are missing (e.g., to detect a theft), then first
identifying all tags and then determining if any tags are missing is a very slow process. In
this thesis, I present novel statistical algorithms to enable new applications in RFID systems,
such as counting the number of tags in a population and detecting missing tags, while using
existing infrastructure of RFID systems that is already deployed in industry.

With the growth in number and significance of the emerging applications that require
extremely low latencies, network operators are facing increasing need to perform latency
measurement on per-flow basis between any two observation points for network monitoring
and troubleshooting. Per-flow latency measurement can be used reactively by network op-
erators to perform tasks such as detecting and localizing delay spikes in a network, isolating
offending flows that are responsible for causing delay bursts, and rerouting them through

other paths. It can also be used proactively by network operators to monitor latencies



between observation points for locating bottleneck links and replacing them with higher
capacity links. In this thesis, I present a novel per-flow latency measurement scheme that
requires no probe packets and time stamping.

With the rich functionalities and enhanced computing capabilities available on mobile
computing devices with touch screens, users not only store sensitive information (such as
credit card numbers) but also use privacy sensitive applications (such as online banking) on
these devices, which make them hot targets for hackers and thieves. In this thesis, I present
a gesture based user authentication scheme for the secure unlocking of touch screen devices.
Unlike existing authentication schemes for touch screen devices, which use what user inputs
as the authentication secret, our scheme authenticates users mainly based on how they input.
Even if attackers see what gesture a user performs, they cannot reproduce the behavior of
the user doing gestures through shoulder surfing or smudge attacks.

Software systems inherently contain vulnerabilities that have been exploited in the past
resulting in significant revenue losses. The study of vulnerability life cycles can help in the
development, deployment, and maintenance of software systems. It can also help in designing
future security policies and conducting audits of past incidents. In this thesis, I present an
exploratory measurement study of a large software vulnerability data set containing 46310
vulnerabilities disclosed since 1988 till 2011. Our exploratory analysis uncovers several sta-
tistically significant findings along several dimensions including phases in the life cycle of
vulnerabilities and evolution of vulnerabilities over the years. These findings have important

implications for software development and deployment.
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1 Introduction

In this thesis I present my work on measurement, modeling, design, and analysis of net-
working and security systems. For networking, I present my work on probabilistic network
measurements in both wireless as well as wired networks. For wireless networks, I focus on
the modeling, design, and analysis of probabilistic measurement schemes for radio frequency
identification (RFID) systems. More specifically, I present my work on designing statistical
algorithms for estimating the number of tags in a population of RFID tags, for optimizing
the standardized RFID identification protocol, and for detecting missing tags from a pop-
ulation of RFID tags. The key distinction of my work compared to prior art is that my
schemes are compliant with the EPCGlobal Class 1 Generation 2 (C1G2) RFID standard.
It is critical for RFID schemes to be compliant with the C1G2 standard because the com-
mercially available off-the-shelf RFID equipment follows the C1G2 standard. A scheme that
does not comply with the C1G2 standard cannot be deployed on the existing installations of
RFID systems because it requires custom hardware, which costs a lot. For wired networks,
I focus on the modeling, design, and analysis of probabilistic schemes for measuring funda-
mental network performance metrics such as latency. More specifically, I present my work
on designing statistical algorithms to measure latency of any given flow between any pair of
observation points in a given network. The key distinction of my work compared to prior art
is that my schemes do not use probe packets, which change the behavior of network traffic
and thus skew the measurement results. For security, I present my work on the design of

user security systems and the measurement of software security. For user security systems,



I focus on designing learning algorithms for user authentication schemes for smart phones.
For software security, I focus on characterizing trends in life cycles of software vulnerabilities

by studying large vulnerability databases.

1.1 Contributions

This thesis takes an in-depth look at the following research problems.

1.1.1 RFID Estimation [103, 106]

We address the fundamental problem of estimating RFID tag population size, which is
needed in many applications such as tag identification, warehouse monitoring, and privacy
sensitive RFID systems. We propose a new scheme for estimating tag population size called
Average Run based Tag estimation (ART). The technique is based on the average run-
length of 1s in the bit string received using the standardized framed slotted Aloha protocol.
ART is significantly faster than prior schemes. For example, given a required confidence
interval of 0.1% and a required reliability of 99.9%, ART is consistently 7 times faster than
the fastest existing schemes (UPE and EZB) for any tag population size. Furthermore,
ART’s estimation time is provably independent of the tag population sizes. ART works
with multiple readers with overlapping regions and can estimate sizes of arbitrarily large tag
populations. ART is easy to deploy because it neither requires modification to tags nor to
the communication protocol between tags and readers. ART only needs to be implemented

on readers as a software module.

1.1.2 RFID Identification [104, 108]

Identifying RFID tags in a given tag population is the most fundamental operation in RFID
systems. While the Tree Walking (TW) protocol has become the industrial standard for

identifying RFID tags, little is known about the mathematical nature of this protocol and



only some ad-hoc heuristics exist for optimizing it. In this thesis, first, we analytically model
the TW protocol, and then using that model, propose the Tree Hopping (TH) protocol that
optimizes TW both theoretically and practically. The key novelty of TH is to formulate
tag identification as an optimization problem and find the optimal solution that ensures the
minimal average number of queries or identification time as per the requirement. With this
solid theoretical underpinning, for different tag population sizes ranging from 100 to 100K
tags, TH significantly outperforms the best prior tag identification protocols on the metrics
of the total number of queries per tag, the total identification time per tag, and the average
number of responses per tag by an average of 40%, 59%, and 67%, respectively, when tag
IDs are non-uniformly distributed in the ID space, and of 50%, 10%, and 30%, respectively,

when tag IDs are uniformly distributed.

1.1.3 RFID Missing Tags [109]

RFID systems have been deployed to detect missing products by affixing them with cheap
passive RFID tags and monitoring them with RFID readers. Existing missing tag detection
protocols require the tag population to contain only those tags whose IDs are already known
to the reader. However, in reality, tag populations often contain tags with unknown IDs,
called unexpected tags, and cause unexpected false positives i.e., due to them, missing tags
are detected as present. We take the first step towards addressing the problem of detecting
the missing tags from a population that contains unexpected tags. Our protocol, RUN,
mitigates the adverse effects of unexpected false positives by executing multiple frames with
different seeds. It minimizes the missing tag detection time by first estimating the number of
unexpected tags and then using it along with the false positive probability to obtain optimal
frame sizes and number of times Aloha frames should be executed. RUN works with multiple
readers with overlapping regions. It is easy to deploy because it is implemented on readers
as a software module and does not require modifications to tags or to the communication

protocol between tags and readers. We implemented RUN along with four major missing



tag detection protocols and the fastest tag ID collection protocol and compared them side-
by-side. Our experimental results show that RUN always achieves the required reliability

whereas the best existing protocol achieves a maximum reliability of only 67%.

1.1.4 Per-flow Latency Measurement [107]

With the growth in number and significance of the emerging applications that require ex-
tremely low latencies, network operators are facing increasing need to perform latency mea-
surement on per-flow basis for network monitoring and troubleshooting. In this thesis, we
propose COLATE, the first per-flow latency measurement scheme that requires no probe
packets and time stamping. Given a set of observation points, COLATE records packet
timing information at each point so that later for any two points, it can accurately estimate
the average and standard deviation of the latencies experienced by the packets of any flow
in passing the two points. The key idea is that when recording packet timing information,
COLATE purposely allows noise to be introduced for minimizing storage space, and when
querying the latency of a target flow, COLATE uses statistical techniques to denoise and
obtain an accurate latency estimate. COLATE is designed to be efficiently implementable
on network middleboxes. In terms of processing overhead, COLATE performs only one hash
and one memory update per packet. In terms of storage space, COLATE uses less than 0.1
bit per packet, which means that, on a backbone link with about half a million packets per
second, using a 256GB drive, COLATE can accumulate time stamps of packets traversing
the link for over 1.5 years. We evaluated COLATE using three real traffic traces that include
a backbone traffic trace, an enterprise network traffic trace, and a data center traffic trace.
Results show that COLATE always achieves the required reliability for any given confidence

interval.



1.1.5 User Security [110]

With the rich functionalities and enhanced computing capabilities available on mobile com-
puting devices with touch screens, users not only store sensitive information (such as credit
card numbers) but also use privacy sensitive applications (such as online banking) on these
devices, which make them hot targets for hackers and thieves. To protect private informa-
tion, such devices typically lock themselves after a few minutes of inactivity and prompt a
password /PIN /pattern screen when reactivated. Passwords/PINs/patterns based schemes
are inherently vulnerable to shoulder surfing attacks and smudge attacks. Furthermore,
passwords/PINs/patterns are inconvenient for users to enter frequently. In this thesis, we
propose GEAT, a gesture based user authentication scheme for the secure unlocking of touch
screen devices. Unlike existing authentication schemes for touch screen devices, which use
what user inputs as the authentication secret, GEAT authenticates users mainly based on
how they input, using distinguishing features such as finger velocity, device acceleration,
and stroke time. Even if attackers see what gesture a user performs, they cannot reproduce
the behavior of the user doing gestures through shoulder surfing or smudge attacks. We
implemented GEAT on Samsung Focus running Windows, collected 15009 gesture samples
from 50 volunteers, and conducted real-world experiments to evaluate GEAT’s performance.
Experimental results show that our scheme achieves an average equal error rate of 0.5% with

3 gestures using only 25 training samples.

1.1.6 Software Security [111]

Software systems inherently contain vulnerabilities that have been exploited in the past re-
sulting in significant revenue losses. The study of vulnerability life cycles can help in the
development, deployment, and maintenance of software systems. It can also help in design-
ing future security policies and conducting audits of past incidents. Furthermore, such an
analysis can help customers to assess the security risks associated with software products of

different vendors. In this thesis, we present an exploratory measurement study of a large



software vulnerability data set containing 46310 vulnerabilities disclosed since 1988 till 2011.

We investigate vulnerabilities along following seven dimensions: (1) phases in the life cycle of

vulnerabilities, (2) evolution of vulnerabilities over the years, (3) functionality of vulnerabili-

ties, (4) access requirement for exploitation of vulnerabilities, (5) risk level of vulnerabilities,

(6) software vendors, and (7) software products. Our exploratory analysis uncovers several

statistically significant findings that have important implications for software development

and deployment.
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2 RFID Estimation

2.1 Introduction

2.1.1 Motivation and Problem Statement

RFID systems are widely used in various applications such as object tracking [85], 3D posi-
tioning [123], indoor localization [86], supply chain management [67], inventory control, and
access control [46, 84] because the cost of commercial RFID tags is negligible compared to
the value of the products to which they are attached (e.g., as low as 5 cents per tag [93]).
An RFID system consists of tags and readers. A tag is a microchip with an antenna in a
compact package that has limited computing power and communication range. There are
two types of tags: (1) passive tags, which are powered up by harvesting the radio frequency
energy from readers (as they do not have their own power sources) and have communication
range often less than 20 feet; (2) active tags, which have their own power sources and have
relatively longer communication range. A reader has a dedicated power source with signif-
icant computing power. It transmits a query to a set of tags and the tags respond over a
shared wireless medium.

This chapter concerns the fundamental problem of estimating the size of a given tag pop-
ulation. This is needed in many applications such as tag identification, privacy sensitive
RFID systems, and warehouse monitoring. In tag identification protocols, which read the
ID stored in each tag, population size is estimated at the start to guide the identification pro-

cess [105]. For example, for tag identification protocols that are based on the framed slotted



Aloha protocol (standardized in EPCGlobal Class-1 Generation-2 (C1G2) RFID standard
[55] and implemented in commercial RFID systems), tag estimation is often used to calculate
the optimal frame size. In privacy sensitive RFID systems, such as those used in parks for
continuously monitoring the number of visitors in different areas of a park to plan the guided
trips efficiently, readers may not have the permission to identify human individuals. In ware-
houses with RFID-based monitoring systems, managers often need a quick estimate of the
number of products left in stock for various purposes such as the detection of employee theft.
Note that although tag population size can be accurately measured by tag identification, the
speed will be too slow.

We formally define the tag estimation problem as: given a tag population of unknown
size t, a confidence interval B € (0,1], and a required reliability o € [0,1), a set of readers
needs to collaboratively compute the estimated number of tags t so that P {|t —t| < ft} > a.
When the number of readers is one, we call this problem single-reader estimation; otherwise,
we call this problem multi-reader estimation. A tag estimation scheme should satisfy the
following three requirements:

1. Reliability: The actual reliability should always be greater than or equal to the re-
quired reliability. The reliability « given as input is called the required reliability. The
reliability that an estimation scheme achieves is called its actual reliability.

2. Scalability: The estimation time needs to be scalable to large population sizes because
in many applications, the number of passive tags can be very large due to their low
cost, easy disposability, and powerless operation.

3. Deployability: The estimation scheme needs to be compliant with the C1G2 standard

and should not require any changes to tags.

2.1.2 Proposed Approach

In this chapter, we propose a new scheme called Average Run based Tag estimation (ART),

which satisfies all of the above three requirements. The communication protocol used by



ART is the standardized framed slotted Aloha protocol, in which a reader first broadcasts
a value f to the tags in its vicinity where f represents the number of time slots present in
a forthcoming frame. Then each tag randomly picks a time slot in the frame and replies
during that slot. Thus, the reader gets a binary sequence of Os and 1s by representing a slot
with no tag replies as 0 and a slot with one or more tag replies as 1. The key idea of ART is
to estimate tag population size based on the average run size of 1s in the binary sequence.
We show that the average run size of 1s in a frame monotonously increases with the increase
in the size of tag population. Thus, average run size of 1s is an indicator of tag population

size.

2.1.3 Advantages of ART over Prior Art

ART is advantageous in terms of speed and deployability. For speed, ART is faster than all
prior schemes. For example, given a confidence interval of 0.1% and the required reliability
of 99.9%, ART is consistently 7 times faster than the fastest existing schemes (i.e., UPE [61]
and EZB [62]) for any tag population size. The reason behind ART being faster than prior
schemes is that the new estimator that we propose in this chapter, namely the average run
size of 1s, has significantly smaller variance compared to the estimators used in prior schemes
(such as the total number of Os [61, 62] and the location of the first 1 in the binary sequence
[53]), as we analytically show in Section 2.7.3. An estimator with small variance is faster
because the Aloha frames need to be repeated fewer times to achieve the required reliability.
Furthermore, the estimation time of ART is provably independent of tag population sizes.
In contrast, as tag volume increases, the estimation time of some prior schemes (e.g., FNEB
[53]) increases.

For deployability, ART neither requires modification to the tags nor to the communication
protocol between tags and readers. ART only needs to be implemented on the reader side
as a software module without any hardware modifications. ART also does not demand

any unpractical system parameters beyond the C1G2 standard. In contrast, some prior
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schemes require modification to tags and some demand unrealistic system parameters. For
example, the scheme in [90] requires each tag to store thousands of hash functions, which is
not practical to implement on passive tags and is not compliant with the C1G2 standard.
As another example, the scheme in [53] uses increasingly large frame sizes as population
size increases (e.g., the frame size required by the scheme in [53] is greater than half of tag

population size), which soon exceeds the maximum limit allowed by the C1G2 Standard.

2.2 Related Work

The first tag estimation scheme, called Unified Probabilistic Estimator (UPE), was proposed
by Kodialam and Nandagopal in 2006 [61]. UPE uses the framed slotted Aloha protocol
and makes estimation based on either the number of empty slots or that of collision slots
in a frame. Besides this estimator having larger variance than ART, UPE requires the
differentiation among empty, single, and collision slots, which takes significantly more time
than differentiating between empty and non-empty slots. According to C1G2, a reader
requires 300us to detect an empty slot, 1500us to detect a collision, and 3000us to complete a
successful read. In [62], Kodialam et al. proposed an improved framed slotted Aloha protocol
based estimation scheme called Enhanced Zero Based (EZB) estimator, which performs
estimation based on the total number of Os in a frame. While UPE estimates population
size in each round and averages the estimated sizes when all rounds are finished, EZB only
records the total number of Os in each frame and at the end of all rounds, EZB first averages
the recorded values and then uses it to do estimation.

In [90], Qian et al. proposed an estimation scheme called Lottery Frame (LoF). Compared
to UPE and EZB, LoF is faster; but, it is impractical to implement as it requires each tag to
store a large number (i.e., the number of bits in a tag ID times the number of frames, which
can be in the scale of thousands) of unique hash functions. LoF needs to modify both tags

and the communication protocol between readers and tags, which makes it non-compliant
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with C1G2. Han et al. proposed a tag estimation scheme called First Non Empty Based
(FNEB) estimator, which is based on the size of the first run of Os in a frame [53]. FNEB
is based on an assumption that frame size can be arbitrarily large, which does not hold in
practice. Li et al. proposed an estimation scheme called Maximum Likelihood Estimator
(MLE) for active tags with the goal of minimizing power consumption of active tags [72]. In
[101], Shah and Wong proposed a multi-reader tag estimation scheme which is based on an
unrealistic assumption that any tag covered by multiple readers only replies to one reader.
In [127], Zanella proposed Collision Set Estimator (CSE) that utilizes maximum likelihood
estimation to estimate the number of tags in a population. CSE does not take accuracy
requirements (« and ) as input and, therefore, can not achieve any arbitrary required

reliability.

2.3 ART — Scheme Overview

2.3.1 Communication Protocol Overview

ART uses the framed slotted Aloha protocol specified in C1G2 as its MAC layer communica-
tion protocol. In this protocol, the reader first tells tags the frame size f and a random seed
number R. Later in the chapter, we will see how a simple use of seed number R will make
it straightforward to extend our estimation scheme to use multiple readers with overlapping
regions. Fach tag within the transmission range of the reader then uses f, R, and its ID to
select a slot in the frame by evaluating a hash function h(f, R, ID) whose result is in [1, f]
following a uniform distribution. Each tag has a counter initialized with the slot number it
chose to reply. After each slot, the reader first transmits an end of slot signal and then each
tag decrements its counter by one. In any given slot, all the tags whose counters are equal
to 1 respond to the reader. In essence, each tag picks a random slot from 1 to f following a
uniform distribution. If no tag replies in a slot, it is called an empty slot; if exactly one tag

replies, it is called a singleton slot; and if two or more tags reply, it is called a collision slot.
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2.3.2 Estimation Scheme Overview

At the end of a frame, the reader obtains a sequence of Os and 1s by representing an empty
slot with 0 and a singleton or collision slot with 1. In this binary sequence, a run is a
subsequence where all bits in this subsequence are Os (or 1s) but the bits before and after
the subsequence are 1s (or 0s), if they exist. For example, 011100 has 3 runs: 0, 111, and
00.
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Figure 2.1 Average run size of Os and 1s vs. tag population size ¢t. (f = 16)

ART uses the average run size of 1s to estimate tag population size. The intuition is that as
tag population size increases, the average run size of 1s increases (and that of Os decreases).
We illustrate this intuition using the simulation results in Figure 2.1, which shows that the
average run size of 1s increases as tag population size increases from 0 to 160. The markers
in this figure are the average of 100 runs. The lines above and below each marker show
the standard deviation of the experiments. This figure shows that given a tag population
size and a frame size, there is a distinct expected value of the average run size of 1s. The
expected value of the average run size of 1s is a monotonic function of the number of tags,
which means that a unique inverse of this function exists. Thus, given the observed average
run size of 1s, using the inverse function, we can get the estimated value ¢ of tag population
size t. Similar to other tag estimation schemes, ART also uses multiple frames obtained from
multiple rounds of the framed slotted Aloha protocol to reduce its estimation variance and

therefore increase its estimation reliability. Using different seed values for different frames,
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in each frame, the same tag will choose a different slot to respond.

To scale to large tag population sizes, ART uses a persistence probability p by which a tag
decides whether it should reply to the reader in a given frame. The persistence probability
was first introduced in [61]. To avoid making any modification to tags, this probability is
implemented by “virtually” extending frame size 1/p times, i.e., the reader announces a
frame size of f/p but terminates the frame after the first f slots. According to C1G2, the
reader can terminate a frame at any point. By adjusting p, ART is able to estimate tag

populations of large sizes.

2.3.3 Formal Development: Overview and Assumptions

To formally develop an estimator, we first need to derive the equation for the expected value
of average run size of 1s as a function of frame size f, tag population size ¢, and persistence
probability p. We then use the inverse of this function to get the estimated value ¢ from the
observed value of the average run size of 1s. To achieve the required reliability in minimum
estimation time, we optimize f, p, and the number of rounds n so that the total number of
slots (f + 1) x n is minimized while satisfying P{|t —t| < 8t} > a. Here [ is a constant
that represents the C1G2 specified mandatory time delay in terms of number of empty slots
between the end of a frame and the start of next frame. Typically, this delay is about 1ms
(i.e., [ =~ 3.33 empty slots) [55, 100].

To make the formal development tractable, we assume that instead of picking a single slot
to reply at the start of frame of size f, a tag independently decides to reply in each slot of
the frame with probability 1/ f regardless of its decision about previous or forthcoming slots.
Vogt first used this assumption for the analysis of framed slotted Aloha protocol for RFID
and justified its use by recognizing that this problem belongs to a class of problems known
as “occupancy problems”, which deals with the allocation of balls to urns [121]. Ever since,
the use of this assumption has been a norm in the formal analysis of all Aloha based RFID

protocols [121, 37, 129, 61, 62, 90, 53, 72, 101, 102].
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The implication of this assumption is that when a tag independently chooses a slot to
reply, it can end up choosing more than one slots in the same frame or even not choosing
any at all, which is not in accordance with C1G2 standard that requires a tag to pick exactly
one slot in a frame. However, even with the independence assumption, the expected number
of slots that a tag chooses in a frame is still one. As we draw our estimate from a large
number of frames to achieve required reliability, we can expect to observe this expected
number. Therefore, the analysis with the assumption of independence is asymptotically the
same as that without the independence assumption. Bordenave et al. further explained in
detail why this independence assumption in analyzing Aloha based protocols provides results
just as accurate as if all the analysis was done without this assumption [33]. Note that this
independence assumption is made only to make the formal development tractable. In all the
simulations we have presented in this chapter, a tag chooses exactly one slot at the start of

frame.

2.4 ART — Estimation Algorithm

Next, we first focus on the single-reader version of ART. In Section 2.6.2, we will present a
method to extend ART to handle multiple-readers with overlapping regions.

For ART, in each round of the Aloha protocol, we calculate the average run size of b. For
example, the average run size of 1 in frame 01110011 (which has two runs of 1, i.e.; 111 and
11) is (34 2)/2 = 2.5. After n rounds, we obtain n average run sizes of b and then calculate
the average of these n values. This final value is then substituted for the expected value of
the average run size of b in a frame to estimate the tag population size.

The probability that a slot in a frame is b, where b = 0 or 1, can be calculated using

Lemma 1.

Lemma 1. Let t be the actual tag population size, f be the frame size, p be the persistence

probability (i.e., the probability that a tag participates in a frame), and qp be the probability
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that a slot in a frame is b. Thus:

1- L)t if b=
qbz{( {) . (21)

Proof. The probability that a tag chooses a given slot in a frame is p/f. The probability
that it does not choose that slot is 1 — % The probability that none of the tags choose that
slot is (1 — %)t, which is the value of ¢y. As the tags choose the slots independently, g, is
the same for each slot of the frame. The probability that a slot is chosen by at least one tag

is 1 — qg, which is the value of ¢y. O

Let X}, be the random variable representing the average run size of b in a frame. Next, we
calculate the expectation and variance of Xj. The expectation of X} will be used to estimate
the tag population size and the variance of X will be used to calculate the values of p, n,
and f that will ensure that the actual reliability is greater than the required reliability and
the estimation time is minimium. Let Y}, be the random variable representing the number
of times b occurs in a frame and Rp be the random variable representing the number of
runs of b in a frame. By definition, X} = g—z holds for any frame. Next, we first calculate
E[Y3], Var(Yy), E[Rp], Var(Ry), and Cov(Y;, Rp) in Lemmas 2 and 3. Then, we use them to
calculate E[X}] and Var(Xp) in Theorem 4. Using Equation (2.12) in Theorem 4, replacing
E[X}3] by the observed average run size of b from n frames, we obtain an equation with only
one unknown t. Finally, we use Brent’s method to obtain the numerical solution of this
equation. The result is the estimated tag population size £. Since ART uses X} to estimate

the tag population size, we call X}, the estimator of ART.

Lemma 2. Let Y} be the random variable representing the number of times b occurs in a
frame and Ry, be the random variable representing the number of runs of b in a frame. Given

tag population size t, frame size f, and persistence probability p, we have:
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EYy] = fa (2.2)

Var(Yy) = fap(1 — qp) (2.3)
ERy) = qp(ap+ (1 — @) (2.4)
Var(Ry) = f(gp—4g3 +6¢3 —3q}) + (3¢7 —8qp +5q}) (2.5)

Proof. Each slot i of frame f has probability g, of being b. Therefore, Y} ~ Binom(f, gp).
Using general formula for expectation and variance of a binomial random variable, E[Y;] and

Var(Y}) are given by Equations (2.2) and (2.3).
Let 71, 72, ..., 7y represent the sequence of binary random variables representing the

value of each slot in a frame of size f. Since each tag randomly and independently picks
a slot in the frame, all 7; are identically distributed. Furthermore, P {v; = b} = ¢. Let

b=1—0band let I; be the indicator random variable whose value is 1 if a run of b begins at

Vi-

1 if (v =bi=1)V(y =bAvi_1=0bi>1)
I, = .
0 otherwise

Thus, Ry = Z{Zl I;. Because
gy = Phi=tt=a if i =1
' P{yvic1=byi=bp=q(l—q) ifi>1

we get

f /
ER) = E[L]=a,+ > a1 —aq) = a(ap + F(1 — @)

As Ry, is sum of f random variables, some of which are correlated, we use the general

expression for variance of sum of correlated random variables to obtain the variance of Ry,

f / /
Var(Ry) = Var() 1) =Y Var([;) +2Y > Cov(l;, I))
=1

=1 J=2Vi<j
Here we used the fact that the frame size is always greater than 1 during the estimation

process whenever the information about runs is used. As I; ~ Bernoulli(gp), its variance is

that of a bernoulli random variable given by

Var(L;) = E[L](1 - E[L) (2.6)
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Note that /; and I; are dependent on each other if and only if ¢ = j —1 because [; 1 and I,

can not both be 1 in the same frame. Other than that, Vi < j—1, I; and I; are independent.

Thus,
0 ifi<j—1
Cov(l;, I;)=4 —E[L]E[l;] = —E[l;]q,(1 — q)
ifi=j—1
Hence we have:
f f
Var(Ry) = Var(Iy) + Y _ Var(I;) + 2Cov(Iy, I) + 2y Cov(Ij_1,1))
j=2 j=3
= qp(1 —qp) + (f — Dap(1 — @) {1 — ap(1 — @)} — 207 (1 — @) — 2(f — 2)gZ (1 — )
= flqy — 4} + 665 — 3q}) + (3¢7 — 84} + 5q3}) O

Lemma 3. Given tag population size t, frame size f, and persistence probability p, we have:

f
f (71
Cov(Yy, Ry) = > ) yrgl (1 — qp)! V. {f.y,r} — BV E[R))]
y=0r=0
(2.7)
where
( N[ fey— L Ly
e [(5Y w202 + (]
ifr>1AN0<y< fAr<yAnr<f—-y—1
1\ [/ f-y—1 —y—1
CoD 20 + ()]
ifr=1N0<y< fAr<ynr<f—-y—1
{fy.rt=
1 ifr=1Ay=f
1 ifr=0Ay=0
| 0 otherwise
Proof. By definition, we have
fr
Cov(Yy, Ry) = Y > yrP{Yy =y, Ry =r} — E[}]E[R)] (2.8)

y=0r=0
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Here P{Y}, =y, Ry = r} represents the probability that exactly y out of f slots in the frame
are b and at the same time the number of runs of b is r. This probability is difficult to

evaluate directly, but conditioning on Y} simplifies the task.
P{Yy, =y Ry=r}=P{Ry =r|Y, =y} x P{Y}, =y} (2.9)
As Y} ~ Binom(f, q;), we have:

Pos == (1)t -/ (210)
Now we calculate P{Ry = r|Y}, = y} i.e., the probability of having  runs of b in a frame
of size f given that y out of f slots are b. As tags choose the slots independently, each
occurrence with r runs having y slots of b is equally likely. Therefore, we determine the total
number of ways, denoted by & {f,y,r}, in which y occurrences of b and f — y occurrences
of b can be arranged such that the number of runs of b is 7. We treat this as an ordered
partition problem. First, we separate all the y occurrences of b from the frame and make r
partitions of these y occurrences. Then, we create appropriate number of partitions of f —y
occurrences of b such that between consecutive partitions of b, the partitions of b can be
interleaved. For r partitions of b, there are 4 possible partitions of b.
1. The frame starts with b and ends with b, implying that there are r — 1 partitions of b,
each interleaved between adjacent partitions of b.
2. The frame starts with b and ends with b, implying that there are r partitions of b.
3. The frame starts with b and ends with b, implying that there are r partitions of b.
4. The frame starts with b and ends with b, implying that there are r + 1 partitions of b.
We can make r partitions of y occurrences of b in (;’,:%) ways and r partitions of f —y
occurrences of b in (f ;fl_l) ways. Similarly, we can make 41 partitions of f —y occurrences
of b in (f_g_l) ways and r — 1 partitions of of f —y occurrences of b in (f;fgl) ways. The
equation of £ {f,y,r} in the lemma statement follows from this discussion. The total number

of ways in which y zeros can be arranged among f slots is (Jy[) Thus, we get

PRy =rlYy =y} = L 00 (2.11)

(3)
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Substituting values from Eqs. (2.10) and (2.11) in (2.9) and (2.8) gives Eq. (2.7). O

Theorem 4. Given tag population size t, frame size f, and persistence probability p, we

have:
ElY;]  Cov(Yy, R ElY;
E[X,) = E[[Rl;]] - Eg[; . b) E3[[ é’i] Var(Rp) (2.12)
ar 2
Var(X,) = \;2[(]2’]) — zg[[?;]] Cov(Yy, Rp) + %V&r(}%b) (2.13)

Proof. Let g(Y;, Rp) = Xp = E—ZZ’) The Taylor series expansion of g around (f1,62) is

. |
1 (9 0 1J

g(Vy Ry) = Z{—.[ ~00) 5y + (s = O0) < 9V B byr_g,

j=0 R =6

b2

According to Bienaymé-Chebyshev inequality, we have 61 = E[Y;] and 09 = E[Rp]. There-

fore, we get the following expansion of the Taylor series of ¢(Y}, Rp):

B dg dg
9(Yp, Rp) = g(61,02) + (Yb—91)8Y (Rb—92)8Rb
1 2 829 82 829
(Y, —01)"—= +2(Y, — 0 — 0 —0
+2[( b —01) 8Yb2+ (Yp — 61)(Ry 2>8YbaRb+(Rb 2)? oR? +0( 7
Taking the expectation of both sides, we get
1 9?g 2g 9?g
Elg(Yy, By)l = 5 [Var(Yb)a—sz + 2Cov(Yy, Rb)aybaR + Var(Rb)ﬁRb} +g(0h,02) (2.14)

Evaluating the partial derivatives of ¢ as required in Equation (2.14), we get

0%g(Yy, Ry) ’ _0 0%g(Yp, Ry) 1 9g(Yy Ry) _,0

2 Yb— 1= V=01 = T 2 2 ’Yb— 01 =493

oY, - VioR, T T 68 T orz T 6

Putting these values in Equation (2.14) and using 61 = E[Y}] and 09 = E[Ry], we get

Equation (2.12). The variance can be calculated as follows:

Var(g(Yy, By)) = E[{9(Yy, By) — Elg(Yy, Ry)]}7] (2.15)
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Considering that E[g(Y}, Rp)] is being squared in the expression above, we use first order

Taylor series expansion to get the value of E[g(Y}, Rp)] and substitute it in Equation (2.15).

Bla(Yh, Ro)l = B[(Y = 00) 5% + (Fy = ) 510] +0(61.62) +0G ™)
dg

ORy,
—_ [(O)ﬁYb + (())88; ] +g(01,00) +O(5— ) g(01,02)

Substituting the value of E[g(Y}, Rp)] and using the first order Taylor series expansion of
g(Yy, Rp) in (2.15), we get

99
Var(g(Yp, Ry)) = E[{(Y} — 91)8)/
92 1 2Cov(vy, B2 99 | Var(R

OV Yy, Iy, aY 8R b

(o= 82) 57 ¥] + OG ™)

~ Var(vy) (22

dg o
aY;, 3R,

(2.16)
Evaluating the partial derivatives of g as required in the equation above, we get

ag(Yleb) Yoo 1 ag(}/})>Rb) Vieg, = 91
b_ 1 b—v1 2
Putting these values in Equation (2.16) and using 67 = E[Y}] and 0y = E[Ry], we get

Equation (2.13). O

Figures 2.2 and 2.3 show the expectation and variance of X; calculated using Equations
(2.12) and (2.13), respectively, with f = 16 and p = 1. The dots in these figures represent the
corresponding values obtained through 100 repetitions of simulation for each tag population
size. These figures show that the values given by Equations (2.12) and (2.13) track the
simulation results very well, which serves as an experimental proof that the assumption
“instead of picking a single slot to reply at the start of frame of size f, a tag independently
decides to reply in each slot of the frame with probability 1/ f regardless of its decision about

previous or forthcoming slots” practically holds.

2.5 ART — Parameter Tuning

To minimize estimation time while achieving required reliability, next, we obtain values of

persistence probability p, number of rounds n, and frame size f. As we have three unknowns,
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we require three equations that can be solved simultaneously. We derive these three equations
using following three conditions: (1) the confidence interval should be symmetric around ¢
ie., [t —t| < Bt, (2) actual reliability is greater than or equal to the required reliability i.e.,
P{|t —t| < Bt} > a, and (3) estimation time is minimized. We use the first condition to
calculate p, the second condition to calculate n, and the last condition to calculate f.
Although both X and X7 can be used to estimate the tag population size, we choose X
for ART because the tag population size estimation calculated from X has smaller variance
compared to Xg as we show in Section 2.7.3. It is worth noting that Xy and X; are not
equivalent estimators. The average run size of Os cannot be inferred from the average run
size of 1s, and vice versa. For example, 1100011 and 1100110 have the same average run
size of 1s, but they have different average run size of 0s. Fundamentally, Xy and X7 are not
equivalent estimators because for any slot, the probability of it being 0 and that of it being

1 are different.

2.5.1 Persistence Probability p

We express confidence interval requirement |t —t| < St as

(1=-pt<i<(1+p) (2.17)
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Recall from Lemma 1 that we use g; to denote the probability that a slot in a frame is 1
when the number of tags in the population are ¢ and the persistence probability is p. Let
qf and ¢;  denote the probabilities that a slot in a frame is 1 when the number of tags in
the population are (1 + 5)t and (1 — )¢, respectively, and the persistence probability is p.

Let g7 represent the estimate of 1. Therefore, we have

g =1-1=L)1+At o (14 gyt = {l-g} (2.18)
f nfi-)

g =1-(1- ?)“—ﬁ)t = (1-pB)t= M (2.19)
ln{ _NT}

Gi=1-(1- ?)5 = j_m{l—a} (2.20)

Substituting values of (1 + 8)t, (1 — )¢, and t from Equations (2.18), (2.19), and (2.20),

respectively, into Expression (2.17), we get

m{l—g } _I{t-q} _Mn{l-g}

n{i=g) g g

As ln{l — %} < 0, thus,

ln{l —qf‘} <In{l-gqi} Sln{l—ql_}
Exponentiating and rearranging, the confidence interval requirement becomes
G <dq<qf

As E[X1] and Var(X;) are functions of ¢1, denoting E[X1] by 1 {q1}, Var(Xy) by ¢® {q1},
and the observed average value of X from the n frames by X, we have ¢ = ,u_l{X 1}

Using ,u_l{X 1} to substitute ¢; in the expression above, we get

g <pHX )y <qf = ple ) <X <uiq)
Based on the fact that the variance of a random variable is reduced by n times if the same

experiment is repeated n times, by running n rounds and getting n frames, the variance of X
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o2 {q1}

n

e o{a} X1—m{ar}
and the standard deviation of X; becomes N Let Z denote A/

becomes

Thus, the expression above becomes

e} —p{a} e} — nf{an}
o{q1} o{q1}
NG NG

By the central limit theorem, Z approximates a standard normal random variable. The

<ZzZ<

(2.21)

area under the standard normal curve gives the success probability, which is the required
reliability in our context. For the confidence interval to be symmetric on both the upper
and lower sides of the population size as per the first of the three conditions, the absolute
value of the upper and lower limits of Z should be equal. Let k represent the absolute value

of these upper and lower limits. Thus, we can represent Z as follows:
—k<Z<k (2.22)

From Expressions (5.19) and (5.20), we get

u{qf}—u{cn}__k pla ) —nia)
Lating - ofa} B
Vn Vn

As absolute values of the right hand sides (R.H.S.) of both equations above are k, we get

k (2.23)

2u{a} —p{af } —p{a } =0 (2:24)

The equation above gives the condition that needs to be satisfied to make the confidence
interval symmetric around the tag population size. Figure 2.4 plots the value of left hand
side (L.H.S) of this equation as a function of p for three different values of 5. We can see
that it is a well behaved function of p and thus, there exists a unique value of p that makes
it equal to zero. Furthermore, we also observe that all the curves cross the zero line at the
same point which gives us a hint that the solution to the equation above is independent of
B. Next we solve this equation.

Applying the first order Taylor series expansion on p{q;}, we get u{q1} = E[Y1]/E[R;].

Using the expressions of E[Y7] and E[R;] from Equations (2.2) and (2.4) respectively, we
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can express 1 {q1}, {qf}, and p {ql_} as follows:

pi{n} = Jo
o+ f1—aq))
plaf} =1
gl (g + f(1— )
N\ fag
M) = ST

Substituting these expressions in Equation (2.24), we get

2 1 1
a+f0—a) ¢ +f0—q) a +f1—q)

Substituting the value of ¢q, qf', and ¢; from Equations (2.1), (2.18), and (2.19) respectively,

t

into the equation above, and to simplify the presentation, using n = (1 — %) , we get

2 1 1

_ _ -0
L—n+fn 1-nltb4 b 1 -pl=F4 fpl-b

Next, we do algebraic simplification of the expression above.

+2(1 - nith f??Hﬁ) (1- B 4 fnl—ﬁ) -0
Dividing the equation above by nl_ﬁ , we get

—(U=n+ ) {2n® =0+ P~ 14 £}
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Simplifying the equation above, we get

(f—1)+772ﬁ(—1+f+2f?7—77—f277)

w207 (n(f = D241 ) =n(1-2f + f2) =0
= (/= D+ ((f = 1) = n(f = 1?)

+20° (n(f =) = (f = 1)) =n(f = 1)? =0

Dividing the equation above by f — 1 and simplifying, we get

= (1=n(f=1))1-n")?=0

In the equation above, either 1 —n(f —1) = 0 and/or 1 —n® = 0. The value of 1 —n” equals
zero only when 3 = 0, but we know from our problem statement that g € (0,1] i.e., 5 # 0.

Therefore, 1 —n(f — 1) = 0. Putting back n = (1 — %)t and solving 1 — (f —1)(1 — %)t =0

pzf{l— (ﬁ)%} (2.25)

Note that this equation does not involve /3, which shows that indeed the solution to Equation

for p, we get

(2.24) is independent of 3 as we had intuitively inferred from Figure 2.4.

Equation (2.25) is first of the three equations that we will solve simultaneously. This
equation requires the value of actual tag population size ¢t which we do not know. Fortunately,
we can calculate an upper bound, t,,, on the actual tag population size and use that in
Equation (2.25) instead of t. We will describe a method to obtain t,, in Section 2.5.4,
and also determine how close t,, has to be to ¢t to ensure that ART achieves the required

reliability.
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2.5.2 Number of Rounds n

Using the persistence probability calculated in Equation (2.25), the two equations in (2.23)
hold. From them, we get

kofm}y L _(__—kofay N
<“{QT}_M{Q1}> a —<,u{q1_}_,u{q1}) (2.26)

Let ® be the cumulative distribution function of a standard normal distribution and erf{.}

be the standard error function, we get

P{~k<Z <k} =0(k) - 0(—k) = erf{%} (2.27)

P{—k < Z < k} gives the success probability in terms of the area under the standard normal
curve between —k and +k. As per the second of the three conditions, this area should be at

least equal to the required reliability « i.e.,
P{-k<Z<kl=a (2.28)
From Equations (5.21) and (2.28), we get
k=+v2ef ! {a} (2.29)

From Equations (2.26) and (2.29), we get

(ﬁ erf"1{a} xo {g1} )2:n: (—ﬁ erf " Ya}xo {q1}>2

pla ) — n{a} n{a; } — o}

(2.30)

Equation (2.30) is second of the three equations that we will solve simultaneously.

2.5.3 Optimal Frame Size f

As per the third of the three conditions, total estimation time should be minimum. The

total estimation time is directly proportional to total number of slots, (f 4 1) x n, which is
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a convex function of f as seen from Figure 2.5. This means that an optimal frame size fop

exists and can be obtained by differentiating (f + ) x n with respect to f as shown below:

% (f+1)xn}=0 (2.31)

Equation (2.31) is third of the three equations that we will solve simultaneously.

Required reliability oo and confidence interval § are given constants and t,, is calculated
using method proposed in the next Section 2.5.4. Thus, p, q1, qfr, and ¢, are all functions
of f. Consequently, n is a function of f and, therefore, (f + 1) x n is also a function of f
with only one unknown, i.e., f. The numerical solution of Equation (2.31) gives the optimal
value of frame size, represented by fop.

To numerically solve Equation (2.31), we substitute the value of n from Equation (2.30) in
Equation (2.31). As both expressions for n given in Equation (2.30) have same values when
p is calculated using Equation (2.25), either of them can be used to calculate n. Substituting

n in Equation (2.31) by the L.H.S of the expression for n in Equation (2.30), we get

onfar}t on{ar}
of of

o{ai }—n{ar}] [a{q1}+2(f+l)808{;1} | =0 @32

}—2(f+l)0'{q1}[

Oy - doy .
where /f?{f J and Ua{f } are obtained through the differentiation of expressions for E[X}] and
Var(Xp) in Equations (2.12) and (2.13), respectively. We solve Equation (2.32) numerically

to obtain fop.
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2.5.3.1 Summary of steps to calculate p, n, and fop

First, we calculate the value of t¢,,, as explained in the next Section 2.5.4. Second, we
numerically solve Equation (2.32) to obtain fop. Third, we put this value of fo, along with
tm in Equation (2.25) to obtain the value of p. Last, we put the resulting value of p along
with fop in Equation (2.30) and obtain the value of n. Note that although Equation (2.25)
does not involve o and [, p still depends on them because it is a function of f and the
optimal value of f depends on « and (.

Table 2.1 shows the values of p, n, and f,p for different accuracy requirements and tag
population sizes calculated using the steps described above. We observe from this table
that for a given tag population size, as the value of « increases and/or 5 decreases, the
value of n increases to fulfill the more stringent accuracy requirements. We also observe
from this table that for a given (a, ) pair, the values of fo, and n are the same for all
tag population sizes, which shows that total number of slots, (fop + 1) x n, depends only
on the accuracy requirements and is independent of tag population size. We will formally
prove the independence of estimation time from tag population size in Section 2.7.1. We
further observe that as the tag population size increases, the value of p decreases to reduce
the number of tags participating in a frame to keep the value of fop and n independent of

tag population size.

Table 2.1 Values of fop, n, and p for different values of a, 3 and tag population size

Tag Population Size
Accuracy 102 107 10°
Requirement fop n P fop n P fop n p

a = 60.0%, 8 = 40.0% 12 1.00E+00 | 2.84E-01 12 1.00E+00 | 2.88E-03 12 1.00E+00 | 2.88E-05
a =70.0%, 8 = 30.0% 14 | 2.00E400 | 3.55E-01 14 | 2.00E400 | 3.59E-03 14 | 2.00E4-00 | 3.59E-05
a = 80.0%, B = 20.0% 15 | 4.00E400 | 3.91E-01 15 | 4.00E+00 | 3.96E-03 15 | 4.00E+00 | 3.96E-05
a =90.0%, 8 = 10.0% 15 | 2.50E401 | 3.91E-01 15 2.50E+01 | 3.96E-03 15 | 2.50E+01 | 3.96E-05
a = 95.0%, 8 = 5.00% 15 1.43E+02 | 3.91E-01 15 1.43E4+02 | 3.96E-03 15 1.43E4+02 | 3.96E-05
a=99.0%, 8 = 1.00% 15 | 6.24E403 | 3.91E-01 15 | 6.24E+03 | 3.96E-03 15 | 6.24E+403 | 3.96E-05
a=99.9%, 8 = 0.10% 15 1.02E406 | 3.91E-01 15 1.02E406 | 3.96E-03 15 1.02E+06 | 3.96E-05
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2.5.4 Obtaining Population Upper Bound t,,

So far we have assumed the knowledge of an upper bound ¢,, on tag population size t.
We now present a fast scheme to obtain t,, based on Flajolet and Martin’s probabilistic
counting algorithm [47]. Before calculating system parameters p, n, and fop, the reader
uses this scheme to obtain t,,. In this scheme, the reader keeps issuing single-slot frames,
where the persistence probability p follows a geometric distribution starting from p = 1

(ie, p= 22.1_1 in the i*h frame), until the reader gets an empty slot. Suppose the empty

slot occurred in the i*® frame, then t,, = 1.2897 x 20=2 {5 an upper bound on ¢ [90, 47].
According to [47], t, asymptotically approaches ¢ when instead of using a single value of the
first empty slot from one experiment, we use average of values of the first empty slot from a
large number of experiment.

Next, we determine how close the upper bound t,, has to be to the actual tag population
size to ensure that ART achieves the required reliability and examine whether ¢,, obtained
using ¢, = 1.2897 x 272 lies close enough to t. We derive an expression to calculate the
expected value of actual reliability, denoted by &, as a function of ¢,, given that the required
reliability «, confidence interval , and the actual tag population size t are known.

Equation (2.30) is obtained using the condition that actual reliability should be greater
than or equal to the required reliability. Therefore, we use this equation to derive an expres-
sion for expected value of actual reliability. In Equation (2.30) , we calculate n using ¢, qfr,

and ¢, , which are obtained from Equations (2.1), (2.18) and (2.19), respectively, by putting

1
t=tm, [ = fop, and p = fop{l — (ﬁ) tm } This gives us:

n=1-() a =1 () (233

As the number of tags in the population are ¢ and not t,,, when the reader executes the

frames, the actual values of ¢, qfr, and g, represented by ¢, @i, and ¢, respectively,

follow the equations below.

G (fopl_l)%’ GEo1- (fopl_l)%(liﬂ) (2.30)
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Let & represent the expected value of actual reliability in n rounds when the population

contains t tags and the calculated upper bound is ¢,,, then the following equality holds.

(\/5 erf”{a} xo {ql})inz(—\/ﬁ erf~{a} x o {41}) 2

p{a ™} —p{a} p{a~ }—n{a}

Substituting value of n from Eq. (2.30) into the equation above and solving for &, we get

& — ertlof1 fa U{CH}XM{QEJ“}—M{QE}
B f{f {}XU{ffl} u{qi}—u{qﬂ*}

ool erf11a U{CH}XM{QE_}—M{QE}
B f{f {}XU{Cfl} u{qf}—u{qﬂ*} 25

The expected actual reliability & is a convex function of tTm and is equal to « for two values

of tTm represented by Ly, and Uyy,. Figure 2.6 plots the expected value of actual reliability
& as a function of tTm using Equation (2.35) with @ = 95% and § = 5%. The dashed
horizontal line in the figure marks the required reliability o = 95%. The actual reliability
will be greater than or equal to the required reliability as long as the value of tTm satisfies
the following condition:

¢
Lim < Tm < Upm (2.36)

The values of Ly, and Uy, can be obtained by using & = « in Equation (2.35) and solving
it for ¢, and dividing it by the tag population size ¢. This results in two values of tTm because
@ is a convex function of tTm and its maxima is greater than «. The value of Ly, is always
equal to 1 and the value of Uy, is calculated by the numerical solution of Equation (2.35)
using a = a.

The value of Uy, depends on the required reliability o and confidence interval 3. Table
2.2 tabulates the values of Uy, for different population sizes and accuracy requirements. We
observe from Table 2.2 that the value of Uy, is independent of tag population size. This
is because Uy, depends on ¢ for a given a and 3 (according to Equation 2.35) and ¢ is
independent of tag population size as we will discuss in Section 2.7.1. We also observe that
Uiy, decreases with increasing accuracy requirements. This makes intuitive sense because the

higher the required accuracy, the lesser the error in the upper bound ¢,,, that can be tolerated.
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We see from Table 2.2 that even for very high accuracy requirements of o = 99.99% and

B = 0.01%, the value of t,, calculated as t,,, = 1.2897 x 2¢=2 can be up to 1.64 x t.

Table 2.2 Uy, for different population sizes and accuracy requirements

Accuracy Tag Population Size
Requirement 103 | 10* | 10° | 10°

a =90.00%, 8 =10.0% | 1.83 | 1.83 | 1.83 | 1.83
a=95.00%, 8 =5.00% | 1.71 | 1.71 | 1.71 | 1.71
a=99.00%, 8 =1.00% | 1.66 | 1.66 | 1.66 | 1.66
a=199.90%,8=0.10% | 1.64 | 1.64 | 1.64 | 1.64
a=99.99%,8=0.01% | 1.64 | 1.64 | 1.64 | 1.64

From simulations, we have observed that the value of t,, calculated as ¢, = 1.2897 x 2i—2
always lies within ¢ and 1.64 x t. This is seen in Figure 2.7, where we plot the observed values
of tTm obtained through 100 runs of simulations using ¢, = 1.2897 x 2:=2 for different values
of tag population size. Within each simulation run, we obtained 10 values of i, averaged

them, and replaced ¢ with that average in the equation t,, = 1.2897 X 2i=2 {6 obtain tTm

2.6 ART — Practical Considerations

In this section, we describe how ART estimates sizes of arbitrarily large tag populations. We
also present the method that ART employs to enable the use of multiple RFID readers for

estimating the size of a given RFID tag population.
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2.6.1 Unbounded Tag Population Size

For a given value of frame size f, Theorem 5 calculates the upper bound ¢;; on the number of
tags that ART can estimate. This upper bound exists because for tag population sizes larger
than tps, the system parameters take on values that can not be implemented practically.
After Theorem 5, we describe how we extend ART to estimate sizes of arbitrarily large

populations.

Theorem 5. For a given frame size [ > 1, the mazximum number of tags tp; that ART can
estimate 1s:

fy = =1 (2.37)

1
in {1~ 515
Proof. In theory, we can increase the estimation scope of ART to any population size by
decreasing the value of p according to Equation (2.25). In practice, however, f/p has a

215 _ 1. Recall that in ART, the reader announces a virtual frame size of

minimum value of
f/p (although terminates the frame after the first f slots) and each tag uses the result of a
hash function h to select a slot in the range [1, f/p]. The number of bits to store the result
of the hash function is specified to be 15 in the C1G2 standard. Thus, the maximum value

of f/p can be 21 — 1, i.e.
f

P>2ﬁ

Substituting the value of p from Equation (2.25) into the equation above, we get

1
- ()" > am

Rearranging the expression above and solving for ¢, we get

In{f—-1}y
n{i-) )

As an example, with f = 15, t;; is just 86,475. Practically, ART achieves required

t < —

reliability only for tag populations smaller than ¢;,. If population size is larger than ¢5;, ART
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requires p < 2%, which is practically not possible with C1G2 RFID tags. This limitation
exists with all the existing estimation schemes but has never been addressed before.

Next, we present a strategy to estimate the sizes of arbitrarily large tag populations. The
key idea is to first divide the entire population into smaller sub-populations of roughly equal
sizes and then estimate the size of each sub-population independently. At the end, adding
the estimated sizes of all sub-populations gives the estimate of number of tags in the entire
population. The size of any sub-population should not require % > 215,

Next, we first calculate the number of sub-populations that ART should divide a given tag
population into and then present a strategy to perform this division virtually (i.e., requiring
no manual division of tags). Maximum number of tags that a sub-population can have
is given by Equation (2.37). Therefore, the minimum number of sub-populations that the
entire tag population should be divided into is %, where t,, is calculated as explained in
Section 2.5.4.

To divide the tag population into sub-populations, we use the SELECT command stan-
dardized in the C1G2 standard. The ID of a tag is stored in its memory at a specific memory
address. The tag can retrieve any bits stored in its memory by specifying an appropriate
address range. Using the SELECT command, a reader can broadcast an address range and a
bit mask that specifies which tags should participate in an Aloha frame. Each tag compares
the bit mask with the bits in the specified address range in its memory and participates in
the frame only if the bit mask matches the specified bits in its memory. To divide the whole
population into sub-populations of roughly equal sizes, we leverage the fact that in large
populations, the expected number of tags whose IDs have the least significant bit (LSB) of
0 is approximately the same as the expected number of tags whose IDs have the LSB of 1.
Similarly, the expected number of tags whose IDs have the two LSBs of 00 is approximately
the same as the expected number of tags whose IDs have the two LSBs of 01, 10, or 11, and
so on. Therefore, a reader can divide the tag population into 2% groups of roughly equal

sizes by specifying appropriate masks for the address range corresponding to the z LSBs of
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tag IDs. The value of z is given by ’—logQ {tM -‘

To summarize, a reader first obtains the value of upper bound t,,. Second, it calculates
the value of n and fop. Third, it calculates the value of ¢y, using Equation (2.37). Fourth,
it calculates z = ’—logQ {tt&}-‘ Fifth, it executes 2% independent estimation rounds for re-

max
quired reliability e and confidence interval 5, where in each round it uses SELECT command
with a unique z bit mask for the z LSBs of the tag IDs. In each independent estimation
1
round, it uses p = fop{l — (ﬁ) tm/2* } Finally, it adds up all 2% estimates to obtain

the estimate of total number of tags in the population.

2.6.2 ART with Multiple Readers

We next discuss how to obtain t,,, and ¢ using multiple readers with overlapping coverage. To
obtain t,, using multiple readers, we can let each reader obtain the t,, value on its own and
then sum them up as the final overall t,, because of two reasons. First, our requirement on
tm is only a rough upper bound with an error tolerance of over 1.64 x ¢t. Second, deployment
of multiple readers in practice often requires site surveys to ensure minimal overlapping
between readers.

To obtain ¢ using multiple readers, we adapt the approach proposed by Kodialam et al. in
[62], which uses a central controller for all readers. ART parameters 3, a, ty, p, n, and fop
have the same value across all readers. When a reader transmits seed R; in its ™ frame, it
does not generate R; on its own, rather it uses the ith seed R; issued by the central controller.
That is, each reader generates the same sequence of n seeds. In the it frames from different
readers, because all readers use the same seed R;, the slot number that a given tag chooses
is the same (i.e., h(f, R;, ID)) in the frame of each reader covering this tag. Once a reader
has completed its frame, it sends the frame to the central controller. The controller applies
the logical OR on all the i*® frames from all readers, and gets a single i'! frame as if using
a single reader. ART uses the n frames computed by logical OR to estimate the population

size.
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2.7 ART — Analysis

In this section, first we prove that the estimation time of ART is independent of the tag
population size. Second, we briefly discuss the computational complexity of ART. Last, we
perform an analytical comparison of ART with existing schemes to mathematically justify

the faster speed of ART compared to existing schemes.

2.7.1 Independence of Estimation Time from Tag Population Size

There are three inputs to ART: confidence interval (3, required reliability «, and a population
of t tags where ¢ is unknown. The total number of slots of ART, (fop + 1) x n, actually
does not depend on ¢. Intuitively, the larger ¢ is, the smaller p is according to Equation
(2.25). Although ¢ plays an important role in computing p, n, and f individually, in formula
(fop +1) xn the impact of ¢ eventually gets canceled out. Next, we prove this independence.

From Equation (2.30), we observe that the value of n depends on «, §, u, o and from
Equation (2.32), we observe that the value of fop depends upon 3, p1, 0. Thus, the total
number of slots (fop+1) xn depends on «, 3, i1, 0. The values of a and /3 are given constants
and p and o are functions of ¢, as seen from Equations (2.12) and (2.13). To prove that
(fop+1) xn is independent of ¢, we have to prove that ¢; is independent of ¢. From Equation
(2.1), we have g =1 — (1 — %)t. As we do not know the value of ¢, rather we know ¢, we
use g1 = 1 — (1 — ?)tm. Substituting the value of p using ¢ = t,, from Equation (2.25) into

this expression of g1, we get

I O RO (= LIRS = S

Thus the value of ¢ that we use to calculate 1 and ¢ and consequently fop and n is
independent of tag population size ¢ or the upper bound on tag population size t,,. Therefore,
Jop and n depend only on « and 3 regardless of the value of ¢ or t;,. The upper bound

on tag population size ty, only affects the value of p. For ART to achieve the required
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reliability, this upper bound has to satisfy the condition Ly, <ty < Upp. If ty, >t X U,
the required reliability will not be achieved because the value of p will become so small that
enough number of tags will not participate in the frames. Regardless, the value of (fop+1) xn
stays the same. We have seen from Figure 2.7 that for all practical purposes, the value of
tm satisfies the requirement Ly, < t,, < Uy when calculated using the method proposed

in Section 2.5.4.

2.7.2 Computational Complexity

The two most computationally intensive tasks in ART are the numerical solutions of Equa-
tion (2.12) to obtain the estimate ¢ and of Equation (2.32) to calculate fop. Fortunately,
these two equations need to be solved numerically only once during the estimation process:
Equation (2.32) before executing the frames and Equation (2.12) after executing the frames.
Consequently, the runtime complexity of ART is no larger than that of a standardized Aloha
protocol. Almost all existing schemes involve numerical solutions of equations to obtain the
estimate £. Therefore, the off-line computational complexity of ART is comparable to those

of existing estimation schemes.

2.7.3 Analytical Comparison of Estimators

Next, we show that the ART estimator, namely the average run size of 1s, has less variance
than many other framed slotted Aloha based estimators, namely (1) the size of the first run
of 0s (used by FNEB [53]), (2) the average run size of 0s, (3) the total number of Os (used
by UPE [61] and EZB [62]), (4) the total number of 1s, (5) the total number of runs of Os,
and (6) the total number of runs of 1s. Higher the variance of an estimator, more number of
rounds n are needed to improve reliability, and more rounds means larger estimation time.
Figure 2.8 shows the analytical plots of the variances of the ART estimator and the above
six estimators with frame size f = 16 versus tag population sizes. This figure shows that

the variance of ART estimator is significantly lower than all other estimators. Runs of 1s
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Figure 2.8 Variance of different estimators versus RFID tag population size

and runs of Os have smaller variance compared to ART for very small tag population sizes.
This observation, however, is insignificant because both these quantities are non-monotonic
functions of tag population size and therefore, cannot be used alone for estimation. The
variances of these estimators are calculated as follows. The variance of the total number
of 0s and 1s is calculated using Equation (2.3). The variance of the size of the first run is
calculated using Equation (3) in [102] by setting ¢ = 1. The variance of the number of runs
of 0s and that of 1s is calculated using Equation (2.5). We emphasize that plots in Figure

2.8 are not based on experimental results, instead, they are based on analytical formulas.

2.8 Performance Evaluation

We numerically evaluated in Matlab our ART scheme as well as four prior RFID estimation
schemes: UPE [61], EZB[62], FNEB [53], and MLE [72]. We did not evaluate LoF [90]
because it is non-compliant with C1G2 and CSE [127] because it does not take accuracy
requirements as input. The estimation times for ART reported in this section include the
time required to obtain the value of t,,. To ensure compliance with the C1G2 standard, in
all our simulations, each tag picks up exactly one slot at the start of frame as soon as the
reader broadcasts the frame size.

Next, we first conduct a side-by-side comparison on estimation time between ART and

the four prior schemes. Then, we conduct experiments to show that ART indeed achieves
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the required reliability.

2.8.1 Estimation Time

The results in Figures 2.9, 2.10, and 2.11 show that the estimation time of ART is significantly
smaller than all prior schemes. Note that in Figures 2.10 and 2.11, the plots for FNEB are
out of the range of the vertical axes, and the plots of UPE and EZB are almost overlapping.

We make three main observations from Figures 2.9 (a), (b), and (c), which show the
estimation time needed by each scheme with population sizes of up to one million tags for
different configurations of o and confidence interval . First, we observe that ART is faster
than all four prior schemes in all these configurations. For o = 99.9% and g = 0.1%, ART
is 7 times faster than the fastest prior estimation schemes, which are UPE [61] and EZB
[62]. For o =99% and = 1%, ART is 1.96 times faster than UPE and EZB. For a = 95%
and 8 = 5%, ART is 1.68 times faster than UPE and EZB. Second, we observe that ART,
UPE, EZB, and MLE perform estimation in constant time, which attributes to the use of
persistence probabilities. Third, we observe that FNEB, whose estimator is the size of the
first run of Os, is the slowest. This concurs with our analytical analysis in Figure 2.8, where
we show that FNEB has the largest variance. The larger the variance of an estimator, the
more the rounds of execution needed to achieve the required reliability, and the longer the
estimation time.

We make three main observations from Figures 2.10 (a), (b), and (c), which show the
estimation time of each scheme for 5000 tags with the required reliability « varying from
90% to 99.9% for different configurations of confidence interval 8. First, we observe that
ART is faster than all four prior estimation schemes in all these configurations. Second,
the difference between the estimation time of ART and those of prior schemes increases as
the required reliability increases. For example, for § = 5% and o = 95%, ART is 1.68
times faster than UPE and EZB while for § = 0.1% and a = 99.9%, it is 7 times faster.

This shows that ART becomes more and more advantageous over existing schemes when
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the required reliability increases. Third, for all schemes, the estimation time increases as
the required reliability increases because more number of rounds are needed to achieve the
required reliability. We further observe that ART’s estimation time increases at the lowest
rate as the required reliability increases because its estimator has the smallest variance.
We make three main observations from Figures 2.11 (a), (b), and (c), which show the
estimation time of each scheme for 5000 tags with the confidence interval § varying from
0.1% to 10% for different configurations of . First, we observe that ART is faster than all
estimation schemes in all these configurations. Second, for all schemes, the estimation time
decreases as the confidence interval increases because lesser number of rounds are needed to

achieve the required reliability.
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2.8.2 Actual Reliability

The subfigures in Figure 2.12 show the actual reliability of ART versus the number of tags
for different configurations of required reliability a and confidence interval 3. We observe
that ART always achieves the required reliability. These figures show several ups and downs
in the plotted values. These ups and downs are not because of any noise, rather we see them

because of the magnification level of vertical axis in these figures.

2.9 Conclusion

The key technical novelty of this chapter is in proposing the new estimator, the average
run size of 1s, for estimating RFID tag population size of arbitrarily large sizes. Using
analytical plots, we show that our estimator has much smaller variance compared to other
estimators including those used in prior work. It is this smaller variance that makes our
scheme faster than the previous ones. The key technical depth of this chapter is in the
mathematical development of the estimation theory using this estimator. ART can estimate
arbitrarily large tag populations with arbitrarily high accuracy. It works with single as well
as multiple readers. Our experimental results show that ART is significantly faster than all
prior RFID estimation schemes. We have shown, both theoretically and experimentally, that

the estimation time of ART is independent of the tag population size.
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3 RPFID Identification

3.1 Introduction

3.1.1 Background and Problem Statement

As the cost of commercial RFID tags, which is as low as 5 cents per tag [93], has become
negligible compared to the prices of the products to which they are attached, RFID systems
are being increasingly used in various applications such as supply chain management [67],
indoor localization [86], 3D positioning [123], object tracking [85], inventory control, elec-
tronic toll collection, and access control [46, 84]. For example, Walmart has started to use
RFID tags to track jeans and underwear for better inventory control. Large warehouses,
such as those of Amazon with sizes up to 1 million ft? [22], or distribution centers with sizes
up to 3 million ft2 [1], contain hundreds of thousands of items. RFID systems can make the
inventory management and tracking in these large warehouses and distribution centers much
easier and error free. An RFID system consists of tags and readers. A tag is a microchip
combined with an antenna in a compact package that has limited computing power and
communication range. There are two types of tags: (1) passive tags, which do not have their
own power source, are powered up by harvesting the radio frequency energy from readers,
and have communication ranges often less than 20 feet; (2) active tags, which come with
their own power sources and have relatively longer communication ranges. A reader has a
dedicated power source with significant computing power. RFID systems mostly work in a

query-response fashion where a reader transmits queries to a set of tags and the tags respond
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with their IDs over a shared wireless medium.

This chapter addresses the fundamental RFID tag identification problem, namely reading
all IDs of a given set of tags, which is needed in almost all RFID systems. Because tags
respond over a shared wireless medium, tag identification protocols are also called collision
arbitration, tag singulation, or tag anti-collision protocols. Tag identification protocols need
to be scalable as the number of tags that need to be identified could be as large as tens of
thousands with the increasing adoption of RFID tags. An RFID system with a large number
of tags may require multiple readers with overlapping regions. In this chapter, we first focus
on the single reader version of the tag identification problem and then extend our solution

to the multiple reader problem.
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Figure 3.1 Identifying a population of 9 tags using TW and TH.

3.1.2 Summary and Limitations of Prior Art

The industrial standard, EPCGlobal Class 1 Generation 2 (C1G2) RFID [55], adopted two
tag identification protocols, namely framed slotted Aloha and Tree Walking (TW). In framed
slotted Aloha, a reader first broadcasts a value f to the tags in its vicinity where f represents
the number of time slots present in a forthcoming frame. Then each tag whose inventory
bit is 0 randomly picks a time slot in the frame and replies during that slot. Each C1G2
compliant tag has an inventory bit, which is initialized to be 0. In any slot, if exactly one tag

responds, the reader successfully gets the ID of that tag and issues a command to the tag to
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change its inventory bit to 1. The key limitation of framed slotted Aloha is that it can not
identify large tag populations due to the finite possible size of f. Qian et al. have shown that
framed slotted Aloha is most efficient when f is equal to the number of tags [89]. Therefore,
although theoretically any arbitrarily large tag population can be identified by indefinitely
increasing the frame size, practically this is infeasible because during the entire identification
process, Aloha based protocols require all tags, including those that have been identified, to
stay powered up and listen to all the messages from the reader in order to maintain the value
of the inventory bit. This results in high instability because any intermittent loss of power
at a tag will set its inventory bit back to 0, leading the tag to contend in the subsequent
frame. The instability of Aloha based protocols has formally been proven by Rosenkrantz
and Towsley in [94].

TW is a fundamental multiple access protocol, which was first invented by U.S. Army for
testing soldiers for syphilis during World War II [44]. TW was proposed as an RFID tag
identification protocol by Law et al. in [66]. In TW, a reader first queries 0 and all the tags
whose IDs start with 0 respond. If result of the query is a successful read (i.e., exactly one
tag responds) or an empty read (i.e., no tag responds), the reader queries 1 and all the tags
whose IDs start with 1 respond. If the result of the query is a collision, the reader generates
two new query strings by appending a 0 and a 1 at the end of the previous query string and
queries the tags with these new query strings. All the tags whose IDs start with the new
query string respond. This process continues until all the tags have been identified. This
identification process is essentially a partial Depth First Traversal (DFT) on the complete
binary tree over the tag ID space, and the actual traversal forms a binary tree where the leaf
nodes represent successful or empty reads and the internal nodes represent collisions. Nodes
on level [ correspond to I™ most significant bit of the tag IDs. Figure 3.1(a) shows the tree
walking process for identifying 9 tags over a tag ID space of size 2%. Here a successful
read node is one that an identification protocol visits and there is exactly one tag in the

subtree rooted at this node, an empty read node is one that an identification protocol visits
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and there is no tag in the subtree rooted at this node, and a collision node is one that an
identification protocol visits and there are more than one tags in the subtree rooted at this
node. The key limitation of TW based protocols is that they visit a large number of collision
nodes in the binary tree, which makes the identification process slow. Although several
heuristics have been proposed to reduce the number of visits to collision nodes [87, 83],
all these heuristics based methods are not guaranteed to minimize such futile visits. Prior

Aloha-TW hybrid protocols also have this limitation.

3.1.3 System Model

As most commercially available tags and readers already comply with the C1G2 standard, we
do not assume changes to either tags or their physical protocol. We assume that readers can
be reprogrammed to adopt new tag identification software. For reliable tag identification,
we are given the probability of successful query-response communication between the reader

and a tag.

3.1.4 Proposed Approach

To address the fundamental limitations that lie in the heuristic nature of prior TW based
protocols, we propose a new approach to tag identification called Tree Hopping (TH). The
key novel idea of TH is to formulate the tag identification problem as an optimization
problem and find the optimal solution that ensures either minimal expected number of
queries (i.e., nodes visited on the binary tree) or minimal expected identification time, as
per the requirement. In TH, we first quickly estimate the tag population size. Second, based
on the estimated tag population size, we calculate the optimal level to start tree traversal so
that the expected number of queries or expected identification time is minimal, hop directly
to the left most node on that level, and then perform DFT on the subtree rooted at that
node. Third, after that subtree is traversed, we re-estimate the size of remaining unidentified

tag population, re-calculate the new optimal level, hop directly to the new optimal node, and
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perform DFT on the subtree rooted at that node. Hopping to optimal nodes in this manner
skips a large number of collision nodes. This process continues until all the tags have been
identified. Figure 3.1(b) shows the nodes traversed by TH for the same population of 9 tags
as in Figure 3.1(a). Here a skipped node is one that TW visits but TH does not. We can
see that TH traverses 11 nodes to identify these 9 tags. In comparison, TW traverses 16
nodes as shown in Figure 3.1(a). This difference scales significantly as tag population size

increases.

3.1.4.1 Population Size Estimation

TH first uses a framed slotted Aloha based method to quickly estimate the tag population
size. For this, TH requires each tag to respond to the reader with a probability q. As C1G2
compliant tags do not support this probabilistic responding, we implement this by “virtually”
extending the frame size é times. To estimate the tag population size, the reader announces
a frame size of % but terminates it after the first slot. To terminate a frame, the reader issues
a SELECT command, specified in the C1G2 standard, with its position, target, and action
parameters set to 0. This command “resets” all tags and they go into a state where they
expect a new frame to start. For further details on frame termination, see Section 6 of [55].
The reader issues several single-slot frames while reducing ¢ with a geometric distribution
(ie, q = 22%1 in th frame) until the reader gets an empty slot. Suppose the empty slot

occurred in the ith frame, TH estimates the tag population size to be 1.2897 x 22 based

on Flajolet and Martin’s algorithm used in databases [47, 90].

3.1.4.2 Finding Optimal Level

To determine the optimal level o, that TH directly hops to, we first calculate the expected
number of nodes that TH will visit or expected identification time that TH will take if it
starts DFTs from nodes on any given level «. Let b be the number of bits in each tag ID

(which is 64 for C1G2 compliant tags), then, we have 1 <~ <b. If 7 is small, more collision
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nodes will be visited while if it is large, more empty read nodes will be visited. Our objective
is to calculate an optimal level vop that will, depending on the requirement, result in either
the smallest number of nodes visited or the smallest identification time. To find ~op for
minimizing number of queries, we first derive the expression for calculating the expected
number of nodes visited by TH if TH directly hops to level v. Then we calculate the value
of v which minimizes this expression. This value of v is the value of optimal level vop. We
present the technical details of finding ~,p in Section 3.3.  In Section 3.4, we derive the
expression for calculating the expected identification time of TH if TH directly hops to level
7. We use this expression to calculate vop when we need to minimize the identification time

instead of number of queries.

3.1.4.3 Population Size Re-estimation

If the tags that we want to identify are uniformly distributed in the ID space [0,2° — 1],
then performing DFTs from each node on level yop will result in minimum number of nodes
visited. However, in reality, the tags may not be uniformly distributed. In such cases, each
time when the DFT of a subtree is finished, TH needs to re-estimate the total tag population
size to find the next optimal level and the hoping destination node. TH performs the re-
estimation as follows. Let z be the first tag population size estimated using the Aloha based
method, x be the number of tags that have been identified, and s be the size of the tag
ID space covered by the nodes visited. Naturally, 2 — z is an estimate of the remaining
tag population size; however, we cannot use this estimate to calculate the next optimal level
because the remaining leftover ID space may not form a complete binary tree. Instead, based
on the node density in the remaining ID space, TH extrapolates the total tag population

size to be ;b;x x 20 and uses it to find the next hopping destination node. Note that if tags

—S

are uniformly distributed, we have ;b_x

x 20 = 2.
—S
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3.1.4.4 Finding Hopping Destination

Each time after a DFT is done and the new optimal level is recalculated, TH needs to find
the next node to hop to, which may not be the leftmost node on the optimal level. Consider
the example shown in Figure 3.1(b). Assuming a uniform distribution, the optimal level to
start the DFT is 3. In this chapter, we use (I,p) to denote the p™ node on level . TH
performs DFTs on the subtrees of nodes (3,0) to (3,5) and identifies 8 out of 9 tags. Based
on the number of remaining tags after the last DFT, which is 1, the optimal level for the
next hop is changed from 3 to 1. However, if TH starts the DFT from the leftmost node
on level 1, which is (1,0), it will result in identifying all tags in its subtree again which is
wasteful. Similarly, if TH starts the DF'T from the second leftmost node on level 1, which
is (1, 1), it will visit the subtree of (2,2), which is wasteful as all the tags in the subtree of
(2,2) have already been identified. Similarly, if there had been a third leftmost node on the
new optimal level and if TH starts the DF'T from that third left most node, it will not visit
the subtree of (2,3), resulting in tag (4, 13) not being identified. To avoid both scenarios,
i.e., some subtrees being traversed multiple times and some subtrees with tags not being
traversed, after the optimal level is recalculated, TH hops to the root of the largest subtree
that can contain the next tag to be identified but does not contain any previously identified
tag. The level at which this root is located can not be smaller than the new optimal level.
For the example in Figure 3.1(b), after the subtree rooted at node (2,2) has been traversed,
the recalculated optimal level is 1 and the next node that TH hops to is (2, 3).

Our experimental results in Figure 3.2 show that when the tags are not uniformly dis-
tributed in the ID space, our technique of dynamically adjusting op according to the leftover
population size significantly reduces the total number of queries and the average number of
responses per tag. The two curves “TH w re-estimation-Seq” and “TH w/o re-estimation-
Seq” show the total number of queries needed, respectively, with and without the dynamic
adjustment of vop for non-uniformly distributed tag IDs. For example, for 10K tags, this

dynamic level adjustment reduces the total number of queries by 31.5%. Our experimental
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results in Figure 3.2 also show that when the tags are uniformly distributed in the ID space,
there is no need to dynamically adjust vop. The two curves “TH w re-estimation-Uni” and
“TH w/o re-estimation-Uni” show the total number of queries needed, respectively, with and
without the dynamic adjustment for uniformly distributed tag IDs. These two curves are
similar because for uniformly distributed tag IDs, vop does not usually change after each
DFT and thus the benefit of dynamically adjusting vop, is relatively small. Our experimental
results in Figure 3.2 further show that the performance of TH on non-uniformly distributed
populations is asymptotically the same as its performance on uniformly distributed popu-
lations when it uses the technique of dynamically adjusting 7op according to the leftover
population size. The curve “TH w re-estimation-Seq” approaches the curves “TH w re-

estimation-Uni” and “TH w/o re-estimation-Uni” as the tag population size increases.

I¥TH w/o re-estimation - Seq|
©TH w re-estimation - Seq

IATH w/o re-estimation - Uni
TH w re-estimation — Uni

# Queries / # Tags

"""ﬂ'"'"ﬂf'---ﬂ"ﬁ"""ﬂ""" 2 o

2 1‘ 3
# Tags

Figure 3.2 Impact of dynamic adjustment of vo, on different types of populations.

3.1.4.5 Population Distribution Conversion

Although dynamically adjusting 7op for a non-uniformly distributed population reduces the
number of queries, the number of queries is still not as low as it would have been had the
population been uniformly distributed. Furthermore, the extent of reduction depends on
the distribution and size of the population. In Section 3.5.1, we present a simple technique
that TH uses to virtually convert almost any non-uniformly distributed population into
near-uniformly distributed population. The key idea is that instead of comparing the query

strings, transmitted by the reader, with the starting bits of the tag ID, each tag compares
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the query string with the ending bits of its ID. The resulting binary tree has all the tags
near-uniformly distributed in the ID space. We will show that this can be implemented with-
out any modifications to the physical communication protocol and the tags. This technique,
combined with the dynamic level adjustment, enables TH to identify any non-uniformly
distributed population in almost the same number of queries or time as for uniformly dis-
tributed population of the same size. In what follows, we first assume that tags compare the
query string with the starting bits of its ID, as in TW protocol, until Section 3.5.1 where we

explain this technique in detail.

3.2 Related Work

We review existing identification protocols, which can be classified as nondeterministic, de-

terministic, or hybrid.

3.2.1 Nondeterministic Identification Protocols

Existing such protocols are either based on framed slotted Aloha [129] or Binary Splitting
(BS) [35]. As we discussed above, Aloha based protocols only work for small tag populations.
In BS [35], the identification process starts with the reader asking the tags to respond. If
more than one tags respond, BS divides and subdivides the population into smaller groups
until each group has only one or no tag. This process of random subdivision incurs a lot of
collisions. Furthermore, BS requires the tags to perform operations that are not supported by
the C1G2 standard. ABS is a BS based protocol that is designed for continuous identification

of tags [82].

3.2.2 Deterministic Identification Protocols

There are 3 such protocols: (1) the basic TW protocol [66], (2) the Adaptive Tree Walking
(ATW) protocol [115], and (3) the TW-based Smart Trend Traversal (STT) protocol [87].
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ATW is an optimized version of TW that always starts DFTs from the level of log z, where
z is the size of tag population. This is the traditional wisdom for optimizing TW. The key
limitation of ATW is that it is optimal only when all tag IDs are evenly spaced in the ID
space; however, this is often not true in real-world applications. In contrast, during the
identification process, our TH protocol adaptively chooses the optimal level to hop to based
on distribution of IDs. STT improves TW using some ad-hoc heuristics to select prefixes
for next queries based upon the type of response to previous queries. It assumes that the
number of tags identified in the past k queries is the same as the number of tags that will

be identified in the next k queries. This may not be true in reality.

3.2.3 Hybrid Identification Protocols

Hybrid protocols combine features from nondeterministic and deterministic protocols. There
are two major such protocols: Multi slotted scheme with Assigned Slots (MAS) [83] and
Adaptively Splitting-based Arbitration Protocol (ASAP) [89]. MAS is a TW-based protocol
in which each tag that matches the reader’s query picks up one of the f time slots to respond.
For large populations, due to the finite practical size of f, for queries corresponding to higher
levels in the binary tree, the response in each of the f slots is most likely a collision, which
increases the identification time. ASAP divides and subdivides the tag population until
the size of each subset is below a certain threshold and then applies Aloha on each subset.
For this, ASAP requires tags to pick slots using a geometric distribution, which makes
it incompliant with the C1G2 standard. Furthermore, subdividing the population before

identification is in itself very time consuming.

3.3 Optimal Tree Hopping

After quick population size estimation using Flajolet and Martin’s algorithm [47], TH needs

to find the optimal level to hop to. First, we derive an expression to calculate the expected
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number of queries (i.e., the number of nodes that TH will visit) if it starts DFTs from
the nodes on level 7, assuming that tags are uniformly distributed in the ID space. The
expression to calculate the expected identification time will be derived in Section 3.4. Second,
as the derived expression is too complex to calculate the optimal value of v that minimizes
the expected number of queries by simply differentiating the expression with respect to 7,
we present a numerical method to calculate the optimal level yop. If tags are not uniformly
distributed, each time when the DFT on a node is completed, as stated in Section 6.1.2,
TH re-estimates the total population size based on the initial estimate and the number of
tags that have been identified, re-calculates the new optimal level, and finds the hopping

destination node.

3.3.1 Average Number of Queries

Let random variable () denote the total number of nodes that TH visits to identify all tags.
Note that each node visit corresponds to one reader query. We next calculate E[Q]. Let
I(l,p) be an indicator random variable whose value is 1 if and only if node (I, p) is visited.

Thus, @ is the sum of I(l,p) for all [ and all p.

b 2l

Q=>Y_> Ip) (3.1)

=1 p=0
Let P{(l,p)} be the probability that TH visits node ([, p). Thus, F[Q] can be expressed as

follows:
b 2l

EQI=) > P{lp)} (3.2)

=1 p=0

Next, we focus on expressing P {(l, p)} using variable 7, where v denotes the level that TH
hops to. Recall that TH skips all nodes on levels from 1 to v — 1 and performs DFT on each
of the 27 nodes on level v, where 1 < v < b. Note that the root node of the whole binary
tree is always meaningless to visit as it corresponds to a query of length 0. Here P {(l,p)}

is calculated differently depending on whether node (I, p) is the left child of its parent or the
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right. Let P {(l,p)} and P, {(l,p)} denote the probability of visiting (I, p) when (I, p) is the
left and right child of its parent, respectively. If the estimated total number of tags z is zero,
then P {(l,p)} = P-{(l,p)} = 0 for all [ and p. Below we assume z > 0. As TH skips all

nodes from levels 1 to v — 1, we have

P}y =P Allp;=0if 1<l <y (3-3)

As TH performs DFT from each node on level 7, it visits each node on this level. Thus, we

have
PA{lp}t=PA{lp}t=1ifl=x (3.4)

For each remaining level v < I < b, when (I, p) is the left child of its parent, P;{(l,p)} is
equal to the probability that the parent of (I, p) is a collision node. When (I, p) is the right
child of its parent, if the parent is a collision node and (I, p — 1) is an empty read node, then
(I, p) will also be a collision node. Thus, instead of visiting (/,p), TH should directly hop
to the left child of (I, p). Therefore, P {(l,p)} is equal to the probability that the parent of
(I,p) is a collision node and (I,p — 1) is not an empty read node.

Let k denote the number of tags covered by the parent of node (I,p) (i.e., the number
of tags that are in the subtree rooted at the parent of (I,p)). Let m = 207!*+1 denote the
maximum number of tags that the parent of (I, p) can cover and n = 2% denote the maximum
number of tags that can be accommodated in the whole ID space. The probability that the

parent of (I, p) covers k of z tags follows a hypergeometric distribution:

(1) C=%)

P {#tags = k} = = (3.5)
(%)
Let P, be the probability that the parent of (/,p) is an empty read. Thus,
(")
P, = P {#tags =0} = ~—= (3.6)
(%)
Let Ps be the probability that the parent of (I, p) is a successful read. Thus,
m n—m
Py = P {#tags =1} = (1) (3.7)

(%)
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Let P, be the probability that the parent of (I, p) is a collision node. Thus,

Po=1—(PotPy)=1— ") m(".") (3.8)

(%) (%)

Next we calculate P;{(l,p)} and P.{(l,p)} for v < | < b for the following three cases:

n—m<z—1,n—m=z—1,and n—m > z — 1. Note that n — m is the size of the ID
space that is not covered by the parent of (I,p), and z — k is the remaining number of tags

that are not covered by the parent of (I,p). Thus, z — k < n —m.

Case 1 n—m < z—1. In this case, z— k <n—m < z— 1, which means k > 2. Thus, as
the parent of (I, p) covers at least two tags, it must be a collision node, i.e.P, = 1. Thus, if

(I,p) is the left child of its parent, TH for sure visits it:

P{lp)}=1 (3.9)

If (1, p) is the right child of its parent, TH visits it if and only if node (I, p — 1), which is the
left sibling of (I, p), is not an empty read. If (I,p — 1) is an empty read, as its parent is a
collision node, (I, p) must also be a collision node, which means that TH will directly visit
the left child of (I, p) instead of (/,p). The size of the ID space covered by (I,p —1) is . If
n — % < z—1, then node (I,p — 1) covers at least one tag, which means that (I,p —1) is
not an empty read and TH for sure visits (I, p), i.e., P-{(l,p)} = 1. If n — % > 2z — 1, then
the probability that TH visits ([, p) is equal to the probability that (I, p— 1) is not an empty

. . n— 1 n . .
read, which is 1 — ("7 2) /(") based on Equation (3.6). Finally, we have

1_(”‘;”}) ifn—2>2-1
PrA(l,p)} = @) 2 (3.10)
1 ifn—-5% <z-1

Case 2 n—m = z—1. In this case, z — k < n—m = z — 1, which means k > 1. As
the parent of (I, p) covers k > 1 tags, the probability of the parent of (I,p) being an empty

read is 0 and the probability of the parent of (I, p) being a successful read is m("._7) /(%) =

z
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m(ii%)/(?) = m/(") based on Equation (3.7). If (I,p) is the left child of its parent, then
TH visits it if and only if the parent of (/,p) is a collision node. Thus, the probability of
visiting (I, p) is equal to the probability of the parent of (I, p) being a collision node, which

is equal to 1 — P, — Ps. Thus, we have
m
(%)

If (I, p) is the right child of its parent, then TH visits it if and only if both the parent of (I, p)

P{lip)}y=1-P—Ps=1- (3.11)

is a collision node and (I,p — 1) is not an empty read. The probability that the parent of
(1,p) is a collision node is 1 —m/ (%) as calculated above. Given that the parent of (I, p) is a
z

.. a1 . . n—m m n
collision node, the probability that (I,p — 1) is an empty read is <( 2_2_) — —2—)/ ( ) —-m).

m

P{(.p) = {1 - %} . [1 - (2)2#} (3.12)

Case 3 n—m > z— 1. In this case, £ > 0. Similar to the calculations above, as per

Equations (3.6) and (3.7), we have:

P{lp)}=1—P.—Ps=1- (") +m(1) (3.13)

() mC) L (0 B
el R e o B

Finally, Equations (3.3) through (3.14) completely define the probabilities P, {({,p)} and

ErAllp)} = |1-
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P {(l,p)}. Note that as tags are uniformly distributed, the probability of visiting node (I, p)
is independent of the horizontal position p.

The expected number of queries can now be calculated using Theorem 6.

Theorem 6. For a population of z tags uniformly distributed in the ID space, where each
tag has an ID of b bits, if TH hops to level vy to perform DFT from each node on this level,

the expected number of queries for identifying all z tags is:

b
EQI=2"+ Y 27 P {(p}+ P {lp)}] (3.15)

=7 +1
Proof. First, on level v, all the 27 nodes are visited by TH. Second, on any level | where
v+ 1 < 1 < b, the probabilities of left and right nodes being visited are P;{(l,p)} and
P, {(I,p)} respectively. As there are 2/=1 pairs of left and right nodes on level I, the expected
number of nodes visited by TH on level 1 is 2= [P, {(I,p)} + P {(I, p)}]. O

When v = 1, Equation (3.15) is also the analytical model for calculating expected number

of queries of TW protocol.

3.3.2 Calculating Optimal Hopping Level

Equation (3.15) shows that F[Q)] is a function of v as n = 20 m = 2611 and b is given.
For any given z, we want to find the optimal level v = vop so that E[Q] is minimal. The
conventional approach to finding the optimal variable value that minimizes a given function
is to differentiate the function with respect to that variable, equate the resulting expression
to zero, and solve the equation to obtain the optimal variable value. However, it is very
difficult, if not impossible, to use this approach to find the optimal level because Equation
(3.15) for calculating E[Q)] is too complex.

Next, we present a numerical method to find the optimal level. First, we define normalized
E[Q] as the ratio of E[Q)] to tag population size. Figure 3.3 shows the plots of normalized

E[Q] vs. the number of tags for different v values ranging from 1 to b (here we used b = 10
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for illustration). From this figure, we observe that for any tag population size, there is a
unique optimal value of 7. For example, for a population of 600 tags, 7op = 9. Second,
we define crossover points as follows: for a given ID length b, the crossover points are the
tag population sizes ¢y = 0,c1,¢9,-++ ,Cpp1 = 2 such that for any tag population size in
lci,civ1) (0 <@ < D), vop = i. These crossover points are essentially the x-coordinates of
the intersection points of the normalized E[Q)] curves of consecutive values of v in Figure
3.3. Thus, the value of ¢; can be obtained by putting z = ¢; and numerically solving
ElQ,v=1—1] = E[Q,v = i] for ¢; using the bisection method. Once ¢; is calculated for
each 1 <14 < b, yop for a given z can be obtained by simply identifying the unique interval
¢, ¢i+1) in which 2 lies and then using vop = ¢. The solid line in Figure 3.3 is plotted using
the values of 7o obtained using the proposed strategy. As values of ¢; only depend on b, it
is a one time cost to calculate them.

We next conduct an analytical comparison between the expected number of queries for TH
and that for TW. Figure 3.4 shows the expected number of queries for TH, which is calculated
using Equation (3.15) using v = 7op, and that for TW, which is calculated using Equation
(3.15) using v = 1, for 64 bit tag IDs. We observe that TH significantly outperforms TW
for the expected number of queries. For example, for a population of 10K tags, the expected
number of queries for TH is only 54% of that for TW. We will present detailed experimental

comparison between TH and other protocols in Section 6.9.

3.3.3 Maximum Number of Queries

Although the primary goal of our TH protocol is to minimize the average number of queries,
next, we analyze the maximum number of queries of TH and analytically show that it is still
smaller than that of TW. The maximum number of queries that TH may need to identify z

tags with b-bit IDs is shown in Theorem 7.

Theorem 7. Let V' denote the number of queries that TH may need to identify a population
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of z > 2 tags with b-bit IDs using v = yop. We have
V < z(b—op + 1) — 27°P 4205 — 01 (b — vop — 1) (3.16)

where

—om0p [ ]
b =2 [Qb—%p

=[] - [ |1- 2]

Proof. Let Vpyy denote the number of queries that TW may need to identify z > 2 tags

with b-bit IDs. The upper bound of Vyy is given as follows (proven in [66]):
Vi < 2(b+ 1 — log %) 1 (3.17)

Because z > 2, we have Vpyy < z(b+1) — 1.

When z tags are uniformly distributed in the ID space, TH essentially performs TW on all
subtrees rooted at nodes on level vop. Let 6y and ¢ denote the number of subtrees covering
0 and 1 tags, respectively. For these 6+ 01 subtrees, TH only visits the roots, which are at
level vop. Let o denote the number of remaining subtrees (i.e., « = 27°P — 5 — 61) and T;
denote a subtree covering z; > 2 tags. For each subtree T}, the maximum number of nodes

that TH visits is 2;(b — yop + 1) — 1. Summing all 27°P subtrees, we have

a—1

vey (zl-(b—%p+1)—1) + 0+ 6
1=0
= 2(b— Yop + 1) — 2700 4 20 — 01 (b — ~op — 1) (3.18)

The right hand side (RHS) of Equation (3.18) is maximized when 6 is maximized and 6;

is minimized, which happens when all z tag IDs are contiguous and they start from the left

most leaf of a subtree at level v4p. In this case, the number of subtrees with tags are { b_Z%pW
2

and therefore 6y = 270P — [ —‘ Furthermore in this case, when ~op < b — 1, there is

z
2b=op

. _ z o z—1 |.
at most one subtree at level 7o, that has exactly one tag ie., 0] = [217_%1)-‘ {Qb_%p}

when vop = b, 01 equals z. Combining the two cases of yop < b — 1 and ~op = b, we have
_ z o z—1 __ Top
o = [gb—%pw {25—701)1 [1 b 1 =
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The proof above gives us the insight that T'H requires fewer queries when the tag IDs are
distributed more uniformly in the ID space. Intuitively, this makes sense because the more
the tag IDs are distributed uniformly, the fewer the number of collisions encountered by TH.
Experimentally, our results shown in Figures 3.11(a) and 3.11(b) in Section 6.9 also confirm
this insight: for the same number of tags, the number of queries needed by TH when tags
are uniformly distributed is less than that when tags are non-uniformly distributed.

We now conduct an analytical comparison between the maximum number of queries for
TH and that for TW. Figure 3.5 shows the maximum number of queries for TH, which is
calculated using the RHS of Equation (3.16), and that for TW, which is calculated using the
RHS of Equation (3.17), for 64 bit tag IDs. We observe that TH again outperforms TW for
the maximum number of queries, although slightly. For example, for a population of 10K

tags, the maximum number of queries for TH is 93% of that for TW.
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3.4 Minimizing Identification Time

The optimal value of « calculated using the expression for E[Q] in Equation (3.15) and
applying the numerical method proposed in Section 3.3.2 minimizes the average number
of queries, but does not minimize the average identification time because the durations of
successful read, empty read, and collision are different. Next, we derive an expression for

expected identification time as a function of v. We can then use the numerical method of
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Section 3.3.2 to calculate the optimal value of v that will minimize the average identification
time.

Let random variable T' denote the total identification time that TH takes to identify all
tags. Next, we calculate E[T]. Let tg, t¢, and t. denote the time durations of successful
read, collision, and empty read, respectively. Let random variables Q)s, )¢, and )¢ denote
the number of queries resulting in successful reads, collisions, and empty reads, respectively.

Thus, T" can be expressed as follows:

Applying expectation operator on both sides of the equation above, the expected value of

total identification time, E[T], can be expressed as follows:
ET] = EQs] x ts + E[Qc] x tc + E[Qe] X te (3.20)

Next, we derive expressions for E[Qs], E[Q¢], and E[Q¢]. Let I;(l,p) be an indicator
random variable whose value is 1 if and only if node (I, p) is visited and the response type
is x, where x € {s:successful read, c:collision, e:empty read}. Thus, @), is the sum of

I:(l,p) for all [ and all p, where x € {s, c, e}.

b 2l

Qe=>_ Y ILl(l.p) (3.21)

=1 p=0
The probability that TH visits node (I,p) is P {(l,p)}. Let P {xz|(l,p)} be the probability
that given that TH visits node ([, p), the response type for the node is x, where x € {s, c, e}.

Thus, E[Q:] can be expressed as follows:

b 2l

EQ:) =Y P{(p)} x P{x|(l,p)} (3.22)

=1 p=0
Recall that P {(l,p)} has already been completely defined in Equations (3.3) through
(3.14). Next, we derive expressions for P {z|(l,p)}. Let k denote the number of tags covered

by the node (I, p). Let m = 26— denote the maximum tags node (I, p) can cover. Recall that
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n = 2% denotes the max number of tags that can be accommodated in the whole ID space.

The probability that node (I, p) covers k of z tags follows a hypergeometric distribution:

(B (%)
(%)

The probabilities P {s|(l,p)} and P {e|(l,p)} can be calculated using k = 1 and k = 0,

P {#tags =k} = (3.23)

respectively, in Equation (3.23).

— L

P{s|(l,p)} = (%) = (3.24)
0 ifn—m<z—1

_ ") it 21

P{el(l,p)} = *) (3.25)
0 ifn—-m<z-1

Probability P {c|(l,p)} can be calculated as follows.
n—m n—m
1— <(§51)—((ﬁ)) ifn—m>z—1
PAcl(l,p)} =1=(P{el(l,p)}+P{s|(,p)}) = ¢ 1 %Z T fn—mez—1
z
0 ifn—-m<z-1
(3.26)

The expected identification time of TH can now be calculated using Theorem 8.

Theorem 8. For a population of z tags uniformly distributed in the ID space, where each
tag has an ID of b bits, if TH hops to level v to perform DFT from each node on this level,

the expected identification time for identifying all z tags is:

BT =2 [tc +(ts — te) P {s|(7,p)} + (te — te) P {el(v,p)}]

i + (ts — te)P{s|(1,p)} + (te — te) P {e|(L,p)} ]
21 P {(p)}+ P {(lp)}]
(3.27)

Proof. Equation (3.27) is obtained in three steps. First, substitute the values of P {s|(,p)},
P{e|(l,p)}, and P{c|[(l,p)} from Equations (3.24), (3.25), and (3.26) into Equation (3.22)
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to obtain values of F[Qs], E|Q¢], and E[Q.], respectively, and further substitute these values
of E[Qs], F|Q¢], and E[Q.| into Equation (3.20). Second, use P{(l,p)} =0 for 1 <1 <~
as per Equation (3.3) and use P{(l,p)} = 1 for [ = ~ as per Equation (3.4). Third, for
any level [ > v, use P{(l,p)} = P, {(l,p)} for each node on this level that is left child of its
parent and use P{(l,p)} = P-{(l,p)} for each node on this level that is right child of its

parent. Note that there are ol—1 pairs of left and right nodes on level [. O

When v = 1, Equation (3.27) is also the analytical model for calculating expected identi-
fication time of TW protocol. Note that Equation (3.27) is a generalized form of Equation
(3.15). It reduces to Equation (3.15) if the time durations of successful read, collision, and

empty read are equal to unit time.
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According to [53] and [55], the values of tg, t¢, and t. are 3ms, 0.3ms, 1.5ms, respectively.
Figure 3.7 plots the values of crossover points obtained using expression of E[Q] from Theo-
rem 6 and expression of E[T'] from Theorem 8 (we used b = 10 for illustration). We observe
from the figure that the values of crossover points obtained using the expression for E[Q)]
are comparatively larger than those obtained using the expression for E[T]. The reason is
that to minimize identification time instead of number of queries, TH starts the DFTs at
levels with comparatively larger values of [, which results in reduction in number of colli-

sions at an expense of slightly increased number of empty reads. The over all identification

63



time is reduced because empty reads are five times faster than collisions and the amount
of identification time increased by the increased number of empty reads is smaller than the
amount of identification time reduced by the reduced number of collisions. Figure 3.8 shows
the normalized expected identification times for the two cases i.e., when the crossover points
are calculated using F[Q] and E[T] (again we used b = 10 for illustration). We observe that
for several population sizes, the normalized expected time calculated using F[Q)] is greater

than that calculated using E[T].

3.5 Discussion

3.5.1 Virtual Conversion of Population Distributions

To virtually convert a non-uniformly distributed population into a uniformly distributed
population, we leverage the fact that in large populations, the expected number of tags
whose IDs have the least significant bit (LSB) of 0 is approximately the same as the expected
number of tags whose IDs have the LSB of 1. Similarly, the expected number of tags whose
IDs have the two LSBs of 00 is approximately the same as the expected number of tags
whose IDs have the two LSBs of 01, 10, or 11, and so on. Therefore, if we construct a
binary tree in which level I corresponds to ™" LSB instead of I®! most significant bit (MSB),
then each node of level [ is expected to cover z/ 2l tags: a property of uniformly distributed
populations. To illustrate, consider an example where there are 8 tags in a population, each
with a unique 4-bit ID in the range [0,7]. Figure 3.9(a) shows the binary tree constructed
in the conventional way in which level [ corresponds to [*h MSB. This population is clearly
non-uniformly distributed in the ID space and TH will have to frequently perform dynamic
adjustments to the optimal value of v and the number of queries will be large compared
to the number of queries for a uniformly distributed population of the same size. Figure
3.9(b) shows the binary tree constructed in the proposed way where level | corresponds to

" LSB. Note from the figure that the 8 tags are now uniformly placed in the entire ID
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space. On the binary trees that resembles the one in Figure 3.9(b), TH will require very
few dynamic adjustments and the number of queries will be approximately same as for a

uniformly distributed population of the same size.

0 1 2 3 4 5 6 7 0 4 2 6 1 5 3 7
0000 0001 0010 0011 0100 0101 0110 0111 0000 0100 0010 0110 0001 0101 0011 0111

(a) Binary tree where level / corresponds to /™ MSB of the tag ID  (b) Binary tree where level / corresponds to /™ LSB of the tag ID

Figure 3.9 Distributions of populations with binary trees with MSBs and LSBs.
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(cl) MSB distribution of randomly chosen IDs ! (c2) LSB distribution of randomly chosen IDs

Figure 3.10 Last level [ = b = 4 of the binary trees made with MSBs and LSBs.

Figures 3.10(al) through 3.10(c2) show three other populations where the circles on the
left side of the dashed vertical line represent level | = b = 4 of the binary tree in which
level [ corresponds the I™ MSB of the tag ID, and the circles on the right side of the dashed
vertical line represent level [ = b = 4 of the binary tree in which level [ corresponds the
I™ LSB of the tag ID. The population in Figures 3.10(al) and 3.10(a2) consists of 8 tags
with consecutive IDs in the range [4,11]. We can see that if the binary tree is built using
conventional method where ! level corresponds to the '™ MSB of the tag ID, then the

resulting population is not uniformly distributed in the binary tree. However, if the binary
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tree is built using our proposed modification where I*R Jevel corresponds to the I*" 1.SB of the
tag ID, then the resulting population is more close to a uniform distribution. Similarly, the
population in Figures 3.10(b1) and 3.10(b2) consists of two blocks, each containing 3 IDs.
We make the same observation that the IDs are comparatively more uniformly distributed in
the binary tree made with LSBs compared to the one made with MSBs. In a scenario where
a population is already uniformly distributed in the ID space, our proposed modification
does not affect it and the uniformity is maintained in the tree made with LSBs. This is
shown in Figures 3.10(cl) and 3.10(c2).

Next we leverage these observations to propose a simple modification in TH that reduces
the number of queries and identification times of TH for non-uniformly distributed popu-
lations to approximately the same values as for uniformly distributed populations. When
the reader transmits a query string, the tag compares it with its LSBs instead of MSBs to
decide whether or not it will respond to the query. If the result of the query is a collision,
the reader generates two new query strings by appending a 0 and a 1 at the start of the
previous query string and queries the tags with these new query strings. All the tags whose
IDs end with the new query string respond.

This modification does not require any changes to the tags and works with the C1G2
compliant tags. To make a tag compare the query string with the LSBs of its ID, we use
the SELECT command standardized in the C1G2 standard. The ID of a tag is stored in its
memory at a specific memory address. A tag can retrieve any bits stored in its memory by
specifying an appropriate address range. Using the SELECT command, a reader broadcasts
an address range and a bit mask. Each tag compares the bit mask with the bits in the
specified address range in its memory and responds back only if the bit mask matches the
specified bits in its memory. In TH, the bit mask contains the query string of length [, where

1 <1 < b, and the address range that the reader broadcasts is of the [ LSBs of tag IDs.
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3.5.2 Reliable Tag Identification

So far we have assumed that the communication channel between the reader and tags is
reliable, which means that each tag can receive the query from the reader and the reader
can receive either the response if only one tag responds or the collision if more than one tag
respond. However, this assumption often does not hold in reality because wireless commu-
nication medium is inherently unreliable. There are two existing schemes for making tag
identification reliable. Backes et al. proposed the scheme of letting each tag store the IDs of
several other tags [31]. When the reader queries a tag, the tag transmits back its own ID as
well as the IDs of other tags stored in it. When identification completes, the reader compares
the set of IDs of tags that responded with the union of sets of IDs of other tags reported by
each responding tag. If the sets are not equal, the whole process is repeated again to ensure
that the missed tags are identified. This scheme has two weaknesses. First, this scheme does
not comply with the C1G2 standard. Second, it assumes that the tag population remains
static for the lifetime of tags as each tag is hard coded with some other tags’ IDs. The
second scheme is to run an identification protocol on the same population several times until
probability of missing a tag falls below a threshold [51, 56]. They estimate the probability
of missing a tag based upon the number of tags that were identified in some runs of the
protocol but not in others.

While we can use the C1G2 compliant scheme proposed in [51, 56] to make TH reliable,
i.e., repeatedly run TH until the required reliability is achieved. We observe that in this
scheme, the leaf nodes in the binary tree are queried multiple times. This is wasteful of
time for the nodes that the reader successfully reads. To eliminate such waste, we propose
to query each node multiple times, instead of querying the whole binary tree multiple times.
We define the reliability of successfully reading a tag to be the probability that both the tag
receives the query from the reader and the reader receives the response from the tag. For this,
we calculate the maximum number of times the reader should transmit a query, which is

denoted by . Let g and u be the given and required reliability of successfully reading a tag,
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Table 3.1 Comparison with Prior C1G2 Compliant Protocols (TH/Prior Art)

Prior Nondeter. Prior Deterministic Prior Hybrid
Protocol (=Aloha) Protocols (=MAS)
Best
Max | Min | Mean e's Max | Min | Mean Max | Min | Mean

prior
E — | #queries/tag 0.24 0.10 0.18 ATW-f | 0.51 0.50 0.50 0.39 0.38 0.39
o EO) query time/tag 0.84 0.71 0.76 ATW-c 0.92 0.89 0.90 0.81 0.78 0.79
k= = #responses/tag 0.85 0.59 0.69 ATW-c 0.85 0.67 0.70 0.64 0.24 0.38
= response fairness 1.15 1.10 1.13 TW 1.12 1.07 1.11 1.12 1.07 1.10
2 _—_ | #queries/tag 0.26 0.10 0.18 ATW-f 0.75 0.33 0.60 0.40 0.18 0.29
D, 5 query time/tag 0.40 0.12 0.24 ATW-f 0.60 0.19 0.41 0.21 0.09 0.15
g H #responses/tag 0.63 0.11 0.32 ATW-c 0.87 0.11 0.33 0.46 0.08 0.22
4 response fairness 1.38 1.25 1.35 ATW-c 1.03 1.00 1.02 1.05 0.95 1.02

respectively. Thus, the probability of successfully identifying a tagis 1 — (1 — g)ﬂ . Equating
it to u gives:

6 = 10g(1_g) (1 — u) (328)

Our scheme of reliable tag identification works as follows: for each non-terminal node in
the binary tree that TH needs to visit, TH transmits a query corresponding to that node
B times; corresponding to each terminal node, TH keeps transmitting the query until either
that query has been transmitted S times or the reader successfully receives the tag ID.
The optimization technique of stop transmitting the query corresponding to a terminal
node on a successful read significantly reduces the total number of queries. Figure 3.6 plots
the expected number of queries per tag for the reliable TH protocol with and without this
optimization. For example, for a population of 50000 tags, the number of queries per tag

are reduced by 24%.

3.5.3 Continuous Scanning

In some applications, the tag population may change over time (i.e., tags leave and join the
population dynamically). We adapt the continuous scanning strategy proposed by Myung
et al. in [82]. In the first scanning of the whole tag population, TH records the queries that
resulted in successful or empty reads. If the tag population does not change, by perfoming

DFTs on the subtrees rooted at successful and empty read nodes of the previous scan, TH
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experiences no collision. If some new tags join the population, some of the successful read
nodes of the previous scan can now turn into collision nodes and some empty read nodes can
turn into successful or collision nodes. If some old tags leave the population, some successful
read nodes will become empty read nodes. If any of the new empty read nodes happens to
be a sibling of another empty read node, then TH discards these two nodes from the record
and stores the location of their parent because the parent is also an empty read node. This
strategy works well when tag population size remains static or increases. However, when the

tag population decreases, the best choice is to re-execute TH for the subsequent scan.

3.5.4 Multiple Readers

An application with a large number of RFID tags requires multiple readers with overlapping
regions because a single reader can not cover all tags due to the short communication range
of tags (usually less than 20 feet). The use of multiple readers introduces several new types
of collisions such as reader-reader collisions and reader-tag collisions. Such collisions can be
handled by reader scheduling protocols such as those proposed in [122, 36, 131, 116]. TH is

compatible with all of these reader scheduling protocols.

3.6 Performance Comparison

We implemented two versions of TH. (1) THg, in which 7op is obtained using E[Q] and
the query string is matched with MSBs of tag IDs, and (2) THr, in which 7 is obtained
using F[T] and the query string is matched with LSBs of tag IDs to virtually convert the
population distribution into a near-uniform distribution. We also implemented all the 8
prior tag identification protocols in Matlab, namely the 3 nondeterministic protocols (Aloha
[129], BS [35], and ABS [82]), the 3 deterministic protocols (TW [66], ATW [115], and STT
[87]), and the 2 hybrid protocols (MAS [83] and ASAP [89]). As ATW starts DFTs from the

level of log z which may not be a whole number, we present results for ATW by both ceiling
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and flooring the values of log z and representing them with ATW-c and ATW-f respectively.
In terms of implementation complexity, TH and all the 8 prior protocols are implemented
in the similar number of lines of code. We performed extensive testing, both manually and
automatically, to ensure the correctness of each protocol implementation.

We performed the side-by-side comparison with TH, although this comparison is not com-
pletely fair for TH for two reasons. First, 3 of these 8 protocols (i.e., BS, ABS, and ASAP)
require modifications to tags and thus do not work with standard C1G2 tags, whereas TH is
fully compliant with C1G2. Second, for the framed slotted Aloha, to its best advantage, we
choose the frame size to be the ideal size, which is equal to the tag population size, disre-
garding the practical limitations on the frame sizes. We choose tag ID length to be the C1G2
standard 64 bits. We performed the comparison for both the uniform case (where the tag
population is uniformly distributed in the ID space) and the non-uniform case (where the tag
population is not uniformly distributed in the ID space). For the uniform case, we range tag
population sizes from 100 to 100,000 to evaluate the scalability of these protocols. For the
non-uniform case, we distribute tag populations in blocks where each block is a continuous
sequence of tag IDs. We range block sizes from 5 to 1000. Our motivation for simulating
non-uniform distribution in blocks is that in some applications, such as supply chains, tag
IDs often come in such blocks when they are manufactured. For each tag population size,
we run each protocol 100 times and report the mean. We compare TH with prior protocols

from both reader and tag perspectives.

3.6.1 Reader Side Comparison

For the reader side, we compared TH with the 8 prior protocols based on the following
two metrics: (1) normalized reader queries and (2) identification speed. Normalized reader
queries is the ratio of the number of queries that the reader transmits to identify a tag
population divided by the number of tags in the population. Similarly, identification speed

is the total time that the reader takes to identify a tag population divided by the number of
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tags in that population.

In general, more queries implies more identification time. However, identification time
is not strictly in proportion to the number of queries because different queries may take
different amounts of time.

For each metric, in Table 3.1, we show the value of TH divided by that for the best prior
C1G2 compliant protocol for this metric in the corresponding category of nondeterministic,
deterministic, or hybrid. Note that the only prior C1G2 compliant nondeterministic tag
identification protocol is the framed slotted Aloha and the only prior C1G2 compliant hybrid
tag identification protocol is MAS. There are 3 prior C1G2 compliant deterministic tag
identification protocols: TW, ATW, and STT. We report min, max, and mean for these
ratios for tag populations ranging from 100 to 100, 000.

For the two metrics defined above, the absolute performance of TH and all prior 8 tag
identification protocols is shown in Figures 3.11(a) to 3.12(b), for both uniform and non-
uniform distributions. Note that for non-uniform distributions, we fix the tag population

size to be 5000 and range the block size from 2 to 1000.

3.6.1.1 Normalized Reader Queries

TH reduces the normalized reader queries of the best prior C1G2 compliant nondetermin-
istic, deterministic, and hybrid tag identification protocols by an average of 82%, 50%, and
61%, respectively, for uniformly distributed tag populations. THrp reduces the mormalized
reader queries of the best prior C'1G2 compliant nondeterministic, deterministic, and hybrid
tag identification protocols by an average of 82%, 40%, and 71%, respectively, for non-
uniformly distributed tag populations. Figures 3.11(a) and 3.11(b) show the normalized
reader queries of all protocols for uniformly and non-uniformly distributed populations, re-
spectively. Based on these two figures, we make the following four observations from the
perspective of normalized reader queries for both uniform and non-uniform distributions.

First, normalized queries of THr are slightly greater than those of TH¢ for uniformly dis-
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tributed tag populations. This is because, to minimize identification time, THr starts DFTs
at levels closer to the leaf nodes compared to THgq, which results in more empty reads and
less collisions. The increase in number of empty reads is slightly greater than the decrease in
number of collisions. Matching the query string with LSBs in THp does not bring much ad-
vantage because the population is already uniformly distributed. Second, for non-uniformly
distributed tag populations, normalized queries of TH are, on average, 18% fewer than those
of THq. This significant improvement is a result of the virtual conversion of non-uniformly
distributed populations into uniformly distributed populations as proposed in Section 3.5.1.
Third, among all the 8 prior protocols, the traditional ATW protocol turns out to be the
best. Fourth, the framed slotted Aloha in the C1G2 standard performs the worst even when
we disregard the practical limitations on the frame sizes. Although BS is the best among
the 3 prior nondeterministic tag identification protocols, it is not compliant with C1G2.
Similarly, although ASAP is the best among the 2 prior hybrid tag identification protocols,

it is not compliant with C1G2.

3.6.1.2 Identification Speed

TH¢ improves the identification speed of the best prior C1G2 compliant nondeterministic,
deterministic, and hybrid tag identification protocols by an average of 24%, 10%, and 21%, re-
spectively, for uniformly distributed tag populations. THp improves the identification speed of
the best prior C1G2 compliant nondeterministic, deterministic, and hybrid tag identification
protocols by an average of 76%, 59%, and 85%, respectively, for non-uniformly distributed
tag populations. Figures 3.12(a) and 3.12(b) show the identification speed of all protocols
for uniformly and non-uniformly distributed tag populations, respectively. Based on these
two figures, we make the following four observations from the perspective of identification
speed.  First, the normalized identification times of THr are slightly smaller than those
of THq for uniformly distributed tag populations. This improvement is the result of using

ET] to calculate ~op instead of using E[Q)]. Second, the normalized identification times of
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THr are, on average, 36% smaller than those of THg for non-uniformly distributed tag pop-
ulations. This significant improvement is a result of the virtual conversion of non-uniformly
distributed populations into uniformly distributed populations as proposed in Section 3.5.1.
Third, among all 8 prior protocols, the traditional ATW protocol turns out to be the best for
both uniform and non-uniform distributions. Fourth, although framed slotted Aloha is the
worst in terms of normalized reader queries, its identification speed is not the worst. This is
because in our experiments we allow it to use unrealistically large frame sizes, which leads

to many empty slots and empty read is much faster than successful read and collision.
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3.6.2 Tag Side Comparison

On the tag side, we compare TH with the 8 prior protocols based on the following four
metrics: (1) normalized tag responses, (2) response fairness, (3) normalized collisions, and
(4) normalized empty reads. Normalized tag responses is the ratio of sum of responses of
all tags during the identification process to the number of tags in the population. Response
fairness is the Jain’s fairness index given by %; where x; is the total number of
responses by tag i [57]. Normalized collisions is the Zr_atioZ of total number of collisions during
the identification process to the number of tags in the population. Normalized empty reads
is the ratio of total number of empty reads during the identification process to the number
of tags in the population.

The first two metrics are important for active tags because active tags are powered by
batteries. Lesser number of normalized tag responses mean lesser power consumption for
active tags. Response fairness measures the variance in the number of responses per tag.
Less fairness results in the depletion of the batteries of some tags more quickly compared to
others. In large scale tag deployments, it is often nontrivial to identify tags with depleted
batteries and replace them. Using an absolutely fair tag identification protocol, the batteries

of all tags deplete at the same time and therefore all can be replaced at the same time. We

use the Jain’s fairness metric defined in [57]. For z tags, the fairness value is in the range
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[%, 1]. The higher this fairness value is, the more fair the protocol is. The second two metrics
are important for understanding these identification protocols.

For normalized tag responses and response fairness, in Table 3.1, we show the value of TH
divided by that for the best prior C1G2 compliant protocol in the corresponding category
of nondeterministic, deterministic, or hybrid. The absolute performance of TH and all prior

8 tag identification protocols is shown in Figures 3.13(a) to 3.14(b), for both uniform and

non-uniform distributions.

3.6.2.1 Normalized Tag Responses

TH reduces the normalized tag responses of the best prior C1G2 compliant nondetermin-
istic, deterministic, and hybrid tag identification protocols by an average of 31%, 30%, and
62%, respectively, for uniformly distributed tag populations. THp reduces the normalized tag
responses of the best prior C1G2 compliant nondeterministic, deterministic, and hybrid tag
identification protocols by an average of 68%, 67%, and 78%, respectively, for non-uniformly
distributed tag populations. Figures 3.13(a) and 3.13(b) show the normalized tag responses
of all protocols for uniformly and non-uniformly distributed tag populations, respectively.
We make following four observations from these two figures. First, the normalized tag re-
sponses of TH are, on average, 57% lesser than those of THq for non-uniformly distributed
tag populations. Second, the normalized tag responses of BS, ABS, TW, MAS, and ASAP
increase with increasing tag population size. Third, for non-uniformly distributed tag pop-
ulations, the normalized tag responses of nondeterministic protocols is not affected by the
block size because their performance is independent of tag ID distribution. In contrast, the
normalized tag responses of deterministic protocols slightly increase with increasing block
size. Fourth, among all 8 prior protocols, Aloha has the smallest number of normalized tag
responses. This is because of the unlimitedly large frame sizes that we used for Aloha. With

large frame sizes, tags experience lesser collisions and thus reply fewer times.
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3.6.2.2 Tag Response Fairness

TH improves the tag response fairness of the best prior C1G2 compliant nondeterminis-
tic, deterministic, and hybrid tag identification protocols by an average of 13%, 11%, and
10%, respectively, for uniformly distributed tag populations. THp improves the tag response
fairness of the best prior C1G2 compliant nondeterministic, deterministic, and hybrid tag
identification protocols by an average of 35%, 2%, and 2%, respectively, for non-uniformly
distributed tag populations. Figures 3.14(a) and 3.14(b) show the tag response fairness of

all protocols for uniformly and non-uniformly distributed tag populations, respectively. We
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Figure 3.17 Distribution of tag responses of TH and existing protocols

observe that among all 8 prior protocols, ASAP and ATW are the best for uniformly and
non-uniformly distributed populations, respectively. We observe that THt achieves slightly
better fairness than THq.

Figures 3.17(a) and 3.17(b) show the distribution of the number of tag responses for each
protocol for uniformly and non-uniformly distributed tag populations, respectively. For any
protocol, the wider the horizontal span of its distribution is, the larger the range of the
number of responses per tag it has. We observe that TH has the smallest range among all

protocols for the number of responses per tag.
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3.6.2.3 Normalized Collisions

THq and THr, both incur smaller number of collisions than all 8 prior protocols for uni-
formly and non-uniformly distributed tag populations. Figures 3.15(a) and 3.15(b) show the
normalized collisions for all protocols for uniformly and non-uniformly distributed tag popu-
lations, respectively. From these figures we make following three observations. First, THp
incurs fewer collisions compared to THc, which is one of the reasons behind the faster iden-
tification speed of THp. Second, Aloha incurs the smallest number of normalized collisions
among all 8 prior protocols because of the unlimitedly large frame sizes that we used for
it. Third, TW mostly incurs the largest number of normalized collisions for both types of

populations.

3.6.2.4 Normalized Empty Reads

For uniformly distributed tag populations, THg incurs a smaller number of empty reads
than all 8 prior protocols. For non-uniformly distributed tag populations, THp, incurs a
smaller number of empty reads than all 8 prior protocols. Figure 3.16(a) and 3.16(b) show
the normalized empty reads of all protocols for uniformly and non-uniformly distributed tag
populations, respectively. From these figures, we observe that although the two prior C1G2
compliant protocols, TW and MAS, have fewer empty reads compared to TH¢, for large
block sizes, they have much larger number of collisions compared to THg, which makes
their overall identification time much larger than TH¢. Note that the slightly larger number
of empty reads for TH, for large block sizes is immaterial because the time for an empty read
is 5 times lesser than that for a collision and 10 times lesser than that for a successful read.
Therefore, reducing the number of collisions is more important than reducing the number
of empty reads. We also observe that THt has greater number of empty reads compared to
THq, which is the cost of decreasing the collisions. As collisions are 5 times slower compared
to empty reads, this slight increase in number of empty reads is not of much significance.

Note that the collisions and empty reads shown in Figures 3.15(a) and 3.16(a), respectively,
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are consistent with the reader queries shown in Figure 3.11(a) as well as the identification
speed shown in Figure 3.12(a). Similarly, the collisions and empty reads shown in Figures
3.15(b) and 3.16(b), respectively, are consistent with the reader queries shown in Figure
3.11(b) as well as the identification speed shown in Figure 3.12(b). For example, Figure
3.15(a) shows that TW has more collisions than Aloha, but 3.11(a) shows that Aloha has
more queries than TW. This is because Aloha has much more empty reads than TW as
shown in Figure 3.16(a). Although Aloha has more queries than TW, Figure 3.12(a) also
shows that Aloha requires less identification time than TW. This is because an empty read
is 5 times faster than a collision for a reader.

A common observation that we make from the plots of all the metrics of TH for uniformly
distributed populations is that these plots have ups and downs and are not monotonic. This
is because when the number of tags increases, the starting level from where TH performs
the first DF'T increases, which has an effect on all these metrics. These ups and downs are

also observed in the analytical plot in Figure 3.8.

3.7 Conclusion

The technical novelty of this chapter lies in that it represents the first effort to formulate
the Tree Walking process mathematically and propose a method to minimize the expected
number of queries and expected identification time. The significance of this chapter in terms
of impact lies in that the Tree Walking protocol is a fundamental multiple access protocol
and has been standardized as an RFID tag identification protocol. Besides static optimality,
our Tree Hopping protocol dynamically chooses a new optimal level after each subtree is tra-
versed. We presented a method to make our protocol work with non-uniformly distributed
populations and achieve similar performance that it achieves with uniformly distributed pop-
ulations. We also presented methods to make our protocol reliable, to continuously scan tag

populations that are dynamically changing, and to work with multiple readers with overlap-
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ping regions. Another key contribution of this chapter is that we conducted a comprehensive
side-by-side comparison of two variants of our protocol with eight major prior tag identi-
fication protocols that we implemented. Our experimental results show that our protocol
significantly outperforms all prior tag identification protocols, even those that are not C1G2
compliant, for metrics such as the number of reader queries per tag, the identification speed,

and the number of responses per tag.
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4 RFID Missing Tags

4.1 Introduction

4.1.1 Background & Motivation

Shoplifting, employee theft, and vendor fraud have become major causes of lost capital for
retailers [113]. In 2011 alone, the retailers lost an estimated 34.5 billion dollars due to these
causes [12]. With the benefits of not requiring a line-of-sight and low cost of tags (e.g., 5
cents per tag [93]), radio frequency identification (RFID) systems have been deployed for
monitoring products by affixing them with cheap passive RFID tags and using RFID readers,
which are given the IDs of the tags that are being monitored, to detect any missing tags. A
tag is a microchip with an antenna in a compact package that has limited computing power
and communication range. There are two types of tags: (1) passive tags, which power up
by harvesting the radio frequency energy from readers (as they do not have their own power
sources) and have communication range often less than 20 feet; (2) active tags, which have
their own power sources and have relatively longer communication range. A reader has a
dedicated power source with significant computing power. It transmits queries to a set of
tags and the tags respond over a shared wireless medium. In this chapter, we deal with both

passive and active RFID tags.
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4.1.2 Summary & Limitations of Prior Art

There are two types of missing tag detection protocols: probabilistic [114, 76] and determin-
istic [71, 128, 73]. The probabilistic protocols are faster but only report the event that some
tags are missing, without pinpointing exactly which ones. The deterministic protocols return
IDs of all the missing tags but are comparatively slower. Both approaches have their merits.
In fact, they are complementary to each other, and should be used together. For example,
a probabilistic protocol should be used to detect a missing tag event and once detected, a
deterministic protocol should be invoked to identify which tags are missing. Several proba-
bilistic protocols such as TRP [114] and EMTD [76] and deterministic protocols such as IIP
[71], MTT [128], and SFMTT [73] have been proposed.

There are two key limitations of existing protocols. The first limitation is that all existing
protocols assume a perfect environment with no unexpected tags, which is not a realistic
assumption. In reality, tag populations often contain unexpected tags whose IDs are un-
known. Here we give three examples. For the first example, in airports where an airline
company uses RFID readers to monitor baggage of its passengers, the tags of other airline’s
baggage, which are in the vicinity of this airline’s readers, also respond to the queries of this
airline’s readers. For the second example, in a large warehouse rented to multiple tenants,
one tenant’s RFID readers receive responses from tags of other tenants. For the third ex-
ample, in a retail store that uses RFID readers to monitor only expensive merchandize, the
readers receive responses from tags of inexpensive merchandize as well. Similar scenarios
exist in other settings such as hospitals and malls. Existing protocols can not handle the
presence of unexpected tags because they fill up unexpected slots in Aloha frames resulting
in unexpected false positives.

The second major limitation of existing protocols is that except TRP, none of them is
compliant with the EPCGlobal Class 1 Generation 2 (C1G2) RFID standard [55]. These
protocols require the manufacturers to put random bit sequences in tags for calculating

specialized hash functions. They also require the tags to be able to receive and interpret
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“pre-vector” and/or “post-vector” frames to select slots in frames. Such functionalities are
not provisioned in the C1G2 standard because tags, especially the passive ones, do not have
enough computational power. It is important for an RFID protocol to be compliant with the
C1G2 standard because the cheap commercially available off-the-shelf (COTS) tags follow
the C1G2 standard. A protocol that is not compliant with the C1G2 standard will require
home brewed tags, which will not only cost more but will also work only in limited settings.
For example, if an airline uses a protocol and tags that are non-compliant with the C1G2
standard, it may be able to track its baggage at its home airport but not at the airports in

rest of the world, which support only the C1G2 compliant tags.

4.1.3 Problem Statement & Proposed Approach

Now we formally define the missing tag detection problem. Let E represent the set of IDs of
the expected tags, i.e., the tags that are expected to be present in a population and need to
be monitored. Let an unknown number of tags, m, out of these |E| tags be missing, where
0 <m < |E|. Let E}, be the set of IDs of the remaining |E| —m tags that are actually present
in the population. Let U be the set of IDs of all the unexpected tags in the population that
do not need to be monitored. We neither know exactly which IDs belong to sets [E;, and U nor
do we know their sizes, but we do know that £, C E. Let T" be a threshold on the number of
missing tags. Our objective is to design a missing tag detection protocol using which a set of
readers should quickly detect a missing tag event with a probability > o whenever the number
of missing tags m is greater than or equal to the threshold T', where « is called the required
reliability and lies in the range 0 < o < 1. Additionally, a missing tag detection protocol
should work in single as well as multiple-reader environments, and should be compliant with
the C1G2 standard.

For the problem of detecting missing tags in the presence of unexpected tags, there are
three seemingly obvious solutions based on previous work. The first solution is to repeatedly

execute a tag collection protocol to collect IDs of all tags and compare them with the IDs
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in set E to detect if any tags are missing. This solution works; however, it is too slow. For
example, our experimental results show that even the fastest existing tag collection protocol
TH [105] is 14.3 times slower than our scheme. The second solution is to first execute a tag
collection protocol to get the IDs of unexpected tags and then repeatedly execute an existing
missing tag detection protocol. This solution has two limitations. First, it is slow because
the missing tag detection protocol will have to monitor the unexpected tags in addition to
the expected tags. Second, the missing tag detection protocol will report a missing tag event
even when some unexpected tags go missing, which is not the requirement. Furthermore,
both these solutions can not be used in settings where readers are not allowed to read the IDs
of tags in set U due to privacy reasons. An example of such a setting is the aforementioned
multi-tenant warehouse, where one tenant may not permit readers of other tenants to read
the IDs of its tags. The third solution is to repeatedly execute a tag estimation protocol
and look for a net change in the population size. The limitation of this solution is that
if some expected tags go missing but an equal or greater number of unexpected tags join
the population, the estimation protocol can not detect the missing tag event. Furthermore,
missing tag detection protocols are much faster compared to estimation protocols due to the
knowledge of set E [114, 71, 73].

In this chapter, we propose a new protocol called RFID monitoring protocol with
unexpected tags (RUN), the first protocol that can achieve required reliability in detect-
ing a missing tag event when unexpected tags might be present in the population. RUN uses
the frame slotted Aloha protocol specified in the C1G2 standard as its MAC layer communi-
cation protocol. In Aloha protocol, the reader first tells the tags a frame size f and a random
seed number R. Fach tag within the transmission range of the reader then uses f, R, and
its ID to select a slot in the frame by evaluating a hash function h(f, R, ID) whose result
is uniformly distributed in [1, f]. Each tag has a counter initialized with the slot number
it chose to reply. After each slot, the reader first transmits an end of slot signal and then

each tag decrements its counter by one. In any given slot, all the tags whose counters equal
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1 respond with a random sequence called RN16. If no tag replies in a slot, it is called an
empty slot. If one or more tags reply in a slot, it is called a nonempty slot. As per the C1G2
standard, tags do not transmit their IDs unless the reader specifically asks them to do so.
In RUN, reader checks if a slot is empty or nonempty using the RN16 sequence and never
asks tags to transmit their IDs. This preserves the privacy in settings where a reader is not
allowed to read IDs of tags in set U.

To detect if any tags are missing, RUN executes multiple Aloha frames with different
seeds. In each frame, each tag uses the seed for that frame to select its slot. As RUN already
knows the IDs of all tags in set [E, it pre-computes which tags in E will select which slots
in each frame. Thus, it knows which slots in the frames should be nonempty if all the tags
in E are present in the population. When a reader executes a frame, RUN compares the
response in each slot of that frame with the corresponding slot in the pre-computed frame.
If it finds that a particular pre-computed slot was nonempty but the corresponding slot in
the executed frame is empty, it stops and declares that some tags are missing. To minimize
the effect of unexpected false positives and consequently the detection time, RUN estimates
the size of U implicitly without running an extra estimation phase and uses this estimate
to calculate optimal values of system parameters. RUN works in single as well as multiple

readers environment.

4.1.4 Technical Challenges & Solutions

There are three key technical challenges in detecting a missing tag event. The first technical
challenge is to handle the presence of unexpected tags. Due to the presence of such tags, it
is possible that a particular slot that RUN expected to be nonempty due to a specific tag
in E actually turns out to be nonempty even though that specific tag in E was missing. To
address this challenge, RUN executes multiple frames with different seeds, which reduces the
effects of such unexpected false positives. We calculate the false positive probability due to

tags in E;, UU and use it to calculate optimal values of frame sizes and the number of times
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the frames should be executed to mitigate the effects of false positives.

The second technical challenge is to estimate the number of unexpected tags |U| in the
population, which is required to calculate the optimal values of system parameters. To
address this challenge, RUN first pre-computes which slots in each frame will the tags in E
not select. Second, it executes the frames and sees how many of such slots turn out to be
nonempty. The number of such slots that are nonempty in the executed frames is a function
of |U] but is independent of |E| because we know from the pre-computed frames that the
tags in [E never select these slots. Thus, by observing number of slots that are empty in the
pre-computed frames and nonempty in the executed frames, RUN estimates |U|. Note that
RUN does not carry out a separate estimation phase to estimate the size of U. It obtains
the estimate while executing the Aloha frames for detecting a missing tag event and thus,
does not incur any extra time cost.

The third technical challenge is to achieve the required reliability in smallest possible
time. To address this challenge, we use the false positive probability to derive a “reliability
condition”, which, if satisfied by the system parameters, guarantees that RUN will achieve
the required reliability. These values of system parameters ensure with probability « that
there will be at least one slot in all the frames that is nonempty in the pre-computed frames
and empty in the executed frames when m > T. To minimize RUN’s execution time, we
express the time in terms of the system parameters and minimize it under the constraint

that the system parameters satisfy the reliability condition.

4.1.5 Key Novelty & Advantages over Prior Art

The key novelty of this chapter is twofold. First, we identify the problem of detecting missing
tags in the practical scenario where unexpected tags are present. Second, we propose RUN
for detecting missing tags in the presence of unexpected tags. RUN has two key advantages
over prior art. First, it achieves the required reliability in the presence of unexpected tags,

whereas none of the existing protocols achieves the required reliability. We have extensively
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evaluated and compared RUN with four state-of-the-art missing tag detection protocols
(TRP [114], IIP[71], MTI[128], and SFMTI[73]) in a variety of scenarios for a large range
of tag population sizes. Among existing protocols, SEMTI achieves the highest reliability of
67% whereas RUN achieves arbitrarily high reliability as per the requirement. Second, it is

compliant with the C1G2 standard whereas existing protocols, except TRP, are not.

4.2 Related Work

Several probabilistic [114, 76] and deterministic [71, 128, 73] missing tag detection protocols
have been proposed. The common and major drawback of all of these protocols is that none
of them handle unexpected tags and assume that the readers already know the IDs of all
tags that can be present in the population. Next, we review the existing probabilistic and

deterministic protocols.

4.2.1 Probabilistic Protocols

The objective of the probabilistic protocols is to detect if any tags in the population are
missing. Tan et al. proposed the first probabilistic protocol called TRP [114]. TRP pre-
computes slots in a frame and compares them with the executed slots to detect missing tags.
The difference with RUN, however, lies in that TRP does not consider false positives from
unexpected tags. Furthermore, for large populations, TRP requires frame size that exceeds
the C1G2 specified upper limit of 21°, which is not possible in practical RFID systems.
Among existing protocols, TRP is the only one that is compliant with the C1G2 standard as
long as the frame size is below 215 Luo et al. proposed another probabilistic protocol called
EMTD [76]. This protocol is non-compliant with the C1G2 standard because it assumes
the RFID tags to be intelligent with enough computing power to implement a hash ring
and calculate hashes using that ring. None of the existing probabilistic protocols have been

designed to work in multiple-reader environment.
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4.2.2 Deterministic Protocols

The objective of the deterministic protocols is to identify exactly which tags are missing
from a population. Li et al. proposed a suite of protocols in [71] out of which IIP performs
the best. IIP is non-compliant with the C1G2 standard due to following three reasons. First,
it requires tags to interpret pre-vector frames and reply to the reader queries as described
in those frames. Second, it requires frame sizes greater than 219 for large populations.
Last, it requires manufacturers to insert a ring of random bits in tag memory at the time
of manufacturing. IIP does not handle multiple readers either. Zhang et al. proposed a
deterministic protocol called MTI [128], which is essentially a tag collection protocol that
first collects IDs of all tags and then checks which tags are missing. MTI cannot be used
to achieve an arbitrary desired accuracy because the authors do not provide a frame work
to calculate system parameters. Liu et al. proposed a deterministic protocol called SEMTI
[73]. SFMTT is non-compliant with the C1G2 tags because it requires tags to interpret

non-standardized vectors before and after selecting a slot in a frame.

4.3 System Model

4.3.1 Architecture

For detecting missing tags, RUN uses a central controller connected with a set of readers that
cover the area where the tags in set [E are located. The use of a central controller ensures that
all readers use consistent values of frame sizes and seeds when executing frames, which helps
in efficiently aggregating and processing information returned by the readers. The readers
use the standardized frame slotted Aloha protocol to communicate with tags and never ask
the tags to transmit their IDs. The use of multiple readers with overlapping coverage regions
introduces following two problems: (1) scheduling the readers such that no two readers with

overlapping regions transmit at the same time, and (2) mitigating the effect of some tags
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responding to multiple readers due to overlap in the coverage region of those readers. For the
first problem, the controller uses one of the several existing reader scheduling protocols [116]

to avoid reader-reader collisions. For the second problem, we propose solution in Section 4.4.

4.3.2 C1G2 Compliance

RUN does not require any modifications to tags or readers. It only requires the readers
to receive the frame size, persistence probability, and seed number from the controller and
communicate the responses in the frames back to the controller. Persistence probability p
is the probability with which a tag decides whether it will participate in a frame or not
before selecting a slot in that frame. Later in the chapter, we will show how we use p to
handle frame sizes that exceed the C1G2 specified upper limit of 219, Such large frame sizes
are required when the size of tag population is large, required reliability « is high, or the
threshold T is small. As the C1G2 standard does not specify the use of p, COTS tags do
not support it. To avoid making any modifications to tags, in RUN, the reader implements
p by announcing a frame size of f/p but terminating the frame after the first f slots, which

can be done as per the C1G2 standard.

4.3.3 Communication Channel

We assume that the communication channel between readers and tags is reliable i.e., tags
correctly receives queries from the readers and the readers correctly detect transmission of
RN16 sequence in a slot if one or more tags in the population transmit in that slot. If the

channel is unreliable, the solution proposed in [105] can be easily adapted for use with RUN.

4.3.4 Formal Development Assumption

To make the formal development tractable, we assume that instead of picking a single slot

to transmit at the start of i*® frame of size f, a tag independently decides to transmit
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in each slot of the frame with probability 1/f regardless of its decision about previous or
forthcoming slots. Vogt first used this assumption for the analysis of Aloha protocol for
RFID and justified its use by recognizing that this problem belongs to a class of problems
called occupancy problem, which deals with the allocation of balls to urns [121]. Ever since,
the use of this assumption has become a norm in the formal analysis of all Aloha based
RFID protocols [102, 121, 129].

The implication of this assumption is that a tag can end up choosing more than one slots
in the same frame or even not choosing any at all, which is not in accordance with the C1G2
standard that requires a tag to pick exactly one slot in a frame. However, this assumption
does not create any problems because the expected number of slots that a tag chooses in
a frame is still one. The analysis with this assumption is, therefore, asymptotically the
same as that without this assumption. Bordenave et al. further explained in detail why
this independence assumption in analyzing Aloha based protocols provides results just as
accurate as if all the analysis was done without this assumption [33]. This independence
assumption is made only to make the formal development tractable. In all our simulations,

a tag chooses exactly one slot at the start of a frame.

4.4 Protocol Description

To detect if any of the tags in set E is missing from the population, in RUN, the central
controller executes up to n Aloha frames using the RFID readers. There are 6 steps involved
in executing each frame. First, before executing any frame i, the controller calculates the
optimal values of frame size f;, persistence probability p;, and generates a random seed
number R;. Second, as the controller knows the IDs in set E, it pre-computes which tag
in E will choose which slot in the i*® frame. Thus, it knows which slots of the executed
it frame should be nonempty if all the tags in [E were present and a single reader covered

the entire population. It represents the nonempty slots in the pre-computed frame with 1s
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and all other slots with Os. Third, it provides each reader with the parameters f;, p;, and
R; and asks each of them to execute the it frame using these parameters. The motivation
behind using the same values of f;, p;, and R; across all readers for the 8 frame is to enable
RUN to work with multiple readers with overlapping regions. As all readers use the same
values of f;, p;, and R; in the ™™ frame, the slot number that a particular tag chooses in
the i*® frame of each reader covering this tag is the same i.e., h(f;/pi, Ri, I D) evaluated by
the tag results in same value for each reader. Fourth, each reader executes the frame on
its turn as per the reader scheduling protocol and sends the responses in the frame back to
the controller. Fifth, when the controller receives the i*® frame of each reader, it applies
logical OR operator on all the received it! frames and obtains a resultant ORed frame. This
resultant ORed frame is same as if received by a single reader covering all the tags. Sixth,
the controller compares all the slots in the pre-computed i frame with the corresponding
slots in the resultant ORed it frame. If there is any slot that is 1 in the pre-computed
frame but 0 in the resultant ORed frame, the controller detects this as a missing tag event
because such a slot implies that all tags in [E that mapped to this slot in the pre-computed
frame are absent from the population. At this point, the controller stops the protocol and
does not execute the remaining n — ¢ frames. If the controller does not detect a missing tag
event even after each reader has executed n frames, it declares that the number of missing

tags m is less than the threshold T

4.5 Parameter Optimization

Recall from the previous section that before executing any frame ¢, the controller calculates
the optimal values of frame size f; and persistence probability p;. For this, the controller
first estimates the value of [U| at the start of the ™ frame, represented by |U;|, based on
the responses from the tag population in the previous i — 1 frames. Details about estimating

the value of |U| will be given in Section 4.5.1. Then, using this estimate along with the
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values of |E|, o, and T, the controller calculates the optimal values of the frame size f;
and persistence probability p; such that RUN achieves the required reliability in shortest
time. Before asking the readers to execute the it frame, the controller also recalculates
the maximum number of frames that it should execute, represented by n;. As the controller
executes more and more frames, i.e., as i increases, the estimate \[U,| asymptotically becomes
equal to |U|. Consequently, f;, p;, and n; asymptotically become equal to constants f, p,
and n, respectively. When the estimate of |U| does not change by more than 1% in 10
consecutive frames, the controller considers the estimate to be close enough to |U|. At this
point, the controller calculates the values of f;, p;, and n; and puts f = f;, p = p;, and
n = n;, and uses these fixed values of f and p to execute subsequent frames until the total
number of frames executed since the first frame become equal to n. Note that the controller
executes n frames only if it does not detect any missing tag event in any frame. Otherwise,
it terminates the protocol as soon as it detects a missing tag event. For the first frame, i.e.,
when i = 1, the controller uses f| =2 x |E|, py = 1, and nq = oco. The choices of the values
of f1, p1, and ny are arbitrary and do not really matter because as the controller executes
more frames, the frame size, the persistence probability, and the number of frames converge
to constants f, p, and n, respectively.

In rest of this section, we will derive equations that the controller uses at the start of each
frame to calculate the optimal values of frame size f, number of times the frames should
be repeated n, and persistence probability p to minimize the execution time of RUN while
ensuring that its actual reliability is no less than the required reliability. We have dropped
the subscript ¢ from these parameters to make the presentation simple. To calculate these
optimal values, the controller requires the estimate of |U|. Next, we will first present a
method to obtain this estimate at the start of any frame ¢ based on the responses from
the tag population in the previous i — 1 frames. Second, using the estimate of |U|, we will
derive an expression for the false positive probability, i.e., the probability that a missing

tag is detected as present. Third, we will use the expression for false positive probability
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in conjunction with the required reliability a and threshold 7" to obtain an equation with
three unknowns f, p, and n. To ensure that the actual reliability is greater than or equal
to the required reliability, the controller must use the values of f, p, and n that satisfy this
equation. We call this equation the reliability condition. Fourth, we will derive an expression
for the total execution time of RUN and minimize it with respect to n to get an expression
involving p and n. The controller simultaneously solves this expression with the reliability
condition using p = 1 to obtain the optimal values of f and n. Last, we will show how to
bring the value of f within limit when the optimal value of the frame size exceeds the C1G2
specified upper limit of 21°, We will also calculate the expected number of slots RUN takes

to detect the first missing tag event. Next, we describe these five steps in detail.

4.5.1 Estimating Number of Unexpected Tags

In this section, we present a method to estimate the number of unexpected tags in the
population at the start of any frame 7. Although a lot of work has been done by the research
community to estimate the number of tags present in an RFID tag population [61, 62, 102,
39], there is no work on estimating the size of some subset of RFID tag population. In our
case, that subset is the set of unexpected tags in the population.

Recall from Section 4.4 that in any frame ¢, the slots that are 0 in the ith pre-computed
frame are the slots that only the tags in set U can select when the reader executes the it2
frame. This is because we have prior knowledge that the tags in set E will select only those
slots in the i*" executed frame that are 1 in the ;*® pre-computed frame. The intuition behind
our estimation method is that as the number of unexpected tags in a population increases,
the number of slots that are 0 in a pre-computed frame but are 1 in the corresponding
executed resultant ORed frame also increase. The number of such slots in any given frame
is a function of |U| and can, therefore, be used to estimate the value of |U|.

Next, we derive an expression that relates the number of slots that are 0 in a pre-computed

frame but are 1 in the corresponding executed resultant frame with the value of |U|. We
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will use this expression to obtain the estimate of |U|. Let the size of the ™™ frame be f; and
let k; out of these f; slots be 1s in the pre-computed frames. Let j be the j™ 0 slot in the
pre-computed frame. Thus, 1 < j < f; —k;. Let Xj;; be an indicator random variable for the
event that the jth 0 slot in the ith pre-computed frame turns out to be 1 in the it executed
resultant frame. The expected value of X;; is given by
Byl =P{X;=1}=1-(1- %)le e A

i
Let ./\/;-01 be a random variable representing the number of slots that are 0 in the ith pre-
computed frame but 1 in the i'! executed resultant frame. Thus, ./\/'Z-Ol = Zf’:_lk’ Xij. As
{X,-l, Xig, -5 Xy fim ki)} forms a set of identically distributed random variables, E[./\/’Z-Ol] is

given by
_bi
BN = BLY. Xij) = (i — k) x LX) = (fi— k) x (L= ) (1)

Let /\71-01 represent the observed value of the number of slots that were 0 in the it" pre-
computed frame but 1 in the corresponding executed resultant frame. Replacing F [N’Z-Ol] in
the equation above with ./\~/;-01 and solving for |U| gives an estimate of |U|. This estimate
is obtained by utilizing the information from the it frame only. While this estimate may
not be accurate, if we use the information from a large number of frames, the estimate will
become more accurate. Specifically, we leverage the well known statistical result that the
variance in the observed value of a random variable reduces by x times if we take the average
of x observations of that random variable. Therefore, to obtain the estimate |U;| of |U] at
the start of the i frame, we obtain an estimate from each of the previous i — 1 frames and
take their average. Solving Equation (4.1) for |U| and averaging over past i — 1 frames, the

formal expression for |U;| becomes

i—1 /01
=1 J1 N
|Ul|——i_1z::—ln{1—fl_kl} (4.2)

Finally, note that the controller obtains this estimate without executing any additional
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frames. It gets this estimate from the frames it was already executing to detect missing tag

events.

4.5.2 False Positive Probability

A false positive occurs when all the slots that a particular missing tag maps to in the n pre-
computed frames turn out to be nonempty when the frames are executed because some other
tags in the population also selected those slots. Lemma 9 gives the expression to calculate

the false positive probability.

Lemma 9. Let m out of |E| tags be missing, and let there be |U| unexpected tags in the
population. With persistence probability p, frame size f, and number of frames n, the false

positive probability, Py, is given by:

Py, = {1 - p<1 - ?) |U|+|E|_m} (4.3)

Proof. The total number of tags in the population are |U| 4 |E| — m. Consider an arbitrary
tag in E that is missing from the population. As this tag participates in each pre-computed
frame with probability p, it is possible that it does not participate in one or more of the n
pre-computed frames. Let Z be the random variable for the number of pre-computed frames
in which this missing tag participates. Let ¢ be the probability that a slot that this missing
tag maps to in a pre-computed frame is selected by one or more of the tags present in the

population in the executed frame. Therefore,
n
Pry=Y P{Z=z2}xq (4.4)
z=0

As a missing tag participates in each pre-computed frame with probability p and there
are n pre-computed frames, the number of pre-computed frames in which the missing tag
participates follows a binomial distribution i.e., Z ~ Binom(n,p). When a frame is executed,

probability that at least one tag in the population chooses the same slot to which the missing
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tag maps in the pre-computed frame is 1—(1—?)|U|+|E|_m, which is the value of q. Therefore,
Equation (4.4) becomes
n n p z
Prp=3 (M) -pr - - Byorvisionl
z=0
The binomial theorem states that .7_( (7)2*y"~* = (z + y)". Substituting z = p x {1 —

(1— %)|U|+|]E|—m} and y = 1 — p, we get Equation (4.3). 0

Figure 4.1 shows the theoretically calculated false positive probability from Equation (4.3)
represented by the solid line and experimentally observed values of false positive probability
represented by the dots. To obtain this figure, we use |E| = 100, |U] = 500, f = 300,
p = 1, and n = 2. Each dot represents the false positive probability calculated from 100
runs of simulation. We observe that the theoretically calculated values match perfectly with
experimentally observed values, showing that our independence assumption that we stated
in Section 4.3.4 does not cause the theoretical analysis to deviate from practically observed
values. We also observe that as the number of missing tags increases, the false positive
probability decreases. This means that it is hardest for RUN to detect a missing tag event
when m = T and becomes easier as m increases beyond 7T'. Thus, we will use m = T in all
further analytical development, because if RUN is able to detect a missing tag event with
probability a when m = T, it will be able to detect a missing tag event with probability

greater than o when m > T

4.5.3 Achieving Required Reliability

Following theorem gives the reliability condition that the values of f, p, and n need to satisfy

in order for RUN to be able to achieve the required reliability.

Theorem 10. Given a set E with expected IDs, set U with unexpected IDs, threshold T, and
required reliability o, RUN will achieve the required reliability if the values of f, p, and n

satisfy the reliability condition given below.
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Proof. Probability that RUN detects at least one of the missing tags is 1 — Pﬁ). In the worst
case, this probability should at least be equal to « i.e., 1 — P};} = . Substituting the R.H.S

of Equation (4.3) for Py, gives

w+E-1) ™ ) b
1—042{1—])(1—?) }%{1—])6_7(' |+|E|— )}

Rearranging the equation above gives Equation (4.5). O

4.5.4 Minimizing Execution Time

Following theorem gives the condition that the values of p and n need to satisfy to make

the execution time of RUN minimum under the constraint that it achieves the required

reliability.
4
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Theorem 11. Given a threshold T and required reliability o, the execution time of RUN 1us
minimum under the constraint that it achieves the required reliability if the values of p and

n satisfy the following equation:

1
(1—a)nT

p= {1 - (1_04)%} {(1 —oz)”T(—H'(l—a)%)} (4.6)
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Proof. Execution time is directly proportional to the total number of slots required to detect
the missing tag event because the duration of each slot is the same, typically 300us for Philips
I-Code RFID reader [100]. Let S; represent the total number of slots. Thus, S; = f x n.
To ensure that RUN achieves the required reliability, we use the value of f from Equation

(4.5). Thus,
_ pn(T — [E| U]

n { 1—(1_04)%}

p

Sy (4.7)

Figure 4.2 plots S; as a function of n. We observe that S; is a convex function of n.
Therefore, optimum value of n exists, represented by ngp, that minimizes the total number
of slots S;. To find optimal value of n, we differentiate Equation (4.7) with respect to n and

equate the resulting expression to 0, which gives Equation (4.6). O

At the start of each frame, the controller replaces |U| with its estimate, puts p = 1 in
Equation (4.6), and solves it numerically using Brent’s method to obtain the optimal value
of number of frames nop. Then it puts n = nep and p = 1 in Equation (4.5) to get the
optimal value of frame size fop. When the controller calculates fop and ngp like this at the
start of each frame, the execution time of RUN is minimized. At the same time, as the

reliability condition is satisfied, the protocol achieves the required reliability.
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4.5.5 Handling Large Frame Sizes

For large populations, high required reliability, and/or small threshold, it is possible for the
value of fop to exceed the C1G2 specified upper limit of 215 Next, we describe how we use
p to bring the frame size within limits. Bringing the frame size within limits comes at a cost
of increased number of slots; greater than the minimum value of S; that would have been
achieved if the controller could use fop > 215,

When we decrease the value of p, the number of tags that participate in a frame decrease.
Therefore, intuitively, the required value of f should also decrease. Figure 4.3 confirms this
intuition. This figure shows the plot of frame size vs. persistence probability, obtained using
Equations (4.5) and (4.6). We can see that when p decreases, f decreases. Participation
by lesser tags means that participation by the tags belonging to both the sets E and U
decreases. This increases the chances that a given missing tag will not map to any slot in
a given pre-computed frame, which means that chances of detecting its absence decrease.
Therefore, the overall uncertainty in detection of missing tags increases. To reduce this un-
certainty, intuitively, the value of n should increase when p decreases to achieve the required
reliability. Figure 4.4 confirms this intuition. This figure shows the plot of number of frames
vs. persistence probability, obtained using Equations (4.5) and (4.6). We observe that when
p decreases, n increases.

We use these two observations to reduce the value of f whenever fop, > 215 When
fop > 219 the controller uses f = fmax = 219 in Equation (4.5), which leaves two unknowns,
p and n, in the resulting equation. The controller solves the resulting equation simultaneously
with Equation (4.6) to get new values of p and n. The new value of p is less than 1 and the
new value of n is greater than ngp because fmax < fop. Putting f = fmax in Equation (4.5)

and solving for n, we get

In{l—a}
P (T_IE|—
Tln{l—pefmaX(T |E| |U|)}

(4.8)

n =
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Replacing n in Equation (4.6) with the R.H.S of the equation above, and simplifying, we get

P(r—[E-U) {1 - pegj(z”—mvwn}
p
(T (BHIUI-T) _

The numerical solution of the equation above gives the new value of p, which the controller
puts in Equation (4.8) to get the new value of n. The controller uses these new values of
n and p along with f = fmax to pre-compute the ™! frame. Although the total number of
slots Sy = fmax X n > fop X ngp, this is still the smallest under the constraints that the

required reliability is achieved and the frame size does not exceed fiax.

4.5.6 Expected Detection Time

The values of f and n that we calculate as described in the sections above ensure that in
executing n frames, RUN will detect a missing tag event with probability greater than or
equal to a if number of missing tags is greater than or equal to T. However, in many cases,
the first missing tag event is detected before all n frames are executed. We calculate the
expected value of the number of slots that RUN takes to detect the first missing tag event.
For this, we calculate the probability that a missing tag event is detected in a given slot and

use it to calculate the expected value.

Lemma 12. Given a set E with expected IDs, set U with unexpected IDs, and threshold T,
when controller executes RUN with persistence probability p and frame size f, the probability

g that a missing tag event is detected in any slot is given by the following equation.

O (o A S

Proof. Probability that a missing tag event is detected in a given slot is the product of the
probability that at least one missing tag maps to this slot in the pre-computed frame and the
probability that no tag in the population selects that slot in the executed frame. Considering
the scenario where it is hardest for RUN to detect a missing tag event i.e., when m = T,

probability that at least one of the missing tags maps to the given slot in the pre-computed
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T
frame is 1 — (1 — 2) . The probability that none of the tags present in the population selects

>|U|+|E|—T

~

that slot is ( — %

for g in Equation (4.9). O

. The product of these two probabilities gives the expression

Following theorem gives the expected value of the number of slots that RUN takes to

detect the first missing tag.

Theorem 13. Let D be the random variable for the slot number when the first missing tag
event is detected. Given that the probability of detecting a missing tag event in a slot is g,

as calculated in Lemma 12, frame size is [, and number of frames is n, we get

_1-(1—g)f"— fng(1 - g)"

E[D] J

(4.10)

Proof. The random variable D follows geometric distribution with parameter g i.e.,

P{D =i} = (1—g)""'g. The expected value, thus, becomes

Sy fxn ’ 1 . _\fn
E[D]:ZiP{D:i}ZZig(l—g)z_lz1 (1-g) gf g(1—g)
=1 =1

4.6 Performance Evaluation

We implemented RUN in Matlab. Although, none of the existing protocols handles the
presence of unexpected tags and except for TRP, none of them is C1G2 compliant, we still
implemented four prior state of the art missing tag detection protocols in Matlab namely
TRP [114], IIP[71], MTI[128], and SEMTI|[73], and compared their performance with RUN.
We calculated parameter values for these protocols by following the instructions in their
respective papers. We also implemented the fastest existing tag collection protocol TH

[105]. We choose tag ID length of 64 bits as specified in the C1G2 standard. Note that the
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distributions of the IDs of expected, unexpected, and missing tags do not matter because
RUN is independent of ID distributions.

We first evaluate the actual reliability of RUN and the existing protocols for multiple
values of required reliability, keeping the unexpected tag population size fixed and changing
the number of missing tags. We also show the time taken by each protocol to detect the
first missing tag event. Second, we evaluate the actual reliability of RUN and the existing
protocols for multiple values of required reliability by keeping the number of missing tags
fixed and changing the unexpected tag population size. We again show the time taken by
each protocol to detect the first missing tag event. Third, we study the actual reliability
achieved by each protocol when the number of tags missing from the population is different
from the value of threshold T'. Last, we compare the detection times of our protocols with

the fastest tag collection protocol TH.

4.6.1 Impact of Number of Missing Tags

RUN 1is the only protocol that achieves the required reliability in the presence of unexpected
tags for any number of missing tags. Figures 4.5(a) and 4.5(b) show the actual reliability
achieved by RUN and all existing protocols for o = 0.9 and 0.99, respectively. These figures
are plotted using |E| = 1000, |[U| = 10000 and m is varied from 50 to 900. The actual
reliabilities are obtained using 100 runs of each protocol for each value of m. None of the
existing protocols achieves the required reliability because none of them is designed to handle
unexpected tags. Among the existing protocols, SFMTI has the highest actual reliability of
up to 0.67

RUN s the fastest protocol that achieves the required reliability compared to the existing
protocols. Figures 4.6(a) and 4.6(b) show the average times each protocol took to either
detect the first missing tag event if it finds a missing tag or to complete execution if it
does not find a missing tag. From these figures, MTI seems to have smaller detection time

compared to RUN, but when we observe these figures in conjunction with Figures 4.5(a) and

102



1 < H
2'0 ; 3’0 8
5 | tRUN = "°[+RUN
S 0.6{ASFMTI S 0.6/ASFMTI
|*IP @ |wp
< 0-4]><TRP = 0-4/+<TRP
2 --MTI 2 --MTI
$0:2 Q02
200 400 600 800 200 400 600 800
No. of missing tags No. of missing tags
(a) a=0.90 (b) @« =0.99

Figure 4.5 Actual reliability vs. missing tags

4.5(b), we see that the actual reliability of MTT is close to 0, far lower than the required
reliability. This shows that for majority of times, MTI completed execution without detecting

any missing tags due to the unexpected tags.
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Figure 4.6 Detection time vs. missing tags

4.6.2 Impact of Number of Unexpected Tags

RUN s the only protocol that achieves the required reliability in the presence of unexpected
tags while existing protocols achieve the required reliability only when there are no unexpected
tags in the population. Figures 4.7(a) and 4.7(b) show the actual reliability obtained by RUN
and the existing protocols for a = 0.9, and 0.99, respectively. These figures are plotted using

|E| = 1000, m = 200, and |U| is varied from 0 to 10000. RUN always achieves the required
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reliability whereas the existing protocols achieve the required reliability only when |U] is

close to zero.
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Figure 4.7 Actual reliability vs. number of unexpected tags

RUN s the fastest protocol that achieves the required reliability compared to the existing
protocols even when there are no unexpected tags in the population. Figures 4.8(a) and
4.8(b) show the average times each protocol took to either detect the first missing tag event
or complete execution without detecting any missing tags. From these figures, MTI again
seems to have smaller detection time compared to RUN when number of unexpected tags in
the population is large, but when we analyze these figures in conjunction with Figures 4.7(a)
and 4.7(b), we see that actual reliability of MTT is close to 0 when number of unexpected
tags in the population is large. Figures 4.7(a) and 4.7(b) show that SFMTTI achieves the
required reliability for up to 5000 unexpected tags, but then Figures 4.8(a) and 4.8(b) show

that its execution time is 5 times greater than RUN.

4.6.3 Impact of Deviation from Threshold

The actual reliability of RUN exceeds the required reliability when the number of missing tags
in the population exceed the threshold T'. This is seen in Figure 4.9, which plots the actual
reliabilities of all protocols when number of missing tags are larger or smaller compared to

T. This figure is made using |E| = 1000, |[U| = 10000, 7" = 200, o = 0.99, and m is varied
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Figure 4.8 Detection time vs. number of unexpected tags

from 50 to 900. The actual reliability of RUN is less than the required reliability only when
the number of missing tags are less than T, but this is insignificant because we are interested
in detecting the missing tags only if the number of missing tags in a population exceed the

threshold T'.
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Figure 4.9 Effect of difference between m and T

4.6.4 Comparison with Tag ID Collection Protocol

RUN is faster than the fastest tag ID collection protocol, TH, in all practical scenarios. For
example, for |E| = 1000, |U| = 10000, and 7" = m = 200, RUN is 14.3 times faster than TH
for « = 0.99. As the threshold T" decreases and/or the required reliability increases, detection
time of RUN increases. Therefore, there exists a value of 7" and/or « for a given |E| and |U|

for which the tag ID collection protocol is faster than RUN. For example, for |E| = 1000,

105



|U| = 10000, and T" = 200, TH is faster than RUN when required « is greater than 0.99999.
Such high values of a are seldom required. Similarly, for |E| = 1000, |U| = 10000, and
a = 0.99, TH is faster than RUN for 7" < 0.001. In all practical scenarios, the threshold can
not be less than 1. Therefore, practically, RUN is always faster than the tag ID collection

protocols.

4.7 Conclusions

The key technical contribution of this chapter is in proposing a protocol to detect missing
tag events in the presence of unexpected tags. This chapter represents the first effort on
addressing this important and practical problem. The key technical depth of this chapter
is in the mathematical development of the theory that RUN is based upon. The solid
theoretical underpinning ensures that the actual reliability of RUN is greater than or equal
to the required reliability. We have proposed a technique that our protocol uses to handle
large frame sizes to ensure compliance with the C1G2 standard. We have also proposed a
method to implicitly estimate the size of the unexpected tag population without requiring an
explicit estimation phase. We implemented RUN and conducted side-by-side comparisons
with four major missing tag detection protocols even though the existing protocols do not
handle the presence of unexpected tags. Our protocols significantly outperform all prior

protocols in terms of actual reliability as well as detection time.
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5 Per-flow Latency Measurement

5.1 Introduction

5.1.1 Motivation

Although traditionally throughput has been the primary focus of network engineers, nowa-
days latency has seen growing importance because a wide variety of emerging applications
and architectures require extremely low (in microseconds) and stable (low jitter) latencies.
First, many emerging applications, such as financial trading applications [79], storage ap-
plications utilizing Fiber Channel over Ethernet [8], and high performance computing ap-
plications in data center networks [21], demand low latency. A small increase in latency
may cause violations of service level agreements and result in significant revenue losses. For
example, a one-millisecond advantage in financial trading applications can be worth $100
million a year for major brokerage firms [79]. Second, many emerging architectures, such
as content delivery networks (CDNs) and mission-critical data center networks, demand low
latency. CDN providers are mostly evaluated and ranked by content publishers based on
latency. Companies such as Cedexis [5] and Turbobytes [18] constantly evaluate and rank
CDN providers mostly based on latency. A one-millisecond disadvantage could put one CDN
provider behind others and result in loss of business with content publishers. Similarly, the
transit providers are primarily evaluated and ranked by CDN providers based on latency.
For data centers running mission-critical applications, latency guarantee is a key requirement

for the underlying networks. Low latency data center networks have become the primary
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focus of many data center network solution providers such as Sidera [13].

In managing networks with stringent latency demands, operators often need to measure
the latency between two observation points for a particular flow. An observation point is
either a port in a middlebox (such as a router or a switch) or a network card in an end host.
Per-flow latency measurement can be used reactively by network operators to perform tasks
such as detecting and localizing delay spikes in a network, isolating offending flows that are
responsible for causing delay bursts, and rerouting them through other paths. It can also be
used proactively by network operators to continuously monitor latencies between observation
points for locating bottleneck links and replace them with higher capacity links.

Existing routers and switches provide little help for latency measurement and monitor-
ing. SNMP counters measure the number of packets passing through a port. NetFlow
measures basic statistics, such as the numbers of packets and bytes, of a flow. Both pro-
vide no measurement on latency. Network operators often rely on injecting probe packets
to measure end-to-end delays and then use tomographic techniques to infer link and hop
properties [40, 45]. However, to achieve latency measurement with extremely high accu-
racy, the required number of probe packets will be extremely large; consequently, the probe
packets will consume too much bandwidth and the measured latency does not reflect the
real latency without probe packets. Although some specialized latency monitoring devices
are commercially available, they are too costly to be widely deployed. For example, Lon-
don, Singapore, and Tokyo stock exchanges use latency monitoring devices manufactured by

Corvil [19, 14, 17] costing around USD 180,000 for a 2 x 10Gbps box [7].

5.1.2 Problem Statement

This chapter addresses the fundamental problem of per-flow latency measurement: for any
flow that passed through any two observation points, measure (or say estimate) the average
and standard deviation of the latencies experienced by the packets of that flow in passing

through the two observation points. Formally, given a confidence interval 5 € (0,1] and
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a required reliability o € [0,1), for any flow f that passed through any two observation
points S and R, obtain estimates iy of the average py and ¢y of the standard deviation
o of the latencies experienced by the packets of f in passing through S and R so that
P{lig—ufl < Bust = a and P{|of —of| < fof} > a.

An accurate per-flow latency measurement scheme should further satisfy the following two
requirements. (1) No packet probing: As probe packets may use up a significant portion of
network bandwidth, the latency measured with the insertion of probe packets may signifi-
cantly deviate from the real latency. Thus, the estimates obtained with probe packets may
not suffice for microsecond level accuracy. (2) No time stamping: First, IP headers do not
have a time stamp field and the TCP time stamp option is meant for measuring end-to-end
latencies. Embedding time stamps at observation points requires modifications to packet
header formats, which further requires modifications to the data forwarding paths of exist-
ing routers and middleboxes. Furthermore, the added packet header fields may consume a
significant portion of network bandwidth. Second, the process of attaching time stamps to
each packet takes a non-negligible amount of time at observation points. Thus, the latency

measured with time stamping may significantly deviate from the real latency.

5.1.3 Limitations of Prior Art

To the best of our knowledge, there are only two per-flow latency measurement schemes,
namely RLI [68] and MAPLE[69]. However, neither of them satisfies both requirements
because RLI uses packet probing and MAPLE attaches time stamps to every packet. Other
than RLI and MAPLE, the closest work is LDA [63], which performs aggregate latency
measurement, i.e., given any two observation points, measure (or say estimate) the average
and standard deviation of the latencies experienced by all the packets that passed through
the two observation points, regardless of the flow that each packet belongs to. Aggregate
latency measurement is useful; however, it does not provide fine grained per-flow latency

information. Here is an important fact: for all flows that passed through two arbitrary
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observation points S and R, the latencies experienced by the packets of different flows in
passing through S and R can be quite different. First, there may be multiple paths from
S to R and different flows may be routed via different paths. Second, at each intermediate
middlebox along a path from S to R, packets of different flows may take different amount
of processing time due to mechanisms such as QoS. As aggregate latency measurement does
not reflect the latency of every flow, it falls short in engineering latency sensitive networks.
On one hand, when the aggregate latency between two observation points appears normal,
the latency experienced by an individual flow may be wildly abnormal. On the other hand,
when the aggregate latency between two observation points appears abnormal, aggregate
latency measurement does not provide operators the per-flow latency information needed to

identify the flows being hurt.

5.1.4 Proposed Approach

In this chapter, we propose COLATE, a Counter based Per-flow Latency Estimation scheme.
The key idea of COLATE is that it records timing information of packets at each observation
point and purposely allows noise to be introduced in the recorded timing information for
minimizing storage space. When querying the latency of a target flow, COLATE statistically
denoises the recorded information to obtain an accurate latency estimate. COLATE has two

phases: recording phase and querying phase. Next, we give an overview of these two phases.

5.1.4.1 Recording Phase

In this phase, at each observation point, COLATE records the timing information of each
packet arriving at or departing from that point using a vector of counters in RAM, which we
call counter vector. For each flow with a unique ID, COLATE maps it to a unique subset of
these counters, which we call counter subvector. The 1D of a flow can be any flow identifier
such as the standard five tuple (i.e., source IP, destination IP, source port, destination port,

and protocol type). To make the mapping unique and memoryless (i.e., using no memory to
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keep track of the mapping), COLATE maps each flow to a random subvector such that the
probability of two different flows being mapped to the same subvector is practically zero. A
counter may belong to multiple counter subvectors. Figure 5.1 shows an example counter
vector and its three counter subvectors, from which we see that counters 5 and 8 belong
to multiple counter subvectors. For each arriving or departing packet at the observation
point, COLATE executes two simple steps: (1) randomly maps the packet to a counter
in the counter subvector of the flow that the packet belongs to; (2) adds the current time
to that counter. Before any counter overflows, COLATE dumps the counter vector to a
permanent storage (such as a solid state drive (SSD)) and resets counters to zero. We call
a dumped counter vector a counter epoch, which has two attributes: the time stamp of the
first recorded packet and the time stamp of the last recorded packet. The recording module
can be implemented in hardware to keep up with wire speed. For the hashing function, we
can use hardware hash implementations such as those proposed in [54, 91]. For each counter,
we can store its less significant bits as a counter in SRAM and the more significant bits as a
counter in DRAM — when the counter in SRAM overflows, we increment the corresponding

counter in DRAM.

Counter Vector

112|13|14|5|6(7(8]9]|10
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Counter subvector of f; Counter subvector of f, Counter subvector of f;

Figure 5.1 Counter vector and subvectors

5.1.4.2 Querying Phase

In this phase, given a latency measurement query of a flow f, which contains the flow ID, the
starting and ending time of the flow, and two observation points that the flow passed through
within the time frame, COLATE first finds all the counter epochs whose time frame overlaps

with the starting and ending time of the flow f at each of the two given observation points.
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Second, for each counter epoch, COLATE applies statistical techniques to estimate the sum
of time stamps contributed only by flow f from each counter in the counter subvector of f.
COLATE uses these extracted values to estimate the average and standard deviation of the
latencies experienced by the packets of flow f in passing through the two observation points.
COLATE requires the clocks of different observation points to be accurately synchronized;
otherwise, the measured latencies will contain a constant offset. This synchronization can be
simply achieved by the standard time synchronization protocol IEEE 1588, which provides
microsecond level time synchronization [10].

Key Intuition: The intuition behind mapping a flow to multiple counters (in a counter
subvector), instead of a single counter, is to mitigate counter overflow for elephant flows.
The motivation behind sharing counters among multiple flows, instead of allocating unique
counters for each individual flow, is to save memory. Due to the sharing of counters among
multiple flows, the counter subvector of a flow f contains not only the timing information of
the packets in f but also that of the packets in other flows. The intuition behind allowing
this “mixing” is that later in the querying phase, we can extract the timing information of
only the packets in the flow f using statistical techniques by treating the mixed-in timing
information of the packets from other flows as noise.

Deployability: COLATE is designed to be efficiently implementable on network middle-
boxes (such as routers and switches) from both processing overhead and storage space per-
spectives. In terms of processing overhead, COLATE performs only one hash and one mem-
ory update per packet. On traditional memory architecture, one memory update requires
two memory accesses (i.e., one read and one write); however, in modern memory architecture
used in high speed routers (such as the smart memory architecture developed by Huawei [77]
and the bandwidth engine developed by MoSys [80]), where each memory location has built-
in circuitry for handling updates on site, one memory update (such as incrementing by up to
a 64-bit number) requires only one memory access. In terms of storage space, COLATE uses

less than 0.1 bit per packet. To get an idea of the length of time for which COLATE can
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accumulate time stamps using commodity permanent storage devices, consider the 10Gigk
backbone link in San Jose monitored by CAIDA. At the time of writing this chapter, an
interactive tool at CAIDA’s website reported that on average approximately 0.484 million
packets traversed this link per second between Nov. 01 and Nov. 29, 2013 [3]. With 0.1
bits per packet, on a commodity 256GB SSD, COLATE can accumulate time stamps of
packets traversing this link for about 1.5 years, which means that a network operator can
measure average and standard deviation of up to 1.5 years old flows. This gives not only
enough time to identify and debug any problems, but also enough information to study other
aspects related to packet delays such as diurnal patterns in flow latencies. On a 12TB SSD,
as recently showcased by OCZ at CES-2012 [20], COLATE can accumulate time stamps of
packets traversing this link for more than 69 years.

Packet Losses: COLATE, as described above, assumes no packet losses. However, to
handle packet losses in COLATE, we can easily adapt the strategy proposed in [63] for
handling packet losses in the aggregate latency measurement scheme LDA. According to
this strategy, instead of maintaining a single counter vector, COLATE can maintain a set
of counter vectors at each observation point, where each counter vector has a sampling
probability and a packet counter associated with it. The sum of the sampling probabilities
of all counter vectors is 1. The sampling probability of a counter vector is the fraction of
packets whose time stamps COLATE will add to this counter vector. The packet counter of
a counter vector keeps track of the number of packets whose time stamps have been added
to this counter vector. In the recording phase, when a packet arrives at or departs from
an observation point, COLATE first uses a hash function to map the packet to a counter
vector such that in the long run, the fraction of packets that it maps to any counter vector
is equal to its sampling probability. Then, COLATE adds the time stamp of the packet to
this vector as described earlier. Note that all observation points use the same hash function
to guarantee that the same packet is mapped to the same counter vector at all observation

points. In the querying phase, for a target flow between two observation points, COLATE
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compares the packet counter of each counter vector at one observation point with that of the
corresponding counter vector at the other observation point. Then, COLATE selects those
two counter vectors at the two observation points that have the highest sampling probability
associated with them and equal values of packet counters. After this, COLATE follows the
procedure of the querying phase described earlier. For simplicity, in the rest of this chapter

in describing COLATE, we assume no packet losses.

5.1.5 Technical Challenges and Solutions

The first challenge is to denoise the recorded information to extract the sum of the time
stamps of the packets in the target flow from the counter subvector of the flow. To address
this challenge, we first show that for each counter in the counter subvector of the target flow,
the value contributed by the time stamps from the packets in the target flow and that from
the packets in other flows can both be modeled with binomial distributions. We then derive
an expression to calculate the expected value of each counter in the counter subvector of the
target flow. From this expression, we estimate the sum of the time stamps of all the packets
of the target flow. Using this estimate in conjunction with maximum likelihood estimation,
we extract the sum of the time stamps of the packets in the target flow from each counter
in the counter subvector.

The second challenge is to calculate the sum of the squares of the latencies of each packet
in a target flow, which is needed for calculating the standard deviation of packet latencies.
To address this challenge, we first use the time stamp sum extracted from counter subvectors
to construct a virtual deviation vector and then use this vector to estimate this sum of the

squares of the latencies.

5.1.6 Advantages of COLATE over Prior Art

COLATE brings forward the state-of-the-art in per-flow latency measurement on the fol-

lowing fronts: reliability, passiveness, scalability, memory, efficiency, and flexibility. For
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reliability, COLATE takes the required reliability and confidence interval specified by net-
work operators as input whereas existing schemes do not. For passiveness, COLATE neither
sends probe packets nor attaches time stamps to packets. For scalability, COLATE maintains
only one counter vector at each observation point regardless of how many other observation
points are sending and receiving packets from it; in contrast, LDA and RLI have to maintain
separate vectors of counters for each pair of sender and receiver. For memory, COLATE uses
less than 0.1 bit of storage space per packet, which is over 128 times improvement compared
to 12.8 bits of storage space per packet used by MAPLE. Due to this, on a commodity
256GB SSD, where COLATE can accumulate time stamps of packets traversing the San
Jose backbone link for about one and a half year, MAPLE can accumulate the time stamps
for only 4.1 days. For efficiency, COLATE performs only 1 hash and 1 memory update per
packet whereas MAPLE uses 9 hashes and 12 memory accesses per packet. For flexibility,
COLATE allows different observation points to allocate different amount of RAM based on
their available resources whereas LDA requires both the sender and receiver to allocate the

same amount of RAM.

5.2 Related Work

To the best of our knowledge, there are only two per-flow latency measurement schemes,
namely MAPLE[69] and RLI [68]. In MAPLE, for any packet passing through two observa-
tion points S and R, S attaches a time stamp to the packet and R calculates the latency
of the packet from S to R by subtracting the time stamp from its current time. To re-
duce space for storing latency values of all packets, MAPLE maps the calculated latency of
each packet to the closest value in a set of predetermined latency values. Thus, instead of
storing the latency of every packet, MAPLE only stores these predetermined latency values
and for each predetermined latency value MAPLE uses a Bloom filter to store all packets

mapped to it. To query the latency of a given packet, MAPLE first finds the predetermined
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latency value that the packet was mapped to by querying Bloom filters and uses that value
as the estimated latency of the packet. Compared with COLATE, MAPLE falls short from
a few perspectives. First, MAPLE is based on a strong assumption that packet latencies
between two observation points are tightly clustered around a set of predetermined latency
values. We have not found any theoretical or empirical validation of this assumption in prior
literature. Second, MAPLE requires attaching time stamps to packets and thus has the
limitations we pointed out in Section 5.1.2 for time stamping based latency measurement
schemes. Furthermore, time stamping individual packets can consume up to 10% of the
available bandwidth [63]. Third, MAPLE has large memory overhead (12.8 bits/packet at
each observation point) and large processing overhead (9 hash computations and 12 memory
accesses per packet: 9 for hash functions, 2 for updating counters, and 1 for determining the
cluster a packet’s latency belongs to), whereas COLATE uses 0.1 bits/packet and performs
1 hash and 1 memory update per packet.

In RLI, for a flow passing through two observation points S and R, S inserts probe packets
with time stamps into the flow and R calculates the latency of each probe packet similarly to
MAPLE. To calculate the latency of the regular packets between two probe packets whose
latency has been calculated as [1 and lo, R simply uses the straight line equation to calculate
the latency of these regular packets based on their arrival time and the latency of the two
probe packets. Compared with COLATE, RLI has the following limitations. First, RLI is
based on the strong assumption that packet latency between S and R increases or decreases
linearly in the time interval between receiving any two probe packets at R. When the time
interval between two probe packets is extremely small, this assumption may practically hold
but the extremely small time interval implies that the number of probe packets is extremely
large. For example, to achieve an accuracy of only 81%, RLI inserts, on average, 1 probe
packet every 4.78 regular packets. Furthermore, as we mentioned in Section 5.1.2, latency
measured with a large number of probe packets may significantly deviate from the real latency

when there are no probe packets. When the time interval between two probe packets is large,
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this assumption does not make intuitive sense and may not hold in practice. Similarly, we
have not found any theoretical or empirical validation of this assumption in prior literature.

The other latency measurement schemes are LDA [63] and FineComb [70], which provide
aggregate, not per-flow, latency measurement between a sender and a receiver. In LDA, both
the sender and the receiver maintain several counter vectors where each element is a pair of
counters: time stamp counter for accumulating packet time stamps and packet counter for
counting the number of arriving/departing packets. Each vector has a sampling probability
and a sampling function. For each arriving or departing packet, LDA first maps the packet
to a counter vector such that in the long run, the fraction of packets that LDA maps to
any counter vector is equal to its sampling probability. It then randomly maps the packet
to a counter pair in this counter vector and adds the time stamp of the packet to the time
stamp counter and increments the packet counter by one. To obtain the aggregate latency
estimate between the sender and receiver, for each counter pair in each vector, LDA checks
whether they have the same packet counter value and selects all counter pairs that have the
same packet counter value for both the sender and receiver. Then, LDA can easily calculate
the total number of successfully delivered packets and the sum of their time stamps at both
sides. Finally, to obtain the aggregate average latency between the sender and receiver, it
subtracts the sum of time stamps at the sender side from that at the receiver side and divides

it with the total number of successfully delivered packets.

5.3 COLATE — Recording Phase

In this section, we present the recording phase and the statistical modeling of COLATE.

5.3.1 Noisy Accumulation of Time Stamps

At each observation point X, COLATE maintains a vector Cx of n counters where each

counter Cx[i] (1 < i < n) has b bits with initial value 0. When a packet arrives at or
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departs from an observation point X, COLATE extracts its flow ID f, chooses a random
number j from a uniform distribution in the range [1,m] where m << n, calculates the
hash function H(f,j) whose output is uniformly distributed in range [1,n], and adds the
time stamp of this packet (i.e., the current time at observation point X) to the counter
Cx|[H(f,7)]- Thus, the time stamp of all packets in flow f will be uniformly distributed
to m counters: Cx[H(f,1)],Cx[H(f,2)],---,Cx|[H(f,m)]. These m counters constitute
the counter subvector of flow f, which is denoted by S;c where Sf;( 1] = Cx[H(f,j)] for
j € [1,m]. In this recording phase, for each packet, COLATE performs one memory update
to update the value of C x[H(f,7)]. For different flows, the probability that COLATE maps
them to the same counter subvector is 72”—77'1 (=2.4 x 10792 for n = 10000 and m = 20, for
example), which is practically zero. Note that an observation point is a port of a middlebox,

not a middlebox itself, because the arriving and departing time of a packet at a middlebox

are different due to the non-negligible packet processing time within the middlebox.

5.3.2 Analysis of Noisy Accumulation

First, by Lemma 14, we show that in any counter epoch, on average, a flow contributes the
same amount to each counter in its counter subvector. We further show that the amount
contributed by a flow to each counter in its counter subvector can be modeled by a binomial
distribution. Second, we derive expressions for the expected value and variance of a counter
in counter vector in Theorem 15. In Section 5.4, we use the expression of expected value
to estimate the average and standard deviation of packet latencies for any given flow. In
Section 5.5, we use the expression of variance to determine the parameter values that can

ensure that the actual reliability achieved by COLATE is no less than the required reliability.

Lemma 14. Let Cy be the random variable representing the sum of time stamps contributed
by flow f to a counter Sé( 7], 1 < j < m, in its counter subvector of length m at observation
point X. Let py be the number of packets in flow f that contributed time stamps to the

current counter epoch Cx. Let Ty be an independent random variable representing the time
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. pyxE[Ty]
stamp contributed by each packet of flow f to Cx. Then, we have E[C’f] =41

m

Proof. Let Py ; be a random variable representing the number of packets in flow f that
contributed time stamps to counter Sg([j]. Therefore, E[Cy] = E[pr,j 7}] Applying
Wald’s Lemma, we get E[Cf] = E[Py;] x E[Tf]. As the output of hash function H is
uniformly distributed in range [1, n], its output is also uniformly distributed in [1,m| for the
packets in flow f. Thus, the probability that COLATE adds the time stamp of a packet of the
flow f to counter Séf [j] is 1/m. The random variable Py ; follows the binomial distribution

i.e., Pr; ~ Binom(ps,1/m). Therefore, E[Cf| = pmf x E[Ty]. O

Figure 5.2 plots the CDF of the ratio of the observed values of C'y from simulations of our
ICST traffic trace to the E[C] from Lemma 14. We observe from this figure that there is
a steep rise in the CDF when the value of this ratio is around 1. We also observe from the
simulations that the mean and median of the ratio are both equal to 1. This empirically

establishes the result in Lemma 14.
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Figure 5.2 CDF of observed %gf]

Lemma 14 shows that the sum of time stamps of all packets of flow f is equally di-
vided among all counters in its counter subvector, which conforms to binomial distri-
bution. Thus, we approximate the distribution of C'y with a binomial distribution as
Ct ~ Binom(ts x,1/m), where t¢ x represents sum of all times-stamps contributed by flow
f to the counters in its counter subvector at observation point X. Let C) be the random

variable representing the sum of time stamps contributed by packets of all flows other than
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f to counter Sg( [7]. Using similar reasoning as for C' £, we approximate the distribution of
C, with a binomial distribution. The probability that a packet of a flow f # f contributes
a time stamp to counter ng [7] is the product of the probability that H maps the packet to
Sg( [7] given that Sg( 7] € S;;, which is 1/m, and the probability that counter Sé([j] is in the

counter subvector of f, which is denoted by P{Sf;( 7] € ng} and calculated as

p{shlilesty=1- {(@ <%)0<1 - %)m}

—1
_ yom =) L m
n n2 x 2| n

(5.1)

Thus, the probability that a packet of a flow f # f contributes a time stamp to counter
Sg([j] is % x = % Thus, Cp ~ Binom(tx —ty x,1/n).

Theorem 15. Let C' be the random wvariable representing the value of a counter Sé([j],
1 < j < m, in the counter subvector of a flow f. Let iy x be the sum of all time stamps
contributed by packets of flow f to all counters in its counter subvector and tx be the sum
of all time stamps contributed by packets of all flows in the counter epoch at observation
point X. Let Cy ~ Binom(ts x,1/m) represent the sum of time stamps contributed by
packets of flow f to Sg([j] and let Cy ~ Binom(tx —ty x,1/n) represent the sum of time
stamps contributed by packets of all flows other than f to counter Sf;{ [j]. Let C¢ and Cy be

independent of each other. The expected value and variance of C are calculated as follows

trx Ix—trx
]:fv + fa
m n

Var(C) <%X) <1 - %) + <#) <1 - %) (5.3)

t ty—1
Proof. As C'= Cy + Cy, we get, E[C] = E[Cy] + E[Cy] = J;Z,,LX + X nf’X. As Cy and Gy

E[C (5.2)

are assumed to be independent, Var(C') = Var(Cy) + Var(Cy). As variance of Binom(v,w)
t ty—t
is vw(1l — w), we get Var(Cy) = (ﬁ) (1- l) and Var(C)) = (XTJC’X) (1— %) O Od

m m
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In Theorem 15, we assumed C'y and Cj to be independent of each other, which is true
whenever ¢y x << tx. In practice t¢ x indeed is much smaller than ¢{x because ¢ x is the
sum of the time stamps added by a single flow in the counter epoch while ¢y is the sum
of the time stamps added by all flows (in the order of tens and hundreds of thousands).
Furthermore, in Theorem 15, we approximate the distributions of C'y and ) with binomial
distributions because when there are a large number of packets that contribute time stamps
to the counters in the counter vector, we can approximate each time stamp to be smeared
over the counters. This approximation makes the formal development of variance of C' and
its subsequent use in calculating parameters for COLATE tractable. If the exact equation
for variance of C'is desired, it can be obtained as follows. Consider any packet with time
stamp ¢, not belonging to a flow f. This packet has a probability % of being mapped to a
counter in the counter subvector of the flow f. Thus, the time stamp for each such packet
will contribute a variance of t%(%)(l - %) to the overall variance of C'. In Theorem 15, 17 x /m
models the average sum of the time stamps contributed by flow f, and (tx —tf x)/m models

the average noise contributed by all other flows to counter ng [7].

5.4 COLATE — Querying Phase

In this section, we present the methods that COLATE uses to estimate the average and

standard deviation of the latencies of the packets of a flow in passing any two points.

5.4.1 Estimating Latency Average

For a flow f passing through observation point S and then observation point R, we want to
calculate /i ¢, the estimate of average latency pu s of flow f. For a packet z in flow f, let us g[z]
be its time stamp at observation point S and u f, Rlz] be its time stamp at observation point
R. The delay experienced by this packet in traveling from S to R is thus uy g[z] — uy g[z].

Let ty g and ty g be the sums of all time stamps of the packets in flow f at S and R,
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respectively. Recall that py denotes the number of packets in f. Thus,

iy =—3" (upple] - upsl)

pf Vz

(Z ug plz Z ug sl ) f(tfR—tfs)

Note that the value of py can be measured by tools such as NetFlow available on Cisco
routers or by schemes proposed in [74, 64]. Thus, to estimate the value of u £+ we need
to obtain the estimated values f,5 and t 7R for ty g and ty g, respectively. Then, we can

calculate

1
fiy = f(tfR—tfs) (5.4)

Theorem 16 shows how to obtain ¢ rx at X.

Theorem 16. Given a counter epoch Cx of length n at observation point X where each
counter subvector is of length m, let tx denote the sum of all counters in Cx, the estimate

ff,X of the sum of all time stamps of the packets in flow f is calculated as follows

- m{nilsf;m - mtx} (5.5)
P

Proof. Given Cyx and flow f, we can easily obtain the values of every counter in the counter

Py =
fx =

subvector Sg( of f. Thus, we can calculate E[C] as E[C] = % Py Sg([j]. Substituting
E[C] in Equation (5.2) by % 2}”21 ng J], replacing t ¢ x by ff’X, and solving for ff’X, gives

Equation (5.5). O

5.4.2 Estimating Latency Standard Deviation

Let Dy be the random variable representing the latency experienced by a packet in flow f.
The standard deviation of D can be calculated by 6 = /Var(Dy), where Var(D ) can be

calculated as follows:
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Var(Dy) = E[D}] — E*[Dy]

B {pifz (Uf,R[z]—Uf,s[Z])2}—{ 1 > (Uf,R[Z]—“fﬁ[ZD}Q

Py

Vz Yz
- {pif %Z: (urrl?] —uf,s[Z])2}—{pif(tf,R -~ tfjg)}2 (5.6)

We can calculate the second term { po(t fR—1ty g)}? in Equation (5.6) based on Theorem
16. Now the key challenge is to calculate the first term {]# > v (ug Rl — vag[z])2} in
Equation (5.6). Our solution to this challenge is based on the statistical technique proposed
by Alon et al. in [25]. The main idea is to introduce a random variable G, where the value g
that this random variable takes on is either +1 or —1 with equal probability. Before adding
the time stamp of a packet z to a counter, if we randomly multiply the time stamp with g,
and then add it to the counter, then we will get Equation (5.7).

B{ 3 eupnle] ~ gzupsli) | = X (gl = upsfl) 5.7

Vz Vz

This can be proven as follows:

2 2
E [{ > 9= (ugple) —upsl) } ] =k { > 9z (up.mlel = g slz)
Vz Vz
+ X geas(upale] = up.lD) (ugnf] ~ )
Ve2#Z
Using the well known result that expectation of sum of random variables is the sum of their

individual expectations and that gg =1, we get:

=" (uprled —upsla)® + 7 (upplel = upsle]) (ug gle] — upgl2]) x E[G2Gs]
Vz Vz#£Z

Note that {G1,G9,G3, ...} is a set of independent and identically distributed random vari-
ables. So, E[G.Gz| = E|[G.] x E|Gz]. As E[G.] = 0 for all values of z, this implies
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E[G.Gz| = 0. Thus, the second term in the equation above is 0, which proves Equation
(5.7).

We now present our method for calculating the first term in Equation (5.6). First, for each
counter in the counter subvector of f, whose value is contributed by the time stamps of the
packets in flow f and those of the packets in other flows, we use Theorem 17 to extract an
estimate of the value that is contributed by only the time stamps of the packets in f. In other
words, we eliminate the noise introduced by the packets of flows other than f from the counter
subvector of f. Second, we statistically simulate the process of multiplying the time stamp of
a packet in f with the random variable G, and then adding the multiplication result to the
corresponding counter in the counter subvector of f. By repeating this process a statistically
sufficient number of times, we obtain an accurate estimate of ) v/, (uyr g[2] —uy, s[2])? based
on Theorem 18. Note that this simulation does not require any changes to the recording

phase. Next, we present our denoising solution and statistical simulation process.

5.4.2.1 Denoising Counter Subvectors

Our denoising solution is based on Theorem 17. The numerical solution of Equation (5.8)
gives us the estimate of the value that is contributed by only the time stamps of the packets

in f for each counter in f’s subvector.

Theorem 17. Let wy x[j] (1 < j < m) be the sum of the time stamps of flow f’s packets
that are mapped to counter Séf[j] at observation point X. Let ff,X be the estimate of sum
of all time stamps contributed by packets of flow f to all counters in f’s counter subvector
and tx be the sum of all time stamps contributed by packets of all flows in the counter epoch
at observation point X. The mazimum likelihood estimate Wy x[j] of wy x|j] satisfies the

following equation:

rCln{n — 1} = Oty — 7 x —SE ] +ay x[]+1} =0 O{SE ] —a; x[] +1} (5.8)

where w(o){.} is the 0" order polygamma function.
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Proof. The maximum likelihood estimate of w x[j] is the value of wy x[j] that maximizes

the probability that the counter ng [7] takes the observed value.

arg max P{C = ng[j]‘wf,X[j]}
w x ]

This value of wy x[j] can be obtained by differentiating P{C = Séf 7] ‘wva 1} wrtwy x[]
and equating to 0.
L‘P{C = SAJ)C([]waX[]]} =0
d(wy, x|5]) ’
As C'=Cf+ Cp and Oy = wy x|j], the L.H.S. becomes
PGy = S 1j] - wyxli])
d(wy, x[j1) X ’
For simplicity, let & = Sg( U] —wy xlj] and 7 = tx —t; x. As Cy is a binomial random

variable, this derivative further becomes

(@6 (-2 {06 (-2

x{¢(0) (e+1}— O {T—5+1}+1n{1 - %} —m{l} } (5.9)

n

Due to space limitations, we have skipped the intermediate derivation steps, which use the

following identity:

%() B (U)w@ {v—w+1} - {w+1})

w w

By replacing ¢y x with t £,x, which is calculated using Theorem 16, in 7 = tx —ty x
and further in the R.H.S of Equation (5.9) and equating it to zero, we obtain the maximum
likelihood estimate wy x[j] of wy x[j]. As (2) (%)5(1 — %)T_g is P{C’f = Sg([jﬂwf’X[j]},

which is not equal to zero, we have
(0) © L LU
PEHE+ 1} =W {r -+ 1} +1n 1—5 —In - =0
Simplifying the In{.} terms results in Equation (5.8). O
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5.4.2.2 Statistical Simulations

We have obtained the m values extracted using Theorem 17 from f’s counter subvector at
observation point X. For flow f that passes observation point X, each unique permutation
of the m distinct integers from 1 to m, denoted by vector (), defines a unique deviation vector
vy x of size m/2 as follows. To ensure that m/2 is an integer, we choose m to be an even

number.
vrxll =wrx [QRl] —wpx[Q21—1]] 1<1<m/2 (5.10)

Each unique permutation of the m distinct integers from 1 to m is essentially a unique
simulation of the aforementioned statistical process of multiplying half the time stamps with
G, = +1 and the other half with G, = —1. Theorem 18 gives us the way to estimate

>ovelup rlzl —uy, g[2])?, which is needed for calculating Var(D ) based on Equation (5.6).

Theorem 18. Given any two observation points S and R, for any permutation QQ of the m
distinct integers from 1 tom, let vy g and vy g be the corresponding deviation vectors of flow

f at observation points S and R, respectively. The following equation holds:

m

2
> (up.alil =~ upsl2) = B| So(opalll = vpsl0)? (5.11)

vz =1
Proof. Let V;g be the set of all the time stamps contributed by the packets of flow f to
counters Sé[Q[Ql]] and Sé[Q[Ql — 1]]. Similarly, let V;p be the set of all the time stamps
contributed by the packets of flow f to counters Sé[@[ﬂ]] and S{E[Q[Ql — 1]]. Let y;g[i] be
the i-th element of V;g, where 1 < i < |);g|. Similarly, let y;p[i] be the i-th element of V;p,

where 1 < i < |Y;g|. Starting from the R.H.S of Equation (5.11), we have:
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3T 7 ¢ gl Yis] )
= > Bltorall ~ ops?] = SB[ { S sannlil = 3 nst)
=1 I=1 i=1 i=1
7 - Vgl )
=) E { > (il — gi-yzs[i])} } Virl=1Vis]
=1 = =1

|
(yigli] — ylg[i])Q, using Equation (5.7)

S
=

e
N

=1
s plz] —uggl2])?

o~
I
[t
~
I

|
—~

<C

z
The last equality follows from the fact that each y;x[i] is actually the value of some time

stamp u s x[z] at observation point X. O

For any permutation @ of the m distinct integers from 1 to m, we calculate vy gp[l] and
vy g[l] for each 1 <1 < m/2 based on Equation (5.10), and then calculate Zl%il(vfﬁ[l] —
Uf,S[l])2, which is one estimate of ) ., (Uf,R[Z] — Uf,S[Z])2 according to Theorem 18. As
Zl%il(v £.RI — vy, s[l])? is a random variable, its variance can be reduced by 7 times if we
repeat the above process v times using a different random permutation () each time and
use the average of the v values of Zz%il(vf,R[l] — ’Uf,S[l])2 as the estimate of >/, (uva[z] —
uf, 5[z])2. As the R.H.S. of Equation (5.11) is an expected value, to get an accurate estimate
of > v, (Uf,R[Z] - vag[z])Q, we need to calculate Z?;(Ufﬂm - vas[l])Q for a statistically
sufficient number of unique permutations of the m distinct integers from 1 to m. The process
of calculating ani ((r Rl =vy, g[1])? for different permutations of @ is essentially simulating
the aforementioned random statistical process of multiplying the time stamp of each packet
with random variable G, that takes the value of 41 and —1 with equal probability without
having to perform this process in the recording phase. We name this process of calculating
Zl%il(v £.RI =y, s[l])? using different permutations of Q as virtual repetitions. The number
of distinct ways in which we can repeat this process is Hl%i 1 (m_22(i_1)), which is large
enough for us to obtain any required reliability « for estimating the standard deviation. For

m .
example, when m = 20, Hzl (m_22(l_1)) — 2.38 x 1015,
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5.4.2.3 Steps of Estimating Standard Deviation

To summarize, COLATE performs the following six steps to estimate the standard deviation
of the latencies that the packets in flow f experienced in traversing from observation points
S to R. (1) Obtain the number of packets in flow f, denoted by py, using NetFlow or the
schemes proposed in [74, 64]. (2) Obtain the estimates of ¢ ¢ and t¢ r, which are the sum
of the time stamps of all packets in flow f at observation points S and R respectively, using
Theorem 16. (3) Extract the values of wy g[j] and wy g[j], which are the sum of the time
stamps of flow f’s packets that are mapped to counter S é[j] at observation point S and
to counter Sé[j] at observation point R, respectively, for all 1 < 7 < m, using Theorem
17. (4) Randomly choose v permutations of the m distinct integers from 1 to m. For
each permutation @, first calculate vy p[l] and vy g[l] for all 1 <1 < m/2 using Equation
(5.10) and then calculate Zlgil(vfﬁ[l] - vfjs[l])z (5) Calculate the average of the v values
of Zl%il(vfﬂ[l] - vf,g[l])2, which is the estimated value of ) v/, (Uf,R[Z] — vag[z])Q (6)

Estimate of the standard deviation using Equation (5.6).

5.5 COLATE — Reliability

COLATE has four parameters: (1) the total number of counters denoted by n, (2) the
number of counters in each counter subvector denoted by m, (3) the number of bits in each
counter denoted by b, and (4) the vector threshold denoted by T'. Note that when the sum
of all n counters in a counter vector reaches T, COLATE dumps the counter vector into
permanent storage as a counter epoch and then resets all counter values to be zero. In this
section, we present solutions to find the values for these parameters so that our estimated
average latency achieves the required reliability a € [0,1) for the given confidence interval

B € (0,1]. Note that for standard deviation, we have already presented a method in Section

1
by
Equation (5.4)), which shows that the estimate fi; depends on two other estimates t 7.5 and

5.4 that can achieve arbitrarily high required reliability. Recall iy = (t f.R— t r.5) (in
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t 7,rR- Next, we find the confidence interval B and required reliability A that the estimate
t 7,x forty x at each observation point X must satisfy so that the estimate fi s for yir satisfies
the confidence interval g and required reliability a. That is, we want to find the values of
B and A so that if for every observation point X we have P {\fij —tr x| < BtﬁX} > A,
then we will have P {|/1f — gl < B,uf} > «. After we find the values for B and A, we

present a solution to calculate the optimal values of the four parameters n, m, b, and T'.

5.5.1 Individual Reliability Requirements

Individual Required Reliability: The maximum fraction of estimated values fiy that
can violate the requirement of |fiy — pir| < By, while the overall estimate still satisfies the
required reliability «, is 1 — a. Thus, the maximum fraction of estimates £,x at either
observation points of S and R that can violate the requirement |t £x 1y, x| < Bt #,x must

be no greater than (1 — a))/2. Thus,
A=1-(1-a))2=(1+a)/2 (5.12)

Individual Confidence Interval: The estimate fiy obtained by COLATE needs to

satisfy the requirement of |fiy —us| < B with probability of at least . As jip = #(f fR—

1

T (tr,R—trs), the confidence interval requirement |/ip—pr| < Bu s becomes:

ffjs) and iy =
((trr—trr)—(trs—trs)| = |Epr—1trs) —(trr—trs)| < Btrr—trs)

The largest value of ‘(ff,R —t¢rR)— (ffjg —tf75)‘ is Bty g+ Bty g, which must be no greater
than B(tf,R — tf,S)’
Btyr+Btys < Bltyr—trs)

Thus, we get

tyr—1lrs
Bgﬁ(ﬁi’) 5.13
tf,R+tf,S ( )

To determine B for a given network, we conduct measurement of (ty p —trs)/(trr+1tys)

on the network to find the appropriate value so that Equation (5.13) statistically holds.

129



5.5.2 Reliability Centered Parameter Selection

As we have four unknown parameters (i.e., n, m, b, and T'), we need at least four equations
so that we can calculate the values of these parameters by solving the four equations. Next
we develop these four equations.

Equation 1: Let M be the total number of bits of the RAM that an observation point

can allocate for storing the counter vector, which requires n x b bits. Thus,
nxb=M (5.14)

Equation 2: Based on Lemma 14, the sum of all the time stamps of all packets of all
flows is equally divided among all n counters on average. Thus, the value of each counter
on average can go up to 7'/n. Thus, the number of bits in each counter, which is b, needs to
satisfy the following equation.

b:logg{%}—i—l (5.15)
Note that we add 1 in the R.H.S of this equation to double the capacity of each counter to
avoid overflows.

Equation 3: As the expected value of a counter in a counter subvector, which is specified

in Equation (5.2), should never exceed the maximum capacity of the counter, we have

t T—t
X [ X
m n

|

Let t’}”‘gg be the maximum value of ¢; x for all flows on a network. Thus, the value of b

should satisfy the following equation:
fmax T — ¢max

fX [X
m n

=201 (5.16)

Here t’}"‘gf can be obtained by some measurement on the sum of the time stamps of all
packets on a per-flow basis on the given network.
Equation 4: To achieve the required reliability, P {|¢ rx —tpx| < Bty x } should at

least be equal to its lower bound A, i.e.,
P{(1-B)tyx <t;x <(1+B)trx}=A4 (5.17)
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Based on Equation (5.2), we can represent E[C] as a function of ¢ ¢ x; denoting this function
by g, we have E[C] = g{ty x}. Thus, tyy = g YE[C]}. Let C be the observed value of
E[C]. Then, we have ff,X = ¢ Y CY}. Equation (5.17) becomes

A= p{(1 ~B)tpx <g HCY<(1+ B)tf,X}

:P{g{(1—B)tf7X}gégg{(uB)tﬂX}} (5.18)

Similarly, based on Equation (5.3), we can represent standard deviation of C' as a function
of t¢ x; denoting this function by h, we have Var(C) = h2{tf,X}. Based on the fact that the

variance of a random variable reduces by m times if the random event is repeated m times,
2
h {tf,X}

o and

by observing the values of C' from m counters, the variance of C' becomes

hit C—git
the standard deviation of C' becomes {%n‘f} Let Z denote % Thus, Equation
t m
X
(5.18) becomes

g{(1=B)tyx}t—g{t;x} g{+ Bty xt—g{trxiy
P{ W{trxt/vm sZs W{trx}/vm }_A
(5.19)

By the central limit theorem, Z approximates a standard normal random variable. The
area under the standard normal curve gives the success probability, which is the required
reliability in our context. As our confidence interval requirement is symmetric on both the
upper and lower sides of ¢y x, we can represent the required reliability A in terms of a

constant k£ as follows:

P{-k<Z<k}=A4A (5.20)

Let @ be the cumulative distribution function (CDF) of a standard normal distribution and

erf{.} be the standard error function, we get
P{-k<Z<k}=(k)—D(—k) ef{k} (5.21)
— pr— — — pum— r E— .
- V2
From Equations (5.20) and (5.21), we get
k=2 erf~1 {A}
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We observe that the absolute values of the upper and lower bounds of Z in Equation (5.19)
are the same. Thus, equating the lower bound with —k or the upper bound with & results

in the following equation:

Py () (- )« () - e
By rearranging Equation (5.22), we get.
2,2
e e (O (S ROIEH]
2,2
N = O (S

2
% x

This equation shows that B is inversely proportional to ¢; x when other parameters are
fixed. This makes intuitive sense because the more packets in flow f in passing observation
point X (i.e., the larger 7 x is), the more timing information we can obtain from the packets,
and the smaller confidence interval can be achieved. Thus, we should use the statistically
minimum observable value of ¢ x, denoted t??g?, for the given network, in Equation (5.22).
Here t}?ff"” can be obtained by some measurement on the sum of the time stamps of all
packets on a per-flow basis on the given network. The parameter values obtained using 7}?3?
in Equation (5.22) will ensure that the estimates for all flows whose sum of time stamps
are > t??}? satisfy P {|ff,X —tr x| < Btva} > A. By replacing t7 x by t’}:‘")? in Equation

(5.22), we get

BRemin? k2n2m{<t%?) (1 - i) N (%) (1 ~ l)} (5.23)

n—m m m n n

Solving Equations: COLATE takes M, «, (3, 7}77’3?, and t??gg as input. The values of
required reliability o and confidence interval 5 are provided by network operators. The value
of RAM space M depends on the amount of RAM available at an observation point. For
t’}:‘")? and t?;‘gg , network operators can obtain them by measurements on targeted flows in
the given network. With the values of M, «, (3, t’}:‘g’g, and t?:”g(x, COLATE simultaneously

solves the four equations (i.e., (5.14), (5.15), (5.16), and (5.23)) to obtain the appropriate
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values of the four parameters n, m, b, and T'. To simultaneously solve these equations, we
express m, b, and T in terms of n using Equations (5.14), (5.15), and (5.16) and replace them
in Equation (5.23). This results in an expression with only one unknown parameter n. We

numerically solve this expression to obtain n and then the other three unknown parameters.

15
110 2'4x10

Permanent Storage (KB)

10" 10 10° 10' 10° 107 107" 10° 10' 10°
M (KB) M (KB)

Figure 5.3 Permanent storage vs. RAM Figure 5.4 Threshold T" vs. RAM size

RAM Space vs. Storage Space: From the simultaneous solution of these four equa-
tions, we have an interesting observation that COLATE requires smaller amount of perma-
nent storage space for storing counter epochs when it is allocated with more RAM for storing
counter vectors. Figure 5.3 plots an example graph of the permanent storage size vs. RAM
size for COLATE.

While this observation seems surprising, it makes intuitive sense because the sum of the
two maximum values of two b-bit numbers is 2 x 20 = 20F1 whereas the maximum value of a

22b >~ 201 Ag we increase the total number of bits in a counter vector,

2b-bit number is
i.e., M, the counter value threshold 7" increases as shown in Figure 5.4. This implies that
the frequency of writing the counter vector into permanent storage is reduced, and although
each counter epoch takes more space, the overall required storage space is reduced as shown

in Figure 5.3. The M value at the knee of the curve in Figure 5.3 represents the best tradeoff

point between RAM space and permanent storage space.
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5.5.3 Flexibility in Parameter Selection

If we only measure average per-flow latency, each observation point can choose its own values
for the parameters of n, m, b, and T" based on its available resources and traffic condition
without global coordination among observation points. If we also need to measure standard
deviation, then all observation points need to use the same value of m because Theorem 18
requires that the two sets Vg and ), contain the time stamps from the same set of packets
at the two observation points, which is possible only when the value of m is the same at
both observation points. The remaining three parameters can still be chosen independently

at each observation point.

5.6 Performance Evaluation

We implemented COLATE in Matlab. We also implemented RLI [68] in Matlab for com-
parison purposes. We did not implement LDA [63] and MAPLE [69] because LDA can not
provide per-flow latency measurement and MAPLE requires attaching time stamps to every
packet i.e., MAPLE is not a latency estimation scheme but a storage scheme. In this section,
we present our evaluation results of COLATE in comparison with RLI. We first give details
of the three network traces that we used. Second, we evaluate the accuracy of COLATE
as well as the impact of RAM space on permanent storage space used by COLATE. Last,
we compare COLATE with RLI and with Count-Min (CM) sketch [43], a summarizing data

structure for queries on data streams.

5.6.1 Network Traces

To evaluate COLATE, we need real packet traces with high-resolution time stamps collected
simultaneously from at least two observation points. Unfortunately, no such traces are
publicly available. Thus, we resort to three real network traces where each is collected at

a single observation point at a time. These traces include CHIC [4], ICSI [88], and DC
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[32]. CHIC is a backbone header trace, published by CAIDA, which includes the arrival
times of packets at a 10GigE link interface. We used traces generated from 5 minutes of
packet capture. Note that the authors of RLI and MAPLE also evaluated their schemes on
the header trace of this backbone link collected by CAIDA. ICSI is an enterprise network
traffic trace, collected at a medium-sized site, which includes the arrival times of packets
on an ethernet link for a duration of over 41.1 hours. ICSI is available in the form of 41
trace files collected at 17 different ports in an enterprise network. DC is a data center traffic
trace, collected at a university data center, which includes the arrival times of packets on an
ethernet link for a duration of a little more than an hour. DC is available in the form of 20
trace files collected at the same port. Figure 5.5 shows the CDFs of sizes of flows in each
trace. We observe that the traces contain both mice flows as well as elephant flows. Table

5.1 reports the total duration, number of packets, number of flows, and average data rate of

each trace.
- Tesr
Coa Lo , DC
0.2
G 0 ‘1 ‘2 ‘3 4
10 10 10 10 10

Flow Size (Packets)

Figure 5.5 Flow sizes CDFs

As these network traces contain only the arrival time stamps of packets, we adopt the
simulation strategy used by RLI and MAPLE, which simulates the traversal of packets in
each trace through a queue to get a departure time stamp for each packet and uses random
early detection (RED) [48] as the queue management strategy because RED is most popular.
As modern routers typically use a queue size that can hold 0.5 seconds of traffic at their
maximum line rates, we also use the same queue size. For the remaining parameters of RED

queue management strategy, we use miny;, = 0.475xqueue size, maxy;, = 0.95Xqueue size,
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wq = 0.002, and max,, = 310 as per the guidelines in [48].

Table 5.1 Summary of network traces

Trace | Duration | # pkts | # flows | Mbps

CHIC 5 mins 37.3M 3.01M 411
ICSI | 41.1 hours | 46.9M | 0.387M 1.31
DC | 1.08 hours | 19.9M | 0.439M 49.6

5.6.2 COLATE Accuracy

Now we evaluate the accuracy of the average and standard deviation of the flows in the three

network traces estimated by COLATE.

5.6.2.1 Average Latency

We evaluated COLATE for both the scenario of only two observation points (where one
sender sends and one receiver receives) and that of more than two observation points (where
multiple senders send and multiple receivers receive). For the scenario with more than two
observation points, we choose three observation points forming a triangle topology where
everyone sends to and receives from everyone else. We choose three observation points and
the triangle topology for the sake of simplicity as the number of senders and receivers does
not affect the accuracy of COLATE. For a triangle topology, there are 6 unidirectional links.
We used the largest 6 of the 41 trace files from ICSI data set, each trace file representing
the traffic on one of the 6 links. This choice is arbitrary.

We performed our evaluation for three different accuracy requirements: low (o = 0.90,
£ = 0.10), medium (o = 0.95, § = 0.05), and high (o = 0.99, 5 = 0.01). For each of these
three accuracy requirements, we evaluated COLATE using three values of available RAM:
small (M = 1MB), medium (M = 10MB), and large (M = 100MB). We obtained the values
of t’}:‘g’g and t?:”g(x from simple measurement of the network traces. We calculated the values

of the parameters b, m, n, and T using the method described in Section 5.5. For example, for
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M = 1MB, a = 0.95, and g = 0.05, typical values of these parameters are b = 19, m = 20,
n = 455334, and T = 8 x 1010,

Our results show that COLATE always achieves the required reliability. Figures 5.6(a),
5.6(b), and 5.6(c) show the CDF's of the observed values of 3 i.e., |fiy—p |/, for the average
latency estimated by COLATE for the three traces under the scenario of one sender and
one receiver using the low, medium, and high accuracy requirements, respectively. Figures
5.7(a), 5.7(b), and 5.7(c) show the CDFs of the observed values of 3 i.e., [fif — pf|/py, for
the average latency estimated by COLATE for the six links under the scenario of multiple
senders and receivers using the low, medium, and high accuracy requirements, respectively.
The horizontal line in each of these figures shows the required reliability. We see that every
plot of CDF always crosses the horizontal line for an observed value of  that is smaller than
the required confidence interval. This shows that COLATE always achieves the required
reliability. Due to lack of space, we only show plots for M = 10MB. Observations from
M = 1MB and M = 100MB are the same.

1 1 1
0.996 0.98 0.96
o 0992/ . 0.96 . 0.92
8 ({14 8 g 8 [P SA
0.988 0.94 0.88
+ CHIC + CHIC
0.984 < ICS] 0.92 x ICS| 0.84 X ICS|
0.98 oDC 0o oDC 08 o DC
0 "~ 0.002 0.004 0.006 0.008 0.01 "0 0.01 0.2 0.03 0.04 0.05 “0  0.02 004 006 008 0.1
Observed Observed Observed 3
(a) a=20.99,5=0.01 (b) a=0.9538=0.05 (c) a=0.96=0.1

Figure 5.6 CDF of observed /3 in average estimate (1-S, 1-R)

5.6.2.2 Standard Deviation

Our results show that the relative error in the standard deviation estimates of over 91%

flows is less than 0.05 with only 1000 wvirtual repetitions. Relative error is defined as
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Figure 5.7 CDF of observed /3 in average estimate (multiple S,R)

(actual value — estimated value)/actual value. Figure 5.8 plots the CDFs of the rel-
ative errors in standard deviation estimated by COLATE for each of the three traces.

Our results also show that the percentage of flows, for which the relative error is less than
0.05, increases with the increase in the number of virtual repetitions. Figure 5.9 plots this
percentage versus the number of virtual repetitions for the three traces. With 107 iterations,
this percentage reaches 98%. Although 10° iterations may take some time depending on the
available computing power, it is not an issue as the estimation of standard deviation is an

offline process and does not have to keep up with high line rates.
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Figure 5.8 CDFs of relative errors in STD Figure 5.9 Rel. error in STD vs. # reps

5.6.3 RAM and Storage Size

Our results show that COLATE uses less than 0.1 bit of permanent storage per packet. Figure

5.10 shows the bar graph of the number of bits per packet used by each of the three traces
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Figure 5.10 Storage bits per packet Figure 5.11 Comparison of delay estimates

for all three values of M, when a = 0.99 and § = 0.01. This small size of storage required
per packet results in a very low frequency of transferring the counter vectors from RAM
to permanent storage. For example, for ICSI network trace, COLATE transfers a counter
vector to SSD every 24.6 hours when M = 1MB, o = 0.95, and § = 0.05. Transferring 1MB
of content from RAM to SSD once a day is trivial for modern devices. The number of bits
per packet in permanent storage decreases with the increase in RAM size M, which confirms
our analysis based on Figures 5.3 and 5.4. However, this decrease is hard to observe from
Figure 5.10 because the difference is small. Nevertheless, this difference becomes significant

for longer time durations (on the order of say days and weeks).

5.6.4 Comparison with RLI

Our results show that COLATE always achieves higher accuracy than RLI. RLI requires two
inputs, namely the lower and upper limits of the Probe packet Injection Rate (PIR). The
authors of RLI used the lower limit as 1 probe packet per 300 regular packets and the upper
limit as 1 probe packet per 10 regular packets in [68]. We first evaluated RLI using this
pair of PIR values. Because the accuracy of RLI increases as PIR increases, to improve the
estimation accuracy of RLI, although at the cost of larger bandwidth usage, we also evaluated
RLI using much higher PIRs — 1 probe packet per 10 regular packets as the lower limit and
1 probe packet per 2 regular packets as the upper limit. Figure 5.11 plots the CDFs of the

observed value of [ in the average latency estimated by RLI in the three traces for these two
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configurations of PIRs. For comparison, we also plot the CDF of the observed value of 3 in
the estimates obtained using COLATE for high accuracy requirement (o = 0.99, 5 = 0.01).
Note that the observed value of 3 is essentially the relative error in the estimated values of
average latency. Figure 5.11 shows that the relative error of COLATE is much smaller than
that of RLI. This relative error can be made arbitrarily small by specifying smaller values of
[ and larger values of a.. This figure further shows that the relative error of RLI is smaller
when PIR is larger. With the PIR proposed by the authors, on average, only 77% flows have
relative error less than 5%. At this rate, on average, RLI inserts one probe packet after 21.66
regular packets. With our high PIR configuration, on average, only 81% flows have a relative
error less than 5%, but at this rate, on average, RLI inserts one probe packet every 4.78
regular packets in the three traces. Table 5.2 shows the average number of regular packets
after which RLI inserts a probe packet for each of the three traces. In contrast, COLATE
does not insert any probe packet at the cost of a small amount of memory at observation

points.

Table 5.2 Average number of regular packets after which RLI inserts a probe packet

# reg. pkts | # reg. pkts
Trace 50016 1:10 | 1:10 to 1:2
CHIC 18.66 10.0
ICST 17.19 2.07
DC 2457 9.06

5.6.5 Comparison with Count-Min Sketch

Count-Min (CM) sketches can theoretically be used for latency measurement but practically,
there is a fundamental limitation. Let ¢ f; represent the sum of time stamps of all packets
in flow f; and let there be 5 flows in total whose time stamps need to be stored for latency
measurements. We can use a CM-sketch to store time stamps of multiple flows and obtain the

estimate fi of the sum of time stamps of any flow f; as per the method described in [43]. The
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estimate £ % obtained through CM-sketch can satisfy the condition fi <t £ T B x ZVj t fj
with probability a. This is problematic because we require the estimate to satisfy the
condition ¢ £ <t £t B xt £ with probability .. Therefore, to achieve the required reliability
using CM-sketch, we need to ensure that ZVj t fj <t £ which is possible if and only if
we do not add time stamps of any flow other than f; to the CM-sketch. Consequently we
need to maintain a CM-sketch for each flow, which results in large memory requirements.
For example, for a = 0.95 and § = 0.05, CM-sketch requires 165 counters per flow and 3
hash functions and 3 memory accesses per packet. Assuming the same counter size of 19
bits as for COLATE in this scenario, CM-sketch requires 165 x 19 = 3135 bits per flow. In
comparison, COLATE requires 0.1 bit per packet. The memory requirement of CM-sketch
matches that of COLATE only if each flow has at least 31350 packets, which is impractical
as seen in Figure 5.5. The number of memory accesses and the number of hash functions

per packet for CM-sktech are always greater than those for COLATE.

5.7 Conclusion

The key contribution of this chapter is in proposing an accurate and efficient per-flow latency
measurement scheme without packet probing and time stamping. The key novelty of this
work is that we purposely allow noise to be introduced in recording packet timing infor-
mation for minimizing storage space and use statistical techniques to denoise the recorded
information to obtain accurate latency estimates when latency of a target flow is queried.
The key technical depth of this chapter is in the mathematical development of the esti-
mation theory that our scheme is based upon. Our theoretical analysis and experimental
results show that our scheme always achieves the required reliability. Our scheme has a
much smaller processing overhead in terms of number of hash computations and memory
updates compared to existing schemes, which further require sending probe packets or at-

taching time stamps to every packet. Our scheme is scalable in that the amount of memory
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required at each observation point is only dependent on the number of packets and not on
the number of sending and receiving observation points. The memory requirement is so low

that a commodity storage device can store time stamps of several years worth of flows.
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6 User Security

6.1 Introduction

6.1.1 Motivation

Touch screens have revolutionized and dominated the user input technologies for mobile
computing devices (such as smart phones and tablets) because of high flexibility and good
usability. Mobile devices equipped with touch screens have become prevalent in our lives
with increasingly rich functionalities, enhanced computing power, and more storage capacity.
Many applications (such as email and banking) that we used to run on desktop computers
are now also being widely run on such devices. These devices therefore often contain privacy
sensitive information such as personal photos, email, credit card numbers, passwords, cor-
porate data, and even business secrets. Losing a smart phone with such private information
could be a nightmare for the owner. Numerous cases of celebrities losing their phones with
private photos and secret information have been reported on news [2]. Recently, security
firm Symantec conducted a real-life experiment in five major cities in North America by
leaving 50 smart phones in streets without any password/PIN protection [15]. The results
showed that 96% of finders accessed the phone with 86% of them going through personal in-
formation, 83% reading corporate information, 60% accessing social networking and personal
emails, 50% running remote admin, and 43% accessing online bank accounts.

Safeguarding the private information on such mobile devices with touch screens therefore

becomes crucial. The widely adopted solution is that a device locks itself after a few minutes
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of inactivity and prompts a password/PIN /pattern screen when reactivated. For example,
iPhones use a 4-digit PIN and Android phones use a geometric pattern on a grid of points,
where both the PIN and the pattern are secrets that users should configure on their phones.
These password/PIN/pattern based unlocking schemes have three major weaknesses. First,
they are susceptible to shoulder surfing attacks. Mobile devices are often used in public set-
tings (such as subway stations, schools, and cafeterias) where shoulder surfing often happens
either purposely or inadvertently, and passwords/PIN /patterns are easy to spy [117, 96].
Second, they are susceptible to smudge attacks, where imposters extract sensitive informa-
tion from recent user input by using the smudges left by fingers on touch screens. Recent
studies have shown that finger smudges (i.e., oily residues) of a legitimate user left on touch
screens can be used to infer password/PIN /pattern [30]. Third, passwords/PINs/patterns
are inconvenient for users to input frequently, so many people disable them leaving their

devices vulnerable.

6.1.2 Proposed Approach

In this chapter, we propose GEAT, a gesture based authentication scheme for the secure
unlocking of touch screen devices. A gesture is a brief interaction of a user’s fingers with the
touch screen such as swiping or pinching with fingers. Figure 6.1 shows two simple gestures
on smart phones. Rather than authenticating users based on what they input (such as
a password /PIN/pattern), which are inherently subjective to shoulder surfing and smudge
attacks, GEAT authenticates users mainly based on how they input. Specifically, GEAT
first asks a user to perform a gesture on touch screens for about 15 to 25 times to obtain
training samples, then extracts and selects behavior features from those sample gestures, and
finally builds models that can classify each gesture input as legitimate or illegitimate using
machine learning techniques. The key insight behind GEAT is that people have consistent
and distinguishing behavior of performing gestures on touch screens. We implemented GEAT

on Samsung Focus, a Windows based phone, as seen in Figure 6.1 and evaluated it using
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15009 gesture samples that we collected from 50 volunteers. Experimental results show that
GEAT achieves an average Equal Error Rate (EER) of 0.5% with 3 gestures using only 25

training samples.

Figure 6.1 GEAT implemented on Windows Phone 7

Compared to current secure unlocking schemes for touch screen devices, GEAT is sig-
nificantly more difficult to compromise because it is nearly impossible for an imposter to
reproduce the behavior of others doing gestures through shoulder surfing or smudge attacks.
Unlike password/PIN/pattern based authentication schemes, GEAT allows users to securely
unlock their touch screen devices even when imposters are spying on them. GEAT actually
displays the gesture that the user needs to perform on the screen for unlocking. Compared
with biometrics (such as fingerprint, face, iris, hand, and ear) based authentication schemes,
GEAT has two key advantages on touch screen devices. First, GEAT is secure against
smudge attacks whereas some biometrics, such as fingerprint, are subject to such attacks as
they can be copied. Second, GEAT does not require additional hardware for touch screen
devices whereas biometrics based authentication schemes often require special hardware such
as a fingerprint reader.

For practical deployment, we propose to use password/PIN/pattern based authentica-
tion schemes to help GEAT to obtain the training samples from a user. In the first few
days of using a device with GEAT enabled, in each unlocking, the device first prompts the
user to do a gesture and then prompts with the password/PIN/pattern login screen. If the

user successfully logged in based on his password/PIN /pattern input, then the information
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that GEAT recorded during the user performing the gesture is stored as a training sample;
otherwise, that gesture is discarded. Of course, if the user prefers not to set up a pass-
word /PIN /pattern, then the password/PIN/pattern login screen will not be prompted and
the gesture input will be automatically stored as a training sample. During these few days
of training data gathering, users should specially guard their password/PIN /pattern input
from shoulder surfing and smudge attacks. In reality, even if an imposter compromises the
device by shoulder surfing or smudge attacks on the password/PIN /pattern input, the pri-
vate information stored on the device during the initial few days of using a new device is
typically minimal. Plus, the user can easily shorten this training period to be less than a
day by unlocking his device more frequently. We only need to obtain about 15 to 25 training
samples for each gesture. After the training phase, the password/PIN/pattern based un-
locking scheme is automatically disabled and GEAT is automatically enabled. It is possible
that a user’s behavior of doing the gesture evolve over time. Such evolution can be handled

by adapting the scheme proposed by Monrose et al. [81].

6.1.3 Technical Challenges and Solutions

The first challenge is to choose features that can model how a gesture is performed. In this
work, we extract the following seven types of features: velocity magnitude, device acceler-
ation, stroke time, inter-stroke time, stroke displacement magnitude, stroke displacement
direction, and velocity direction. The first five feature types capture the dynamics of per-
forming gestures while the remaining two capture the static shapes of gestures. (1) Velocity
Magnitude: the speed of finger motion at different time instants. (2) Device Acceleration:
the acceleration of touch screen device movement along the three perpendicular axes of the
device. (3) Stroke Time: the time duration that the user takes to complete each stroke. (4)
Inter-stroke Time: the time duration between the starting time of two consecutive strokes
for multi-finger gestures. (5) Stroke Displacement Magnitude: the Euclidean distance be-

tween the centers of the bounding boxes of two strokes for multi-finger gestures, where the
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bounding box of a stroke is the smallest rectangle that completely contains that stroke. (6)
Stroke Displacement Direction: the direction of the line connecting the centers of the bound-
ing boxes of two strokes for multi-finger gestures. (7) Velocity Direction: the direction of
finger motion at different time instants.

The second challenge is to segment each stroke into sub-strokes for a user so that the
user has consistent and distinguishing behavior for the sub-strokes. It is challenging to
determine the number of sub-strokes that a stroke should be segmented into, the starting
point of each sub-stroke, and the time duration of each sub-stroke. On one hand, if the
time duration of a sub-stroke is too short, then the user may not have consistent behavior
for that sub-stroke when performing each gesture. On the other hand, if the time duration
of a sub-stroke is too large, then the distinctive information from the features is too much
averaged out to be useful for authentication. The time duration of different sub-strokes
should not be all equal because at different locations of a gesture a user may have consistent
behaviors that last different amounts of time. In this work, we propose an algorithm that
automatically segments each stroke into sub-strokes of appropriate time duration where for
each sub-stroke the user has consistent and distinguishing behavior. We use coefficient of
variation to quantify consistency.

The third challenge is to learn multiple behaviors from the training samples of a gesture
because people exhibit different behaviors when they perform the same gesture in different
postures such as sitting and lying down. In this work, we distinguish the training samples
that a user made under different postures by making least number of minimum variance
partitions, where the coefficient of variation for each partition is below a threshold, so that
each partition represents a distinct behavior.

The fourth challenge is to remove the high frequency noise in the time series of coordinate
values of touch points. This noise is introduced due to the limited touch resolution of
capacitive touch screens. In this work, we pass each time series of coordinate values through

a low pass filter to remove high frequency noise.
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The fifth challenge is to design effective gestures. Not all gestures are equally effective
for authentication purposes. In our study, we designed 39 simple gestures that are easy
to perform and collected data from our volunteers for these gestures. After comprehensive
evaluation and comparison, we finally chose 10 most effective gestures shown in Figure 6.2.
The number of unconnected arrows in each gesture represents the number of fingers a user
should use to perform the gesture. Accordingly we can categorize gestures into single-finger

gestures and multi-finger gestures.

1 2 3 4 5
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Figure 6.2 The 10 gestures that GEAT uses

The sixth challenge is to identify gestures for a given user that result in low false positive
and false negative rates. In our scheme, we first ask a user to provide training samples for as
many gestures from our 10 gestures as possible. For each gesture, we develop models of user
behaviors. We then perform elastic deformations on the training gestures so that they stop
representing legitimate user’s behavior. We classify these deformed samples and calculate
EER for a given user for each gesture and rank the gestures based on their EERs. Then
we use the top n gestures for authentication using majority voting where n is selected by
the user. Although larger n is, higher accuracy GEAT has, for practical purposes such as

unlocking smart phone screens, n = 1 (or 3 at most) gives high enough accuracy.
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6.1.4 Threat Model

During the training phase of a GEAT enabled touch screen device, we assume imposters
cannot have physical access to it. After the training phase, we assume imposters have the
following three capabilities. First, imposters have physical access to the device. Such physical
access can be gained in ways such as thieves stealing a device, finders finding a lost device,
and roommates temporarily holding a device when the owner is taking a shower. Second,
imposters can launch shoulder surfing attacks by spying the owner when he performs gestures.

Third, imposters have necessary equipment and technologies to launch smudge attacks.

6.1.5 Key Contributions

In this chapter, we make following five key contributions.

1. We proposed, implemented, and evaluated a gesture based authentication scheme for
the secure unlocking of touch screen devices.

2. We identified a set of effective features that capture the behavioral information of
performing gestures on touch screens.

3. We proposed an algorithm that automatically segments each stroke into sub-strokes of
different time duration where for each sub-stroke the user has consistent and distin-
guishing behavior.

4. We proposed an algorithm to extract multiple behaviors from the training samples of
a given gesture.

5. We collected a comprehensive data set containing 15009 training samples from 50 users

and evaluated the performance of GEAT on this data set.

149



6.2 Related Work

6.2.1 Gesture Based Authentication on Phones

A work parallel to ours is that Luca et al. proposed to use the timing of drawing the password
pattern on Android based touch screen phones for authentication [75]. Their work has
following two major technical limitations compared to our work. First, unlike ours, their
scheme has low accuracy. They feed the time series of raw coordinates of the touch points
of a gesture to the dynamic time wrapping signal processing algorithm. They do not extract
any behavioral features from user’s gestures. Their scheme achieves an accuracy of 55%; in
comparison, ours achieves an accuracy of 99.5%. Second, unlike ours, they can not handle
the multiple behaviors of doing the same gesture for the same user.

Another work parallel to ours is that Sae-Bae et al. proposed to use the timing of perform-
ing five-finger gestures on multi-touch capable devices for authentication [95]. Their work
has following four major technical limitations compared to our work. First, their scheme
requires users to use all five fingers of a hand to perform the gestures, which is very inconve-
nient on small touch screens of smart phones. Second, they also feed the time series of raw
coordinates of the touch points to the dynamic time wrapping signal processing algorithm
and do not extract any behavioral features from user’s gestures. Third, they can not handle
the multiple behaviors of doing the same gesture for the same user. Fourth, they have not

evaluated their scheme in real world attack scenarios such as resilience to shoulder surfing.

6.2.2 Phone Usage Based Authentication

Another type of authentication schemes leverages the behavior in using several features on
the smart phones such as making calls, sending text messages, and using camera [112, 42].
Such schemes were primarily developed for continuously monitoring smart phone users for
their authenticity. These schemes take a significant amount of time (often more than a day)

to determine the legitimacy of the user and are not suitable for instantaneous authentication,
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which is the focus of this chapter.

6.2.3 Keystrokes Based Authentication

Some work has been done to authenticate users based on their typing behavior [126, 81].
Such schemes have mostly been proposed for devices with physical keyboards and have low
accuracy [60]. It is inherently difficult to model typing behavior on touch screens because
most people use the same finger(s) for typing all keys on the keyboard displayed on a screen.
Zheng et al. [130] reported the only work in this direction in a technical report, where they

did a preliminary study to check the feasibility of using tapping behavior for authentication.

6.2.4 Gait Based Authentication

Some schemes have been proposed that utilize accelerometer in smart phones to authenticate
users based upon their gaits [78, 52, 65]. Such schemes have low true positive rates because
gaits of people are different on different types of surfaces such as grass, road, snow, wet

surface, and slippery surface.

6.3 Data Collection and Analysis

In this section, we first describe our data collection process for gesture samples from our
volunteers. Second, we extract the seven types of features from our data and validate our
hypothesis that people have consistent and distinguishing behaviors of performing gestures

on touch screens.

6.3.1 Data Collection

We developed a gesture collection program on Samsung Focus, a Windows based phone.
During the process of a user performing a gesture, our program records the coordinates of

each touch point and the accelerometer values and time stamps associated with each touch
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point. The duration between consecutive touch points provided by the Windows API on
our device is 18ms. To track movement of multiple fingers, our program ascribes each touch
point to its corresponding finger.

We found 50 volunteers with age ranging from 19 to 55 and jobs ranging from students,
faculty, to corporate employees. We gave a phone to each volunteer for a period of 7 to
10 days and asked them to perform gestures over this period. Our data collection process
consists of two phases. In the first phase, we chose 20 of the volunteers to collect data for
the 39 gestures that we designed and each volunteer performed each gesture for at least 30
times. We conducted experiments to evaluate the classification accuracy of each gesture. An
interesting finding is that different gestures have different average classification accuracies.
We finally choose 10 gestures that have the highest average classification accuracies and
discarded the remaining 29 gestures. These 10 gestures are shown in Figure 6.2. In the
second phase, we collected data on these 10 gestures from the remaining 30 volunteers,
where each volunteer performed each gesture for at least 30 times. Finally, we obtained a

total of 15009 samples for these 10 gestures. The whole data collection took about 5 months.

6.3.2 Data Analysis

We extract the following seven types of features from each gesture sample: velocity mag-
nitude, device acceleration, stroke time, inter-stroke time, stroke displacement magnitude,
stroke displacement direction, and velocity direction.

e Velocity and Acceleration Magnitude: From our data set, we observe that people
have consistent and distinguishing patterns of velocity magnitudes and device accelerations
along its three perpendicular axes while doing gestures. For example, Figure 6.3(a) shows
the time series of velocity magnitudes of two samples of gesture 4 in Figure 6.2 performed
by a volunteer. Figure 6.3(b) shows the same for another volunteer. Similarly Figures 6.4(a)
and 6.4(b) show the time series of acceleration along the x-axis in two samples of gesture 4

by two volunteers. We observe that the samples from same user are similar and at the same
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time different from samples from another user.
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Figure 6.3 Velocity magnitudes of gesture 4
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Figure 6.4 Device acceleration of gesture 4

To quantify the similarity between any two time series, fi with m; values and fo with
mo values, where mq < mg, we calculate the root mean squared (RMS) value of the time
series obtained by subtracting the normalized values of f; from the normalized values of fo.
Normalized time series fl of a time series f; is calculated as below, where f;[g] is the ¢t

value in f;.
2o Jfilgl — min(f;)
fild] max (f; — min(f;))

Normalizing the time series brings all its values in the range of [0, 1]. We do not use metrics

Vq - [1,ml] (61)

such as correlation to measure similarity between two time series because their values are

not bounded.
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To subtract one time series from the other, the number of elements in the two need to
be equal; however, this often does not hold. Thus, before subtracting, we re-sample fo at a
sampling rate of mq/mo to make fo and fi equal in number of elements. The RMS value of

a time series f containing N elements, represented by Py, is calculated as:

1 N
Pr= 7 2 i (62)

Normalizing the two time series before subtracting them to obtain f ensures that each value
in f lies in the range of [—1, 1] and consequently the RMS value lies in the range of [0,1]. An
RMS value closer to 0 implies that the two time series are highly alike while an RMS value
closer to 1 implies that the two time series are very different. For example, the RMS value
between the two time series from the volunteer in Figure 6.3(a) is 0.119 and that between the
two time series of the volunteer in Figure 6.3(b) is 0.087, whereas the RMS value between
a time series in Figure 6.3(a) and another in Figure 6.3(b) is 0.347. Similarly, the RMS
values between the two time series of each volunteer in Figures 6.4(a) and 6.4(b) are 0.159
and 0.144, respectively, whereas the RMS value between one time series in Figure 6.4(a) and
another in Figure 6.4(b) is 0.362.

e Stroke Time, Inter-stroke Time, and Stroke Displacement Magnitude: From
our data set, we observe that people take consistent and distinguishing amount of time to
complete each stroke in a gesture. For multi-finger gestures, people have consistent and
distinguishing time duration between the starting times of two consecutive strokes in a
gesture and have consistent and distinguishing magnitudes of displacement between the
centers of any two strokes. The distributions of stroke times of different users are centered at
different means and the overlap is usually small, which becomes insignificant when the feature
is used with other features. Same is the case for inter-stroke times and stroke displacement
magnitudes. Figures 6.5, 6.6, and 6.7 plot the distribution of stroke time of gesture 4, inter-
stroke time of gesture 6, and stroke displacement magnitude of gestures 7, respectively, for

different volunteers. The figures show that the overlap in distributions for different users is
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small and are centered at different means.
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e Stroke Displacement and Velocity Directions From our data set, we observe that
people have consistent, but not always distinguishing, patterns of velocity and stroke dis-
placement directions because different people may produce gestures of similar shapes. For
example, Figure 6.8 plots the distributions of the displacement direction of gesture 1 for
three volunteers. Figure 6.9 shows the time series of velocity directions of gesture 10 for
three volunteers. Volunteers V1 and V2 produced similar shapes of gesture 1 as well as
gesture 10, so they have overlapping distributions and time series. Volunteer V3 produced
shapes of the two gestures different from the corresponding shapes produced by volunteers

V1 and V2, and thus has a non-overlapping distribution and time series.
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Figure 6.9 Velocity direction of gesture 10

6.4 GEAT Overview

To authenticate a user based on his behavior of preforming a gesture, GEAT needs to have
a model of the legitimate user’s behaviors of preforming that gesture. Given the training
samples of the gesture performed by the legitimate user, GEAT builds this model using
Support Vector Distribution Estimation (SVDE) in the following five steps.

The first step is noise remowval, where GEAT passes the time series of touch point coordi-
nates in each gesture sample through a filter to remove high frequency noise.

The second step is feature extraction, where GEAT extracts the values of the seven types
of features from the gesture samples and concatenates these values to form a feature vector.
To extract feature values of velocity magnitude, velocity direction, and device accelerations,
GEAT segments each stroke in a gesture sample into sub-strokes at multiple time resolutions
and extracts values from these sub-strokes. We call these three types of features sub-stroke
based features. For the remaining four types of features, GEAT extracts values from the
entire strokes in each gesture. We call these four types of features stroke based features.

The third step is feature selection. For each feature element, GEAT first partition all
its N values, where N is the total number of training samples, into the least number of
minimum variance partitions, where the coefficient of variation for each partition is below a
threshold. If the number of minimum variance partitions is less than or equal to the number
of postures in which the legitimate user provided the training samples, then we select this

feature element; otherwise, we discard it. For this purpose, ideally the user should inform
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GEAT the number of postures in which he performed the training gestures. However, if the
user does not provide this information, the classification accuracy of GEAT decreases, but
only very slightly, as shown in our experimental results in Section 6.9.

The fourth step is classifier training. GEAT first partitions all N feature vectors into
the minimum number of groups so that within each group, all feature vectors belong to the
same minimum variance partition for any feature element. We call each group a consistent
training group. Then, for each group of feature vectors, GEAT builds a model in the form
of an ensemble of SVDE classifiers trained using these vectors. Note that we do not use
any gestures from imposters in training GEAT because in the real-world deployment of
authentication systems, training samples are typically available only from the legitimate
user.

The fifth step is gesture ranking. For each gesture, GEAT repeats the above four steps
and then ranks the gestures based on their EERs. A user can pick 1 < n < 10 gestures to
be used in each user authentication. Although the larger n is, the higher accuracy GEAT
has, for practical purposes such as unlocking smart phone screens, n = 1 (or 3 at most)
gives us high enough accuracy. To calculate the EER of a gesture, GEAT needs the true
positive rates (TPR) and false positive rates (FPR) for that gesture. TPRs for each gesture
are calculated using 10 fold cross validation on legitimate user’s samples of the gesture.
To calculate FPRs, GEAT needs imposter samples, which are not available in real world
deployment at the time of training. Therefore, GEAT generates synthetic imposter samples
by elastically deforming the samples of legitimate user using cubic B-splines and calculates
the FPRs using these synthetic imposter samples. Note that the synthetic imposter samples
are used only in ranking gestures, the performance evaluation of GEAT that we present
in Section 6.9 is done entirely on real world imposter samples. These synthetic imposter
samples are not used in classifier training either.

When a user tries to login on a touch screen device with GEAT enabled, the device displays

the n top ranked gestures for the user to perform. Then authentication process behind the
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scene works as follows. First, for each gesture, GEAT extracts the values of all the feature
elements selected earlier by the corresponding classification model for this gesture. Second,
GEAT feeds the feature vector consisting these values to the ensemble of SVDE classifiers of
each consistent training group and gets a classification decision. If the classification decision
of any ensemble is positive, which means that the gesture has almost the same behavior
as one of the consistent training groups that we identified from the training samples of the
legitimate user, then GEAT accepts that gesture input to be legitimate. Third, after GEAT
makes the decision for each of the n gestures, GEAT makes the final decision on whether to

accept the user as legitimate based on the majority voting on the n decisions.

6.5 Noise Removal

The time series of x and y coordinates of the touch points of each stroke contain high
frequency noise as we can see from the time series of x coordinates for a sample gesture in
Figure 6.10(a). There are two major contributors to this noise. First, the touch resolution
of capacitive touch screens is limited. Second, because capacitive touch screens determine
the coordinates of each touch point by calculating the coordinates of the centroid of the area
on the screen touched by a finger, when a finger moves on the screen, its contact area varies
and the centroid changes at each time instant, resulting in high frequency noise. Such noise
should be removed because it affects velocity magnitude and direction values.

We remove such high frequency noise by passing the time series of x and y coordinates of
touch points through a low pass filter. We consider frequencies above 20Hz as high frequencies
because the time series of touch points contain most of their energy in frequencies lower than
20Hz, as we can see from the magnitude of the fourier transform of this time series in Figure
6.10(b). In this work, we use a simple moving average (SMA) filter, which is the unweighted
mean of previous « data points. We choose the value of a to be 10. Figure 6.10(c) shows

the time series of Figure 6.10(a) after passing through the SMA filter. We can see that the
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Figure 6.10 Unfiltered and filtered time series

filtered time series is much smoother compared to the unfiltered time series. Figure 6.10(d)
shows the magnitude of fourier transform of the filtered time series. We observe from this

figure that the magnitudes of frequency components above 20Hz are negligible.

6.6 Feature Extraction & Selection

In this section, we describe the feature extraction and selection process in GEAT. We cat-
egorize the seven types of features into stroke based features, which include stroke time,
inter-stroke time, stroke displacement magnitude, and stroke displacement direction, and
sub-stroke based features, which include velocity magnitude, velocity direction, and device

acceleration.
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6.6.1 Stroke Based Features
6.6.1.1 Extraction

To extract the stroke time of each stroke, we calculate the time duration between the time of
the first touch point and that of the last touch point of the stroke. To extract the inter-stroke
time between two consecutive strokes in a gesture, we calculate the time duration between
the time of the first touch point of the first stroke and that of the second stroke. To extract
the stroke displacement magnitude between any two strokes in a gesture, we calculate the
Euclidean distance between the centers of the two bounding boxes of the two strokes. To
extract stroke displacement direction between any two strokes in a gesture, we calculate
the arc-tangent of the ratio of the magnitudes of the vertical component and the horizontal
component of the stroke displacement vector directed from the center of one bounding box to
the center of the other bounding box. We calculate inter-stroke time and stroke displacement

magnitude and direction from all pairs of strokes in a gesture.

6.6.1.2 Selection

Given N training samples, for each feature element, we first partition all its N values into the
least number of minimum variance partitions (MVPs) where the coefficient of variation (cv)
for each partition is below a threshold. Let P, and Q. represent two different partitionings
of N values, each containing k partitions. Let 02-2 (Pr.) and UZZ(Qk) represent the variance of
values in partition i (1 < i < k) of partitioning P}, and Qj., respectively. Partitioning P,
is the MVP if for any Qy,, max; (07(Py)) < max;(02(Qy,)). We empirically determined the
threshold of the cv to be 0.1. The detailed empirical evaluation of this threshold is given in
Section 6.9.

To find the least number of MVPs, we start by increasing the number of MVPs from one
until cv of all partitions is below the threshold. To obtain MVPs; we use agglomerative hier-

archical clustering with Ward’s method [58]. Ward’s method allows us to make any number
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of partitions by cutting the dendrogram built by agglomerative hierarchical clustering at an
appropriate level. Figure 6.11 shows dendrograms made through hierarchical clustering with
Ward’s method form the values of stroke time of two volunteers for gesture 5. A dendrogram
visually illustrates the presence and arrangement of clusters in data. The dendrogram in
Figure 6.11(a) is for a volunteer who performed gestures in two postures, sitting and laying
down. The dendrogram in Figure 6.11(b) is for a volunteer who performed gestures in one

posture. We make two MVPs for Figure 6.11(a) and one for Figure 6.11(b).
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Figure 6.11 Dendrograms for feature values with one and two behaviors

After we find the least number of MVPs, where the cv for each partition is below the
threshold, we decide whether to select this feature element. If the number of partitions in
these MVPs is less than or equal to the number of postures in which the training samples
are performed, then we select this feature element; otherwise, we discard it. We ask the user
to enter the number of postures in which he performed training samples. If the user does

not provide this input, we assume the number of postures to be 1.

6.6.2 Sub-stroke Based Features

Sub-stroke based features include velocity magnitude, velocity direction, and device accel-
eration. To extract values for these features, GEAT needs to segment each stroke into
sub-strokes because of two major reasons. First, at different segments of a stroke, the finger

often has different moving speed and direction. Second, at different segments of a stroke,
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the device often has different acceleration. If we measure the feature values from the entire
stroke, we will only utilize the information measured at the starting and ending points of the
stroke, by which we will miss the distinguishing information of velocity magnitude, velocity
direction, and device acceleration at different segments of the stroke.

Our goal is to segment a stroke into sub-strokes so that the velocity magnitude, velocity
direction, and device acceleration information measured at each sub-stroke characterizes the
distinguishing behaviors of the user who made the stroke. There are three key technical
challenges to this goal. The first technical challenge is how we should segment N stroke
samples of different time durations assuming that we are given an appropriate time duration
as the segmentation guideline. The second technical challenge is how to find the appropriate
time duration as the segmentation guideline. The third technical challenge is how to select
sub-strokes whose velocity magnitude, velocity direction, and device acceleration information
will be included in the feature vector used by GEAT for training. Next, we present our

solutions to these three technical challenges.

6.6.2.1 Stroke Segmentation and Feature Extraction

Given N strokes performed by one user and the appropriate time duration p as the segmen-
tation guideline, we need to segment each stroke into the same number of segments so that
for each stroke we obtain the same number of feature elements. However, because differ-
ent strokes have different time durations, segmenting each stroke into sub-strokes of time
duration p will not give us the same number of segments for different strokes. To address
this issue, we first calculate [%1 for each stroke where t is the time duration of the stroke.
From the resulting N values, we use the most frequent value, denoted s, to be the number
of sub-strokes that each stroke should be segmented into. Finally, we segment each stroke
into s sub-strokes where each sub-stroke within a stroke has the same time duration.

After segmenting all strokes into sub-strokes, we extract velocity magnitude, velocity di-

rection, and device acceleration from each sub-stroke. To calculate velocity magnitude and
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direction, we first obtain the coordinates of the starting and ending points of the sub-stroke.
The starting and ending points of a sub-stroke, which is segmented from a stroke based on
time duration, often do not lie exactly on touch points reported by the touch screen device.
For any end point that lies between two consecutive touch points reported by the touch
screen device, we calculate its coordinates by interpolating between these two touch points.
Let (x;,y;) be the coordinates of a touch point with time stamp ¢; and (z;11,y;+;) be the
coordinates of the adjacent touch point with time stamp ¢;,1. Suppose the time stamp of
an end point is ¢ where ¢; <t < t;4 1. Then, we calculate the coordinates (x,y) of this end

point based on the straight line between (x;,y;) and (z;41,v;1;) as follows:

(t—1t)

o X (Ti41 — i) + T (6.3)
y= (tfil_i—tlil) X (Yit1 = Yi) + Vi (6.4)

We extract the velocity magnitude of each sub-stroke by calculating the Euclidean distance
between the starting and ending points of the sub-stroke divided by the time duration of
the sub-stroke. We extract the velocity direction of each sub-stroke by calculating the arc-
tangent of the ratio of the magnitudes of the vertical and horizontal components of the
velocity vector directed from the starting point to the ending point of the sub-stroke. We
extract the device acceleration during each sub-stroke by averaging the device acceleration
values reported by the touch screen device at each touch point in that sub-stroke in all three

directions.

6.6.2.2 Sub-stroke Time Duration

Next, we investigate how to find the appropriate sub-stroke time duration. On one hand,
when the sub-stroke time duration is too small, the behavior information extracted from each
sub-stroke of the same user may become inconsistent because when feature values become
instantaneous, they are unlikely to be consistent for the same user. For example, from Figure

6.12, which shows the cv for the velocity magnitude values extracted from the first sub-stroke
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from all samples of a gesture performed by a random volunteer in our data set, when we
vary the sub-stroke time duration from 5ms to 100ms, we observe that the cv is too large
to be usable when the sub-stroke time duration is too small and the cv decreases as we
increase sub-stroke time duration. On the other hand, when the sub-stroke time duration
is too large, the behavior information extracted from each sub-stroke of different users may
become similar because all unique dynamics of individual users are too averaged out to be
distinguishable. For example, treating all the samples of a gesture performed by all our
volunteers as if they are all performed by the same person, Figure 6.13 shows that when
the sub-stroke time duration is 80ms, over 60% of feature elements of velocity magnitude
are consistent, which means that they do not have any distinguishing power among different
users. It is therefore challenging to trade off between consistency and distinguishability in

choosing the appropriate time duration for sub-strokes.
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Next, we present the way that we achieve this tradeoff and find the appropriate time
duration for sub-strokes. We first define a metric called consistency factor. Given a set of
samples of the same stroke, which are segmented using time duration p as the guideline,
let s be the number of sub-strokes, ¢ be the number of sub-strokes that have the consistent
behavior for a particular feature, we define the consistency factor of this set of samples
under time duration p to be . For simplicity, we use combined consistency factor to mean
the consistency factor of the set of all samples of the same stroke from all volunteers, and
indiwvidual consistency factor to mean the consistency factor of the set of all samples of

the same stroke from the same volunteer. Figure 6.13 shows the combined consistency
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factor plot and two individual consistency factor plots of an example gesture. We have two
important observations from this figure. First, the individual consistency factors mostly
keep increasing as we increase sub-stroke time duration p. Second, the combined consistency
factor has a significant dip when p is in the range from 30ms to 60ms. We conducted the
similar measurement for other strokes from other gestures for velocity magnitude, velocity
direction, and device acceleration and made the same two observations. This means that
when sub-stroke time duration is between 30ms to 60ms, people have distinguishing behavior
for the features of velocity magnitude, velocity direction, and device acceleration. Therefore,

we choose time duration p to be between 30ms to 60ms.

6.6.2.3 Sub-stroke Selection at Appropriate Resolutions

So far we have assumed that all sub-strokes segmented from a stroke have the same time
duration. However, in reality, people have consistent and distinguishing behavior for sub-
strokes of different time durations. Next, we discuss how we find such sub-strokes of different
durations. For each type of sub-stroke based features, we represent the entire time duration
of a stroke as a line with the initial color of white. Given a set of samples of a stroke
performed by one user under b postures, we first segment the stroke with the time duration
p = 60ms and the number of MVPs k = 1. For each resulting sub-stroke, we measure cv
of the feature values extracted from the sub-stroke. If it is lower than the threshold, then
we choose this sub-stroke with & MVPs as a feature element and color this sub-stroke in
the line as black. After this round of segmentation, if any white sub-stroke is left, we move
to the next round of segmentation on the entire stroke with p = 55ms and the number of
MVPs k still being 1. In this round, for any sub-stroke whose color is completely white, we
measure its cv; if it is lower than the threshold, then we choose this sub-stroke with &k MVPs
as a feature element and color this sub-stroke in the line as black. We continue this process,
decrementing the time duration p by Hms in each round until either there is no white region

of length greater than or equal to 30ms left in the line or p is decremented to 30. If p is
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decremented to 30 but there are still white regions of length greater than or equal to 30ms,
we increase k by 1, reset p to be 60ms, and repeat the above process again. The last possible
round is the one with £ = b and p = 30ms. The process also terminates whenever there is

no white region of length greater than or equal to 30ms.

6.7 Classifier Training

In this section, we explain the internal details of GEAT on training its classifiers. After
feature extraction and selection, we obtain one feature vector for each training sample of a
gesture. For a single-finger gesture, the feature vector contains the values of the selected
feature elements such as stroke time and the velocity magnitude, velocity direction, and
device acceleration from selected sub-strokes. For a multi-finger gesture, the feature vector
additionally contains the selected feature elements such as inter-stroke time, displacement

magnitude, and direction between all pairs of strokes.

6.7.1 Partitioning the Training Sample

Before we use these N feature vectors to train our classifiers, we partition them into con-
sistent training groups so that the user has the consistent behavior for each group for any
feature element. Recall that for each feature element, we have already partitioned the N
feature vectors into the least number of MVPs. For different feature elements, we may have
partitioned the N feature vectors differently. Thus, we partition the N feature vectors into
the least number of consistent training groups so that for each feature element, all feature
vectors within a training group belong to one minimum variance partition. If the number of
feature vectors in a resulting consistent training group is below a threshold, then it is not

used to train classifiers.
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6.7.2 Training the SVDE Classifiers

In real world deployment of authentication schemes, training samples are often all from the
legitimate user. When training data is only from one class (i.e., the legitimate user in our
scenario) while test samples can come from two classes (i.e., both the legitimate user and
imposters), Support Vector Distribution Estimation (SVDE) with the Radial Basis Function
(RBF) kernel is effective and efficient [97, 59]. We use the open source implementation of
SVDE in libSVM [38].

We build an ensemble of classifiers for each consistent training group. First, for each
feature element, we normalize its N values to be in the range of [0, 1]; otherwise feature
elements with larger values will dominate the classifier training. Second, we empirically find
the appropriate values for v, a parameter for RBF kernel, and v, a parameter for SVDE,
by performing a grid search on the ranges 2717 < v < 29 and 2710 < 1 < 20 with 10-fold
cross validation on each training group. As the training samples are only from one class (i.e.,
the legitimate user), cross validation during grid search only measures the true positive rate
(TPR). Figure 6.14(a) plots a surface of TPR resulting from cross validation during the grid

search for a training group of a gesture for one volunteer. We see that TPR values are different
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Figure 6.14 Parameter selection

for different parameter values and there is a region where the TPR values are particularly
high. The downside of selecting parameter values with higher TPR is that it increases

the false positive rate (FPR). While selecting parameter values with lower TPR decreases
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the FPR, it is inconvenient for the legitimate user if he cannot successfully authenticate in
several attempts. Therefore, we need to tradeoff between usability and security in selecting
parameter values. We choose the highest value of TPR such that 1—-TPR equals FPR, which
results in the lowest EER. To calculate FPRs, GEAT needs imposter samples, which are not
available in real world deployment at the time of training. Therefore, GEAT generates
synthetic imposter samples by elastically deforming the samples of legitimate user using
cubic B-splines and calculates the FPRs using these synthetic imposter samples. Note that
these synthetic imposter samples are not used in classifier training.

Once we decide on TPR, we obtain the coordinates of the points on the contour of that
TPR from the surface formed by the grid search. Figure 6.14(b) shows the 95% TPR contour
on the surface in Figure 6.14(a). From the points on this contour, we randomly select z (say
z = 10) points, where each point provides us with the parameter values of v and v. For
each of the z pairs of parameter values of v and v, GEAT trains an SVDE classifier on a
consistent training group. Thus, for each consistent training group, we get an ensemble of z
classifiers for modeling the behavior of the legitimate user. This ensemble can now be used
to classify any test sample. The decision of this ensemble of classifiers for a test sample is
based on the majority voting on the decision of the z classifiers in the ensemble. Larger
value of z increases the probability of achieving the TPR at which the contour was made,
however, the computation required to perform authentication also increases. Therefore, we
need to tradeoff between classification reliability and efficiency in choosing the value of z.

We choose z = 10 in our experiments.

6.7.3 Classifying the Test Samples

Given a test sample of a gesture on a touch screen device, we first extract values from this
test sample for the selected feature elements of the legitimate user of this device and form
a feature vector. Then, we feed this feature vector to all ensembles of classifiers. If any

ensemble of classifiers accepts this feature vector as legitimate, which means that this test
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sample gesture is similar to one of the identified behavior of the legitimate user, we accept
this test sample as legitimate and skip the remaining ensembles of classifiers. If no ensemble

accepts this test sample as legitimate, then this test sample is deemed as illegitimate.

6.8 Ranking and Classification

For each gesture, GEAT repeats the above three steps given in Sections 6.5, 6.6, and 6.7 and
then ranks the gestures based on their EERs. The user chooses the value of n, the number
of gestures with lowest EERs that the user needs to do in each authentication attempt.
Although larger n is, higher accuracy GEAT has, for practical purposes, n = 1 (or 3 at
most) gives high enough accuracy.

When a user tries to unlock, the device displays the n top ranked gestures for the user to
perform. GEAT classifies each gesture input as discussed in Section 6.7.3, and uses majority

voting on the n decisions to make the final decision about the legitimacy of the user.

6.9 Experimental Results

In this section, we present the results from our evaluation of GEAT. First, we report EERs
from Matlab simulations on gestures in our data set. Second, we study the impact of the
number of training samples on the EER of GEAT. Third, we study the impact of the thresh-
old of cv on the EER of GEAT and justify our choice of using 0.1 as the threshold. Fourth,
we report the results from real world evaluation of GEAT implemented on Windows smart
phones. Last, we compare the performance of GEAT with the scheme proposed in [75]. We
report our results in terms of equal error rates (EER), true positive rates (TPR), false neg-
ative rates (FNR), and false positive rates (FPR). EER is the error rate when the classifier

parameters are selected such that FNR equals FPR.

169



6.9.1 Accuracy Evaluation

First, we present our error rates when the number of postures b is equal to 1, which means
that GEAT only looks for a single consistent behavior among all training samples. Second,
we present the error rates of GEAT when b > 1, which means that GEAT looks for multiple
consistent behaviors in training samples. We present these error rates for n = 1 and n = 3
where n is the number of gestures that the user needs to do for authentication. Recall that
GEAT allows a user to choose the n top ranked gestures. Third, we present the average
error rates for each of the 10 gestures. We calculated the average error rates by treating
each volunteer as a legitimate user once and treating the remaining as imposters for the
current legitimate user. To train SVDE classifiers on legitimate user for a given gesture,
we used a set of 15 samples of that gesture from that legitimate user. For testing, we used
remaining samples from the legitimate user and 5 randomly chosen samples of that gesture
from each imposter. We repeated this process of training and testing on the samples of the
given gesture for 10 times, each time choosing a different set of training samples. We did
not use imposter samples in training.

For the training samples of a gesture performed by a user, ideally, we would like to know
the number of postures b in which the user performed the gesture. Knowing the value of b
helps us to achieve higher classification accuracy. However, in real deployment, the value of
b may not be available. In such scenarios, actually our classification accuracy is still very
high. Next, we first present the evaluation results if we do not know the value of b. In such
cases, we treat all training samples to be from the same posture by setting b = 1. Then, we

present the evaluation results if we know the value of b.

6.9.1.1 Single Behavior Results

In this case, we assume b = 1. Figure 6.15(a) plots the cumulative distribution functions
(CDFs) of the EERs of GEAT with and without accelerometers, and the FNR of GEAT

when FPR is less than 0.1%, for n = 1. Similarly, Figure 6.15(b) shows the corresponding
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plots for n = 3. We make following two observations when device acceleration features are
used in training and testing. First, the average EER of users in our data set for n = 1 and
n = 3 is 4.8% and 1.7%, respectively. Second, over 80% of users have their EERs less than
4.9% and 3.4% for n = 1 and n = 3, respectively. We make following two observations when
device acceleration features are not available. First, the average EER of users in our data
set for n = 1 and n = 3 is 6.8% and 3.7%, respectively. That is, EER increases by 2% for
both n = 1 and n = 3 when accelerometers are not available. This shows that even when
accelerometers are not available, GEAT still has high classification accuracy. Second, over
80% of users have their EERs less than 6.7% and 5.2% for n = 1 and n = 3, respectively.
We also observe that the average FNR is less than 14.4% and 9.2% for n = 1 and n = 3,
respectively when FPR is taken to be negligibly small (i.e. FPR < 0.1%). These CDFs show
that if the parameters of the classifiers in GEAT are selected such that the legitimate user
is rejected only once in 10 attempts i.e., for TPR~ 90%, an imposter will almost never be

accepted 1.e.FPR~ 0%.
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Figure 6.15 EERs with and without accelerometer and FNR at FPR < 0.1%

6.9.1.2 Multiple Behaviors

Among our volunteers, we requested ten volunteers to do each of the 10 gestures in 2 postures
(i.e., sitting and laying down). In this case, b = 2. Figure 6.16(a) shows the EER for these

ten volunteers for b = 1, 2, and 3. We see that the EER is minimum when b = 2 for these ten
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Figure 6.17 Avg. FPR vs. TPR for all gestures

volunteers because these volunteers provided training samples of gestures in two postures.
Figure 6.16(a) shows that the use of b < 2 results in a larger EER because it renders most of
the sub-strokes inconsistent, which leaves lesser consistent information to train the classifiers.
Figure 6.16(a) shows that the use of b > 2 results in a larger EER as well because dividing
the training samples made under b postures into more than b consistent training groups

reduces the training samples in each group, resulting in increased EER.

6.9.1.3 Individual Gestures

The FPR of each gesture averaged over all users is always below 5% for a TPR of 90% and
decreases with the decrease in TPR. Figures 6.17(a) and 6.17(b) show the plots of FPRs
vs. TPRs for each of the 10 gestures, averaged over all users. Table 6.1 shows AUC, the

area under the receiver operating characteristic (ROC) curve, of all gestures for both filtered
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and unfiltered samples. Unfiltered samples are the samples before the noise is removed.
We see that the AUC values are greater than 0.95 for most gestures. Note that an ideal
classification scheme that never misclassifies any samples has AUC=1. We also see from
Table 6.1 that AUC values for unfiltered gestures are slightly lower compared to AUC values
for filtered gestures showing that filtering before feature extraction improves classification
accuracy. We have presented both FPR and TPR for all gestures individually only to show
how individual gestures perform. In real world implementation, a user will only perform n
top ranked gestures, resulting in much lower FPR at much higher TPR as shown by the
small values of EER in 6.15(b).

Table 6.1 AUC for filtered and unfiltered gestures

Filtered
Gl| G2| G3| G4| G| G6| G7| G8| G9 | G10
094 1 0.96 | 095 0.95]0.95|0.96 | 0.96 | 0.96 | 0.96 | 0.96

Unfiltered
Gl| G2| G3| G4| G| G6| G7| G8| G9 | G10
09210951094 10931094 1095|094 0951|095 | 0.94

6.9.2 Impact of Training Samples Size

The EER decreases with the increase in the number of training samples. Figure 6.18(a) plots
the EERs averaged over all users for n = 1 and n = 3 for the increasing number of training
samples. For n = 1 and n = 3, average EER falls to 3.2% and 0.5%, respectively, with just
25 training samples. An EER of 0.5% means TPR=99.5% and FPR=0.5%, which are very
good results for classification schemes. A user can achieve these rates by providing only 25
training samples for each gesture. Providing more training samples over time further lowers

the EER.
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Figure 6.18 Effect of system parameters on EER

6.9.3 Determining Threshold for cv

The average EER is a convex function in terms of the threshold of cv, denoted by T¢,. On
one hand, if T, is too small, then it is difficult to find sub-strokes in which the user has
consistent behavior, which gives us less information for classifier training. On the other hand,
if Ty, is too large, then the feature elements with less consistent behavior will be selected,
which adds noise in the user behavior models. Figure 6.18(b) shows the average EER for

n =1 and n = 3. We see that the average EER is the smallest for T, = 0.1.

6.9.4 Real-world Evaluation

We evaluated GEAT on two sets of 10 volunteers each in real-world settings by implementing
it on Samsung Focus running Windows. We used the first set to evaluate GEAT’s resilience
to attacks by imposters that have not observed the legitimate users while doing the gestures.
We used the second set to evaluate GEAT’s resilience to shoulder surfing attack, where

imposters have observed the legitimate users while doing the gestures.

6.9.4.1 Non-shoulder Surfing Attack

In this case, our implementation requests the user to provide training samples for all gestures
and trains GEAT on those samples. We asked each volunteer in the first set to provide at

least 15 training samples for each gesture. GEAT also asks the user to select a value of n.

174



We used n = 1 and 3 in our experiments. Once trained, we asked the legitimate user to do
his n top ranked gestures ten times and recorded the authentication decisions to calculate
TPR. After this, we randomly picked 5 out of 9 remaining volunteers to act as imposters
and did not show them how the legitimate user does the gestures. We asked each imposer
to do the same top n ranked gestures, and recorded the authentication decisions to calculate
FPR. We repeated this process for each volunteer by asking him to act as the legitimate user
once. Furthermore, we repeated this entire process for all ten volunteers five times on five

different days. The average (TPR, FPR) over all volunteers for n = 1 and n = 3 turned out

8
Mn=1_ n=3 Hn=1] |n=3
100
80
& 60
=
40
20
0 0
123 456 7 8 910 12 3 456 7 8 910
Volunteers Volunteers
(a) TPR for n =1,3 (b) FPR forn =1,3

Figure 6.19 Real world results of GEAT

to be (94.6%, 4.02%) and (98.2%, 1.1%), respectively. Figures 6.19(a) and 6.19(b) show the

bar plots of TPR and FPR of each of the 10 volunteers for n = 1 and 3, respectively.

6.9.4.2 Shoulder Surfing Attack

For this scenario, we made a video of a legitimate user doing all gestures on the touch screen
of our Samsung Focus phone and showed this video to each of the 10 volunteers in the
second set. The volunteers were allowed to watch the video as many times as they wanted
and then requested them to perform each gesture ten times. The average FPR over all 10
volunteers turned out to be 0% for n = 1 as well as n = 3 when we set the TPR at 80%.
The average EER over all volunteers for n = 1 and n = 3 turned out to be only 2.1% and
0.7%, respectively. These results show that GEAT is very resilient to shoulder surfing attack.

Figure 6.16(b) shows the bar plots of EER for the 10 volunteers in second set for n =1, 3.
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6.9.5 Comparison with Existing Schemes

We compared the performance of GEAT with the only work in this direction reported in
[75] where Luca et al. used the following four gestures: swipe left with one finger, swipe
down with one finger, swipe down with two fingers, and swipe diagonally up from bottom
left of the screen to top right. The highest FPR, when TPR= 93%, that they achieved is
43%, which is way higher than our average FPR of 4.77% at TPR of 95.23%. For a fair
comparison, we also collected data for these 4 gestures from 45 volunteers and calculated the
value of FPR at the TPRs reported in [75]. Table 6.2 reports the FPR achieved by GEAT
and the scheme in [75]. We see that the FPRs of GEAT on these gestures are at least 4.66
times lesser than the corresponding FPRs in [75] for the TPRs used in [75]. We do not use
these 4 gestures because their average EERs are larger compared to the average EERs of the

10 gestures we have proposed.

Table 6.2 Comparison of GEAT with [75]

FPR
TPR G et al [75] | GEAT
Swipe left 85.11 48 5.12
Swipe down—1 finger | 95.71 50 10.71
Swipe down-2 fingers | 89.58 63 8.12
Swipe diagonal 90.71 43 8.01

6.10 Conclusions

In this chapter, we propose a gesture based user authentication scheme for the secure un-
locking of touch screen devices. Compared with existing passwords/PINs/ patterns based
schemes, GEAT improves both the security and usability of such devices because it is not
vulnerable to shoulder surfing attacks and smudge attacks and at the same time gestures
are easier to input than passwords and PINs. Our scheme GEAT builds single-class classi-

fiers using only training samples from legitimate users. We identified seven types of features
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(namely velocity magnitude, device acceleration, stroke time, inter-stroke time, stroke dis-
placement magnitude, stroke displacement direction, and velocity direction). We proposed
algorithms to model multiple behaviors of a user in performing each gesture. We imple-
mented GEAT on real smart phones and conducted real-world experiments. Experimental
results show that GEAT achieves an average equal error rate of 0.5% with 3 gestures using

only 25 training samples.
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7 Software Security

7.1 Introduction

In computer software, a vulnerability is a loophole in the software code that enables an
attacker to circumvent the deployed security measures [99]. Each software vulnerability
has a life cycle that consists of distinct phases characterized by the events of its discovery,
disclosure, exploitation, and patching. Each phase has a certain level of risk associated with
it. The first phase of the life cycle of a vulnerability starts when it is discovered by the
vendor, a hacker, or any third-party software analyst. The security risk associated with a
vulnerability is particularly high if it is first discovered by hackers. The next phase starts with
the public disclosure of the vulnerability, which can again be done by the vendor, a hacker,
or any third-party software analyst. After disclosure, the information about a vulnerability
is freely available to everyone; therefore, the level of security risk increases further because
the hacker community is active in developing and releasing zero-day exploits [27]. The aim
of the vendor is to release a patch for the vulnerability as soon as possible. It is noteworthy
that many users of the affected software do not instantly install the patch released to fix
the vulnerability. The life cycle of a vulnerability ends when all users of a software install
the patch to fix the vulnerability. A vulnerability can be exploited by hackers at any time
during its entire life cycle.

The exploratory analysis of vulnerability life cycles can uncover interesting patterns for

vendors and software products that are helpful in following ways: First, a thorough analysis

178



is helpful in the deployment of best practices in the software development processes. Second,
such analysis is useful to develop the security policies that can handle future attacks and
threats more effectively. Third, an exploratory analysis provides insights about the previous
security incidents that are helpful in their audit. Finally, it also helps customers to assess
the security risks associated with the software products of a particular vendor.

To the best of our knowledge, no previous work has been done to analyze the evolution
of life cycle of different types of vulnerabilities for different software products and vendors.
The only work in this direction was reported by Frei et al. [49, 50]. In [49], Frei et al. studied
the performance of the software industry as a whole but did not characterize the behavior
of individual vendors. In [50], the authors only compared the vulnerability handling process
of two vendors and based their analysis on a small data set. Some researchers have focused
on the modeling of vulnerability discovery process [27, 24, 92]. The goal of such work is to
estimate the number of vulnerabilities in new software products. Another direction of work
aims to study the changes in the patching behavior of vendors in response to vulnerability
disclosures and the existence of competitors [29, 28]. These studies analyze only small
vulnerability data sets and do not cover the behavior of individual vendors.

In this chapter we make following three contributions. (1) We have aggregated a large soft-
ware vulnerability data set from three vulnerability repositories: (a) National Vulnerability
Database (NVD) [11], (b) Open Source Vulnerability Database (OSVDB) [16], and (c) the
vulnerability data collected by Frei et al. (FVDB) [49]. Our aggregated software vulnerabil-
ity data set contains 46310 vulnerabilities since 1988 to 2011. (2) We have comprehensively
analyzed software vulnerabilities along the seven dimensions mentioned in the abstract. Our
observations are supported by statistical tests for significance. (3) To systematically analyze
patterns in our vulnerability data set, we have utilized association rule mining to extract
rules that represent exploitation behavior of hackers and the patching behavior of vendors.

The rest of the chapter is organized as: Section 7.2 explains the terminology and notations

used in the chapter and provides details about our vulnerability collection process and the
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aggregated data set. In Section 7.3, we analyze the evolution of vulnerability disclosure rates,
access methodology for vulnerability exploitation, impact of the exploitation, risk associated
with vulnerabilities and evolution of different types of vulnerabilities. In Sections 7.4 and
7.5, we study the exploitation and patching behavior of hackers and vendors respectively. In
Section 7.6, we cross examine the exploitation behavior of hackers and the patching behavior
of vendors. In Section 7.7, we present the implications of our work followed by the related

work and conclusion.

7.2 Preliminaries

In this section, we first explain the terms and notations used in rest of the chapter and then

present the data set used for analysis.

7.2.1 Terminology and Notations

Vendor is an entity (an individual, a group of individuals, or an organization) that develops
a software product and is responsible to keep it secure. An ideal vendor would discover and
patch all the vulnerabilities in its products before they are exploited.

Hacker is an entity that releases exploits for the vulnerabilities in the software products.
Independent organization is an entity that independently discovers and discloses
vulnerabilities as well as their corresponding exploits and patches but is not involved in the
development of patches or exploits.

Disclosure Date (t;) refers to the date when information about a vulnerability is made
publicly available after establishing that the vulnerability poses a potential risk.

Patch Date (t,) is the date when a vendor provides a solution (i.e.patch) for a vulnerability
to neutralize the threat posed by it. We consider only those patches that are released by
the corresponding vendor.

Exploit Date (t¢) is the earliest date when a vulnerability is exploited. An exploit can be
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in the form of an automatic script, a virus, a tool, or any such thing that can breach the
security of a software.

Exploit — Disclosure (t.;) is the duration (in days) between the date an exploit for a
given vulnerability was provided by hackers and the date the vulnerability was disclosed.

Patch — Disclosure (¢

pd) s the duration (in days) between the date a patch for a

vulnerability was released by the vendor and the date the vulnerability was disclosed.
Patch — Exploit (t,¢) represents the duration (in days) between the dates of availability
of a patch and an exploit for a given vulnerability.

Risk Score is assigned to a vulnerability by Common Vulnerability Scoring System (CVSS)
[9] and establishes the magnitude of risk associated with that vulnerability. We divide
vulnerabilities into three categories of low, medium, and high risk severity based on their
CVSS scores.

Access Vector (AV € {Local, Adjacent Network, Network}) indicates if local or network
access to the hardware is required to exploit the vulnerability.

Access Complexity (AC € {Low, Medium, High}) is a measure of the complexity of the
attack required to exploit the vulnerability.

Integrity Impact (Ii € {None, Partial, Complete}) measures the potential impact of a
successfully exploited vulnerability on the integrity of the system. Integrity refers to the

trustworthiness of information.

7.2.2 Data Set

In this section, we provide details of our data aggregation process and the basic statistics
of the data. We provide details about the selection criteria of vendors and products for our
study. We have collected vulnerability information from three sources: (1) NVD [11], (2)
OSVDB [16], and (3) FVDB [49].
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7.2.2.1 Data Aggregation

NVD and FVDB identify each vulnerability with Common Vulnerability and Exposures
Identifier (CVE-ID) [6]. OSVDB also provides CVE-IDs of about 70% of vulnerabilities. We
leverage the CVE-IDs to aggregate the vulnerability data from the three sources. We take
CVSS scores, CVSS vectors, vendor and product names, text description, and disclosure
dates from NVD. From OSVDB and FVDB, we take disclosure dates, exploit dates, and
patch dates.

The total number of vulnerabilities in our aggregate data set are 46310 and the number
of vulnerabilities for which disclosure dates, patch dates, and exploit dates are available are
46310, 9667, and 15456 respectively. We do not have exploit dates and patch dates for all
the vulnerabilities in our aggregate data set. Due to the shear size of the data set, it is not
feasible to find them manually. To systematically conduct our study, we divide our aggregate
data set into following three subsets:

ED-subset consists of 15456 vulnerabilities and contains those vulnerabilities for which both
exploit and disclosure dates are known. PD-subset consists of 9667 vulnerabilities and con-
tains those vulnerabilities for which we have both patch and disclosure dates. PFE-subset
consists of 1424 vulnerabilities and contains those vulnerabilities for which both patch and

exploit dates are known.

7.2.2.2 Selection of Vendors and Products

The aggregate data set contains vulnerabilities from more than 11 thousand vendors and
over 17 thousand software products. Figure 7.2 plots the number of vulnerabilities of each
vendor in the descending order. It can be seen that over 95% of the vendors have less than 10
vulnerabilities. Therefore, to make statistically sound observations, we focus our attention
only on the top 8 vendors each of which has at least 500 vulnerabilities. For our study, we

select Microsoft, Apple, Sun, Oracle, Linux!, Mozilla, Red Hat, and Google. We also study

Linux is not a vendor. It only represents the vulnerabilities in Linux kernel.
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Figure 7.1 Vulnerability trends in the data set
popular software products of these vendors that include Internet Explorer, Safari, Firefox,

Chrome, Windows, MAC OS X, Solaris, and several Linux based operating systems.

7.3 General Vulnerability Analysis

In this section, we study the trends in vulnerability disclosure and CVSS-vector metrics
(i.e., access vector, access complexity, and integrity impact) over the past 2 decades. We

also categorize the vulnerabilities into groups and study their evolution.
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7.3.1 Vulnerability Disclosure Trend

The rate of vulnerability disclosures experienced an exponential growth since 1997 and lasted
till 2006 as can be seen in Figure 7.1(a). The vertical lines in the figure show the number
of vulnerabilities disclosed every month since January 1990 and the dashed line shows the
cumulative number of vulnerabilities. The number of vulnerability disclosures has not been
increasing since 2006. In fact, on average, the number of vulnerabilities being disclosed every

month have been decreasing since 2008 despite the ever increasing use of software products.

7.3.2 Evolution of CVSS-Vector Metrics

Figures 7.1(b) to 7.1(d) show the evolution of three metrics of CVSS-vector. For each metric,
we have calculated the percentage of vulnerabilities corresponding to each of its three values
for every month since January 1990. We observe from Figure 7.1(b) that the percentage
of remotely exploitable vulnerabilities has been increasing since 1998. The fact that most
computer systems are connected to Internet has made it possible for hackers to exploit these
systems remotely. Figure 7.1(c) shows the change in access complexity of vulnerabilities over
the years. We observe that the percentage of low complexity vulnerabilities has decreased
over time indicating that the hackers have to use more sophisticated techniques to exploit
new vulnerabilities. From Figure 7.1(d), we also observe a reduction in the percentage of

vulnerabilities having complete integrity impact.
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7.3.3 General Trend of CVSS Score for Short-listed Vendors

Recall from Section 7.2 that every vulnerability has an associated risk quantified by CVSS
score. Figure 7.1(e) shows the box plots of CVSS scores for vulnerabilities in the products
of the selected vendors. We note that CVSS scores of most vulnerabilities in our study lie in
medium to high range. The median CVSS scores for closed-source vendors are greater than

the median scores for open-source vendors.

7.3.4 Evolution of Types of Vulnerabilities

To determine the prevalent types of vulnerabilities and to study their evolution, we utilize
unsupervised k-means clustering to group different types of vulnerabilities. We leverage
the text information provided by NVD and OSVDB for each vulnerability to cluster them
into groups of distinct types. We extracted the keywords from the text description of each
vulnerability that characterize its functionality and used them as features to cluster all the
vulnerabilities into groups. Some example keywords include denial, service, buffer, injection
etc.We had a total of 608 relevant keywords.

It is well known that k-means clustering algorithm is well suited for large data sets with
large number of attributes. To set an appropriate value of k in k-means algorithm, we used
FEuclidean distance as the intra-cluster dissimilarity metric due to the binary nature of the
attributes [119]. Figure 7.1(f) shows the difference in the intra-cluster dissimilarity between
consecutive clusters. It can be seen that the distance decreases as the number of clusters
increases for lower values of k. The bar above any value z in Figure 7.1(f) represents the
difference between intra-cluster distances of x and x + 1 clusters. Note that increasing the
number of clusters to 8 increases the intra-cluster distance (the bar above 6 is smaller than
that above 7). Therefore, the optimum value of k is 7. For statistical rigor, we repeated
k-means clustering algorithm 20 times with different seeds for each value of k. The coefficient
of variation in each case was less than 0.05 which shows the statistical significance of results.

We analyzed the centroids of clusters to determine their dominant keywords. Table 7.1
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tabulates dominant keywords for each centroid. From the observed keywords, we label
the vulnerability clusters as PHP vulnerabilities (PHP), executable code (EXE), denial of
service (DoS), buffer overflow (BO), SQL injection (SQL), cross-site scripting (XSS), and

miscellaneous vulnerabilities (Misc).

1600

~+ PHP
- Exe .

1400 —"DoS

~4-BO
1200 4 sqr
-+ XSS

1000

@
=]
=)

B
1<
o

Number of vulnerabilities of each type
=]
o
o

N
=3
S

T
'99 ‘00 ‘01 ‘02 '03 ‘04 '05 '06 ‘07 '08 '09 '10 11
Years

Figure 7.3 Evolution of vulnerability clusters over the years

Figure 7.3 shows the number of vulnerabilities belonging to each cluster disclosed since
1999.

Only BO, DoS, and EXE vulnerabilities were prevalent till 2001. These types of vulner-
abilities constitute a major portion of software vulnerabilities even today which indicates
that the vendors have not been able to devise effective strategies to limit these types of
vulnerabilities. Since 2002, we observe an increase in the XSS vulnerabilities, which peak in
2006. PHP vulnerabilities were prevalent in 2006 and 2007 and SQL vulnerabilities became

dominant since 2005. These trends highlight the shift in focus of hackers to exploit new

Table 7.1 Results of vulnerability clustering

‘ C+# ‘ Keywords ‘ Label ‘ Size ‘
1 | php, parameter, execute, file, code, url | PHP | 8.32%
2 |- MISC | 36.6%
3 | execute, code EXE | 7.25%
4 | service, denial DoS 14.2%
5 | buffer, execute, code, overflow BO 10.2%
6 | injection, sql, execute, commands SQL 11.2%
7 | cross, scripting, site, script, html, inject | XSS 12.3%
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services as they become popular.
In the sections that follow, we present the behavior of hackers and vendors towards vul-

nerabilities.

7.4 Exploitation Behavior

In this section, we study the behavior of hackers in releasing exploits for vulnerabilities. For
this, we analyze trends in t,; values of vulnerabilities. The analysis presented in this section
is done on ED-subset. We study three ranges of t,.; values.

ted < 0 shows that an exploit for a given vulnerability was released before its public dis-
closure. The vulnerabilities falling in this range represent a big threat to the security of
end-users as the vendor could be oblivious about them. A total of 2.8% software vulnerabil-
ities fall into this range.

teq = O refers to the case when an exploit for a given vulnerability was released on the
day it was disclosed. The exploits corresponding to such vulnerabilities are called zero-day
exploits. In our ED-subset, a total of 88.2% vulnerabilities have zero-day exploits.

teq > 0 means that the exploit for a vulnerability was released after its public disclosure.
The vulnerabilities for which ¢,; > 0 represent the case where a vulnerability is disclosed by
the vendor or an independent organization and the hackers used this information to release
an exploit in more than a day. 9.7% vulnerabilities fall in this range. To do more detailed
analysis, we subdivide this range into three parts: (1) 0 < t,q < 7 gives us the percentage
of exploits released within a week of disclosure, (2) 7 < t.q < 30 gives us the percentage of
exploits released after a week and within a month of disclosure, and (3) t.; > 30 gives us

the percentage of exploits released a month after the disclosure.
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7.4.1 Evolution of Exploitation

To extract and construe the dominant trends, we first divided the vulnerabilities in ED-
subset into groups where each group contains vulnerabilities disclosed in one distinct year.
Then we subdivided the vulnerabilities in each group into five subgroups corresponding to
the five ranges of t,;. We then calculated the percentage of vulnerabilities in each subgroup
(called the percentage size of the subgroup) in its respective group and plotted the results in
Figure 7.4 in the form of stacked bars where each bar corresponds to the group of vulnera-
bilities disclosed each year and each block in every bar represents the percentage size of the
corresponding subgroup in its respective group. The number inside each block is the value
of the percentage size of the corresponding subgroup. The number at the top of each bar
represents the total number of vulnerabilities in the corresponding group. All figures in rest

of the chapter have been made using similar methodology.
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havior for different ¢,; ranges

It can be seen from Figure 7.4 that majority of vulnerabilities have always been exploited
on their disclosure dates (having ¢, = 0). Till 2004, the percentage size of the subgroup of
ted < 0 was non-negligible which shows that the hackers were finding a significant number
of vulnerabilities themselves and exploiting them. At the same time we observe a decrease
in the percentage size of the subgroup of t,; = 0. This does not mean that hackers were
getting sluggish because we also observe a significant increase in the total number of exploited

vulnerabilities. Since 2004, although we observe a decrease in the percentage size of the
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subgroup of t,4 < 0, an increasing trend in the percentage size of subgroup of t,; = 0 still

shows that the hackers are becoming more and more active.

7.4.2 Exploitation of Types of Vulnerability

We now see the exploitation of different types of vulnerabilities. Figure 7.5 has been made
in the same way as Figure 7.4 except that now the groups are the types of vulnerabilities. It
can be seen that over 80% of vulnerabilities of each type (except BO and EXE) are exploited
on or before the day of disclosure. In case of BO and EXE, a significant percentage of
vulnerabilities is exploited several weeks after the disclosure. According to our data set, 79%
of BO and EXE pose high risk and only 7% have high access complezity, so intuitively, they
should attract more attention from hackers. The total number of exploited vulnerabilities

of these two types are large which justifies the intuition.

7.4.3 Exploitation Trend for Vendors and Products

We study the behavior of hackers in exploiting the vulnerabilities for different vendors and
their respective products. Figures 7.6 and 7.7 show the exploit data for the selected vendors
and products respectively. These figures have been made for vendors and products in the

same way as Figure 7.5 was made for vulnerability types.
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Lets first compare the vulnerability exploitation in open vs. closed-source vendors. In
comparison to closed-source vendors, for open-source vendors e.g., Linux, Red Hat etc.,
comparatively smaller percentage of vulnerabilities is exploited till the day of disclosure
while a larger percentage of vulnerabilities is exploited before the disclosure. To generate
statistically significant conclusion from these two conflicting observations, we do statistical
hypothesis testing.

As our samples for open-source and closed-source vendors contain large number of data
points, therefore, the most appropriate statistical test for this scenario (and all the subse-
quent scenarios) is the standard one-tailed ¢-test. ¢-test is considered to be the most appro-
priate when the number of data points in the samples are large (typically > 50) regardless
of the distributions they come from.

To remove any bias in testing, we state the null hypothesis as: the mean value of t,.; for
open-source vendors, fu, d(O), is equal to the mean value for closed source vendors, ju, d(C).
The alternative hypothesis is: ju, d(C) is greater than py, d(O)‘ We apply the right tailed
t-test to the null hypothesis. If the null hypothesis is rejected, it would be statistically sound
to claim that the average time to exploit a vulnerability in closed-source software is larger
compared to open-source software. We give a general equation for hypothesis testing that

will be used for all the subsequent tests:

Hy : pa(X) = pp(Y)

Hy:pa(X) > pp(Y) (7.1)

where X = (' represents closed-source vendors, ¥ = O represents open-source vendors,
and A = B = t,4 represents that the data points of ¢,; are being considered. We do the
hypothesis testing for a 95% confidence interval i.e., @ = 0.05. Our test resulted in a p-value
of 0.003 which is much smaller than «, thus we reject Hy to accept Hy. Therefore, it is
statistically sound to state that the exploitation of vulnerabilities in closed-source software

is slower compared to open-source software.
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Figure 7.6 shows that hackers release most exploits till the disclosure dates for Microsoft
and Apple. This is primarily because hackers find it more rewarding to exploit these products
due to their wider market capitalization. For the selected products, we see the similar trend
in Figure 7.7 as for vendors in Figure 7.6 except for Windows. The percentage of exploited
vulnerabilities for Windows till disclosure date is lesser as compared to OS X but at the same
time the percentage of exploited vulnerabilities for Windows before disclosure is greater than
that for OS X. In fact, the mean value of ¢,; for Windows is negative while that for OS X is
positive. The t-test with X = “OS X", Y = “Windows”, and A = B = t,4 yields p = 0.031
proving that the exploitation in Windows is quicker compared to OS X.

Among web browsers, Firefox has the smallest percentage of vulnerabilities exploited till
disclosure date compared to Internet Explorer and Safari but at the same time has the
highest percentage of vulnerabilities exploited before the disclosure. The t-test with X =
“Safari” and Y = “Internet Explorer” yields p = 0.05 showing that exploitation in Internet
Explorer is quicker compared to Safari. The t-test with X = “Safari” and Y = “Firefox”

yields p = 0.09, and therefore, fails to reject the null hypothesis.

7.4.4 Exploitation Behavior: CVSS Scores

Recall from Section 7.2 that each vulnerability is assigned a CVSS score depending upon the
level of risk associated with it. Based on CVSS scores, we divide vulnerabilities into three
categories. Low: 0 < CVSS Score < 4; Medium: 4 < CVSS Score < 7; High: 7 < CVSS
Score < 10. Figure 7.8 has been generated in the same way as Figure 7.6 except that we
plotted the vulnerabilities belonging to low, medium, and high categories separately. The
white lines with round markers represent the percentage of total vulnerabilities belonging to
low, medium, or high categories.

It is intuitive to think that hackers would be less interested in exploiting low risk vulner-
abilities because such vulnerabilities usually cause lesser damage. This is exactly what the

markers for low risk vulnerabilities show in Figure 7.8. The bars in Figure 7.8 show that the
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percentage of medium risk vulnerabilities for which exploits are released till the disclosure
date is greater than that for high risk vulnerabilities for all closed-source vendors and some

open-source vendors.

7.4.5 Interesting Exploitation Rules

Now we present some interesting association rules about the exploitation behavior in the
products of the short-listed vendors. We used implementation of Apriori association rule
mining algorithm in WEKA to extract the rules with confidence greater than 95% [23, 124].
For association rule mining, we used following 7 attributes of each vulnerability: Vendor
Name <vnd>, Product Name <prd>, Vulnerability Type <typ>, Severity <sev>, t.q, t,q,
and tpe. For the rules presented in this section, we used t.4 as class attribute.

We found that in case of Microsoft, majority of vulnerabilities including DoS, XSS, and
BO are exploited on the day they are disclosed. One such rule obtained from association
rule mining is: vnd=Microsoft typ=XSS sev=H — {,;=0-day.

In case of Apple, the vulnerabilities are exploited on or before their disclosure date. For
example, as shown in the following rule, vulnerabilities in Safari browser are mostly exploited
on the day of disclosure: vnd=Apple prod=Safari typ=BO sev=H — t,;=0-day.

For Solaris, association rules show that high risk vulnerabilities are exploited on the day
of disclosure while medium risk vulnerabilities are mostly exploited within a week after their

disclosure. The latter trend is shown by the following rule: vnd=Sun prod=Solaris sev=M
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— O<teqg< +1 week.

For Mozilla, we get interesting rules showing that hackers do not exploit a vulnerability
that has already been patched while they quickly exploit those that have not been patched.
Two rules stating this observation are: (1) vnd=Mozilla prod=Firefox typ=BO t,;=0-day
— teg> +1 month, (2) vnd = Mozilla prod=Firefox typ=BO +1 week <f,;<+1 month —

toq=0—-day.

7.5 Patching Behavior

Now we study the behavior of vendors in providing patches for vulnerabilities in their prod-
ucts. For this, we study the trends in ¢,,; values of vulnerabilities. The analysis presented in

this section is based upon PD-subset. The three ranges for ¢,4 that we study are described

below.
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havior for different ¢,; ranges

tpa < 0 shows that the patch for a given vulnerability was released before its public disclo-
sure. A total of 10.1% vulnerabilities have tpg < 0 which is greater than the corresponding
value for ¢, < 0. One possible reason is that the independent organizations inform the
vendors about the vulnerabilities they discover and give them a reasonable time to release a
patch before disclosing the vulnerabilities.

tpd = 0 means that the patch for a vulnerability was released on the disclosure day. Such

193



patches provide zero-day protection against exploitation. In our data set, zero-day patches
are provided for 62.2% of the vulnerabilities.

tpa > O refers to the case where the patch for a given vulnerability was released after its
public disclosure. In our PD-subset, 27.7% of all the vulnerabilities are patched more than
a day after their disclosures. We further subdivide the range ¢,; > 0 into the same three
parts as in Section 7.4.

The t-test with A =t,4, B =t.q, and X =Y = “aggregate data set” yields p ~ 0 which
leads us to accepting the alternative hypothesis that, compared to hackers, vendors take

more time on average to patch a vulnerability (considering disclosure date as reference).

7.5.1 Evolution of Patching Behavior

In Figure 7.9 we observe that till 2005, the percentage of vulnerabilities patched on or
before disclosure dates consistently decreased. Keeping in view the fact that independent
organizations inform the vendors about vulnerabilities well before disclosing them, such a
poor patching behavior of vendors indicates that security was not a major concern for vendors
at that time. However, we see a significant improvement after 2005. Since 2008, vendors
have been providing patches for more than 80% of total vulnerabilities till their disclosure
dates. A possible reason for this can be that it has become more common to not report

vulnerabilities publicly, rather, the vendors “pay” for vulnerabilities.
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7.5.2 Patching of Types of Vulnerabilities

From Figure 7.10, we can note that the vendors are generally slower in patching the PHP
and SQL vulnerabilities. Recall from Section 7.4.2 that hackers tend to quickly exploit these
groups of vulnerabilities. On the other hand, the vendors are quicker in patching the EXE
and BO vulnerabilities because these vulnerabilities are quickly exploited and thus pose high

security risk.

7.5.3 Patching Trend for Vendors and Products

Here we study the behavior of the selected vendors in patching the vulnerabilities in their
products. Figures 7.11 and 7.12 show the patch data for selected vendors and products.

Closed-source vendors are typically profit based organizations and have more resources
to secure their products as compared to open-source vendors. Therefore, we expect better
patching behavior from closed-source vendors. Figure 7.11 confirms this intuition as Mi-
crosoft, Apple, and Oracle release patches for about 70% or more of all the vulnerabilities on
or before disclosure dates. In comparison, we observe significantly smaller percentages and
quantity of patched vulnerabilities for open-source vendors. Applying the t-test with X = O,
Y =C, and A = B = t,;, we obtained p ~ 0 which statistically justifies the observation
that open source-vendors are slower in patching as compared to closed-source vendors.

We see the similar trend for the selected products in Figure 7.12 as for vendors in Figure
7.11. We also see that over 85% of the vulnerabilities in Windows are patched on or before the
disclosure dates. If we compare Figure 7.12 with Figure 7.7, we observe that the percentage
of zero-day patches for Windows is greater than the percentage of zero-day exploits.

Among web browsers, Figure 7.12 shows that Google Chrome is the fastest patched web
browser followed by Apple’s Safari. t-test with ¥ = Chrome and X = (Internet Explorer,
Safari, Firefox) respectively yields p = (0,0.024,0) confirming that our observation about
Chrome from Figure 7.12 is statistically significant. ¢-test with Y = Safari and X = (Internet

Explorer, Firefox) yields p = (0.009, 0.078) confirming Safari is patched quicker compared to
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Internet Explorer but the test fails to reject the null hypothesis of Safari against Firefox.

7.5.4 Patching Behavior: CVSS Scores

One would expect the vendors to be quicker in patching the medium and high risk vul-
nerabilities compared to low risk vulnerabilities. This is exactly what we observe in Figure
7.13. Open-source vendors are slower as compared to closed-source vendors for vulnerabilities

belonging to all risk categories.
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Figure 7.13 Patched vulnerabilities for different CVSS scores

7.5.5 Interesting Patch Rules

We present some association rules about the patching behavior of the vendors extracted
using ¢,y as class attribute.

Microsoft is quicker in patching vulnerabilities in Windows as compared to its remaining
products. The following two rules show this: (1) vnd=Microsoft prod=Windows XP typ=B0
— 1,q=0-day, (2) vnd=Microsoft prod=Internet Explorer typ=B0 — lpg>+1 month.

Apple also patches vulnerabilities in its operating systems as soon as they are disclosed.
The following rule highlights this trend: vnd=Apple prod=MAC 0S typ=B0O — {,;=0-day.
Following rule shows that Apple generally takes about a week to fix DoS vulnerabilities even
if they are exploited on the day they are disclosed: vnd=Apple prod=MAC 0S typ=DoS —

0<t,g<+1 week. Other rules show that Apple takes about a month after disclosure to patch
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the EXE and PHP vulnerabilities although they are always exploited before the patch is
released and are prevalent types of vulnerabilities.

Sun is quicker in patching all kinds of vulnerabilities except XSS. Sun fixes DoS vulnera-
bilities before their disclosure which is a better performance as compared to Microsoft and
Apple.

For Mozilla, BO and EXE vulnerabilities are mostly patched till the day of disclosure;
however, SQL vulnerabilities are not patched for months. Following rules state this: (1)
vnd=Mozilla prod=Seamonkey typ=B0O sev=M — {?,;=0-day, (2) vnd= Mozilla prod=

Firefox typ=SQL sev=H — {,;>+1 month.

7.6 Patching vs. Exploitation

In this section, we compare the quickness of vendors with hackers. We study the trends in
tpe values of vulnerabilities present in the PE-subset.

tpe < 0 shows that a vulnerability was patched before its exploitation irrespective of
whether or not it was disclosed. The inherent time-lag between the release of patches by
vendors and their installation by end-users motivates the hackers to write exploits for vul-
nerabilities even after corresponding patches have been released. In our PE-subset, 31.7%
of all the vulnerabilities fall in this range.

tpe = 0 means that a given vulnerability was exploited on the day its patch was released.
21.8% of the vulnerabilities fall in this range.

tpe > 0 shows that an exploit for a given vulnerability was released before the vendor
patched it. A total of 46.4% of vulnerabilities have ;e > 0. The larger percentage of pe > 0
compared to tpe < 0 indicates that hackers have generally been quicker in exploiting the
vulnerabilities as compared to vendors in patching. This observation affirms the result of

the first t-test presented in Section 7.5.

197



7.6.1 Patching vs. Exploitation: Over the Years

From Figure 7.14 we can see the same behavior as observed in Section 7.5.1: patching
response of vendors was poor till around 2005 and a large percentage of vulnerabilities was
being exploited before being patched. In 2006, the situation was so bad that the patches for
about 38% of the vulnerabilities were released more than a month after their exploitation.
However, after 2007 a significant improvement can be observed in the vendor response. It is
encouraging to see that since 2008, over 70% of all the vulnerabilities have been patched on
or before the release date of their exploits. From the discussion in this section and Sections
7.4.1 and 7.5.1, we can conclude that the security state of the software industry has been

improving for the last 3 years.
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7.6.2 Patching vs. Exploitation: Vendors and Products

It can be seen from Figure 7.15 that for all vendors except Oracle and Sun, the percentage size
of the subgroups corresponding to tje > 0 is greater than that for t). < 0. The magnitude of
the difference between the percentage sizes of tpe < 0 and tpe > 0 can serve as a measure to
gauge the agility of the vendors in reference to hackers. We can see that among the vendors,
only Oracle and Sun are faster than hackers, whereas hackers are, on average, faster than all

other vendors. From Figure 7.16 we can see that, compared to hackers, Microsoft and Sun
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are quicker for Windows and Solaris respectively.
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7.6.3 Patching vs. Exploitation: CVSS Scores

From Figure 7.17, it can be seen that for Microsoft and Apple, approximately the same
percentage of vulnerabilities belonging to medium and high risk categories are patched before
the release of their exploits. However, the percentage of vulnerabilities for which #pe = 0
is generally greater for medium risk vulnerabilities as compared to high risk vulnerabilities.
It can be seen that closed-source vendors are quicker in patching the medium and high risk

vulnerabilities compared to open-source vendors.

7.7 Implications

Observations from our study have important implications in software design, development,

deployment, and management. We separately discuss them in the following text.

7.7.1 Software Design

The analysis of access requirements, functionality, and risk level of vulnerabilities presented
in Sections 7.3.2, 7.3.4, and 7.3.3 respectively, can reveal inherent flaws in software design

process for specific products and vendors. For instance, if a particular software series has
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more than typical instances of buffer overflow vulnerabilities, then this may reflect lack of
sanity checks in socket read processes. From our data set, we observed that DoS is the most
exploited vulnerability type in Solaris accounting for 38.85% of all its vulnerabilities. At
the same time, only 11.7% of vulnerabilities in OS X involve DoS, which shows that Solaris
is more susceptible to DoS attacks compared to OS X. The observation mentioned above
implies that Solaris developers need to take additional steps to make the design more robust

to DoS attacks.

7.7.2 Code Development Practices

The analysis of vulnerability life cycles during the evolution of a given software can reveal
insights about potential flaws in its code development and testing practices. In particular,
a correlation analysis of count of vulnerabilities across different software and vendors can
highlight important differences in code development practices. For instance, we observe
in Figure 7.11 that the percentage sizes of the subgroups corresponding to ¢,; > 0 for
open-source vendors (Linux, Redhat) are significantly greater than those of closed-source
vendors (Microsoft, Apple). This observation highlights an important insight into the code
development practices of open-source vendors which typically rely on contributions from a
group of volunteer developers. On the other hand, closed-source vendors have dedicated
resources to fix newly disclosed vulnerabilities as soon as possible. Therefore, open-source

vendors tend to have a slower patch response compared to closed-source vendors.

7.7.3 Customer Assessment of Vendors and Products

The analysis presented in this chapter also has direct implications in product assessment,
certification, and security recommendations to consumers. Several commercial products
e.g.eEye Digital Security (http://www.eeye.com), Arellia (http://www.arellia.com/),
can leverage the presented analysis for product recommendation and design of future se-

curity policies. For example, given that the exploits of vulnerabilities have already been
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released, our measurement analysis showed that Sun releases patches for 96% of the vul-
nerabilities within a month; whereas, Microsoft, Apple, and Linux provide patches for only
69%, 74%, and 65% of vulnerabilities in the same time period. Therefore, if the patch re-
sponse of vendor is of prime importance to a customer, then the products from Sun should
be preferred. As another example, if a customer’s infrastructure has less tolerance for DoS
attacks, then it is more suitable to deploy Mac OS X, which has the lowest percentage of
DoS vulnerabilities compared to other operating systems. Likewise, if a customer requires
more robustness to buffer overflow attacks, then it is more suitable to deploy Solaris because
BO vulnerabilities account for about 20% of all the vulnerabilities in Windows and Mac but

only 13% in Solaris.

7.8 Related Work

The major focus of the work on large scale analysis of vulnerabilities has been on the de-
velopment of vulnerability discovery models (VDMs). Some work has also been done to
understand the economic impacts of vulnerability disclosures in software. We briefly de-

scribe the work that has been done in these areas in relation to our work.

7.8.1 Large Scale Vulnerability Analysis

The work most relevant to ours was reported in [49] in which the authors presented a large
scale analysis of vulnerabilities keeping in view the discovery, disclosure, exploit, and patch
dates. They analyzed about 14000 vulnerabilities and showed that till 2006, the hackers had
been quicker than vendors. This observation is in accordance with what we presented in
this chapter but we also show that in the last three years, the response of vendors has been
improving. Their work does not differentiate between vendors and types of vulnerabilities.
In [41], authors study the life-cycle of vulnerabilities from the time a software is released

till the time the first vulnerability is discovered. They show that the time till the discovery
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of the first vulnerability is a function of the familiarity with the system and the amount of
legacy code. In [125], the authors propose to use semantic templates to help the developers
understand the vulnerabilities and their artifacts. This work only focuses on understanding
the technical details of a disclosed vulnerability and does not study any large scale trend in

vulnerabilities.

7.8.2 Studies on Disclosure and Patching

In [26], authors have studied the economic aspects of the quickness of vendors in releasing
patches for Internet based vulnerabilities. In [118], authors show that on average a vendor
loses 0.6% of the stock price with the disclosure of a vulnerability. In [28], authors show
that a vendor with more competitors patches the vulnerabilities more quickly. In [29], they
show that the vulnerability disclosure accelerates the patch release. Although their work
is based upon a small data set of just 354 vulnerabilities disclosed till 2003, they make
similar observation as ours that the closed-source vendors are quicker in patching the dis-
closed vulnerabilities. These studies, however, do not develop any insight into understanding
individual behaviors of vendors and hackers.

In [98], using a small data set, authors make a claim that there is no difference between the
patching behavior of open and closed-source vendors. They make this observation because
they only consider the percentage of patched vulnerabilities as a measure of goodness of a
vendor which is unreasonable because without analyzing the duration between disclosure
dates and patch dates, one can not determine how active a vendor is in fixing vulnerabilities

in its products.

7.8.3 Modeling and Classification

The motivation behind the work on VDMs is to enable the prediction of quantity and timing
of vulnerability discoveries in new software. Four notable VDMs have been proposed: (1)

Anderson Thermodynamic Model [27], (2) Rescorla Linear Model [92], (3) Rescorla Expo-
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nential Model [92], and (4) Alhazmi-Malaiya Logistic Model [24]. Another work focused on
modeling the time interval between disclosure date of vulnerabilities and their correspond-
ing exploit, patch, and discovery dates [120]. A recent work extracted various features from
NVD and OSVDB and used SVM to predict whether a recently disclosed vulnerability will
be exploited within a given time or not [34]. Our focus, however, is not the prediction rather
the study of phases of vulnerability life cycle in reference to different variables along with

several aspects associated with the nature of vulnerabilities.

7.9 Conclusion

In this chapter, we presented a large scale study of various aspects associated with software
vulnerabilities during their life cycle. We aggregated a large software vulnerability data set
containing 46310 vulnerabilities disclosed till 2011. Our study showed that the number of
vulnerabilities being disclosed every year has stopped increasing since 2008. We showed
that the most primitive and most exploited form of vulnerabilities are DoS, BO, and EXE;
however, SQL, XSS, and PHP have also become significantly large. We also observed that
the percentage of remotely exploitable vulnerabilities has gradually increased to over 80% of
all the vulnerabilities. Since 2008, the vendors have been becoming more agile in patching
the vulnerabilities and the access complexity of vulnerabilities has been increasing. However,
even then, the average time taken by hackers to exploit a vulnerability is smaller than that
taken by the vendor. Our findings highlight that patching in closed-source software is faster

compared to open-source software and at the same time the exploitation is slower.
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8 Conclusion

In this thesis, I presented statistical algorithms for the design, analysis, measurement, and
modeling of RFID systems, network metrics, user authentication, and software security. For
RFID systems, I first presented a new estimator, the average run size of 1s, for estimating
RFID tag population size of arbitrarily large sizes. Using analytical plots, I showed that
our estimator has much smaller variance compared to other estimators, which makes our
scheme faster than the previous ones. Our experimental results show that our estimation
scheme is significantly faster than all prior schemes. Second, I presented our new RFID
identification scheme. It represents the first effort to formulate the Tree Walking process
mathematically and proposed a method to minimize the expected number of queries and
expected identification time. The significance of this work in terms of impact lies in that the
Tree Walking protocol is a fundamental multiple access protocol and has been standardized
as an RFID tag identification protocol. Our experimental results show that TH significantly
outperforms all prior tag identification protocols, even those that are not C1G2 compliant,
for metrics such as the number of reader queries per tag, the identification speed, and the
number of responses per tag. Third, I proposed a protocol to detect missing tag events in
the presence of unexpected tags. It represents the first effort on addressing the important
and practical problem of detecting missing tags in the presence of unexpected tags. We
have proposed a technique that our protocol uses to handle large frame sizes to ensure
compliance with the C1G2 standard. Our experimental results show that our protocols

significantly outperform all prior protocols in terms of actual reliability as well as detection
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time even though the existing protocols do not handle the presence of unexpected tags.
Fourth, I proposed an accurate and efficient per-flow latency measurement scheme that
does not require packet probing and time stamping. The key novelty of this work is that we
purposely allow noise to be introduced in recording packet timing information for minimizing
storage space and use statistical techniques to denoise the recorded information to obtain
accurate latency estimates when latency of a target flow is queried. Our theoretical analysis
and experimental results show that our scheme always achieves the required reliability. Our
scheme has a much smaller processing overhead in terms of number of hash computations
and memory updates compared to existing schemes, which further require sending probe
packets or attaching time stamps to every packet. Fifth, I proposed GEAT, a gesture based
user authentication scheme for the secure unlocking of touch screen devices. Compared
with existing passwords/PINs/ patterns based schemes, GEAT improves both the security
and usability of such devices because it is not vulnerable to shoulder surfing attacks and
smudge attacks and at the same time gestures are easier to input than passwords and PINs.
I also proposed algorithms to model multiple behaviors of a user in performing each gesture.
We implemented GEAT on real smart phones and conducted real-world experiments. Last,
I presented a large scale study of various aspects associated with software vulnerabilities
during their life cycle. Our study showed that the number of vulnerabilities being disclosed
every year has stopped increasing since 2008. We showed that the most primitive and most
exploited form of vulnerabilities are DoS, BO, and EXE; however, SQL, XSS, and PHP have
also become significantly large. Our findings also highlighted that patching of vulnerabilities
in closed-source software is faster compared to open-source software and at the same time
the exploitation is slower.

The vision of this thesis can be extended to many other similar research directions. Within
RFID systems, the theoretical framework of the proposed schemes can be leveraged to enable
other applications such as RFID tag search for product recall, dynamic RFID population

tracking, multi-category RFID estimation, and fair RFID identification for active RFID tags.
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For network measurements, the theoretical framework of the proposed scheme for latency
measurement can be extended to measure other network performance metrics such as loss,
throughput, jitter, flow size distributions, quality of service, and quality of experience. For
user authentication, the feature extraction and modeling aspect of the proposed scheme can
be extended to authenticate users with the help of wearable devices and even authenticate

devices themselves in the emerging internet of things infrastructure.
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