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ABSTRACT

A PROGRAM EVALUATION OF SAMARITAN
HEALTH CENTER'’S DEPARTMENT OF PROTECTIVE SERVICES:

A NEW MODEL FOR PROVIDING PROTECTION
IN HEALTH CARE ENVIRONMENTS

By
Robert Allen Smith

The purpose of this study is twofold. First, it
represents a straightforward evaluation of a reorganized
security program at an inner-city hospital. Second, it also
constitutes a field test of a theoretical model, which was
created for the overall management of security programs in
general, and upon which the reorganized security program was
itself developed.

Programmatic goals and objectives were employed as the
functional equivalents of formal hypotheses. There were a
total of 20 goals and 127 corresponding objectives, covering
all aspects of the reorganized security program. Most of
the data relating to these goals and objectives took the
form of crime, security and service related statistics, as
well as employee attitudinal measures toward the program.

A pretest-posttest-posttest research design was
primarily employed to allow comparisons of the year before
the security program’s reorganization and the two years

following it. Analysis was accomplished in two different



ways. Certain nonquantitative objectives were evaluated by
a panel of hospital administrators. For the quantitative
objectives frequency tables, distributions and percentages
were calculated and compared. Two-Tailed T-Tests of the
differences in means were also conducted for some variables.

One-hundred twenty three of the 127 objectives were met
and all 20 goals were achieved. (This equated to the
acceptance of all hypotheses in a more conventional study.)
In the first posttest year, crimes and security-related
incidents decreased in all categories from the pretest year.
A greater variety and number of miscellaneous services were
provided. The self-perceptions of the security personnel
improved significantly. The perceptions of the employee
sample toward the security program also improved
significantly.

The findings for the second posttest year were equal
to, and in many cases even better than, those for the first
posttest year. As a result, it is reasonable to conclude
that the reorganized security program itself was highly
successful. It can also be safely inferred that the
theoretical model, upon which it was developed and

conducted, had considerable utility as a management tool.
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CHAPTER 1

NEED

The nation’s healthcare institutions are generally
viewed as "havens" within which the sick and injured can
receive professional care in a safe, secure, and controlled
environment. There is an implicit assumption that hospitals
are "special" places, immune to many of the problems of the
"real®™ world, such as crime. Unfortunately, nothing could
be further from the truth.

A hospital is the functional equivalent of a vertical
city and, as such, faces the same problems as other munici-
palities. In fact, a hospital’s potential vulnerability
actually exceeds that of its surrounding community. The
typical hospital has all the "high risk" targets usually
associated with most street crimes. These include cars,
drugs, high-tech equipment, cash, retail services and
merchandise, personal valuables, helpless victims (i.e.,
patients), and a large ratio of female employees working all
shifts. In addition, disturbed, disoriented, distraught,
overdosed, or intoxicated persons often vent their emotions,
anxieties, anger, and frustrations in hospitals. Further-

more, many crime related problems, which actually originate
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in surrounding neighborhoods, often end up at the nearest
hospital, especially in the emergency room, lobby, patient
units, or parking lots.

In spite of the potential risks, the general protective
response haé been historically minimal. Seldom do hospitals
receive the same level of police protection as their
surrounding neighborhoods. Police respond to problems
"after the fact," if they are available, but they do not
routinely patrol the healthcare environments. That job is
relegated, if at all, to a security force, either propri-
etary or contract, which has traditionally 1lacked the
resources, training, professionalism, and administrative
support to adequately control its own environment. In
effect, hospital security is more often an afterthought,
rather than a preconceived priority, and security personnel
are commonly considered as necessary "evils," who do not
contribute to patient care, nor generate revenue for the
institution.

The healthcare security field, as a profession, is
still in its infancy and suffers from the negative
stereotype associated with unqualified "guards." While
significant steps have been made in recent years to improve
on this image, there is still widespread ignorance and
benign neglect on the part of healthcare decisionmakers.
This, in turn, has perpetuated a limited ability to protect

our healthcare facilities.
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A classic example of the problems faced by healthcare
security departments, can be found at Samaritan Health
Center, a 375-bed acute care community hospital in inner-
city Detroit. It is a Catholic institution, with a mission
to serve the poor aﬁd indigent. It was "born“ from a merger
of two older hospitals in 1980.

In 1982, construction was begun on a new replacement
facility, which would consolidate both older hospitals. The
proposed 1location of this replacement facility caused
considerable concern on the part of the employee population,
because it was in virtually the highest crime neighborhood
of the city. This was in contrast to the relatively low
crime areas where the older hospitals had been located.
(One was under the shadow of Detroit Police Headquarters and
the other was in a well-patrolled area on a main thorough-
fare.) In fact, the immediate neighborhood surrounding the
new site, which was routinely patrolled by only one police
vehicle, had experienced a steady increase in crime over
time, culminating in 1983 with six homicides and approxi-
mately 100 robberies, 20 rapes, 200 vehicle thefts, 100
assaults, and 200 burglaries (all within a half-mile or less
of the new facility).l The prospect for the future was not
promising either. The city was in the process of regaining
the dubious distinction of being the "murder capital of the
world," and recent police lay-offs had decimated the
department by approximately 25 percent, with no reversal of
the trend in sight at that time.
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Employee perceptions reflected the actual crime
statistics. Sixty-two percent of the employee population
indicated a belief that crime problems would increase with
the move to the new site.2 Ninety-three percent felt that
an effective security program | was vital to the actual
survival of the new hospita1.3 In fact, personal safety and
security was widely accepted as being the single greatest
concern associated with the impending move.4

Moreover, employee concern was further heightened
because of a general lack of confidence in the existing
security department. It was widely viewed as already being
ineffective at the older hospitals and, therefore, incapable
of effectively dealing with the anticipated increase in
crime problems at the new site.

To compound these dilemmas, a legal issue of great
concern arose. According to Michigan State law, a private
citizen such as a hospital security guard is only authorized
to make an arrest:

1) for a felony committed in his presence,

2) when the person to be arrested has committed
a felony although not in his presence, or

3) when summoned by any peace officer to assist
said officer in making an arrest.>

Specifically omitted is the legal authority to arrest
for a misdemeanor, which is granted to fully sworn peace
officers.® Also denied to private citizens is what has been
commonly called "probable cause protection." The statute,

giving peace officers their arrest authority, also makes
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provision for felony arrests based on probable cause. This,
in effect, provides peace officers with a legal defense,
both criminally and civilly, against charges of false
arrest, when the test for probable cause has been met. This
"test" is ultimately a court decision on whether or not the
arresting officer had sufficient reason to believe that a
crime had been committed and that the person arrested was
the perpetrator. However, this does not apply to private
citizens who are much more vulnerable to criminal and/or
civil charges of false arrest, false imprisonment, abduction
or even assault-and-battery, if they make an honest error in
their arrest or if, for some other reason, a conviction is
not subsequently obtained.

At the surface, this lack of legal authority to make
misdemeanor arrests or enjoy probable cause protection
should not seem to be very problematic, because private
security guards seldom deliberately place anyone under
arrest. Unfortunately, most crimes committed in a hospital
are in fact misdemeanors, such as trespassing, disorderly
conduct, simple larceny, or assault-and-battery. Detaining
such offenders (even if only until the police arrive)
technically constitutes an arrest which has been defined as
. « « "the subjecting of a person to physical control or its
equivalent (i.e., indication oF immediate ability to control
physically)."?

Even the act of handcuffing a violent person for

everyone else’s protection is technically an arrest, whether
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or not the person is so informed. Moving the person to a
secluded area can be considered abduction. Keeping him in a
holding area until the police arrive can be false imprison-
ment. The very act of physically overpowering an assailant
can be argued to be assault-and-battery itself, especially
if he stops fighting or resisting during the process. To
make matters worse, a security guard’s employer is also
exposed to 1legal action under the general principle of
Vicarious Liability.

While these examples may seem absurd, they are in fact
legitimate realities. They place most private security
personnel in a "Catch 22" situation. Officers are legally
(and morally) obligated to protect their environment, but
not legally authorized to do so in many cases.

Historically, this "no win" situation was not much of a
practical problem. Most citizens were simply not aware of
the legal constraints involved and recourses available, so
litigation was rare. However, at about the time that
Samaritan Health Center’s replacement facility was being
constructed, this changed. In Wayne County, which has a
reputation for large dockets of civil suits and higher-than-
average monetary awards, several false arrest suits were
being initiated.8 Each of them involved misdemeanor
offenders in hospital environments who were overpowered or
detained by security personnel until the Detroit Police
arrived. Some of them had even received mass media

attention. The Detroit Police Department then became
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concerned about its own potential 1liability in receiving
these misdemeanor "prisoners" from hospital security guards.
A memo was issued from the chief to all precinct commanders
in late 1982 putting an end to this practice. 1In effect,
the thin ice, ﬁpon which private security guards had been
treading for years, was crumbling.

Samaritan Health Center now had three distinct
problems. It was moving into a high crime area, had a
security force with the reputation of being the worst
department in the hospital, and lacked the legal authority
to take action against some of its anticipated problems.
Furthermore, the Police Precinct Commander at the
replacement facility’s location could not promise increased
police coverage to protect the hospital once the move was
made. Many hospital employees even threatened to quit if
they were not guaranteed better protection at the new site.

In order to resolve these problems, the Administration
and Board of Directors at Samaritan Health Center were
willing to take drastic steps and consider all options
available. They simply had to have a better security force
which could protect the institution without incurring
unnecessary liability.

While possibly more acute than many other institutions,
Samaritan Health Center’s dilemma was by no means unique.
All hospital security departments in the State (and many
other states for that matter) were in the same legal

situation. Hence any solutions, which might be developed at
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Samaritan, could easily be applicable to the rest of the
fiela. On the one hand, Samaritan was faced with a
potentially serious set of problems. Oon the other hand,
these problems themselves presented a rare opportunity for
advancing the state-of-the-art in the healthcare security
field and developing a prototype or model program which

could significantly contribute to the industry’s needs.

PURPOSE

The purpose of this study can be examined at two levels
of analysis. At the most basic level, it is a straight-
forward program evaluation of the security reorganization
at Samaritan Health Center. In a broader sense, however, it
also represents a case study of>the implementation of a new
and innovative model for managing healthcare security
programs in general.

Given this dual focus, the study can be described in
organizational development (0.D.) terminology as an example
of Action Research, which is defined as:

. « « the systematic attempt . . . to bring about

change in an organization and at the same time, to

generate new scientific knowledge which can be

replicated, verified, and added to our knowledge
of behavioral science.?

The driving force for reorganizing the security program
at Samaritan Health Center (S.H.C.) was the concern to

provide a safe and secure environment for patients, staff,
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and visitors. This "reason-to-be" was translated into the
following mission statement:

The mission of the Department of Protective
Services is to protect and service the hospital,
its patients, visitors, employees, and medical
‘staff. This shall be accomplished through the
systemic and cost-effective integration of
technology, personnel, and prevention/control
programs.

In the course of satisfying this somewhat broad and
general mandate, a number of related programmatic goals had
to be established and attained. They formed the basis for
the hypothesis of this study and are 1listed below in a
somewhat different format as general research questions:

1) Can the reorganized program prevent the
occurrence of security . . . related
incidents which may result in personal harm,
property 1loss, legal 1liability, and
disruption of routine hospital operations?

2) Can the reorganized program minimize the
degree of harm, 1loss, 1liability, and
disruption associated with those incidents
which cannot be prevented?

3) Can the reorganized program correct and/or
eliminate the underlying problems which
either cause or allow incidents to initially
occur?

4) Can the reorganized program provide those
miscellaneous services required for the
general welfare and efficient operations?

5) Can the reorganized program’s resources be
effectively acquired, developed, and
maintained?

6) Can the reorganized program’s resources be
effectively utilized and managed?

7) Can fiscal constraints be adhered to in a
cost-efficient manner?
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8) Can a healthy organizational climate be
maintained which fosters positive working
relationships and teamwork?

9) Can the reorganized program convey a positive
image within the health center and community
which promotes confidence, trust, coopera-
tion, and favorable public relations?

10) Can effective communication 1links be
maintained within the department, health
center, and community?

These research questions, when rephrased as statements,
form the basis for the strategic and supportive goals upon
which the reorganized program focused. They also constitute
the functional equivalent of formal hypotheses. While
presented here in somewhat abstract form, they will be
reintroduced in more concrete, operational terms in Chapter
4 as a series of primarily quantifiable objectives for each
goal statement. It will be these individual objectives
which are tested. In order to a particular research
question to be answered in the affirmative, its
corresponding objectives must be achieved.

THEORY

The initial driving force for reorganizing S.H.C.’s
security program was to correct an immediate problem, not to
build nor test any specific, formal theory related to crime
prevention and control. However, the effort was formulated,
executed and evaluated within the parameters of a
theoretical model which the author had previously
constructed for just such a purpose. More specifically, in

1982, before assuming responsibility for the security
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program at S.H.C., the author was approached and contracted
by the Michigan Hospital Association to develop guidelines
for managing hospital security programs. The mandate was to
develop a training manual for hospital security managers
which would: |
1) be comprehensive enough to address all major
duties and responsibilities associated with

managing security departments,

2) provide effective methodologies for planning,
executing, and evaluating security programs,

3) incorporate state-of-the-art technologies,
prevailing management philosophies and
techniques, sound academic principles related
to the field, and practical experience-based
insights into those procedures, and

4) present this body of knowledge in a format
and at a level of comprehension that the
average practitioner could understand,
assimilate and apply on a daily basis.

In effect, what was required was a "primer" on hospital
security management, that bridged the gap between scholarly
theory and real world reality. The result was a compre-
hensive and lengthy document organized around a generic
planning model. The ACTION MODEL was comprised of a broad
cross-section of perspectives and principles of program
development in general and security management in
particular. While it will be described in full detail in
Chapter 3, its major tenets can be summarized, as follows:

1) A successful security program is based on

three continuous, and cyclical activities,
planning, execution, and evaluation.
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2) A successful security program is goal-
directed with congruent and measurable
results or objectives that drive all
operations and activities.

3) Goals and objectives must be translated into
operational plans which are carried out,
evaluated, and modified, as necessary.

4) An effective security program must be
organized, understood, and managed within the
context of a general systems theory. More
specifically, it is a vital subsystem of a
larger healthcare system. It has three major
components: people, property, and practices,
which can be examined, understood, and
applied at several different 1levels of
analysis (i.e., system levels.)

5) Effective decision-making and problem-solving
require a certain pattern of cognitive steps

which are integrally intertwined with all
other activities described above.

Due to the somewhat unique nature and focus of this
study, it has been organized and formatted in somewhat
different fashion than is traditional for most doctoral
dissertations. More specifically, it has been organized
into the fdllowing chapters:

Introduction

Review of the Literature
Theoretical Framework
Design and Methodology
Implementing the Program
Data Analysis

Summary and Conclusions
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In Chapter 2, a brief discussion on the current status
of scholarly literature in the field will be provided. As
the reader will discover, no directly comparable research
effort has yet been published. In fact, little research has
been conducted at all; |

In Chapter 3, the ACTION MODEL will be described in
terms of its major processes, related tasks, and functional
components. Also addressed will be several supplemental
stratagems (or conceptual models in their own right) which
can be applied with the ACTION MODEL itself. These include
a simple design-making/problem-solving scheme, a "general
systems" view of security programs, a modified management-
by-objectives approach and a set of strategies for
initiating planned change.

In Chapter 4, the research methodologies, employed in
the study, will be described in terms of actual research
design, samples, measurement and data collection, concrete
hypotheses, and analytical techniques. As the reader will
discover, the design and analysis may not be as
methodologically sophisticated as would be possible in a
more controlled environment. However, they are
methodologically sound and will yield reliable and
internally valid results, which can be both useful and
understandable to "nonacademic" practitioners.

In Chapter 5, the actual steps undertaken in the
reorganization of S.H.C.’s security program will be

described. This discussion will address all aspects of the
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reorganization from initial diagnosis to strategy setting to
implementation, all within the context of the theoretical
framework outlined in Chapter 3.

In Chapter 6, the actual performance of the program
implemented in Chapter 5, will be evaluated. Relevant daté
will be presented, analyzed, and interpreted, as appro-
priate. The hypotheses (i.e., goals and objectives) will be
tested. Nonquantitative indicators of success will also be
examined.

In Chapter 7, the research findings will be summarized
and conclusions will be drawn. A discussion on how the
study’s results relate back to the study’s theoretical
framework will be presented and the potential implications

for future research will also be explored.
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1source: Official Detroit Police Department crime
statistics in 1983 for the 15th Precinct, Patrol District 4,
which surrounds the site of the replacement facility.

2Based on the results of a hospital generated survey of
administrators, house physicians, department heads,
managers, and supervisors (N=105).

3see Number 2 above.

4Based on a separate survey of all hospital employees,
conducted by the Employee Relations Department via mailings.
The specific details and respondents were not shared with
the author. 1Instead only the finding that security concerns
were the single most reported issue was made available.

Ssection 764.16 of the Michigan Compiled Laws.

6ésection 764.15 of the Michigan Compiled Laws.

7

Handbook of Michigan Criminal Law & Procedures,
(Lansing: Mid-Michigan Law Enforcement Center, 1980), pg.
11.

8Based on information provided to the author by the
Commander of the Private Security and Investigators Section
of the Michigan Department of State Police. Five suits
resulted in judgments against one Detroit hospital alone for
over $10,000 each - Two other suits resulted in awards of
$1,300,000 and $1,700,000 at other inner-city hospitals.

9Edgar F. Huse, i
(St. Paul, MN.: West Publishing Company, 1980), pg. 28.



CHAPTER 2

ANTRODUCTION

In the review of published security related literature,
two glaring observations stand out. First, a considerable
amount of 1lip service has been placed on the need for
empirical research in the field. Second, very little action
has followed to satisfy that need.

In spite of the fact that " . . . private protection
resources in the United States outnumber law enforcement
personnel by a ratio of nearly 2:1 . . .,"10 and that
"recent expenditure levels exceeded 21.7 billion dollars as
opposed to only 13.8 billion dollars for public police
protection"ll the private security field has been largely
devoid of scholarly research, both basic and applied. This
represents a massive commitment of human and fiscal
resources to a discipline which lacks an empirical research
base and a clearly defined, theoretical body of knowledge.

Hundreds of millions of dollars were allocated to the
"smaller" public sector in the Sixties and Seventies by the
Law Enforcement Assistance Administration of the U.S.
Department of Justice for research and development on crime

prevention and control. A considerable amount of funds and

16
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effort are still being committed to public sector research
today. The lack of similar attention to the private sector
is particularly ironic, because as the President’s Task
Force on Private Security pointed out in 1976:
The application of the resources, technology,
skills, and knowledge of the private security
industry presents the best hope available for
protecting the citizen that has witnessed his

defenses against crime shrink to a level which
leaves him virtually unprotected.l2

IHE UNMET NEED

There have only been three significant industry-wide
studies conducted to date. Among their other findings and
recommendations, all three acknowledge the lack of research
in the field and the need to conduct it.

In 1972, the first comprehensive examination of the
state-of-the-art in the security industry was published,
commonly known as the Rand Report. It noted, " . . . the
paucity of existing data and analyses . . ."13 and proposed
the following:

The federal government should consider funding a

research center that would evaluate the

effectiveness and costs of private security
personnel and equipment.l4
The report further recommended a dozen specific areas where
research would be valuable.

In 1976, the President’s Task Force on Private Security

took another broad look at the security profession. It made

two significant observations regarding the state of research

in the field. First, it found that it:
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. + « was entering a field that has not had
extensive research and analysis. There are
comparative few . . . scholarly treatises
concerning the diverse and complex private
security field.l5

Furthe:more, it went on to state that

. « . there has been little emphasis on research
as it relates to private security services. The
absence of reliable research has made flanning and
decisionmaking difficult in the field.l16

Agreeing with the previous recommendations of the Rand
Report, the President’s Task Force on Private Security
developed a Standard calling for more research in the field.
More specifically, it advocated that:

The Law Enforcement Assistance Administration
should encourage the development of a national
private security resource and research institute.
In addition, all wuniversities, companies,
organizations, associations, and individuals
concerned with private security should increase
their efforts in private security research.l7

In the commentary section, which accompanied this
Standard, the Task Force elaborated:

Throughout the work of the Private Security Task
Force, the lack of research for and about private
security services was appallingly apparent. Scant
attention has been focused on research to
alleviate obvious problems and enhance the
effectiveness of private security in crime
prevention and reduction. Unless a reliable
research base is available, administrators will
continue to be handicapped in their decisionmaking
roles. To help alleviate the problem of lack of
base data, all entities concerned with private
security should initiate and increase their
research in the field. Also, a national private
security resource and research institute should be
established to act as a center and resource for
these research activities.l8

These sentiments were largely reiterated several years

later in the Hallcrest Report which was published in 1984
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and is the latest authoritative study produced to date. Of
the dearth of empirical knowledge in the field, the authors
made the following comments:

Altogether, security is not a body of knowledge
with a strong research base. Of the hundreds of
publications in security 1listed in the National
Criminal Justice Reference Service catalog most
contain technical information for the practitioner
rather than empirical data or theory on Security,
asset protection, 1loss prevention, or economic
crime. In the academic and research communities,
security tends to be regarded as a private adjunct
to the public criminal justice system.19

They went on to indict most of that research which had
been conducted, by pointing out that such efforts:

. . have consisted of market research or have
yielded "soft" numbers rather than hard empirical
data on the nature and size of private security.
It is therefore extremely difficult to construct
tight research hypotheses which can then be
accepted. or rejected on the basis of empirical
testing.?

The report recounted a common theme that serious
research was needed. Two related recommendations were put
forth:

A nonprofit Private Security Research Institute
financed by government and private resources would
be useful to monitor growth and trends in private
security resources and technology, and perhaps to
develop security standards, strategies, techno-
logies evaluation techniques, and cooperative
programs .21

Empirical research should be conducted into the

cost-effectiveness of specific security measures,

or combination of measures, in combating various

types of crime and loss.Z22

Some of the more recent textbooks on private security
have also stressed the need for research. In 1981, O’Block

made the following comments:
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The importance of research in crime prevention or
any other field cannot be over emphasized. Real
research in the area of crime prevention is
almost nonexistent . . . Crime prevention
theories with practical hypotheses need to be
developed and tested in a vigorous and scientific
manner so that there can be straightforward
answers as to which practices work and which do
not. This research should be written up following
proper scientific methodology, but the conclusion
section needs to be devoid of jargon so that
practitioners in the field can have immediate
benefit of the results of the research.?23

Gallati further stated in 1983:

It is obvious then than research was limited in
1976, when the Task Force Report was written. Sad
to relate, it is still very limited . . . The
most urgent need in private security is the
accumulation of meaningful data and analyses of
the various activities that security is addressing
« e e A dynamic profession needs dynamic
research, which we do not have at the present.

There are a number of possible reasons which could be
put forth to explain the lack of research in the field.

Some of these include:

1) The field itself is still in its infancy and
lags behind the public law enforcement sector
by fifteen to twenty years in terms of growth
and development as a profession.

2) Governmental policy and decisionmakers have
largely failed to recognize the potential
contribution of the private sector to crime
prevention and control, concentrating their
attention on the public sector instead.

3) Private security has been slow to develop as
an academic discipline and is only now
evolving into a bonafide area of concentra-
tion at many educational institutions.

4) A large portion of the industry operates on a
for-profit basis and is reluctant to invest
financial resources on research which does
not produce tangible or foreseeable results
(i.e., profits).
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5) Various segments of the industry are actually
in competition with each other and so are
understandably hesitant to enter into
cooperative projects or share internal data
with potential competitors.

6) Historically, many practitioners in the field
have failed to appreciate the value of and
need for empirical research. There have also
been relatively few people in the field with
the methodological and research skills needed
to conduct and/or consume meaningful studies.

7) With the demise of L.E.A.A. and the current
national economic climate, public and
governmental funding sources to support
research are increasingly scarce. Further-
more, private funding sources have been
traditionally reluctant to provide needed
monies to private security research.

The significance of the last reason cannot be under-
stated. There have been some attempts to develop research
and development institutes in the private security field.
However, they have failed due to an inability to secure the
necessary "seed money" or start-up funds. For example: 1In
1981 and 1982, the School of Criminal Justice at Michigan
State University was unsuccessful in several attempts to
obtain initial funding for a private security research and
training institute which would also serve as a national
clearinghouse for technology transfer and information
dissemination. Samaritan Health Center, the subject of this
particular study, also attempted to secure start-up funds
for a similar venture and was equally unsuccessful for three
consecutive years.

As of this writing, no formal research and development

institute for the private security field has yet been
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successfully funded and sustained. The closest effort in
this regard involves the American Society for Industrial
Security (ASIS) Foundation, which is currently providing

$30,000 for a variety of independent research projects.

WHAT HAS BEEN DONE
Rand Report

only a handful of significant research studies have
been conducted in the field. Three of them have already
been mentioned. The first of these was the now famous Rand
Report.25 It was the pioneer study for the industry and was
published in 1972. It had two major purposes: to describe
the existing state-of-the-art nationwide, and to develop
some model recommendations and regulations for improving the
industry as a whole.

All segments of the private security field were
addressed in the study with special emphasis given to
security personnel. The study’s goals were intended to do
the following:

1) Estimate trends, in terms of fiscal
expenditures, manpower, and equipment.

2) Describe current roles, functions,
organizational structures, interactions,
legal authority, and regulations.

3) Examine shortcomings in the field, such as
major functional problems and abuses.

4) Evaluate costs, benefits, and liabilities.

5) Develop basic policy guidelines for governing
the industry.
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In order to achieve these goals, a vast amount of data
was collected and analyzed. This data was obtained from:
1) Published documents.
2) Interviews with security executives and managers.
3) Survey questionnaires from security employees.
4) Survey questionnaires from regulatory agencies.
The findings and recommendations were published in five
volumes which, in general, did not paint a particularly
flattering picture of the state-of-the-industry. Specific
recommendations were put forth in the following areas of
concern:
1) Overall licensing and regulation.
2) Screening and training of personnel.
3) Firearms regulation and training.
4) Access to public police records.
5) Arrests, searches, and use of force.
6) Alarm industry standards.
7) Cost/benefit evaluations.
8) Technology transfer.
9) Research.
10) Enforcement for violations and abuses.
Task Force Report
The next major research endeavor was the President’s
Task Force Report,26 which was published at the end of 1976
nearly five years after its predecessor. In many ways it
was similar in scope and purpose to the Rand Report.
However, it went far beyond that study in that it focused
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heavily in comprehensive recommendations. In fact, it was
the first significant attempt to codify formal goals and
standards for the industry. Over ninety such prescriptive
statements and their accompanying commentaries were set
forth in eleven different topic areas:

1) Personnel selection.

2) Training.

3) Conduct and ethics.

4) Alarm systems.

5) Environmental security.

6) Relationships with law enforcement agencies.

7) Relationships with consumers of services

8) Education and research.

9) Regulatory agencies.

10) Licensing of security agencies.
11) Registration of personnel.

The Task Force Report has often been referred to by
critics and academicians as the "Bible" for professional-
izing the private security industry. Unfortunately, like
its predecessor, the Rand Report, it has not always been as
well received by security practitioners because of its
overall criticisms of the field, (e.g., poor quality of
personnel, training, compensation, etc.), its advocacy of
external regulation and the potential economic impact on
individual security agencies with respect to complying with
many of the Report’s standards (e.g., better pay, training

costs, etc.).
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Hallcrest Report
The third authoritative study on private security was
the Hallcrest Report27 which was published in 1984. This
four-part report took another in-depth look at the security
field. Its main éurpose was to establish strategies for
improving the industry’s ability to prevent and control
crime.
Several research questions were addressed in the
report. They focused on the following:
1) The respective roles, functions, and contributions
of both the private and public sectors in the war

on crime.

2) The degree of cooperation between the private and
public sectors.

3) The degree of competition and conflict between the
private and public sectors.

4) Perceptions and expectations between the private
and public sectors.

5) The scope and growth of private security.

6) The comparative state of resources available to
both the private and public sectors.

The research techniques employed were generally similar
to those of the two previous studies (i.e., surveys, inter-
views, literature reviews, etc.). However; the Hallcrest
Report went beyond its predecessors in terms of analyzing
the relationships between the public and private sectors.
In this sense, it took a more systemic view of crime
prevention and control. The security industry was

implicitly regarded as a subsystem which interacts with
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other subsystems (e.g., public law enforcement). The nature
of those interactions became a focus of attention.

The findings of the study described a large and rapidly
growing industry with great potential, but still in its
infancy in many ways. A number of problem areas were
identified in the relationships between the private and
public sectors. Recommendations were put forth in a number
of areas, such as:

1) Public, private, and community collaboration in
crime prevention.

2) Research and program evaluation.

3) Police/security cooperation, and liaisons.

4) Information sharing between police and security.

5) Training and certification.

6) Licensing and regulation.

7) Police "moonlighting"™ in security.

8) Reducing false alarms.

These three studies provide an interesting longitudinal
overview of the status of the private security field. When
comparing and contrasting their findings and recommenda-
tions, a number of interesting observations become readily
apparent. First, the private security field is massive in
size and still expanding. Second, its potential contribu-
tion towards crime prevention and control is still largely
under-recognized and underutilized, although, this is slowly
changing. Third, it is struggling towards maturity, but

with the exception of its technological aspects (C.C.T.V.,
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access control, computerization, etc.), it still lags behind
the public law enforcement sector, as a whole, in terms of
professional development and growth. For example, many of
the deficiencies and problems identified in the Rand and
Task Force Reports were still apparent in the findings of
the Hallcrest Report. Issues such as the quality of
security personnel, training, 1licensing and regqulation,
research, and interfacing with the public sector were still
unresolved (even though moderate progress in some areas had
been noted). In fact, a majority of the standards of the
President’s Task Force had still not been adopted by
significant portions of the security industry eight full
years later.
Other Efforts

Other than these three major research efforts, there
have been a handful of other noteworthy empirical studies
conducted in the private security field. Some of them
involve replication studies. For example, a small number of
states and municipalities have emulated the nationwide
endeavors just discussed with similar purposes, research
techniques and findings.

Buikema also conducted an interesting graduate paper on
legislation governing the security field in each state.28
He found that existing legislation generally did not provide
adequate safeguards and controls over the industry and that
widespread adoption of the Presidential Task Force’s Goals

and Standards was slow in coming.
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In 1981, Hollinger and Clark conducted a study with
importance to the security industry.22 This well publicized
project attempted to measure employee theft in the work
place. Thirty-five businesses in the retail, manufacturing,
and healthcare sectors ﬁere targeted in the Minneapolis-St.
Paul, metropolitan areas. Company executives were inter-
viewed and approximately 10,000 employees were surveyed to
determine theft levels and patterns. Anonymous admissions
of theft were obtained and analyzed. Findings revealed a
much higher theft rate among employee populations than was
previously believed to exist. Replication studies by these
researchers in Dallas, Ft. Worth, and Cleveland showed
similar results.

Such revelations provided the industry some of its
first "tangible" evidence about the real nature and extent
of property crimes in business. Previous figures were most
commonly subjective estimates without strong support. For
example, the most widely circulated figures on theft in
healthcare involved estimates of between $2,000 to $3,000
per bed per year in losses.30 However, an empirical basis
for these estimates could not be found by the author in any
of the literature in which these figures have been quoted.

Sherman also produced three somewhat promising
research oriented reports in 1984. In the first, a
longitudinal study, an analysis of 1litigation trends and
patterns related to crime and security was conducted for the

period of 1958 - 82.31 pata was collected on all cases
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involving major monetary awards reported to the American
Trial Lawyers Association during these years. A broad
representation of private businesses and public agencies was
obtained. The findings were not surprising. In summary,
the study found.that both the number of successful civil
suits and the amounts of the awards per suit were
skyrocketing at basically exponential rates. The most
common torts were failure to provide adequate security and
false arrest/detention by security personnel (both of which
were serious concerns at Samaritan Health Center prior to
its relocation).

Sherman expanded on the results of this study in
another report which was more of a position paper than an
empirical research study. Nevertheless, it did contribute
to the body of knowledge in the field, by providing rational
standards for determining the foreseeability of criminal
acts and assessing the adequacy of security measures.32
These standards encouraged the use of quantitative
techniques in the analysis of risk and responses to it.

Sherman’s third work also does not actually qualify as
an empirical research study, but had direct relevance to
such endeavors. It was presented at a conference by the
University of Maryland as an agenda for conducting
experiments in crime prevention in the security field.33
More specifically, it described the utility of controlled
experimentation in developing a body of knowledge that could

aid security decisionmakers to evaluate the effectiveness of
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their efforts. It also identified a number of salient
research questions and provided sample methodologies and
research designs which could be employed to answer them.

The aforementioned studies represent the bulk of the
significant research efforts accomplished to. date. Most
other published empirical works in the private security
field have been confined to either basic demographic surveys
of the industry, compilations of security related statistics
or technically oriented product evaluations. Furthermore,
in reviewing the literature, the author could not find one
example of research relating to program or planning models.
In effect, the state of security related research seems to
be at a level of discovering "where we are now" and has not
yet evolved to the level of developing or evaluating methods

for "getting where we want to be."

PROGRAM, PLANNING, AND SYSTEMS MODELS
It should not be surprising that the security

literature is generally devoid of research dealing with
planning models or conceptual frameworks. There has been
very little discussion about them. While literature in the
social and behavioral sciences 1literally abounds with
theories, frameworks, and models dealing with program,
planning, development, evaluation, operations, management,
and general systems thinking, the private security field has
been slow to adopt or assimilate many of the principles,

methods or techniques associated with them. In fact, in the
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course of this 1literature review of hundreds of texts,
professional journals and articles, only a dozen or so
references to such subjects were discovered. Instead the
literature has primarily focused on the technical and
industry-specific aspecté of the field (e.g., personnel
issues, technology and hardware, training, particular
problem areas, etc.). It has largely ignored many of the
generic, "higher order" concepts and issues such as
systematic planning and evaluation, program management, and
General Systems Theory.

One of the shortcomings of program management in the
security field is that its basic functions have not always
been well defined nor fully understood. Gallati tried to
correct this by reintroducing Urwick’s and Gulick’s now
famous conceptual scheme summarized by the acronym
"POSDCORB."34 In this scheme, management functions include
the following:

Planning
Qrganizing
Staffing
Rirecting
Coordinating
Recordkeeping
Budgeting

In somewhat similar fashion, Ursic and Pagano
identified seven universal functions associated with

security program management:
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Planning
Organizing
Staffing
Directing
Controlling
Representing
Innovating35

While providing relatively comprehensive and similar
descriptions of a security program manager’s scope of
responsibilities, these models do not emphasize the
importance of evaluating as a distinct and vital responsi-
bility. Furthermore, they provide 1little sense of
direction, flow, or process.

Others have corrected such shortcomings. For example,
security program management is viewed by Girard as a
cyclical process consisting of three basic elements:
planning, management and implementation, and evaluation.36
Frisbie used these same basic ideas in a general planning
model with numerous specific tasks organized around three
distinct functions: crime analysis, program planning and
development, and implementation.37 Post and Kingsbury
further expanded on those models by identifying a number of
discreet and cyclical planning steps which included:
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Risk Analysis
Set Goals
Develop Plan
Implementation
Evaluate Plan
Modify, if necessary38

The more sophisticated of the models, described above,
imply that security program management is a continuous
process of planning, implementing, and evaluating. They are
useful as conceptual models. However, all of them lack the
specificity and focus necessary to be useful as blueprints
for action by practitioners in the field. They require
operationalization in the form of more concrete planning and
evaluation frameworks.

One of the most common of such strategies, appears in
management literature and probably the most widely utilized
in the healthcare field, is the Management-By-Objectives
approach. This methodology is highly consistent with all
conceptual models which identify program management as a
continuous process of planning, implementing, and
evaluating. The M.B.0O. approach concentrates on goals,
specific objectives, timetables, quantifiable end-results,
and corresponding steps or procedures for achieving them.
Unfortunately, in the security literature there have been
only a few references to this approach, as will be discussed

below.
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In what is generally considered the authoritative text
on hospital security, Colling has discussed the importance
of organizing a security program’s efforts around a formal
mission statement and set of programmatic goals. In his
view, appropriate fbcus and direction would involve the
following:

MISSION - . « . the mission of security is to

protect and serve the hospital, its
patients, visitors, and employees

GOALS - 1. Protecting patients, visitors, and
employees from harm and reasonable
fear of harm.

2. Maintaining an acceptable level of
order, control, and safety in the
various hospital buildings and on
hospital grounds.

3. Protecting personal and hospital
property from theft, misuse, and
vandalism.

4. Conveying an image of profes-
sionalism and behaving in a way
that is conducive to good hospital
and community relations.

5. Enforcing the various hospital
rules and regulations.

6. Rendering miscellaneous services,
as needed.3?

Unfortunately, Colling did not address the significance
of translating a mission statement and its accompanying
goals into more concrete, measurable objectives. However,
Healy and Walsh have touched briefly on this area by stating
that, " . . . general objectives for the security organi-

zation should also be established. Those objectives should
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be considered when the planning is being done."40 They also
stressed the importance of quantifying desired results and
superficially described this overall process as Management-
By-Objectives without going into detail.
In a similar summary fashion, O0’Block has described the
M.B.O. approach as:
. . identifying the major areas of responsi-
bility of each department and each individual
within the department and defining specific
standards of job performance or objectives to be
met by each. At a later specified date, actual
results are measured against the stated objectives
to see 1f the desired objectives have been
obtained.4
Likewise, Post and Kingsbury made the following
comments:

Security goals and objectives should be

established and the type of security input that

is to be furnished to the overall program should

be determined prior to initiating the planning

effort. Goals should be measurable in every case

and should state what security would intend to

accomplish as a result of having performed the

various protective tasks.42

While such elementary overviews are useful in that they
advocate a proven and systematic planning scheme for
security programs, they offer 1little to prepare the
practitioner for actually implementing the M.B.O. approach
itself. Others have provided more appropriate and detailed
discussions towards this end.

For example, Ursic and Pagano have viewed M.B.O. as a
concept and way of thinking about the management process in

which:
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1) The superior and subordinate managers of an
organization jointly identify their common
goals,

2) Define each individual’s major areas of
responsibility in terms of the results
expected . . ., and

3) Use these measures as guides for operating
and assessing the contribution of each of its
members. 43 '

They further identified four major steps in the M.B.O.

process:

1) Setting objectives

2) Establishing unit goals

3) Periodic performance evaluation

4) Comparing results with organizational
objectives44

In addition, they stressed the importance of inte-
grating individual priorities and performance within the
context of the larger organizational aim and provided
examples of how the M.B.O. approach could be applied in such
a larger setting. Finally, they made the criticism that,
while the process is relatively basic and straightforward,
it still is largely underutilized by security practitioners.

In Girard’s previously mentioned discussion of the
program planning, implementing, and evaluating cycle, he
also outlined the basic elements of the M.B.O. process in
terms of goals, objectives, strategies, specific activities
or tasks and timeframes. He demonstrated how these elements
can be applied to the implementation and evaluation

processes (without specific reference to M.B.O. itself) and
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provided a useful format for doing so, which he termed
"Detailed Information Concerning Program Implementation and
Evaluation" form.45

In what is possibly the best treatment of the M.B.O.
process, as it has beeh applied to the private security
field, Lynch developed a concise but informative "primer" on
conducting M.B.0.46 In addition to the basic information
covered by others (such as general definitions, explanations
of goals, objectives, and strategies, delineation of the
steps involved, etc.), he set forth specific detailed
guidelines for writing objectives, identified prioritization
schemes for those objectives (e.g., must-do, ought-to-do,
and nice-to-do) and elaborated on the various discrete
activities required for collaboratively implementing the
entire process. on this 1latter point, he 1listed the
following:

1) Goals should be established by top managers.

2) Middle management submits a series of
objectives for each goal.

3) Top management selects objectives.

4) Final statement of objectives by middle
management.

5) Middle management submits broad overviews of
strategies for each objective.

6) Middle management develops detailed
strategies.

7) Begin implementation.47
Further practical contributions, made by Lynch, included

providing a series of questions for evaluating the utility
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of the objectives being developed, distinguishing between
M.B.O0. and program budgeting, and discussing some of the
common pitfalls experienced in the "real world" when
implementing M.B.O.

Implicit in Qny thorough understanding of Management-
By-Objectives is a general systems view of security and
organizations alike. Unfortunately, literature on systems
thinking in the private security field is even rarer than
M.B.O. or general program models. While the term "System"
is widely wused (and abused), there has been 1little
consistency as to how it is used or even defined. 1Its most
common application has referred more to technology (i.e.,
hardware, computers, etc.) than to any General Systenms
Theory approach to organizations and problems as espoused by
such 1leading proponents as Churchman4® and Von
Bertalanffy.49

A general systems perspective is particularly vital to
the success of security programs for no 1less than two
salient reasons. First, crime and preventable loss is a
systemic problem which, as history has shown, cannot be
solved by only one small segment of society acting "in a
vacuum." Second, in the private sector, attempts to protect
the environment without an understanding of and sensitivity
to larger organizational priorities and functions, as a
whole, have often rendered those efforts ineffectual, and
worse yet, in direct opposition to business operations. The

result has often led both to a corporate view of security as
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a "necessary evil," which is to be tolerated only within
certain limits, and a security practitioner’s view of being
a "pariah" without welcome access to top decisionmakers’
planning efforts. Unfortunately, both positions are equally
wrong and counterproductiQe to the overall heaith and well
being of organizations.

The author could find no specific discussions of
General Systems Theory in security related literature and
only three brief allusions to applied systems thinking. The
first came from Wyllie in his discussion of guard opera-
tions, where he viewed systems thinking as an ". . .in-depth
analysis of the client’s situation and requirements. This
assessment is vital to the development of a plan of action
for a total security concept."50 Needless to say this over-
simplified interpretation of the systems approach lacked
sufficient elaboration and clarification to be meaningful in
almost any context.

Ursic and Pagano have expanded somewhat on the systems
approach and provided a more useful interpretation of the
concept. They viewed security operations within a context
which can be analyzed in terms of both psycho-social and
economic-technical systems. In their scheme of things
organizational security consists of:

« « . a dynamic and open psycho-social and

economic technical system designed to create a

security awareness that fosters mutually

acceptable patterns of attitudes, behavior, and

relationships within organizational environ-
ments.>1 ‘
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This view is based on the premise that:

. « . security, organizational, and management

theories should recognize and accept contributions

from all disciplines. Attempts to 1limit the

interdisciplinary field of organizational security

management to one viewpoint would restrict vision

and t':he 5ozpportun:i.ty for continued research and

learning.

They also stressed the importance of organizing
security programs on the combined knowledge derived from the
behavioral sciences, jurisprudence, management theory, and
technology with special attention to the role of people as
" . . . individuals, members of tasks groups, and members of
total organizational systems in the broad society . . ."33
However, they too did not provide any further detailed
attention to the overall concept of the systems approach as
a practical, broad-based perspective within which to analyze
and develop the entire security function.

Perhaps, the most insightful discussion of systems
thinking can be found in the writings of Healy and Walsh who
have described the purpose of the systems approach in
security " . . . to obtain a comprehensive solution to a
total problem."54 While they focused on the technological
aspects of security, they indicated that a total security
system required at least three major components working in
concert, "hardware, software, and people."55 They further
demonstrated how these three components could be applied in
a theoretical security program.

While these few applied views of system thinking do

have limited utility to security practitioners, they do not
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contribute much towards a fundamental understanding of the
systems approach in its entirety. Without such a conceptual
grasp of the nature of security problems and their
solutions, as well as the position a security program has
within the larger organizational and societal settings, all
efforts, no matter how well intended, will generally fall
short of the mark, because the "big picture" is lost. In
effect, it becomes an issue of "not seeing the forest for

the trees."

Private security is a topic about which much has been
written but little said, at least from a scholarly point of
view. There seems to have been nearly as much written
about the need to conduct research in the field as there has
been actually conducted. Most of the latter has been
targeted on merely describing the state of the industry and
its problems. Little has been written about experimen-
tation, research and development, or theory building.

These shortcomings are particularly ironic in light of
the fact the size and scope of the private security field
far exceeds that of all the public criminal justice sector
in terms of human, technological, and fiscal resources. It
would appear that the field is now at an equivalent stage of
development that the public sector found itself in just

prior to the passage of the Omnibus Crime Control Act of
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1968. Unfortunately, it is confronted with the increased
crime related problems of the 1980’s.

Another unsettling fact about 1literature on the
security field is that it is largely devoid of references to
conceptual and program models, specific planning and
evaluation strategies, and general systems approaches. This
results in a very narrow perspective from which practi-
tioners must function. The consequence is that they must
rely on their own personal experiences or resort to
"reinventing the wheel"™ in the development and ongoing
management of their individual security programs. They
simply do not have access to a broad-based body of knowledge
upon which to professionalize the industry.

Scholarly literature in the healthcare security sector
(the author’s own chosen vocation) lags even behind that of
the rest of the field. Efforts to correct this have been
slow in coming. For example, over the last eight years,
various healthcare security proponents have unsuccessfully
attempted to fund and develop a private training and
research institute which could also serve as a clearinghouse
for technology transfer. As International Healthcare
Security and Safety Foundation (I.H.S.S.F.) came into
existence in 1981 for the purpose of promoting training,
professional credentialing, and research. However, to date
the research component has yet to be developed. Further-
more, the generation of a nationwide statistical database

only reached fruition in 1987 after several years of debate
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and discussion. Its first set of figures are only now being
published and disseminated.

On a more optimistic note, two literary contributions,
not previously discussed in this chapter, have been
published in the heaithcare security field by the author
himself. The first of these was a textbook on hospital
security management which was completed for the Michigan
Hospital Association in 1983.56 It contains a chapter on
the ACTION MODEL, which itself will be discussed further in
the next chapter of this dissertation. Second, an article
on a model systems approach to healthcare loss prevention
was published in the Journal of Security Administration in
1981.57 A revised version of that model will also be

elaborated on in the next chapter.
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CHAPTER 3

INTRODUCTION
The author’s ACTION MODEL provided the basic core of

the overall theoretical framework, upon which this study was
developed and conducted. In one sense the entire reorgani-
zation of the security program at Samaritan Health Center
can be viewed as a field test of the ACTION MODEL itself.
In this chapter, it will be described in full detail.

In addition, a number of other conceptual models and
approaches with importance to this study will be discussed.
They supplemented and enhanced the effectiveness of the
ACTION MODEL. They include a:

systems view of hospital security programs,

modified management-by-objectives planning approach,

generic decision-making and problem-solving scheme, and

set of strategies for implementing planned change.

The reader will discover that the ACTION MODEL contains
a number of elements which appear very similar to some of
those presented in the previous chapter. 1In fact, it may
very well seem at first glance that the MODEL is actually a
generalized compilation of the concepts of Girard, Frisbie,

Post, Kingsbury, et al., organized into a more comprehensive
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and cohesive format. However for the record, this is pot
the case.

The ACTION MODEL was independently developed by the
author as part of a larger instructional handbook on
healthcare security manageﬁent, written for the. Michigan
Hospital Association. It was solely derived from the
author’s own professional experience, general academic
preparation, and personal views and perspectives. All
similarities and common themes with other published models
are entirely coincidental. Nevertheless, they should be
interpreted as being mutually reinforcing from a conceptual
point of view. In fact, these independently published
positions actually provide a form of consensual validation

for the author’s own ACTION MODEL.

ACTION MODEL
The ACTION MODEL is based on the simple premise that

the effective management of a hospital security program
involves three distinct, but ongoing and cyclical Processes:
namely, planning, executing and evaluating. These somewhat
generalized concepts are translated into a number of
discreet, but often interrelated Tasks (or activities).
These in turn are further operationalized in terms of
functional cComponents (or elements). These Components
represent applied schemes, approaches, plans, concepts, etc.

It is these major Processes, related Tasks, and Kkey
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Components which constitute the building blocks of the
ACTION MODEL. Each will be described and discussed below.
Processes

Planning. Planning is something that every security manager
does to varying degrees, offen without realizing that the
manager is actually planning or else without fully under-
standing the exact nature of what is being done. The
planning process itself addresses two basic questions:

Where do we want to be?

How do we get there?

The planning process can be conceived as a deliberate
effort to organize, coordinate and direct the activities of
an organization. As such, it is primarily a decision-making
process. Proper planning is also goal-directed (i.e.,
oriented towards attaining some desired condition).
Therefore it is future-oriented, proactive process.

Proactive planning, while necessary, is often not
sufficient to deal with the variety of day-to-day problems
and unexpected crises which emerge in an organization. This
is because even the most sophisticated proactive plans can
do no more than anticipate the future with some degree of
probability. Such plans are based on future goals, given
future sets of conditions or situations. Unfortunately,
however, the future is not as predictable as we would
always like it to Dbe. Instead, it can be full of
surprises, many of which are unpleasant. When these

surprises take the form of operational problems, then
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original planning efforts may not be adequate any longer.
In fact, unanticipated problems which arise can sometimes
totally invalidate a proactive plan. Therefore, proper
planning efforts must sometimes be reactive or problem-
focused in nature.

Most plans, associated with what is commonly called
"crisis management,"” would fall into this latter category.
While such planning is sometimes necessary, there has been a
general tendency in the hospital security field to place too
much emphasis on it, as opposed to proactive planning. When
engaging in reactive planning, there is also a tendency to
lose sight of the overall goals upon which proactive plans
are based. This is especially true when a security manager
is faced with repeated problems. The end result is "putting
out fires" all the time, instead of avoiding or preventing
them in the first place.

Ideally then, planning efforts should have the
flexibility to be both proactive and reactive in nature.
The initial planning activities should be proactive and
goal-directed. The need for reactive planning should be
anticipated and directed towards making the necessary
corrections in initial plans, so as to still be able to
satisfy the original goals. In other words, reactive plans
should be oriented towards correcting immediate and
foreseeable problems, while at the same time being as
consistent as possible with future goals. What has commonly

been called "contingency planning" is a step in this
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direction. In contingency planning, a variety of future
scenarios are envisioned and appropriate strategies are made
for handling each one in light of the overall goals which
have been set. The result is built-in flexibility and
iﬁcreased likelihood ﬁhat successful outcomes will be
attained.

Even contingency planning cannot anticipate every
possible change in needs, circumstances and conditions, nor
every potential pitfall that may occur in the future.
Therefore, problem-focused reactive planning (i.e., after
the fact) is still commonly necessary. Unless circumstances
dictate that the original goals themselves be modified, the
reactive plans must remain compatible with the initial
proactive or contingency strategies.

There are a number of Tasks and Components associated
with the process of Planning as it has been variously
described above. The Tasks include establishing direction,
setting goals, developing strategies, and formulating
tactics. The corresponding Components consist of
philosophy, mission, scope of services, goals, objectives,
action decisions, performance plans, resource plans,
sponsorship plans, and implementation plans.

Executing. Executing refers to the broad set of managerial
behaviors and responsibilities undertaken to convert plans
into results. It is the carrying out (or implementation) of

plans, the managing of operations and resources, and the
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coordination and control of day-to-day activities. 1In the
simplest analysis it means:
Now that we know what to do, let’s get going.

. The duties, related to the process of Executing,
consume the majority of time and effort associated with
security managemént and represent the most visible aspects
of a security manager’s job. For all practical purposes,
the entire process of Executing can be defined in the ACTION
MODEL as encompassing all program-related actions not
directly tied to Planning or Evaluating.

The Tasks which correspond to the process of Executing
are activating plans, managing resources, coordinating
operations, and maintaining relationships. The relevant
Components deal with 1leadership styles, administrative
skills, and technical expertise.

Evaluating. Evaluating, in its simplest form, is nothing
more than answering the following two questions:

Where are we now?

Where should we be?

However, it has several additional applications, which
are particularly relevant to hospital security management.
It is the mechanism for identifying future needs, diagnosing
current problems, measuring progress and ultimately
determining if a program’s plans are being executed in a
manner that accomplishes the goals set for them.

An evaluation is basically divided into two parts:;

namely, data collection and data analysis. Data collection
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is the procedure by which all the information, needed to
measure performance, results or conditions, is identified
and compiled. However, in addition to the determination of
which data are most appropriate for subsequent analysis,
there are two other considerations. | The first is the
ongoing monitoring of performance, results, conditions, etc.
The second is the periodic feedback of the same or similar
information at specific intervals. The security manager
must not only know what kind of data to collect, but also
when it should be collected.

Data analysis is the procedure by which the information
collected is actually examined, manipulated, and evaluated
to determine if the security program’s plans are being
successfully implemented, and if specific needs or problems
are beginning to emerge. Data analysis must also be
conducted both continuously and periodically as appropriate.
This analysis should focus on four basic types of issues:
behaviors, conditions, perceptions, and observable results.

The Tasks related to the process of Evaluating are
assessing needs, diagnosing problems, and analyzing results.
The Components consist of operations audits, physical
surveys, opinion surveys, and records analyses.

Recycling. The three major processes of Planning,
Executing, and Evaluating are distinct but not disjointed.
Instead, they 1logically flow from one to another in a
cyclical process, which is continuous and repetitive. 1In

fact, the effective management of any security progranm
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depends on the constant recycling of these individual
processes. In Figure 3.1 the actual nature of this overall

relationship is better illustrated.

PN

EVALUATING %— EXECUTING

FIGURE 3.1
MANAGEMENT PROCESSES

It is important to note that in this nonlinear view
there is no clearly defined starting point. In practice,
howvever, a security manager must begin somewhere. While
common sense might dictate that Planning should come first,
the author contends that Evaluating is actually the first
step in the cycle. Before meaningful plans can be
developed and executed, there must be some notion of future
needs, current problems or even more simply, the existing
"status quo." Evaluating is the means by which such
information is obtained.

Tasks

Within the context of each general Process, there are a
number of related Tasks which must be carried out. 1In one
sense each Process is actually defined in terms of its
corresponding Tasks, which in turn are merely generalized
procedures to follow. They are presented and described

below.



55

Assessing Needs. As a prerequisite to proper proactive
planning, attention should always be given to identifying
foreseeable needs which have to be satisfied before desired
end-results can be achieved (i.e., before goal attainment
occurs). There must be some notion of the salient issues
which must be addressed, anticipated variables which must be
accommodated, and basic requirements which must be met. 1In
effect, a security manager must know what the needs are,
before the proper response can be formulated.

Needs can be viewed in terms of physical conditions
(e.g., hazards), formal policies and procedures, informal
attitudes, actual behaviors, program-related resources, and
general organizational climates. When any of these
dimensions manifests itself in such a way that it is
counterproductive to or interferes with goal attainment; is
necessary for goal attainment but 1lacking in part or
altogether; or, 1is necessary but not in proper
synchronization for optimal goal attainment, then a need is
said to exist. Such a need must obviously be sufficiently
addressed in the Planning process, but first it must be
adequately identified in the Evaluation process. In fact,
goal setting itself is largely dependent on the preliminary
assessment of basic needs.

One particularly important feature of the entire
concept of needs assessment is that it focuses on the future
(hence is consistent with future-oriented, goal-directed

planning). In this regard, it is intended to anticipate
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and predict the future in terms of the "potential problems"
described above, as they might adversely impact upon desired
results.

Diagnosing Problems. Contrary to needs assessment, problem
diagnosis addresses itself to current ongoing difficulties
or incidents which have already occurred. (As such, it is
more relevant to a reactive planning mode.) Whereas needs
assessment strives to identify "what might go wrong,"
problem diagnosis focuses on examining "what has already
gone wrong."

A problem can be simply viewed as an unmet need which
has manifested itself with undesired consequences.
However, a distinction should be made between an actual
problem and its corresponding symptom(s). When a crime or
security-related incident occurs, a problem is said to
exist. At a very simple level of analysis this can be
considered true, but, at a more in-depth level that crime or
incident can also be viewed as the manifestation of a deeper
rooted problem (i.e., a symptom). For example, if an
employee has his car stolen in a parking 1lot, then he
obviously considers it to be a significant problem. On the
other hand, the security manager can acknowledge the
seriousness of the incident, but would do well to look for
underlying or causal factors which allowed the theft to
occur at all (e.g., inadequate lighting, lack of security
patrols and parking attendants, etc.). Only by identifying

factors such as these can the appropriate corrective
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measures be subsequently formulated as part of the planning
effort. In other words, problem diagnosis goes beyond the
obvious to answer the questions: "What’s really wrong?" and
"Why?" (A more detailed explanation of the actual steps
involved is presented later in the section on Decision-
making and Problem-solving.)

Analyzing Results. once needs and problems have been
properly identified, then plans can be made and carried out
to satisfy them. The ultimate test of such plans is whether
or not they achieve the desired results. This in turn is
measured by way of a results analysis (often called a
program evaluation). In effect, its purpose is to determine
if the security program is actually accomplishing its
established goals and objectives.

Results can be expressed and measured in terms of both
quantitative and qualitative indicators, such as:

crimes and security-related incidents,
people’s perceptions and attitudes,
adherence to fiscal constraints,
services performed, and

monetary and personal losses.

Detailed documentation of these kinds of relevant
variables is maintained over time and routinely analyzed to
determine changes and ascertain trends. Not only does this
process reveal "bottom-line" results, but, when used to its

fullest potential, it can also measure short-term progress
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and even provide insights into problem areas, which may
have otherwise escaped scrutiny.

Establishing Direction. In order to keep from "going on a
tangent,"” a security program should be developed around a
general orientation or perspective towards both the people
it serves and its own basic role. More specifically, an
overall sense of direction should be established as a
prerequisite to planning and execution. Such direction
evolves from a philosophical view of the basic rights and
character of all people, a clear understanding of the
program’s broad-based mission, and a delineation of the
actual scope of services to be rendered (all of which are
specific Components to be discussed later).

An overall programmatic direction can influence the
attitudes, 1level of professionalism, sense of duty and
collective identity of security personnel, and can clarify
the coverall priorities, responsibilities, and institutional
relationships of the entire progranm. However, this
overriding direction must also receive more than just 1lip
service. Once formalized, it must be indoctrinated into and
internalized by the members of the security department. It
must also guide and govern all the efforts of the program at
all times.

Setting Goals. The Task of goal setting is a twofold
endeavor. It involves both the formulation of desired end-
results or conditions, which are generalized and somewhat

broad in scope, as well as more specific individual



59
outcomes, which if achieved, will create those desired
results. When formalized, they constitute the goals and
objectives to be described later as Components.

A security manager will generally have a fundamental

notion of what the desired conditions at the hospital should
be (e.g., low crime rates, no assaults, etc.). However,
these views should be further refined and more clearly
articulated on the findings of needs assessments and/or
problem diagnoses. In other words, the security manager
should take a systematic look at all identifiable needs and
problems, then develop a set of desirable, but realistically
feasible, conditions and outcomes which satisfy them. It is
toward these conditions and outcomes that all subsequent
efforts are to be directed.
Developing Strategies. Once desired end-results have been
established, the next step is to begin to determine how to
achieve them. (This is where the conventional and somewhat
over-simplified view of the planning process in hospital
security often begins.) General approaches for action are
developed within the context of the goals set and the
overall direction established for the program. (These
Components will be discussed as action decisions later.) An
example of such an approach would be to restrict all
visitors to a designated entrance which is monitored, and
where they would be screened and receive visitor passes.

Formulating Tactics. After general strategies have been
developed, then their corresponding operational details are
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specified. More specifically, the actual procedures to be
followed and steps to be taken are formally 1laid out.
Referring back to the visitor example, these would include
the actual duties, responsibilities, and procedures for the
security officer who monitors ﬁhe visitor entrance.

This Task involves more than just "who does what,
where, when and how."” It also addresses: the acquisition,
preparation, maintenance and utilization of necessary
resources; the development of institutional approval and
support for the actions to be taken; and the logistical
details associated with the smooth transition from the
"status quo"™ to new operational procedures. In effect, it
requires the creation of four distinct, but interrelated
types of plans (i.e., Components which will be discussed as
performance, resource, sponsorship, and implementation plans
later).

Activating Plans. The first Task associated with the
process of Executing is to put all the previously mentioned
plans into action. While this step may be often taken for
granted, its importance cannot be overstated. No matter how
comprehensive and well laid-out plans may be on paper, they
do not automatically translate into success by themselves.
They must be carefully put into motion with considerable
attention to detail. A security manager should not take
such transitions for granted, but instead should actively
and consciously make them happen (hence the value of a

preconceived implementation plan to facilitate this
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process). This, in turn, requires adequate familiarization
with the plans both by those implementing them and those
impacted by them, training where necessary, the appropriate
scheduling and phasing in of various elements of the plans,
ongoing monitoring,. troubleshooting for unforeseen
"roadblocks" and the flexibility necessary to make minor
adjustments or modifications as dictated by circumstances.
Managing Resources. once the mobilization of effort has
been initiated, a security manager is ultimately
responsible to ensure that the plans are carried through to
fruition and executed as smoothly as possible, in
conformance with the goals, objectives, and strategies upon
which they were developed. This Task ordinarily consumes
the overwhelming majority of a security manager’s routine
time and energy. It can be defined in terms of three
general, but concurrent functions: managing resources,
coordinating operations, and maintaining relationships.

Resource management deals with the ongoing developing
and maintenance of all the security program’s resources at
hand, so as to maximize their ultimate potential and
availability at all times. Resources can be generally
defined in terms of people (e.g., security personnel),
property (e.g., equipment, hardware, etc.), finances (e.g.,
budgets), and information (e.g., statistics, training
materials, records, etc.).

This Task involves the adherence to all aspects of the

previously developed resource plan. Furthermore, it



62

involves managing budgetary allocations, maintaining
manpower levels and skills, keeping hardware and equipment
in service, in good working order, and administering over
information collection, storage and dissemination.
coordinating Operations. Thi§ Task relates to the. goal-
directed functions carried out by the security progran.
Basically, it means that performance plans are executed
properly. More specifically, it also means guaranteeing
that assignments are appropriately made and completed in
timely fashion, that all available resources are properly
allocated and fully utilized at all times, that those
resources are operating in synchronization with each other
(as opposed to working independently or in actual
opposition), and that personnel perform together as a team
(instead of a group of individuals going in different
directions). This in turn requires constant monitoring and
oversight.

Another important aspect is maintaining steady two-way
communications both intra-departmentally and inter-
departmentally. Instructions and responsibilities must be
clearly delineated and disseminated. Task-related feedback
should be sought and provided. Constructive input should
also be encouraged and accepted.

Maintaining Relationships. This Task takes into account the
interpersonal dynamics of a security program within the
context of a hospital environment. Every security program

has a social dimension within a larger social system called
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a hospital (as explained in greater detail in the following
section on Systems View). As such, the nature and quality
of social relationships within this setting are important
determinants in the ultimate success or failure of the
program, regardless of how well.it is otherwise planned and
executed.

Working relationships, within both the department and
the hospital, should be continually fostered and nurtured.
The security manager is largely responsible to see that this
occurs by actively promoting cooperation, mutual under-
standing, trust and support between the department and the
rest of the hospital. The manager should also attempt to
neutralize potential sources and types of resistance in a
positive fashion. (A variety of techniques for this are
discussed in the section on Implementing Change.)

Interpersonal conflict should be discouraged and
prevented as much as possible. When this cannot be done,
then it should be immediately addressed and resolved in a
positive and open manner. Teamwork, as opposed to
individualism, should be stressed and rewarded. Strong
communication links, both formal and informal, should be
maintained hospital-wide. "Win-Lose" situations should be
avoided, if possible, and replaced by "Win-Win" outcomes
whenever feasible. Finally, the manager should ensure that
the department is responsive to the concerns and demands of

the rest of the institution, and does not adopt a
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"defensive" posture when confronted by criticism or
complaint.
Components

Within the context of each Process and its associated
Tasks there are a number of Components (or required
elements) which complete the ACTION MODEL. Some may be
appropriate to a single Task, while others apply to more
than one Task. However, they are all grouped by the
individual Process to which they pertain.

The Components represent generic categories of
approaches, plans, techniques and applied concepts, which
can be employed in the accomplishment of Tasks. They are
presented and described below.

Operations Audits. Operations audits are useful tools for
conducting needs assessments and problem diagnoses. They
focus on security-related behaviors within the hospital in
terms of both formal procedures and actual practices. They
are performed by examining the existence of procedural
controls (i.e., standards, countermeasures, etc.), the
adequacy of those controls and the degree to which they are
adhered. When a shortcoming is identified, then appropriate
goals, objectives, strategies and tactics can be developed.

Physical Surveys. Physical surveys can also be applied to
needs assessments and problem diagnoses. They address the
actual physical conditions within the hospital in terms of
potential or currently existing risks, hazards and

vulnerabilities (e.g., inadequate lighting, locks, alarms,
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etc.). They are conducted by inspecting the entire physical
plant and campus of the institution, as well as by
soliciting input from staff members. Once a need or problem
is identified, its criticality (i.e., potential seriousness)
and probability (i.e., likelihood of occurring) is deter-
mined, and appropriate corrective recommendations can then
be made.
Opinion Survevs. Opinion surveys are also helpful for
assessing needs and diagnosing problems, as well as
analyzing actual results. They deal with the security-
related perceptions, attitudes, concerns and fears of
patients, visitors, employees and medical staff alike. They
are often underutilized, but merit considerable attention
for three major reasons. First, perceptions are reality!
The consumers of security services not only need to be safe
and secure, they need to feel that way. An effective
security program must be sensitive and responsive to such
needs. Second, nonsecurity members of the institution
provide a potential resource for identifying needs or
problems which might otherwise escape the scrutiny of
security professionals. Third, the opportunity to be heard
and provide input and feedback is conducive to healthy
organizational relationships.

Such surveys can be conducted via interviews, written
questionnaires, suggestion boxes, and telephone "hotlines."
Results are then factored in with the findings of other

evaluation techniques for subsequent attention.
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Records Analyses. Records analyses can sometimes be used to
assess needs or diagnose problems (e.g., looking at past
crime rate trends in the hospital or police statistics for
the adjacent neighborhood). However, its primary utility is
in analyzing results (i.e.; evaluating the success of the
security program in terms of the degree to which its goals
and objectives have been achieved). This requires the
collection, maintenance, retrieval and comparison of
relevant program-related information over set time periods
(e.g., monthly, quarterly or annually). As much as possible
this information should take the form of quantitative data
and be directly related to and derived from the goals and
objectives of the security program.

Traditional measures are often 1limited to crime and
security-related statistics, but much more can (and should)
be included. Some examples include actual monetary losses,
budgetary compliance, complaints and commendations,
miscellaneous services performed, and consumer opinions.
There is no single and authoritative set of the types of
records which merit analysis. Rather the rule-of-thumb
should be to include all meaningful information upoh which
the formalized goals and objectives of the program can be
evaluated.

Philosophy. A statement of philosophy is important in that
it provides an overview of the values to be held paramount
by the security program. It summarizes the overall security

perspective on the nature of human beings in terms of their
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inherent potential, rights, needs, value and social
responsibilities. As such, it helps to define the
overriding beliefs and general direction for the security
program itself to follow. Furthermore, it can be utilized
as a set of guiding and governing principles for all
activities associated with the security program and all
actions taken by its personnel.
Mission. A mission statement describes the security
program’s overall purpose for existing (i.e., its reason-to-
be). It outlines the functional priorities of the program
(e.g., to protect and serve) and puts into perspective its
formal role within the hospital organization.
Scope of Services. A scope of services statement further
defines a security program’s role in terms of the types of
services it is expected to provide within the context of its
basic mission. It outlines the general duties and
activities which are the responsibility of the program in
the pursuit of its goals and objectives. In effect, it also
sets the parameters for security operations and gives others
an overview of what to expect from the program.
Goals. Goals are formalized descriptions of the overall
desired end-results, toward which the security program’s
activities are directed. They represent the general
conditions which will exist if the program is successful.
They are the ultimate "targets" for all security-related
efforts. (A more detailed description of both goals and
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objectives will be provided in the section on Management-By-
Objectives.)
Objectives. Objectives reflect and relate to goals, but
describe more goncrete end-results on a smaller scale.
These tangible or measurable outcomes may be viewed as
pieces or operationally defined elements of goals. (There
may be several for each goal.) They make the achievement of
the larger goals more manageable and are well suited to
serve as practical benchmarks for measuring observable
progress.
Action Decisions. Action decisions are the general
strategies or approaches which are developed and employed to
satisfy needs or solve problems. They reflect how energy
and effort can be best focused and directed toward the
accomplishment of objectives, the achievement of goals and
the satisfaction of the security program’s overall mission.

They constitute broadly defined plans, techniques, and
actions which are to be carried out. Hospital and
departmental "policy statements" often fall into this
category.
Performance Plans. Performance (or work) plans are derived
from action decisions. They assign the detailed and
specific duties and responsibilities to individuals and
groups of individuals. In effect, they are the actual tasks
which must be performed as part of an action decision, and

as such reflect all the operational elements of that
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decision. Hospital and departmental "standard operating
procedures" often fall into this category.
Resource Plans. Resource plans provide a support function
for action decisions and performance plans. They involve
the identification, acquisition; development, allocation and
maintenance of all resources necessary to successfully
execute an action decision or performance plan. Such
requisite resources may include funding, manpower, equipment
and hardware, orientation or specialized training, and
general publicity or exposure.

Of all the resources necessary for a successful
security program the most important is the human resource
(i.e., people). While everyone in a hospital environment
should have some role in security, the bulk of responsi-
bility falls on the security department’s personnel.
Therefore, it stands to reason that considerable attention
should be devoted to this particular group when resource
plans are needed. However, maintaining a security staff at
full operational readiness is one of the most challenging,
time-consuming and complex tasks faced by a security
manager, who is generally more of a security professional
than a human resource professional. The manager may not
even be familiar with all the various issues and
considerations which factor into effective human resource
planning. To assist this regard the basic concerns,
questions and related issues associated with such planning

are outlined below.



BASIC QONCERNS RELEVANT QUESTIONS RELATED ISSUES
Determining Manpower (How do we know the
Needs kinds and mmbers of

Satisfying Manpower
Needs

1. What services
should we be pro-

viding?

2. What kinds of wark
and tasks are
required to provide
those services?

3. How can those
tasks be organized
and differentiated
into separate

groupings?

4. What prerequisite
knowledge and skill
requirements are
necessary to carry
out the different
groupings of tasks?

5. How many people are
needed for each

separate

of tasks (i.e.,

Jobs)?
(How do we go about
acquiring and retain-
ing the needed
persomnel?)

1. How do we attract
the right mmbers
and kinds of
applicants?

2. How do we go about
hiring only the
right applicants?

3. How do we keep only
the necessary
persaomel on the
Jab?

Philomy , Mission,
scope of Services,
Goals, Objectives,
Action Decisions

Performance/Work Plans

Individual Jobs

Job Qualifications

(i.e., kinds of
pecple)
Manpower/Staffing

Levels (i.e., mmbers
of people)

Retention, Separation
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BASIC CONCERNS RELEVANT QUESTIONS RELATED ISSUES

Maximizing Manpower
Potential

Utilizing Manpower

(How do we ensure the

necessary quality of
services to be

provided?)

1. How do we appro-
priately cultivate
the talents of
employees to ensure
desirable levels of
performance?

2. How d we accu-
rately measure
performance?

3. How do we provide
the proper economic
rewvards and
incentives?

4. How G0 we correct
and eliminate
unacceptable
behavior or less
than satisfactory
performance?

5. How do we provide
the proper
psychological
rewvwards and
incentives?

(How do we put man-
power resources to the
most effective and
efficient use?)

1. How do we match the

right people with
the right tasks?

2. How do we organize
staffing levels
according ¢to
varying priorities
and demands for
service?

Training .- and

Development

Appraisal or
Evaluation

Compensation

Discipline,
Termination

Motivation, Job
Satisfaction, Morale

Assignment,
Reassigment, Transfer

Schedul ing
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BASIC CONCERNS RELEVANT QUESTIONS RELATED ISSUES
3. How do we place Pramtion, Demotion

available personnel

accarding to their

relative or poten-

tial comtribution?
Sponsorship Plans. Sponsorship élans are deﬁailed strate-
gies employed to secure approval and sanction for proposed
action decisions. More specifically, they involve the
determination of who must be approached to receive formal
(and sometimes informal) permission or support, as well as
who might be expected to present significant opposition.
Specific approaches are then developed to obtain the
necessary approvals and to neutralize or overcome
resistance. (A lengthy discussion of this entire process
will be presented in the upcoming section on Implementing
Change.)
Implementing Plans. Implementation plans consist of all the
logistical and operational details necessary to put the
other plans into action. They address the various issues,
concerns, problems and steps associated with making a smooth
transition from "past practices"™ to a "new way" of doing
things.

Examples of some of the considerations to make in
implementation planning include: scheduling and assigning,
allocating and distributing, installing and/or removing,
delegating and coordinating, orienting and training, setting
timetables, anticipating pitfalls, and actively monitoring.

The more complex, controversial or comprehensive the other
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plans may be, the more attention is required for
implementation planning.

Leadership Stvle. A security manager’s leadership style is
an important factor in how well (or poorly) a security
program ultimately operates. Leadership style can be
simply defined as the security manager’s personal approaches
and techniques for accomplishing positive results through
others. It is the way in which the manager actually relates
to others. This in turn reflects the manager’s internalized
beliefs and views on the proper structure and operational
relationships of an organization, the appropriate role and
functions of management, employee attitudes towards work,
and the most effective means for motivating them.

Much has been written about these views in terms of
differing models, theories and overall philosophies. 1In the
final analysis, however, there is probably no single
leadership style which is best universally. For purposes of
the ACTION MODEL what is important is that the security
manager develops and employs a personal leadership style
which is both effective and appropriate to the general
environment and specific situations. Otherwise the manager
may find that the job is a constant "uphill battle" and
that even the best laid plans will be difficult at best to
successfully execute.

Administrative Skills. Another contributing factor to the
success or failure of security department operations is the

degree to which the security manager can exercise some basic
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skills with respect to the overall administration of the
program. More specifically, the manager must demonstrate
the ability to: organize workloads, communicate effectively
(both verbally and in writing), manage time, control
expenseé, maintain records, set priorities, schedule
meetings, make decisions, purchase items, maintain
equipment and property, make and justify budget or capital
requests, generate and review reports/policies/procedures,
and attend to a host of other routine and mundane duties.

The manager must also be able to effectively select,
promote, assign, evaluate, train and discipline subordinates
(as part of carrying out human resource plans), as well as
generally monitor day-to-day operations and occurrences.
Without such skills on the part of the manager, the security
program cannot be expected to operate as efficiently as
possible, nor realize its full potential.
Technical Expertise. In addition to sound leadership and
administrative traits, the security manager must also be
competent in his own chosen specialty area, namely,
security. More specifically, the manager must be able to
easily recognize and anticipate hazards and weaknesses,
readily develop solutions and safeguards, know applicable
laws and restrictions on security operations, keep up with
evolving technologies and innovations, understand the uses
and operations of security hardware and equipment, and be
familiar with accepted operating procedures and techniques.

In addition, the manager must know the routine duties,
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responsibilities and tasks of all subordinate job
classifications.

The majority of the Components described above have
been presented in the form of applied techniques, approaches
and concepts, which are nécessary to the processes of
Evaluating and Planning. However, the last three have been
presented rather as traits, which are important to the
process of Executing. These latter Components have focused
on certain knowledge, skill and ability requirements of the
security manager, but are also relevant to others (e.qg.,
supervisors). Furthermore, they are all directly applicable
to each of the Tasks associated with the process of
Executing.

Summary

When all the Processes, Tasks, and Components are laid
out in proper relationships to each other, they comprise
the ACTION MODEL, as depicted in Figure 3.2. They are
arranged in a generally sequential order. However, in
practice, some of the Tasks and Components may overlap or
occur simultaneously. Furthermore, the application of
certain Tasks or Components may not be necessary in all
cases (although they should always be addressed and
considered for possible relevance).

The ACTION MODEL can be used as a guide both for the
development of an entire security program (e.g., "from
scratch") and for the satisfaction of smaller-scale

individual needs and problems. It is comprehensive but
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Setting Goals

Developing Strategies

Formulating Tactics
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relatively flexible. It has utility because it enables the
security manager to organize and structure personal efforts,
consider all major variables associated with a security
program and detgrmine appropriate starting points for
action. It also serves to remind the manager that the
overall management of a security program is a continuous,
cyclical process.

All the principles, concepts and techniques presented
in the remaining sections of this chapter can be readily
applied within the framework of the ACTION MODEL. When
employed together, they provide a very useful approach for
the development and ongoing management of a successful and

professional hospital security program.

SYSTEMS VIEW
The ACTION MODEL provides a practical method for

determining how to conduct a hospital security program. It
does not specifically focus on what kind of program to
conduct. Before that can happen, the security manager
should consider the potential form and function of the
program from a systems point of view. No security program
can be truly comprehensive and effective without some basic
understanding and application of General Systems Theory.
Hospital security managers are often quick to point out
that crime and security-related problems are both pervasive
and systemic in nature. Unfortunately, not nearly as much

attention has been paid to developing systemic solutions to
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them. Instead, the norm has traditionally been to focus on
immediate, emerging crises and treat them as if they
occurred in somewhat of a vacuum (i.e., to put bandages on
particularly troublesome symptoms instead of curing the
larger problems). While progresé has been made in recent
years, the application of systems thinking in the hospital
security field is still in the early stages of development.
Hierarchy of Systems

The General Systems Theory models, which have been
variously applied to hospital security programs, can
possibly be best understood in terms of those outlined by
Buckley.%® The first (and still most common) model to be
adopted was the Mechanical Model,3?2 which is most relevant
to understanding electronic security systems (e.g., alarms,
computerized access control systems, CCTV, etc.). However,
this model is inadequate in explaining all the relationships
inherent in a system of complex organizational processes and
interactions, such as those which occur in a healthcare
environment.

The Mechanical Model has come to be occasionally
supplemented by a variation of the Organismic, or
Homeostatic Model.®0 1In following the logic of this latter
model, a hospital can be 1loosely equated to a 1living
organism. A limited range of crime and security-related
loss can be expected and tolerated, while still permitting
survivability of the system (i.e., continued existence of

the hospital).
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This Homeostatic Model is superior to the Mechanical
Model in describing the 1less-than-exact and somewhat
unpredictable relationships and interactions of an
organization (as opposed to those of a machine), as well as
their implications for secﬁrity. In fact, it probably would
be adequate altogether, if hospital operations could
actually be examined without respect to human (i.e., social)
considerations. However, hospitals are organizations of
people. Many security programs, even those developed around
a Homeostatic Model, fail to fully address the sociological
nature of such organizations.

Few large scale efforts have been made to date which
accommodate the fact that hospitals are gocial systems; that
the causes and ramifications of crime and security-related
loss are far more complex to deal with than ordinarily
acknowledged; and that solutions to these problems must
often originate on a social level, since that is where they
occur.

Why is it so important to develop a security program
upon theoretical tenets which specifically address human
considerations and social interactions? It is the author’s
contention that the level and nature of crime and security-
related loss is ultimately a function of the degree to which
it is tolerated and accepted by the members of the system
(e.g., the employees, medical staff, etc.). Conversely, the
overall effectiveness of a hospital security program is at

least, in part, a function of the level of acceptance,
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support and cooperation of those same members. Therefore,
no matter how well organized a security program may be on
paper, it is doomed to some degree of failure, if the people
who are affected by it (and in turn have an effect on it) do
not participate nor support it. Furthermore, if a
substantial number of people do not understand the systemic
and social nature of crime nor actively contribute to the
overall goals of the security program, then it can never
fully realize its ultimate potential. The Mechanical and
Homeostatic Models do not sufficiently address these
realities. Hence, they are not the most appropriate models
upon which to develop the most effective security program
possible.

A more insightful model is the Process, or Complex-
Adaptive Model.®l while the previous examples focus on
relatively simple and straightforward relationships on an
impersonal level, the Complex-Adaptive Model envisions the
hospital organization as a human organization (i.e., a
socio-cultural system). Implicit in this conceptualization
is an understanding that social systems are ". . .constantly
changing and structure-elaborating,"®2 as opposed to being
static or ". . .structure maintaining,"63 as the Mechanical
and Homeostatic Models would tend to indicate. The
advantage of this approach is that it takes into account
attitudes, motivations, changing values and how they all can
impact on crime, as well as the status and character of

efforts to combat it.
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To be sure, certain elements of an effective security
program can be understood in terms of a Mechanical Model,
particularly the "high-tech" aspects. Furthermore, the
Homeostatic Model is useful in describing how the viability
of an organization depends on mﬁintaininq ldsses within
certain acceptable ranges. However, in order to develop a
truly comprehensive and successful security program, the
social nature of both the problem and the organization
itself must also be understood and factored into planning.
People behaving and believing in certain ways create
security-related problems: people behaving and believing in
certain other ways can solve and eliminate those problems.
Neither physical controls nor 1large numbers of security
personnel alone are sufficient to accomplish the goals of a
security program, without the understanding and involvement
of the other members of the hospital. Therefore, the most
appropriate conceptual model must be able to describe,
incorporate and positively influence the social
relationships within the institution, both formal and
informal. A safe and secure healthcare environment can only
be maintained by comprehending and taking advantage of the
social nature of the organization, and by influencing
values, attitudes, motivations and behavioral interaction
(thereby actually changing the very nature and character of

the system itself).
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s ity’s Pl Within The H ital Syst

Hospital security managers who only subscribe to the
Mechanical Model (or have no systems perspective at all)
often perceive the hospital environment as merely "us-them-
them" (i.e., security personnel, "bad guys," and everyone
else). Proponents of the Homeostatic view may or may not
share this position, but they do further distinguish the
organization in terms of structural/functional components or
subsystems, as depicted in Figure 3.3.

In this simplified model of the hospital system, there
are four basic subsystems, arranged according to generic
function or areas of responsibility. They are the Patient
Care Subsystem (e.g., nursing, medical staff, etc.), the
Ancillary Subsystem (e.g. respiratory therapy, radiology,
laboratory, etc.), the Administrative Subsystem (e.g.,
administrative staff, accounting, planning department,
business office, etc.), and the Support Subsystem (e.g.,
housekeeping, maintenance, food service, materials
management, etc.). The security department would be a
component (i.e., a sub-subsystem) of the Support Subsystem.

In this view of the hospital as a system, each
subsystem has responsibility only for its own specialty area
(although there is obviously some interaction between the
subsystems). Linkage for interaction in or responsibility
for security-related matters is 1largely nonexistent.
Instead, sole accountability rests with the security

department. Communication and interaction with other
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Administrative
Subsgystem

= Total Responsibility For Security (Security
Department)

FIGURE 3.3
HOMEOSTATIC SYSTEMS VIEW
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subsystems is generally one-directional and initiated by the
security department. While security personnel are called
when needed and complaints or reports of incidents are
forwarded to the department, active cooperation must
generally be solicited on a caée-by-case basis.

This somewhat less than desirable state-of-affairs is
often reinforced by the security department and the rest of
the hospital alike. Security personnel tend to view
themselves as "experts" in the field (which they indeed
should be), and as such feel they know what’s best for
everyone else. Due in part to the high degree of emphasis
on specialization in healthcare, others acquiesce to this
view and consider security as "not my job." These mutually
exclusive positions contribute to a couple of problems.
First, a vast resource for providing a safe and secure
environment is 1left virtually untapped. (After all if
security 1is everyone’s problem, shouldn’t it also be
everyone’s concern?) Second, well-intended security
measures can be naively imposed on the rest of the
institution without respect to the practical and political
ramifications they may entail. Whenever such measures
interfere with other subsystem operations or are perceived
as being restrictive or intrusive, then resistance may occur
and make the effort ineffective at best and counter-
productive at worst.

A different view of the hospital system, depicting the

preferred relationships of its subsystems with respect to
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Hospital

Administative
Subsystem

= Shared Responsibility For Security (All
Subsystens)

HHIHH = Primary Responsibility For Security

(Security Department)

Note: All other areas within dotted lines
represent nonsecurity related overlaps and
interfaces between subsystems.

FIGURE 3.4
COMPLEX-ADAPTIVE SYSTEMS VIEW
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security is represented in Figure 3.4. It accommodates the
social nature of a hospital and fits quite well within the
Complex-Adaptive Systems Model. In this view, each
spbsystem still has primary responsibility for its own area
of expertise, but there is some degree of shared responsi-
bility for security-related matters. The focal point of
this overlap is the security department, which still
coordinates and provides overall direction for the effort.
However, communications and interactions are system-wide,
continuous and formalized. Mutual input, cooperation and
understanding are both encouraged and facilitated. In
effect, each subsystem assumes a personal role (albeit a
small one) in its own security as well as that of the other
subsystems, all under the general guidance and support of
the security department. In this way, "the whole becomes
greater than the sum of its parts" and the ultimate
effectiveness (as well as social acceptability) of the
security program is enhanced.
An Applied Approach

Hopefully, the preceding discussion has been
conceptually useful in providing a general perspective.
However, within this framework, a more operationalized
approach for dealing with specific security-related issues
is also necessary. Toward that end the author has developed
the following "practical application" model.

At the most basic level of analysis the model has two
dimensions: a Social Dimension which is defined in terms of
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various system levels within the hospital, and a Security
RDimension which 1is defined in terms of its system
components. The two dimensions are aligned on vertical and
horizontal axes to form a two-dimensional grid, as shown in
Figure 3.5.

The Social Dimension consists of five discreet system
levels, arranged in descending order of complexity. At the
highest level of analysis is the Environment, which consists
of the entire neighborhood or community adjacent to the
hospital. The focus here is on the mutual relationships,
interdependencies and interactions between the two. At the
next level is the Institution itself, within the context of
its functioning as a whole entity. Next is the level of
Multiple Work Groups, which are actually distinct entities
that tend to interact closely together due to shared or
similar responsibilities, geographic proximity, common
problems or mutual dependencies. Multiple Work Groups are
interdepartmental (or inter-subsystem) in nature. Below
this is the level of the Work Group, which is departmental
or intra-departmental. Analysis at this level generally
deals with department operations or interactions as a whole,
but can also relate to separate shifts, individual job
classifications or small groups of individuals working
together. Lastly is the level of the Individual, whether
employee, patient, visitor or physician. In traditional
systems terminology, the Environment can be equated to a
supra-system; the Institution is a system; and the other

categories are various levels of subsystems.
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The Security Dimension consists of three major compo-
nents, which can be said to make up any comprehensive
security program. The first component relates to Pegple.
Under the Homeostatic Model described earlier, the
individuals of concern would bé primarily securify
personnel. However, consistent with the Complex-Adaptive
Model this category is expanded to potentially contain all
persons within the hospital environment. The second
component, Property, encompasses all the physical resource
which can be applied to a security program (e.g., hardware,
equipment, products, tools, buildings, structures, etc.).
Some of the more familiar examples are CCTV, computers,
alarms, locks, vehicles, radios, 1lighting, fencing and
weapons. However, virtually any physical objective which
can either create security hazards or enhance security
conditions, falls into this category. The last component is
Practices, or in other words the ways that people behave as
related to security. This takes into account formal
policies and procedures, rules and regulations, and
requisite security-related information. However, the major
focus is on the specific behaviors actually engaged in (or
not engaged in), as opposed to those which are gupposed to
be engaged in (or not). Since there is often a difference
between formal "policy" and real-world "practice," both must
be taken into account, but emphasis should be placed on the

latter.
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Each of these components is highly interactive with the
others. For example, people can use property in certain
ways (e.g., monitoring CCTV equipment); people can behave in
certain ways (e.g., following standard operating proce-
dures); and property can affect 'people's béhavior in
certain ways (e.g., restricting access via keys or access
cards). It is the nature of these interactions which
either contributes to and detracts from a safe and secure
environment. As a result, security breakdowns or problems
can be analyzed and understood in terms of one or combina-
tions of these categories. Likewise, corresponding
solutions can also be formulated with their context.

In one sense these components make up a type of system
in-and-of itself, with each one constituting a separate
subsysten. The overall model, in turn, represents the
merger of two types of systems, one social and the other
security. Examination of any variable in one system is best
made, when viewed within the context of some variable in the
other systemn.

This applied systems model enhances understanding of
the range of potential security-related considerations
involved with the development of a hospital security
program. It provides a useful tool for conducting needs
assessments, problem diagnoses and the various steps
associated with strategy setting and tactic formulation (as
described earlier in the ACTION MODEL). This model itself

does not identify specific needs, nor problems. Neither
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does it provide specific solutions. (These can be reached
by following the steps described in a later section of this
chapter on Decision-making and Problem-solving.) It does
assist the security manager in determining where to look for
these needs, problems, and solutions. It forces the manager
to consider all relevant possibilities in a structures
manner, and focuses attention on where the needs and
problems may exist and where the proper solutions can be
best developed. In effect, the model constitutes a two-
dimensional "checklist" for dealing with security related
issues and concerns.

The following is a simplified example of how the model
can be employed. Suppose a nurse gets off work late at
night, leaves the hospital and walks across the street to a
remote off-site parking lot, where she is assaulted and
mugged. The security manager would respond ¢to this
unfortunate incident by trying to identify where a breakdown
occurred in the security system (in terms of its various
components) at potentially different system levels within
the institution. The manager would keep in mind that there
may be multiple problems at several different levels of
analysis (as opposed to simply a single breakdown in one
component at one level). In this way the manager would be
better able to obtain the "big picture," as opposed to a
non-systems thinking manager, who might be satisfied with

only the most obvious explanation (e.g., the nurse
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contributed to her own victimization by walking alone at
night).

once the contributing or causal factor(s) has been
established in terms of a system component(s) at a certain
level(s) of analysis, then the manager can begin to
formulate the appropriate response to prevent a recurrence.
The proposed solution(s) is relevant to and targeted at the
same level(s) and component(s) where the problem(s)
occurred. (Implicit also is a sensitivity to the possible
social ramifications of any recommendations made.)

A number of sample causes and corresponding recommen-
dations, which might have been established in the
hypothetical example of the nurse, are provided in Figure
3.5. In each box 1is contained first, a possible
contributing factor and second, a proposed solution. For
simplicity’s sake, there is only one cause and solution per
box. In reality, there may be several. However, they still
illustrate how the model can be successfully applied to a
specific security-related case.

A _Third Dimension

The model has so far been presented as two-dimensional
in nature. However, there is a third dimension, which can
also be incorporated into it (i.e., a lateral axis added to
the grid, making it in effect a cube). This dimension is
one of Time, more specifically broken down into three
discreet time frames; namely, Before, During, and After a

crime or security-related incident occurs.
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The very existence of this dimension is implied in a
needs assessment (i.e., identifying potential problems which
have not yet occurred) and a problem diagnosis (i.e.,
identifying problems that have already occurred). It is
also related to three import#nt goals of any hospital
security program (stated in the first chapter as the first
three research questions). Succinctly these goals are: the
prevention of crime and security-related incidents (i.e.,
before an occurrence), the minimization of harm associated
with them (i.e., during an occurrence), and their correction
or elimination (i.e., after an occurrence). However,
consideration of the dimension of Time is most useful when
formulating appropriate strategies, solutions and controls,
in order to ensure a safe and secure environment.

In the example of the nurse above, one of the problems
identified dealt with a breakdown in Practice at the
Institutional level (i.e., the employees hospital-wide were
not aware of the proper procedures and techniques to
minimize their risk of becoming assault victims). The
proposed solution was to provide institutional training in
this regard. By incorporating the dimension of Time into
this solution, the training could take three forms. One
training component could stress such things as: walking in
pairs, avoiding dark areas or potential hiding places,
walking with confidence, carrying car keys, being alert,
etc. Another training component could emphasize proper

procedures to follow if attacked such as: self-protection
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techniques, screaming, running, giving up one’s purse, etc.
Still another component could focus on such techniques as:
positively identifying the perpetrator/vehicle/direction of
travel, immediately reporting the incident, obtaining
medical or psychological help, etc.

Another example at the 1level of the Work Group
involving the Property component can be made. Suppose that
the hospital pharmacy stores a large quantity of drugs in an
accessible, but remote storeroom. The Director of Pharmacy
fears that the drugs may be stolen. A number of physical
countermeasures are possible. First, to prevent unautho-
rized entry into the storeroom, a lock or computerized card
access system can be installed, with only select employees
being issued keys or access cards. An alarm system can be
installed to alert security personnel if the door is forced
open. A CCTV camera hooked up to a VCR can also be
installed to record a perpetrator for follow-up identifi-
cation and apprehension. Each countermeasure described
would be most effective in a different time frame, relative
to the potential crime.

Summary

Hospital security programs do not operate in a vacuum.
They are one component of a larger healthcare delivery
system, whose subsystem components are both interdependent
and interactive socially. Security programs, which fail to
recognize and acknowledge that reality and tend to operate
independently, will never be totally successful at best, and
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quite easily can become considerable failures at worst.
Further, hospital security managers who fail to grasp the
"big picture" regarding the nature and scope of crime (as a
peryasive social prqgram), as well as its corresponding
solutions, will always be handicapped in their effective-
ness. They must appreciate the value of and operate from
the systems points of view.

One applied approach to systems thinking examines
security-related needs, problems and solutions, in terms of
both system levels of the institution and major components
of a security system, within the context of different points
of time. It can be a very useful tool for organizing and
focusing one’s planning and evaluation efforts, identifying
necessary variables for subsequent attention, and facili-
tating the development of comprehensive and appropriate

strategies for action.

MANAGEMENT-BY-OBJECTIVES®4

Management-By-Objectives is a systematized method of
"program” planning, which is highly compatible with the
ACTION MODEL, focusing on missions, goals, objectives, and
action decisions. It can improve the quality of decision-
making and problem-solving in the overall planning process

by emphasizing results. More specifically it:
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organizes one’s thinking in a logical and systematic
fashion,

directs that thinking towards the achievement of
specific results, and

clearly defines those results and makes them as
measurable as possible. :

The M.B.O. approach has applications beyond merely
planning. It can also be used to improve organizational
climate, as a strategy in human resource development, and as
a method of evaluating programs and individuals. For
example, one of the basic principles of the M.B.O. approach
is the joint or mutual planning between the security manager
and subordinates or superiors. This type of collaboration
promotes organizational communication, interpersonal trust,
morale, and cooperation. M.B.O. also promotes the personal
growth and development of subordinates by involving them as
partners in the planning and achieving of organizational
goals. It encourages their involvement and self-commitment
and also allows them to make a greater contribution to the
organization than just "following someone else’s orders."
This in turn benefits organization effectiveness as well as
personal growth and maturity. Finally, it also provides an
effective means for evaluating the overall performance and
effectiveness of the organization, because evaluation
criteria are built right into the program plans themselves.
In fact, the M.B.0O. approach actually provides the Kkey
component "Evaluation Plans" as an internal part of the

overall program plans.
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The Basic Elements of M.B.O.

M.B.O. approach has several basic elements. They

Goals - Goals are desired conditions (or end
results) that the sécurity department strives to
achieve.

Objectives - Objectives are the specific
achievements that make up goals. In the M.B.O.
approach these results are clearly defined (and
preferably measurable) and can be compared to some
standard or criteria within the context of a
deadline. (In effect, goals and objectives
together specify the "What" and "When.")

Action Steps - Action Steps are the basic
tasks/activities necessary to satisfy Objectives.
They are derived directly from Action Decisions
(refer to the ACTION MODEL) and form the basis for
Performance (or work) Plans for individuals within
the department. (In effect, they specify "How."
Time Frames - Time frames are the periods desig-
nated for accomplishing the Action Steps. They
are compatible with an Objective’s overall

deadline.
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5. Review Dates - Review dates are the periodic
timetables for monitoring progress and evaluating
the action steps. They provide an opportunity to
assess deviations from originally planned steps
and to make necessary revisions or corrections
along the way.

One useful formatting approach for organizing and
structuring these basic elements is demonstrated in Figure
3.6.

Advantages of M.B.O.

The major attributes that can be associated with the
M.B.O. approach are that it:

specifies the results to be attained,

specifies criteria for those results,

sets deadlines for accomplishing the results,

provides a built-in mechanism for monitoring and
feedback, and

establishes personal accountability for the
achievement of results (i.e., who is responsible for
seeing that the results are attained).

Requirements for M.B.O.
In order for the M.B.O. approach to be effective,

certain requirements must be observed. These include:

1. The development of as few goals as possible, all
of which must be compatible with each other and
representative of the overall departmental mission
and philosophy.

2. The development of as few objectives per goal as
possible. All should be compatible with each
other and integrated in such a fashion that their
combined achievement will satisfy their respective
goal.
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The setting of goals and objectives that are
realistic, feasible, and within the means of the
department to achieve. This excludes potential
goals and objectives which are merely "wishful
thinking" and not based on reality.

An emphasis on cost-effectiveness in the
development of goals and objectives. In other
words, developing those goals and objectives
which will do the most for the least amount of
money.

The formulation of these goals and objectives jin
writing.

Mutual agreement on the nature of goals and
objectives between the security manager and
subordinates or superiors insofar as they are
jointly planned.

The appropriate prioritization of goals and
objectives, such that the most important ones are
satisfied first without unnecessary time and
effort being expended on 1lesser goals and
objectives (thereby possibly sacrificing the more
important ones in the long run).

Simplicity and straighforwardness. Everyone
involved should understand exactly the nature of
the goals, objectives, and action steps, as well
as their individual responsibilities for
accomplishing them.

Iypes of Goals

Generally speaking, goals can be broken down into three

major categories which can be described as follows:

1.

Strategic (or Senijor) - These goals are directly
mission-related and are initially set by the

security manager. They are high-order goals,
governing the overall direction of the department.
Subordinate (or Line) - These goals are generally
lower-order goals established by subordinates
within the context of their own specific roles.
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Achieving these 1lower-order individual goals
contributes to the ultimate achievement of the
strategic goals.

3. Maintenance (or Supportive) - These goals are
focused on the optimization of the department’s
overall capability to satisfy Strategic (or
Senior) goals. They deal with the acquisition,
development, maintenance, utilization and
retention of departmental resources, as well as
communication, revenue generation and
organizational climate issues.

Types of Objectives

There are three basic types of objectives which are
relevant to the M.B.O. approach. They are relatively self-
explanatory and can be described simply as: routine,
problem-solving and innovative.

In addition, objectives can be further distinguished in
terms of their measurement properties. In other words, some
objectives are quantitative (and measurable) whereas others
are nonquantitative (or qualitative). In M.B.O., the
emphasis should be on developing objectives which are as
quantitative as possible, although qualitative objectives
are sometimes unavoidable.

Writing objectives
In order to achieve maximum program effectiveness,

objectives must be organized and structured along certain



102
lines. Generally speaking, an objective should be written
somewhat as follows:
1. Start with the word "to,"

2. Followed by an action verb (e.g., decrease,
increase, eliminate, etc.),

3. Followed by an expected result,

4. Followed by a standard/criteria (preferably
quantitative in nature),

5. Followed by a date for completion.
Summary

Generally speaking, the M.B.O. approach transcends the
structural hierarchy or an organization. In fact, many
hospital administrators use M.B.O. in conjunction with their
hospital security managers to plan the overall security
program for that facility. However, even if M.B.O. is not
the primary method for planning within a particular
hospital setting, the security manager can still personally
use M.B.0O on his/her own initiative to improve overall
planning effectiveness and provide direction for the
security program. In this regard, it can be a very useful
planning and evaluation tool for the security manager, even
if no one else if involved in the process.

In most cases, best results will be obtained if the
M.B.O. approach is also extended to include at least
supervisors. In such a case, each individual supervisor
will have his/her own set of personal objectives (based on
Subordinate Goals), consistent with and supportive of the

overall departmental objectives (and Strategic Goals). Even
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security officers could be involved to varying degrees in
this planning process, because of the potential value of
their additional input as well as the personal commitment to
be derived from increased involvement and participation.

As a word of caution, however, it would be appropriate
the note that M.B.O. can be misused, therefore counter-
productive, if it is not approached in the right fashion.
For example, if a manager imposes M.B.O. on his/her
subordinates and in effect tells them what all the goals and
objectives are going to be, then ultimate success may be
limited. This is because one of the basic principles of
M.B.O., namely, participative management, has not been
observed. When M.B.O. is used as a means for evaluating
subordinate performance, the security manager must be
particularly careful to avoid using this approach only to
justify punishment when assigned objectives are not met (at
least without providing corresponding rewards for when those
objectives are met). Otherwise, the entire approach will
probably never achieve the maximum desired results, because
employees will not be committed to actually participate
beyond what they are forced to do.

DECISION-MAKING AND PROBLEM-SOLVING

The ACTION MODEL, Systems View and M.B.O. Approach
together provide a dynamic and comprehensive framework for
the development and administration of hospital security

programs. However, two basic cognitive processes are
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required to bring everything to "life;" namely, decision-
making and problem-solving. In fact, a security manager’s
entire job is largely one of making decisions and solving
problems. Unfortunately, the actual steps involved in these
procésses are all to often poorly understood or else taken
for granted. The result is "short cutting™ and the whole
quality of the decisions or solutions reached may then
suffer.

In the author’s view, there are a number of distinct
sequential steps which should be clearly understood and
adhered to whenever decision-making or problem-solving take
place. These steps can be "plugged in" when appropriate, at
any point in the ACTION MODEL to enhance the ultimate
quality of a security manager’s decisions and/or solutions.
They are briefly discussed below.

Decision-making is the most basic mental activity that
a security manager can engage in. Organizational and
management literature contains a variety of models for
decision-making. However, in the simplest analysis, the
basic steps involved are:

1. Formulation of a desired outcome or result.

2. The selection of appropriate alternatives for
consideration.

3. The selection of appropriate criteria (which if
satisfied will lead to the desired outcome).

4. The actual comparison of the various alternatives
to the criteria and each other (i.e., both
absolute and relative comparisons).
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5. The selection or choice of the best alternative,
given the criteria.

Problem-solving is, in reality, just a special case of
decision-making. Whereas decision-making is commonly
associated with proactive planning, problem-solving is
generally associated with reactive planning. While there
are also a variety of models in the literature on problem-
solving, the basic steps involved may be summarized as
follows:

1. Symptom Identification

2. Problem Diagnosis

3. Decision Making

Symptom Identification is closely related to the
general process of evaluating. In fact, it is through
evaluating that symptoms are identified. This occurs when
the desired condition, at a given point in time (e.g., a
goal), is compared to the actual condition at that same
point in time and an observable discrepancy in found. While
there is a general tendency to 1label this gbserved
discrepancy a problem, as often as not it is actually a
symptom of some other, unseen problem.

Problem Diagnosis goes beyond mere Symptom Identifi-
cation and in its simplest form can be described as
follows: "What’s really wrong?" and "Why?" After a
discrepancy has been initially identified through
preliminary evaluation (i.e., Symptom Identification), then

it can often be viewed as merely a symptom of some deeper
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rooted problem. When this happens, the next step is to
identify the possible underlying cause(s) of that symptom.
In other words, what caused the observable discrepancy in
the first place?

Once these underlying causeé have been also identified,
then the next step is to determine the nature of those
causes or the nature of their casual relationships (keeping
in mind that seldom is there only one cause). The important
question here is how do the underlying causes(s) lead to or
result in the symptom.

The next step is to determine the reasons for those
causal relationships. The major concern here is why do
those casual relationships lead to the symptom.

Following this line of reasoning, in order to properly
diagnose the real problem so that it can be solved (as
opposed to merely treating the symptom), it is crucial that
you answer the questions: What?, How?, and Why?2 This in
turn means that you must be able to describe the symptom,
explain what the underlying causes are, explain how the
underlying causes interact, and understand why those causes
interact the way they do. This is a basic prerequisite to
proper problem-solving.

After the real problem has been properly diagnosed,
the next task is merely one of corrective decision-making
(which consists of the steps already identified). The

various steps associated with these cognitive processes are

summarized in Figure 3.7.
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I. DECISION-MAKING: A. Determination of a desired QUTOOME
B. Selection of appropriate ALTERNATIVES
C. Selection of appropriate CRITERIA
D. CQOMPARISON of alternatives with respect to
criteria
E. SELECTION of best alternative

II. PROBLEM-SOLVING: A. Symptom Identification
B. Problem Diagnosis
C. Decision—-making
Issue Focus  Question
II.A. Symptom Identification: condition

or progress at a
given point in
time

II.B. Praoblem Diagnosis: Identification of
UNDERLYING CAUSE(S)
of symptam(s) Explaining What?
Determination of

Determination of the
REASON(S) FOR CAUSAL
RELATIONSHIP(S)

II.C. Decision-making: Same as outline above
for I. B~E

FIGURE 3.7
COGNTTIVE PROCESSES FOR THE ACTION MODEL
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IMPLEMENTING CHANGE

Hospital security managers quite often find themselves
in a very frustrating predicament. They are expected to
seek out and provide solutions to the security problems that
exist at their respective institutions. However, when they
develop and attempt to implement these solutions in the form
of new security programs, the result is commonly failure. A
proposed plan is either rejected, cancelled after a short
period of time in operation, "watered down" so as to become
ineffective, or simply unable to achieve its goals due to
the lack of necessary cooperation. Furthermore, this
happens in spite of the fact that the proposed change is
specifically designed to benefit everyone by improving
security conditions at the institution.

One obvious explanation for such failures can be
attributed to poor quality on the part of the proposed
programs themselves. They may simply be unrealistic or have
little practical usefulness. However, even a well-planned
program, incorporating the various principles within the
ACTION MODEL, as discussed so far, can still ultimately fail
if it doesn’t receive the approval and support necessary to
put it into operation, or if it encounters significant
opposition from various segments of the hospital community
that is not sufficiently neutralized.

The process of introducing security related changes in
healthcare environments is examined in this section. More

specifically, the key element in the ACTION MODEL called
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"Sponsorship Plans" is addressed and an outline for
successfully institutionalizing security proposals and
recommendations is provided.

It will do so by focusing attention around two areas
that are too often overlooked by security managers:

the social implications of proposed changes, and

the appropriate use of specific change strategies to

obtain support for and overcome resistance to the
proposed changes.

Theoretical Framework for Change

A hospital is much more than just a building where the
sick and injured go to receive medical care. It is people--
doctors, nurses, technicians, and a host of various
ancillary personnel--all working together to provide that
medical care. Given such a definition, a hospital can be
further examined at two levels of analysis. First, there is
a formal organization, consisting of established lines of
authority (chain of command), division of 1labor and
responsibility, highly structured communication networks,
etc. However, a hospital also consists of an informal
organization that includes personal leadership and
influence, social and interpersonal relationships,
communication "grapevines," etc.

Traditionally, security managers have sought approval
for their proposals from primarily within the formal,
bureaucratic structure of their institutions. This is a
logical approach, because administrative permission is

generally needed for large scale institutional changes
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(e.g., mandatory I.D. badges for all employees, package
inspections at all entrances, etc.). However, far less
attention has been devoted to gaining popular support for
proposals from the informal or social organization that
exists withiﬁ their hospitals. in other words, general
employee support and voluntary cooperation is not actively
pursued; instead, it is often naively expected without much
question, if it is considered at all.

Failure to approach the social organization with a
proposed security program can have adverse effects on the
ultimate success of that program. This is due to the fact
that most security-related change efforts (which generally
require cooperation, compliance or participation on the part
of the hospital employees) involve some form of social
change, which may be broadly defined as:

. « « relearning on the part of an individual or

group in response to newly perceived requirements

of a given situation requiring action, and which

results in a change in the_ structure and/or

functioning of social systems.65

This "relearning” will be a very slow and uncertain
process, if the "newly perceived requirements" are imposed
on the social structure of an institution by way of
bureaucratic decree. Sower understood this and pointed out,
in his Sponsorship Theory of Organizational Change,®6 that
the informal organization can have considerable impact on
the potential success or failure of planned social change.

He has contended that a proposed change must not only gain

the approval of Administration, it must also have enough
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support and cooperation from the "masses" to sustain it.
Furthermore, potential sources of resistance to it (e.gq.,
union opposition, employee protests, petitions, sabotage,
etc.) must also be sufficiently overcome or neutralized.

In effecf, Sower haé maintained that social change
should not be something that is done to employees, but
rather something that is done with them. However, getting
the support of the social organization requires several
steps in the overall change process. He has outlined these
steps in his Model for Community Action.67 For purposes of
this section, three of these steps are particularly
relevant:

1. Establishment of an Initiating Set.

2. Legitimation and Sponsorship.

3. Establishment of an Execution Set and Mobilization
of Resources.

Establishment of an Initiating Set involves the bringing
together of various influential people within an organi-
zation to consider a tentative proposal. Ideally, these
people will represent both the formal bureaucratic
structure (e.g., administration) and the informal social
structure (e.g., union officials and social group
"leaders"). The purpose of this Initiating Set is to agree
upon a common group goal, which may be the initial proposal
from the security manager or some variation of it. Once

they have agreed on a goal, they become the main sponsors



112

of it, and attempt to promote it to the rest of the
institution.
Legitimation and Sponsorship involves the process of
carrying out a "promotional" campaign for the benefit of
the rest of the employees. During this stage of the change
process, the 1Initiating Set must analyze the target
population (i.e., the employees who will be affected by the
proposed changes) to determine which people are needed to
actively sponsor the proposal, which people must generally
approve of it, which people can remain neutral without
affecting it, and which people will probably oppose it.
After breaking down the organization into these groupings,
the Initiating Set must target their efforts appropriately.
Establist I ¢ E £ Set 1 Mobilizati ¢
Resources requires the development of a group of people in
the organization who will be called on to actually carry out
the proposal. The Execution Set may contain some of the
same people as the Initiating Set, but generally more people
are brought into the picture. For example, proposed
security changes will often be carried out, to a large
extent, by members of the hospital’s security department.
The mobilization of resources aspect involves all the
operational details of putting the proposal into action.

In summary, to maximize the chances of success for a
proposed change in existing security conditions, a security
manager needs to develop a suitable power base that includes

influential members of both the formal and informal
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organizations at the hospital. These people must actively
promote the proposed change to the rest of the employees,
securing approval from those whose informal support is
necessary, and containing opposition from those who could
conceivably undermine the attempted change. Finally, the
necessary resources must be mustered and put into operation.

Obtaining informal sanctions for a proposed change
should be one of the first and foremost concerns of the
security manager. However, another very important issue
cannot be ignored; namely, the appropriate use of change
strategies. 1In fact, even by following basic steps outlined
above, a proposed change can still fail if the initial
sponsors use the wrong tactics or approaches to gain
acceptance and overcome resistance. In other words, the
fate of a proposed change depends not only on determining
who needs to be approached, but also on how they are to be
approached.

The inappropriate use of change strategies can have
adverse effects at virtually each and every stage of the
overall change process. For example, the wrong "sales
pitch" during an initial presentation to Administration can
result in outright rejection of the plan before it even
"gets off the ground." Likewise, inappropriate strategies
at any one of the three steps in Sower’s model can also be
counterproductive to the ultimate success of a proposal,
especially if the approaches used are perceived as "rubbing

people the wrong way" and "going right over their heads."
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In fact, the manner in which a proposed change is presented
to the hospital community can make all the difference
between success and failure, regardless of how much
attention is devoted to reaching the "right" people.

Chanée strategies can take a variety of different forms
and can focus on many separate considerations. However,
they can be organized into discreet groups or types that
reflect certain emphases. Zaltman and Duncan have
classified change strategies into four basic types, which
are conceptually useful to hospital security managers.
Which one to use (or which combination of them to use) in a
given situation, will depend on a number of specific factors
that will be discussed in 1later pages. The strategies
themselves can be described as follows:

1. Facilitative

2. Reeducative

3. Persuasive

4. Powerb8
Facilitative strategies involve any effort that makes it
easier for the target group (i.e., employees in the
hospital) to implement its own change. In essence, such
strategies are designed to assist people in bringing about a
desired social change. A prerequisite to the use of
facilitative strategies is the recognized need to do
something about an existing problem and the willingness to

make the necessary change.
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Reeducative strategies are designed to provide a target
group with unbiased, factual information about a proposed
change. The main emphasis here is to rationally justify the
need to change, as well as to outline the specific aspects
of the proposed change in question.
Persuasive strategies are intended to appeal to the target
group through emotional, biased, or otherwise subjective
means. Objective evaluation of the merits of a proposed
change by the target group is not a primary concern.
Instead, the emphasis is on coaxing or swaying people over
to "the other side."
Power strategies rely on the use of force, coercion,
manipulation, or threats to obtain compliance on the part of
the target group. Voluntary acceptance and cooperation are
less of an issue than in any of the other strategies.

A couple of important points need to be made about the
use of change strategies. First, they may have to vary
throughout different stages of the change process. For
example, when a proposed change is initially introduced, it
may be most appropriate to use a reeducative strategy to
provide the target group with knowledge about the exact
nature of the problem and its possible solutions. If the
target group does not accept the proposal based on factual
information, then a persuasive strategy might be in order.
If this still does not obtain the amount of support

necessary, then a power strategy might become necessary to
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ensure compliance until the benefits of the proposed change
become obvious.

Second, multiple strategies at the same point in time
~ may be desirable. Such an approach would be applicable when
various segments of the target group are at different stages
of acceptance of a proposed change. For example, Adminis-
tration might be highly receptive to any changes that would
improve security. 1In such a case, a facilitative strategy
would be appropriate to show how the needed changes can be
made. However, union officials might be somewhat
suspicious of proposed changes involving security (fear of a
"police state," etc.). A strong persuasive strategy could
be used on then. Furthermore, the general employee
population simply might not understand the full extent of
the security problems that a proposed change is intended to
eliminate. These people might need a reeducative strategy.

The two theoretical approaches which have been
discussed so far, can be combined to create a very useful
model for understanding the vital elements of the change
process. In effect, this model can provide a hospital
security manager with a conceptual framework, upon which to
organize and plan. The model or flowchart itself, |is
depicted in Figure 3.8.

This model constitutes a "skeleton" for successfully
implementing security-related changes in a healthcare
setting. However, in order to bring the whole process to

life, it is necessary to fill in the "meat."™ This, in turn,
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requires examination of the variety of factors, dimensions,
and variables that come into play within the context of the
basic framework described. The variables listed below make
up a rough analytical framework, to be used within the
context‘of the broader theoretical model. It is through the
analysis of these "key" variables, that a security manager
can ultimately organize and formulate a detailed plan for
successfully institutionalizing security proposals.
Dimensions of Social Change

Any change process can be described in terms of a
number of relevant components or dimensions. Warren has
identified six basic dimensions that are compatible with the
model used in this section. They are:

1. Cchange Objective (What is the desired outcome of
the change effort?)

2. Target Population (Who will be the object of the
change effort, both at formal and informal
levels?)

3. Cchange Agent(s) (Who will be actively developing
and implementing the change effort?)

4. Resistance (What kind of opposition can be
expected and from whom?)

5. change Strategies (What specific means will be
necessary to overcome opposition and obtain
approval?)

6. Stabilizing Effects (How will the change effort be
sustained, once implemented?)®9

Three additional dimensions, not stressed by Warren,
but considered extremely important by Sower, should also be

considered:



119

7. Change cComponents (What are the specific

operational elements of the change effort?)

8. Relevant Relationships (What is the nature of the
interactions between participants in the change
effort?)

9. Historical Perspective (What has happened in the
past that might affect or have impact on the
current change effort?)’0

Each of these dimensions should be considered by a
security manager as a prerequisite to actually introducing
the proposed security changes to the hospital. By
identifying specific variables that pertain to each of these
dimensions (e.g., who the change agents will be, what
segments of the hospital population will be directly and
indirectly affected, etc.) the manager can develop a
foundation upon which to subsequently organize his/her
efforts and get a better "handle" on the overall change
process.

Most of these dimensions can be explored with little
relative difficulty. However, some of them will require
considerable data collection and analysis. Two in
particular (change strategies and sources of resistance)

will probably necessitate more detailed scrutiny, as

discussed below.

Situational/Organizational Factors as Determinants
of Change Strategies

Determining which specific strategies to employ depends
on a multitude of situational/organizational factors and
considerations, far too many to do Jjustice to in this

section. However, some of the most important ones have been
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identified by Zaltman and Duncan and have been summarized

for each specific type of strategy as follows:

STRATEGY

Facilitative

1)

2)

3)

OPTIMAL CONDITIONS FOR USE

The target group: Recognizes a
problem, agrees on the need for
change, is open to assistance,
is willing to work.

Top management is truly
committed to the change.

There is 1little anticipated
resistance.

Reeducative

4)

5)

6)

Time is not an important issue.
Resistance may exist, but is
merely based on misinformation.
Future resistance is possible,
but can be immunized against
with prompt action.

There is a need for the target
group to be made aware of: the
problem, cause/effect relation-
ships and possible solutions.
The target group 1lacks the
necessary skills to implement
the change.

Strong commitment and compliance
are not necessary for the
change.

Persuasive

1)

2)

3)

4)

5)
6)

7)

8)

There is 1low commitment to
change.

The target group is unwilling or
hesitant to reallocate the
necessary resources for change.
The problem is not fully
recognized, and objective
approaches do not 1look
promising.

There is strong resistance to
change.

There are time constraints.
Direct control over the target
group is difficult to maintain.
The change 1is relatively
complex.

The credibility of the change
agent or sponsors is low.
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Power 1) Compliance is necessary, but
commitment is not.

2) The target group perceives a low
need to change and cannot be
persuaded to do so.

3) The target group refuses to
reallocate necessary resources
for the change.

4) There is a strong control over
the target group.

5) A relatively small degree of
resistance can be expected, and
it can be overcome with firm
action.

6) Change is__vital and must be
immediate.

Determining which specific strategy(s) to use depends
on any one or a combination of these situational/organi-
zational factors. In some cases, these factors may conflict
or even pertain to more than one strategy. Therefore, the
security manager must develop sound insights into which
conditions are most salient and then prioritize. Further-
more, he/she may have to probe even deeper into the
political or social realities of the particular institution.
This is especially true when addressing the issue of
resistance, as the following will show.

Identifying Sources of Resistance

Perhaps the single most important prerequisite to
determining the right strategy to use is to be able to
identify potential opposition and resistance. This process

requires the projection of:

1. Those individuals or groups who will be most
likely to oppose a proposed change (e.g., nursing,
second shift, minorities, etc.). "Who" will

resist?
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2. What type of resistance can be anticipated (e.gq.,
grievances, protests, acts of flagrant
disobedience, etc.). "How" will resistance occur?

3. The underlying reasons for opposition. "Why" will
resistance occur?

By researching and understanding the relevant
relationships that exist within the hospital and the
historical basis for those relationships, a security manager
should be able to anticipate most of these. However, the
last consideration ("why") many present a particularly
thorny problem, especially if there is no precedent for the
proposed change or if the organizational climate is
relatively unstable and unpredictable. In such a case, the
security manager should concentrate on determining those
factors which might breed opposition. However, in order to
do this, he/she needs to be able to "know where to look."
To facilitate this endeavor, Zaltman and Duncan have created
a taxonomy of potential sources of resistance. This
taxonomy, or outline, can be extremely useful in identifying
the variety of different areas in which a security manager
can direct inquiries with respect to determining why a
proposal might be resisted. The basic elements or

"barriers"” in the outline are presented below:

-Cultural Barriers--Strongly Held Values or Beliefs

Ethnocentrism

"Saving Face"

Incompatibility of a Cultural Trait
with Change
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_Social Barriers--Group Solidarity (i.e., sticking
together)
Rejection of Outsiders
Conformity to Group Norms
Inter-group Conflict ("They" 1like
it, so "we" don‘t.)
Group Insight (i.e., 1limited
perspectives)

Oorganizational Barriers--Threat to Power or Influence

Organizational Structure

Behavior of Top-Level Adminis-
trators

Climate for Change (e.g., poor
timing

Technological Limitations

Psychological Barriers--Perception

Homeostasis (i.e., 1lack of
tolerance for new inputs or
arousal)

Conformity and Commjitment
Personality Factors?2

Warren has created a similar listing which overlaps to
some degree, but also approaches the issue from a slightly
different perspective. His classification scheme includes:

Habit

Disruption

Vested Interests
Ideology

Rational Conviction
Ignorance
Malevolence’3

In summary, any one of these factors can account for or
contribute to resistance. Quite often, a number of these
factors come in to play. Therefore, a security manager
should examine all of them closely, and use them as focal

points for collecting and evaluating data to determine
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of resistance that will have to be

As already alluded to in the beginning of this section,

there are a number of conditions that must be satisfied

during each of the basic steps in the change process, as

developed by Sower.

These conditions are presented below as

fundamental criteria to the successful implementation of

proposed security changes or programs:

STEP

Establishment of an
Initiating Set

NECESSARY CONDITIONS

Members of the set must have a
socially defined "right to
initiate" action (i.e., leader-
ship at a formal and/or informal
level within the organization).

Members must obey the "rules of
initiation" (i.e., the accepted
norms for decision-making in the
organization).

Members must justify the need for
change and agree upon group goals
with respect to the proposed
change. They must also actively
sponsor the proposal.

There must be internal organiza-
tion with regards to the members
(i.e., a working relationship).

The members must have sufficient
relationships with and access to
others in the organization (i.e.,
those whose ultimate approval is
needed) in order to effectively
disseminate the proposed change.

The proposed change must be conm-
patible with the prevailing
organizational definition of
"public welfare.
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The goals established by the set
must be realistically attainable
and involve means which are
appropriate (including the rules
which specify the use of means.)
The means must also be
accessible.

Legitimation and
Sponsorship

The initiating set must have
access to the appropriate means
for reaching people (e.g., mass
media, newsletters, etc.)

The initiating set must know who
needs to be reached. More
specifically; who must approve
the change, who must actively
sponsor it in order to mobilize
the necessary resources, who can
remain neutral without affecting
the change, and who will oppose
it.

The initiating set must demon-
strate that the proposed change
will benefit everyone and not
just its sponsors.

The initiating set must gain
popular support for the change
from those whose approval is
essential.

The initiating set must neutral-
ize any serious opposition to the
change.

Establishment of an
Execution Set

Members of the execution set must
have a socially defined right to
carry out the proposed change.

Members of the execution set
must have the appropriate means
available to carry out the change
(i.e., access to the necessary
resources).

The most important resource of
all, the "fund of good will,"
must be mobilized and maintained.
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Members of the execution set must
accept the goals that have been
defined by the initiating set.
Sponsors must not withdraw
support for the proposed change,
especially in the_ face of
manageable opposition.’4
While it is true that not all of these criteria must
be satisfied for each and every proposed change, the failure
to satisfy any one of them can undermine the entire change
effort, depending on the circumstances and conditions that
exist at a given hospital. Therefore, a security manager
should pay special attention to each one of them and create
a situation where as many as possible are satisfied.
Additional Considerations
Even if: all of the steps described in the theoretical
model are followed, the proper strategies are employed, and
sufficient attention is given to the identification of
relevant variables, there is still no guarantee that a
proposed security program will succeed. The best laid plans
can often go astray. However, the purpose of this section
is to assist hospital security managers in organizing a plan
of action, so that their proposal will have a fighting
chance. Towards that end, a few more miscellaneous
suggestions would be in order.
1) Avoid rationalistic bias.”>
Probably the biggest single mistake that security

managers make during the development and presentation of

their new security programs is to assume that the merits of
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the programs will "sell themselves." In other words,
security managers often expect to win approval for their
proposals by simply laying out the elements of their plans
and explaining the benefits that would be obtained from
then. After all, how could any rational person reject a
plan that makes sense and would improve security?
Unfortunately, such a line of reasoning overlooks the fact
that people do not always evaluate things rationally.
Furthermore, objectively understanding the merits of a
proposed program does not automatically mean that person
will also be committed to it. Therefore, a security manager
should carefully consider whether or not his/her enthusiasm
for a specific change is shared equally by others. Employ-
ing different change strategies will help to ensure this,
but there is still a potential problem that rationalistic
bias will emerge under "the cover" of a large scale
reeducative strategy. As a result, security managers would
be well advised to ask themselves, "Am I assuming too much
on the part of others?"

2) Do your "homework" before taking any action.

The need to collect relevant data and conduct research
on one’s own organization has already been mentioned
briefly, but it cannot be stressed enough. In order to
know such things as: 1) who should be included in the
initiating set, 2) which strategies would be most useful, 3)
what opposition can be anticipated, and 4) how the change

effort can be stabilized and sustained, a security manager
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must obtain information on such areas as: 1) the history of
other change efforts at the institution (e.g., What went
right or wrong?), 2) how various individuals and groups get
along with each other (e.g., Will the unions oppose a change
just because it'é sponsored by Adminisfration?), and 3) who
the real leaders in the hospital are (as opposed to the
"bosses").

There is no magic formula on how to collect and
interpret all the right information. However, the variables
described in this section do provide some basic guidelines
on what type of information might be useful. The important
point to note is that "knowledge is power."™ Have all of the
facts at your fingertips, so that you do not go off "half-
cocked."

3) Avoid personality conflicts.

Many attempts at social change fail simply because the
participants spend more time and effort engaging in inter-
personal conflicts than in actually trying to reach a
consensus on what really needs to be done. The moment that
personalities begin to clash over an issue is "the beginning
of the end" for successfully resolving that issue.
Therefore, keep disagreements at a professional level and
leave egos out of the discussions.

4) ’ " "

Very seldom will people devote their best efforts

towards a project for purely altruistic reasons. Personal

motives are hard to avoid. However, the security manager
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can take advantage of these personal motives and increase
the vigor with which a proposed change is promoted by
ensuring that the program’s sponsors receive adequate
recognition or positive "strokes." Anything that will
enhance a person'é credibility‘or social standing within the
organization, will increase the chances that the person will
be more committed to actively sponsoring a proposed change.
This is especially important when dealing with Adminis-
tration and the initiating set, upon whose backing the fate
of the proposed change may well depend. Therefore, make
sure that everyone who will be called on to help promote a
proposed change receives credit for his/her efforts. A wise
security manager will also realize that "our" proposal has a
much better chance of success than "my" proposal.

In addition to these general procedural tips, there are
some things that can also be done during the construction or
"packaging" of a proposal. Zaltman and Duncan have outlined
some dimensions or attributes associated with innovations.
Each one of these dimensions should be considered during the

preliminary development of a specific proposal. They are:
1. Relative Advantage (i.e., how well the perceived

benefits of a specific proposal compare to the
current "status gquo"™ and other possible
alternatives).

2. Impact on Social Relations (i.e., how much the
proposal will alter the existing pattern of
relationships within the organization, either
positively or negatively).
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8.
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Divisibility (i.e., the extent to which the

proposal can be broken down into separate
components and implemented on a limited basis or a
little at a time).

(i.e., the extent to which a
proposal that has been implemented can be
discontinued without <creating additional
problems).

(i.e., the amount of difficulty
associated with wunderstanding a proposal or
putting it into effect).

compatibility (i.e., the degree to which a

proposal is consistent with existing values,
belief or practices.).

(i.e., how well the proposal can
be disseminated throughout the organization).

Time (i.e., the speed to which a proposal can
actually be implemented within an organization).’6

Ideally, a security manager should examine the

preliminary proposal in light of these various dimensions,

and then attempt to "fine tune" the proposal so that it:

1.

2.

Provides the greatest benefits possible in
comparison to other alternatives.

Has minimal impact on existing social
relationships within the organizations, unless
newly created sets of relationships (as a result
of the proposal) can be demonstrated to be better
for everyone involved than the old relationships
were.

Can be broken down into "smaller bites™ and
implemented a little at a time.

Can be discontinued if necessary, without creating
more problems for the organization.

Is as simple as possible, requiring a minimal
amount of effort with respect to understanding and
implementing it.

Is relatively consistent with prevailing values,
beliefs and practices within the organization.
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7. Can be effectively communicated throughout the
organization.

8. Can be implemented in an optimal amount of time,
neither too fast nor too slow.

Practical Applications

So far, the reader has been érovided with all. the
"pieces" needed to solve the "puzzle" of how to successfully
institutionalize proposed security programs. However,
equally important is the need to be able to put all the
pieces together in a meaningful fashion. The following
paragraphs will attempt to do just that, first with a brief
overview and then with a more detailed checklist.

Trojanowicz has identified eight basic steps to follow
in the development of criminal justice related change
programs. These steps are:

1. Information Gathering

2. Analysis of the Organization

3. Relevant System Identification

4. Identification of Leadership

5. Bringing the Leadership Together

6. Identification of Consensus and Dissensus

7. Program Implementation

8. Quality Control and Continuing Program
Development’7

These steps are generally compatible with the basic
model described in this section. For conceptual purposes
they are useful by themselves, because they present a

logical sequence of events in the overall change process.
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However, they are also well suited to serve as broad

categories of activities, within which the various elements

of the model can be "plugged in." In this regard, a

checklist of questions to be asked and steps to be taken is

presented below.

1.

INFORMATION GATHERING

What is the exact nature of the change objective?

What can it realistically be expected to accomplish?

How is the change objective to be broken down into
operational components?

Who will be the primary change agents?

Who will constitute the target population?

What are the relevant sets of formal and informal
relationships within the hospital and how might
they affect the change effort?

What is the historical background concerning change
within the hospital?

What situational/organizational factors exist that
would affect the change effort or the use of
specific change strategies?

ANALYSIS OF THE ORGANIZATION

How will the relevant sets of relationships that have
been identified affect the potential success of
the change effort?

What lessons can be learned from past experiences
regarding change?

How important are the various Dimensions in light of
existing conditions at the hospital and how does
the proposed change "stack up" against them?

What is the overall potential for opposition to the
proposed change?

RELEVANT SYSTEM IDENTIFICATION

How can the target population be broken down into
formal and informal groups?

How will the various groups be affected by the
operational components of the proposed change?

What is needed from these groups with respect to the
individual components of the proposed change?
Understanding and acceptance? Commitment and
participation?
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Which groups and individuals are needed to actively
sponsor the change?

Which groups are needed for overall approval?

Which groups can remain neutral without affecting the
outcome of the change effort?

Which groups are 1likely to oppose or resist the
proposed change?

Why will they resist it?

What type of resistance can be expected from them?

IDENTIFICATION OF LEADERSHIP

Who are the formal leaders in the organization and what
is the extent of their leadership?

Who are the informal leaders in the organization and
what is the extent of their leadership?

What roles can these people play towards the successful
implementation of the proposed change?

BRINGING THE LEADERSHIP TOGETHER

Determine which strategy(s) would work best on
Administration in order to gain their initial
support for the proposed change.

Present the proposed change to Administration for
approval, and make modifications if necessary.
Determine which formal and informal leaders should be

included in initiating set.

Determine which strategy’s would work best on the
different members of the initiating set in order
to gain their active sponsorship.

Make sure that the initiating set can satisfy the

Make sure that the strategy(s) used on Administration
and the initiating set conform sufficiently with
the Optimal Conditions for Use.

Bring the members of the initiating set together for
meetings on the proposed change.

IDENTIFICATION OF CONSENSUS AND DISSENSUS

Present the proposed change for discussion and
feedback.

Identify areas of agreement.

Identify areas of disagreement and their underlying
causes.

Revise the strategy(s) as necessary to resolve
disagreements and any opposition that stems from
then.

Establish and clarify group goals with respect to the
proposed change, and modify the change itself, if
necessary, so that it conforms with the final
group goals.
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Define areas of responsibility for the members of the
set.

PROGRAM IMPLEMENTATION

Determine which strategy(s) are needed for the various
segments of the target population in order to gain
support and overcome resistance.

Make sure the strategy(s) used conform sufficiently
with the

Direct the initiating set to begin promotlng the
proposed change (i.e., commence the legitimizing
process).

Make sure that the legitimizing process can satisfy the

Determine which groups and individuals should be
included in the execution set.

Define areas of responsibility for members of the
execution set.

Direct the members of the execution set to begin
carrying out the proposed change.

Make sure that the execution process can satisfy the

Necessary Conditions.

Determine which strategy(s) will be needed to ensure
that the execution process will be completed
satisfactorily.

Make sure that the strategy(s) used conform suffi-

ciently with the Optimal cConditions for Use.
QUALITY CONTROL AND CONTINUING PROGRAM DEVELOPMENT

Collect data on how well the change is actually
achieving the goals which have been established
for it.

Collect data on employee attitudes towards the change,
as well as the degree to which employees are
cooperating with and/or resisting the change.

Analyze the various data collected to determine
exactly how successful the change actually is.

Revise, update, and/or modify the components of the
change effort according to the results of the
analysis.

Determine what steps will be required to ensure that
the change can be sustained (e.g., new and
different strategies over time ongoing
modifications, new members of the execution set,
etc.)

Continually monitor the results of the change and any
organizational/situational factors that might vary
over time.
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This checklist can be a very useful tool in organizing
and directing the efforts of a hospital security manager who
wants to implement new security programs. However, a number
of caveats regarding its use are necessary. First, it is
merely an outline and as such, cannot address each minute
detail that must go into the development and implementation
of a given security program. Such details are left to the
security manager.

Second, the steps are laid out in an approximate order
of occurrence. In reality, however, the order of some of
them may change and many of them can (and in some cases
should) be carried out simultaneously. In fact, depending
on the unique situations that may exist at individual
hospitals, some of the steps may have to be repeated or may
not have to be carried out at all.

Third, there is still no guarantee that a proposed
security program will be successfully implemented if the
outline is followed. There are simply too many "unknowns
and pitfalls" that may prevent ultimate success (e.g., the
actual need for the program, its overall quality, environ-
mental constraints, etc.). However, the chances for success
will be greatly enhanced if the right steeps are taken.

Summary

Planned social change is an uncertain process at best.
This is particularly true of chance programs that relate to
security, because such programs involve not only the

modification of behavior, but also the restriction of it to
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some degree or another. Furthermore, security changes tend
to have a reputation for being imposed on people, and so
they are often viewed as "necessary evils" that should be
avoided whenever possible. However, by acknowledging the
ﬁocial implications associated with new security programs
and applying the most appropriate tactics to accommodate
them, a proposed program will be far more 1likely to be
favorably received by the people it is intended to benefit.
Correspondingly, it will be far more 1likely to be

implemented successfully.

CHAPTER SUMMARY

The models, principles, concepts and techniques,
presented in this chapter constitute the overall theoretical
framework upon which the hospital security program at
Samaritan Health Center was developed, conducted and
evaluated. In effect, the Samaritan program represented a
field test of that framework. This research study provides
an analysis of how well it actually worked in a real-world
setting.

The framework is not intended to be the "last word" on
how to conduct a security program. Instead, it merely
represented one practical view. Neither is it meant to
imply that the resulting form and function of the Samaritan
program is necessarily best for all security programs.
Rather, each separate program must be tailor-made to its own

unique set of circumstances.
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The framework is intended to bridge a gap between the
academician (or theorist) and the practitioner. It has been
developed to hopefully translate sound theoretical
principles into an understandable and useful format for the
security professional in the field. If it can accomplish

that purpose, then it will have been a worthwhile endeavor.
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CHAPTER 4

ANTRODUCTION

This study can only be characterized as "unusual" by
most standards related to typical Ph.D. dissertations for a
number of reasons. First, it represents an Action Research
endeavor which 1is often criticized for its 1lack of
methodological soundness. Second, it largely requires the
generation of its own internally developed data base as
opposed to relying on existing data sources. Third, it
involves the analysis of a wide variety of incident
statistics and official records as well as opinion survey
results. Fourth, its formal hypotheses are derived from
action-oriented performance goals and objectives. Fifth,
some of those objectives are not readily quantifiable.

Altogether, the study does not conform well to
conventional norms for a methodologically sophisticated
research effort. In its defense, however, it does
systematically probe into a profession that has been
basically unexplored in social science research and attempts
to introduce accepted research principles into a "real
world" setting, which often defies true experimentation.

The matters of data collection, analysis, and
quantification will be addressed in subsequent sections of

140
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this chapter. However, the issues of Action Research and
hypotheses-versus-goals and objectives merit further
discussion at this point. First, the general limitations
associated with most Action Research studies are
acknowledged. Such endeavors have been criticized on the
following grounds:

While attempting to be systematic, action research
lacks scientific vigor because its internal and
external validity is weak. Its objective is
situational, its sample 1is restricted and
unrepresentative, and it has little control over
independent variables. Hence, its findings while
useful within the practical dimensions of the
situation, do not directly contribute to the
general body of . . . knowledge."78

While such arguments are often true, they erroneously
presuppose that Action Research cannot approximate more
sophisticated quasi-experimental research designs. This is
not necessarily an accurate assessment, especially with
respect to this particular study. It is not contended that
a true experimental design can be applied here, but some
control over threats to validity have been exercised and
will be discussed in the upcoming section on Research
Design.

In addition to being an example of Action Research,
this study represents an evaluation of an entire program
which, according to the typology of Tripodi, Fellin and
Meyer, would be categorized as a "quantitative-descriptive,

program evaluation."’9 This type and subtype of social

research commonly focuses on the evaluation of specific
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program objectives as opposed to more formally developed
hypotheses. More specifically:

Such programs may contain a variety of objectives

. . . Hypotheses may not be explicitly stated, and

they frequently are derived from the objectives of

the program being evaluated rather than from

theory. Such studies may employ a variety of

procedures to approximate experimental design.

This description of program evaluations is particularly
relevant because a Management-By-Objectives approach was
employed in the reorganization of the security program at
Samaritan Health Center. Furthermore, while this approach
by itself is already generally accepted and practiced,
additional efforts have been made to reconcile the program’s
action-oriented objectives with the more conventional
format of research-oriented hypotheses. The common 1link
consists of the reorganized program’s overall goals, which
formed the functional equivalent of formal hypotheses.
They, in turn, have been accepted or rejected on the basis
of the analysis of their individual operationalized
objectives.

In the remainder of this chapter, the general research
design and methodology employed in the study will be
described, as well as the rationale involved. It is readily
admitted that there are some inherent limitations relating
to validity (and to a lesser degree reliability) largely as
a result of the nature of the study itself, as well as a

number of externally imposed constraints. However, it is

also maintained that the overall approach represents a
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definite improvement over current practice in the field and
will hopefully permit the derivation of meaningful findings

and results.

SAMPLE

The population of interest to this study varied
slightly over the three-year period involved. However, it
maintained relative stability and can be estimated at
approximately 1,500 employees, 200 attending physicians, 150
vendors and service personnel, and 130 volunteers. Annual
patient loads averaged 10,000 in-patients, 5,000 out-
patients, and 38,000 emergency room patients. Visitors
could be estimated at about 50,000 per year, thereby making
the total figure of people requiring protection in excess of
105,000 per year. This protection was provided under the
reorganized security program by a staff of approximately
forty (40), including 26 "sworn" Specialists and Supervisors
as well as 14 nonsworn Officers and Dispatchers.

Since Samaritan Health Center is an inner-city
community hospital, the patient and visitor population was
predominantly black, evenly distributed between males and
females, and representative of all age groups. Volunteers
were primarily black females. Vendors and service personnel
were mainly white males. Physicians were mostly male and
either black or of varied ethnic origins. Approximately, 78
percent of the employees were female and 52 percent were

black or other minorities (e.g., Asiatic).
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Three separate samples were employed in the study. The
first consisted of the entire security department itself,
both before and after the reorganization. Many of the
individual security subjects, in this stratified sample,
were not the same people from the pretest to the posttest
phases of the study. This is because the reorganization
effort itself involved considerable restaffing. 1In the year
before the reorganization took place, the department
consisted of 36 proprietary security officers and several
rotating contract guards (which are not included in the
study). Forty-five percent were black and 55 percent were
white. Ninety-seven percent were male and three percent
were female. One year after the reorganization there were
40 staff members, ( excluding the author and secretary) over
half of which were new employees. Forty-three percent were
black and 57 percent were white. Sixty-eight percent were
male and 32 percent were female. Staff composition in the
second year after the reorganization varied slightly due to
turnover, but was basically comparable in proportions to
those of the first vyear. (More complete demographic
profiles will be presented in the chapter on Implementing
the Program.)

When making any comparisons between these pretest and
posttest groups, the issue of nonequivalency (and all of its
potential implications on validity) must be considered. To
be sure, there are significant qualitative differences in

the "calibre" and personal characteristics of the sample
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subjects. However, within the context of this particular
study, such differences do not necessarily impose serious
methodological limitations. Instead, they are relevant and
important factors because a major focus of the reorgani-
zafion effort itself was to staff the department with more
qualified, educated and professionally oriented personnel,
who could theoretically accomplish the program’s goals and
objectives better. Analysis of the data, generated by these
different groups, was intended to measure if that actually
occurred (e.g., performance statistics, crime rates, etc.).

The second sample, involved in this study, was also
stratified and consisted of all of the management personnel
in the hospital (i.e., in-house physicians, administrators,
department heads, managers, supervisors, and head nurses).
While a randomized sampling technique of all hospital
employees, volunteers, and attending physicians might have
provided a more representative sample (and therefore enhance
the generalizability of the results obtained), this was not
"politically feasible." More specifically, the author’s
immediate supervisor would not permit large scale surveying
of the entire population for a combination of reasons.

First, an independent and unrelated hospital-wide
survey had been mailed to employees by the Labor Relations
Department just prior to the onset of this study.
Administration felt that an unnecessary proliferation of
institution-wide surveys would not be in the best interests

of the hospital during the transition period of its
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relocation. Second, there was a general concern that too
much public discussion about security at the replacement
site would only heighten employee fears. Third, (and quite
frankly probably the most important reason), Administration
was more concerned with the views "at the top" so to speak
(i.e., department head level and up). As a compromise,
however, managers, supervisors, and head nurses were allowed
to be survey sample subjects too.

This entire group varied from 172 to 138 people over
the three years of the study. Approximately 33 percent were
male and 67 percent were female. Sixty-eight percent were
white and 32 percent were black or other minority. These
percentages remained relatively stable. Mortality
associated with turnover was less pronounced than for the
security department sample. Most of the people involved
with the pretest also responded to the posttests.

There was a third group of subjects whose input was
relevant to the results of the study. This subset of the
management team sample consists of the author’s immediate
supervisor, the Vice-President of Human Resources, and
several other Administrators. While this group did not
actually constitute a formal sample intended by the author,
it was employed by the Vice-President himself to assist in
evaluating the reorganized security program. More
specifically, through the process of informal consensus,
Administration decided to reach some of its own rather

subjective conclusions on the success of the program. This
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group is mentioned here because a number of the nonquanti-
tative objectives (to be listed later in this Chapter) were
evaluated by it. Their judgments formed the final decision
on whether or not these objectives were individually
accémplished. .

The sampling techniques employed in this study did not
ensure that a completely representative sample of the entire
hospital population would be obtained. As a result,
external validity (i.e., the generalization of results to
all employees, volunteers, physicians, etc.) cannot be
assured. This methodological weakness is acknowledged, and
accordingly, any conclusions reached as the result of data

provided by the sample groups will be qualified.

DATA COLLECTION AND MEASUREMENT

At the onset of the study, there was virtually no
existing data base within the institution which could be
used to develop research hypotheses or evaluate program
results. Incident reports were seldom written. Crime
statistics were not maintained. Employee opinion data had
never been solicited. As a result, it was necessary to
generate a wide variety of ongoing statistics, employing a
number of different data collection techniques.

Two major data sources were utilized for subsequent
analysis, department records, and survey questionnaires.
Department records included the following types of

information:
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-Criminal activities

-Security related matters, incidents or activities

-Miscellaneous activities or services performed

-Turnover and absenteeism

-Budget figures

-Demographic profiles of incumbents

- Most of this information was provided by the security
department members themselves, either via formal reports or
daily activity logs. The remainder was provided via various
personnel records or institutional budget reports. This
information was compiled over three time periods, from
October through September, 1983 - 84, 1984 - 85, 1985 - 86.
This coincided with the move to the replacement facility in
October, 1984, and therefore provided comparable annual
statistics before and after the move. (See Appendix A for a
sample data collection form.)

Two primary survey instruments were administered. The
first one was targeted for the security department sample
and was designed to measure general progress over time. A
number of questions were provided to measure the performance
and leadership of the individual members of the management
staff. Additional questions addressed the overall
performance of the individual shifts as well as the general
morale of the department. These questions were scored on
one-to-ten (1-10) point scales with One equating to
"Extremely Poor" and Ten equating to "Outstanding." Another
type of question employed a forced-choice format (i.e.,

Better, Same, Worse, Don’t Know) to compare the relative

performance of the entire department in the current year
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with that of the previous vyear. For each of these
questions, an open-ended follow-up question was provided for
respondents to comment, elaborate, or suggest methods for
improvement. (See Appendix B for the actual questionnaire. )

The second survey instrument was completed by both the
security department sample and the total management team
sample. It was of assorted construction and employed a
combination of forced-choice, open-ended, Likert scale and
one-to-ten scale questions. More specifically, a five-point
Likert scale approach was heavily utilized to measure
fourteen specific traits and services provided by the
department. Each scale formed a continuum from "Poor" to
"Excellent." Two open-ended questions solicited input on
other services which the department should be providing and
general comments, suggestions, or criticisms. A number of
forced-choice questions measured overall satisfaction with
the services provided, comparisons with other hospital
security departments, comparisons of the program in the
current year versus the previous year, expectation levels of
the program and feelings of safety at work. Depending on
the particular question, the number of foils to select from
varied. In addition, the overall performance of the
department was measured on a scale of one-to-ten. (See
Appendix €, for the actual questionnaire.)

The surveys were administered at three separate points
in time, July 1983, June 1985, and June 1986. The first

survey coincided with the onset of the study, the second
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survey was administered approximately one year after the
reorganization effort took place, and the third survey one
year after that. (In effect, they represented a pretest-
posttest-posttest measurement as will be discussed in the
next section.) No survey was conducted in July of 1984
because that was the transition point for the reorganization
of the program itself.

The surveys were administered at meetings conducted for
all sample subjects. Attendance at security department
meetings was mandatory, with absences only excusable due to
sickness or vacation. Both surveys were administered at
these meetings, but responses were voluntary and anonymous.
Attendance at the total management meetings was not
mandatory, but turnout and participation were expected to be
high. (They routinely averaged between 50 - 70 percent.)
Anonymity of these respondents was also maintained. Follow-
up interdepartmental mailings were also done to provide an
opportunity for people who missed these meetings to respond.

Both survey questionnaires had been "pretested" on five
of the author’s fellow department heads in the Human
Resources Division of the hospital as well as the five
original supervisors in the security department before the
reorganization. This pretest was conducted in an attempt to
make sure that the general instructions and questions
themselves were understandable and that the questionnaires
were easy and quick to complete. Some minor revisions were

then made as deemed appropriate. In addition, the author
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personally administered and scored the questionnaires by
both sample groups. Instructions were provided, the forms
were reviewed, and all respondents’s questions were answered
before the forms were actually filled out.

While the steps just described were designed to enhance
the reliability of the survey instruments, no formal test
was actually made to ascertain how reliable they were. This
was not considered necessary, because the questionnaires
were constructed in similar fashion to various other types
of survey instruments, which have been widely accepted and
used 1in social science research with success and
reliability.

The biggest concerns over reliability did not deal so
much with the instrumentation itself as with the sample
subjects who were responding. Due to the largely negative
view of the security department by the rest of the staff in
1983, there was a strong possibility of a negative "halo
effect"” which might have systematically biased the findings
of the surveys. There was also some initial concern over
how cooperative and truthful the security department members
themselves would be at -that time, because their own job
security was at issue. These potential threats to
reliability were more likely to influence results in the
pretest applications and not so much during the posttest
phases. However, there was little that could have been

done to avoid them except to address them "diplomatically"
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with the respondents when the general instructions were
given for completing the questionnaires.

The reliability of the data collected from department
records was also considered. In this context, reliability
became a function of how well incidents or activities were
initially reported, how well they were recorded and
maintained for retrieval, and how accurately they were
categorized. After the reorganization of the security
program, these issues were well controlled. In fact, great
care was taken to ensure that data was properly collected,
recorded, summarized, categorized, and maintained.
Accuracy and completeness were achieved in the following
ways.

First, the hospital population was strongly encouraged
to report all crimes, incidents, events, or suspicious
circumstances. This was continually reinforced. Second,
department members were specially trained on writing reports
and documenting their activities. Refresher training was
periodically provided and remedial training was also
provided when problems with individuals were discovered.
Third, all official reports written were assigned incident
numbers, recorded in a running log, and maintained in a
permanent file. These reports were reviewed daily by the
shift supervisor and subsequently by the author or his
assistant to ensure that they were complete, accurate, and
categorized properly. Fourth, department members were

required to document all their activities and account for
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all their time on special daily activity forms which were
turned in at the end of each shift for review by the shift
supervisor. The data from each of these forms was
summarized daily and compiled monthly along with all
official report statistics.

All-in-all, the internally generated records-related
data after the reorganization of the security program were
considered reliable. Unfortunately, the same claim could
not be made for the available data before the reorganiza-
tion. First of all, department members were not previously
trained in report writing nor required to document all their
activities. This resulted in a lack of consistency in the
way reports were written and categorized. It also prevented
the generation of a large variety of data which could be
used to compare with the reorganized progran. Second,
recordkeeping was sloppy at best. Much of what was written
was "lost," and ongoing statistics were never maintained.
Third, many crimes and other incidents were not reported to
security personnel because of the general lack of confidence
in them. Fourth, it was discovered that some reports made
to security personnel were not even written up.

The author attempted to correct these problems during
the year immediately preceding the reorganization, but was
largely unsuccessful. As a result, department generated
data before the reorganization was often incomplete and
somewhat inaccurate, thereby seriously compromising

reliability. To compensate as much as possible, all reports
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on file were personally reviewed, corrected and reclassified
to be consistent with the categorization scheme utilized for
the reorganized program. A number of unreported incidents
were also investigated and included in the data if they
could be verified.

In the final analysis, the author contends that the
"pretest" data presented in this study are as accurate as
possible, but somewhat incomplete and probably under-
reported. This in turn precluded certain "before and after"
comparisons from being made and admittedly reduced the
"actual versus observed" magnitude of many differences which
might have otherwise been established in the analyses.

As a final note, a small portion of the data analyzed
was not internally generated. This data included budgetary
information which was produced by the Accounting Department,
as well as certain crime statistics and census tract
figures provided from the City of Detroit. This latter
data was used to create per capita statistics for the
immediate neighborhood surrounding the replacement facility
and was compared to similarly generated data for the

hospital itself.

RESEARCH DESIGN

From a methodogical point of view, the ideal research
design for this study, in terms of its survey-related
component, would have been a truly experimental randomized

control-group pretest-posttest design81 or a randomized
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Solomon four-group design.82  Unfortunately, due to some
specific limitations associated with this Action Research
study, neither design was possible. Instead, the research
design employed was the gquasi-experimental one-group
pretest-posttest design,83 in spite of its minimal degree of
control over various threats of internal and external
validity.84

In general, only two relatively weak arguments could be
made in defense of this design. First, it wags an
improvement over the historically prevalent one-shot case
study (or posttest only) design.85 Second, it reflected
currently accepted (and popular) practice both in the areas
of Action Research in general and program evaluations in
particular. Neither reason, however, would be acceptable
from a purely scientific point of view under ordinary and
controllable circumstances.

Nevertheless, necessity dictated the use of such a
design in this particular study because the conditions,
under which the study had to be conducted, ruled out more
sophisticated and desirable research designs. More
specifically, random sampling was not employed for reasons
already discussed. This alone would preclude the use of
several potential research designs. Furthermore and perhaps
more significantly, no relevant control group was possible
because the entire population of interest (i.e., employees,
physicians, patients, and visitors) was in fact, exposed to

the independent variable (i.e., the new security program).
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Hence, everyone would be in the experimental group and all
designs requiring a control group had to be discounted.

These two major constraints virtually eliminated
consideration of most of the more rigorous research designs
whicﬂ provide good control Qver threats to both internal and
external validity.8® The major remaining considerations, a
counterbalanced design®? and a one-group time-series
design,88 were also eliminated, because one of the
conditions of the former (i.e., more than one variation of
the experimental treatment) did not exist and multiple
measurements associated with the latter could not be taken
(for the same basic "political" reasons that a random sample
was not approved by the hospital administration). The
reader should note, however, that a set of second posttest
measurements was incorporated into the design (reflecting a
slight softening of Administration’s reluctance to allow
continual surveying of the program’s potential
effectiveness).

The limitations of a one-group pretest-posttest design
received significant consideration and scrutiny. In the
final analysis, however, the following assumptions were made
to support the use of this opt