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ABSTRACT
RELIABLE 5G SYSTEM DESIGN AND NETWORKING
By
Yuan Liang

The upcoming fifth generation (5G) system is expected to support a variety of different
devices and applications, such as ultra-reliable and low latency communications, Internet of
Things (IoT) and mobile cloud computing. Reliable and effective communications lie in the
core of the 5G system design. This dissertation is focused on the design and evaluation of
robust 5G systems under both benign and malicious environments, with considerations on
both the physical layer and higher layers.

For the physical layer, we study secure and efficient 5G transceiver under hostile jam-
ming. We propose a securely precoded OFDM (SP-OFDM) system for efficient and reliable
transmission under disguised jamming, a serious threat to 5G, where the jammer inten-
tionally confuses the receiver by mimicking the characteristics of the authorized signal, and
causes complete communication failure. We bring off a dynamic constellation by introduc-
ing secure randomness between the legitimate transmitter and receiver, and hence break the
symmetricity between the authorized signal and the disguised jamming. It is shown that
due to the secure randomness shared between the authorized transmitter and receiver, SP-
OFDM can achieve a positive channel capacity under disguised jamming. The robustness
of the proposed SP-OFDM scheme under disguised jamming is demonstrated through both
theoretic and numerical analyses.

We further address the problem of finding the worst jamming distribution in terms of
channel capacity for the SP-OFDM system. We consider a practical communication scenario,
where the transmitting symbols are uniformly distributed over a discrete and finite alphabet,
and the jamming interference is subject to an average power constraint, but may or may

not have a peak power constraint. Using tools in functional analysis and complex analysis,



first, we prove the existence and uniqueness of the worst jamming distribution. Second,
by analyzing the Kuhn-Tucker conditions for the worst jamming, we prove that the worst
jamming distribution is discrete in amplitude with a finite number of mass points.

For the higher layers, we start with the modeling of 5G high-density heterogeneous net-
works. We investigate the effect of relay randomness on the end-to-end throughput in multi-
hop wireless networks using stochastic geometry. We model the nodes as Poisson Point
Processes and calculate the spatial average of the throughput over all potential geometrical
patterns of the nodes. More specifically, for problem tractability, we first consider the simple
nearest neighbor (NN) routing protocol, and analyze the end-to-end throughput so as to ob-
tain a performance benchmark. Next, note that the ideal equal-distance routing is generally
not realizable due to the randomness in relay distribution, we propose a quasi-equal-distance
(QED) routing protocol. We derive the range for the optimal hop distance, and analyze the
end-to-end throughput both with and without intra-route resource reuse. It is shown that
the proposed QED routing protocol achieves a significant performance gain over NN routing.

Finally, we consider the malicious link detection in multi-hop wireless sensor networks
(WSNs), which is an important application of 5G multi-hop wireless networks. Existing work
on malicious link detection generally requires that the detection process being performed
at the intermediate nodes, leading to considerable overhead in system design, as well as
unstable detection accuracy due to limited resources and the uncertainty in the loyalty of the
intermediate nodes themselves. We propose an efficient and robust malicious link detection
scheme by exploiting the statistics of packet delivery rates only at the base stations. More
specifically, first, we present a secure packet transmission protocol to ensure that except the
base stations, any intermediate nodes on the route cannot access the contents and routing
paths of the packets. Second, we design a malicious link detection algorithm that can
effectively detect the irregular dropout at every hop (or link) along the routing path with

guaranteed false alarm rate and low miss detection rate.
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Chapter 1

Introduction

The past few decades witnessed the evolution of mobile communication systems from the 1G
analog system to the 4G Long Term Evolution (LTE) [1]. Each new generation of mobile
communication brought about significant performance improvement to its predecessor. Right
now, the 5G is around the corner: the standardization of 5G is expected to be completed
by 2019 and the commercial deployment of 5G is planned to begin by 2020. The changes of
5G to the existing 4G LTE are not limited to a higher speed mobile access: 5G is envisaged
to support a variety of different devices and communication environments, including ultra-
reliable and low latency communications and massive machine type communications [2].
This versatility requirement makes the reliability under different application scenarios an
essential concern in the design and evaluation of 5G systems. In this dissertation, we will

consider reliable 5G system design in both the physical layer and the network layer.

1.1 Overview of 5G Systems

The main technical innovation of 5G at the physical layer and the network layer lies in the

following three aspects: spectrum regulation, physical layer design and network deployment.
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Figure 1.1: Global availability and planning of the C-band
1.1.1 Spectrum Regulation

To address the different use cases in the 5G era, three different layers of frequency bands will
be utilized in the 5G systems: coverage and capacity layer, coverage layer and super data

layer.

Coverage and capacity layer The coverage and capacity layer refers to the C-band, i.e.,
3.3 -4.2 and 4.4 - 5.5 GHz on the spectrum. C-band balances the coverage and capacity:
compared to the higher frequency bands (e.g. millimeter-wave band), the C-band has better
channel characteristics in terms of attenuation and penetration for a better coverage, while
compared to the lower frequency bands in existing 4G mobile systems, C-band is able to
provide wider bandwidth for a larger channel capacity. Therefore, in the introduction stage of
5@G, the 3.3 - 3.8 GHz of C-band will be the primary frequency band. The global availability

of C-band is shown in Figure 1.1.



Coverage layer The coverage layer utilizes low frequency bands below 2 GHz, coexisting
with or reusing the frequency bands in the existing mobile communication systems. The
coverage layer provides the wide-area and deep indoor coverage, which the higher frequency
bands are inept at. In addition, the lower frequency bands are expected to function as the
uplink channel of user equipment (UE) in 5G because of the lower data rate requirement for

the uplink channel.

Super data layer The super data layer refers to the high frequency bands within the
24.25 - 86 GHz range, most of which lies in the millimeter-wave (mm-wave) band. The
mm-wave bands will play a very important role in the 5G system because of the large
spectrum resources they provide, which are essential for the 5G high data rate transmission.
However, the mm-wave bands also pose new challenges to the system. Millimeter-wave
channels experience different propagation characteristics from those in lower frequency bands.
Millimeter-wave tends to be more susceptible to the attenuations from atmosphere, foliages
and buildings. Meanwhile, mm-wave is not able to effectively penetrate, or diffract around
different objects. All these factors greatly limit the coverage of mm-wave links, and lead to
significant variations in the channels. Because of the advantages and the challenges, the mm-
wave band is of special interest in the research and design of 5G systems. Among the high
frequency bands, the 24.25-29.5 and 37-43.5 GHz ranges are the most promising frequencies
for the early deployment of 5G mm-wave system. The availability of high frequency bands

for 5G early mm-wave deployment in the leading markets is shown in Figure 1.2.
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Table 1.1: Physical layer specifications of selected 5G field trials

Vendor ‘ Frequency Bandwidth Antenna Size Waveform
Ericsson [3] | 28 GHz 100 MHz 32*4 (BS), 8 (UE) OFDM
Ericsson [4] | 3.5 GHz 80 MHz 128 (BS), 1 (UE) OFDM

Nokia [5] | 73.5 GHz 1 GHz 64 (BS), horn antenna (UE) OFDM
Mitsubishi | 44 GHz 500 MHz  48*16 (BS), horn antenna (UE)  OFDM
NEC [6] 5.2 GHz 40 MHz 64 (BS), 2 (UE) OFDM

1.1.2 Physical Layer Design

In the physical layer, 5G inherits the waveform of 4G system, i.e., orthogonal frequency
division multiplexing (OFDM), and introduces the massive multi-input and multi-output
(MIMO) techniques. The physical layer specifications of selected 5G field trials are listed in

Table 1.1.

1.1.2.1 Waveforms — OFDM and others

For a wireless system, one of the most essential parts is the waveform design, which largely

affects the efficiency and reliability of the proposed architecture. In the past few decades,



numerous waveform techniques were devised, while among them, orthogonal frequency di-
vision multiplexing (OFDM) emerges to be one of the most popular ones that are widely
adopted in different standards, such as 4G LTE [1] and WiMAX [7]. By allowing the overlap
between neighboring subcarriers, OFDM is able to provide much higher spectral efficiency
than the conventional multicarrier schemes, while the orthogonality between subcarriers en-
ables simple signal detection and receiver design. In addition, OFDM transceivers can be
implemented with a low-complexity design [8], while being easily compatible with multi-
input and multi-output (MIMO) techniques [9]. Considering all the advantages of OFDM,
3GPP chose OFDM as the waveform technique in the 5G new radio phase 1 standard [10].

With the aforementioned advantages, the versatility of OFDM has its own boundary.
For example, OFDM relies on accurate time and frequency synchronizations between the
transmitter and receiver to ensure the orthogonality between subcarriers. Such stringent
requirements on synchronization may not be easily achievable for some random access appli-
cations considered in 5G [11]. In addition, OFDM signals tend to have strong side lobes on
spectrum, which prohibits the application of carrier aggregation [12] in OFDM based sys-
tems. To address the limitations of OFDM, several alternative multicarrier waveforms have
been proposed, such as quadrature amplitude modulation filter bank multicarrier (QAM-
FBMC) [13], polar OFDM (P-OFDM) [14], Flexible Configured OFDM (FC-OFDM) [15],
Universal Filtered OFDM (UF-OFDM) [16] and filtered OFDM (F-OFDM) [17]. A common
ground among these newly proposed techniques is to apply certain pulse shaping filters so
as to weaken the side lobes of the generated signals. However, each of these waveforms
has its own limitations, such as the degradation on orthogonality or larger delay spread.
Considering the different application scenarios in the 5G era, the final 5G standard should

incorporate multiple waveforms to satisfy the demands in different services.



1.1.2.2 Massive MIMO

Even though mm-waves experience some unfavorable channel characteristics compared with
lower frequency waves, the shorter wavelength makes it possible to deploy large scale antenna
arrays at the base station, which can include hundreds of antennas. This is known as the
massive MIMO system.

The large antenna array in massive MIMO provides a large spatial multiplexing gain by
serving multiple users simultaneously in the same resource block. It is shown that, using
massive MIMO, the channel capacity can be increased by more than 10 times over the existing
systems [18], with a much higher power efficiency. Meanwhile, massive MIMO strengthens
the system robustness against channel fading as it can exploit the favorable propagation
property of the massive MIMO channels [19]. The beamforming techniques employed in
massive MIMO not only boost the signal power at the intended user, but also weaken the

possible interference to other users [18].

1.1.3 Network Deployment

5G is expected to have a much denser network deployment, e.g. more small cells, than the
existing mobile communication systems. This is because of two reasons: first, an increased
cell density is necessary to satisfy the demands from the increasing number of accessing
devices in the 5G era, including smart sensors, smart home devices and other devices in the
Internet of Things (IoT) networks; second, the limited coverage of mm-wave link requires
a shorter distance between the user and base station. By offloading the traffic from macro
cells to smaller cells or indoor hotspots, 5G is able to provide users with fast and seamless

accesses. An illustration diagram of 5G heterogeneous network is shown in Figure 1.3.
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Figure 1.3: 5G heterogeneous network

The densified network structure also poses new challenges to 5G system, that is, the
dense small cells will generate stronger inter-cell interference to each other. This issue can
be partially alleviated by the attenuation of mm-wave signals as well as the beamforming
techniques. Nevertheless, interference modeling and cancellation are still crucial problems

in the design of 5G systems.

1.2 Challenges and Proposed Research Directions

1.2.1 Major Challenges in 5G System Design, Modeling and Op-
eration
1.2.1.1 Vulnerability of OFDM under Disguised Jamming

In wireless systems, one of the most commonly used techniques for limiting the effectiveness
of an opponent’s communication is referred to as jamming, in which the authorized user’s

signal is deliberately interfered by the adversary. Along with the wide spread of various



wireless devices, especially with the advent of user configurable intelligent devices, jamming
attack is no longer limited to battlefield or military related events, but has become an urgent
and serious threat to civilian communications as well.

Existing jamming resistant systems mainly rely on the spread spectrum techniques [20],
including both code division multiple access (CDMA) and frequency hopping (FH). Direct
sequence spread spectrum, known as CDMA, spreads the transmitted signal into a large
bandwidth so that the interference from jamming can be dispersed; in frequency hopping
spread spectrum (FHSS), the transmitted signal hops across different frequency bands in a
pseudo-random manner so that the jammer cannot locate the signal in the frequency do-
main. Both FH and CDMA systems gain anti-jamming features by exploiting the frequency
diversity over large spectrum. However, for spectral efficiency, OFDM is unable to provide
such spectral diversity to combat jamming attacks. Its very limited jamming resistance relies
on the redundancy introduced by the channel coding [21-27].

In literature [28-31], jamming has widely been modeled as Gaussian interference. Based
on the noise jamming model and the Shannon capacity formula, C' = Blog(l + SNR), an
intuitive impression is that jamming is really harmful only when the jamming power is much
higher than the signal power. However, this is only partially true. More recently, it has
been found that disguised jamming [32-35], where the jamming is highly correlated with the
signal, and has a power level close or equal to the signal power, can be much more destructive
than noise jamming; it can reduce the system capacity to zero even when the jamming power

equals the signal power. Consider the following example:

R=S5S+J+N



where S is the authorized signal, J is the jamming interference, N is the noise independent
of J and S, and R is the received signal. If the jammer is capable of eavesdropping on the
symbol constellation and the codebook of the transmitter, it can simply replicate one of the
sequences in the codebook of the legitimate transmitter, the receiver, then, would not be
able to distinguish between the authorized sequence and the jamming sequence, resulting in
a complete communication failure [36, ch 7.3].

In summary, as the major waveform in 5G systems, there is an ever increasing need on the
development of secure and efficient OFDM systems that are reliable under hostile jamming,

especially the destructive disguised jamming.

1.2.1.2 Spatial Randomness of Heterogeneous Networks

As we know, the densified heterogeneous networks will be the trend of 5G. Conventionally,
the distribution of base stations in homogeneous networks is assumed to follow a hexagonal
grid model. However, in a high density network, the nodes tend to follow a more irregular
pattern considering the distribution of users and the possible geographical limitations.

In a high density network, interference level is a key factor in determining the quality of
a wireless link, and the interference is largely affected by the spatial locations of neighboring
nodes which transmit over the same frequency band. Considering the irregular and random
spatial pattern of 5G network, the traditional hexagonal grid model can only provide a
performance upper bound of the network [37]. An alternative way to measure the interference
level is Monte Carlo simulation. However, simulation based method may be inefficient in
practice considering the large amount of nodes in 5G network; meanwhile, it will be hard
to derive an analytical relationship between different network parameters and performance

metrics precisely, based solely on the simulation results.



On the other hand, considering the propagation characteristics of mm-wave and the
power constraints of low-power devices, the coverage distance of wireless links will be limited
in some application scenarios. Network densification provides a solution to some extent,
however, it might not be cost effective to deploy dense cells in the areas where users are
sparse. In addition, for the device-to-device (D2D) communication considered in 5G, end-
to-end connections between devices can be established without base stations. Therefore, it is
still necessary to provide long distance communications in 5G. A possible solution is multi-
hop communication with relay assistance. Similar to the interference modeling, the spatial
randomness of the relays will largely affect the quality of multi-hop links as it determines
the distance of each hop.

In summary, for more accurate performance evaluation of heterogeneous networks, we

need an effective and tractable model to characterize the spatial randomness of nodes.

1.2.1.3 Malicious Behavior Detection in Large Scale Multi-hop Wireless Net-

works

Large scale multi-hop wireless networks will become essential components in 5G system,
e.g. smart sensor networks or IoT networks. However, compared to the single hop cellular
networks, multi-hop wireless networks are more vulnerable to malicious node/link pollution,
as one malicious link or node in the network can compromise the data flow passing through
it originated from multiple nodes. To detect the malicious behaviors in multi-hop wireless
networks, a variety of schemes and algorithms have been proposed in literature [38-43].
However, most existing detection methods require the nodes in the network either to imple-
ment extra verification in packet transmission and reception so as to prevent the occurrence

of malicious behaviors, or to report additional information to the authority in the network
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for malicious behavior localization. Considering the diversity and population of accessing
devices in the 5G era, these methods would either increase the complexity and power con-
sumption of the devices, or pose a significant burden on the network throughput. Hence,
more efficient methods of malicious behavior detection are needed for the multi-hop wireless
networks in the 5G era.

To guarantee the efficiency, the proposed malicious behavior detection method should
have the following features: (i) Generality. That is, the proposed scheme should have a
minimum dependency on the network deployment and the functionalities of nodes in the
network. This ensures that the proposed method can be applicable to various networks. (ii)
Centralized detection. That is, the detection process is mainly carried out by the authorities
(e.g. the base stations) in the network. This feature minimizes the power consumption of the
intermediate nodes, and reduces the communication overhead between intermediate nodes
and authorities in the detection process. (iii) Non-transparency. That is, the identification
process is not transparent to the intermediate nodes so that they are not aware of whether
the network is detecting the malicious nodes/links or not. This feature is necessary to combat
malicious nodes with intelligence, which might disguise themselves as normal nodes when

they are aware of that the network is detecting the malicious nodes.

1.2.2 Proposed Research Directions
1.2.2.1 Secure OFDM System Design under Disguised Jamming

If we examine disguised jamming carefully, we can see that the main issue there is the
symmetricity between the authorized signal and the jamming interference. Intuitively, to

design the corresponding anti-jamming system, the main task is to break the symmetricity
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between the authorized signal and the jamming interference, or make it impossible for the
jammer to achieve this symmetricity. For this purpose, encryption or channel coding at the
bit level will not really help, since the symmetricity actually appears at the symbol level.
That is, instead of using a fixed symbol constellation, we have to introduce secure randomness
to our constellation, and utilize a dynamic constellation scheme, such that the jammer can
no longer mimic the authorized user’s signal. At the same time, the authorized user does
not have to sacrifice too much on the performance, efficiency and system complexity.
Motivated by the observations above and our previous research on anti-jamming system
design [27,33-35,44], we propose a securely precoded OFDM (SP-OFDM) system for efficient
and reliable transmission under disguised jamming. By integrating advanced cryptographic
techniques into OFDM transceiver design, we design a dynamic constellation by introduc-
ing shared randomness between the legitimate transmitter and receiver, which breaks the
symmetricity between the authorized signal and the jamming interference, and hence en-
sures reliable performance under disguised jamming. A remarkable feature of the proposed
SP-OFDM scheme is that it achieves strong jamming resistance, but has the same high spec-
tral efficiency as the traditional OFDM system. Moreover, the change to the physical layer

transceivers is minimal, feasible and affordable.

1.2.2.2 The Worst Jamming Analysis and the Performance of SP-OFDM under

the Worst Jamming

We can see that, without any secure precoding, disguised jamming is the worst jamming
that can cause the deterministic coding capacity to be zero, while in the proposed SP-
OFDM, disguised jamming is no longer able to nullify the communication because of the

introduced secure precoding. Then an interesting question is: what would be the worst
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jamming distribution that minimizes the channel capacity of SP-OFDM?

By exploiting tools in constrained functional optimization, we consider this problem in
a practical wireless communication scenario, where the transmitted symbols are uniformly
distributed over a finite alphabet, and the jamming interference is subject to an average
power constraint, but may or may not have a peak power constraint. First, we prove the
existence and uniqueness of the worst jamming distribution. Second, by analyzing the Kuhn-
Tucker conditions for the worst jamming, we prove that the worst jamming distribution is
discrete in amplitude with a finite number of mass points, either with or without peak power
constraints. Numerical results are provided on the worst jamming distribution and the
minimum channel capacity under disguised jamming. However, due to the inherent secure
randomness in SP-OFDM, disguised jamming is no longer the worst jamming for SP-OFDM.
In addition, SP-OFDM is able to achieve a non-zero channel capacity even under the worst

jamming.

1.2.2.3 End-to-End Performance Analysis in Multi-Hop Wireless Networks us-

ing Stochastic Geometry

An effective tool to characterize the spatial randomness in wireless networks is stochastic
geometry (SG), which is a very powerful mathematical and statistical framework for the
modeling, analysis and design of wireless networks with random topologies and has been
applied in ad hoc networks for several decades [45-49]. The basic idea is to model the
nodes in network as Point Processes (PPs) and calculate the spatial averages of network
performance characteristics by averaging over all potential geometrical patterns of the nodes.
In [37], the authors compared the performance of a SG model with that of an actual deployed

cellular network. It was shown that the theoretical results derived from SG model provide an
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effective lower bound on the network performance, compared to the actual measurements.

Even though SG modeling has been widely used in literature [50], most of them were
focused on the single hop performance [51,52]. Most existing work on the multi-hop link
analysis using SG either assumes a deterministic pattern of the relay nodes [53,54] or lacks
sufficient end-to-end performance analysis [55-58].

As an effort to further explore the effect of relay randomness on network performance,
we investigate the end-to-end throughput of a general multi-hop route in a wireless network
with randomly located relays. In contrast to most previous work in literature, we consider
a two-fold spatial randomness of the multi-hop network, that is, the spatial randomness of
the interferers as well as that of the relay nodes. More specifically, we model the relays as a
linear Poisson PP (PPP) between the source and destination following the TDMA medium
access control (MAC) protocol, and model the external interferers as an independent PPP
over the whole plane, following the ALOHA MAC protocol. We focus on the end-to-end
performance of the system.

For problem tractability, we start with a simple nearest neighbor routing protocol where
each relay selects the nearest node along the direction to the destination as its next hop.
We analyze the end-to-end throughput in a relatively sparse network so as to obtain a per-
formance benchmark or lower bound. The throughput is evaluated under both conventional
TDMA with fixed, uniform slot length, as well as TDMA with dynamic slot length or resource
allocation; the optimal relay density is also discussed. Motivated by the observation that,
while the ideal equal-distance routing generally provides the optimal network performance,
it is not realizable due to the randomness in relay distribution, we propose a quasi-equal-
distance (QED) routing protocol, derive the range for the optimal hop distance, and specify

the selection of the optimal relays to formulate a quasi-equidistant deployment. We analyze
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the end-to-end throughput of the proposed QED routing, both with and without intra-route

resource reuse.

1.2.2.4 Malicious Link Detection in Wireless Sensor Networks

As we mentioned earlier, most existing methods for malicious behavior detection in multi-hop
wireless networks may not be suitable for 5G networks in terms of complexity and efficiency.
In this research, we develop an efficient malicious link detection scheme which is easy to
implement, and causes minimum overhead on the network performance.

We consider the problem under the context of multi-hop wireless sensor networks (WSNs),
which would be a major application of 5G multi-hop wireless networks. We propose a
malicious link detection algorithm by exploiting the statistics of packet delivery rates at the
base stations. More specifically, first, we present a secure packet transmission protocol to
ensure that except the base stations, any intermediate nodes on the route cannot access the
contents and routing paths of the packets. Second, we design a malicious link detection
algorithm that can effectively detect the irregular dropout at every hop (or link) along
the routing path with guaranteed false alarm rate and miss detection rate. Comparing
to [59] which can detect whether a routing path is problematic, our detection method can
be localized to every link. It should be pointed out that, illegal packet modification and
injection of invalid packets, which essentially result in the dropout of legal packets, can
be detected successfully as well. Simulation results are provided to validate the proposed

approaches.
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1.3 Overview of the Dissertation

This dissertation is organized as follows.

Chapter 2 proposes a securely precoded OFDM (SP-OFDM) system for efficient and
reliable transmission under disguised jamming, where the jammer intentionally confuses the
receiver by mimicking the characteristics of the authorized signal, and causes complete com-
munication failure. More specifically, we bring off a dynamic constellation by introducing
secure shared randomness between the legitimate transmitter and receiver, and hence break
the symmetricity between the authorized signal and the disguised jamming. We analyze
the channel capacities of both the traditional OFDM and SP-OFDM under hostile jamming
using the arbitrarily varying channel (AVC) model. It is shown that the deterministic cod-
ing capacity of the traditional OFDM is zero under the worst disguised jamming. On the
other hand, due to the secure randomness shared between the authorized transmitter and
receiver, SP-OFDM can achieve a positive capacity under disguised jamming since the AVC
channel corresponding to SP-OFDM is not symmetrizable. A remarkable feature of the pro-
posed SP-OFDM scheme is that while achieving strong jamming resistance, it has the same
high spectral efficiency as the traditional OFDM system. The robustness of the proposed
SP-OFDM scheme under disguised jamming is demonstrated through both theoretic and
numerical analyses.

Chapter 3 addresses the problem of finding the worst jamming distribution in terms
of channel capacity for the proposed SP-OFDM system, so as to evaluate the performance
of SP-OFDM under destructive hostile jamming. We consider a practical communication
scenario, where the transmitting symbols are uniformly distributed over a discrete and finite

alphabet, and the jamming interference is subject to an average power constraint, but may
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or may not have a peak power constraint. By exploiting the tools in constrained functional
optimization, first, we prove the existence and uniqueness of the worst jamming distribution.
Second, by analyzing the Kuhn-Tucker conditions for the worst jamming, we prove that the
worst jamming distribution is discrete in amplitude with a finite number of mass points,
either with or without peak power constraints. We show that disguised jamming, which is
the worst jamming in the traditional OFDM system, is no longer the worst jamming attack
in the SP-OFDM system. In addition, with the inherent secure randomness, SP-OFDM is
able to achieve a non-zero channel capacity even under the worst jamming attack. Numerical
examples are provided under different scenarios to demonstrate our theoretical results.
Chapter 4 investigates the effect of relay randomness on the end-to-end throughput in
multi-hop wireless networks using stochastic geometry. We model the nodes as Poisson Point
Processes and calculate the spatial average of the throughput over all potential geometrical
patterns of the nodes. More specifically, for problem tractability, we first start with the
simple nearest neighbor (NN) routing protocol, and analyze the end-to-end throughput so
as to obtain a performance benchmark. Next, note that the ideal equal-distance routing is
generally not realizable due to the randomness in relay distribution, we propose a quasi-
equal-distance (QED) routing protocol. We derive the range for the optimal hop distance,
and select the relays to formulate a quasi-equidistant deployment. We analyze the end-to-end
throughput both with and without intra-route resource reuse. Our analysis indicates that:
(i) The throughput performance of the proposed QED routing can achieve a significant
performance gain over that of the NN routing. As the relay intensity gets higher, the
performance of QED routing converges to that of the equidistant routing. (ii) If the node
intensity is a constant over the network, then intra-route resource reuse is always beneficial

when the routing distance is sufficiently large. (iii) With randomly distributed relays, the
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communication distance can generally be extended. However, due to the uncertainty in relay
distribution, long distance communication is generally not feasible with random relays. This
implies that the existence of a reasonably defined infrastructure is critical in effective long
distance communication. Our analysis is demonstrated through numerical examples.

Chapter 5 considers malicious link detection in multi-hop wireless sensor networks
(WSNs). Existing work on malicious link detection generally requires that the detection
process being performed at the intermediate nodes, leading to considerable overhead in
system design, as well as unstable detection accuracy due to limited resources and the un-
certainty in the loyalty of the intermediate nodes themselves. In this chapter, we propose
an efficient and robust malicious link detection scheme by exploiting the statistics of packet
delivery rates only at the base stations. More specifically, first, we present a secure packet
transmission protocol to ensure that except the base stations, any intermediate nodes on
the route cannot access the contents and routing paths of the packets. Second, we design a
malicious link detection algorithm that can effectively detect the irregular dropout at every
hop (or link) along the routing path. We prove that the proposed algorithm has guaranteed
false alarm rate and low miss detection rate. Simulation results are provided to validate the
proposed approaches.

Chapter 6 summarizes the contributions and concludes the dissertation. An outline of

future work is also provided.
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Chapter 2

Secure OFDM System Design under

Disguised Jamming

In this chapter, we propose a securely precoded OFDM (SP-OFDM) system for efficient
and reliable transmission under disguised jamming, where the jammer intentionally confuses
the receiver by mimicking the characteristics of the authorized signal, and causes complete
communication failure. More specifically, we bring off a dynamic constellation by introduc-
ing secure randomness between the legitimate transmitter and receiver, and hence break
the symmetricity between the authorized signal and the disguised jamming. We analyze
the channel capacities of both the traditional OFDM and SP-OFDM under hostile jamming
using the arbitrarily varying channel (AVC) model. It is shown that the deterministic cod-
ing capacity of the traditional OFDM is zero under the worst disguised jamming. On the
other hand, due to the secure randomness shared between the authorized transmitter and
receiver, SP-OFDM can achieve a positive capacity under disguised jamming since the AVC
channel corresponding to SP-OFDM is not symmetrizable. A remarkable feature of the pro-
posed SP-OFDM scheme is that while achieving strong jamming resistance, it has the same
high spectral efficiency as the traditional OFDM system. The robustness of the proposed
SP-OFDM scheme under disguised jamming is demonstrated through both theoretic and

numerical analyses.
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2.1 Introduction

Orthogonal frequency division multiplexing (OFDM), due to its high spectral efficiency and
robustness under fading channels, has been widely used in modern high speed multimedia
communication systems [9], such as LTE and WiMax. However, unlike the spread spectrum
techniques [20], OFDM mainly relies on channel coding for communication reliability under
hostile jamming, and has very limited built-in resilience against jamming attacks [21-27].
For example, in [21], the bit error rate (BER) performance of the traditional OFDM was
explored under full-band and partial band Gaussian jamming, as well as multitone jamming.
It was shown that OFDM is quite fragile under jamming, as BER can go above 10~ when
the jamming power is the same as the signal power. In [24-26], the jamming attacks aiming
at the pilots in OFDM systems were studied. It was shown that when the system standard
is public and no encryption is applied to the transmitted symbol sequence, pilot attacks can
completely nullify the channel estimation and synchronization of OFDM, and hence result
in complete communication failure. Most existing work [21, 22, 26] has been focused on
the jamming attacks which damage OFDM by minimizing the signal-to-interference power
ratio (SIR). In this chapter, we identify the threat to OFDM from the disguised jamming:
when the jamming interference is also OFDM modulated, the receiver can easily be deceived
into synchronizing with the jamming interference instead of the legitimate signal, hence
paralyzing the legitimate transmission.

In [23], the anti-jamming performance of Frequency Hopped (FH) OFDM system was
explored. Like the traditional FH system, this approach achieves jamming resistance through
large frequency diversity and sacrifices the spectral efficiency of OFDM. In [27], a collision-

free frequency hopping (CFFH) scheme was proposed, where the basic idea was to randomize
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the jamming interference through frequency domain interleaving based on secure, collision-
free frequency hopping. The most significant feature of CFFH based OFDM is that it
is very effective under partial band jamming, and at the same time, has the same spectral
efficiency as the original OFDM. However, CFFH based OFDM is still fragile under disquised
jamming [33-35,60].

To combat disguised jamming in OFDM systems, a precoding scheme was proposed
in [35], where extra redundancy is introduced to achieve jamming resistance. However, lack
of plasticity in the precoding scheme results in inadequate reliability under cognitive disguised
jamming. As OFDM being identified as a major modulation technique for the 5G systems,
there is an ever increasing need on the development of secure and efficient OFDM systems
that are reliable under hostile jamming, especially the destructive disguised jamming.

In this chapter, we propose a securely precoded OFDM (SP-OFDM) system for efficient
and reliable transmission under disguised jamming. By integrating advanced cryptographic
techniques into OFDM transceiver design, we design a dynamic constellation by introducing
shared randomness between the legitimate transmitter and receiver, which breaks the sym-
metricity between the authorized signal and the jamming interference, and hence ensures
reliable performance under disguised jamming. More specifically, the main contributions of

this chapter can be summarized as follows:

e We design a highly secure and efficient OFDM system under disguised jamming, named
securely precoded OFDM (SP-OFDM), by exploiting secure symbol-level precoding
basing on phase randomization. The basic idea is to randomize the phase of transmit-
ted symbols using the secure PN sequences generated from the Advanced Encryption

Standard (AES) algorithm. The security is guaranteed by the secret key shared only

21



between the legitimate transmitter and receiver. While SP-OFDM achieves strong
jamming resistance, it does not introduce too much extra coding redundancy into the
system and can achieve roughly the same spectral efficiency as the traditional OFDM

system.

e We identify the vulnerability of the synchronization algorithm in the original OFDM
system under disguised jamming, and propose a secure synchronization scheme for SP-
OFDM which is robust against disguised jamming. In the proposed synchronization
scheme, we design an encrypted cyclic prefix (CP) for SP-OFDM, and the synchro-
nization algorithm utilizes the encrypted CP as well as the precoded pilot symbols to

estimate time and frequency offsets in the presence of jamming.

e We analyze the channel capacity of the traditional OFDM and the proposed SP-OFDM
under hostile jamming using the arbitrarily varying channel (AVC) model. It is shown
that the deterministic coding capacity of the traditional OFDM is zero under the worst
disguised jamming. At the same time, we prove that with the secure randomness shared
between the authorized transmitter and receiver, the AVC channel corresponding to
SP-OFDM is not symmetrizable, and hence SP-OFDM can achieve a positive capacity
under disguised jamming. Note that the authorized user aims to maximize the capacity
while the jammer aims to minimize the capacity, we show that the maximin capacity
for SP-OFDM under hostile jamming is given by C' = log (1 + #}}W) bits/symbol,

where Ps denotes the signal power, P; the jamming power and Py the noise power.

Numerical examples are provided to demonstrate the effectiveness of the proposed sys-
tem under disguised jamming and channel fading. Potentially, SP-OFDM is a promising

modulation scheme for high speed transmission under hostile environments. Moreover, it
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should be pointed out that the secure precoding scheme proposed in this chapter can also
be applied to modulation techniques other than OFDM.

The rest of this chapter is organized as follows. The design of the proposed SP-OFDM
system is described in Section 2.2. The synchronization procedure of SP-OFDM is presented
in Section 2.3. The symmetricity analysis and capacity evaluation of SP-OFDM are presented
in Section 2.4. Numerical examples are provided in Section 2.5 and we conclude in Section

2.6.

2.2 Secure OFDM System Design under Disguised

Jamming

In this section, we introduce the proposed anti-jamming OFDM system with secure precoding

and decoding, named as securely procoded OFDM (SP-OFDM).

2.2.1 Transmitter Design with Secure Precoding

The block diagram of the proposed system is shown in Fig. 2.1. Let N, be the number
of subcarriers in the OFDM system and ¢ the alphabet of transmitted symbols. For ¢ =
0,1,---,Ne— 1 and k € Z, let Sg; € ® denote the symbol transmitted on the i-th carrier
of the k-th OFDM block!. We denote the symbol vector of the k-th OFDM block by
S = [Sk,0, k1, vSk,NC—l]T- The input data stream is first fed to the channel encoder,
mapped to the symbol vector S}, and then fed to the proposed symbol-level secure precoder.

As pointed out in [34,44,61,62], a key enabling factor for reliable communication under

11y literature, the term OFDM symbol is often used to denote the symbol block transmitted in one OFDM
symbol period. In this chapter, to avoid the ambiguity with the data symbols transmitted at each subcarrier,
we choose to use the term OFDM block instead.
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Figure 2.1: Anti-jamming OFDM design through secure precoding and decoding.
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Figure 2.2: Secure phase shift generator

disguised jamming is to introduce shared randomness between the transmitter and receiver,
such that the symmetry between the authorized signal and the jamming interference is
broken. To maintain full spectral efficiency of the traditional OFDM system, the precoding
is performed by multiplying an invertible N. x N, precoding matrix P;. to the symbol vector
S, i.e.,

S, = P.S;. (2.1)

In this chapter, we design the precoding matrix P;. to be a diagonal matrix as
P, = diag(e_]e)kvo, e_]@k>1, e ,e_]@kaNC*l). (2.2)
That is, a random phase shift is applied to each transmitted symbol; more specifically, for
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i=0,1,---,Ne — 1 and k € Z, a random phase shift —©;, ; is applied to the symbol trans-
mitted on the i-th carrier of the k-th OFDM block. The phase shift changes randomly and
independently across sub-carriers and OFDM blocks, and is encrypted so that the jammer
has no access to it. More specifically, {@k,i} is generated through a secure phase shift gen-
erator as shown in Fig. 2.2. The secure phase shift generator consists of three parts: (i)
a pseudo-noise (PN) sequence generator; (ii) an Advanced Encryption Standard (AES) [63]
encryption module; and (iii) an M-PSK mapper.

The PN sequence generator generates a pseudo-random sequence, which is then encrypted
with AES. The encrypted sequence is further converted to PSK symbols using an M-PSK
mapper, where M is a power of 2, and every logg M bits are converted to a PSK symbol. To
facilitate the synchronization process, the PN sequence generator is initialized in the following
way: each party is equipped with a global time clock, and the PN sequence generators are
reinitialized at fixed intervals. The new state for reinitialization, for example, can be the
elapsed time after a specific reference epoch in seconds for the time being, which is public.
As the initial state changes with each reinitialization, no repeated PN sequence will be
generated. The security, as well as the randomness of the generated phase shift sequence,
are guaranteed by the AES encryption algorithm [63], for which the secret encryption key
is only shared between the authorized transmitter and receiver. Hence, the phase shift
sequence is random and unaccessible for the jammer. The resulted symbol vector from the
secure precoding, S’k, is then used to generate the body of OFDM block through IFFT,
whose duration is T5.

In OFDM transceiver design, the synchronization module plays a crucial role: OFDM
requires both accurate time and frequency synchronization to avoid inter-symbol interference

(IST) and inter-carrier interference (ICI). In SP-OFDM, we propose a cyclic prefix (CP) based
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synchronization algorithm, as in traditional OFDM. However, SP-OFDM differs in that its

CP is encrypted to ensure the security under disguised jamming.

2.2.2 Cyclic Prefix Design with Secure Precoding

In traditional OFDM, CP has three major functions: (i) eliminating the ISI between neigh-
boring blocks; (ii) converting the linear convolution of OFDM block body with the channel
impulse response into circular convolution under multi-path channel fading; and (iii) elimi-
nating the ICI introduced by multipath propagation. As CP is a copy of the tail of OFDM
block body, we can calculate the correlation between CP and the tail of OFDM block to
estimate the starting point of each OFDM block [64] when disguised jamming is absent.

However, as to be shown in Section 2.3, the traditional CP based synchronization is fragile
under disguised jamming. As shown in Fig. 2.3, to ensure the robustness of synchronization,
in SP-OFDM, we apply a secure phase shift to part of the CP for each OFDM block. More
specifically, the CP of each OFDM block is divided into two parts: for the first part, with
a duration of T p 1, a secure phase shift is applied to the signal. We name this part of CP
as CP1; while for the second part, which is of length Txp 9, no special processing is applied.
We name the second part as CP2. CP1 is used for effective synchronization under disguised
jamming; CP2 maintains the functions of the original CP. To avoid ISI and ICI, both Tpq
and Topg are chosen to be longer than the maximum delay spread of the channel.

To ensure the security, the phase shift applied to CP1 is encrypted and varies for each
OFDM block. The corresponding secure phase shift sequence can be generated using the
same phase shift generator proposed in Fig. 2.2, with a much lower generation rate, since
only one phase shift symbol is needed per OFDM block. Let sj.(¢) denote signal of the k-th

OFDM block in the time domain by aligning the beginning of the OFDM block body at
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Figure 2.3: An OFDM waveform example with secure cyclic prefix, illustrated with a 180°

phase shift on CP1.
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Figure 2.4: The waveform of uy(t) with Cj, = —1.
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t = 0, and C}, denote the phase shift symbol applied to its CP1; let u(t) be the unit step
function, Top = Top1 + Topa and Ts denote the duration of OFDM block body. Define

function wuy(t) as
uk(t) é Ck[u(t + TC’P) — u(t + Topjg)] + u(t + TCRQ) — u(t — Ts). (2.3)

An example of u(t) with Cj = —1 is plotted in Fig. 2.4. For SP-OFDM with secure CP,

sp.(t) can be expressed as

1 Nl j2miy
sp(t) = Ski€ Ts ug(t), (2.4)

Ne i3
where Sk,z‘ = Sk7ie_j@kai. Let Ty = Ts + T p denote the duration of an OFDM block. Then

the entire OFDM signal in the time domain can be expressed as

oo

s(t)= Y sgp(t—kTy). (2.5)

k=—00

Even though the receiver can generate identical phase shift sequences used in CP1 gen-
eration from the design of Fig. 2.2, there will still be an offset between the two generated
sequences considering the delays in communication and the mismatch between the time
clocks. Let C} and C), denote the phase shift symbols generated at the transmitter and

receiver respectively, and we have
Cp = C’k+k0,Vk‘. (2.6)

Since the phase shift sequences are generated from the global time clock, the offset kg is

bounded. The offset ky can be estimated by the synchronization module at the receiver.
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Note that synchronization is needed for the precoding matrix sequence P} as well; for the
ease of synchronization, we pair the CP phase shift symbol C}. with the precoding matrix
Py, for each OFDM block k; that is, for each CP phase shift symbol generated, we generate
N¢ phase shift symbols in parallel as the sub-carrier phase shifts. In this way, the two phase
shift sequences are synchronized, in the sense that once the synchronization on the CP
phase shift sequence is obtained, the synchronization on the precoding matrices is achieved

automatically.

2.2.3 Receiver Design with Secure Decoding

We consider an additive white Gaussian noise (AWGN) channel under hostile jamming. The
transmitted OFDM signal is subject to an AWGN term, denoted by n(t), and an additive

jamming interference z(t). The received OFDM signal can be expressed as

r(t) = s(t — to)ed “Wort90) 4 (1) + n(t), (2.7)

where t(g, wp and ¢g denote the time, frequency and phase offsets between the transmitter
and receiver, respectively. Without loss of generality, we can assume that ¢y € [0, T3,).

As in the traditional OFDM system, the synchronization module of SP-OFDM consists
of two stages: a pre-FFT synchronization, which makes use of the correlation between the
secure CP and the OFDM body tail to roughly estimate the offsets, and a post-FFT syn-
chronization, which makes use of the pilot symbols inserted to certain sub-carriers to obtain
a fine estimation. The phase shift offset kg is also estimated in the pre-FFT stage. The
detailed algorithm and analysis on the synchronization of SP-OFDM will be presented in

Section 2.3.
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The demodulation module at the receiver will crop the CP to obtain the body of each
OFDM block, and apply FF'T to obtain the frequency component at each sub-carrier. Under
perfect synchronization, the received signal of the k-th OFDM block body can be expressed
as

re(t) = sp(t) + () + i (1), ¢ €[0,T5), (2.8)

where z(t) and ny(t) are the jamming interference and noise overlaid on the k-th OFDM

block, respectively. The frequency components of jamming and noise can be calculated as

Ne—1

T. _;2mi
Jk’,i: Z xk(,n]lvs)e chmvi:()ala"' 7NC_17 (29)
m=0 ¢
Ne—1 ,
_ T. _;2mi
Nei= > nk(r?\,s)e IN™ i=0,1,--+ ,Ne—1, (2.10)
m=0 ¢

where ﬁ—i is the sampling interval. For an AWGN channel, N, k,i's are Lid. circularly sym-
metric complex Gaussian random variables with variance o2. After applying FFT to the
received signal, a symbol vector Ry, = [Rk,oaék,la e aRk,Nc—l]T is obtained for the k-th

transmitted OFDM block. That is,

R, = P,S;, + J, + N. (2.11)
where
T = k0 Jeas s JeNe—1]' (2.12)
and
Nk = [Nk,():]\_[k,b“' 7Nk7chl]T- (213)
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The secure decoding module multiplies the inverse matrix of Py, to Ry, which results in

the symbol vector

R :Sk+P];1Jk+P/;1Nk, (2.14)
where Ry, = [Ry, 0, Rp1,- -+, Ry n,—1]7, with

Ry ;= Sp;+ ¢/ ki Jri + Niis (2.15)
where N}, ; = ejek,i]vk’h and O ; is uniformly distributed over {% |i=0,1,--- , M —1}.

Note that for any circularly symmetric Gaussian random variable N, ¢/ N and N have
the same distribution for any angle 6 [65, p66]; that is, Ny, ; is still a circular symmetric
complex Gaussian random variable of zero-mean and variance o2. Taking the delay in the
communication system into consideration, in this chapter, we assume that the authorized

user and the jammer do not have pre-knowledge on the sequence of each other.

2.3 Synchronization in SP-OFDM under Disguised

Jamming

In this section, first, we show the vulnerability of the synchronization process in tradition
OFDM under disguised jamming attacks; then we propose the synchronization algorithm of
SP-OFDM and prove its effectiveness under hostile jamming.

In modern OFDM systems, there are generally two kinds of approaches to achieve signal
synchronization: (i) making use of the correlation between the CP and the tail of each

OFDM block [64]; or (ii) inserting certain training symbols in every OFDM frame [66].
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Figure 2.5: Correlation coefficients of the original OFDM under disguised jamming.

However, neither of these two approaches is robust under malicious jamming, especially
disguised jamming, where the jammer modulates the inference with OFDM and deceive the
receiver into synchronizing with the disguised jamming instead of the legitimate signal. For
the training sequence based synchronization approach, even if the training sequence is not
public, there is still a chance for the jammer to eavesdrop on the training sequence, and then
generate the OFDM modulated disguised jamming with the true training sequence.
Synchronization of traditional OFDM under disguised jamming: To demon-
strate the damage of disguised jamming, we calculate the CP based correlation coefficients
of the traditional OFDM signal at different time offsets in the AWGN channel under an
OFDM modulated disguised jamming. We average the correlation coefficients over multiple
OFDM blocks, and the result is shown in Fig. 2.5. Without proper encryption applied to the

signal, the legitimate signal and the jamming interference are completely symmetric; we can
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observe peaks of the correlation coefficients at two different time offsets, one corresponding
to that of the legitimate signal and the other corresponding to that of the disquised jamming.
If the jamming power is the same as the signal power, then the probability that the receiver
chooses to synchronize with jamming is 50%. Obviously, a complete communication failure
occurs when the receiver chooses to synchronize with the disguised jamming instead of the
legitimate signal.

To address this problem, in the synchronization algorithm of SP-OFDM, we apply en-
crypted phase shifts to the sub-carriers and CP. For the ease of analysis, in the following, we
consider an AWGN channel model; the effectiveness of the proposed algorithm in multi-path
fading channels will be verified through numerical analysis in Section 2.5. Even though our
goal is to guarantee the robustness of SP-OFDM under disguised jamming, in the following
analysis, we do not assume any specific form on the jamming interference x(t¢), that is, we
prove the robustness of our algorithm under any form of jamming attacks. Without loss of
generality, we denote the combined term of jamming and noise as z(t) = z(t) +n(t), and the

received signal can be expressed as

r(t) = s(t — tg)ed Wolt90) 4+ »(p). (2.16)

2.3.1 Pre-FFT Synchronization

In the pre-FFT stage, we estimate the encrypted phase shift sequence offset kg, time offset
to and the fractional part of wyTs/2m for frequency offset wy. Since the phase shift sequence
C}, is generated from the global time clock, the receiver has rough bounds on kg relative to

the arrival time of the signal. We denote the finite candidate set of offset kg by K.
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In the traditional OFDM system, the CP correlation based synchronization algorithm
is derived from the maximum-likelihood (ML) rule [64,67]. However, since the jamming
distribution is unspecified in our case, the ML rule is not applicable. Instead, we prove the
robustness of the synchronization algorithm of SP-OFDM using the Chebychev inequality
(68, Theorem 5.11].

In the pre-FFT stage, the receiver calculates the following correlation coefficient

Yi(1,d) =

T7T0P72+ka 5
L / FE) (4 To) L, gt b € T, (2.17)
i

—ToptkT,

for 7 € [0,T}),d € K. We have the following proposition on Y (7, d), whose proof is given in

Appendix A.

Proposition 2.1 If the fourth moment of z(t) is bounded for any time instant t, i.e.,
E{|z(t)|*} < o0,Vt € R, then as K — 400, we have
%'U(T + T — to)efjonS, d=ky—1,

&U(T —tg)e IwoTs | d = kg,

1= N,

= > Yi(r,d) = ‘ (2.18)

k=0 %U(T — Ty —to)e 70T d=ko+1,

0, otherwise,

almost surely (a.s.), where
T+TCP,1, _TCP,l <7<0,
A
v(T) = TCP,l -7, 0<7< Tcp’l, (2.19)
0, otherwise,

and Pg is the average symbol power of constellation ®.

Basing on Proposition 2.1, to estimate ty and kg, we search for 7 and d which can
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maximize |% Z?:_()l Y}.(7,d)| for some K. Meanwhile, after we obtain ¢ and kg, the phase

of the average correlation coefficient % E?:ol Yy (to, ko) is
—woTs mod 2, (2.20)

where we can estimate the fractional part of wgTs/27 as well. In practice, the jamming
interference should be peak power bounded considering the constraints in RF, so we can
ensure that the fourth moment of z(¢) is bounded. The selection of K depends on the power
and the form of the jamming interference. In Section 2.5, we will show that under a disguised
jamming, SP-OFDM is able to obtain relatively accurate estimation results with 25 to 30
OFDM blocks.

As in the traditional OFDM, the CP based synchronization is only able to provide a
coarse estimation of time offset £(, especially under multi-path fading, and it requires a fine
estimation on the time offset at the post-FFT stage. In addition, from (2.21), it can be
seen that even for a very minor estimation error on the carrier frequency, there still may
be an essential phase offset. As long as the range of the time estimation error is smaller
than the duration of CP2, without loss of generality, we can model the signal after pre-FFT
synchronization as

‘(27r(n7Q8+C0)t+¢0)

r(t) = s(t — th)e’ + (), (2.21)

where 2/(t) is the jamming interference after pre-FFT synchronization, t, € [0,T¢p2) is the
remaining time offset, 27 (ng + (g)/7Ts is the remaining frequency offset, n( is an integer and

ol < 1.
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2.3.2 Post-FFT Synchronization

In this stage, we first estimate ng + (o after demodulating the synchronized signal 7/(¢) in

(2.21) using FFT. Suppose ng satisfies

Ny < g < N, (2.22)

where integers N; and NV, are determined by the maximal frequency offset between the
transmitter and receiver. Basing on (2.21), to demodulate the k-th OFDM block, the receiver
applies FFT to signal r/(¢) within interval [kT}, KT}, +Ts). The received signal of k-th OFDM

block after alignment can be expressed as

(1) = sp(t — tg)ej(wt+¢k) + 2, (t), t€[0,Ts), (2.23)
where
b = ¢o + Mk (2.24)
and
2 (1) = 2/ (t + kTp). (2.25)

Considering the frequency offset ng, the receiver samples the received signal with a sam-

— A
pling frequency %;LNZ Let N. = N, + N, — N;. For 0 <i < N/, the FFT applied to
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77.(t) can be expressed as

Né_l 2772
Ri(i) = D i N/s)e TN
m=0 c
27t
Nl—1 ST ,
gop e b i (1 6]27TC0) .
- Ne /Z Sk’i/ 27 (ng+Co+i’ —i) Zk(ZL (2.26)
=0 1—ej Né
where ,
Ne—1 )
Te. —J7g7m
Zk@) Z]/C(”;V/S)e N</: (2.27>

Since we assume |(y] < 1, for 0 < i < N/, we can neglect the ICI in (2.26) and approximate

Ry.(7) as

orrt!

N/ =0 (i—ng) mod NZ] 5

Ry.(i) = N e it eI T
C

Sti—ng T Zk(0), (2.28)

where
) <1 /

(3
)
0, otherwise.

The post-FFT synchronization generally utilizes the pilot symbols inserted at certain
sub-carriers. For the ease of analysis, we assume a pilot symbol p is placed at sub-carrier
ip of each OFDM block. Note that, as the precoding matrix sequence is synchronized with
the CP phase shift sequence, the precoding matrix sequence is synchronized at the receiver

after pre-FF'T synchronization. We calculate the following correlation coefficients for each
OFDM block k:

LA (O —Opi1,
Pu(i) 2 Ry()RE 4 (i) Ohin™ OhrLip) (2.30)

We have the following proposition on I'j (7).
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Proposition 2.2 If the fourth moment of z(t) is bounded for any time t, then as K — +o0,

we have

N 2 j27T(n0+C0)Tb )
. . /
— (Tg) ‘ T Ip|*, i = ng +ip mod N,

a.s.. (2.31)
0, otherwise,
Proof:  Note that I',.(i) can be derived as

. / 2 jM =/ S
Dp(i) = [(Ne/Ne)“ e s S0 Sitiong

N; U / . N, jo U !
+ ﬁzemksk,ifnozkil(l) + ﬁze B S 1 ng 2 (1)

(0, : —0, 1.

T Z}(0) 27y () Ohip Ok Lip), (2.32)

Since the phase shifts Oy, ;’s are independent across the sub-carriers, following the approach

in the pre-FF'T analysis, we have

N
Ne

' ( ) e Ts Ip|?, i =ng+ip mod N/,
E{T'y (1)} =

(2.33)

0, otherwise.

while the variance of %Efz_ol I'.(i) converges to 0 as K — +oo. Therefore (2.31) is

obtained accordingly. We skip the details here for brevity. 0

Following Proposition 2.2, ng can be estimated by finding the ¢ which maximizes

% Zé{:_ol ['.(7). With the ng obtained, we can further estimate the frequency estimation
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error (( in the pre-FFT stage by evaluating the phase of % Zé(:_ol I ((ng +ip) mod N.).

After ng is estimated, without loss of generality, we can assume ng = 0 in the following
derivation. In terms of the time offset t/,, given two pilot symbols p; and ps located at
sub-carriers ip, and ip,, respectively, we evaluate the following correlation coefficient for
each OFDM block k:

. ) ) . VICIRECI AP
Y1 (ipyipy) = Ri(ip) )Ry (ipg )pip2e WPL P27, (2.34)

and we have the following proposition.

Proposition 2.3 If the fourth moment of z(t) is bounded for any time t, then as K — 400,
we have

K-l N 2 ‘27rt6(. o)
. . —) 7 lpq —1 2 2
e 2 Tl i) = (35) ¢ T T 2 (2.35)
k=0 ¢

The proof of Proposition 2.3 follows a similar approach as Proposition 2.1, and we
skip it for brevity. Note that ¢[ € [0, Tcp2), so tf can be estimated from the phase
of %25;01 Y (ipy,ipy). Likewise, the phase offset ¢y can be estimated by averaging

o,
Rk(ip)e‘] k:ip after compensating for the frequency offset.

Discussions Note that under disguised jamming, the estimator averages multiple OFDM
blocks to make use of the encrypted signal for an accurate synchronization. In practice,
estimation errors always exist in synchronization, so the receiver has to keep track of all the
offsets, which can be implemented by the moving average approach.

The pre-FFT synchronization exploits the correlation between secure CP and the OFDM

body tail. The data-aided synchronization approach, i.e., inserting independent training
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sequence in each OFDM frame, is still an option under disguised jamming if encryption is
applied to the training sequence. However, the CP based approach experiences less delay in
synchronization. By inserting secure CP for each OFDM block, it is easier to keep track of
the time offset continuously.

In the post-FFT stage, inserting more pilots can accelerate the synchronization process;
meanwhile, under fading channels, the channel estimation process necessitates pilot symbols
over different sub-carrier locations. Channel estimation can be implemented by averaging the
received pilot symbols at each sub-carrier location following the approach in synchronization.
However, an important point here is that for time varying channels, the duration of the
OFDM blocks used for averaging should be smaller than the coherence time so that the
channel does not change significantly during each estimation. This is guaranteed in practical
systems where the whole OFDM frame duration is shorter than the channel coherence time

[66).

2.4 Symmetricity and Capacity Analysis using the

AVC Model

In this section, we analyze the symmetricity and capacity of the proposed SP-OFDM system
using the arbitrarily varying channel (AVC) model. Recall that from Section 2.2, under

perfect synchronization, the equivalent channel model of SP-OFDM can be expressed as

R=S+¢e9J+N, (2.36)
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where S € ®,.J € C, N ~ CN(0,0%I), © is uniformly distributed over {% |i=0,1,...M—
1}, and CN(p, ) denotes a circularly symmetric complex Gaussian distribution with mean
p and variance X. For generality, in this section, we do not assume any a prior: information
on the jamming .J, except a finite average power constraint of Py, i.e., E{|J|*} < P;. We
will show that the AVC corresponding to SP-OFDM is nonsymmetrizable, and hence the

AVC capacity of SP-OFDM is positive under disguised jamming.

2.4.1 AVC Symmetricity Analysis

The arbitrarily varying channel (AVC) model, first introduced in [62], characterizes the
communication channels with unknown states which may vary in arbitrary manners across
time. For the jamming channel (2.36) of interest, the jamming symbol J can be viewed
as the state of the channel under consideration. The channel capacity of AVC evaluates
the data rate of the channel under the most adverse jamming interference among all the
possibilities [69]. Note that unlike the jamming free model where the channel noise sequence
is independent of the authorized signal and is independent and identically distributed (i.i.d.),
the AVC model considers the possible correlation between the authorized signal and the
jamming, as well as the possible temporal correlation among the jamming symbols, which
may cause much worse damages to the communication.

To prove the effectiveness of the proposed SP-OFDM under disguised jamming, we need
to introduce some basic concepts and properties of the AVC model. First we revisit the

definition of symmetrizable AVC channel.

Definition 2.1 [69] [70] Let W (r | s,x) denote the conditional PDF of the received signal

R given the transmitted symbol s € ® and the jamming symbol x € C. The AVC channel
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(2.36) is symmetrizable iff for some auziliary channel 7 : ® — C, Vs,s' € ®,r € C, we have

/ W(r| s, x)dFy(z|s') = / Wi(r|s' x)dFy(x|s), (2.37)
C C

where Fr(:|-) is the probability measure of the output of channel w given the input, i.e., the

conditional CDF
Fr(x|s) = Pr{Re(n(s)) < Re(x), Im(n(s)) < Im(x)}, (2.38)

for x € C,s € ®, where m(s) denotes the output of channel © given input symbol s.

We denote the set of all the auxiliary channels, 7’s, that can symmetrize channel (2.36) by
II, that is,

II= {7r | Eq. (2.37) is satisfied w.r.t. 7 Vs, 8’ € ®,r € C}. (2.39)

With the average jamming power constraint considered in this chapter, we further intro-

duce the definition of [-symmetrizable channel.
Definition 2.2 [70] The AVC channel (2.36) is called l-symmetrizable under average jam-
ming power constraint iff there exists a m € 11 such that

/ @|2dFy (x]s) < o0, Vs € @. (2.40)
C

In [70], it was shown that reliable communication can be achieved as long as the AVC

channel is not [-symmetrizable.

Lemma 2.1 [70, Corollary 2] The deterministic coding capacity? of AVC channel (2.36)

2The deterministic coding capacity is defined by the capacity that can be achieved by a communication

42



is positive under any hostile jamming with finite average power constraint iff the AVC' is not
l-symmetrizable. Furthermore, given a specific average jamming power constraint Py, the

channel capacity C' in this case equals

C= rr71)ax r%in I(S,R),
S (2.41)

s.t. f(C |m|2dFJ(az) < PJ,

where 1(S, R) denotes the mutual information (MI) between the R and S in (2.56), Pg

denotes the probability distribution of S over ® and Fj(-) the CDF of J.

First, we show that the traditional OFDM system is [-symmetrizable under disguised

jamming.

Theorem 2.1 The traditional OFDM system is l-symmetrizable. Therefore, the determin-
istic coding capacity is zero under the worst disquised jamming with finite average jamming

power.

Proof: The AVC model of the traditional OFDM system is
R=S5S+J+N. (2.42)

We will show that when S and J have the same constellation ®, hence the same finite average

power, the AVC channel is [-symmetrizable. It follows from (2.42) that

W(r|s s)=W(r|s,s), Vs,s € ® rcC. (2.43)

system, when it applies only one code pattern during the information transmission. In other words, the
coding scheme is deterministic and can be readily repeated by other users [71].
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Since ¢ has finite average power, the average power constraint (2.40) is satisfied by disguised
jamming. Hence, channel (2.42) is [-symmetrizable. From Lemma 2.1, a necessary condition
for a positive AVC deterministic coding capacity is that the channel is not [-symmetrizable.
So the traditional OFDM system has zero deterministic coding capacity under disguised

jamming with finite average jamming power. U

Next, we show that with the proposed secure precoding, it is impossible to [-symmetrize

the AVC channel (2.36) corresponding to the SP-OFDM system.

Theorem 2.2 The AVC channel corresponding to the proposed SP-OFDM is not -

symmetrizable.

Proof:  We prove this result by contradiction. Suppose that there exists a channel 7 € II
such that the AVC channel is [-symmetrizable. Denote the output of channel 7 given input

x by (), and define the corresponding AVC channel output for inputs s and s’ as
R(s,s") = s+n(s)el® + N, (2.44)

where R(s, s') denotes the channel output. Following (2.37), R(s, s') and R(s’, s) have the
same distribution. Let ¢y (w1, w2) denote the characteristic function (CF) of a complex

random variable X. So we have

()OR(S,S/) (wl’w2> = SOR(S,7S) (Wl,(.UQ), (245)

and
Phs,s) W1 w2) = P jor (Wi w2) P (wi,wa), (2.46)
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where, for the complex Gaussian noise N, we have

02( 21 2)

@N(WLWQ) =e 4 w1t y Wl,w2 € (_OO7+OO)a (247)

which is non-zero over R2. Thus by eliminating the characteristic functions of the Gaussian

noises on both sides of equation (2.45), we have
Plsrn(s)ei® W1 w2) =Ppar 1050 (W1, w2). (2.48)
for wi,wo € (—00,4+00). Let s = s1 + jso, we can then express 90[3+7r(s’)ej9]<w1’w2) as
Plsn(shei®) W1, w2) = 3j81w1+js2w290[w(81)6j@](WLWQ): (2.49)

and

Sp[ﬂ(sl)ej@] (w1, w2)

— R{eIw1Re(n(s)eO) tjunTm(n(s)el )y

C

Recall that under the proposed secure precoding scheme, © is uniformly distributed over
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{% |i=0,1,.... M — 1}, where M is a power of 2. We have

]E{ejwlRe(:cej@)+jw21m(xej@)}

M-1 . .
S el cos(F rarg(a))jwnlal sin(Ff +are ()
=0

2-1

Sk

M

/
2 Z cos {w1|x| cos[2mi/M + arg(x)]
1=0

=

+ws|x|sin2mi/M + arg(x)]}, (2.51)

which is of real value for wy,ws € (—o0, +00). So <‘0[7T( )ej@](wl,wg) and gp[w(s)ej@](wl,wg)

s!

e ,
are also real-valued over R2. For s # s’ and s’ = |+ jsh, 5175w +(52-59)w2) g non-

zero imaginary part for (s — s’l)wl + (s9 — 8/2)(,02 % nmw, n € Z. Without loss of generality,

o
we assume s # ;. From (2.48), (2.49) and (2.51), for wy + 22 2/2”2 £ - mrS/ Vn € Z, we
1751 1751

have

gp[ﬂ(s)ej@](wlvw2) = 0. (2.52)

On the other hand, the characteristic function of an RV should be uniformly continuous

in the real domain [68, Theorem 15.21]. So for any fixed wo € (—00, ), we should have

nm — (sg — sh)wa

Pre)ei® o g
= lim . (p[ﬂ_(s)e]’@]<u]1,a]2), Vn € Z. (2.53)
nm—(s9—so)wo
wl*}—sl—sll

o (n—l)w—(sz—sé)u@ mr—(sz—sé)c@ mr—(sQ—sé)wQ (n+1)7r—(32—s/2)w2
or wyp € P ) 7 U — 7 ) — 7 )
1-51 $1—81 $1—81 $1—81
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Plr(s)ei®) W1 wa) = 0, 0

nm — (sg — sh)wo

S0[7r(s)ej@]( 51 — 8/1 ,wg) =0, Vn € Z. (2.54)
Combining (2.52) and (2.54), we have
@{W(s)ejG](WlaWQ) =0, VYwi,wy € (—00,00). (2.55)

However, (2.55) cannot be a valid characteristic function for any RV. Therefore, the auxiliary
channel 7 does not exist, and II is empty. Hence, the AVC channel is not [-symmerizable.
OJ

Following Lemma 2.1, the result in Theorem 2.2 implies that the proposed SP-OFDM will
always have positive capacity under any hostile jamming with finite average power constraint.
The next subsection is focused on how to calculate the channel capacity of SP-OFDM under

hostile jamming.

2.4.2 Capacity Analysis

From Lemma 2.1, the capacity of channel R = S + ¢/ ©J+ N is given by

C' = max min (S, R),
Ps Fy

s.t. f(C |w]2dFJ(a:) < Pj.
It is hard to obtain a closed form solution of the channel capacity for a general discrete

transmission alphabet ®. However, if we relax the distribution of the transmitted symbol S

from the discrete set ® to the entire complex plane C under an average power constraint,
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we are able to obtain the following result on channel capacity.

Theorem 2.3 The deterministic coding capacity of SP-OFDM is positive under any hostile
jamming. More specifically, let the alphabet ® = C and the average power of S being upper

bounded by Pg, then the mazimin channel capacity in (2.41) under average jamming power

constraint Py and noise power Py = o2 is given by
Pg

C=log|l+—""-—]. 2.56

¢ ( Pr+ PN) (250

The capacity is achieved at input distribution CN (0, Pg) and jamming distribution

CN(0, Py).
To prove Theorem 2.3, we need the following lemma [70, Lemma 4].

Lemma 2.2 Mutual information 1(S, R) is concave with respect to the input distribution

Fg(-) and convex with respect to the jamming distribution Fj(-).

Proof: [Proof of Theorem 2.3] First, following Lemma 2.1 and Theorem 2.2, we can get
that the deterministic coding capacity of SP-OFDM is positive under any hostile jamming.

Second, we will evaluate the channel capacity of SP-OFDM under hostile jamming. When
the support of S is & = C, the whole complex plane, following Lemma 2.1, the channel

capacity in (2.41) equals

C = max min /(S, R), (2.57)

Fs Fy
st.  Jolz’dFs(z) < P, (2.58)
Jel®*dF;(z) < Py, (2.59)
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where Fg(-) denotes the CDF function of S defined on C, and (2.58) and (2.59) denote the
average power constraints on the input and the jamming, respectively.

We denote the I(S, R) w.r.t the input distribution Fg(-) and the jamming distribution
Fj(-) by ¢(Fg, Fy). Following Lemma 2.2, ¢(Fg, Fy) is concave w.r.t. Fg(-) and convex
w.r.t. Fj(-). As shown in [72], if we can find the input distribution Fg and the jamming

distribution Fj such that

¢(Fg, F7) < ¢(Fg, Fy) < 6(Fg, Fy), (2.60)

for any Fg and Fj satisfying the average power constraints (2.58) and (2.59), respectively,
then

S(FE F5) =C. (2.61)

That is, the pair (Fg, F'7) is the saddle point of the max-min problem in equation (2.57) [73].

Assume the jamming interference is circularly symmetric complex Gaussian with average
power Py, that is, I'; = CN(0,Pj). Note that the phase shift would not change the
distribution of a complex Gaussian RV, and the fact that the jamming J and the noise N
are independent, hence the jammed channel in this case is equivalent to a complex AWGN
channel with noise power Py + Pp, where the capacity achieving input distribution is also
a complex Gaussian with power Pg, that is, F§ = CN(0, Pg). It follows that for any input

distribution Fg satisfying the power constraint Pg,

&(Fg,CN(0,Py)) < ¢(CN(0, Pg),CN (0, Py)). (2.62)

On the other hand, when the input distribution is F§ = CN(0, Pg), the worst noise in
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Table 2.1: SP-OFDM parameters in numerical results (7s: duration of OFDM body)

Carrier number N, 128 CP1 duration Tcp,1 Ts/8
Phase shift constellation size M 16 CP2 duration Tcp,2 Ts/16
Number of candidate phase shift offset |[IC| | 50 Signal-to-noise ratio (dB) 15

terms of capacity for Gaussian input is Gaussian [36]. Since /9 J + N is complex Gaussian
with power Py + Py if F'; = CN(0, Py), then for any jamming distribution F; satisfying

the power constraint Py,
$(CN(0, Ps),CN(0, Py)) < o(CN(0, Ps), Fy). (2.63)

So the saddle point (F§, F'7) is achieved at (CN(0, Pg), CN(0, Py)), where the corre-

sponding channel capacity is

Pg
C=log(1+—2—], 2.64
Og( PJ+PN) (2.64)

which completes the proof. 0

2.5 Numerical Results

In this section, we evaluate the synchronization and bit error rate (BER) performances of the
proposed SP-OFDM system under disguised jamming attacks through numerical examples.
Throughout this section, we consider the case where the malicious user generates disguised
jamming using OFDM, with the same format and power level as that of the legitimate signal.

Example 1: Synchronization performance under disguised jamming in AWGN

channels: In this example, we verify the robustness of SP-OFDM under disguised jamming
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Figure 2.6: Correlation coefficients of SP-OFDM at different time and phase shift sequence
offsets under disguised jamming.
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Figure 2.7: The synchronization error distribution under AWGN channels with disguised
jamming attack.
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in terms of synchronization for AWGN channels. The system parameters are listed in Table
2.1. We first compute the average correlation coefficients at different time offsets and phase
shift sequence offsets for the received signal as in (2.17), and the result is plotted in Fig. 2.6
for K = 403. Here, K denotes the number of OFDM blocks used for estimation. It shows
that with the secure precoding scheme, even under disguised jamming, the receiver is able to
correctly estimate the time offset as well as the phase shift sequence offset of the legitimate
signal. Then we simulate the synchronization accuracy of SP-OFDM by calculating the
cumulative distribution functions (CDFs) of the estimation errors with different numbers of
OFDM blocks K to average the correlation coefficients. We normalize the time offset by the
duration of one OFDM block T} and the frequency offset by the sub-carrier spacing 1/7T,
and the results are shown in Fig. 2.7. It can be observed that under the given setup, with
25 OFDM blocks to compute the correlation coefficients, the synchronization algorithm is
robust under disguised jamming, where 99% cases have less than 0.01 normalized time offset
estimation errors and 98% cases have less than 0.04 normalized frequency offset estimation
errors.

Example 2: Synchronization performance under disguised jamming in multi-
path fading channels: In this example, we simulate the synchronization accuracy of SP-
OFDM under disguised jamming in static and time varying multi-path fading channels, which
are modeled as 4 paths fading channels with a maximum delay spread of 37%/256. Fig. 2.8
shows the estimation error distribution in the static channel. A slight performance loss is
observed compared with the AWGN case, where 98% cases have less than 0.02 normalized

time offset estimation errors and 96.5% cases have less than 0.04 normalized frequency offset

3In the 802.11a WLAN [66], 40 OFDM blocks correspond to 1440 data bytes with 64QAM mapping,
while the OFDM frame length can be as large as 2312 bytes.
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Figure 2.8: The synchronization error distribution under static multi-path fading channels
with disguised jamming attack.
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Figure 2.9: The synchronization error distribution under time varying multi-path fading
channels with disguised jamming attack.
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Figure 2.10: BER performance comparison under disguised jamming in AWGN channels:
SP-OFDM versus the traditional OFDM system, signal to jamming power ratio (SJR) = 0
dB.

estimation errors using 25 OFDM blocks in estimation. To demonstrate the effectiveness
of the synchronization algorithm under slow time varying channels, we introduce a Doppler
shift to each path with a maximum value of 2% sub-carrier spacing (0.02/T%) in the multi-
path fading channel. Fig. 2.9 shows the estimation error distribution under the time-varying
multi-path fading channel, where around 98% cases have less than 0.02 normalized time offset
estimation errors and 96.5% cases have less than 0.04 normalized frequency offset estimation
errors using 30 OFDM blocks in estimation. The simulation results illustrate the robustness
of SP-OFDM against disguised jamming attacks under various channel conditions.
Example 3: BER performance under disguised jamming in AWGN channels:
In this example, we analyze the bit error rate (BER) of the proposed system under disguised

jamming in AWGN channels. Perfect synchronization is assumed. We use the low density
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parity check (LDPC) codes for channel coding, and adopt the parity check matrices from the
DVB-S.2 standard [74]. The coded bits are mapped into QPSK symbols. The random phase
shifts in the proposed secure precoding are approximated as i.i.d. continuous RVs uniformly
distributed over [0,27). We observe that such an approximation has negligible difference
on BER performance compared with a sufficiently large M. The jammer randomly selects
one of the codewords in the LDPC codebook and sends it to the receiver after the mapping
and modulation. On the receiver side, we use a soft decoder for the LDPC codes, where the
belief propagation (BP) algorithm [75] is employed. The likelihood information in the BP
algorithm is calculated using the likelihood function of a general Gaussian channel, where
the noise power is set to 1 4+ o2 considering the existence of the disguised jamming, and
0? is the noise power. That is, the signal to jamming power ratio (SJR) is set to be 0 dB.
It should be noted that for more complicated jamming distributions or mapping schemes,
customized likelihood functions basing on the jamming distribution will be needed for the
optimal performance. Fig. 2.10 compares the BERs of the communication system studied
with and without the proposed secure precoding under different code rates and SNRs. It can
be observed that: (i) under the disguised jamming, in the traditional OFDM system, the
BER cannot really be reduced by decreasing the code rate or the noise power, which indicates
that without appropriate anti-jamming procedures, the traditional OFDM cannot achieve
reliable communications under disguised jamming; (ii) with the proposed SP-OFDM scheme,
when the code rates are below certain thresholds, the BER can be significantly reduced with
the decrease of code rates using the proposed secure precoding. This demonstrates that the
proposed SP-OFDM system can achieve a positive deterministic channel coding capacity
under disguised jamming.

Example 4: BER performance under disguised jamming in Rician channels:
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Figure 2.11: BER performance comparison under disguised jamming in Rician channels:

code rate = 1/3, SJR = 0 dB. Here the K parameter refers to the power ratio between the
direct path and the scattered path.

In this example, we verify the effectiveness of the proposed system in fading channels. We
consider a Rician channel, where the multipath interference is introduced and a strong line
of sight (LOS) signal exists [76]. The fading effect is slow enough so that the channel remains
unchanged for one OFDM symbol duration. In the simulation, we set the power of the direct
path of Rician channel to be 1 and vary the K parameter, which is the ratio between the
power of the direct path and that of the scattered path. Fig. 2.11 shows the BERs for
LDPC code rate 1/3 under disguised jamming. It can be observed that the proposed system
is still effective under the fading channel with a sufficient large K parameter. For a small
Ky parameter, i.e., when the fading is severe, channel estimation and equalization will be

needed to guarantee a reliable communication.
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2.6 Summary

In this chapter, we designed a highly secure and efficient OFDM system under disguised
jamming, named securely precoded OFDM (SP-OFDM), by exploiting secure symbol-level
precoding basing on phase randomization. We demonstrated the destructive effect of dis-
guised jamming on the traditional OFDM system, and proved the robustness of SP-OFDM
against disguised jamming in terms of synchronization and channel capacity. First, we
showed that the traditional OFDM cannot distinguish between the legitimate signal and
disguised jamming in the synchronization process, while SP-OFDM, with the secure CP, can
achieve accurate synchronization under disguised jamming. Second, we analyzed the channel
capacity of the traditional OFDM and the proposed SP-OFDM under hostile jamming using
the arbitrarily varying channel (AVC) model. It was shown that the deterministic coding
capacity of the traditional OFDM is zero under the worst disguised jamming; on the other
hand, with the secure randomness shared between the authorized transmitter and receiver,
the AVC channel corresponding to SP-OFDM is not symmetrizable, and hence SP-OFDM
can achieve a positive capacity under disguised jamming. Both our theoretical and numeri-
cal results demonstrated that SP-OFDM is robust under disguised jamming and frequency
selective fading. Potentially, SP-OFDM is a promising modulation scheme for high speed
transmission under hostile environments, and the secure precoding scheme proposed in this

chapter can also be applied to modulation techniques other than OFDM.
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Chapter 3

The Worst Jamming Analysis and the
Performance of SP-OFDM under the

Worst Jamming

In Chapter 2, we saw that without secure precoding, disguised jamming is the worst jamming
that can cause the deterministic channel capacity to be zero, while SP-OFDM is still robust
against disguised jamming. An interesting question is: when secure precoding is applied,
what would be the worst jamming distribution that minimizes the channel capacity of SP-
OFDM?

In this chapter, by exploiting tools in constrained functional optimization, we explore
the worst jamming distribution that minimizes the channel capacity of SP-OFDM under
practical assumptions, where the transmitted symbols are uniformly distributed over a finite
alphabet, and the jamming interference is subject to an average power constraint, but may
or may not have a peak power constraint. First, we prove the existence and uniqueness of
the worst jamming distribution. Second, by analyzing the Kuhn-Tucker conditions for the
worst jamming, we prove that the worst jamming distribution is discrete in amplitude with
a finite number of mass points, either with or without peak power constraints. Numerical

results are provided on the worst jamming distribution and the minimum channel capacity
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under disguised jamming. However, due to the inherent secure randomness in SP-OFDM,

disguised jamming is no longer the worst jamming for SP-OFDM.

3.1 Introduction

The channel capacity evaluation of SP-OFDM under additive jamming is formulated as a
minimax optimization problem, where the legitimate transmitter aims to maximize the mu-
tual information (MI) between the transmitted signal and received signal while the jammer
aims to minimize it. It was shown in Chapter 2 that, given the average power constraints
for both the legitimate transmitter and jammer, the minimax problem exists a saddle point
solution, that is, the minimax capacity is achieved when both the legitimate signal and the
jamming interference follow the Gaussian distribution. The underlying argument is that
assuming a Gaussian input distribution for SP-OFDM, then the worst jamming distribu-
tion should also be Gaussian. However, such a result might not be applicable to practical
communication systems, where (i) the input distribution is generally a uniform distribution
over a finite constellation, and (ii) practical RF amplifiers will exert certain peak power con-
straints on the transmitted signals. Taking these two constraints into consideration, in this
chapter, we discuss the worst jamming distribution which minimizes the channel capacity
of SP-OFDM under practical communication scenarios, and aim to provide a more in-depth
understanding on the performance lower bound of SP-OFDM under jamming.

We formulate the worst jamming problem as a constrained functional optimization pro-
cess [77] following the literature on the capacity-achieving input distributions under different
channel constraints. In [78,79], the capacity-achieving input distribution in Gaussian chan-

nels under average and peak power constraints were studied. The capacity-achieving input
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distributions in Rayleigh-fading and Rician-fading channels were analyzed in [80] and [81], re-
spectively. In [82], the optimal input distribution was analyzed under non-coherent Gaussian
channels, where random phase shifts were applied to the transmitted signals. A good sum-
mary in this line of research was provided in [83]. More recently, the capacity-achieving input
distributions were explored for Gaussian MAC channels with peak power constraints [84],
Gaussian Mixture Noise channels [85], Gaussian MIMO channels with peak power con-
straints [86] and signal-dependent noise channels [87]. One common result among the existing
work is that, the capacity-achieving input distributions for these channels are often discretely
distributed in amplitude [88].

In this chapter, applying the constrained functional optimization to the channel capacity
of SP-OFDM, we show that the worst jamming distribution for SP-OFDM should be discrete

in amplitude with a finite number of mass points. More specifically,

e We prove the existence, uniqueness and the Kuhn-Tucker conditions of the worst jam-
ming distribution for SP-OFDM, either with or without a peak power constraint on
jamming. The major challenge in the analysis lies in the derivation of the tight bounds
on the distribution function of the channel output for any given jamming distribution.
We obtain both the upper and lower bounds by exploiting some inequalities involving

the modified Bessel functions from literature [89-91].

e We prove the discreteness of the worst jamming distribution for SP-OFDM, either with
or without peak power constraints, and show that the worst jamming distribution has
a finite number of mass points. More specifically, we first derive a lower bound of the
Kuhn-Tucker function for the worst jamming distribution. Second, by applying the

identity theorem, we show that any non-discrete jamming distribution cannot satisfy
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the Kuhn-Tucker conditions of the worst jamming distribution under a finite peak
power constraint. Finally, by further exploiting the derived lower bound on the Kuhn-
Tucker function, we show that when the peak power constraint is sufficiently large, the
worst jamming under the peak power constraint is identical with the worst jamming
without peak power constraint. We further discuss the maximal amplitude of the worst
jamming distribution in different cases, and show that the worst jamming distribution
always has a mass point at the peak power constraint when the average power constraint

is inactive.

Numerical results are provided on the worst jamming distribution and the minimal
channel capacity under disguised jamming. The numerical results are consistent with
the theoretical analysis, that is, the worst jamming is discrete in amplitude with a finite
number of mass points; the minimal channel capacity of SP-OFDM is guaranteed to
be positive under disguised jamming, which demonstrates the robustness of SP-OFDM
under disguised jamming. We further study the impact of the power constraints. It is
shown that the worst jamming distribution tends to have more mass points as the peak
jamming power increases, while with the decrease of average jamming power, there is
a larger chance for the jammer to keep silent for energy saving and the best jamming

effect.

We would like to point out that in functional optimization of channel capacity, the analysis

is generally more complex without the peak power constraint, compared to that with a finite

peak power constraint [83]. Existing work on optimal input distribution analysis without

peak power constraint generally involves complicated integral transforms (such as the Hankel

transform) [82,85]. To overcome this obstacle, in this chapter, our analysis on worst jamming
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distribution is decomposed into two steps: first, we prove the discreteness of the worst
jamming distribution under finite peak power constraints; second, we generalize the result
to the case without peak power constraint. Through this two-step approach, the analysis

can be conducted without the integral transforms, and hence be significantly simplified.

3.2 Problem Formulation

From our previous discussions in Chapter 2, we can see that: for an AWGN channel R =
S+ J+ N, when (i) the constellation of the authorized signal, ®, is fixed; (i1) S is uniformly
distributed over ®; and (iii) no secure symbol-level precoding is involved, then the worst
jamming is the disquised jamming that has an identical distribution with S. In this case, the
deterministic coding capacity is zero. That s, the traditional OFDM has zero deterministic
coding capacity under disquised jamming.

However, in this chapter, we will show that for systems with secure precoding, i.e.,

R=S+e®J+N, (3.1)

disguised jamming is no longer the worst jamming in terms of channel capacity.
From Lemma 2.1, with the AES-based phase randomization, the channel capacity equals
the maximin mutual information between S and R, I(S, R). In this section, we consider the

maximin problem,
C' = max min (S, R),
Ps 1y (3.2)

st. o |w]2dFJ(w) < Py,

in practical communication systems, by considering (i) the transmitted symbol is uniformly
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distributed in the alphabet, and (ii) there might exist a constraint on the peak power of the
jamming interference.

Let the transmitting alphabet ® = {s1, s9, ""SM@}' The size of ® is |®| = Mg. In
realistic communication systems, S is uniformly distributed over ® | i.e.,

1
— ., ie{1,2,.., Mg} (3.3)

PI{S = SZ'} = M(I)

Hence, the calculation of the capacity in (3.2) is reduced to finding the CDF Fj of the
jamming interference that minimizes the MI I(S, R), under an average power constraint of
Pj, with a possible peak power constraint. .

The phase shift © is controlled by the authorized user, and is uniformly distributed over
{%l | 1 =0,1,...,.M — 1}. When M is sufficiently large (e.g., M > 3—8, where 0(29 is
the variance of the phase noise existing in practical communication systems), taking the
noise effect into consideration, we can approximately model © as a continuous RV uniformly
distributed over [0, 27), and independent of J. In this way, the phase item within J can be
completely absorbed into ©. As a result, we only need to find the CDF of |.J| that minimizes
the MI in (3.2). Without loss of generality, in the following, J is degraded to a RV over R.

Let F, be the set of all the possible CDFs Fj(-) of J € R, where the peak amplitude

is bounded by a, and a € (0,00) or a = co. For a € (0,00), the peak jamming power is

bounded by a2, and F, is defined as

Fo ={F() [ F(07)=0,F(a) =1,

F(z) is nondecreasing and right-continuous}.
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For the special case a = oo, the jamming interference is not peak power limited, where

Foo ={F() | F(07) =0, lim F(z) =1,

F(z) is nondecreasing and right-continuous}.

In both cases, F, is a convex set. For any a € (0,00), Fq C Foo. Unless otherwise specified,
the following analysis of this chapter applies to both cases of F.

Note that the MI I(S, R) = H(S)— H(S|R) and S is uniformly distributed over ®. Define
functional G(-) as

A

G(F;) 2 —H(S|R). (3.4)

Given that S is uniformly distributed over ®, the maximin problem (3.2) can be reduced to

min _ G(Fy)
Fjl)efa (3.5)

fO 2dF’J <PJ

The optimal solution to (3.5) is the worst jamming distribution that results in the minimal
capacity from the information theoretic point of view. In the following, we will discuss
the worst jamming distribution Fj to (3.5). The main result is that the worst jamming

distribution should be discrete in amplitude with a finite number of mass points.

3.3 Preliminary Results

In this section, to pave the way for a thorough analysis on the optimization problem in (3.5),

we first derive the specific expression of functional G(-); then we derive several important
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inequalities involving the modified Bessel function of the first kind. These results are essential
for the analysis on the worst jamming distribution in Sections 3.4 and 3.5.

The conditional distribution of the received signal R is provided the following lemma.

Lemma 3.1 For noise power 02, the conditional PDF of R given S and J is given by

fris,7(r | si,z) =u(lr — sif,z),r € C,s; € 2,2 >0 (3.6)
where
2,2
ua,y) 2 —5e o? Ip(TR), ©>0,y >0, (3.7)
o o

and Iy(-) is the modified Bessel function of the first kind with order 0.

Proof: Please refer to Appendix B. U

Following Lemma 3.1,

_Lifrs(rls) ¥y ullr - sil.2)dF, ()

filr)= =0 = , (3.5)
Jo u(lr — sil, x)dFy(x)

Pr{S=s;|R=71}= 3.9
(S=si|R=1) s (39)

For notation simplicity, define functionals @Q;(r, F') and L;(r, F') over C x Fq as

o0
Qi(r, F) — / u(lr — s;],2)dF(z), 7 € C, F € Fa. (3.10)
0
Qi(r, F) )

Li(r, F) =log [ <A 2) ) cC FeF, 3.11
)= (s G : 1
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Therefore G(F'y) can be expressed as

G(Fy) = 31 3 [ @il F) Lt Fy)ar.

(3.12)

Moreover, (S, R) is a convex function w.r.t. Fy(-), sois G(-). That is, G((1 =) F1+AFy) <

(1 = N)G(Fy) + AG(Fy) for any A € [0,1] and Fy, Fy € F,.

For any P > 0, define functional Kp(-) as:

Kp(F) & /0 ~ 2dF (@) - P

Let P = Pj, the average jamming power constraint, and define

Q. Py) £ (F(-) | F(-) € Fa, Kp,(F) < 0}.

The optimization problem (3.5) can be expressed equivalently as

min  G(F).
FEQ(CL,PJ)

(3.13)

(3.14)

(3.15)

In the following, the subscript J in the distribution function and the average power constraint

is discarded for brevity. For notation simplicity, we use € to denote (a, P) when the peak

amplitude constraint a and average power constraint P of jamming interference are fixed in

the context.

We derive an upper and lower bound on the integral fooo u(z,y)dF(y) in the following

lemma.

Lemma 3.2 For any CDF F(-) € Q, integral fooo u(z,y)dF (y) has the following upper and
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lower bound:

e Upper Bound: there exists some constant ¢ € (0,00) independent of F(-) such that

for any sufficiently large x € [0, 00),
A u(z,y)dF (y) < 25 (3.16)

o Lower Bound: there exists some constant ¢, € (0,00) independent of F(-) such that

o0 =~
w(x,y)dF(y) > 2 3.17
GRS SN (3.17)

a 4x

2 5x2/02 r=0
To<e

Proof:  Please refer to Appendix C. 0
In  addition, we  derive an  upper  bound for  the ratio  of

Jo u(z1,9)dF(y)/ [y~ u(z2,y)dF(y) when the jamming interference is peak power

constrained, which is stated in the following lemma.

Lemma 3.3 If the peak amplitude a € (0,00), for any CDF F(-) € Q, and 1 > x9 > 0, we

have .
foa u(xy,y)dF (y) _ I2—$1+2(2x1_x2)a .
e o . .
an u(x9,y)dF (y)
Proof:  Please refer to Appendix D. .
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3.4 Existence of the Worst Jamming Distribution

In this section, we verify the existence of the worst jamming distribution and derive the
necessary and sufficient conditions for the worst jamming distribution from the Kuhn-Tucker
(KT) theorem.

We first show that the minimum of functional G(F') over Q is achievable. More specifi-

cally, we have:

Theorem 3.1 Given Q = {F(:)| F(-) € Fu, Kp(F) < 0}, where P is the average jamming
power constraint, and G(F) = —H(S | R) on set Q. The real-valued functional G(-) can

achieve its minimum on §2.

The proof of Theorem 3.1 is based on the following lemma, which makes use of the weak™*

topology on the set of CDF's over R.

Lemma 3.4 [80] If G is a real-valued, weak* continuous functional 1 [77] on a weak*

compact set 2 [77] Q, then G achieves its minimum on Q.

Proof: [Proof of Theorem 3.1] Please refer to Appendix E. O

Having proved the existence of the worst jamming distribution over €2, we will further

show that the worst jamming distribution is also unique.
Corollary 3.1 The jamming distribution F* € Q that minimizes functional G(-) is unique.

Proof: Please refer to Appendix F. 0

LA functional G defined on X* is weak* continuous iff for each z* € X* and each neighborhood V' of
f(a™), there is a neighborhood U of 2™ such that f(U) C V. Here, X* denotes the set of CDFs over R.

2A set K C X* is said to be weak* compact if every finite sequence from K contains a weak* convergent
subsequence.
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As we are solving a constrained optimization problem, following the Kuhn-Tucker The-

orem [77] [80], we can obtain the Lemma below.

Lemma 3.5 For a convex subset D of a linear vector space, let f and g be two real-valued

convez functionals defined on D. Suppose there exits an Fy(-) € D such that g(F1) < 0, and

= inf F 1
C= roebim=o’ ) (319

where C' is finite, then there exists a v > 0, such that

€= it {7(F) +79(F)), (3.20)

Furthermore, if the infimum in (3.19) is achieved at Fy(-) € {F | F € D,g(F) < 0}, then

the infimum in (3.20) is also achieved at Fy, and yg(Fy) = 0.

For our problem of interest, let D be F, and g(:) be Kp(-). It is obvious that for any
average power constraint P > 0, there always exists an ' € F, such that Kp(F) < 0.

Combining Lemma 3.4 and Lemma 3.5, we can obtain the following result.

Theorem 3.2 There exists a unique solution to the constrained convex optimization problem
(3.5) on Q0. If Fy(-) € Q is the solution to (3.5), then there exists a v > 0 such that Fy(-) is

also the solution to the Lagrangian dual problem

Jnin G(F) +vKp(F) (3.21)

and vKp(Fy) = 0.

It should be noted that when a = oo, the Lagrangian multiplier v > 0. To see this,

69



consider the case v = 0. Following (3.3), the value of the target function in (3.21) can be
arbitrarily close to —log Mg. This indicates the worst jamming could render a zero channel
capacity, that is, the distribution of R is independent of S, which is impossible under the
average power constraint considering the fact that the characteristic function (CF) of R is a
product of those of .S, Jel® and N.

Next we analyze the necessary and sufficient conditions satisfied by the minima in the

dual problem. Before that, the definition of the weak differentiability is introduced.

Definition 3.1 [78] Let f be a functional on a conver set D. Let Fy € D and § € [0,1].

Suppose that there exists a map defined as

f(Fo.F) = lim f((L=0)Fy +0F)— f(Fo)

, VFeD, 3.22
0—0,0>0 0 (322)

then f is said to be weakly differentiable at Fy, and f'(Fy,-) is called its weak derivative at
Fy. If f is weakly differentiable for every Fy € D, f is said to be weakly differentiable over

D.

The weak derivatives of functional G(-) and Kp(-) are provided in the following Lemma.

Lemma 3.6 Define functional g(- ; -) over [0,00) X  as

A > Joul(lr = sil, 2)Li(r, F)dr

g(x; F) Mg , ©>0,Feq. (3.23)

The weak derivatives of G(-) and Kp(-) at any Fy € Q0 are given by
o0
G'(Fo.F) = [ gl Fo)dF () - G(F). F € 0, (3.24)
0
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K'o(Fy, F) = /OOO 22d(F(z) — Fy(z)), F € Q. (3.25)

Proof:  The weak derivative of G(-) is derived in Appendix G. The weak derivative of

Kp(-) was given in [80]. O

The following lemma states the conditions satisfied by the optima for a weakly differen-

tiable target functional.
Lemma 3.7 [78,80] Assume a weakly differentiable functional f over a convex set D.
1. If f achieves its minimum at Fy, then f'(Fy, F) > 0,VF € D.

2. If f is convex, then f'(Fy, F) > 0,YF € D, implies that f achieves its minimum at

5.

From Lemma 3.6, the target functional in the dual problem (3.21) is weakly differentiable

over Fg. Applying Lemma 3.7 to the dual problem, the following result can be obtained.

Theorem 3.3 A necessary and sufficient condition for Fy(-) € Q to be the minima of the

dual problem (3.21) is, VF(-) € Q,

/oo[g(iv; Fo) +y2?]dF (z) > G(Fp) + ’Y/Oo 2* dFy(x). (3.26)
0 0

Moreover, if v satisfies YKp(Fy) = 0, then Fy is also the minima of the primal problem
(8.5).

Proof:  The result follows directly from Lemma 3.6 and Lemma 3.7, and the fact that

G(+) and Kp(+) are convex functionals over the convex set Fy. O
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Furthermore, the following conditions on the worst jamming distribution can be derived

from (3.26) following the approach in [80].

Corollary 3.2 Let Ey C [0,400) be the set of points of increase 3 of a distribution function

FO() e 0.
/0 Oo[g(x; Fy) +v2?]dF (z) > G(Fy)+v /O Oox2dF0(a:), VF()eQ, (3.27)
iff
glas Fo) + 70 = GURy) + 1 | " 2Ry (1),
Vo € 0,6, @ € (0,00) , (3.28)
[0,00), a =00
and

(o]
g(x; Fy) +va2 = G(Fp) + v / t2dFy(t), Yz e Ey. (3.29)
0

In the following, we refer to (3.28) and (3.29) as the KT conditions.

3.5 Discreteness of the Worst Jamming Distribution

In this section, we first prove that when the jamming interference is peak power limited,
i.e., a € (0,00), in order for the optimal CDF function to satisfy (3.28) and (3.29), the
corresponding optimal jamming distribution should be discrete in amplitude with a finite

number of mass points; then we conduct the analysis for the case of a = co and obtain a

3A point xg € [0,a] is said to be a point of increase of the CDF function Fjy(-) iff 30 > 0, such that

V0 < e <4, ffooff dFy(z) > 0
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consistent result; at last, we discuss the maximal amplitude of the worst jamming distribution
in different cases.

The proof of discreteness makes use of the facts in complex analysis, i.e., the identity
theorem [92], to show that condition (3.29) cannot be satisfied over an infinite number of
points within any bounded interval. To facilitate the application of the identity theorem, we

first prove the following Lemma.

Lemma 3.8 The function in Corollary 3.2
g(z F) +~22 (3.30)

is an analytic function w.r.t. z € C for any CDF function F(-) € Q.

Proof:  Please refer to Appendix H. U

Next, we derive a closed form lower bound of g(z; F) on z € R when the jamming

interference is peak power constrained.

Proposition 3.1 Suppose the jamming interference is peak power constrained, i.e., a €

(0,00). For any F(-) € Fa, g(x; F) is lower bounded by

3 x2

45_ 3 M(3,1; %)

g(x; F) > k(a) = =T'(5)——55—
ere/o

~I(; (3.31)

A

where 5 = maxy, |sy|, k(a) = —log Mg —45(5 + a) /o2, T'(-) denotes the gamma function and

M(-,-;+) the Kummer’s M function. For any ¢ € (0,00), we further have

M(3,1:¢)
VCeS

o(z; F) > k(a) — r(g) Lz € [on/C, 00). (3.32)

g
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Proof:  Since L;(r, F') < 0, a lower bound of L;(r, F) is

Lij(r,F) > ~ max {logw} :

Qi('rv F)

. Qk(r,F) .
With Lemma 3.3, an upper bound of Q;(r.F) is

< exp (4§[|r - si|2+ 5+ a]) .
o

The lower bound of L;(r, F') can be further derived as

45[|r — s;| + 5+ d
5 .

Lij(r,F) > —log Mg —
o

We can derive a lower bound of g(x; F') as

oaiF) = 3= 3 [ ulr = sila)Litr Far

> [Luirl.o) (w(a) = Sirl)ar

Moreover, for any constant v € R,

22

2

2 poo /2 2
e o TA/P
/ u((r|, @) r|"dr = 2/ P (Y ap,
C o 0

ep/o'Q o
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(3.34)

(3.35)

(3.36)

(3.37)



From [93, 6.643], for any Re(u + %) > 0, we have

00 M= 1 2
[ e =V o), (338)
0

eam

where M. .(-) is the Whittaker M function. For the special case of p = %, we have
M 0(:6) =/re2.
-3
Therefore, the lower bound (3.36) can be further derived as

nols

2
3 Mo10(%)

ol F) = k) ~ 45T (5)—5 2.

; (3.39)

zet

which is equivalent to (3.31) as M_q o(z) = \/EeigM(%, 1;x). Note that the second term
on the R.H.S. of (3.31) is independent of a. We next show that M(%, L;z)/(yze®) is a
decreasing function over = € (0, 00).

By calculating the derivative of M(%, L;z)/(y/ze®) over z € (0,00), we can see that the

sign of the derivative is the same as that of

2 [W _M(3/2, 1,33)} ~M(3/2,1,7), (3.40)
where
dM(3/2,1, < n (32 ,
2 {%—M@/Q, 1,@] :nz::l — 1/2((4!))2 ", (3.41)

which is less than M (3/2,1,x). M(%, 1;2)/(v/xe") is hence a decreasing function over x €

(0,00). So for any ¢ € (0, 00),

M(3,1;2) < \/EM(%J;C)

o W, x € [(,00), (3.42)
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This completes the proof. 0

In the following, we define

A .
Ffp=a G(F 3.43
rp S min G(F) (3.3

With Lemma 3.8 and Proposition 3.1, we are able to prove that the “optimal” (i.e., the
worst) jamming distribution 77 p should be discrete with a finite number of mass points.
However, instead of proving the general result directly, we first study the case when the

jamming interference is peak power constrained.

Theorem 3.4 Let E;,P denote the set of points of increase for the optimal jamming distri-

bution F;,P7 then E;,P has a finite number of elements when a € (0,00).

Proof:
We prove by contradiction that [E p| = oo is impossible. First we show that if |E” | =

o0, then for the worst jamming distribution F¥ p,
o0
g(z; F* p) +vya? = G(F p) + fy/ t2dF* p(t), Yz eR. (3.44)
) ) 0 )

In fact, since each point in E? , is bounded on [0,a], using the Bolzano-Weierstrass
theorem, we can find an infinite sequence x,,n =1,2,...,00 in E;: p which has a limit point
*

™) 1.e.,

: X *
nlgléo zp =2",and 2" € [0,a]. (3.45)

From Corollary 3.2, we have g(zn; Fy p) + Nr2 = G(F,p) + v 5" thF;P(zﬁ),Vxn. Since
function g(z; F; p) + 722 is analytic on C from Lemma 3.8, this implies its continuity on
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0, a], where

0
9(5% B p) + 1) = G(FE p) + 7 /0 24F p(t). (3.46)

From the Identity Theorem [92], if two analytic functions are identical on a infinite set of
points (sequence z,) in a region along with their limit points (z*), these two functions are

identical in the entire region. Therefore, we have

(0]
o(2: F* p) + 72 — G(FE p) — 4 / (2dF* p(t) = 0,¥z € R. (3.47)
b b 0 b

which is equivalent to (3.44).

Next we consider two cases: (1) v > 0, and (2) v = 0. We show that (3.44) cannot hold
in either cases.

For v > 0, from Proposition 3.1, for any given ¢ € (0,00), z > 0/C, a lower bound of
g(z; F;,P) + a2 is

457 3 M(3,1;0)
Al 2 2 254
g(iB, Fa,P) +yx > v = 0_2 F(ﬁ) \/Zeg

k(a), (3.48)

which scales quadratically with = as z — co. That is, when z is sufficiently large, g(x; F ;7 p)+
S G(F;P) -7 fo° t2dF;’P(t) > 0, which contradicts with (3.47). So |E2,P’ = 00 is
impossible.

For v = 0, the average power constraint is inactive, that is, the optimal jamming distri-
bution obtained in this case equals that obtained with P = oo. If for some ay, \E;O,oo| = 00,
it follows from (3.47) that

9(@; oo o) — G(Fag00”) =0, V2 €R. (3.49)

»a(),00
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This implies that for any a > ag, F;,oo = F;O’OO. As the channel capacity approaches 0 as
a — 0o with no average power constraint, we must have G <F;0>OO) = —log Mg (please refer
to [94]). This indicates R is independent of S under jamming distribution F;O’OO, which is
impossible.

As (3.44) cannot hold for any v > 0, it implies that |E” | = oo cannot hold for a €

(0,00). This completes the proof.

Next, we extend the result of Theorem 3.4 to the case of a = oo.
Theorem 3.5 E;O,P has a finite number of elements.

Proof:  As is noted in Theorem 3.2, F p should minimize G(F) 4+ vKp(F) over Foo for
some v > 0. Fixing the 7, we optimize the dual problem (3.21) again over Faq for some
sufficiently large ag € (0,00). Denote the obtained optimal distribution by F;m. Note that

~ m ~
G(Ef ) +7 / 12AF7 () < —H(S|R.J = 0) < 0. (3.50)
0

According to Theorem 3.4, ﬁ;oﬁ has a finite number of points of increase. From (3.48), by

25M (3,1
selecting ag > max { 0+/C, F(%)M for some ¢ € (0, 00), we have Vz € (ag, 00)
yo2\/CeS
_ 45a0.. 3. M(3,1;¢)
. 2 2 0 PEEE
9(w:F ) +ya® 2raf——5 (G NS +5(ag), (3.51)

where the R.H.S. can be made arbitrarily large by increasing ag. Combining (3.50) and
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(3.51), we can obtain Vz € (ag, o0),

9w By ) + 702 2 G(EL )+ / 2AFL A (1) (3.52)

Basing on Corollary 3.2, this implies that F* . is also the optimal solution to the dual

&0 Yy
problem over Foo. Since the worst jamming distribution is unique, we have F go = Fg{o -
Therefore, F* 5 has a finite number of points of increase. This completes the proof. O

The underlying argument of Theorem 3.5 is that the worst jamming distribution under
no peak power constraint can be obtained equivalently under some sufficiently large peak
power constraint. The following corollary provides an upper bound on the amplitude of the

worst jamming distribution.

Corollary 3.3 For v > 0, the amplitude of the worst jamming distribution to the dual

problem (3.21) is upper bounded by o+/C*, where (* is the root of equation

log Mg +45%/0> 45 4§F(3)M(%,1;C)

g_ \/Z _;_O' 2 \/Zec

(3.53)

25M
Proof:  Following (3.51), if ag > max<{ o/, I'(3) (2’ L for some ¢ € (0,00) satis-
vo2\/Ce yo2 el
fying
dsay 3, M(5,15¢)
2 0 O\ B S >
70’0 0_2 (2 \/_BC + KJ(CLO) — 07 (354)

then the amplitude of the worst jamming distribution should be upper bound by ag. We
denote the minimum of such ag by ay,.

25
For a,y,, there exists some (;, € (0,00), such that a,;, > max {U\/C_m, F(%) - (24, ,Cg;)}
vV ime
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§ 2§M(2a aCm)
> F<2>702F64m'
2§M(27 »Cm)
o2 Gl

is a decreasing function w.r.t. (¢, we can find some ¢’ > (; such that

and (3.54) is satisfied. This implies that a, = ov(n To

see this, consider the case either an > ov/(m or ov(m < F(%) Since

25M (3,1:()

yo2/CeS

am>max{0\/_f‘%2 (2’ ’C)} nd
vo2/es" J

o

9 4sam
Vam —

F( ) + k(am) > 0. (3.55)

This contradicts with the fact that ay, is the minimum of aq satisfying (3.54). Hence ¢, is

the minimum solution satisfying equations

af'r3%g?;% (3.56)
45\/C_. 3 M( 1
07— — P(2> }C k(<) > (3.57)

Eq. (3.57) can be rewritten as

=2/ 2 = M 1
702\/E_loqu>+48 /o 43>4 3 (77 aC)

e

7 -— =T (3.58)

where the L.H.S. is an increasing function of ( and the R.H.S. is a decreasing one, implying
a unique root of (3.58) over (0,00) when the equality holds. Let ¢} and (5 denote the root
of (3.56) and (3. 58) when the equalities hold, respectively. It follows that (' < (5 by letting
o/C =T(5)—F==- 2[ C in (3.58). Therefore, we have ¢;;, = (5. This completes the proof. [J
Yo

The upper bound above on the jamming amplitude applies to the case where the average
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power constraint is active, i.e., v > 0. For the case of v = 0, the worst jamming distribution
must have a mass point at the peak amplitude a € (0,00). To obtain this result, we first

prove the following lemma.

Lemma 3.9 When the average power constraint is inactive, the channel capacity under the
worst jamming s strictly decreasing w.r.t. the peak jamming amplitude a. That is, for any

0 < ay <ag, we have G(Fg, ) > G(Fg, «)-

Proof: Please refer to Appendix I. U

With Lemma 3.9, we have the following theorem on the worst jamming distribution.

Theorem 3.6 When the average power constraint is inactive, the worst jamming distribu-

tion under peak power constraint a € (0,00) must have a mass point at J = a.

Proof:  Suppose the largest mass point of the worst jamming distribution F, ;:OO is ay.

If ap < a, then Fy o, € Fop,00, and G(E%,oo) = G(F} ), which contradicts with Lemma

3.9. This completes the proof. O
Even though we have proved the discreteness of the worst jamming distribution, it is still

very difficult to obtain its closed form expression. Therefore, we resort to numerical methods

to evaluate the worst jamming distribution in Section 3.6.

3.6 Numerical Results

In this subsection, we compute the worst jamming distribution through numerical methods.
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The KT conditions in Corollary 3.2 provide the gradients in the optimization problem [80],
and the convexity of functional G(-) guarantees the convergence to the global optimal in
optimization. However, as we are optimizing the distribution function of J, which is infinite
dimensional, we are not able to obtain the value of the KT condition for every possible point
on a continuous interval through numerical calculation. Even though we can discretize the
distribution function into finite dimensions, it is still computational expensive to evaluate
the KT conditions at all the selected points in each round of optimization because of the
double integral in the evaluation of functional g(-;-).

Since we have proved the worst jamming distribution is discrete with a finite number of
mass points, we adopt an optimization strategy similar to that in [85]. Instead of optimizing
the dual problem over the infinite dimensional space F,, we first fix a set of mass points
M = {mq,mg,...,mp} arbitrarily and optimize their probabilities {pmq, Pmog,---s Pmy } for
the dual problem. Once the local optima is achieved on M, we examine the KT conditions
in Corollary 3.2. If the KT conditions are satisfied, then set M and the corresponding
probabilities will be the global optima. If not, we select a point in [0,a] where the KT
condition is not satisfied, add it to M and repeat the process. The mass points whose
probabilities are zero in the local optima will be removed from M in the next round to
reduce unnecessary computations.

Discreteness of the worst jamming: We first verify the discreteness of the worst
jamming. In the numerical results, the average power of the legitimate signal is normalized

2

to 1 and noise power - = 0.25. Figures 3.1 and 3.2 plot the worst jamming distributions

and the KT functions* with different parameters in the dual problem. Note that for the

4In the numerical results, we refer to KT function as g(x; F) + ya? — G(F) — yfooo thFO(t) given a
jamming distribution F', where z is the jamming amplitude.
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Figure 3.1: The worst jamming distribution and KT conditions for a = 2,7 = 0, BPSK
alphabet.

case without peak power constraint in Fig. 3.2, to limit the peak jamming amplitude,
we set a large v in the dual problem, which results in a small average jamming power. The
numerical results demonstrate the theoretical results, where the worst jamming distributions
are discrete with finite mass points. The corresponding KT conditions satisfy Corollary 3.2,
which indicate that the obtained jamming distributions are indeed globally optimal.

The impact of the power constraints: We study the effect of peak and average
power constraints on the worst jamming. The worst jamming distributions with different
peak amplitude a’s are plotted in Fig. 3.3, where « is set to 0 in the dual problem, that is,
the average power constraint is inactive. In Fig. 3.3, the points on the same y-coordinate are
the set of mass points in the worst jamming under the corresponding peak power constraint;
the z-coordinate of each point is the amplitude of the mass point while the annotated value

15 the probability. It is shown that given the average jamming power constraint inactive, the
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BPSK, jamming power: 0.0022, capacity: 0.9886
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Figure 3.2: The worst jamming distribution and KT conditions for a = 0o,y = 0.8, BPSK
alphabet.

worst jamming intends to have more mass points as the peak power constraint increases;
the worst jamming has a mass point at the given peak amplitude, which verifies Theorem
3.6. The worst jamming distributions with different Lagrangian multiplier v’s are plotted in
Fig. 3.4, where the peak amplitude constraint a = 2. In Fig. 3.4, the points on the same y-
coordinate are the set of mass points in the worst jamming obtained with the corresponding
Lagrangian multiplier. Recall that the average jamming power is actually controlled by -~y
in the dual problem, where a larger v indicates a lower average power. It is shown that for
a low average jamming power, the worst jamming has a mass point at 0, whose probability
increases as the average power decreases. This implies that with a limited average power,
the optimal strategy for the jammer is to launch jamming with a higher overall power level

during a proportional of time and then keep silent during the other time intervals.
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Figure 3.3: The worst jamming distribution versus peak power constraint, v = 0, o2 =0.25,
BPSK alphabet.

3.7 Summary

In this chapter, we studied the problem of finding the worst jamming distribution that min-
imizes the channel capacity of the SP-OFDM system. The problem was formulated as a
constrained functional optimization process under practical conditions, where each trans-
mitted symbol is uniformly distributed over an alphabet, and the jamming interference may
or may not be subjected to a finite peak power constraint. In this chapter, first, we proved
the existence and the uniqueness of the worst jamming distribution. Second, by analyzing
the KT conditions for the worst jamming, we proved that the worst jamming distribution
should be discrete in amplitude with a finite number of mass points, either with or with-
out peak power constraints. Numerical results demonstrated the discreteness of the worst

jamming, which validated our theoretical analysis. Moreover, it was shown that under lim-
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Figure 3.4: The worst jamming distribution versus Lagrangian multiplier v, a = 2, o2 =0.25,
BPSK alphabet.

ited average jamming power constraint, for best jamming effect, the optimal strategy for
the jammer is to launch partial-time jamming that concentrates more at the high power
mass points. The in-depth analysis on the worst jamming distribution carried out hereby
demonstrated the robustness of SP-OFDM and also revealed its performance lower bound
under disguised jamming. Finally, we would like to point out that our theoretical approach
in finding the worst jamming distribution got around the complicated integral transforms,

which were often involved in existing work on optimal input distribution analysis.
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Chapter 4

End-to-End Throughput in Multi-Hop

Wireless Networks With Random

Relay Deployment

This chapter investigates the effect of relay randomness on the end-to-end throughput in
multi-hop wireless networks using stochastic geometry. We model the nodes as Poisson Point
Processes and calculate the spatial average of the throughput over all potential geometrical
patterns of the nodes. More specifically, for problem tractability, we first start with the
simple nearest neighbor (NN) routing protocol, and analyze the end-to-end throughput so
as to obtain a performance benchmark. Next, note that the ideal equal-distance routing is
generally not realizable due to the randomness in relay distribution, we propose a quasi-
equal-distance (QED) routing protocol. We derive the range for the optimal hop distance,
and select the relays to formulate a quasi-equidistant deployment. We analyze the end-to-end
throughput both with and without intra-route resource reuse. Our analysis indicates that:
(i) The throughput performance of the proposed QED routing can achieve a significant
performance gain over that of the NN routing. As the relay intensity gets higher, the
performance of QED routing converges to that of the equidistant routing. (ii) If the node

intensity is a constant over the network, then intra-route resource reuse is always beneficial
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when the routing distance is sufficiently large. (iii) With randomly distributed relays, the
communication distance can generally be extended. However, due to the uncertainty in relay
distribution, long distance communication is generally not feasible with random relays. This
implies that the existence of a reasonably defined infrastructure is critical in effective long

distance communication. Our analysis is demonstrated through numerical examples.

4.1 Introduction

Multi-hop communication with relay assistance has become a prominent scheme in today’s
hybrid network design. The main reason is that it can extend the communication distance in
wireless networks without the deployment of wired backhaul facilities. In wireless networks,
the geometric locations of the nodes play a key role in determining the signal to interference
and noise ratio (SINR), and hence the probability of successful transmission. In large scale
multi-hop wireless networks, the node locations, including the relay locations, are generally
random. The spatial randomness in node locations raises significant challenges in network
performance analysis.

An effective tool to characterize the spatial randomness in wireless networks is stochastic
geometry, for which the basic idea is to model the nodes as Poisson Point Processes (PPPs)
and calculate the spatial averages of network performance characteristics by averaging over
all potential geometrical patterns of the nodes [45,46,50,95,96].

In literature, stochastic geometry modeling has been utilized to study multi-hop wire-
less networks. In [53,97], the random access transport capacity, which was defined as the
spatially normalized end-to-end data rate obtained by multi-hop relays, was evaluated and

optimized with respect to hop number. In [98], the transport capacity was evaluated un-
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der delay constraints. In [54,99-101], the end-to-end delay of multi-hop wireless networks
was characterized and optimized. In [102], the dependence of interference among the relays
along a multi-hop route was discussed. It was shown that spatially and temporally correlated
interference would increase both the mean and variance of the end-to-end delay. In most
of these approaches, the source nodes were modeled as PPPs, however, the relay locations
were assumed to be deterministic and known, and were often approximated as equidistant.
Note that in large scale wireless networks, it is impractical to optimize the relay locations
for each source destination pair as equidistant, and the overall relay distribution is generally
random rather than deterministic, hence, for more reasonable performance evaluation, the
relay randomness needs to be taken into account more accurately.

Assuming random relay distribution, in [51,52], different hopping strategies were com-
pared in terms of aggregate multi-hop information efficiency. These approaches focused on
the efficiency of each individual hop in a multi-hop network, and the end-to-end performance
of the network needs to be further exploited. Similarly, in [55-58], the performance analysis
was also focused on individual hops. In [103], the cost of routing selection was evaluated
under opportunistic geographic routing strategies in a Poisson network. In [104], the end-
to-end delay was simulated in a Poisson multi-hop wireless network using the time-space
opportunistic routing. In [105], limited random deviations of relays from their ideal loca-
tions in the equidistant deployment were introduced. This model was more practical than
the equidistant one, but it required the relays to be deployed within a small range around the
equidistant locations. In [106], the theoretical upper bounds were derived for the through-
put that could be achieved by any routing algorithm assisted by dynamic routing selection.
In [107], the relays were modeled as a linear PPP along the route, and the end-to-end delay

was evaluated. While the randomness of relays was taken into account in [107], there was no
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the consideration on node stability or traffic overflow, and the end-to-end throughput was
not explicitly evaluated. In addition, the results there only applied to the cases where the
routing distances were sufficiently long so that asymptotic analysis could be utilized.

As an effort to further explore the effect of relay randomness on network performance,
in this chapter, we analyze the end-to-end throughput of a general multi-hop route in a
wireless network with randomly located relays. In our analysis, we model the relays as a
linear PPP between the source and destination following the TDMA medium access control
(MAC) protocol, and model the external interferers as an independent PPP over the whole
plane, following the ALOHA MAC protocol. We assume that multi-hop transmissions are
performed under an interference limiting scenario, where the interference power is much more
significant than the noise power.

More specifically, in this chapter, first, for problem tractability, we start with a simple
nearest neighbor routing protocol where each relay will select the nearest node along the
direction to the destination as its next hop. We analyze the end-to-end throughput in a
relatively sparse network so as to obtain a performance benchmark or lower bound. The
throughput is evaluated under both conventional TDMA with fixed, uniform slot length, as
well as TDMA with dynamic slot length or resource allocation; the optimal relay density
is also discussed. Next, motivated by the observation that, while the ideal equal-distance
routing generally provides the optimal network performance, it is not realizable due to the
randomness in relay distribution, we propose a quasi-equal-distance (QED) routing protocol,
where we derive the range for the optimal hop distance, and select the relays to formulate a
quasi-equidistant deployment. We analyze the end-to-end throughput both with and without
intra-route resource reuse. Our analysis indicates that, compared with the optimal end-to-

end throughput of NN routing, the proposed QED routing obtains a significant performance
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improvement under the same relay intensity and routing distance.

The main contributions of this chapter can be summarized as follows:

e First, to pave the way for throughput analysis, we derive the distribution of the longest
hop distance L,, under NN routing for any given routing distance r. We formulate
the distribution of L, as a continuous auto-regression system, and solve it using the
Laplace transform. It is shown that the mean of Ly, scales with O(lnr) as the routing
distance r — 00, and the variance of Ly, is bounded. This implies that the throughput
vanishes as 7 — 0o, hence multi-hop relaying with random relays is infeasible for long

distance communication.

e Second, we derive the average end-to-end throughput of a multi-hop route under NN
routing and TDMA MAC with both fixed and flexible slot length. By expressing the
average end-to-end throughput as a function of the routing distance r, we obtain the
Laplace transform of the throughput function. Under conventional TDMA with fixed
slot length, we obtain a closed-form expression for the lower bound of the throughput,
and derive the range for the optimal relay intensity. We maximize the throughput
under TDMA, and show that the optimal slot length varies from hop to hop and is
determined by the coverage probability of every hop. That is, TDMA with flexible,
properly selected slot length can increase the system efficiency and lead to optimal

throughput.

e Third, we propose a quasi-equal-distance (QED) routing protocol for throughput op-
timization with random relays. Under the proposed QED routing and conventional
TDMA, we analyze the average end-to-end throughput with and without intra-route

resource reuse, respectively. Note that accurate expression of the throughput is hard

91



to derive, as an alternative, we obtain close approximations of the throughput under
different scenarios. The optimal number of time slots is also analyzed when there is
intra-route resource reuse. It is shown that the proposed QED routing protocol achieves
a significant performance gain over NN routing. It is also observed that the effect of
intra-route resource reuse depends on the network setup. If the node intensity is a
constant over the network, then as expected, intra-route resource reuse is always bene-
ficial when the routing distance r is sufficiently large (i.e. , as r — 00). However, if the
source-destination pair density remains unchanged as the routing distance increases,
then intra-route resource reuse is no longer beneficial for throughput improvement even

if the routing distance r — oo.

Our results are demonstrated through numerical examples. Overall, our numerical re-
sults, together with the theoretical analysis, show that: (i) The throughput performance
of the proposed QED routing can achieve a significant performance gain over that of the
NN routing. For network with sparse random relays, compared with the ideal equidistant
routing, the performance loss of QED routing due to relay randomness is not negligible.
However, as the relay intensity gets higher, the performance of QED routing converges to
that of the equidistant routing. (ii) If the node intensity is a constant over the network, then
intra-route resource reuse can increase the network throughput when the routing distance
r is sufficiently large. (iii) With randomly distributed relays, the communication distance
can generally be extended. However, due to the uncertainty in relay distribution, long dis-
tance communication is generally not feasible with random relays. This implies that the
existence of a reasonably defined infrastructure is critical for effective long distance commu-

nication. The results in this chapter also echo our previous observations in [108-110] that
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future network design would reflect the convergence of centralized and ad hoc networks.

4.2 System Description

4.2.1 Network Model

We consider a source node S, and a destination node D located at a distance of R. A
linear relay pattern is studied, where the candidate relay nodes are distributed randomly
along the line segment between S and D. Without loss of generality, we assume S is at
the origin and D is located at (R,0). Thus the candidate relay nodes formulate a 1D
point process ® = {X;,i = 1,2,..., N}, where N is the random variable (RV) denoting the
number of relays, and X is the location of the i-th relay along the line segment between
(0,0) and (R,0). In the remaining part of this chapter, we model ® as a 1D homogeneous
PPP (HPPP) of intensity A\. That is, for i = 1,2, ..., N and letting Xy = S, the distances
between successive nodes, L; = | X; — X;_1], are exponentially distributed independent RVs
of mean 1/X [107]. The locations of the relays would keep static during packet delivery.
Considering a backlogged source S which has infinite packets to transmit, we define the
end-to-end throughput from S to D as the number of packets initiated from source S that
are successfully received at destination D per time slot.

The route selects a subset ®' = {X’,Xé, e X;V,} C ® as the actual relays to be used,
following a specific routing protocol, where le denotes the location of the i-th selected
relay and N’ the number of relays selected. Relay node X Z’ transmits the packets originated
from the source S to the next relay X Z’ 1 along the direction to D in a decode-and-forward
manner. For tractable analysis, we assume that each relay node has an infinite transmission

buffer, and each packet relayed is served in a first-in first-out fashion. The packet that fails
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in one transmission would go back to the head of the transmission queue, waiting for the
opportunity of next transmission. The nodes on the route follow the TDMA MAC protocol,
where each node will be assigned with at least one time slot in a TDMA cycle and is allowed
to transmit signals only at the designated time slots.

We apply the decoupling technique in [107] to our network model, where all the other
nodes that are not along the S-D path are modeled as an independent 2D point process
¥ over R? from ®. Potentially, these nodes can be the external interferers to the relays we
study when they transmit over the same spectrum and time slot. For the remaining part of
this chapter, we model ¥ as a 2D HPPP of intensity p. We assume that the transmissions
of the nodes in ¥ follow the ALOHA protocol, where each node would transmit at each time
slot independently with a probability of p,.

As can be seen, the network model adopted here is actually a combination of the models
in [100] and [107]. More specifically, we combine the random relay model in [107] with the
TDMA/ALOHA multi-hop network model in [100]. For the tractability of the problem, in
this chapter, we mainly consider the case where relays are deployed along the line segment
between S and D. However, the results obtained here actually provide an upper bound on
the more practical scenario where relays are modeled as a 2D HPPP over an area surrounding
segment S — D. For example, in Fig. 4.1, the relays are deployed randomly in a R x W
rectangle R whose widths intersect S and D. A simple routing protocol is that each relay
would transmit to its nearest neighbor along the direction to D (the z-coordinate). By
projecting the relays to the xz-coordinate, we can find that the hop distances in the 2D case
are lower bounded by those in the 1D case. Thus, the throughput in 1D case is an upper

bound of that in 2D case.
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Figure 4.1: An illustration of relays randomly deployed over a 2D area

4.2.2 Channel Model

Both large-scale path-loss and small-scale fading are considered. The received power of a

signal transmitted at a distance of x meters with transmit power Pp is [46]

pPr-H

c- P

Pp(x) = (4.1)

where H denotes channel gain, 5 the path-loss exponent, and ¢ a constant determined by
the antenna gains and signal wavelength. H is an exponentially distributed random variable
with mean 1, i.e., Rayleigh fading is considered. Independent small scale fading is assumed
for different transmitter-receiver pairs in different time slots. The small scale fading from

location @1 to xo at time slot k is represented by H]Jﬁl’mz.

4.2.3 Routing Protocol

In this chapter, we investigate two routing protocols: the nearest neighbor (NN) routing

protocol and the proposed quasi-equal-distance (QED) routing protocol.
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Nearest Neighbor Routing

For problem tractability, we start with the simple NN routing protocol to obtain a perfor-
mance lower bound. In NN routing [51], each relay will select the nearest node in ® along
the direction to the destination D as its next hop. In this case, the selected relay set is
the same as the candidate relay set, i.e., ® = ®. So in the NN routing, we use ®' and ®
interchangeably unless otherwise clarified.

The nearest neighbor routing protocol aims to guarantee the link quality of each single
hop by utilizing all the available relays in ® and minimizing the hop distances. When the
node intensity A is large, nearest neighbor routing will degrade the end-to-end throughput
because of the extra delay and bandwidth it takes. A simple variation of the NN routing is
to choose ® by independently thinning [47, Proposition 1.3.5] the original relay set ®, which
can generate an HPPP of intensity A* < A. The throughput analysis in this case is the same

as that of the original NN routing by replacing A with A\*.

Quasi-Equal-Distance (QED) Routing

As is well known [54,111], equal-distance routing provides the optimal network performance.
However, limited by the randomness in relay distribution, the ideal equal-distance routing
generally cannot be realized in practical systems. Therefore, in this chapter, we propose
a QED routing protocol where we select the relays ® to be close to a equidistant relay
deployment. In the QED protocol, given a selected relay, instead of choosing the nearest
neighbor as the next hop, it will select the next hop to be the first node which is at least
lp away along the direction to the destination, where [y is a parameter that can be tuned in
the protocol. That is, the QED routing aims to make the hop distance of each hop close to

lp. In this case, except for the last hop, the hop distances should be at least 5. Note that
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if [ is set to be 0, the QED routing will be reduced to the NN routing. The optimal value
of lp can be obtained by optimizing the end-to-end throughput, which will be discussed in
Section 4.6 of this chapter.

As the relay intensity A — +o0, the distribution of the selected relays will converge to
an equidistant deployment, and the performance of QED will converge to that of equidistant

relays.

4.3 Problem Formulation

A fixed rate coding scheme is assumed in the physical layer, where a packet can be successfully
received if and only if the received signal to interference and noise ratio (SINR) is above a
given threshold # > 0. We consider an interference-limiting scenario, where the noise power is
negligible compared with the interference power, so we use signal to interference ratio (SIR)
and SINR interchangeably. Without loss of generality, we assume that each node in the
network transmits with unit power. Let binary RV B(X/_4, k) indicate whether relay X/
is allowed by the MAC protocol to transmit signals at time slot k. For i = 1,2,..., N +1
and let X?V’Jrl = D, given B(X/_,, k) =1, the received SIR at relay X on time slot & can

be expressed as
k / I =
Hyy i1 Xi = X{ 77

SIR(X! k) = — =1~ ¢ : 4.2
( ! ) [O(Xl{,k)—l-[m(Xl(,k) 42)

where I,(X/, k) denotes the interference that the active external interferers in ¥ generates
on relay X Z’ at time slot k, and I;,,(X Z’ , k) denotes the intra-route interference generated by
other relays in ® transmitting over time slot k.

Let 1{A} denote the indicator variable of event A. So the local throughput of link
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X’ 1 X’ can be expressed as

Tocal(X;) = lim — Z B(X;_ 1, k)1{SIR(X;, k) > 0} . (4.3)

K—>oo

According to the stability analysis in queuing theory, the end-to-end throughput is deter-
mined by the hop with the lowest throughput [112]. So the end-to-end throughput can be
expressed as

Tena = , min Tlocal(Xz() . (4.4)
X/ca/'U{D}

Our goal is to calculate the expectation of T, over all the possible realizations of the
relay distribution ® for any given routing distance R =1, BE{T,,;| R =r}.

In general, the external interference Io(X/, k) can be represented as

k
lo(Xi,k) = > BOYj k) Hy, x/|¥; = XiI” 7, (4.5)
Y. cU
J
where for any Y; € ¥, the binary RV B(Y}, k) indicates whether the “external” node Y;
would transmit at time slot k. Under the ALOHA protocol, the distribution of external
interferers in any given time slot can be viewed as an independent thinning of ¥ with a
retention probability of pg, i.e., an HPPP with intensity i/ = pgu. Following the same

assumption in [100], we make the following approximation.

Approximation 1 The distribution of external interferers are approximated as independent

across different time slots.

With the approximation above, for a given deployment of relays ®', the distribution of
I,(X], k) is independent of time slot k. So we discard the time index k for the external

interference.
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Given R and @', B(X[_,, k) and I;;,(X], k) will depend on the resource allocation scheme

in the TDMA protocol. Here, we discuss the NN and the QED routing respectively.

4.3.1 NN Routing

For the NN routing, we assume that each time slot in a TDMA cycle will be allocated to
at most one relay in ® (®). That is, no intra-route resource reuse is allowed in the NN
routing and Im(XZ(, k) = 0 for all the possible i and k. This is because in the NN routing,
relays can be quite close to each other, where a strong intra-route interference will possibly
be generated. In this case, SIR(X], k) is independent of time slot k given B(X . k) = 1.
So we discard the time index & and let SIR(X]) denote the SIR at X for an arbitrary time
slot where X 2(71 is allowed to transmit signals.

Define A; = Klinoo % ZkK:_()l B(X]_,,k) as the normalized slot length allocated to link

X! | — X!. So the local throughput Ty, (X]) can be rewritten as

KX_:IB(X{,D k) 2. USIR(XG k)>0}

Tocal(X7)= lim 1

4.6
K00 K kK:_olB(Xka) (4.6)

From ergodicity, given the routing distance R and the relay set ®', the local throughput

Tlocal(Xz{) = A; Pr{SIR(Xz{) >0 ’ R, (I)/} . (4’7>

From the stationarity of HPPP, the distribution of I,(X]) will be independent of the

location of XZ’ . If we assume that the distribution of the small scale fading H y/
i—1’

independent of the location of X | and X/, then it follows from (4.2) that the conditional

/ iS
X;

probability Pr {SIR(X[) > 6 | R, ®'} is a function of hop distance | X — X/ ,|. Define the
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coverage probability of a hop distance of [ with only external interference as
A
Py(l) £ Pr {Hl—ﬂ/fo > 9} ,
where I, denotes the external interference at an arbitrary location. So we have

Pr{SIR(X]) > 0| R,®'} = Py(|X| — X|_1]) .

The coverage probability Ps(l) can be calculated using the following lemma.

Lemma 4.1 Given a hop distance [, the coverage probability for the hop is
Ps(l) = eXp(_Hl2) )

_ 2
where k = QWM/WQ /8.

Proof:  See [55].

So the end-to-end throughput can be expressed as

Tena = _ min AiPs(|X] — X[ 4]) .
X!ed/U{D}

4.3.2 QED Routing

(4.8)

(4.10)

(4.11)

In the QED routing, we analyze the throughput both with and without intra-route resource

reuse.

For the case without intra-route resource reuse, the analysis follows that of the NN case,
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where the expression of the end-to-end throughput is the same as (4.11).

Next, we consider the case with intra-route resource reuse. Assuming a TDMA scheme
where the TDMA cycle consists of M time slots, indexed from 0 to M — 1, the source node
will be assigned with slot 0, and relay ¢ will be assigned with slot ¢ mod M. The nodes
assigned with the same time slot will transmit concurrently at the specified time slot, thus the
nodes will be subject to the intra-route interference generated. The intra-route interference

experienced by relay X Z’ at time slot &, I;;,(X Z’ ,k), can be expressed as

(X[ k) = Y BXm k) Hy /X — X[ 77 (4.12)

Xm€<I>’, m#i !
Here, without loss of generality, we assume that each relay will always transmit signals at its
designated time slots. Note that, given B(X,;_1,k) =1, B(X, k) =1iff. m=i—1+jM
for some integer j # 0. So the intra-route interference is independent of time index &, which

can be expressed as

(X)) = ), Hy XZ/.|XZ{—1+jM - X7, (4.13)

Similar to the NN case, we use SIR(X/) to denote the SIR at X/ for an arbitrary time slot.

The introduction of intra-route resource reuse greatly complicates the throughput analysis
because that: (i) the intra-route interference is correlated with the distribution of the relays;
and (ii) the temporal correlation of intra-route interference results in the correlation of

transmission success probability across time [113]. To make the problem tractable, we assume
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M > 2 and approximate the intra-route interference at X z/ as

Iin(X})= Y HjliMly+ Li| ™7+ 3 Hj|(iM = D)io| ™ , (4.14)
jeZ— jezt+
where Lg = |XZ/ — XZ{71| and H;, j = +1,+£2, ..., are independent exponential RVs of mean
1. As hop distance is lower bounded by [y except for the last hop in the QED routing, it
follows that Pr{fm(XZ') > | '} > Pr{l;;,(X}) >« | &'} for any z.
Define the corresponding lower bound of SIR(X?) as
Hyr

SIR(X]) = — =L .
' IO(XZ() + Im(XZ,)

/ —
X£|Xi - X/

(4.15)

We use SIR(X /) instead of SIR(X]) in the throughput analysis under intra-route resource
reuse. Assuming M time slots per TDMA cycle, we have A; = Klinoo % Z?:_()l B(X]_|,k)=
1/M. Given the routing distance R and the relay set @', the local throughput of link
Xz{—l — X Z/ is

1 __
Tlocal(Xz{):M Pr {SIR(Xz() >0| R, q)/} . (4.16)

Except for the hop distance L'; of link Xz(—l — XZ(, fm(XZ’) is independent of the
distribution of other relays in ®. So following the definition of (4.8), we define the coverage

probability of a hop distance [ with intra-route resource reuse as

Pl(1) £ Pr {HP )00+ (1) > 0} (4.17)
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where

Lin()=">" Hj|jMlo+ 177+ >~ Hj|(GM — 1|7 . (4.18)
i/ jezt

Let function L7 (s) denote the Laplace transform of the PDF of the external interference

1—0, and Ei

m

(l)(s) the Laplace transform of the PDF of the intra-route inference I;,(1). We

have

PL(l) = L1, (01°)L:

Im(l)(ezﬁ) . (4.19)

Since we assume that the locations of the active external interferers are independent across

time, it follows that CIO(Hlﬂ) = Py(I) = exp(—~l?) as defined in Lemma 4.1. Ly

m

(Z)(S) can

be calculated as [114]

1 1
' : 4.20
kl_ZL s(kMly+1)=P +1 s[(kM — 1] P +1 (4.20)

Combining (4.19) and (4.20), we have the following lemma on the local throughput.

Lemma 4.2 Define function Pj,(l) as

A 1 1
Pzn(l) = H I ) I . (4'21)
ezt ORMT +1)=0 +1 0[(kM —1)9)=8 +1

In the QED routing with intra-route resource reuse, for a hop distance of I, the coverage
probability s

P{(1) = Ps(l)Pin(l) (4.22)

where Ps(l) is defined in Lemma 4.1. A closed form lower bound of Py, (1) can be calculated
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as

—(2— —)In (9[(]\4 - 1)70]—5 + 1)} : (4.23)

where B(+; -, -) is the incomplete beta function.

Proof: Note that In P;,(I) can be expressed as
00 I l
- m(o0r 1) 5 2) e oar - 98 1),
k=1

Since In (6(%]\/[%1 +1) P+ 1) and In(0[(kM — 1)%1]_5 + 1) are both decreasing functions
with respect to k for k > 1, (4.23) can be obtained by approximating the summation of

series with the integral of the corresponding function. O

So the end-to-end throughput can be expressed as

1
Toq= min —PUX—XI_4]). (4.24)
en X{e@’U{D}M s ) 1—1

In the rest of this chapter, we first derive the average end-to-end throughput of the NN

routing, followed by the case of the QED routing.
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4.4 Stochastic Analysis on Hop-Distance under NN

Routing

As a preparation for further throughput analysis, in this section, we analyze the distribution
of the longest hop distance in the NN routing, denoted by Ly,.

The longest hop distance L,, of ® is of special interest for two reasons. First, consider
a simple TDMA where the relays in ® are assigned with a fixed slot length, ie., A; =
1/(N +1) for i = 0,1,..., N, with N being the number of relays. In this case, as the
coverage probability Ps(l) is a non-increasing function with respect to the hop distance
[, the end-to-end throughput will be the local throughput of the hop with the longest hop
distance. Second, for any MAC protocol or resource allocation scheme employed, the end-to-
end throughput cannot exceed the coverage probability of the longest hop distance, Ps(Ly,).
Thus, the stochastic analysis of L, sheds light on the theoretical upper bound of the end-
to-end throughput.

We have the following theorem on the distribution of L.

Theorem 4.1 Given the routing distance between source and destination R = r, we have:

1. The conditional CDF of Ly, Pr{Ly, <R =71} =1 forl > r. Moreover, Pr{Ly, =

rlR=7r}=e ™ and Pr{Ly <r|[R=7r}=1—¢.

2. Define g(l,r) = Pr{Ly, <I|R = r} and denote the Laplace transform (LT) of g(l,r)

with respect to r by G(l,s), then

(4.25)

Proof:
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1) This part follows directly from the properties of PPP.

2) For 0 < [ < r, consider the conditional probability of L,, given that the first relay X1
is located at (x,0), Pr{L,, <I|R = r,|X1| = x}. Since the distribution of the points of ®
in disjoint intervals are independent, basing on the Palm theory of PPP!, given | Xq| = =,
the remaining relay nodes within the interval (z,7) is still a 1D PPP of intensity A. The
distribution of the longest hop distance for the relays within (x,r) should be the same as

that for R = r — x. Since | X1]| is exponentially distributed for < r, we have

l
Pr{Ly <I|R=r} — /f|X1(x)Pr{Lm§l|R:r,|X1|:$}dx
0

l
= / Ae M Pr{Ly, <I|R=r—az}dz . (4.26)
0

Consider the following integral

+00
/ Pr{Ly, <I|R=r}e *"dr
l
+oo gl
= / / Ae M Pr{Ly, <I|R=r—z}e *"dadr
l 0
l I+
= / Ae ™M / Pr{L,, <Il|R=r—x}e *"dr
0 l

400
+/ Pr{Ly,, <lR=r— x}e_srdr) dz
l

+z
—sl —sl
_ e Y N RN SR Wiy
s (1=e™) 3(/\—1—3)(1 ‘ )
)\ _ s 1_ —sl
e (A+ ﬂ)[G(z,s)—Te]. (4.27)

LFor a PPP, given that one node is located at a particular point, the conditional distribution of all other
nodes is still a PPP, which is known as Slivnyak-Mecke Theorem [47, Theorem 1.4.5].
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Note that we also have

+00 1 — 6—8[
/ Pr{L,, <lR=r}e ¥dr=G(,s) — —— . (4.28)
! s

1_6—(A+S)l

Following (4.27) and (4.28), we get G(l,s) = e O

Moreover, we have the following result about the region of convergence (ROC) of G(1, s).

Corollary 4.1 The ROC of G(l, s) includes the imaginary azis. More specifically, g(l,r) is

absolutely integrable, i.e.,

+oo
/ lg(l,7)]dr < +o0 . (4.29)
—0
Proof: Please refer to Appendix J. 0

Following Theorem 4.1 and Corollary 4.1, the conditional CDF of L, given R = r can
be computed numerically by calculating the inverse Fourier Transform (FT) of G(I, jw).

To obtain a closed form expression for the CDF of L,,, instead of fixing the routing

distance R = r, we can model R as an exponentially distributed RV of mean % Basing on
Theorem 4.1, the CDF of L, can be calculated as
1— —()\-‘rv)l
Pr{Ly, <1} = A =¢ ) wiso. (4.30)

v Ae Ol

Basing on Theorem 4.1, we can also evaluate the mean and variance of L, with respect

to the routing distance.

Theorem 4.2 For a fized relay intensity N\, as r approaches +oo, E{L,, | R = r} ~
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O(In(r)). More specifically, for r >0, let mp, . (r) = E{Lpn, | R =1}, we have

rl_e—)\x
— I 4.31
M) = [ e (431)
whose LT is
My (s) = Y2+ 1) (4.32)
LmS—S)\IlS . .

Moreover, for any given A, the conditional variance of Ly, under R =1, D{Ly, | R = r},

satisfies
. 7T2
Tlggo D{Ly | R=1r}= ek (4.33)
Proof: Please refer to Appendix K. 0

Remark 4.1 From Theorem 4.2, we can see that for a fixed relay intensity X\, the conditional
mean of the longest hop distance E{ Ly, | R = r} ~ O(In(r)) as the routing distance r — +o0,
and its variance is bounded. Unlike the case with evenly deployed relays where the per hop
distance stays constant with respect to the routing distance, for randomly distributed relays,
the longest hop distance would go to infinity as the routing distance approaches infinity,
i.€., the throughput of the worst hop would approach zero. This shows that long distance

communication is not feasible in randomly deployed networks.
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4.5 The Average End-to-End Throughput under NN

routing

In this section, we derive the average end-to-end throughput under NN routing over all
the possible realizations of relays ®. We discuss two different resource allocation schemes:
a conventional TDMA scheme with fixed slot length and a dynamic TDMA scheme with

flexible slot length.

4.5.1 Throughput Analysis under NN Routing with fixed slot
length

We consider a conventional TDMA resource allocation scheme where a TDMA cycle would
consist of NV + 1 time slots, each of which would be allocated to one relay node or the source

node. Following (4.11), the end-to-end throughput can be expressed as

T.q= min Ps(|XZ, _ Xz{_lD = Ps(Lm) (4.34)
end XZ(GCI)/U{D} N—|— 1 N—|— 1 ’ ’

where the second equation follows from the fact that Ps(-) is a non-increasing function.
Given the coverage probability function Ps(-), the average coverage probability of the

longest hop, E{Ps(Ly,)}, should depend on the intensity of the relays, A\, and the routing

distance R. For this reason, we define p(z,r) = E{Ps(Ly) | A =, R = r}. Then, we have

the following theorem on the end-to-end throughput.

Theorem 4.3 For a relay intensity A, given the routing distance R, the average end-to-end
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throughput is given by

—AR

A
E{T,,;| R} = & ; /0 B p(z, R)dr . (4.35)

Proof: Please refer to Appendix L. 0
Note that the function p(z,r) can be computed numerically, which only depends on the
marginal distribution of Ly,. Following Theorem 4.3, we can calculate E{T,q | R} without
deriving the joint probability density function (PDF) of N and L, explicitly. With the
following Lemma, we can further reduce the computational complexity by calculating the

Laplace transform of E{T.,q | R = r} with respect to r.

Lemma 4.3 Taking the relay intensity A as a random variable and let fLm|A,R<l | z,7)
denote the conditional PDF of the longest hop distance Ly, given the relay intensity A = x

and routing distance R = r. Define

A e~ AT A o
q(l, A\ r) = ), e frmar(U] T 1) do (4.36)

then the Laplace transform of q(I, A\, ) with respect to r is

(s+ )

QU A\, 5) = P EEY A

(4.37)

This lemma follows directly from the Laplace transform of f7 s r(l | z,7) and we skip the

proof for brevity. Basing on Lemma 4.3, we have the following result on E{T.,q | R =1}.

Proposition 4.1 For a fized relay intensity A\, define T,p,q(r) = E{T,,4lR = r} as the

average end-to-end throughput given routing distance R = r. The Laplace transform of
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Tond(T), Tena(s), can be calculated as

00 s+ A
,Tend(S) _/0 Ps(l) m dl . (4.38)

Proof:  Recall that p(x,r) = E{Ps(Lm) | A = z, R = r}, where Ps(L;,) is the coverage

probability of the longest hop, then p(x,r) can be calculated as

400
p(z,r) :/0 Ps(l) fr,ar( ]z r)dl. (4.39)

So Tenq(r) can be expressed as

6—)\7“ A +00
Toalr) = 5= [ [ P fr, ] 2t
+00
= / Ps(1) q(I, A7) dl . (4.40)
0
Basing on Lemma 4.3, (4.38) can be obtained accordingly. O

Following Proposition 4.1 and Corollary 4.1, the mean of the throughput can be computed
numerically through the inverse Fourier transform of Ti,q(jw).

As shown in Proposition 4.1, a closed-form expression of the end-to-end throughput is
hard to derive. In order to further analyze the impacts of different network parameters on

the network performance, we derive the following lower bound on end-to-end throughput.

Proposition 4.2 For a given relay intensity A and routing distance r, the end-to-end
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throughput Ty, q(r) is lower bounded by Tepq (1), i-e.; Tena(r) = Tepg,1,(r), where

l—e A" KA ™2 9
Teng,r(r) = g exp(— v [In*(Ar)+2B(Ar) In(\r)
F2C(\r)+c— e A" (A()\r)2 + (24 c)Ar+ c)]), (4.41)

. 2 2 ,— VANIIPS IR )
with ¢ = max |82t _p2 t} 1.51, A= tool%e dl ~ 2.404, B 1—e 7y —
te(0, 1) [( —t)2 f 1—e~ @) =Jo ==

<% , Oz fl Inué— du—fo Inui= udu )

For Ar > 1, the lower bound T,y,q 1,(r) approzimates

Tena,r(r) = % exp <—/€)\72[ln2()\7“) +2B1In(Ar) 4+ 2C + c]) : (4.42)

where B = lim B(z)~0.577, C = lim C(z)~ 0.989 .

TrT—r+00 rT——+00

Proof:  Please refer to Appendix M. O
In the following, we consider to optimize the lower bound Tipq 1,(r) with respect to the relay

intensity A.

Corollary 4.2 For A\r > 1, the optimal relay intensity \* that mazimizes Tgy,q 1(1) should

satisfy Ay < X* < Ao, where

1 1
Al =-— ex exp | —W_1(— , 4.43
= e (e (- (443
1 e~ V20+c—B e~ V2C+c—B

No=—exp| e —exp [ (——————) ] ], 4.44
2= XD e exp T (4.44)

and W_1(+) is the real branch of Lambert W function over (—oo, —1) [115].
Proof: Please refer to Appendix N. O
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4.5.2 Throughput Analysis under NN Routing with flexible slot
length

In TDMA, it may be unwise to allocate equal time slots to each hop since the time resources
may be wasted at the relay nodes whose arrival rates are much lower than their service rates.
Recall that A; denotes the normalized slot length allocated to hop ¢ and L; denotes its hop
distance. Given the relay deployment ®, we can formulate the resource allocation problem

as

Maximize  min(A4;Ps(L;)) (4.45)
2

s.t. Z A;j=1.
t
It follows that the optimal A; = 1/ [PS(Li) 2.1/ Ps(Lj)], and the optimized throughput is

Tena =1/ <Z 1/P8(Li)> . (4.46)

Note that the end-to-end throughput (4.46) is a function of hop distances L; for i =
1,2,...,N + 1. Our goal is to evaluate the mean of (4.46) with respect to the distribution of
o.

Define the RVs Y; and Y as

A A
Yi = 1/PS<Li> . Y= ZY; = 1/Tend : (4-47)
i
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We first derive the distribution of Y and then calculate the mean of its reciprocal, i.e., the
average end-to-end throughput.

Define function gy (y,r) 2 fr| r(y|r), the conditional PDF of Y given routing distance
R = r. For a given location of the first relay, following a similar derivation as in the proof

of Theorem 4.1, we have

Frip(ulr) = Pr{|®| = 0} fy, 1, (v | )

r )
—i—/o le(x)/O fY1|L1(7' | 2)fy|r(y — 7|r — z)drdz . (4.48)

Since Yj is a deterministic function of L;, we have fY1|L1 (y | ) = d(y — 1/Ps(z)). The 2D

Laplace transform of gy (y,r) can be expressed as

Fy, 1, (s1,52)

Gy (s1,52) = , 4.49
( ) )‘(1 - FY1,L1(81752)) ( )
where
+00 _ 51
Fyy 1, (s1,52) :/0 Ae~Mtsa)re Ps(r) g (4.50)

is the 2D Laplace transform of fYL L1<y’ x). We have the following theorem on the average

end-to-end throughput:

Theorem 4.4 Denote the average throughput with dynamic resource allocation given routing

distance v, B{T,,q | R =1}, by function T,,q(r). The Laplace transform of Tp,q(r) is

400
Tendls) = | Gy (ws)du, (4.51)

where Gy (u, s) is defined in (4.49).
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This theorem follows directly from the property of Laplace transform.

4.6 The Average End-to-End Throughput under QED

Routing

In this section, we evaluate the average end-to-end throughput of the proposed QED routing

under fixed-length TDMA, both with and without intra-route resource reuse.

4.6.1 Throughput Analysis under QED Routing without Intra-

Route Resource Reuse

In this scheme, each relay in ®’ is allocated with a time slot of fixed length. Let L, denote
the longest hop distance in the relay set ®'. Following (4.34), the end-to-end throughput
can be expressed by

1

Tena = N,—Hps(L;n) - (4.52)

where N’ is the number of relays in ®. Unfortunately, as ® is not a PPP anymore, it is
hard to derive an accurate expression of the end-to-end throughput for QED routing as we

did for the NN routing. In order to make the end-to-end throughput analysis tractable, the

following approximation is made.

Approximation 2 Given routing distance R = r, the average end-to-end throughput is

approximated by
_ Py(E{L, |R=1})
E{N'|R=r}+1

E{Tepa | R =r} (4.53)

The validity of this approximation is verified by simulation, as shown in Section 4.7. In
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addition, we make the following approximation on E{N’ | R = r}.

Approximation 3 Given routing distance R = r, the average number of relays selected by

QED routing, N' = |®'| is approzimated by

r

E{N'|R=r}= ——— .
VIR =r} =19

(4.54)

The reason behind this approximation is that, if an infinite routing distance is assumed,
the average routing distance per hop under QED routing is lg + 1/A. Also, according to the
ergodicity, N will approach its mean almost surely as r» — +00.

We have the following theorem on the distribution of the longest hop distance Lj,, for ®'.

Theorem 4.5 Define g'(,r) = Pr{L], <1 | R = r} as the condition CDF of L, given

routing distance R = r. Denote its Laplace transform with respect to r by G'(l,s) =

O+OO g (L,r)e 5 dr for > ly, we have
—(s4\)- 1A
G/(Z’S) _ 1 (A+S)6

_ . 4.55
s 3{)\ . [1 + e—(8+>\)~l+)\lo _ e—s~l0] + S} ( )

As r — +o00, the conditional mean of L), given routing distance R = r, E{L], | R = r},

satisfies

_ / UL AT B
TETOOE{Lm]R—T} [/\ ln)\l0+1+B +1p| =0. (4.56)

where constant B =~ 0.577 is defined the same as Proposition 4.2.

Proof: Please refer to Appendix O. 0

Basing on Theorem 4.5, we can make the following approximation on L.

Approximation 4 Then conditional mean of L., given R = r > ly is approxvimated by

A7
"N+ 1

1
E{L,,|R=r}~ 3 (1 + B) +1p . (4.57)

116



Basing on the approximations above, we have the following theorem on the end-to-end

throughput of QED routing.

Theorem 4.6 The average end-to-end throughput of QED routing for routing distance r >

lo, E{Tpq| R =r}, can be approximated by

lo+1/X 1 Ar 2
0T 2 expl—n |~ (1 B)+1| b. 4.
r+lo+1/>\eXp{ K[A(n)\lo+1+ )+0] } (4.38)

Routing parameter [y can be optimized to maximize the end-to-end throughput (4.58)

by calculating its derivative, by which the following Corollary is obtained.

Corollary 4.3 For a routing distance v > max(ly, 1/)), the optimal ly satisfies lp < I§ < lo,

where
Vo + B2+ 22— () + B)
lp = o : (4.59)
/ 222
T = B =5 4.60

4.6.2 Throughput Analysis under QED Routing with Intra-Route
Resource Reuse

Recall that in Lemma 4.2, we derived the coverage probability function P/(l) for the intra-
route resource reuse, which is a non-increasing function with respect to the hop distance .
Following (4.24), the end-to-end throughput of QED routing with the intra-route resource

reuse can be expressed as

1 1
T, 1= i —P(Xx! - X! - —pPirL 4.61
end X{EQ}S{D}M s(‘ i z—lD Wi s( m)> ( )
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where M is the number of time slots in a TDMA cycle. Following Approzimation 2 where
the RV L, is replaced by its mean, we have the following theorem on the average end-to-end

throughput.

Theorem 4.7 Given the routing distance r, the average end-to-end throughput of QED
routing with intra-route resource reuse can be approximated by

E{Tona | R=r} = < PUE(L} | R=)) (162

where E{L}, | R =1} is given in Approximation 4.

The effect of slot number M on the network performance is two fold. First, a smaller M
allows a larger number of concurrent transmissions on the route, by which a larger equiva-
lent bandwidth can be obtained, whereas a stronger intra-route interference is introduced.
Second, consider a large scale wireless network which consists of a number of multi-hop links,
the increase of concurrent transmissions on each route, which results from the decrease of M,
will also generate a stronger inter-route interference on other routes. That is, the selection of
M also affects the intensity of the active external interferers. Since the number of concurrent
transmissions on a route is linearly proportional to 1/M, we assume that the intensity of
active external interferers ;' satisfies p/ = ,u’l /M, where //1 denotes the intensity of active
interferers for M = 1. For a given ,u’l, we discuss the selection of M for different routing dis-
tance r under two scenarios: 1) the node intensity is constant; and 2) the source-destination

pair intensity is constant.
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4.6.2.1 Constant node intensity

In this case, u’l is assumed to be constant for different r, denoted by //1 = p for a constant

it. Then we have the following corollary on the optimal number of time slots M.

Corollary 4.4 As the routing distance v — 00, the optimal number of time slots M*(r) for

routing distance r that mazximizes the end-to-end throughput scales with
M*(r) ~ O(RE*{L},, | R=1}) (4.63)

c oo 5 2
where k = 2ﬂum9 /8.

Proof: Please refer to Appendix P. O

4.6.2.2 Constant source-destination pair intensity

In this case, we consider a multi-hop wireless network formed by multiple source-destination
pairs, where the intensity of the source-destination pairs is assumed to be a constant and
their routing distances are the same as r. So for a given r, ,u’l will be linearly proportional
to the average hop number per route, E{ N’ +1 | R = r}, which is linearly proportional to r
as shown in Approximation 3. For simplicity, with other parameters being fixed, we assume
that ,u’l = pur for a constant fi. So the intensity of the active external interferers can be
denoted by u' = jir/M.

Corollary 4.4 still holds for this case by replacing & with &r, i.e., M*(r) ~ O(RT]E2{L§n |
R = r}). However, since the average hop number E{ N’ +1 | R = r} is linearly proportional
to r, for r — 400, we have

(4.64)
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That is, the number of time slots in a TDMA cycle is greater than the number hops on the
route, which implies that each time slot will be allocated to at most one hop on the same

route. Thus, we have the following corollary.

Corollary 4.5 In a network with random relays and a finite relay intensity X\, for a fixed
source-destination pair intensity, as the routing distance r — +oo, the intra-route resource

reuse should not be adopted for the end-to-end throughput optimization.

Remark 4.2 [t is interesting to note that when the relay intensity X = oo, the intra-route
resource reuse would still be beneficial even for fived source-destination pair intensity. In fact,
when \ = 00, the relays selected by the QFED routing converge to a equidistant deployment
with a hop distance of ly. From Corollary 4.4 and the discussions above, the optimal number
of time slots for the equidistant relays scales with O(er%) as the routing distance r — +00.
Since the hop number of the equidistant relays is r/ly, as long as r/ly > er%, i.e., E;l(?)’ <1,
the intra-route resource reuse is still beneficial. Comparing with the result in Corollary 4.5,

we can see that this is another difference between equidistant relays and random relays.

4.7 Numerical Results

In this section, we evaluate the end-to-end throughput performance with random relay de-
ployment through numerical results. Unless otherwise clarified, we will use the following
parameters: the interferer intensity u = 5 X 10~4 /m2, the ALOHA access probability
pe = 0.1, the path-loss exponent 8 = 4, the SINR threshold for successful transmission
0 = 10 dB. We first start with the case of NN routing and then simulate the performance of

QED routing.
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Figure 4.2: Average end-to-end throughput versus relay intensity under NN routing with
fixed slot length.

4.7.1 Numerical Results of NN Routing

Example 1: End-to-end throughput of NN routing with fixed slot length In this
example, we evaluate the end-to-end throughput with random relays using NN routing and
fixed slot length. Fig. 4.2 shows the average end-to-end throughput versus relay intensity
A for different routing distance r. It can be observed that: even without an optimized
deployment of relays, the end-to-end throughput can still be obviously improved compared
with the case of direct connection. For example, if a minimum end-to-end throughput of
1x 1072 packets /slot is required, the maximum communication range is around 75 m without
the relays, while the communication range expands to more than 250 m with multi-hop relays.

It can be observed that the optimal relay intensity A increases as r increases, on the contrary
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Figure 4.3: Throughput comparison with fixed slot length: random relays under NN routing
versus equidistant relays

to the equidistant relays where the optimal relay distance stays constant?.

Example 2: Performance comparison with equidistant relays In this example,
we compare the end-to-end throughput between equidistant and random relays using NN
routing with fixed slot length. Fig. 4.3 shows the optimal end-to-end throughput of random
relay deployment and that of equidistant relays under different routing distance r and SINR
threshold 6. The relay intensity A is optimized for each routing distance. The random relay
deployment suffers a significant performance loss compared to the ideal case. For instance,
with a SINR threshold € of 10 dB under the network configuration, there is a 48% throughput
loss at » = 50 m and a 70% performance loss at » = 130 m, which are not negligible for

system evaluation.

2Here, we refer to the upper bound of end-to-end throughput for equidistant relays, chm)(d), where d
is the per hop distance, and the optimal d is independent of r.
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Figure 4.4: Throughput comparison under NN routing: fixed slot length versus flexible slot
length
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Example 3: End-to-end throughput with flexible slot length In this example,
we test the end-to-end throughput with flexible slot length in NN routing. Fig. 4.4 shows
the end-to-end throughputs of different schemes under different relay intensities and routing
distances. We can observe that a significant performance improvement is achieved by dy-
namic resource allocation compared with the fixed slot length. Using a flexible slot length,
the performance loss from the equidistant case also degrades much slower than the case of

fixed slot length with the increase of routing distance.

4.7.2 Numerical Results of QED routing

Example 4: End-to-end throughput under QED routing without intra-route re-
source reuse In this example, we evaluate the average end-to-end throughput of the QED
routing without intra-route resource reuse, and compare it with that of the NN routing as
well as that of the equidistant relays. Fig. 4.5 shows the average end-to-end throughputs
of the QED routing and the NN routing for different routing distances. For each routing
distance, the relay intensity A is the same for both the NN and the QED routing, which is
optimized with respect to the average end-to-end throughput of the NN routing. In terms
of the selection of parameter Iy in the QED routing, we choose Iy = (Iy + lp)/2 as defined in
Corollary 4.3. First, it can be observed that the average end-to-end throughput derived in
Theorem 4.6 provides a very close approximation to the simulation results, substantiating
the validity of the approximations we made. In addition, a significant performance improve-
ment can be achieved by the QED routing, compared with the NN routing. However, there is
still a non-negligible performance loss compared with the equidistant relays for the selected
relay intensities.

Example 5: End-to-end throughput under QED routing with intra-route re-
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Figure 4.5: Throughput comparison: QED versus NN

source reuse In this example, we evaluate the end-to-end throughput with the intra-route
resource reuse for the QED routing. We set o = 15 m and A = 0.2 /m. As is discussed in the
previous section, we consider both the case of constant node intensity and that of constant
source-destination pair intensity. We use i = 5 x 10~% for the constant node intensity and
n=3X 1076 for the constant source-destination pair intensity. The results are compared
with the end-to-end throughput of the QED routing without the intra-route resource reuse,
where we set the intensity of the interferers the same as the case of M = E{N'+1| R =r}.
The numerical results of the two cases are shown in Fig. 4.6 and Fig. 4.7 respectively. First,
it can be observed that there is a gap between the end-to-end throughput derived in Theorem
4.7 and the simulation results for small M’s. This is because we approximate the intra-route
interference by a very conservative upper bound of it. However, as M becomes larger and

the intra-route interference becomes less significant, the approximation values become very
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Figure 4.6: The average end-to-end throughput under QED routing with the intra-route
resource reuse for constant node intensity

close to the simulation results. Second, the numerical results verify our theoretical analysis
on the effect of intra-route resource reuse. That is, generally, intra-route resource reuse can
lead to an increase in the throughput; however, if the source-destination pair density is ap-
proximately time-invariant or does not change significantly, then it is not beneficial to apply

intra-route resource reuse for long distance routing.

4.8 Conclusions & Discussions

In this chapter, we investigated the effect of relay randomness on the end-to-end throughput
in multi-hop wireless networks using stochastic geometry. We modeled the relays as a linear

Poisson Point Process between the source and destination, and the external interferers as an
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Figure 4.7: The average end-to-end throughput under QED routing with the intra-route
resource reuse for constant source-destination pair intensity
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independent Poisson Point Process. We first evaluated the end-to-end throughputs under
nearest neighbor routing and TDMA MAC with fixed and flexible slot length, respectively.
Then we proposed a quasi-equal-distance (QED) routing protocol, and analyzed its end-to-
end throughputs with and without intra-route resource reuse. The optimal number of time
slots was also analyzed for intra-route resource reuse. The analysis was further demonstrated
through numerical examples. Both the theoretic and numerical results indicated that: (i) The
throughput performance of the proposed QED routing can achieve a significant performance
gain over that of the NN routing. For network with sparse random relays, compared with
the ideal equidistant routing, the performance loss of QED routing due to relay randomness
is not negligible. However, as the relay intensity gets higher, the performance of QED
routing converges to that of the equidistant relays; (ii) The effect of intra-route resource
reuse depends on the network setup. If the node intensity is a constant over the network,
then as expected, intra-route resource reuse is always beneficial when the routing distance
r is sufficiently large. (iii) With randomly distributed relays, the communication distance
can generally be extended. However, due to the uncertainty in relay distribution, long
distance communication is generally not feasible with random relays. This implies that the
existence of a reasonably defined infrastructure needs to be ensured for effective long distance
communication. The results in this chapter also echoed our previous observation in [108-110]

that future network design would reflect the convergence of centralized and ad hoc networks.
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Chapter 5

Malicious Link Detection in

Multi-Hop Wireless Sensor Networks

This chapter considers malicious link detection in multi-hop wireless sensor networks
(WSNs). Existing work on malicious link detection generally requires that the detection
process being performed at the intermediate nodes, leading to considerable overhead in
system design, as well as unstable detection accuracy due to limited resources and the un-
certainty in the loyalty of the intermediate nodes themselves. In this chapter, we propose
an efficient and robust malicious link detection scheme by exploiting the statistics of packet
delivery rates only at the base station. More specifically, first, we present a secure packet
transmission protocol to ensure that except the base station, any intermediate nodes on the
route cannot access the contents and routing paths of the packets. Second, we design a
malicious link detection algorithm that can effectively detect the irregular dropout at every
hop (or link) along the routing path. We prove that the proposed algorithm has guaranteed
false alarm rate and low miss detection rate. Simulation results are provided to validate the

proposed approaches.
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5.1 Introduction

Wireless sensor networks (WSNs) are often multi-hop networks where individual sensor nodes
need to function as relays to forward the data flow originated from their peers to the sink.
Such a distributed network organization makes WSNs especially vulnerable to various at-
tacks, such as wireless jamming, spoofing attacks and internal attacks [116], in a sense that
one malicious link or node in the network can compromise the data flow passing through it
from multiple nodes. In this chapter, we consider the detection of malicious links in WSNs.

The detection of malicious behaviors in WSNs, or more generally, the multi-hop wire-
less networks, has been broadly discussed in literature. In [38,117], audit based schemes
were proposed for malicious node identification. In [39], the security of disruption tolerant
networks (DTN) was studied. In [40], an heuristic method was proposed to identify the
failed nodes by re-organizing the network topology. In [41], a 2ACK scheme was proposed
to detect the nodes that intentionally drop packets. In [118], the blackhole and grayhole
attacks were investigated. In [42], the malicious node detection was explained under the
context of network coding. Making use of the open medium in wireless communications, an
overhearing scheme was proposed to monitor the behaviors of the neighboring nodes in [43].

A major limitation with most existing methods on malicious behavior detection is that the
nodes are required to implement additional verification process in packet delivery, or report
additional information to the authority in the network, leading to considerable overhead on
system complexity, energy consumption and network throughput. In this chapter, as an
effort to improve the efficiency and minimize the system complexity, we propose a malicious
link detection algorithm by exploiting the statistics of packet delivery rates at the base

stations. More specifically, first, we present a secure packet transmission protocol to ensure
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that except the base stations, any intermediate nodes on the route cannot access the contents
and routing paths of the packets. Second, we design a malicious link detection algorithm
that can effectively detect the irregular dropout at every hop (or link) along the routing
path with guaranteed false alarm rate and miss detection rate. Comparing to [59] which
can detect whether a routing path is problematic, our detection method can be localized to
every link. It should be pointed out that, illegal packet modification and injection of invalid
packets, which essentially result in the dropout of legal packets, can be detected successfully
as well. Simulation results are provided to validate the proposed approaches.

It should be noted that the proposed scheme is focused on the security of the network
layer or below, that is, ensuring the secure delivery of packets from source to destination.
Malicious behaviors may also exist in the application layer, such as in the case where the
sensors may send packets with false contents to the sink. The detection of such malicious
behaviors mainly relies on the data analysis in the application layer, and may vary from

application to application [119]; hence it is out of the scope of the proposed scheme.

5.2 Network Model

In this chapter, we consider a single unit of a multi-hop WSN. The unit is governed by an
authority, the sink or the base station (BS), which is responsible for collecting data from the
nodes in the unit, and issuing control messages. Each node can be either a regular sensor or
the aggregator of several sensors. In this chapter, we model the WSN unit using the N-hop
framework [120], as shown in Fig. 5.1, where the nodes are sorted basing on the hop distance
from each node to the BS. The nodes on layer i are the set of nodes ¢ hops away from the

BS; each node at layer ¢ 4 1 forwards the packets it generates and receives from higher layers
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to one or several nodes at layer ¢ until the BS (layer 0). The proposed scheme can be readily
scalable to WSNs with multiple BSs.

In a WSN, the major data flow is from the sensors to the base station, i.e., the uplink.
Therefore, in this chapter, we focus on the uplink data flow of the WSN. Since we consider an
environment where the reliability of the links cannot be guaranteed, we employ multi-path
routing [121] in the network, to enhance the diversity and robustness of routing. For each
packet to be delivered to the BS, a node randomly selects one of the candidate nodes in
the lower layer as the next hop with certain probability according to the routing table; the
routing table is determined by the BS and assigned to each node through the control message.
The topology and the routing table of the network can be determined either statically or
dynamically. In the static case, the topology and routing paths are essentially fixed during
network operation. In the dynamic case, the routing table can be determined by utilizing
the ad-hoc on-demand distance vector (AODV) routing [122] protocol, where the BS sorts
the route request (RREQ) messages and selects the next hops accordingly for each node in
the unit. Since the major focus of this chapter is on the malicious link detection process,
in the following, we assume that the routing table has been established and fixed during
detection.

The malicious behaviors considered in this chapter include (i) irregular dropout of pack-
ets, (ii) illegal modification of packets, and (iii) injection of invalid packets. The reasons for
the malicious behaviors may be the degradation of wireless channels, attacks from external
jammers or corrupted internal nodes, etc. Note that the above malicious behaviors commit-
ted by an internal node can be equivalently converted to those happen on its incidental links;
therefore, without loss of generality we focus on malicious link detection. A node can be

considered as malicious if a certain amount of its incidental links are identified as malicious.
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Figure 5.1: Hierarchical structure of a WSN.
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Figure 5.2: The packet encoding process at intermediate node.

We will further show in Section 5.3 that the detection of packet modification and packet

injection can both be converted to that of packet dropout.

Notations We let N; denote the number of node of layer i. Following the notation in
graph theory, the nodes of layer ¢ are denoted by v; o, v; 1, ..., v N;—15 and vy o denotes the
BS; €i ji.jo denotes the link /edge Vij —* Vi—1jo- G ; denotes the self generated packet
rate of node v; ;, pq(i, j1, j2) the dropout rate of link €i 1.9 pt(1, j1, 72) the probability that
Vi jy selects Vj—1,j, as its next hop in the multi-path routing. IF;‘ denotes the Galois Field
(¢"™). We use bold capital letters, e.g., X, to denote random vectors, and bold lower case

letters, e.g., @, to denote their values.
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5.3 Packet Transmission Protocol

In this section, we design the packet transmission protocol for the WSN. In order to combat
packet content attacks, we encrypt the transmitted packets so that except the BS, any
intermediate nodes on the route cannot access the contents and the paths of the packets.
However, it should be noted that the proposed protocol is not necessary in malicious link

detection if the malicious party does not launch attacks basing on the packet contents.

5.3.1 Protocol Description
5.3.1.1 Packet Encoding

Each node in the WSN shares a distinct secret key with the BS for packet encryption. Each
packet received at a node contains two parts: the information bits and the ID of the previous
hop. Let the length of the node ID be L,, bits. In addition to the content generated from the
source, the information bits also contain the history of the previous hops the packet passed
through, however, that information is encrypted by each previous hop so it is not accessible

by the current node. The encoding process in packet forwarding includes the following steps:

e Generate a packet hash and append it to the packet. The hash is calculated using the
entire packet based on a secure hash algorithm [123]. The secure hash is inserted to
provide integrity check of the packet. For efficiency, the generated hash sequence may
be truncated before attached to the packet. Let the length of the hash sequence be L,

bits.

e Encrypt the tail part of the packet, including the previous hop ID and packet hash. In

general, the verification of a packet is implemented by certain asymmetric encryption
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algorithms [123]. However, since only the BS, rather than the intermediate nodes, is
required to check the integrity of the received packet; hence a symmetric block cipher,
i.e., AES algorithm, is sufficient in the proposed scheme. In practice, if the length of
the tail, Ly = Ly, + Ly, is less than, or not a multiple of the block size of AES cipher,

we can include the tail of the information bits in the plain text.

e Append the node ID to the packet and transmit it to the next hop.

The encoding process is demonstrated in Fig. 5.2. The proposed packet relaying protocol
ensures that each packet is not traceable in delivery. Therefore, the malicious party is unable

to launch attacks to packets based on the routing history.

5.3.1.2 Packet Decoding at the BS

At the reception of a packet, the BS applies the inverse of the encoding process successively.
Suppose the BS has recovered the packet received at node wv;_q, jo and found that the
previous hop is v;, 71 basing on the tail of the packet. Then by decrypting the tail part of the
information bits, the BS obtains the packet hash, as well as the packet received by node v;, i1
Since the BS stores the secret keys of all the nodes in the network, it is able to recover the

packet version received by each intermediate node on the route if no malicious link exists.

5.3.1.3 Protocol Implementation and Efficiency

The proposed protocol is implemented between the existing network layer and transmission
layer of the WSN. This implementation has two advantages: first, it facilitates easy inte-
gration into any existing systems; second, the packet length in the proposed protocol is not
limited by the network layer design. Therefore, the loss of throughput from the appended

tails at the intermediate nodes can be leveraged by the increased packet length.
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5.3.2 Security Analysis

In this subsection, we first discuss the security of the packet transmission scheme under
illegal packet modification, then we show that both the detection of packet modification and
injection can be converted to that of the packet dropout.

Suppose ¢;, j1,jo 18 @ malicious link in the network and the secret key of v;, jq is unknown
to the malicious party. For an arbitrary packet passing through €i,j1.j9> let Xi7j1,j2 € ]F%
denote the vector of its information bits and Ei,ijQ € IF% the error pattern applied on it,
where L is the length of the information bits. To modify the packet without being detected,
= X;

the malicious link seeks an error pattern E; ji jo # 0 such that Y i1 do J1.do T Ei gy .o

is a valid output of v;, i1 We have the following proposition on the security.

Proposition 5.1 Assuming an ideal cipher (random oracle), the probability that the ma-

licious link generates an unseen Y; that is valid is negligible if it is infeasible for the

J15J2
malicious party to succeed in the preimage attack to the hash function.

Proof: Let f(-) denote the encryption function, which is an bijective mapping defined on

Ly

Fo' — th. For the random oracle, if the secret key is unknown, for any integer 1 < m < oLt

L
and x € F.'t, we have

Pr{f(x) =y | f(zr) = yr,1 <k <m}

ﬁvy€F£f7y¢{yk|1§k§m}’ (51)

0, otherwise.
where for 1 <k <m, x;, € F;t and « # xp. That is, the cipher text of an unseen plain text
is uniformly distributed over all the unseen cipher texts, and vice versa. For the encrypted

tail with error Y; j, j, (L — Ly ), we consider two cases:
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First, if Yi,j17j2(L — Ly @) has been seen, i.e., the malicious link uses the encrypted tail of
another packet to replace the current packet; let f(X') = Y 1.4 (L — Ly :), then the target
of the malicious party is to find a vector Y j, j,(: L — Lt), combined with X'(: Ly — L),
such that its hash value is X'(Ly — Ly, :). This is the preimage attack to the hash function.

Second, if Y (L — Ly ) has not been seen before, then for the malicious party, the

71502
plain text of ¥; j, . (L — Lt :) is uniformly distributed over all the unseen plain texts. For

any given prefix vector Yi7j17j2(: L — L;), there are 2Lt=Lp possible tails since the hash

value is determined by the content; so given m observed plain and cipher texts for f(-), the

olt—Lp
oLty 7 oLp’

probability that Y; 1,49 18 valid is which is negligible for a large Lj,. ([l
A secure hash function which is believed to be resistant against preimage attacks generally
requires Ly, to be more than 256 bits [124]. However, considering the efficiency, such hash

value might be too long since each hop attaches a hash to the packet in relaying. So we

employ two different policies depending on the power of malicious party:

Case I If the malicious party is unable to attack the hash function at each hop, then we

believe Ei,jl,jz =0 if Yg’jm passes the verification. In this case, for each packet, we are

able to locate the last misbehaved link on the route if any.

Case IT  If the malicious party is able to attack the hash function at each hop, then E; 1.9
might be non-zero even if Y j| jo Passes the verification. However, while the BS is unable
to locate the misbehaved link, it is still able to detect an error by checking the integrity of
the packet content. In this case, the BS drops the packet.

For generality, in the following analysis, we focus on case 11, where the hash can be quite

short to achieve higher efficiency. However, case I provides a quick identification of malicious
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links for illegal packet modification, when the malicious party is less powerful.
Next, we show that the detection of packet modification and injection can be converted

to that of legitimate packet dropout.

Packet Modification As is noted in case II, the modified packets can be detected by
checking the packet contents at the BS. This requires the encryption and verification on the
higher layers, e.g., the application layer, which has less effect on the efficiency as they are
applied only by the source node. The modified packets will be dropped by the BS, which is

equivalent to the packet dropout on the malicious link.

Packet Injection To prevent the injection of invalid packets in the WSN, e.g., the denial
of service (DoS) attacks, we apply flow control at each node for each incoming link. Because
of the flow control, the invalid packets will occupy the resources of the legitimate packets on

the same link, and again, the legitimate packets will be dropped on the malicious link.

5.4 The Proposed Malicious Link Detection Algorithm

In this section, we present the proposed malicious link detection algorithm. As shown in
Section 5.3, the malicious behaviors considered in this chapter can be converted to the
irregular packet dropout on the malicious links. The proposed algorithm hence detects links
with higher dropout rates than a predefined baseline, denoted by pg. Our algorithm relies
solely on the statistics of packet delivery at the BS to identify the malicious links, and
does not require any additional information collected from the nodes. Therefore, the system
complexity and overhead can be kept minimum.

We will analyze the packet delivery ratio of each node in the WSN during an observation
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window. We assume the duration of the observation window is T'. Kj ; denotes number
of received packets at BS generated by v; ; during the observation window, while Ki’jlth
denotes number of received packets generated by Vi jy and passing through €i,j1.jo during
the observation window.

In the following, we first consider the simplistic case of a 1-hop network, then we discuss

the 2-hop network, and further generalize the algorithm to the N-hop network. Finally, we

analyze the misdetection rate of the proposed algorithm.

5.4.1 1-Hop Network

The nodes in 1-hop network connect to the BS directly. Verifying the dropout rate of link
e1,5,0 can be formulated as a one-tailed hypothesis testing on a Bernoulli random variable

(RV) as

Null hypothesis Hy : py(1,7,0) < po.

Alternative hypothesis Hy : p4(1,j,0) > pg.

During the observation window of the algorithm, the number of packets generated from vy ;
can be approximated by | TGy ;]. Kj ; should follow a binomial distribution B(|TG1 ;|,1—
pa(1,7,0)). Conventionally, by allowing a probability of « to reject a true hypothesis (type

[ error or false alarm), define threshold 6(«a,n,p) as

7]
(0, m,p) 2 max {9 > (F)a-wtet s a}. (52)

k=0
Then we reject hypothesis Hy if Ky ; < 0(a, [TG1 j],po) in the observation window, i.e.,

link e7 ;o is identified as malicious.
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5.4.2 2-Hop Network

In a 2-hop network, all the links incidental to the BS can be tested as in the 1-hop network.
Here we focus on the links between layer 2 and layer 1, e.g., €2 jq,jo- We test the following

hypothesis:

Null hypothesis Hy : pg(2, 71, 72) < po. (5.3)

Alternative hypothesis Hy : pg(2, j1,72) > po- (5.4)

With multi-path routing, the data rate on €2,51.jo 19 pt(?,jl,jQ)GQ,jl. Since the contents
and path information of each packet are encrypted, all the packets generated by 2,4y and
received by V1 jy should be treated equivalently as the packets generated by V1 jy after
leaving vl’j21. Let p4(1, j2) denote the dropout rate of the combined path from v jy tO BS.
Hence, K3 j; j, follows a binomial distribution B(|T'p¢(2, jl,jQ)GZle, (1—=pg(2,71,72)) (1 —
pa(1, j2))), while K j, follows a binomial distribution B(|T'Gy j, |, (1—pqg(1, j2))). However,
we are unable to apply the algorithm in the 1-hop network directly to testing link €2,41.jo
as pgq(1,j2) is unknown. Even if we can obtain an estimate of p,4(1,js) from the value of
K 1,9 the estimation error would render the false alarm rate unbounded, as will be shown
in Section 5.5.

We solve the problem by exploiting the joint distribution of KijlajZ and K 1,9 where
we derive a bounded false alarm in testing eg, .49 The result is generalized in the following

proposition.

11t is possible that V1, treats the packets it relays and those it generates differently, however, since the
malicious node behavior can be considered as that of its incidental links, i.e., €219’ this will not void the
results of the detection algorithm.
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Proposition 5.2 Consider i.i.d RVs X; ~ Bernoulli(p),i = 1,..,n1 and Y;

~Y

Bernoulli(pq),i =1,...,n9, p € (0,1),q € (0,1). Let X =), X; andY = >, Y; follow bino-

mial distribution B(ny,p) and B(na,pq), respectively, and ®(x;n, p) denote the distribution

function of binomial distribution B(n,p), i.e.
Pr{X =} = ®(z;n1,p), Pr{Y =y} = ®(y;n2, pq).
For any a € (0,1), n € ZT and z € (0,00), define p(a,n, x) as

plovn,x) Emax{p| Y (kin.p) < a,pe (0,1},

k=[xz]
and define (o, m,n,q,x) € Z" as
. 0
O(a,m,n,q,x) = max{0 | Z@(k;n, pla,m,x)q) < at,
k=0

then for ac € (0,1) we have
Proise = Pr{Y <0(a,n1,n2,q, X)} < 2a.

Proof: Forpc[0,1],n€Z",ac (0,1), we define function

z(n, p,a) = min{z | Z@D(k;n, p) <a,z€ZTY,
k=x

(5.5)

(5.6)

(5.8)

(5.9)

e.g. Pr{X > z(ny,p,a)} < a and Pr{X > z(ny,p,a) — 1} > a. Note that for any fixed

x € (0,00) and n € ZT, function ZZ:M ®(k;n, p) is non-decreasing w.r.t. p € [0, 1]. Then

we have

p(a7n7$(n7p07a) - 1) < po, pPo € (O) ]-)

which can be obtained from the fact that

n

Z O (k;n, po) > a.

k=xz(n,po,a)—1
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From the monotonicity of >y _ ] ®(k;n, p), we have
0(a,m,n,q,z(m,po,a)—1)

Z ®(k;n, poq) < a. (5.12)
k=0

Also note that for any fixed o € (0,1) and n € ZT, p(a,n, x) is non-decreasing w.r.t.
x € (0,00). Again, using the monotonicity of Zzzm O(k;n,p), 0(a,m,n,q,x) is non-
decreasing w.r.t. = € (0,00) with other parameters being fixed. According to (5.9) and

(5.12) and the fact that X and Y are independent, we have

ni
Pralse :ZPr{X =z} Pr{Y <0(a,ni1,n2,q,z)}
x=0

< o+t PT{YS9<OZ,7’L1,7’LQ7Q,I'(7’L1,]), a) - 1)}7 (513)

where Pr{Y < 0(a,ny,n9,q,x(n1,p,a) — 1)} equals

9(0{,’(1,1 )n’27Q7$(n1 7p7a)_1)
®(k;n2,pq) < o (5.14)
k=0

which completes the proof. O

The underlying argument of Proposition 5.2 is that, even through parameter
p is unknown, we can still obtain a region of X and Y with bounded prob-
ability. According to Proposition 5.2, by setting the threshold of K27j17j2 as
0(a, LTGl,jQJ, LTpt(2,j1,j2)G2’j1j, 1 - po,Kl,jz), the false alarm rate in testing is upper

bounded by 2«. In this way, all the links can be tested.

5.4.3 N-Hop Network

We further generalize the algorithm to the N-hop network. Consider link €ij1,jo- 1 > 1 1n

the network. The input data rate originated from Vi j O € j) o IS pt(i,jl,jg)Gi’jl; after
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being received by Vi—1,jg> these packets should have the same routing distribution as those
originated from v;_1 j, if v;—1 j, behaves normally. Let pa(i— 1, j2) denote the dropout rate

from Vi—1,jy tO BS. Then both Kj and Kj_1 j, follow binomial distributions. According

J1:72
to Proposition 5.2, if Kj j, j, < 0(a, LTGZ-_L]?J, LTpt(i,jl,jg)Gi,jlj, 1 - po,Ki_l’h), we
identify e; 1,50 38 malicious, whose false alarm rate is bounded by 2a.

It is possible that v; 1 jo May treat the packets it relays differently from those it generates,
e.g., dropping the incoming packets or forwarding them disobeying the routing table. These
malicious behaviors can be decomposed as either the dropout on the incoming links or the
injection to the outgoing links, which can both be detected by the proposed algorithm as

noted in Section 5.3. Therefore, the misbehavior of Vi—1,jo will not void the generality of

the proposed algorithm.

5.4.4 Misdetection Rate Analysis

In this subsection, we show that in the proposed algorithm, if the dropout rate from the end

node to the BS is less than 1, the misdetection rate on a link converges to 0 as T" — oo.
Misdetection happens on link €i,j1.jo if its dropout rate pg(i,j1,72) is

greater than the base line pg while K; and K;_

satisfy K >

J1,J2 L.jo J1,J2
0(a, LTGi—l,jQJa LTpt(i,jl,jg)Gi,jlj,l — po,KZ-_LjQ). The analysis on the probability

is summarized in the following proposition.

Proposition 5.3 Consider i.i.d RVs X; ~ Bernoulli(p),i = 1,..,n1 and Y; ~
Bernoulli(pg),i = 1,...,n9, p € (0,1],¢ € (0,1). Let X = > ;X; and Y = >, Y; fol-
low binomial distribution B(ny,p) and B(na,pq), respectively, and suppose no/ni = K being

fized. For some § > q, the probability that Y > 0(«a,ny,n9, ¢, X) converges to 0 as no — +00.
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More specifically, as ng — +00, the miss detection rate Pp;ss = Pr{Y > 0(a,n1,n9,4, X)}

satisfies
e(1-0)d/q—1 nepd

. —%n D
szss S [(1 _ 6)@/(]](1_6)‘2/(1 +0(]‘> +€ 2™ 9 (515)

for any § € (0,1) and (1 —9)¢/q > 1.

Proof: Note that X and Y are independent, so are §(«,ny,n9,q, X) and Y. Therefore,

the misdetection rate can be expressed as

n2

mzss Z(I) xini, P Z q)(y;n27PQ)' (516)

y=0(a,n1,n2,4,r)+1
One Chernoff bound of the binomial distribution B(n, p) is

n T oz—np

S (kin,p) < 2

k=[z]

(5.17)

x$

for © > np. This implies a lower bound of p(«,n,x) is

pla,n,x) > —Wo(—

- ). (5.18)

where W(-) is the principle branch of the Lambert W function.

Another Chernoff bound of the binomial distribution is

(np—6)2

0
Z@(kz;n,p) <e e (5.19)
k=0

for 6 < np, from which we have a lower bound of (5.2) as
O(a,m, p) > np —+/—2nplog a. (5.20)

Note that Z%ZO ®(k;n, p) is non-increasing w.r.t. p with other parameters being fixed. From

(5.18), we obtain a lower bound of #(«, m,n,q,z) as

1 1
—ﬁxWO(—ax )q — \/2an0(—W)q10goz, (5.21)
m e m e
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where we denote (5.21) by 8(a,m, n,q, ).
Since 0(c,m,n, q,x) is non-decreasing w.r.t. x, for any xzg € [0,n1], an upper bound of

Pyiss is given by
Priiss < Pr{X < zg} + Pr{Y > 6(a,n1,n9,4,20)}- (5.22)

Let zg = (1 — §)nyp for some 6 € (0,1) and no/ny = K being fixed, then we have

li 0(0&,’”1,”2,(},1’0)
11m
n1—+00 n

= (1 —0)rpq, (5.23)

i.e., O(a,ni,na,q,x9) = (1 —39)nopg+o(ny). Since ¢ < §, by setting ¢ such that 1 —¢ > ¢/q,

we can derive an upper bound of Pr{Y > 0(«, ny,n9, ¢, zg)} from (5.17) and (5.21) as

e(1=8)d/a—1+0(n1)/m nerd
- a (5.24)
(L= 0)afa + ofnn) /o] -Dilaretn)v
As ng — 400, the (5.24) can be rewritten as
c(1-0)dfg—1 napd
- 1 2
@ —ayasqno T (5:29)
1-0)4/q—1 j/q—1
where 1=0)d/a 577 ( /- ,1). Furthermore, from (5.19),
[(1-0)d/q)(1=0)4/0 =" (4/q)/0
_9
Pr{X <z} <e 2P (5.26)
Then (5.16) follows from (5.22), (5.25) and (5.26), which completes the proof. O
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5.5 Simulation

In this section, we validate the the proposed malicious link detection algorithm through
numerical examples.

We consider an arbitrary link €i,j1.jo during an observation window of duration 7. To
demonstrate the performance of the proposed algorithm under different network settings, we
vary the data rates G; j, and Gj_y j,, the dropout rates pa(i, 71, J2) and pg(i — 1, j2), in the
numerical results.

Baseline Algorithm: Since the difficulty of the malicious link detection lies in that the
dropout rate py(i — 1, jo) is unknown at the BS, we consider a baseline algorithm which first
estimates py(i — 1, j2) by

Pa = Ki-1jy/(TGi-1j,)- (5.27)

Then for a baseline dropout rate pq, it calculates the threshold in the hypothesis test following

the traditional method by

0(c, Tpe(is g1, j2)Gi gy (1 — Pa) (1 — po)), (5.28)

for an allowed false alarm rate of . However, we will see that its actual false alarm rate
cannot be bounded by a.

False alarm rate comparison between the proposed algorithm and the baseline algorithm:
In this example, we set the allowed false alarm rate ag = 0.05 and the baseline dropout rate
as po = pq(i,j1,72) = 0.01. The results are plotted in Fig. 5.3a and Fig. 5.3b, respectively.
For the proposed algorithm, it is shown the actual false alarm rate is much lower than the

required bound aq. On the other hand, because of the error in py(i — 1, ja) estimation, the
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Figure 5.3: The false alarm rates versus the data generation rate ratio

pe(i, 1, 52)Gijy [ Gie1,jo-

baseline algorithm cannot bound the false alarm rate in detection unless the dropout rate
pa(i — 1,72) is very close to 0. It is also shown that the actual false alarm rate increases

. . . pe(i41.52)Gy
with the increase of ratio —Z’Jl

v One interesting fact here is that even though
1— 5.72

the estimation error of p;(i — 1, j2) becomes smaller by increasing the observation window
duration 7T, it cannot reduce the false alarm rate as shown in Fig. 5.3b; this is because with
the increase of T', the variance of K 1,42 also becomes smaller, hence requiring a even more
accurate estimation of p;(i — 1, jo), which the baseline algorithm is inept at.

Misdetection rate of the proposed algorithm: In this example, we evaluate the misde-
tection rate of the proposed algorithm when €ij1.jo 1S @ malicious link. We keep the
baseline dropout rate pg = 0.01 and false alarm rate upper bound ap = 0.05, and set
pe(i,J1,72)Gijy /Gi-1,jy = 1 and pg(i — 1, j2) = 0.2. The results are plotted in Fig. 5.4.

The numerical results are consistent with the theoretical analysis, i.e., the misdetection
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Figure 5.4: The misdetection rate of the proposed algorithm versus the number of generated
. . . . , p¢(i,51.J2)G;
packets in the observation window T'G;_y j, for pa(i —1,72) = 0.2 and —GIfA =
’ 1— 7]2

rate becomes arbitrarily small as the observation window duration 7" increases. However,

the number of packets needed for an accurate detection varies significantly with the actual

dropout rate p;(i, j1, jo2)-

5.6 Conclusion

In this chapter, we proposed an efficient and robust malicious link detection scheme for
multi-hop WSNs. Comparing with existing approaches that rely on the intermediate nodes
to carry out the detection process, in the proposed scheme, malicious link detection was
only performed at the base stations by exploiting the statistics of packet delivery rates. As
a result, the proposed scheme could effectively detect the irregular dropout at every hop

(or link) along the routing paths with significantly higher accuracy, and at the same time,
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reducing system overhead and improving the efficiency. The effectiveness of the proposed

scheme was demonstrated through both theoretical analysis and simulation results.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

The main contributions of this dissertation lie in the design and evaluation of robust 5G
systems under both benign and malicious environments, with considerations on both the
physical layer and higher layers. For the physical layer, to improve the robustness of OFDM
systems against disguised jamming, we proposed a securely precoded OFDM (SP-OFDM)
system by introducing a dynamic and encrypted constellation into the system. Basing on
the channel model of SP-OFDM, we further studied the worst jamming distribution against
it. For the higher layers, we first studied the modeling of 5G high-density heterogeneous
networks using stochastic geometry; we designed effective routing protocols and evaluated
the performance of multi-hop 5G networks under various protocols. Then, for the multi-
hop wireless sensor networks (WSNs), we proposed an efficient and robust malicious link
detection scheme by exploiting the statistics of packet delivery rates at the base station.
More specifically, the main conclusions are summarized in the following:

On the physical layer OFDM transceiver design:

e We designed a highly secure and efficient OFDM system under disguised jamming,
named securely precoded OFDM (SP-OFDM), by exploiting secure symbol-level pre-

coding basing on phase randomization. The basic idea is to randomize the phase
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of transmitted symbols using the secure PN sequences generated from the Advanced
Encryption Standard (AES) algorithm. The security is guaranteed by the secret key
shared only between the legitimate transmitter and receiver. While SP-OFDM achieves
strong jamming resistance, it does not introduce significant redundancy into the system

and can achieve almost the same spectral efficiency as the traditional OFDM system.

e We identified the vulnerability of the synchronization algorithm in the original OFDM
system under disguised jamming, and proposed a secure synchronization scheme for
SP-OFDM which is robust against disguised jamming. In the proposed synchronization
scheme, we designed an encrypted cyclic prefix (CP) for SP-OFDM, and the synchro-
nization algorithm utilized the encrypted CP as well as the precoded pilot symbols to

estimate time and frequency offsets in the presence of jamming.

e We analyzed the channel capacity of the traditional OFDM and the proposed SP-
OFDM under hostile jamming using the arbitrarily varying channel (AVC) model. It
was shown that the deterministic coding capacity of the traditional OFDM is zero
under the worst disguised jamming. At the same time, we proved that with the secure
randomness shared between the authorized transmitter and receiver, the AVC channel
corresponding to SP-OFDM is not symmetrizable, and hence SP-OFDM can achieve
a positive capacity under disguised jamming. Note that the authorized user aims to
maximize the capacity while the jammer aims to minimize the capacity, we showed
that the maximin capacity for SP-OFDM under hostile jamming is given by C' =
log (1 + %) bits per symbol, where Ps denotes the signal power, Py the jamming

power and Py the noise power.

e We discussed the worst jamming distribution problem for SP-OFDM given a finite
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input constellation. We proved the existence, uniqueness and the Kuhn-Tucker condi-
tions of the worst jamming distribution for SP-OFDM, either with or without a peak
power constraint on jamming. The major challenge in the analysis lay in the derivation
of the tight bounds on the distribution function of the channel output for any given
jamming distribution. We obtained both the upper and lower bounds by exploiting

the properties of the modified Bessel functions.

We proved the discreteness of the worst jamming distribution for SP-OFDM, either
with or without peak power constraints, and showed that the worst jamming distri-
bution has a finite number of mass points. More specifically, we first derived a lower
bound of the Kuhn-Tucker function for the worst jamming distribution. Second, by
applying the identity theorem, we showed that any non-discrete jamming distribution
cannot satisfy the Kuhn-Tucker conditions of the worst jamming distribution under a
finite peak power constraint. Finally, by further exploiting the derived lower bound
on the Kuhn-Tucker function, we showed that when the peak power constraint is suf-
ficiently large, the worst jamming under the peak power constraint is identical with
the worst jamming without peak power constraint. We further discussed the maximal
amplitude of the worst jamming distribution in different cases, and showed that the
worst jamming distribution always has a mass point at the peak power constraint when

the average power constraint is inactive.

Numerical results were provided on the worst jamming distribution and the minimal
channel capacity under disguised jamming. The numerical results were consistent with
the theoretical analysis, that is, the worst jamming is discrete in amplitude with a finite

number of mass points; the minimal channel capacity of SP-OFDM is guaranteed to be

152



positive under disguised jamming, which demonstrated the robustness of SP-OFDM
under disguised jamming. We further studied the impact of the power constraints. It
was shown that the worst jamming distribution tends to have more mass points as
the peak jamming power increases, while with the decrease of average jamming power,
there is a larger chance for the jammer to keep silent for energy saving and the best

jamming effect.

On the higher layers protocol design and performance evaluation of 5G multi-hop wireless

networks:

e We modeled the node distribution of 5G high-density heterogeneous networks using
stochastic geometry. A remarkable feature of 5G is network densification, which makes
the node distribution in 5G less organized and more random than existing mobile
networks. We characterized the spatial randomness of 5G heterogeneous networks
using the effective tools of stochastic geometry. We modeled the nodes as Poisson Point
Processes and calculated the spatial average of network performance over all potential
geometrical patterns of the nodes. We investigated the effect of relay randomness on

the end-to-end throughput in multi-hop wireless networks.

e We designed effective routing protocols for the 5G heterogeneous multi-hop networks.
Motivated by the observation that, while the ideal equal-distance routing generally
provides the optimal network performance, it is not realizable due to the randomness in
relay distribution, we proposed a quasi-equal-distance (QED) routing protocol, derived
the range for the optimal hop distance, and specified the selection of the optimal relays

to formulate a quasi-equidistant deployment.

e We developed the tools for performance evaluation of multi-hop networks with random
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relay deployment. To evaluate the end-to-end throughput of the multi-hop route in
5G wireless networks with randomly located relays, first, we derived the distribution
of the longest hop distance for any given routing distance. We showed that multi-hop
relaying with random relays is infeasible for long distance communications. Second,
to obtain a performance benchmark, we derived the average end-to-end throughput of
a multi-hop route under the simple nearest neighbor (NN) routing and TDMA MAC
with both fixed and flexible slot length. We maximized the throughput under TDMA,
and showed that the optimal slot length varies from hop to hop and is determined
by the coverage probability of every hop. Third, under the proposed QED routing
and conventional TDMA, we analyzed the average end-to-end throughput with and
without intra-route resource reuse, respectively. It was shown that the proposed QED

routing protocol achieves a significant performance gain over NN routing.

On the malicious behavior detection in large scale multi-hop wireless networks:

e We proposed an efficient and robust malicious link detection scheme for multi-hop
wireless sensor networks (WSNs). Existing work on malicious link detection generally
required that the detection process being performed at the intermediate nodes, leading
to considerable overhead in system design, as well as unstable detection accuracy due
to limited resources and the uncertainty in the loyalty of the intermediate nodes them-
selves. As an effort to improve the efficiency and minimize the system complexity, in
the proposed scheme, malicious link detection was only performed at the base stations,

by exploiting the statistics of packet delivery rates.

e We presented a secure packet transmission protocol in the proposed scheme to ensure

that except the base stations, any intermediate nodes on the route could not access the
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contents and routing paths of the packets. We then designed a malicious link detection
algorithm that could effectively detect the irregular dropout at every hop (or link) along
the routing path with guaranteed false alarm rate and low miss detection rate. It should
be pointed out that, illegal packet modification and injection of invalid packets, which
essentially resulted in the dropout of legal packets, could be detected successfully as

well. Simulation results were provided to validate the proposed approaches.

6.2 Future Work

The future research will be focused on the 5G network performance evaluation under mali-

cious attacks, and the security problems in the 5G massive MIMO transceiver design.

6.2.1 Network Performance Evaluation under Malicious Attacks

In this research direction, we will study and evaluate the 5G network performance, in terms
of throughput, delay and energy efficiency under various malicious attacks. We will look into
the performance impact of the percentage of malicious nodes/links and the network size. It
is anticipated that under the same malicious nodes to benign nodes ratio, the malicious
node/link detection accuracy will increase significantly as the network size increases. The
underlying argument is that the estimation accuracy of the corresponding statistics will
increase significantly as the network size increases. Moreover, each node in the network has
a different level of node significance. Higher level of security should be assured for nodes with
a higher level of significance. Appropriate mathematic models and tools will be developed for
more in-depth and comprehensive network performance evaluation under various malicious

attacks.
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6.2.2 Anti-jamming Massive MIMO Transceiver Design

Traditionally, the signal design in wireless communications mainly lies in two dimensions:
time and frequency. By making use of the diversity in the frequency domain, spread spectrum
techniques, for example, are able to provide built-in resilience against jamming attacks.

With the development of MIMO techniques, an extra dimension of signal is introduced
in the new generation communication systems: the space. For a point-to-point MIMO
communication, the received signal vectors lie in the linear space spanned by the channel
vectors. Therefore, the spatial diversity in MIMO system provides another degree of freedom
in anti-jamming system design. For example, in analogy to spread spectrum, we can limit
the received signal vectors to a smaller subspace of the received space using beamforming
techniques, so as to alleviate the interference from jamming.

In this research direction, we will design anti-jamming massive MIMO transceivers by
making use of the spatial diversity, and evaluate their feasibility in real world channel sce-

narios.
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APPENDIX A

Proof of Proposition 2.1

Note that r(t)r*(t + Ts) can be calculated as

r(t)r*(t + Ts) = s(t — to)s*(t + Ts — tg)e I20Ts
4 2(8)s (¢ + Ty — tg)e? WottwoTs+dp)

+ s(t — tg)ed WOTTP0) 2 (1 4+ T) + 2() 2 (¢ + Ts). (A.1)

In the following we analyze the four terms on the right-hand-side (RHS) of (A.1) respectively.

First, define

A /TTCP,2+ka
-

Yip1(r) = s(t —tg)s™ (t + Ts — to)dt, (A.2)

—ToptkT,

for k € Z*,7 € [0,T}). We evaluate the expectation of Yk71(T)C~'Z+d for d € K. Note that for

te[r—Top +kTy, 7 — Topa + kTp), where 7 € [0,T}), we have

k+1
s(t—to) = > st —tg—ITp), (A.3)
I=k—1
k+1
s(t+Ts—to) = Y si(t+Ts —to—ITy). (A.4)
I=k—1
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Note that since the OFDM blocks are zero-mean and independent, for k1 # ko, we have

E {skl (t1)s, (tg)} — 0,Viy, 1y € R.

So we focus on

T—Tcpyg—‘rka k+1
/ si(t —to — UTy)s; (t +Ts — to — UTp,) dt
T*Tcp+ka I—k—1

T—ITy—to—Tcp,2 Nc—1

L ~ . 27iq
:ﬁ 2 > Sitkine T ug(t)
c 1 T—ITy—to—Tcp i1=0
Nc.—1 ~ i,
Y Sfikie T T it + T) dt.
i2=0

Since for i1 # i, E{gk,z‘l ~Z i2} = 0, we further focus on

1 N.—1

1 ~ 9 T—lTb—to—Tch
oY Bl uri (i (t+ 1) dt.

C |=—1 =0 —ITy—to—Tcp

Define function v (1) as

A [TTop2
v(T) :/ . uk(t)UZ(tJrTs)dt
T—LCoPpP

)
(1+Tcp1)Ck, —Tecpy <7 <0,
7+ (Tep1 —7)Ck, 0 <7 <Tgopo,
=\ Tepa+ (Tep1 — 7)Ck, Topa <7 <Tgpa,

Top—1, Tep1 <7 <TIgp,

0, otherwise.
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So (A.7) can be expressed as

1 Ne—-1

1 3
N2 Z Z |Sth i Vi i (7 = 1T}, — o). (A.9)
€ l=-1 i=0

In addition, since the phase shift symbols are zero-mean and independent, for 7 € R, we

have

v(T), k1 = k9,
E{vy, (10} = (7 = (A.10)

0, k1 # ko.

So the expectation of Yy 1(7)C}.; is

P
(T + Ty —to), d=ko — 1,

Ps
. TU(T—to), d = ko,
E{Yy1(")Chiat = ¢ (A.11)

P
(= Ty —to), d = ko + 1,

0, otherwise.

whose maximum is achieved at 7 = ¢y and d = kg. In addition, since constellation ® is a
finite set, the variance of Yk,l(T)é;: g is bounded for any possible k, 7 and d, while given 7
and d,

E{Yk; 1(7)Chy 1Yy 1 (T)CF g} = 0, for [k — ko] > 1. (A.12)

So as K — oo, the variance of % Zf;ol Yk71(t0)6~’g+k0 converges to 0, and using the Cheby-

chev inequality, we have

1 i « PsTopa
? Z kal(tO)Czj‘i‘kO = T’,CL.S.. (A13)
k=0 ¢
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Second, define

A T—TOP,2+ka 3
Yio(T) = / 2(t)s* (t 4 Ty — to)e I WottwoTstdo) gy (A.14)
T—Top+kTy
and
A T—Tcp,2 )
Ziaw, 7o t0) 2 / 2(t+ KTy My ( — Ty + Ty — to)dt. (A.15)
T=Tcp
It can be derived that
1 Ne—1 jZE[—ITy,—to] & 2mi
e’ Ts Sk+1,iZr (574 — wo, T, o)
Yk’Z(T) - Z Z Ncej(konb+w0Ts+¢0) ' (A'lﬁ)

I=—1 i=0
Considering the delay in signal processing, we assume the jamming term Z k,l(QT_Zi —wp, T, 1)

is independent of the transmitted symbol Sk—i—l,i in (A.16). Therefore, we have
E{Yyo(7T)Ch g}t = 0,Vk € Z¥, 7 € [0,T}),d € K. (A.17)

Note that the fourth moment of jamming interference z(t) is bounded, so are the variances

of z(t) of Y}, o(7)C}, ;- In addition, for 7 € [0,T}),d € K, we have
E{Yk, 2(7)C, 1a¥ry 2(T)Chyral = 0,¥Ik1 — ko| > 1. (A.18)

Therefore,

K-1
1 -
= > Yo()Chii g =0,Y7 €[0,Ty),d € K, a.s.. (A.19)
k=0
Third, define

T=Topot+kTy ,
= / s(t — to)ej(on(bO)z*(t + Ts)dt.
-

Yi3(r) =
’ —TOP—I—ka
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Following the same argument as in the derivation of (A.19) on Y, o(7), we have
K-1
1 vk
= > Vs(m)Cig =07 €[0,T}).d € K as. (A.20)
k=0

At last, we define

A /T—TCP,2+ka
i

Via(m) = 2(8)2*(t + Ts)dt.

7TCP+ka

Considering the security of phase shift sequence C}. and the delay in signal processing, we
assume that for ¢ < (k + 1)T}, + Ts — T p, the jammer is unable to recover ék+d,Vd e kK.

Since the fourth moment of z(¢) is bounded, we can have

K-1
> Ya(n)Ci g =097 €[0,Ty),d € K,a.s.. (A.21)
k=0

1
K

In conclusion, by averaging the correlation coefficients Y (7,d) over multiple OFDM

blocks, (2.18) can be obtained.
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APPENDIX B

Conditional PDF of R given S and J

Here we calculate the conditional PDF of R given S and J. Recall that R = Ry + jRo,

where R, Ro denote the real and imaginary parts respectively.

flri,ra | S =s;,J=1)

(Tl—Si,l—xCOSQ)Q (r2—si’2—xsin0)2

1 2 1 - _
T or —5¢ o2 € o? do
T Jo mwo
1 _|r—si|2+x2 o 2x|’r—si\cose
= e o2 / e o2 dé. (B.1)
2méo 0
where Re(s;) = s;1,1m(s;) = s;9. Then we have
|’r—s-\2+m2

1 ———_ 2x|r—s;

1| S =spd =a) = —e o7 Rp(ZAEly, (B.2)
o o

where Ip(-) is the modified Bessel function of the first kind with order 0.
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APPENDIX C

The Proof of Lemma 3.2

Upper Bound

Since the second raw moment of distribution function F(-) is bounded by P, the integral

can be expressed by

<myaxf“;$’y)}(13+ 1). (C.1)

We next analyze the maximum of u(z,y)/(y? + 1) over y € [0, 00).

Take the partial derivative of In[u(z, y)/(y2 + 1)] wr.t. vy,

u(zy) 2
ol (241 2%y 2]1(%) o2 o2 ( o2 ) (©2)
oy ot [O<2L2y) 2ry a2 y? 41 '

We focus on the sign of the expression in the bracket of (C.2). In [89], it was shown that func-
tion Wo(t) 2 tly(t)/11(t) is strictly increasing and convex for ¢ € (0, 00), with lim Wy(t) =

t—0

Therefore, given a fixed z, 01ln — (T / dy is negative for y sufficiently large. The maximum

of u(x,y)/(y? + 1) is hence located at either (i) y = 0, or (ii) 01n —5=4L /8y = 0. Note that

(

for x > oV1+ 02, (81n %/&;) ly=0> 0, therefore case (ii) holds for x > ov'1 + o2.
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For z > 0v/1 + 02, denote the maximum location of y by y*(z), where

2zy* 2z
WO( ”“”yz(:”)) - ’ (C.3)
o 9 o2
g 1+ TRV
y*(z)=+1
We have
21 2xy*(x) 22
—_a < W < . C4
21+ 02) = 0( o2 =2 (C.4)
In [91], it was shown that W(-) satisfies
2 2 2 2
Wo(t) — Wy(t) —t= <2, Wy(t)* —t° > 4. (C.5)
The corresponding bound of y*(x) satisfies
x N , o
1+g2—6<y(x)< 75 (C.6)
for some constant € € (0, 00), from which we have
222 2ay*
‘ < Wy ( “”92(‘”)) . (C.7)
2 o
o? (1 + xa—g)
(1+02 —€)4+1
Note that (C.6) and (C.7) together show that
lim [y*(z) — x] = 0. (C.8)

T—00

For the modified Bessel function of the first kind with order 0, Iy(z), we have
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lim G = 1. This indicates that

x—o0 ev [\ 2z
*
lim M$2 2mr = — (C.9)
T—00 y*(gj)2 +1 TOo
Hence, for x sufficiently large, there exists some constant ¢y € (0, 00) such that
o0 CO
A u(z,y)dF(y) < 25 (C.10)

Note that compared with the result presented in [82], we provide a more precise upper bound

on [ u(z,y)dF (y).

Lower Bound

The partial derivative of Inu(z,y) is

~
—_
—~
)
=
kS
S~—
)
Do
o

Olnu(z,y) 212y 5 e s (C11)
0 - of 229\ 2ry  a? | '
Y Io(T3) =Y

For x < o, u(x,y) is decreasing w.r.t y € (0,00). For any yg € (0,00), [;° u(z,y)dF(y) is

lower bounded by

AwwawwwnzMamM@mzuuwwu—Pm@- (C.12)

Since function u(z,y) is symmetric for x and y, for yg < o, we have u(x,yy) > u(o,yp)

and

| ute )aF ) = a1 - Plsd). Vo < (0.1 (C.13)
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Therefore, there exists some constant ¢, > 0 such that [; u(z, y)dF(y) > ¢, for z < 0.
For x > o, u(z,y) is increasing over y € (0,7*(x)) and decreasing over y € (g*(x), 00),

where the maxima ¢*(x) satisfies

2 4 4
5 O o x 5 O
Note that
2
1 5z g2
u(r,2z) = —e o2 IO(%) < u(zx,0), (C.15)
o o

which indicates u(x,y) > u(z,2z) for y € [0, 2x]. Therefore, u(z,y) is lower bounded by

2
W) (1 - )
2

/OOO u(z,y)dF(y) > u(z, 22)F(2x) > (C.16)

7702€5x2/0

This completes the proof.
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APPENDIX D

The Proof of Lemma 3.3

Since the peak amplitude a € (0,00), given x1,z9 € [0,00), both functions u(x1,y) and
u(z9,y) are positive and continuous over y € [0, a], so is the ratio function u(z1,y)/u(z2,y).

Applying the mean value theorem, we have

/a u(zy,y)dF(y) _/‘1 mu(xQ,y)dF(y)
0 0

u(x2,y)
u(z1,yo) / ¢
= u(z2,y)dF (y), D.1
w(@2,50) Jo (@2, 9)dF () (B-1)
for some gy € [0, a]. This suggests that
a o 2
Jo w1, 9)dF(y) _ u(zi,y) _ 2t o(2eiye/o”) (D.2)
Jo ulaz, y)dF(y)  u(x2,y0) Io(222y0/0?)

In [125], it was shown that for any 0 < z < y, % > ¢¥7Y, from which we obtain that

2
lo@r1y0/07) _ 2(a1-29)0/0? < 2la1—a2)a/0?, (D.3)
In(2x2y0/0?)

for x1 > x9. This completes the proof.
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APPENDIX E

The Proof of Theorem 3.1

Following Lemma 3.4, it is sufficient to prove that € is weak* compact and G(-) is weak*
continuous. The weak* compactness of 2 has been proved in [80]. Next, we prove that
function G(-) is weak™ continuous over .

Since the weak topology on distribution functions is metrizable [78], the weak* continuity
of the functional G(-) is equivalent to, for a sequence F, defined on (2,

im L F= lim G(F,) = G(F), (E1)

n—oo n—oo

where w™* represents the weak™ convergence [77] of sequence F;,. We have

lim G(Fy) _nlggo—Z/ Qi(r, Fp)Li(r, Fy)dr. (E.2)

In order to apply the Lebesgue dominated convergence theorem, we first show that the
integrand is bounded by an integrable function over C.

Following (3.10), Q;(r, Fj,) > 0 and we have

Qi(r. Fu)Li(r, Fp)| < Qy(r, Fy)log > Qp(r, Fy)
k

+1Qi(r, Fn)log Q;(r, Fy)l. (E.3)
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It is straightforward that Q;(r, Fy,) € (0, %) for any r € C and F}, € Q). In addition, from
To
Lemma 3.2, we are able to find some constants cq, pg € (0, 00) such that

C

Since function |zlogz| is increasing for x € (0,1/e), without loss of generality, we can set

co/p%"r’ < 1/e such that

|Qi(r, F)log Q;(r, Fp)| < Q;(r), (E.5)

where

c1,|r = sil < po

log | " . (E.6)
02 og ’I"—SZ' 63 . .
—\r—si|2~5 ) "’" 32‘ > P

for some constants cy, co,c3 € (0,00). Q;(r) is absolutely integrable over C.

In addition, we have Q;(r, Fy,)log > 1 Qr(r, Fn) < Q;i(r, Fy) log 2, which is also inte-
grable over C. Therefore, |Q;(r, Fy,)L;(r, Fy,)| is upper bounded by an absolutely integrable
function over C for all F, € Q. Applying the Lebesgue dominated convergence theorem, we

have

i G(F) = Z /«: im Qi(r. ) Li(r. Fy)dr. (E.7)

By the definition of Q;(r, F},) and the weak topology [80], we can get
Jim Qi(r, Fn) = Qi(r, F). (E.8)

Since = and logz are both continuous over (0,00), we have lgn G(Fn) = G(F), which
n—oo

completes the proof.
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APPENDIX F

The Proof of Corollary 3.1

Suppose there exists two jamming distributions F{j, F]" € € that minimize G(-) equally,
where the minimal G(-) over  is denoted by G*. We define a auxiliary binary RV D

denoting the state of J such that

D = 0: J follows distribution F,

(F.1)
D =1 J follows distribution FY',
and Pr{D =0} =1—-Pr{D =1} =p € (0,1). It follows that H(S | R, D) = —G*.
From the inequality of conditional entropy, we have
H(S | R,D) < H(S | R), (F2)

Since G* = minpeq —H(S | R), the equality in (F.2) holds. Following [126, Theorem 2.6.3],

this indicates that S and D are independent given R, which implies that,

fooo u(|r — s, z)dFy ()

) (F.3)
JoZu(lr — sil, x)dF} (x)
should be invariant to ¢ for any given r € C, which further implies that
o0 o ¢
| ulr = sl o)Fs @) = [l = sl 0)dF (@) (F.)
0 0
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Hence, Fj and F} render the same conditional distribution of R given S. Note that the
characteristic function (CF) of complex Gaussian noise N is non-zero over R?, therefore the
characteristic functions of distribution F{j and FY are equal, i.e., F{y = F}". This proves that

the worst jamming distribution F™* € €2 is unique.
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APPENDIX G

The weak derivative of G(-)

First for the given distribution functions F{y and F', we define
Fyp=(1—-0)Fy+0F, (G.1)
which is also a valid distribution function over {2. Then
Qi(r, Fy) = Qi(r, Fo) + 0[Qi(r, F) — Qi(r, Fp)]. (G2)

Following the proof of theorem 3.1, |Q; (7, Fy)L;(r, Fy) — Q;(r, Fy) L;(r, Fp)| is absolutely

integrable over C. Applying the Lebesgue dominated convergence theorem, we have

. G(Fy) —G(Fp) _ 1
lim = M@/(CXZ:

6—0~+ 0
lim Qi(TvFQ)Li(r>F9) _Qi('r‘?FO)Li(raFO)} dr, (GS)
6—0+t 0
where
i | Qilr Fp) Li(r, Fy) — Qi(r, Fo)Li(r, Fo)]
; 6—0t 0
Qi(rv Fe)
_ . —0: A S R G.
Xi: [Ql<r7 F) Ql(rv FO)] lOg Zk ij(r7 F9>7 ( 4)
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which completes the proof.
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APPENDIX H

The Proof of Lemma 3.8

Since vz2 is analytic on C for any finite constant v, it is sufficient to prove that g(z; F) is
Y Yy Yy 7y

analytic. Recall from (3.23) that g(z; F') can be expressed as

1
oz F) = 51 3 [Lallr = sl 2)Lir, Far. (H1)
Mq)zz: C (3 (3
I
where u(p, z) = le o2 Io(%%2) is an analytic function w.r.t. z over C for any p € [0, 00).
T2 o2

Note that for any r € C and F(C; € Q, Q;(r,F) >0, hence L;(r, F') < 0 and
u(|r — 84|, 2) Li(r, F') is analytic w.r.t. z € C. (H.2)
To prove that g(z; F') is analytic w.r.t. z over C, it is sufficient to prove that [81]
/(C lu(|r — 84|, 2)Li(r, F)|dr < oo, Vz € C. (H.3)

Following the same argument as in the proof of Theorem 3.1, for any r € C, we have

|u(|r — s;|, 2) L; (7, F')| being upper bounded by

M.
u(jr — s, 2)| |log —% + |log Q;(r, F)||, (H.4)

™o
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where for p € [0,00), |u(p, z)| is upper bounded by

| lela? 2P
lu(p, 2)| < —3¢ o . (H.5)
This indicates [ [u(|r — s;], z)|dr is integrable for Vz € C.

Basing on Lemma 3.2, for any closed set S C C, Q;(7, F') is bounded by some non-zero

constants. Therefore, to prove (H.3), it is sufficient to show that for some py > 0, such that
/ lu(|r — si], 2)||log Qi (r, F)|dr < oo, Vz € C. (H.6)
|r—s:|>po

Note that for sufficiently large z, the lower bound (3.17) of [ u(x,y)dy is further lower
_5$2
bounded by e o2 while the upper bound (3.16) is less than 1. We have

[l = sl ollosur Pldr < ¢ [ lup)ld. (H.7)
|r—s;|>po 20

for some constant ¢, which is also integrable for z € C. Hence u(|r — s;|,2z)L;(r, F) is
absolutely integrable over » € C. This proves that g(z, F') is an analytical function w.r.t.

z € C for any CDF F(-) € Q.
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APPENDIX I

The Proof of Lemma 3.9

Let aq, ag be an arbitrary pair such that 0 < ay < ao. Let the jamming interference J be
J = |J1 + Jaed0] (1.1)

where the CDF function of J; € R is F; gfl’oo, Jo € R follows an arbitrary distribution under

peak power constraint ao — aj such that Pr{Jo = 0} < 1, and O is uniformly distributed

over [0,27). The equivalent channel model (3.1) in this case is
R=S8+ 1991 4 Jpel®2 4 N, (1.2)

where ©1 and Oy are two independent RVs uniformly distributed over [0,27). Since J
satisfies the peak power constraint of ag, we have —H(S | R) > G(F[{%OO). Meanwhile, we

have

~H(S | R, Jy = 0) = G(F}, ). (L.3)

Next, we show that for 0 < ag < a9 —ay, H(S | R,Jo =0) < H(S | R, Jo = a3).

First, given Jo and ©9, we can obtain R — J2e792 = S 4 J1e7®1 + N. Therefore,

H(S‘R,JQZGQ})ZH(S‘R,JQZGQ},@Q):—G(F* ), (1.4)

ai,00
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where the first equality holds iff the following assumption is true:

Given R and Jo = ag, S and ©9 are independent. (1.5)

Suppose (1.5) holds. Then the ratio

Pr{S=s;|R=7r,Jo =a3,09 =0}
Pr{S=s.|R=7r,Jo =a3,09 =0}

(1.6)

is invariant to 6. This implies that the ratio of (1.6) is constant over r» € C, which further
indicates the distribution of R is invariant w.r.t. S, which is impossible. So (I.5) cannot

hold. Therefore, for any ag > 0, H(S|R, Jo = a3) > H(S|R, Jo = 0), and
_G(F*. ) > H(S|R,J») > H(S|R, Jo=0)=—G(F" _). (L7)

az,00 al,o0

This completes the proof.

178



APPENDIX J

Proof of Corollary 4.1

We denote the number of relays within interval (a,b) by ®(a,b). It follows that event

ﬂ (D(i(l+¢),(i+1)(I4¢€)) >0)#0

is a necessary condition for L,, <[ given R = r > [ + ¢, where ¢ is a sufficiently small real

value. So we have

Ll—i7:£J 1
Pr{Ly <I|R=r} <Pr{ () (®(i(l+e),(i+1)(I+¢e)>0)|R=r}
=0
= f[ Pr{®(i(l+¢),(i+1)(+¢)>0| R=7r} (J.1)

1

)

—(1- e—A(z+a))Ll+€J <(1- e—/\(H—e))HLE,

where equality (J.1) follows from PPP’s property that the distributions of points in disjoint

sets are independent. For a fixed [, it can be proved that

+00 400
/ gL r)ldr = 1+ / oL, r)dr
l

—00

+OO r_
<l+e +/ (1-— e_)‘(HS))H'E Lar
d+e
[+¢

In(1 — 67)\(1+€)) <

=[]+4+e—
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which completes the proof.
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APPENDIX K

Proof of Theorem 4.2

The mean of L,,

Denote the PDF of Ly, given R = r by fr,1z(l|r), so we have 8géll,r) = frmrUT)- As
G(l, s) is defined as the LT of g(l,r) with respect to r, the partial derivative of G(I,s) with

respect to [ can be expressed as

0G({r) _ [ 99(ir) g _/OO —sr
5l _/O T dr = ; Jop rUUr)e"dr. (K.1)

Following (4.25), we have
0G(l,s) (A + )29l

o eOFs)lg 4 N2 (K.2)

By definition, the mean of L, given R = r is

400
mp,.(7) :/0 U S r(r)dl for r>0.
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Its Laplace transform, My, (s), can be calculated as

+o00  p400
/ / U [ r(Ur)e " dldr

(ﬁ) (/\ + s) ()\—l—s)l B /+oo P
— / ) » eI /\] dl = ; x—[exs n )\de

—+00 1 A
= —— =—1 1
/ % S)\ Il( + )7

where (a) is obtained from (K.2). Note that

and (4.31) can be obtained accordingly.

The variance of L,,

We prove that the variance of Ly, is bounded. Denote E{L2, | R = r} by function m 2 (1)
m

Following the same process, we can prove that the Laplace transform of m 12 (r) is
m

1 2 +00

ln(ée*x +1) de . (K.3)

M - =l
L%n(s) A+s sA s

Following (4.31) and (K.3), we can calculate D{L,, | R = r} as

D{Lm | R=r}=m, (r) —m3, (r)

AT rAT -y xf)\
— € e v —
= / dxdy

T

)\r Y1 T Ar
= / ” dady , (K.4)
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where

Y1 _e @ _OO o yn—i—l
/0 s = OV e

n=0
We have
ATy 9 Ar y"
—d dy = —1)" “Ydy .
/ BV /0 ngo( S DT W
Since
AT Ne=Ydy — n! — . n! AP )P | e AT
y"e Ydy =n Z(n_k),(r) e,
0 k=0
then
r—oo A2 Jo (n+D!(n+1) YT (n+1)2 627
n=0 n=0
Also note that
Aro oy 1 — T Y= AT
Tlggo ﬁ/ / dedy =0 .

So the conditional variance of D{L,, | R = r} satisfies

2
. ™
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APPENDIX L

Proof of Theorem 4.3

Recall that ® is the PPP of the relays over (0, R). The number of relays, N, is a random
variable following Poisson distribution of mean AR. Given the value of NN, the relays are
uniformly distributed over (0, R). Denote the longest hop distance given N = n by Ly, (n).

The average end-to-end throughput can be expressed as

— ROR)" 1
E{Tena | R} = Zoe ol E{N+1P3(Lm)|N:n}
n=

+00 n
= Z e_AR (fj\f)l)' E{PS( LM(n) )} .
n=0 '

Note that Ly,(n) is the longest hop distance for n uniformly distributed relays over (0, R).

Define pn(r) 2 E{Ps ( Lm(n) ) | R = r}, then we have

= ar AR
E{Tena | R} = nzoe (n+1) pn(R)
Moreover, note that p(z,r) = 129 6_”(%732 pn(r).

For routing distance R, define
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The first order derivative of h(t) can be calculated as

+00 m "
! o v _ t e
W) = EO) —on(R) =¢ p(3.R) .
n=

It then follows that

and
—-A\R —-AR

e e ARy
E{Tena | R} = h(AR) = 0 e p(E7R) du .

AR

Let = 5, then it follows from (L.1) that

—AR

A
(&
BT | B} = S [ oo ) e

This completes the proof.
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APPENDIX M

Proof of Proposition 4.2

Based on Proposition 4.1, the end-to-end throughput given R = r can be expressed as

1 +oo | +00 . hY
Tona(r) = — / edor / Py(1) U2+ i
21 ) o 0 A+ jweliw Al

Recall that Ps(l) = exp(—xl?). According to Jensen’s inequality, for any g(z) > 0 and

:L;? g(z)dx = 1, it follows that

+00

+00
/ exp(—kz?)g(z)dz > exp{—m/ 2g(z)dz} .

—00 —00

So the end-to-end throughput T,,q(r) is lower bounded by

00 400 12eI9WT (jwt))
l . dwdl
0 f—oo 2T )\+jwe(]w+>‘)l

C(r)exp(—k 0

), (M.1)

where C(r) is defined as

+oo  ptoo jwr ;
e [ T
0 —00 21T\ —+ jwe(]er/\)l
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Basing on Cauchy’s integral theorem, C'(r) can be calculated as

+o00 6jwr 400 1
0

oo 2m A+ Jwe

400 _1 1 — AT
= / ele M T =" (M.2)
0 Ar

Similarly, we have

+o0o +o0o Jwr
/ / 26 (Jw+ A) dwdl

0 27 A —|—jwe(.]w+)‘)l

400 ejwr l2
/ / dldw
0 2m /\+jw)2 A+ jwel
© P! Ae! Iy,] A
e tr - —Ar
/0 = )2(6 [1+)\(1 e )r}e )dl

too 2 . -
_ —de 'r —Ar

The first term in (M.3) can be calculated as

oo l26_l efAe_lr_ef)\r dl
0 )\2(1 _ e_l)2

11,2
In“(1 -1
= 6_>\T/0 %(e)‘tr - 1)dt (lettlng t é 1-— e_l)

< _M/li[ln (1—1) 4 (M = 1)dt

[
N

%t + e Mdt—e” / )\2 [In? ¢ + ¢dt

1 At “Ary _ €
2 %t e” Tdt—i-)\gr(l—e " —
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Here, the first term

1 L |
/—ln Ay = /——12td( A )
0 A3r

—/\tr AT _—u
- / EE VR A PAUS Sl
X3 Jo u U
U Ar _—u
= [ ln&1 ¢ du+/ lnﬁ1 ¢ du]
1 u u
- [ () + 2B(r) In(wr) + 20()\7*)} . (M.4)

Now, (4.42) can be obtained by noting the fact that "e™* — 0 as x — +oo for any n.
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APPENDIX N

Proof of Corollary 4.2

Finding out the optimal relay A given routing distance r is equivalent to finding out the
optimal mean of hop number given r. By letting A\r = €%, we can rewrite (4.42) as a

function of x and r, which is

2

exp(—% [1’2 +2Bx +2C+c| —x) . (N.1)
e
Define function s(x) as
A k12 2
s(z) = ——— (x —1—2337—1—20—1—0) -z, (N.2)
e

which has the same monotonicity as (N.1). The derivative of s(z) is

2pcr2

S(@) = Ty [P+ 2B-Na+20+c—B| -1, (N.3)
(&

It follows that the optimal z* should satisfy s'(z*) = 0. As (2B — 1) ~ 0.15 is very small,

s'(x) can be approximated by

2pcr2
e?z

§() ~ [xQ Y20 +e—B| 1. (N.4)
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1

2in (0, 400) is z = Tz eXP (—Wfl(—\/La)). So we have

The root of equality e2* = ax

exp (—Wl(—ﬁ))) > 0.

% 1 B 1 o : /
Thus ™ > o exp ( W_q( . m)) Similarly, since s'(z) can also be expressed as

212
625”

[(m+m)2—2\/m:c]—l,

we have r* < &————ex
V2K b V2K

P 7wy ~V2CTc—B
(0=
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APPENDIX O

Proof of Theorem 4.5

Given the location of first hop | X[, the following equation holds for lj <1 <r

)
Pr{lyn <l|R=r}— / Pr{Lu < 1| R=r,|X)| = 2}fjx, (2)dz . (0.1)
dp

Following the same rule as in the proof of Theorem 4.1, we can formulate (O.1) as an AR
system and solve it using Laplace transform, where (4.55) is obtained accordingly.

Denote the conditional mean of L],  E{L! | R = r}, by mpr (r). According to

(s) =

(4.55), it can be derived that the Laplace transform of m;, (r) for r > ly, M,
m m

fl;roo my (r)e”*dr, is
m

lO —sl 1 A +s
M =—.e %04+ —1 . 0.2
) =50 n(,\_>\6—810+3) (0-2)
: . A+ : : : .
Since function In | ————%—— | is slowing varying as x — oo, according to the Taube-
A-xe w04l

rian theorem [127, Chapter VIII, Theorem 2|, it can be proved that

1
mLén(T) ~ Xlnr as 1 — 400. (0.3)
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Define function w(r) as

w(r) (u(r —1)Inr+1In + B) +lp, 7 >0,

> =

Ao +1

where u(-) is the unit step function. The Laplace transform of w(r) is

A
1 ot T B
W(s) = §E1(8)+—0 S

where Ey(-) is the exponential integral function. It can be proved that M;, (s) — W (s)

m

converges as s — 0%, which implies lim m, (r) —w(r) = 0. Thus, (4.56) is obtained.
r—-+00 m
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APPENDIX P

Proof of Corollary 4.4

A
Definem, (r) =E{Ly, | R =r}. From Theorem 4.7, we can express the average end-to-end
m
throughput as a function of slot number M and routing distance r, which is

Tona(M, ) = %exp (—%mmi% (r)) Pi(M,r) , (P.1)

where function P;(M,r) is obtained by letting [ = m;, (r) in function P;(l) of Lemma 4.2.
m

Let M = Rmi, (r) and from the lower bound given in (4.23), it follows that

m

lim Pi(/%mi, (r),r) =1.
m

Note that M = Rmi,m(r) is the optimal M that maximizes ﬁexp (—%Rm%;n(r)). We

denote Rmi, (r) by M*(r). As M*(r) is the optimal M that maximizes Th,q(M,r) for a

m

given 7, and note that P;(M,r) < 1, we have

TeIld(M*(r)7T) < Tend(M*(T)ar)

< 37 ) P <_M*1 i, (T))
< M*;(T)exp (—M*;mnm%;n(ﬂ) :
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from which we can prove that

*
lim Tend(]\? (T)ﬂ") —1
700 Topnd (M*(r),7)

(P.2)

As In P;(M,r) is a concave function w.r.t. M for any given r, it can be verified that M*(r) >

M *(r), which implies that

lim P;(M*(r),r) = 1.

r—00

From M*(r) = Rmi, (r) and (P.3), (P.2) can be expressed as

. Rm%;n(r) N _Rm%%(r) -
s M)\ M)

Then the result of Corollary 4.4 follows.
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