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ABSTRACT
ROBUST LEARNING OF DEEP NEURAL NETWORKS UNDER DATA CORRUPTION
By
Boyang Liu

Training deep neural networks in the presence of corrupted data is challenging as the corrupted
data points may significantly impact generalization performance of the models. Unfortunately,
the data corruption issue widely exists in many application domains, including but not limited to,
healthcare, environmental sciences, autonomous driving, and social media analytics. Although there
have been some previous studies that aim to enhance the robustness of machine learning models
against data corruption, most of them either lack theoretical robustness guarantees or unable to scale
to the millions of model parameters governing deep neural networks. The goal of this thesis is
to design robust machine learning algorithms that 1) effectively deal with different types of data
corruption, 2) have sound theoretical guarantees on robustness, and 3) scalable to large number of
parameters in deep neural networks. There are two general approaches to enhance model robustness
against data corruption. The first approach is to detect and remove the corrupted data while the
second approach is to design robust learning algorithms that can tolerate some fraction of corrupted
data. In this thesis, I had developed two robust unsupervised anomaly detection algorithms and two
robust supervised learning algorithm for corrupted supervision and backdoor attack. Specifically,
in Chapter 2, I proposed the Robust Collaborative Autoencoder (RCA) approach to enhance the
robustness of vanilla autoencoder methods against natural corruption. In Chapter 3, I developed
Robust RealN'VP, a robust density estimation technique for unsupervised anomaly detection tasks
given concentrated anomalies. Chapter 4 presents the Provable Robust Learning (PRL) approach,
which is a robust algorithm against agnostic corrupted supervision. In Chapter 5, a meta-algorithm
to defend against backdoor attacks is proposed by exploring the connection between label corruption
and backdoor data poisoning attack. Extensive experiments on multiple benchmark datasets have

demonstrated the robustness of the proposed algorithms under different types of corruption.
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CHAPTER 1

INTRODUCTION

Deep neural network (DNN) has achieved huge success in recent years. With the large amount of
data available as we move into the era of big data, DNN has shown extraordinary generalization
performance in many applications including image classification, language translation, climate
modeling, medical diagnosis, etc. One huge advantage of using DNN is its expressive power, which
makes it possible to fit any complex, continuous functions. However, this advantage has also become
a major weakness of DNN when the training data is contaminated. A series of studies have shown
that DNN can easily memorize corrupted examples in the data (Zhang et al., 2016), which in turn,
would severely degrade its generalization performance. Thus, it is imperative to develop a robust
learning algorithm for DNN that will defend against such data corruptions.

Data corruption, which refers to perturbation of the original values of the data, widely exists in
many real-world applications. The corrupted data points, which are also commonly known as noise,
may manifest themselves as outliers or anomalies! in the data. For predictive modeling applications,
the corrupted values can be present in the predictor variables, target/response variables, or both.
Corruption in data can be generally divided into two categories depending on whether the corruption
is introduced intentionally. If the corruption is introduced unintentionally, then it is referred to
as natural corruption. If the corruption is introduced deliberately, with a certain purpose (e.g., to
degrade or manipulate the model performance), then it is often referred to as adversarial corruption.

The distinction between the two types of data corruptions will be discussed in the next subsections.

1.1 Natural Corruption

Natural corruption may occur in data due to a variety of factors. Common examples include

low-quality photos caused by camera issues, incorrectly labeled data points introduced during data

Note that outliers/anomalies are unusual values in the data. Not all corrupted values are outliers/anomalies nor all
outliers/anomalies are corrupted values.



agriculture | urban wetlands | forest grass shrub
agriculture | 1.000000 | -0.455317 | 0.024345 | -0.121643 | -0.257747 | -0.025230
urban -0.455317 | 1.000000 | -0.302412 | -0.170223 | -0.087192 | -0.067282
wetlands 0.024345 | -0.302412 | 1.000000 | 0.025391 | 0.009387 | 0.013533
forest -0.121643 | -0.170223 | 0.025391 | 1.000000 | -0.431688 | -0.486350
grass -0.257747 | -0.087192 | 0.009387 | -0.431688 | 1.000000 | -0.130568
shrub -0.025230 | -0.067282 | 0.013533 | -0.486350 | -0.130568 | 1.000000

Table 1.1: Correlation between changes in land use/land cover variables between 2001 and 2016 for

raw lake data obtained from the LAGOS-NE database.

agriculture | urban wetlands | forest grass shrub
agriculture | 1.000000 | -0.104697 | -0.013885 | -0.146293 | -0.386797 | -0.061773
urban -0.104697 | 1.000000 | -0.034925 | -0.077534 | -0.032570 | -0.019336
wetlands -0.013885 | -0.034925 | 1.000000 | -0.003893 | 0.014305 | 0.000290
forest -0.146293 | -0.077534 | -0.003893 | 1.000000 | -0.445040 | -0.534568
grass -0.386797 | -0.032570 | 0.014305 | -0.445040 | 1.000000 | -0.042667
shrub -0.061773 | -0.019336 | 0.000290 | -0.534568 | -0.042667 | 1.000000

Table 1.2: Correlation between changes in land use/land cover variables between 2001 and 2016 for
the remaining lakes after removing outliers using isolation forest.

annotation, faulty sensor measurements, etc. Since the corruption is introduced unintentionally,
rather than being carefully designed, such corruption would generally degrade/harm the model
performance only if the corrupted values are significantly different from their original (unperturbed
or clean) values. Such natural corruption is usually detectable based on the abnormal values (e.g.,
sensor measurements that lie outside their normal range of values) or unusual combination of values
by using techniques such as unsupervised anomaly detection (AD). After removing the detected
anomalies, the downstream tasks will be able to give better generalization performance (Chandola
et al., 2009).

While natural corruption may be unavoidable, the presence of the corrupted data may lead to
misleading conclusions about the relationships present in the data or degradation of the overall model
performance. To illustrate the potential risk of natural corruption in data, consider the following two
examples from the ecology domain. In the first example, we compute the correlation between changes
in the land use/land cover variables associated with different lakes in the north-east region of the

United States. The original data was obtained from the LAGOS-NE database (Soranno et al., 2017).



MLR | LOF-MLR
R%Z| 0.78 0.82

Table 1.3: R? for multiple linear regression (MLR) and multiple linear regression with local outlier
factor (LOF-MLR) for predicting total phosphorous in lakes using other lake water quality variables
(including total nitrogen, NO,NO3, secchi, etc.).

Changes in 6 land use/land cover variables (including agriculture, urban, wetlands, forest, grass, and
shrub) between the years 2001 to 2016 are initially computed for each lake. We then calculate a
correlation matrix of the raw data and compare them against the correlation matrix computed after
applying isolation forest (Liu et al., 2008), a popular unsupervised anomaly detection approach, to
remove the outliers. The results shown in Tables 1.1 and 1.2, respectively, suggest that the correlation
values can alter significantly when the outliers are removed. For example, the correlation between
urban and agriculture changes from -0.46 to -0.10 whereas the correlation between agriculture and
wetlands changes from positive correlation to negative correlation. Assuming the outliers removed
are true corruption of the data, this analysis suggests that such corruption can potentially alter the
observed correlations, which leads to conflicting conclusions.

In the second example, the possibility of corrupted data to degrade the performance of regression
models is demonstrated. In this example, a regression is trained to predict the total phosphorus (TP)
in lakes using data from the LAGOS-NE database (Soranno et al., 2017). The predictor variables
used include total nitrogen, chlorophyll, secchi, NO,NOs3, etc. There are 10,470 observations in
the dataset. We compared the results of applying multiple linear regression on the original data
against the results after removing 5% of the anomalies in the training data using an unsupervised
anomaly detection method known as local outlier factor (Breunig et al., 2000). Table 1.3 showed the
average R-square of 10-fold cross validation on testing data for both methods. The results in Table
1.3 suggest that applying LOF to remove outliers prior to performing multiple linear regression can
produce higher R-square values, which is important if the outliers are natural corruption of the data.

Although anomaly detection can detect unusual values due to natural corruption, adopting the
anomaly detection method to the deep neural networks is a challenge. One key difficulty of using deep

neural networks for unsupervised AD is the overparameterization of DNN. The overparameterization



Figure 1.1: An illustration of the backdoor attack.

makes the DNN to easily fit even the anomalies in the data (Zhang et al., 2016), thus degrading the
performance of the AD algorithm. For example, a classical AD method is the auto-encoder, which
reconstructs the data by using a pair of encoder and decoder. Data points with large reconstruction
loss would be considered as corrupted. The underlying prerequisite for auto-encoder to work well in
AD is that the anomalies should be harder to reconstruct compared to normal data points. However,
for DNN, this assumption does not hold generally since the autoencoder (AE) could easily memorize
all the training examples. As a consequence, it is possible for both the clean and corrupted data
to have zero anomaly scores, making it difficult to distinguish them. There is no approach that
guarantees we can filter out the true anomalies. Thus, it is important to make the training process of
AE more robust to alleviate the ill-effect brought upon by the corrupted data. More details on this

would be discussed in the next few chapters.

1.2 Adversarial Corruption

Another category of data corruption is adversarial corruption. Unlike natural corruption, adversarial
corruption is often carefully designed by an adversary, who aims to attack the model in order to

degrade its performance by manipulating its input data. To successfully compromise the model,



the data must be corrupted in such a way that makes it difficult to distinguish the corrupted data
points from the non-corrupted ones. Thus, by design, anomaly detection algorithms may not be able
to detect such adversarial corruptions since the perturbed data are often non-outliers. Instead of
using anomaly detection, a more effective approach is to develop a robust learning algorithm that
guarantees the model trained on corrupted data will not be too different from one trained on the
clean (uncorrupted) data.

Adversarial corruption can be found in many application domains. One example application is
in image classification (see Figure 1.1). Suppose the adversary would like to manipulate the model
such that the model would classifier his images as the dog even though it is not. The adversary can
design a trigger by simply perturbing a few pixels in the training image and labeled them as the dog.
The model would be learned based on the corrupted training data. During the inference phase, given
a non-dog image, the adversary would add the trigger to it before passing it to the model. Finally,
the model would classifier it as a dog since the model detected the trigger, and all training data with
the trigger belongs to the class dog. The whole process is shown in figure 1.1.

In other words, an adversary could simply manipulate the output by adding triggers to the input data.
It is therefore important to develop robust algorithms that will defend against such adversarial data
corruption for trustworthy Al.

One natural question is whether we can use unsupervised anomaly detection to defend against
adversarial corruption. Unfortunately, it is very difficult to use anomaly detection to detect
adversarial corruption since the adversary can manipulate the data in such a way that the corrupted
data resembles normal data despite being “harmful” to the model. To achieve robustness against
adversarial corruption, a typical approach is to design a robust learning algorithm such that changing
a small fraction of the data will not significantly alter the model output. We gave a simple Gaussian
mean estimation example below to illustrate the robust learning approach. We first define e-corrupted
set, which is also known as Huber’s contamination model (Huber et al., 1973).

Let ¥ be a family of probabilistic models. We say that a set of N samples is e-corrupted from

¥ if it is generated as follows:



* N samples are drawn from an unknown F € ¥
* An omniscient adversary inspects these samples and changes arbitrarily an e-fraction of them.

In particular, we assume the adversary knows everything, which includes, but not limited to, the
clean data distribution and the learning algorithm. The robust mean estimation problem for a

Gaussian distribution is defined as follows:

Definition 1 (Robust Estimation for Gaussian Mean) Let 1 € R¢, o > 0, and let € € [0,1/2).
Let S = {Xy, ..., X,} be an g-corrupted set of samples from N(u,o?). Given S, &, o, output [i

minimizing || — u||2

Here, by simply using the empirical mean will not give a robust estimation since an outlier can
ruin the mean estimation task. One solution is to use median as the estimator, as it has been shown
that median is the optimal estimator for one-dimensional Gaussian mean estimation. It is easy to
see that as long as the corruption ratio, €, is less than 0.5, no matter how the adversary injects the
corruption, the estimator would not be too far from the ground truth mean. However, using anomaly
detection methods would not guarantee that the corruption data would be correctly filtered out since
the adversary could hide the corrupted data in the normal data, and it is impossible to filter out the
corrupted data perfectly. Nevertheless, although the median is the optimal robust mean estimator in
one dimensional Gaussian, it is not a good estimator for high dimensional data. More details would
be discussed in later chapters.

Many robust learning algorithms can tolerate a small fraction of adversarial corruption in the
training data. However, to the best of our knowledge, previous robust algorithms are designed
for shallow models such as linear regression or support vector machine, and are not specifically
designed for DNN. As a consequence, some of the algorithms either lose their robustness guarantees
or are computationally infeasible due to their high space-time complexity. Thus, it is imperative
to develop a robust learning algorithm that can deal with adversarial corruption yet scalable to
DNN. To achieve robustness with theoretical guarantees, we may need stronger assumptions (e.g.,

corruptions only happen to the labels), and we will discuss these details in the next few chapters.



1.3 Scope of the Thesis

There are many existing robust algorithms that achieve training robustness against different types
of data corruption. However, most of them are not designed for deep neural networks. The scope
of this thesis focuses on the problem of training robust DNN. Note that there is another branch of
research that focuses on robustness in testing. Testing robustness assumes the training data is clean,
but the test data has been adversarially corrupted. Even though this is also a huge research topic,
this thesis mainly focuses on solving the robustness issue in training. We leave the testing robustness

as a subject for future research.

1.4 Thesis Contributions

The goal of this thesis is to develop robust learning algorithms for DNN against both natural and
adversarial corruptions in the training data. A good robust learning algorithm for DNN must have
the following characteristics. First, the algorithm should be able to tolerate/detect corrupted data
both empirically and theoretically. Second, the underlying assumptions of the algorithm should
not be too strong. Finally, the algorithm itself should be scalable to DNNs, with large number of
learning parameters. In the following sections, I will introduce several robust learning algorithms
that satisfy these characteristics. First, I have developed RCA (Robust Collaborative Autoencoder),
a DNN-based unsupervised anomaly detection algorithm to detect natural corruption. Second, I
introduce a robust algorithm called PRL (Provable Robust Learning) to train DNN to defend against
adversarial label corruption. Third, I propose a robust algorithm called RobustRealNVP (Robust
real-valued non-volume preserving transformations) for learning the density of data given adversarial
corruption. At last, I proposed a framework that connects the backdoor attack and noisy label attack.

The framework enables a robust meta-algorithm that can defend against strong backdoor attacks.

1.5 Publications

Some content in this dissertation was adapted from the following works:

e Liu, B., Wang, D., Lin, K., Tan, P. N., & Zhou, J. (2021, August). RCA: A Deep Collaborative



Autoencoder Approach for Anomaly Detection. In Proceedings of the Thirtieth International

Joint Conference on Artificial Intelligence (IJCAI-21).

e Liu, B., Tan, P. N., & Zhou, J. (2022, April). Unsupervised Anomaly Detection by Robust
Density Estimation. In Proceedings of the AAAI conference on artificial intelligence

(AAAI-22).

e Liu, B., Sun, M., Wang, D., Tan, P. N., & Zhou, J. (2021, July). Learning Deep Neural
Networks under Agnostic Corrupted Supervision. In International Conference on Machine

Learning (pp. 6957-6967). PMLR.

e Liu, B., Zhu, Z., Tan, P. N, & Zhou, J. (2021). Defending Backdoor Data Poisoning Attacks

by Using Noisy Label Defense Algorithm (in preparation).

1.6 Thesis Outline

In chapter 2 and chapter 3, we will introduce two anomaly detection algorithm: robust collaborative
autoencoder (RCA) and Robust RealN'VP, to defend against natural corruption. In chapter 4, we
introduce provable robust learning (PRL), a robust algorithm to defend against agnostic supervision
corruption. In chapter 5, we introduce a meta framework, which draws a principle connection
between noisy label attack and backdoor attack. The connection enables a robust algorithm, which
can effectively defend against backdoor data poisoning attack. Finally, conclusion and future study

are discussed in chapter 6.



CHAPTER 2

ROBUST COLLABORATIVE AUTOENCODER (RCA)

In this chapter, we introduce the Robust Collaborative Autoencoder, a robust unsupervised anomaly

detection algorithm which could alleviate the training on corrupted data issue.

2.1 Introduction

Anomaly detection (AD) is the task of identifying unusual or abnormal observations in the data. It
has been widely used in many applications, including credit fraud detection, malware detection, and
medical diagnosis. Current approaches can be divided into supervised or unsupervised learning
methods. Supervised AD requires labeled examples to train the AD models whereas unsupervised
AD, which is the focus of our paper, does not require label information. Instead, unsupervised
AD implicitly assumes there are more normal than anomalous instances in the data Chandola et al.
(2009). Deep autoencoders are perhaps one of the most widely used unsupervised AD methods
Chandola et al. (2009); Sakurada and Yairi (2014); Vincent et al. (2010). An autoencoder compresses
the original data by learning its hidden representation in a way that minimizes the reconstruction
loss. It is based on the working assumption that normal observations are easier to compress than
anomalies. Unfortunately, such an assumption does not generally hold for DNNs, which are often
over-parameterized and have the capability to fit well even to the anomalies Zhang et al. (2016).
Thus, the DNN-based unsupervised AD methods must consider the trade-off between model capacity
and overfitting to the anomalies to achieve good performance.

Our work is motivated by recent progress on robustness of DNNs for noisy labeled data by
learning the weights of the samples during training Jiang et al. (2017); Han et al. (2018). For
unsupervised AD, our goal is to learn the weights in such a way that normal observations are
assigned higher weights than anomalies when calculating reconstruction error. The weights can
be used to reduce the influence of anomalies when updating the model for learning a feature

representation of the data. However, existing approaches for weight learning are inapplicable to
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Figure 2.1: An illustration of the training phase for the proposed RCA framework.

unsupervised AD as they require label information. To address this challenge, we propose a robust
collaborative autoencoders (RCA) method that trains a set of autoencoders in a collaborative fashion
and jointly learns their model parameters and sample weights. Specifically, given a mini-batch, each
autoencoder would learn a feature representation and selects a subset of the samples with lowest
reconstruction errors. By discarding samples with high reconstruction errors, the learning algorithm
will be more focused on fitting the clean data, thereby reducing its risk of memorizing anomalies.
However, by selecting only easy-to-fit samples, this may lead to premature convergence of the
algorithm without sufficient exploration of the loss surface. To address this issue, each autoencoder
will shuffle its selected samples to another autoencoder, who will use the exchanged samples to
update its model weights. The sample selection and shuffling procedure is illustrated in Figure 2.1.
During the testing phase, we apply a dropout mechanism to produce multiple output predictions for
each test point by repeating the forward pass multiple times. These ensemble of outputs are then
aggregated to obtain a final robust estimate of the anomaly score.

The main contributions of this paper are as follows. First, we present a framework for
unsupervised deep AD using robust collaborative autoencoders (RCA) to prevent model overfitting
due to anomalies. Second, we provide theoretical analysis to understand the mechanism behind RCA.
Our analysis shows that the worst-case scenario for RCA is better than conventional autoencoders
and provides the conditions under which RCA will detect the anomalies. Third, we show that RCA
outperforms state-of-the-art unsupervised AD methods for the majority of the datasets used in this

study, even if there are missing values present in the data. In addition, RCA also enhances the
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performance of more advanced autoencoders such as variational autoencoders in unsupervised AD

tasks.

2.2 Related Work

Many methods have been developed over the years for unsupervised AD Chandola et al. (2009).
Reconstruction-based methods, such as principal component analysis (PCA) and autoencoders,
project the input data to a lower-dimensional manifold before transforming it back to the original
feature space. The distances between the input and reconstructed data is used as anomaly scores
of the data points. More recently, Zhou and Paffenroth (2017) combined robust PCA with an
autoencoder to decompose the data into a mixture of normal and anomaly parts. Zong et al. (2018)
jointly learned a low dimensional embedding and density of the data, using the density of each point
as its anomaly score while Ruff et al. (2018) extended the traditional one-class SVM approach to a
deep learning setting. Huang et al. (2019) uses self-supervised learning to perform semi-supervised
anomaly detection for images. Wang et al. (2019b) applied end-to-end self-supervised learning
to unsupervised AD. However, their approach is only applicable to image data as it requires
augmentation operations such as rotation and patch reshuffling.

Current deep AD methods will not prevent the network from incorporating anomalies into their
learned representation. One way to address the issue is by assigning a weight to each data point.
For example, in self-paced learning Kumar et al. (2010), the algorithm assigns higher weights to
easier-to-classify examples and lower weights to harder ones. This strategy was also adopted by
other supervised methods for learning from noisy labeled data, including mentornet Jiang et al.
(2017) and co-teaching Han et al. (2018). Extending the weight learning methods to unsupervised
AD is a key novelty of our work. Theoretical studies on the benefits of choosing samples with
smaller loss to drive the optimization algorithm can be found in Shen and Sanghavi (2018); Shah

et al. (2020).
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2.3 Methodology

This section introduces the RCA framework and analyzes its theoretical properties. Let X € R4
denote the input data, where n is the number of observations and d is the number of features. Our
goal is to classify each x; € X as an anomaly or a normal observation. Let O C X be the set of true
anomalies in the data and € = |O|/n be the anomaly ratio, which is determined based on the amount
of suspected anomalies in the data or the proportion the user is willing to inspect and verify.

In the RCA framework, we train a set of k autoencoders with different initializations. For brevity,
we assume k = 2 even though RCA is applicable to more than 2 autoencoders. In each iteration
during training, the autoencoders will each apply a forward pass on a mini-batch randomly sampled
from the training data and compute the reconstruction error of each data point in the mini-batch.
Each autoencoder will then sort the data points according to their reconstruction errors and selects the
points with lowest reconstruction error to be exchanged with another autoencoder. Each autoencoder
subsequently performs a back-propagation step to update its model parameters using the samples it
receives from another autoencoder. Upon convergence, the averaged reconstruction error of each
data point is treated as its overall anomaly score. A pseudocode for RCA with k = 2 autoencoders is
shown in Algorithm 1.

RCA differs from conventional autoencoders in several ways. First, its autoencoders are trained
with a subset of data points having low reconstruction errors. The selected points are then exchanged
among the autoencoders to avoid premature convergence. During the testing phase, each autoencoder
applies a dropout mechanism to generate multiple outputs. The averaged ensemble output is used as

the predicted anomaly score. Details of these steps are given next.

2.3.0.1 Sample Selection

We present theoretical results to motivate our sample selection approach. Specifically, we demonstrate
the robustness of RCA against contamination (anomalies) in the training data by showing that RCA

converges to a similar solution as if it had been trained on clean (normal) data without anomalies.
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Algorithm 1: Robust Collaborative Autoencoders

input: training data X, test data X, anomaly ratio €, dropout rate r, decay rate «, and max_epoch for training
initialize autoencoders A and A,; sample selection 5 = 1;

Training Phase

1: while epoch < max_epoch do

2:  for minibatch S in X;;, do
3: Sl «— forward(Ay, S, dropout = 0), Sz «— forward(Ajy, S, dropout = 0)
4: C| — sample_selection(Sl,S, B),cr — sample_selection(sz, S.B)
5: S, « forward(A,, Slea], dropout =r), S, « forward(Ay, Slci], dropout =r)
6: A, —backprop(S1, S[ez], dropout = r), A, — backprop(S,,S[eci], dropout =r)
7:  end for c
8: B =max(h a X max_epoch’ I-¢)
9: end while
10: ﬂT = A, and ﬂ; = A
Testing Phase
&=1l

11: fori=1tov do

12: &= forward(A], X, dropout = r)
13: &=forward(A3, X, dropout =r)
14: E£.append((§1 +£2)/2)

15: end for

return anomaly_score = average(¢)

Next, we show that RCA is better than vanilla SGD when the anomaly ratio is large or when the
anomalies are very different from normal data. Finally, we show that RCA will correctly select all
the normal points under some convexity assumption.

Given a mini-batch, X, C X, our sample selection procedure chooses a subset of points with
lowest reconstruction error as “clean" samples to update the parameters of the autoencoder. The
selected points may vary from one iteration to another depending on which subset of points are in
the mini-batch and which points have lower reconstruction error within the mini-batch. To avoid
discarding the data points prematurely, we use a linear decay function from S = 1 (all points within
the mini-batch are chosen) until 8 = 1 — € to gradually reduce the proportion of selected samples
(see last line of training phase in Algorithm 1). The rationale for this approach is that we observe
the autoencoders to overfit the anomalies only when the number of training epochs is large.

Let k be the mini-batch size and w be the current parameter of an autoencoder. Our algorithm
selects (8 x 100)% of the data points with lowest reconstruction errors in the mini-batch to update
the autoencoder. Let p;(w) be the probability that a data point with i’ smallest reconstruction error

(among all n points in the entire dataset) is chosen to update the parameters of the autoencoder.
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Assuming sampling without replacement, we consider two cases: i < Sk and i > Bk. In the first
case, the data point with i’ smallest error will be selected as long as it is in the mini-batch. In the
second case, the point is chosen only if it is part of the mini-batch and has among the (8k)-th lowest

errors in the mini-batch:

(o) _ & ifi < Bk
pi(w) = (ﬁkk)—l i—1\ ( n—i -
2o ((j ))(k—f-l otherwise.
k

The objective function for the autoencoder with sample selection can thus be expressed as follows:
n n
min £(w) = > pi(W)f (xi, W) = ) pi(W) fi(w)
i=1 i=1

where f(x;, W) = fi(w) is the individual reconstruction loss for x;. Suppose Q(w?3,) is the set
of stationary points for #(w) and Q;(w*) is the corresponding set of stationary points for each
individual loss, f;(w). Let F(w) = 3,0 fi(W) be the “clean" objective function, where anomalies
have been excluded from the training data and Q(w") be its set of stationary points. Furthermore,
let F(w) = i—y fi(w) be the objective function if no sample selection is performed and Q(w;) is
its corresponding set of stationary points.

Our analysis on properties of RCA is based on the following assumptions:
Assumption 1 (Gradient Regularity) max; y |V f;i(W)|| < G.

Assumption 2 (Individual L-smooth) For every individual loss f;, Vp,q : ||V fi(w,) =V fi(wg)|| <

Li”Wp - Wq”-

Assumption 3 (Equal Minima) Same minimum value for every individual loss: Vi, j : miny f;(W) =

miny f;(W).

Assumption 4 (Individual Strong Convexity) For every individual loss f;, Vp,q : ||V fi(w,) —

VW)l = pillwy — wgll.

We denote Lyax = max;(L;), Lmin = min;(L;), fmax = max;(y;), and pmin = min;(y;). Since

F(w) is the sum over the loss for clean data, it is easy to see that Assumption 2 implies F'(w) is
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n(1 — €)Lyax smoothness, while Assumption 4 implies that F(w) is n(1 — €) tmin convex. We thus

define M = n(1 — €)Lyax, and m = n(1 — €) tmin.

Remark 1 Assumptions 1 and 2 are commonly used in non-convex optimization. Assumption
3 is not a strong assumption in an over-parameterized DNN setting Zhang et al. (2016). While
Assumption 4 is perhaps the strongest assumption, it is only needed to demonstrate correctness of
our algorithm (Theorem 3). A similar convex assumption was used in Shah et al. (2020) to prove the

correctness of their algorithm.
We define the constants 6 > 0 and ¢ > 1 as follows:

6 = MaXxeQ, (w),yeQ(w*) Ix—yll.Vi¢ O (2.2)
0 < minzer(w*),yeQ(w*) llz-yll,Vj €O,

maXzeQ;(w*),yeQ(w*) lz—yll < ¢6, Vje 0. (2.3)

Note that under the convex assumption, the above equations reduce to: ||w; —w*|| < ¢ < ||w;f -w| <
¢6, Vi¢ O, Vj e O. These inequalities provide bounds on the distance between W; of anomalies
and w* for clean data.

First, based on Assumptions 1 and 2, the following theorem shows that optimizing F'(w) will

give a C-approximate solution to Q(w*).

Theorem 1 Let F(W) = .40 fi(W) be a twice differentiable function. Consider the sequence
w), w® ... w® generated by w't) = w) — nOV_ ., E(w®) and let maxyo ||Vy0 F (W)
Voo E(W)||? = C. Based on Assumptions 1 and 2, if 32 " = o0, 3%, n"* < oo, then

min,—q ... 7 |[VF(W?)||> = Cas T — oo.

Remark 2 The theorem shows how the presence of anomalies in training data affects the gradient
norm of the clean objective function. If the training data has no anomalies and p; = % then C = 0.

When data is noisy, there is no guarantee that C = 0. Instead, C is controlled by the choice of p;.

15



Since ||VF(w*)|| = 0, Theorem 1 shows our sample selection method enables convergence to a
C-approximate solution of the objective function for clean data. The theorem below compares our

solution against the solution found when trained on the entire data (with no sample selection).

Theorem 2 Let F(W) = 3,00 [:(W) be a twice differentiable function with a bound C defined in
Theorem 1. Consider the sequence {Wgca} generated by w'*V = w) — nv_ ., F(w®) . Based
on Assumptions 1 and 2 and assume C < (min(neG, M6))?, if 252, n¥) = oo, X2, n? < oo, then

there exists a large enough T and W,; € Q(W) ) such that min=q .. 1 ||VF(W§§)CA) || < [|VF (W )l

Remark 3 The above theorem is for worst case bound. A similar result is given in Shah et al. (2020)
but with a stronger convex assumption. Although it is for worst case scenario, our experiments show
that our sample selection method generally outperforms DNN methods that use all the data. The
condition C < (min(neG, M6))?* will more likely hold when the anomaly ratio € is large or when 6,

distance between normal data and anomalies, is large, consistent with our expectation.

Below we give a sufficient condition for guaranteeing correctness when Assumption 4 holds.
Suppose Vi ¢ O : fi(w*) =0and Vj € O : fj(w*) > 0. Assuming f(w) is convex and its gradient
is upper bounded, let B, (w*) = {'w | fi(w) < fi(w),Vi¢0,je0,|w-w < r} . B, (w")
describes a ball of radius r > 0 around the optimal point for which normal observations have a
smaller loss than anomalies. The following theorem describes a sufficient condition for our algorithm

to converge within the ball.

Theorem 3 Let F(w) = )40 fi(W) be a twice differentiable function and k = %, where
Ly, = maxieo (L;) is the maximum Lipschitz smoothness for clean data and p),. = minjeo(u;) is
the minimum convexity for anomalies. Consider the sequence {Wgrca} generated by w'+1) = w(t) —
OV F(W?) and assume max,o ||V F(WD) = Vo0 F(W?D)||? = C. Based on Assumptions
14, if 2 W =00, 3, n"* < o0, and C < (L)z =0 (%)2, then there exists r > 0 such that

(T+x)m

Wi, € B, (w").
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The proof is given in the supplementary materials. This guarantee depends on having a
sufficiently small C, which is related to ¢, the nearest distance between anomalies and the normal
points, as well as the landscape of the loss surface k. A small x suggests that the loss surface will

c

car)- In this case, most

be very sharp for anomalies (large u? . ) but flat for normal data (small L
regions in the loss surface will have smaller loss on the normal data and larger loss on the anomalies
(under assumption of equal minima). As a result, the anomalies have smaller probability to be
selected than normal points by our proposed algorithm since they have larger loss.

The above analysis shows that sample selection helps our method to have better convergence to
the stationary points for clean data. Nevertheless, our ultimate goal is to improve test performance,
not just convergence to stationary points of clean data. When sample selection is applied to just one
autoencoder, the algorithm may converge too quickly as we use only samples with low reconstruction
loss to compute the gradient, making it susceptible to overfitting Zhang et al. (2016). Thus, instead
of using only the self-selected samples for model update, we train the autoencoders collaboratively

and shuffle the selected samples between them to avoid overfitting. A similar strategy has proven to

be effective in supervised learning for data with noisy labels Han et al. (2018).

2.3.0.2 Ensemble Evaluation

Unsupervised AD using an ensemble of model outputs has been shown to be highly effective in
previous studies Liu et al. (2008); Zhao et al. (2019); Emmott et al. (2015); Aggarwal and Sathe
(2017). However, incorporating ensemble method into deep learning is challenging as it is expensive
to train a large number of DNNs. In RCA, we use dropout Srivastava et al. (2014) to emulate the
ensemble process. Dropouts are typically used during training to avoid model overfitting. In RCA,
we employ the dropout mechanism during testing as well. Specifically, we use many networks of
perturbed structures to perform multiple forward passes over the data in order to obtain a set of
reconstruction errors for each test point. The final anomaly score is computed by averaging the
reconstruction errors. Although dropout may increase reconstruction error, we expect a more robust

estimation of the ranking information for anomaly score using this procedure.
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Figure 2.2: The first two columns are results for 10% and 40% anomaly ratio, respectively. The last
column shows the fraction of points with highest reconstruction loss that are true anomalies. The
top diagram is for 10% anomalies while the bottom is for 40% anomalies.

2.4 Experiment

We performed extensive experiments to compare the performance of RCA against various baseline
methods and to investigate its robustness to noise due to missing value imputation. The code is

attached with the supplementary materials.

2.4.0.1 Results on Synthetic Data

To better understand how RCA overcomes the limitations of conventional autoencoders (AE),
we created a synthetic dataset containing a pair of crescent-shaped moons with Gaussian noise
Pedregosa et al. (2011) representing the normal observations and anomalies generated from a
uniform distribution. In this experiment, we vary the proportion of anomalies from 10% to 40%
while fixing the sample size to be 10,000. Samples with the top-[(1 — €)n] highest anomaly scores

are classified as anomalies, where € is the anomaly ratio.
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Table 2.1: Performance comparison of RCA against baseline methods in terms of their average and
standard deviation of AUC scores across 10 random initializations.

RCA VAE AE SO_GAAL DAGMM Deep-SVDD | OCSVM IF
vowels 0.917+£0.016 | 0.503+0.045 | 0.879+0.020 | 0.637+0.197 | 0.340+0.103 | 0.206+0.035 | 0.765+0.036 | 0.768+0.013
pima 0.711£0.016 | 0.648+0.015 | 0.669+0.013 | 0.613+£0.049 | 0.531+0.025 | 0.395+0.034 | 0.594+0.026 | 0.662+0.018
optdigits 0.890£0.041 | 0.909+0.016 | 0.907+0.010 | 0.487+0.138 | 0.290+0.042 | 0.506+0.024 | 0.558+0.009 | 0.710+0.041
sensor 0.950+0.030 | 0.913+0.003 | 0.866+0.050 | 0.557+0.224 | 0.924+0.085 | 0.614+0.073 | 0.939+0.002 | 0.948+0.002
letter 0.802+0.036 | 0.521+0.042 | 0.829+0.031 | 0.601+0.060 | 0.433+0.034 | 0.465+0.039 | 0.557+0.038 | 0.643+0.040
cardio 0.905+0.012 | 0.944+0.006 | 0.867+0.020 | 0.473+0.075 | 0.862+0.031 | 0.505+0.056 | 0.936+0.002 | 0.927+0.006
arrhythmia 0.806+0.044 | 0.811+0.034 | 0.802+0.044 | 0.538+0.042 | 0.603+0.095 | 0.635+0.063 | 0.782+0.028 | 0.802+0.024
breastw 0.978+0.003 | 0.950+0.006 | 0.973+0.004 | 0.980+0.011 | 0.976+0.000 | 0.406+0.037 | 0.955+0.006 | 0.983+0.008
musk 1.000+0.000 | 0.994+0.002 | 0.998+0.003 | 0.234+0.193 | 0.903+0.130 | 0.829+0.048 | 1.000+0.000 | 0.995+0.006
mnist 0.858+0.012 | 0.778+0.009 | 0.802+0.009 | 0.795+0.025 | 0.652+0.077 | 0.538+0.048 | 0.835+0.012 | 0.800+0.013
satimage-2 0.97740.008 | 0.966+0.008 | 0.818+0.069 | 0.789+0.177 | 0.853+0.113 | 0.739+0.088 | 0.998+0.003 | 0.996+0.004
satellite 0.7124£0.011 | 0.538+0.016 | 0.575+0.068 | 0.640+0.070 | 0.667+0.189 | 0.631+0.016 | 0.650+0.014 | 0.700+0.031
mammography | 0.844+0.014 | 0.864+0.014 | 0.853#0.015 | 0.204+0.026 | 0.834+0.000 | 0.272+0.009 | 0.881+0.015 | 0.873+0.021
thyroid 0.956+0.008 | 0.839+0.011 | 0.928+0.020 | 0.984+0.005 | 0.582+0.095 | 0.704+0.027 | 0.960+0.006 | 0.980+0.006
annthyroid 0.688+0.016 | 0.589+0.021 | 0.675+0.022 | 0.679+0.022 | 0.506+0.020 | 0.591+0.014 | 0.599+0.013 | 0.824+0.009
ionosphere 0.846+0.015 | 0.763+0.015 | 0.821+0.010 | 0.783+0.080 | 0.467+0.082 | 0.735+0.053 | 0.812+0.039 | 0.843+0.020
pendigits 0.856+0.011 | 0.931+0.006 | 0.685+0.073 | 0.257+0.053 | 0.872+0.068 | 0.613+0.071 | 0.935+0.003 | 0.941+0.009
shuttle 0.935+0.013 | 0.987+0.001 | 0.921+0.013 | 0.571+0.316 | 0.890+0.109 | 0.531+0.290 | 0.985+0.001 | 0.997+0.001
glass 0.998+0.000 | 0.626+0.134 | 0.570+0.152 | 0.420+0.112 | 0.852+0.084 | 0.756+0.114 | 0.522+0.207 | 0.706+0.058

Figure 2.2 compares the performance of standard autoencoders (AE) against RCA for 10% (left
column) and 40% (right column) anomaly ratio!. Although the performance for both methods
degrades with increasing anomaly ratio, RCA is more robust compared to AE. In particular, when
the anomaly ratio is 40%, AE fails to capture the true manifold of the normal data, unlike RCA.
This result is consistent with the assertion in Theorem 2, which states that training the autoencoder

with a subset of points selected by RCA is better than using all the data when anomaly ratio is large.

2.4.0.2 Results on Real-World Data

For evaluation, we used 19 benchmark datasets obtained from the Stony Brook ODDS library Rayana
(2016)2. We reserve 60% of the data for training and the remaining 40% for testing. The performance

of the competing methods are evaluated based on their Area under ROC curve (AUC) scores.

Baseline Methods We compared RCA against the following baseline methods: Deep-SVDD (deep
one-class SVM) Ruff et al. (2018), VAE (Variational autoencoder) Kingma and Welling (2013a);
An and Cho (2015), DAGMM (deep gaussian mixture model) Zong et al. (2018), SO-GAAL

(Single-Objective Generative Adversarial Active Learning) Liu et al. (2019), OCSVM (one-class

IResults for 20% and 30% are in the supplementary materials.
2 Additional experimental results on the CIFAR10 dataset are given in the supplementary materials.

19



SVM) Chen et al. (2001), and IF (isolation forest) Liu et al. (2008). Note that Deep-SVDD and
DAGMM are two recent deep AD methods while OCSVM and IF are state-of-the-art unsupervised
AD methods. In addition, we also perform an ablation study to compare RCA against its four variants:
AE (standard autoencoders without collaborative networks) and RCA-E (RCA without ensemble
evaluation), and RCA-SS (RCA without sample selection). To ensure fair comparison, we maintain
similar hyperparameter settings for all the competing DNN-based approaches. Experimental results
are reported based on their average AUC scores across 10 random initializations. More discussion

about our experimental setting is given in supplementary materials.

Performance Comparison Table 2.1 summarizes the results of our experiments. Note that RCA
outperforms all the deep unsupervised AD methods (SO-GAAL, DAGMM, Deep-SVDD) in 17 out
of 19 datasets. RCA also performs better than both AE and VAE in 12 out of the 19 datasets, IF
in 11 of the datasets, and OCSVM in 12 of the datasets. These results suggest that RCA clearly
outperforms the baseline methods on majority of the datasets. Surprisingly, some of the complex
DNN baselines such as SO-GAAL, DAGMM, and Deep-SVDD perform poorly on the datasets. This
is because most of these DNN methods assume the availability of clean training data, whereas in
our experiments, the training data are contaminated with anomalies to reflect a more realistic setting.
Furthermore, we use the same network architecture for all the DNN methods (including RCA), since
there is no guidance on how to best tune the network structure given that it is an unsupervised AD

task.

RCA for Missing Values As real-world datasets are often imperfect, we compare the performance
of RCA and other baseline methods in terms of their robustness to missing values. Mean imputation
is a common approach to deal with missing values. In this experiment, we add missing values
randomly in the features of each benchmark dataset and apply mean imputation to replace the
missing values. Such imputation will likely introduce noise into the data. We vary the percentage of
missing values from 10% to 50% and compare the average AUC scores of the competing methods.

We omit the detailed results due to lack of space. Instead, we report only the number of wins, draws,
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Table 2.2: Comparison of RCA against baseline methods in terms of (#win-#draw-#loss) on 19
benchmark datasets with different proportion of imputed missing values in the data. Results for
RCA-E (no ensemble), RCA-SS (no sample selection), AE (no ensemble and no sample selection)
are for ablation study.

Missing | RCA-E | RCA-SS | VAE | SO- AE DAGMM | Deep- | OCSVM | IF
Ratio GAAL SVDD
0.0 12-2-5 | 17-0-2 13-0-6 | 17-0-2 | 16-0-3 | 18-0-1 19-0-0 | 12-1-6 11-0-8
0.1 13-1-5 | 15-1-3 17-1-1 | 17-0-2 | 15-0-4 | 18-0-1 19-0-0 | 14-1-4 13-0-6
0.2 12-1-6 | 14-3-2 15-2-2 | 18-0-1 | 14-0-5 | 19-0-0 19-0-0 | 16-0-3 10-0-9
0.3 10-3-6 | 14-1-4 16-0-3 | 18-1-0 | 14-0-5 | 19-0-0 19-0-0 | 17-0-2 15-1-3
0.4 11-0-8 | 13-2-4 15-0-4 | 16-0-3 | 13-0-6 | 18-0-1 19-0-0 | 17-0-2 16-0-3
0.5 9-3-7 11-1-7 12-1-6 | 15-0-4 | 10-0-9 | 16-0-3 18-0-1 | 15-1-3 14-0-5

and losses of RCA compared to each baseline method on the 19 benchmark datasets in Table 2.2.
RCA was found to consistently outperform both DAGMM and Deep-SVDD by more than 80%,
demonstrating the robustness of our algorithm compared to other deep unsupervised AD methods
when training data is contaminated. Additionally, as the missing ratio increases to more than 30%,
it outperforms IF and OCSVM by more than 70% on the datasets. The results suggest that our

framework is better than the baselines on the majority of the datasets in almost all settings.

Ablation Study We have also performed an ablation study to investigate the effectiveness of using
sample selection and ensemble evaluation. The results comparing RCA against its variants, RCA-E,
RCA-SS, and AE are given in Table 2.2. Without missing value imputation, RCA outperformed all
the variants in at least 12 of the datasets. The advantage of RCA over its variants, AE, RCA-SS,
and RCA-E, reduces with increasing amount of noise due to missing value imputation but is still

significant until the missing ratio is 50%.

Sensitivity Analysis RCA requires users to specify the anomaly ratio of the data. Since the true
anomaly ratio € is often unknown, we conducted experiments to evaluate the robustness of RCA
when € is overestimated or underestimated by 5% and 10%. from their true values on all datasets.
The results in Table 2.3 suggest that the AUC scores for RCA do not change significantly even when

the anomaly ratio was overestimated or underestimated by 10% on most of the datasets.
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Table 2.3: Average and standard deviation of AUC scores (for 10 random initialization) as anomaly
ratio parameter is varied from € (i.e., true anomaly ratio of the data) to € + Ae. If € is less than 0.05
or 0.1, then Ae = 0.05 and Ae = 0.1 will be truncated to O.

Ae =0.05 |Ae=0.1 Ae =0 Ae = -0.05 |Ae = -0.1
vowels 0.918+0.016]0.920£0.015|0.917+0.016/0.908+0.019(0.908+0.019
pima 0.719+0.016|0.721£0.014/0.711+£0.016/0.704+0.014(0.697+0.017
optdigits 0.973+0.009/0.980+0.010]0.890+0.041/0.861+0.040/0.861+0.040
sensor 0.876+0.000/0.876+0.000]0.950+0.030/0.913+0.000/0.913+0.000
letter 0.793+0.033|0.796+0.034/0.802+0.036(0.802+0.040/0.802+0.037
cardio 0.923£0.015|0.947+0.018/0.905+0.012(0.860£0.021]0.851+0.021
arrhythmia 0.807+0.044/0.807+0.044/0.806+0.044(0.806+0.043|0.806+0.043
breastw 0.981+0.002/0.983+0.002|0.978+0.003|0.973+0.006(0.970+0.006
musk 1.000+0.000/1.000+0.000/1.000£0.000/0.809+0.058(0.809+0.058
mnist 0.852+0.015/0.840+0.016/0.858+0.012|0.851+0.013|0.847+0.014
satimage-2 0.998+0.001/0.998+0.0010.977£0.008|0.965+0.009(0.965+0.009
satellite 0.701£0.015|0.688+0.018|0.712+0.011{0.718+0.008|0.713+0.011
mammography|0.854+0.018|0.840+0.018|0.844+0.014/0.838+0.011]0.838+0.011
thyroid 0.959+0.008|0.957+0.007/0.956+0.008(0.949+0.011]0.949+0.011
annthyroid 0.693+0.019]0.689+0.022/0.688+0.016/0.683+0.016(0.669+0.019
ionosphere 0.844+0.012/0.841+0.013/|0.846+0.015|0.855+0.017(0.862+0.016
pendigits 0.858+0.014(0.847+0.020/0.856+0.011|0.858+0.014/0.858+0.014
shuttle 0.949+0.037/0.994+0.001/0.935+0.013|0.956+0.009|0.958+0.006
glass 0.945+0.000]0.946+0.000/0.998+0.000(0.965+0.000/0.965+0.001

RCA with VAE The results reported for RCA in Tables 2.1 - 2.3 use autoencoders as the underlying
DNN. To investigate whether our framework can benefit other DNN architectures, we compared
our Robust Collaborative Variational Autoencoder (RCVA) against traditional VAE. The results in
Figure 2.3 showed that RCVA outperformed VAE on most of the datasets. This suggests that our
framework can improve the performance of other DNN architectures such as VAE for unsupervised

AD.

RCA with Multiple Networks To extend RCA from 2 to multiple DNNs, we modified the shuffling
step to allow each DNN to shuffle its selected data to any of the other DNNs. We varied the number
of DNNs from 2 to 7 and plotted the results in Figure 2.4. The results suggest that adding more
DNNs does not help significantly. This is not surprising since the shuffling step is designed to

prevent the DNNs from converging too quickly rather than as an ensemble framework to improve
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Figure 2.3: Comparison of RCVA and VAE in terms of AUC score. RCVA outperforms VAE on
most datasets, suggesting that the RCA framework can improve the performance of other DNNs
such as VAE.

performance. Increasing the number of DNNs also makes it more expensive to train, which reduces

its benefits.

2.5 Conclusion

This chapter introduces a robust collaborative autoencoder framework for unsupervised AD. The
framework is designed to overcome limitations of existing DNN methods for unsupervised AD.
Theoretical analysis shows the effectiveness of RCA in eliminating corruption in training data due
to anomalies. Our results showed that RCA outperforms various state-of-the-art algorithms under

various experimental settings and is more robust to noise introduced by missing value imputation.
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Figure 2.4: Effect of varying number of DNNs in RCA on AUC scores. RCA corresponds to a twin
network while K-RCA has K DNNss.

2.6 Proofs of Theorem

2.6.1 Proof of Theorem 1

denote M = n(1 — €) L,yqy to be the smoothness of function F' = 3,40 f;(W), denote the update rule
with) = w) _ (0 5. pft Av fi(w). For the normal stochastic gradient descent, by smoothness, we

have:

F(W(Hl)) _ F(W(t)) < <VF(W(I)) with — W(f)> + %”w(t) _ W(t+1)||2
< , >

(1)?
'’ M
< = (VF (W), VWD) + == IIVLWDIE - 24

Take expectation on V f;(w")) by our sampling probability and applying triangle inequality on
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the last term with inequality ), pi2 < > pi, we have

B (F(w*h)) = Fw®) < = O(TFw?), 3" pi(w) V£ (w?))

+Zp,<w<”> 2w w2

» MG?
< O(VFW"), Y piw)V (WD) = VE(w)) = | VF(w)||? + 0" ==

complete the square and let £(w')) = Z pi(Ww)V f(w'), we have

n’ MG?

(1) (1)
n n A
S IVEWO) P+ ==V F(w) = VE(w) |2 = gD VF (W) + =——

IA

n "’ MG?
2

IA

(1) . (1)
NVEwW®) = VEWO) |2 = T VF(w?) 2+
Move the gradient norm to the left, and take total expectation, we have

nVE (llVF(w(’))llz) <2 (E (F(w(’))) _E (F(w<f+1>))) +

1B (IVF W) = VW) 2) +7* MG?
Sum it fromsr=0to ¢t =7, we have:

T
> Ve (||VF(w<f>)||2) <2 (]E (F(w(o))) _E (F(w<T+1>))) +
1=0

4 2
> 1B (IVFwW) = VAW 2) +0 " MG?

1=0
Assume (E (F(W(O))) -E (F(W(T+1)))) = B, we have

Zn<’)E(||VF(w<f>)|| ) < 2B+Zn<%+2n@ MG?

=0

(12
min E(||VF(w<f))||2)<1E(||VF(w<’>)||) 2B MGPET e @5

1=0,1,2,....T >n S0 " > n®
By using the assumption of learning rate (¥, 7 = co, 3" n(’) < 00), the first two term can be ignored
when T goes to infinity. We can get the convergence in theorem 1 (The convergence rate log(7) is

get by assume learning rate is ') = 1/¢, which satisfy the above learning rate assumption).

25



We also provided a better convergence rate compared to submitted manuscript with a stricter

learning rate setting. Start from equation 2.4, we have:

E(F(W’+1)) Fw®) < -pO(VFw®), Zp (W)Y £(w®)) +Zp (w(z)) ||Vf( 012

(t)2 MG

< UVEWO). Y piw) (W) = VE(w) =0 [VE W)+ 0 =

complete square in a different way and let F(w®) = Z p,-(w(’))Vf,- (w®), we have

1 1 A
<03 (n(”IIVF(W(’))IIZ # G IVFW) - VF<w<’>>||2)

(n? 2

n\'"MG

N IVE(w) 2+ T

0> MG?

2

IA

(1)? 1 .
UTIIVF(W(”)IIZ + EIIVF(W(I)) — VEW) |2 =D VE (WD) +

(M +1)G?
2

IA

1 .
SIVEW?) = VEW )2 =W IVF(w)|* +
Move the gradient norm to the left, and take total expectation, we have

1B (IVFw)IP) < B (F(w®)) - B (F(w*D))

77(’)2(M +1)G?
2

1 .
+ 5B (IVF(w?) = VEWO)|) +
Sum it fromt=0tot =7, we have:

ZT: nOR (||VF(W(’))||2) <E (F(w<0>)) _E (F(w<T+1>))

=0

" ZTl %]E (IVFw®) = VEw)2) +

ZT: n; (M +1)G?
=0 =0

T
TC n®? (M +1)G?
<B 7 E

=0

B (M+ G2 3y’ L Tc
Wi () 2 > n® 2,7(1)

VEW)?) <
S (17 F )
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By assume the learning rate is constant, we write the RHS as a function of learning rate

B (M+1)G*p TC
Tn 2 Tn
B 2

B, M+ 1)Gm C
Tn 2 n

f(m) =

Let (M + 1)G? = H, we have
B Hn C

+—+—
Tn 2 n

We study the minima of function:
f(x) = 9t bx
X
= V(a/b), f(x") = 2(Vab)

/2B 2C
Thus, to minimize the bound in RHS, we have the optimal learning rate n* = AT +— by letting

B

H
=7 + C, b = —. Then, the optimal value of RHS is:

f(n)_z(,/( +C) (= ))_\/23H 2CH§\/ZBTH+\/2CH:©(%)+©(\/E)

1
. Thus we can conclude that min,— 2, .7 E (llVF(w(’)) ||2) — (O)(T) +0(VO).
T

This is even a better results compared to theorem 1 in our paper, since we could achieve the

/1
convergence rate of T compared to log(T), while the error term is dependent on VC instead of C.

However, to achieve this rate, we need stricter condition on learning rate.

2.6.2 Proof of Theorem 2

We analysis the stationary point of using all data. Let w, ; denotes the stationary point by using the

entire data, w* denotes the stationary point by using the clean data, by the stationary condition of
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w,,., we have

p q
DIVSwh) ==V fi(we)

ig0 jeo
P q
1 VAW =11 VW)l
i¢0 jeo
Upper bound for LHS
P P P p P
I VAW =11 D VW) = Y VAW < DIV AW = VEW)I < - Lillwg, = wll
i¢0 i¢0 i¢0 i¢0 i¢0

k

= (1 - E)anax mlax ”wnsi - W*”
< M¢§ (6 is defined in equation 3 in the submitted manuscript)

Another upper bound for LHS from RHS

p q
1D VAN =11 ) V(W) < neG

i20 jeo

Thus, we have

IVF(w, )|l < min(neG, Mo) (2.6)

[2B  2C
From theorem 1, by setting n* = [ —— + —, it is trivial to get
HT H
2BH
min E (||VF(W(’))||2) <22 +2cH
1=0,1,2,...T T

Or by assumption of 3, 7 = co, 3 n¥) < oo, from equation 2.5 we can get

1 >
ZU(’)) +0(=—)+C

Zn
We would like to study the worst case, when the upper bound of our algorithm is better than the

min _E(IVFw)|2) < E (IVF(w )] < o
=0,1,2,...,

upper bound without sample selection.

Thus, we want the following holds when ¢ goes to infinity

2BH
~— +2CH < min(neG, Mé)?
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When ¢ goes to infinity, by the assumption we have for learning rate, we have:
VC < vV 1/2H (min(neG, M6))?(fixed optimal Ir)
Or similarly, in deminishing learning rate setting, we have

C < (min(neG,Mé))z(Z n® = oo, Z 70" < 00)

Thus both LHS and RHS are the upper bound, thus we could get the conclusion that in worst
cases, our solution is better than algorithm without sample selection, which gets our conclusion of

existence.

2.6.3 Proof of Theorem 3

Now, we try to prove the correctness of the algorithm. We assume w* satisfy f;(w*) < f;(w"), Vx; ¢
0, X; e 0.

Without loss of generality, we could define ¢, ¢ > 1 as below:
6 < |lw; —w'[| < ¢6,VjeO (2.7)

Now, we try to answer the first question, under what conditions, our solution is perfect. We define
some neighbors around the optimal point. According to our anomaly detection setting, we with

those anomalies should have higher loss compared to the normal data point:

\ w|fi(w) < fj(w),Vi ¢ 0, ) €0,
B, (W) = . (2.8)
|lw —w|| <r
We knew that such ball with radius r must be existed since the loss function above is strongly

smooth.

Proof 1 In order to better describe B, (w*), we would like to analysis the boundary of the ball.
Denote the set of intersection between the loss surface of the normal data and the loss surface of

the abnormal data as:

Qy = {Wij| fuzo(W) = fy,ec0(W)} (2.9)
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Then, we can write the boundary point of the ball as:
Wp = argmin [|[wg — W*|| (2.10)
WEQw

At wp, by using smoothness and convexity, we have

fi(wg) < fi(w") +(wp =W, Vfi(w)) + %”WB -w?
fi(wg) = fj(W)) + (wp — W}, Vf;(w)) + %”WB — w2

By the definition of wg and equal minimum assumption, without loss of generality, we could assume

the minimum is 0, which does not affect the results. Then, we have

L; .
filwg) < —|[wp —w I

Adding two inequality, we have:

By triangle inequality, we have
Iws = w'll + lwg — w3l = [lw! = W]
Combining above two inequalities, we have

lwg —w'|| = f]_(lle—w | = llwg —w*||)
l
lu] * l“l].
1+ ,/=)||lwg—W = ,/—0
([ Plws = w2 |7
LC
letkz,/%
'umin

lwg —w'|| >

, where Ly, . denotes the maximum lipschitz smoothness in clean data and . denotes the minimum

convexity in anomalies.
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Define F(w) = Yx.¢0 fi(W), we have that function F(w) satisfy m = n(1 — €)pin convexity.
Similarly, we know that F(w) also satisfy M = n(1 — €) L, smoothness. Then, we can have:
W, — Wl < m||VF(w,) = VF(w)]|

=m||VF(w,)|l

2. 2 2
W, = W= < m7||VE(wg,)l

Now, our goal is trying to upper bound the term ||VF (W},)||. According to theorem 1 for fixed
optimal learning rate, we have

2BH
min E(IVF(w)I?) <B(IVFw)?) < /== +2CH

t=0,1,2,...,
[2BH
||W:r—W*”2 < m2 T+2CH

2

Now, we have:

1
— w2 > —5
Iws = W' 2 (——0)

Thus, we could get the sufficient condition for ||w*, — w*||*> < ||wg — w*||? as

/2BH 1

2 2
— +2CH < (—9¢

m T _(1+/< )

by using the optimal fixed learning rate and assume T is sufficiently large, rearrange the term, we

have:
1 0 2 _ 002
Ve < \/ﬁ((l+/<)m) _Q(K)
c§©(§)4

Similarly, from the theorem 1 for the diminishing learning rate condition }, n(t) = 00, ), n(’) < oo,
we have

0

C=< ((1+K)m

7 =00

We can conclude that as long as the above inequality holds, we can guarantee that our algorithm

returns the correct answer.
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CHAPTER 3

ROBUST DENSITY ESTIMATION FOR UNSUPERVISED ANOMALY DETECTION

In this chapter, we introduce the Robust Density Estimation, a robust learning density algorithm. We
also empirically show that this algorithm could improve the performance of unsupervised anomaly

detection.

3.1 Introduction

Anomaly detection (AD) is the task of finding unusual or abnormal observations in the data, whose
characteristics are considerably different from the majority of the data. Application of AD can be
found in diverse domains, including cybersecurity, finance, healthcare, and manufacturing process
control. AD also plays an important role as a data preprocessing step since the anomalies may
have a large impact on the predictive performance of various learning algorithms including deep
neural networks (DNNs). By detecting and removing the anomalies early, we can prevent them from
degrading the performance of subsequent downstream learning tasks.

While there have been extensive methods developed for unsupervised AD, density-based methods
such as kernel density estimation (KDE), local outlier factor (LOF), and their variants have found
success due to their simplicity, ease of use, and ability to detect diverse types of anomalies under
various settings Chandola et al. (2009); Breunig et al. (2000). KDE-based methods estimate the
probability distribution of the data over the input feature space and detect anomalies as points residing
in abnormally low-density regions. Similarly, LOF identifies anomalies by measuring the deviation
between the density of each data point with respect to the density of its local neighbourhood. Despite
their success, current density-based AD methods are mostly designed to operate in their original
feature space. This greatly limited their applicability to high-dimensional data, as density estimation
has high sample complexity and incurs high computational costs as the number of dimensions
increases Tsybakov (2008). Moreover, if the data lies in some low-dimensional, nonlinear, manifold,

performing density estimation and anomaly detection in the original feature space may lead to

32



inferior performance. Finally, if the training data is contaminated by anomalies, which is common in
many real-world applications, density estimation methods such as KDE may not be able to recover
the true density of the normal data.

With the emergence of deep learning, DNNs have been widely used to perform density estimation
in complex, high-dimensional datasets with nonlinear relationships among their underlying features.
Deep density estimation parameterizes the density estimation function with a neural network, which
is usually optimized by maximizing the likelihood of the training instances. For example, the recent
flow-based model Dinh et al. (2016, 2014) employs the change of variable theorem to model the
likelihood function. By carefully designing the network structure, it can successfully learn the
underlying data distribution. Moreover, unlike other generative models such as generative adversarial
networks Goodfellow et al. (2014a) and variational autoencoders Kingma and Welling (2013b), the
flow-based model explicitly learns the density function, which makes it a powerful tool for detecting
out-of-distribution instances.

However, due to the high capacity of the deep neural networks, the presence of anomalies in
the training data may corrupt the density function estimated by the flow-based model. To illustrate
the vulnerability of the flow-based model to training anomalies, in Figure 3.1 we provide a simple
example where the normal data lies in a two-moon manifold. When the training data is clean,
i.e., anomaly-free, the flow-based model successfully captures the true underlying density function.
However, when training data is contaminated with anomalies, the flow-based model is biased towards
learning the density of the anomalies as well. Thus, a more robust approach is needed to estimate
the density function in order to enhance the capabilities of flow-based models in unsupervised AD
tasks.

In this chapter, we propose a novel deep unsupervised anomaly detection algorithm called
RobustRealNVP, inspired by the popular flow-based method, Real NVP Dinh et al. (2016).
RobustRealN'VP has two major advantages as compared to the vanilla Real NVP. It ignores low-
density points during the density estimation process and uses the remaining data to update its model.

We show that by using above strategy, the robustness of the RobustRealNVP highly depends on
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Figure 3.1: Effect of anomalies on density estimation for flow-based models. The upper left figure
represents the clean data while the bottom left figure represents data contaminated with a small
fraction of clustered anomalies (shown as orange points). The upper right figure shows the results of
Real NVP results on the clean data while the bottom right figure shows the results for contaminated
data. Observe that Real NVP assigns large density to the region of clustered anomalies, which leads
to its suboptimal performance.

smoothness of the learned density function, especially when the anomalies are clustered. As a
consequence, if we could guarantee the smoothness of the learned density function, the robustness
of learned model could also be guaranteed. This is a significant enhancement over Real NVP, which
has no performance guarantees when applied to contaminated data. In order to make the learned
density smooth, RobustRealNVP imposes the Lipschitz regularization to enforce smoothness in
the estimated density function. According to our best knowledge, no previous work utilized the
lipschitz regularization in flow-based model or density estimation before.

In summary, the major contributions of this paper are as follows:
* We develop arobust flow-based density estimation method for unsupervised anomaly detection.

* We present theoretical analysis to demonstrate the robustness of RobustRealNVP against

contaminated training data. Specifically, we show that RobustRealNVP converges to an
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e-approximated stationary point of the objective function for Real NVP trained on clean

(anomaly-free) data.

* We perform extensive experiments on both synthetic and real-world data and show that our

framework outperforms various state-of-the-art unsupervised anomaly detection algorithms.

3.2 Related Work

In this section, we will review previous works on density estimation, anomaly detection, and

Lipschitz regularization.

3.2.1 Density Estimation and Anomaly Detection

Unsupervised anomaly detection Chandola et al. (2009) is more challenging compared to supervised
or semi-supervised anomaly detection since it does not assume the availability of labeled or clean
training data. Instead, it allows the model to be trained on large, unlabeled data without requiring
any supervised information about which data instances had been corrupted. Density estimation is a
well-known method in anomaly detection. By learning the density function of the normal instances,
anomalies are detected when their densities fall below some minimum threshold. Most density-based
AD approaches rely on non-parametric methods such as histogram, k-nearest-neighbor, and kernel
density estimation Tsybakov (2008) to estimate the density function. While these methods may work
well for low dimensional data, they are less effective for high-dimensional data due to the curse of
dimensionality problem. Furthermore, such methods often assume the availability of clean training
data since the presence of anomalies may alter the estimation of density function, especially when
used with high capacity models such as deep neural networks. Current density-based methods also
may not work well if the anomalies are concentrated or clustered since, by definition, the anomalies
are assumed to have relatively lower densities than normal data. This assumption can be easily

violated in practice.
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There have been recent efforts to improve the robustness of density estimation. For example,
the robust kernel density estimation approach was proposed in Humbert et al. (2020) to provide
robustness guarantees by using the median of the means to replace the empirical mean of kernel
sums. Another method is to replace the 12-loss with a huber loss in kernel density estimation Kim
and Scott (2012). Although these approaches show promising robustness properties, they do not be
scale well to high-dimensional data since they are all based on kernel density estimation, which is
computationally expensive when applied to large-scale, high-dimensional data.

The success of deep learning has inspired many recent works using deep generative neural
networks to approximate high-dimensional density functions. Three typical generative models
in deep neural networks are generative adversarial networks (GAN) Goodfellow et al. (2014a),
variational autoencoder (VAE) Kingma and Welling (2013b), and flow-based model Dinh et al.
(2014). GAN can effectively learn how to sample from a density function, without explicitly inferring
the sample density. Although VAE can perform both sampling and inferring the sample density, it
does not directly optimize the likelihood function. Instead, VAE optimizes a lower bound of the
likelihood function, which may lead to suboptimal performance. Compared to VAE, flow-based
models can directly optimize the likelihood function by using the change of variable theorem. Many
varieties of network architectures have been proposed to improve the efficiency and expressive
power of flow-based models Dinh et al. (2014, 2016); Chen et al. (2019); Kingma and Dhariwal
(2018). While these methods have been widely used for out-of-the-distribution detection, they are
mostly applied in a semi-supervised learning setting Zisselman and Tamar (2020), which assumes
the availability of clean training data. By restricting to clean training data, they may not be able to

leverage the larger pool of unlabeled data, which has no guarantees of being anomaly-free.

3.2.2 Lipschitz Regularization

Lipschitz regularization aims to optimize the loss function while ensuring that the learned function
is Lipschitz continuous (smooth), i.e., its gradient norm is upper bounded everywhere. Lipschitz

regularization has been widely studied and applied to different scenarios. For example, it is used to
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regularize the discriminator in GAN Gulrajani et al. (2017); Miyato et al. (2018a); Qin et al. (2020)
and to defend against attacks in adversarial learning Hein and Andriushchenko (2017). There are
many ways to constrain a learning function to be Lipschitz continuous. The simplest approach is to
penalize the gradient norm Gulrajani et al. (2017). However, directly incorporating the gradient norm
constraint into the optimization problem involves higher-order derivatives, which makes it harder to
be applied to large scale problems. An alternative method is to use adversarial training for Lipschitz
regularization Terjék (2019). Although it can well approximate the Lipschitz regularization, the
method is not efficient because it requires finding adversarial samples for every data point. Another
approach specifically designed for neural networks is spectral normalization, which tries to constrain
the Lipschitz constant in a layer-wise fashion Miyato et al. (2018a). By reducing the upper bound of
the Lipschitz constant, it can efficiently make the function smooth. The drawback of this method is

that its upper bound can be loose, which makes the function susceptible to over-smoothing.

3.2.3 Robust Optimization

Another related field is robust optimization, which aims to optimize an objective function assuming
a small fraction of the data is corrupted Huber (1992). Despite the extensive studies to improve
robustness of an optimization algorithm in different problem settings, most of the previous works
either focused on linear regression and its variants Bhatia et al. (2015, 2017); Shen and Sanghavi
(2019) or are limited to convex optimization problems Prasad et al. (2018). Their results cannot
be directly generalized to deep neural networks and their methods have not been studied under
density estimation scenarios. SEVER Diakonikolas et al. (2019) is a highly generalizable, non-
convex optimization algorithm with agnostic corruption guarantees. However, due to its high
space complexity, it cannot be efficiently applied to deep neural networks given current hardware

limitations.
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3.3 Preliminaries

In this section, we first review the flow-based model before introducing our proposed framework in
Section 3.4. Given n samples {x; € R¢ }%,, the flow-based model aims to maximize the likelihood
function of the observed data, maxy pg(X), where 6 is the network parameter. Flow-based model
tries to learn a mapping from a known distribution such as Gaussian to a more complex target
distribution. Let p(z) be some simple density function and z = f(x), where f is a bijective

transformation function. According to the change of variable formula:

det (af (x) )

oxT

px(x) = pz(f(x))

B

where )det (aé;(;f) )‘ is the determinant of the Jacobian matrix of f at x. By defining g = f~!, we
have the following sample generation process. First, we generate z from p(z) and use the sample to
generate x = g(z). However, in order to maximize px (x), we need to design a network architecture
that satisfies the following two criteria. First, it must be easy to calculate the determinant to ensure
backpropagation can be applied to optimize the network. Second, f must be invertible, so that f~!
can be used to generate the data x.

One such transformation is the affine coupling transformation proposed in Real NVP Dinh et al.

(2016). Given a D-dimensional input x and d < D, the output y is defined as:

Yiid = X1:d

Yd+1:D = Xa+1:p © xp [s (x1.4)] + 1 (x1:0) ,

where s and ¢ are functions that map R”? — RP~“ and can be parameterized by complex neural
networks. The transformation is invertible and its Jacobian matrix is a triangular matrix, whose
determinant can be easily computed by multiplying the diagonal elements of the Jacobian matrix.

Let NV be the set of normal observations. The goal is to maximize the following objective:

()

af(x)
det( ax;)

max log ( [ [y Pz

2

=max ) Jog(pz(f(x)) +log
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which is equivalent to minimizing the following loss function:

af(x)
det( Gx;f )H

min=| ¥,y log(pz(/ ) +1og

After learning f, the density of a sample x can be inferred as follows:

det (6f(x))‘ .

oxT

p(x) =pz (f(x))

3.4 Methodology

Our goal is to develop a robust density-based unsupervised anomaly detection approach amenable
to training data that contains both normal observations and anomalies. In this setting, our objective

function is designed to optimize the following objective function:

det (5f (x) )

oxT

—min ) log(pz(f(x)) +log( ) (3.1)

f

where A is the set of anomalies. Directly optimizing Equation 3.1 may lead to poor results as
the anomalies will likely impact the estimated density. To address this issue, we propose a robust

density estimation approach to be described in the sections below.

3.4.1 Robustness Analysis from Optimization Perspective

We first define robustness for density estimation. Let € € [0,0.5] be the anomaly ratio, i.e.,
proportion of anomalies in training data. Given a set of normal instances N from a density function
p and a set of anomalies A from some arbitrary density function, our goal is to design a learning
algorithm ¥ : N U A — p, such that the gradient norm of the negative log-likelihood for N is

minimized. If p is parameterized by 6, then the learning objective is:

a3 vt

Optimizing the preceding objective is challenging as we have no prior knowledge which instances

belong to N or A.
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In this study, we address this problem by using a robust gradient estimation approach. Consider
a gradient descent approach for minimizing the negative log-likelihood function. Given a data point,

X;, its corresponding gradient is given by

1 dpx)

= —=Vpl g(X;) = —
g g log po(x;) Fa(x) 98

Given n data points, let G = [ng, gg ...g" € R™ be the contaminated gradient matrix and

I : R™¢ — R< be an aggregation function. The model parameters can be updated using gradient

descent as follows:
g+ — g(0) _ n(’)F(G).

If T'(+) corresponds to the empirical mean function, then the above update formula reduces to
standard gradient descent. However, since the gradient matrix G includes both anomalies and the
normal (clean) data, I'(G) cannot be guaranteed to be close to the true average gradient on clean
training data. Thus, given a contaminated training data, N U (A, our goal is to design a robust
aggregation function I" that optimizes the following objective to ensure that the estimated density

function is not corrupted by anomalies:
. 2
minr [[T(G) — I,

where u = |—}{(| 2.ien & 1s the gradient of clean, anomaly-free data.

A natural question to ask is: If there exists a small constant £ such that the gradient difference is
upper bounded by ¢ in every gradient descent step, i.e., V¢ : ||T(G)® — uD||? < ¢, can we guarantee
that the final convergence point will have a bounded gradient norm? The following proposition

gives such a guarantee on the bounded gradient norm of the final convergence:

Proposition 1 (Convergence of Biased SGD) Let ¢ be the objective function and 8 be the variable
to be optimized. Under mild Lipschitz assumptions Diakonikolas et al. (2019); Ajalloeian and Stich
(2020), denote { as the maximum l, norm of the difference between the clean mini-batch gradient u
and corrupted mini-batch gradient, I'(G): ||u—T'(G)|| < . By using the biased gradient estimation

I'(G), SGD converges to the {-approximated stationary points: E (||[V@(0,)|) = O(Z).
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Proposition 1 comes from a series of previous work Fan et al. (2020); Ajalloeian and Stich
(2020); Bernstein et al. (2018); Hu et al. (2020); Diakonikolas et al. (2019), and has been widely
studied in optimization community. For the sake of completeness, we include the above proposition
here to show that it is enough to design a robust mean estimation method to guarantee that the final
solution will have small gradient norm in terms of its clean (anomaly-free) objective. The proof of

this proposition can be found in the Appendix section.

3.4.2 Robust Gradient Estimation Method for Density Estimation

Our robust aggregation approach for I'(G) works as follows. Given a mini-batch B of size m, we
sort the individual losses of instances in 8 and discard the instances with the top-k largest loss. This

simple strategy ensures robustness guarantees under Lipschitz condition.

Definition 2 (Lipschitz Continuous Function) A function f is said to be L-smooth if there exists a

constant L, such that for every x and y:

1F(x) = fFWIl < LIx=yli

The Lipschitz assumption states that if a function f is L-smooth, then the norm of gradient for f is
upper bounded by L. Our first assumption is with regards to smoothness of the true density function

for normal (clean) data p(x) and the learned density function p(x) from corrupted data.

Assumption 5 We assume the true density function for clean data p(x) is L-smooth and the

predicted density function p(x) is L-smooth.

Remark 4 The Lipschitz condition is not that strong of an assumption for normal data since
the density function for normal observations usually has some smoothness properties. Such an
assumption has also been used in other studies for non-parametric density estimation Tsybakov
(2008). However, the Lipschitz condition for predicted density function is a stronger assumption
since our deep neural networks are trained to approximate the density function p for a mixture

distribution of normal data and anomalies. As the anomalies can be introduced in arbitrary ways,
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Algorithm 2: Robust Gradient Estimation for Density Estimation

Input: corrupted gradient matrix G € R™“, where n = |A| + ||, anomaly ratio €, current parameter
estimate, (")

Output: Estimated mean of clean gradient, 4" € R?

1. For each row g; in G, calculate its predicted density, pya) (X;)

2. Choose the e-fraction rows in G with smallest p 4« (X;)

3. Remove the selected rows from G

4. Return the empirical mean of the remaining rows as /().

e.g., if they are clustered, this may produce extremely sharp density function. Thus, it is harder to
guarantee that the function approximated by the neural network is L-smooth. In the next section, we

will apply Lipschitz regularization to ensure p satisfies this assumption.

By applying the L-smooth assumption on j, we can bound the individual gradient norm as

follows:

1
Po(x;)

~o

llgill = II-Volog po(xi)|| = <

9p(xi)
06

1
Pe

Since the loss —log py(x) monotonically decreases with increasing thus, at each iteration,

Po(x)’
our algorithm simply needs to sort the current density estimates py) (x) of every data point and
discards those points with low predicted densities. It will then estimate the mean gradient, /i)
for the remaining data points. This is summarized by the pseudocode given in Algorithm 2. The

estimated gradient 7 is used to perform the gradient descent update: 87+ = ) — p( 5 We will

first show that Algorithm 2 has robustness guarantee by using the following lemma:

Lemma 1 (Mean Gradient Estimation Error) Let gl@ be the gradient of the i;, datum at iteration
t, N be the clean data, and i\ be the output of Algorithm 2 at iteration t. The following guarantee

holds on the gradient estimation error:

1 P .
HW 2t —a" =0(L.

For brevity, we only provide a sketch of the proof for the lemma. A more detailed proof is given in

1. 1
the Appendix. Assuming ||g||;eny < —L, and let max;cpy — = C. Since we discard an e-fraction of
i Pi
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the data with small p;, there are two possibilities: either all the training anomalies are discarded
or some training anomalies may still remain as their |g;| values are less than CL. In both cases,
our approach will apply empirical mean estimation to the remaining gradient vectors, which have
limited magnitude (i.e., bounded by CL). When L is small, since the magnitude of the remaining
gradients (which may include anomalies) are limited, the impact of each remaining anomaly on the
mean gradient estimation is limited as well, not exceeding CL. In the worst case, if no anomalies
are discarded, this will introduce O(€) error. Putting them together, we obtain the above error rate
of O(e)L, assuming C is a constant.

The above lemma suggests that the gradient estimation error is controlled by the Lipschitz
constant when € is small. Combined with Proposition 1, if we can control the Lipschitz constant to
be small (i.e. having a smooth loss surface), then the presence of anomalies in training data will not
significantly alter the density estimation of clean data.

The analysis presented in this section suggests that the following two assumptions must be
satisfied in order to make the gradient estimation robust. First, p;cp must not be too small to
ensure C is small. This is not a strong assumption as the data contain mostly normal observations
and the neural network is capable of memorizing such observations Zhang et al. (2016). Second,
the predicted density function should be smooth enough to ensure L is small. This is a much
stronger assumption since neural networks can overfit the anomalies. If the training anomalies are
extremely concentrated, the predicted density can have sharp peaks in a small region, which makes
the Lipschitz constant L to be large. Thus, we need an approach to guarantee that the predicted

density function has a small L.

3.4.3 Spectral Normalization

As shown in Lemma 1, smoothness of the learned function is critical for robust training of the deep
neural networks for density estimation. A small Lipschitz constant will ensure the error rate of
Algorithm 2 is low. In this section, we describe our method to constrain the Lipschitz constant of

our learned network. Our method is inspired by ideas from spectral normalization (SN) Miyato et al.
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(2018a). For the sake of completeness, we first briefly review the method. We will extend SN so it
can be adapted to our unsupervised AD method.

SN is motivated by the following inequality [|g1 © g2llLi, < llg1llLip - 1821lLip » Where [[.[ILip
represents the Lipschitz constant. A neural network can be treated as a composition of a series
of linear transformation and activation functions. Since most activation functions are Lipschitz
continuous (e.g., RELU function has a Lipschitz constant of 1), if the Lipschitz constant for every
linear layer is bounded, then the Lipschitz constant for the entire network is also bounded.

For a linear function ¢ : h — Wh, where W is the linear transformation matrix, its Lipschitz
constant is upper bounded by the operator norm of the matrix W, i.e., [[W]||,,. Thus, the Lispchitz
function for the whole network is upper bounded by [];_, [[W;llop, where v is the number of
layers (for RELU networks). In the original paper of SN, each layer is normalized as follows:

Win to ensure that the function is 1-Lipschitz.

" Wi,
However, a 1-Lipschitz may over-smooth the function, which leads to underfitting of the density

function. Thus, for our approach, we extend SN to satisfy the following k-Lipschitz constraint:

W

Wsv = Wil 70

In our experiments, we approximate the operator norm using power iterations, similar to the approach

used in the original SN paper Miyato et al. (2018a).

3.4.4 Lipschitz Regularization for Flow-based Model

SN assumes that a deep neural network can be decomposed into a series of linear transformation
and activation functions. However, for flow-based models, the network is no longer a simple
decomposition of linear transformation and activation function. Recall the following transformation

used by Real NVP:

Yi:d = X1:d

Yd+1:D = Xq+1:p © €xp (s (x1.4)) +1 (X1:q) , (3.2)
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where s and ¢ are two fully-connected networks. While SN can be used to guarantee that the
functions s and ¢ are k-smooth, they is no assurance that the entire transformation is k-smooth.
In this section, we show that only constrain function s and ¢ is enough to achieve the k-smoothness.

Our rationale for this is based on the following two simple lemma on spectral norm:

Lemma 2 [If f : R" — R" is a differentiable function everywhere with a Jacobian matrix J, then

\Jllop < L if and only if f is L-smooth.

The above lemma suggests that if a transformation function does not change the dimension and

the function is L-smooth, then the spectral norm of this transformation is bounded by L.
Lemma 3 |[[A,B]|l,, < |[Allop + [IBllop, where [-, -] denotes matrix concatenation.

We will analyze the applicability of SN to the transformation given in Equation 3.2 by using the

preceding two lemmas. The Jacobian of the transformation is as follows:

oxT ('3)67(1# dlag (exp [S (Xl:d)])
Xl:d

J

The matrix can be further decomposed into the sum of a diagonal and an off-diagonal matrix. Thus

d 0 0 0
Wl <0 |
0 diag (exp [s (x1.0)]) T
dyd+1:D
= 1’ . )Y l———llon-
max(l,  max  explsixia)]i) +ll ol llop

Observe that the first term is well bounded if the output of function s is well bounded. In our
experiments, we use the tanh function as the last layer of function s. Thus, the first term will be
bounded by exp(1). For the second term, according to Equation 3.2, we have

IXa+1:0 © exp (s (x1:.0)) +1 (x1:0) l|Lip

= |lxa+1:0 © exp (s (x1:4)) llLip + Il (x1:4) l|Lip-

Since s and ¢ can be bounded by a Lipschitz constant using SN and assuming ||x|| is bounded by B and

the last layer of s is a tanh function, then, according to the inequality [|g1 © g2[l;p, < llg1llLip -llg21lLip »
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it is easy to see that the transformation y .1.p = x4+1:p © exp (s (x1.4)) + 1 (x1.4) has a bounded

8yda+1:p
T
6xl:d

Lipschitz constant B * exp(1) * |s|Lip + |¢|Lip. Thus the operator norm || |lop is also bounded.
Finally, by the equivalence of operator norm of Jacobian matrix and Lipschitz continuity (Lemma
2), we conclude that application of SN to the functions s and # will guarantee that the flow model is

Lipschitz regularized.

3.4.5 Anomaly Detection from Trained Network

By discarding data points with low estimated densities during training and adding spectral normal-
ization to the flow-based model, we could robustly train our density estimation model. During the
testing phase, the density for each test point can be inferred by applying the trained network. The
anomaly score for each test point is then derived from the estimated density, in which the higher the

density, the lower is its anomaly score.

3.5 Experiment

We have conducted empirical studies to validate the proposed approach using both synthetic and

benchmark real-world data.

3.5.1 Experiments on Synthetic Data

The analysis given in Lemma 1 shows that the robustness of the estimated density function in the
presence of contaminated data depends on the smoothness of the prediction function. Assuming
the density function for the clean data is smooth, then the smoothness of the prediction function
depends on the distribution of anomalies. If the anomalies are uniformly distributed, then spectral
normalization (SN) is not necessary to ensure robustness of the estimated density function. However,
if the anomalies are concentrated in a small, local region, then SN is needed to provide robustness
guarantees. We validate these results with the following toy example.

We generate a two-dimensional synthetic data, where the normal observations have a two-moon

shape distribution, whereas the anomalies are generated under the following two settings:
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* Uniform: The anomalies are randomly generated from a uniform distribution, which means

the Lipschitz constant for the anomaly density function is 0.

* Clustered: The anomalies are generated from a concentrated Gaussian distribution. As a

result, the Lipschitz constant of the density function for anomalies is large.

In both settings, the anomaly ratio is set to be 0.05. We compared the performance of our algorithm,
RobustRealNVP, against Real NVP Dinh et al. (2016). We also investigated a variation of our
framework without Lipschitz regularization via spectral normalization. We termed this approach
as TrimRealNVP. We expect the performance of Real NVP to be severely hampered by the
presence of anomalies in both settings. For anomalies that are uniformly distributed, we expect both
TrimRealNVP and RobustRealNVP to perform equally well since they are both designed to alleviate
the effect of anomalies during density estimation. For clustered anomalies, we RobustRealNVP
to perform the best since TrimRealNVP does not guarantee smoothness of the predicted density
function.

The results shown in Figure 3.2 are consistent with our expectation. While TrimRealNVP
successfully alleviates the effect of uniform anomalies, it is largely affected by clustered anomalies
(shown in red), assigning high density to the anomaly region. The estimated density functions of
Real NVP are also significantly impacted by both types of anomalies, unlike RobustRealNVP, which
can effectively handle both types of anomalies. This is because the SN effectively increases the
smoothness of the loss landscape, thereby imposing a small Lipschitz constant, which according to

our theorem, makes the gradient estimation more robust.

3.5.2 Experiments on Real-World Data

Datasets To demonstrate the breadth of its applicability, we perform experiments on two benchmark

datasets:
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Figure 3.2: Effect of uniform anomalies on density estimation. Normal data are generated from
a two-moon distribution while anomalies are from a uniform distribution (see left-most figure).
Density estimation results of Real NVP, TrimRealNVP, and RobustRealNVP are shown from left to
right.

a) Stony Brook ODDS library (Rayana, 2016): ODDS is a collection of different anomaly detection

dataset, and we use 16 benchmark datasets in ODDS. A summary description of the data is given in
the Appendix.

b) CIFARI1O0: This is a benchmark image data with high-dimensional features. Traditional algorithms
such as LOF, isolation forest, etc., are expected to yield inferior results. Since the results on CIFAR10
are largely affected by the choice of backbone network structure, we preprocess the features for a fair
comparison. Specifically, we first use the PyTorcH official VGG19 network pretrained on ImageNet
to extract the features from CIFAR10 and use the layer before final layer as the extracted features,

which have 4096 dimensions. Finally, we apply PCA to reduce its dimensionality to 128 features.

Baseline Methods We compare the proposed RobustRealNVP framework against the following

baselines:

* AE (autoencoder) and VAE (variational autoencoder), both of which use the reconstruction
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Figure 3.3: Effect of clustered anomalies on density estimation. Normal data are generated from
a two-moon distribution while anomalies are from a concentrated Gaussian (see left-most figure).
Density estimation results of Real NVP, TrimRealNVP, and RobustRealNVP are shown from left to
right.

error as their anomaly scores.

* Deep-SVDD Ruff et al. (2018): A deep implementation of one class SVM.

* DAGMM Zong et al. (2018): Use Gaussian mixture model to estimate the density of the

learned representation.
* SO-GAAL Liu et al. (2019): Anomaly detection based on the generative adversarial networks.
* OCSVM (Chen et al., 2001): A shallow one class SVM.

* LOF Breunig et al. (2000) (Local outlier factor): A local density-based anomaly detection

method.
* IF Liu et al. (2008) (Isolation forest): An ensemble tree-based anomaly detection method.

We also report the performance of Real NVP and TrimRealNVP, with the latter for ablation study.
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Experiment Settings For the ODDS dataset, we use 60% of the data for training and 40% for
testing. For CIFAR10 dataset, 80% of the data are reserved for training while the remaining 20%
for testing. CIFAR10 contains images from 10 classes. We create the anomalies as follows: First,
we select one class as the normal class (with 5000 samples) and then create anomalies from the
remaining classes in two ways: 1) Anomalies are randomly sampled from other classes. ii) Anomalies
are selected from one specific class. The training anomaly ratio is set to be 0.1. All the models are
evaluated on a balanced CIFAR10 test set, containing 1000 samples for each class. All experiments
are repeated with 5 different random seeds. For unsupervised AD, since we assume there is no
clean data available, tuning the hyperparameter is trickier due to lack of evaluation metrics. Thus,
we fixed the network structure for all methods across the different datasets. The details of the
hyperparameters are given in the Appendix. Finally, we use AUC score as our evaluation metric

since the metric does not require defining a threshold for anomaly.

3.5.3 Results for ODDS data

Table 3.1 shows the AUC scores for various methods on the ODDS datasets. While no method
consistently outperforms all others given the diversity of the datasets, RobustRealNVP has the highest
average rank compared to all other baselines. Isolation Forest also achieves highly competitive
results. Surprisingly, all the sophisticated deep learning methods (i.e. SO-GAAL, DAGMM,
Deep-SVDD) yield relatively poor results since most of them are designed for clean training data,
which is unavailable in an unsupervised anomaly detection setting. Furthermore, they rely heavily
on their hyperparameter tuning. We fix all the hyperparameters across the different datasets in our
experiments since there are no clean validation data available. More discussion about the results are

given in the Appendix.

3.5.4 Results for CIFAR10

Table 3.2 shows the AUC scores for various methods when different categories of images are chosen

as normal class. RobustRealNVP outperforms all the baseline methods in 15 out of 20 experiments.
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RobustRealNVP [RealNVP__|AE VAE SO-GAAL |DAGMM _ [Decp-SVDD[OCSVM__ [LOF IF
vowels 0.959x0.010 _|0.8890.038 | 0.8790.020 0.50320.045 [0.637%0.197 | 0.3400.103 | 0.206£0.035 | 0.765+0.036 | 0.947£0.014| 0.77620.017
pima 0.678£0.024 __|0.652£0.031 | 0.669£0.013 | 0.64820.015 | 0.61320.049 | 0.53120.025 | 0.39520.034 | 0.594£0.026  0.61020.034 | 0.661£0.020
letter 0.930£0.020 _|0.91520.017 | 0.829£0.031 | 0.52120.042 | 0.60120.060 | 0.43320.034 | 0.46520.039 | 0.557£0.038 | 0.84520.026 | 0.62120.030
cardio 0.737£0.028 __|0.7120.039 | 0.8670.020  0.94420.006 [ 0.47320.075 | 0.8620.031 | 0.505:0.056 | 0.936:0.002 | 0.684+0.027 | 0.92520.009
arthythmia___|0.78620.039 | 0.78020.038 |0.802:£0.044 | 0.8110.034 0.538+0.042 0.60320.095 | 0.635:0.063 | 0.7820.028 | 0.7770.026] 0.7990.023
musk 0.991x0.011 __|0.794x0.074 | 0.9980.003 | 0.99420.002 [0.2340.193 |0.9030.130 0.8290.048 | 1.0000.000 | 0.35320.054 0.997+0.003
mnist 0.818£0.009 __|0.82020.015 | 0.8020.009 | 0.77820.009 | 0.795%0.025 | 0.6520.077 | 0.5380.048 | 0.83520.012 | 0.69820.013 | 0.80520.007
satimage-2 __ |[0.94320.014 | 0.91520.021 | 0.818%0.069 |0.9660.008 | 0.78920.177 | 0.85320.113 | 0.7390.088 | 0.998%0.003 | 0.4280.109| 0.99620.005
satellite 0.709£0.010 _|0.6900.007 | 0.5750.068 | 0.538+0.016 0.64020.070 | 0.6670.189 [ 0.63120.016 | 0.650x0.014 | 0.570£0.005 | 0.70620.026
mammography [0.84120.018 | 0.85520.013 | 0.8530.015 | 0.8640.014 | 0.20420.026 | 0.18720.000 | 0.2720.009 | 0.881%0.015 | 0.768+0.024 | 0.873£0.019
thyroid 0.961x0.011 __|0.9560.005 | 0.928+0.020 0.8390.011 | 0.984%0.005 | 0.582:t0.095 | 0.704£0.027 | 0.9600.006 | 0.8980.017 | 0.97920.006
annthyroid | 0.88020.025 | 0.86420.0240.675£0.022 | 0.5890.021 | 0.67920.0220.50620.020 | 0.5910.014 |0.5990.013 | 0.7110.022| 0.8290.015
fonosphere  [0.90020.020 | 0.9140.015 | 0.82120.010|0.763£0.015 | 0.783£0.080 | 0.46720.082  0.735%0.053 | 0.812%0.039 | 0.879%0.022 | 0.842£0.021
pendigits 07480023 |0.73020.024 | 0.6850.073 | 0.93120.006 | 0.257%0.053 | 0.87220.068 | 0.613£0.071 |0.93520.003 | 0.47220.029 | 0.94320.013
shuttle 0.995£0.003 _|0.825£0.032[0.921x0.013 | 0.9870.001 [ 0.57120.316 | 0.8900.109 [ 0.531x0.290 | 0.985x0.001 | 0.529+0.017 | 0.997+0.001
glass 0.786£0.039 _|0.747£0.056 | 0.570£0.152] 0.62620.134 | 0.4200.112 | 0.8520.084] 0.75620.114 | 0.522£0.207 | 0.75620.141 | 0.706x0.058
[Average rank [2.937 [4375 [5 [55 [74375 _ [1375 [834375  [43125 _ [66525  [3.0625 |

Table 3.1: Average and standard deviation of AUC scores for the ODDS datasets (across 5 different
random seeds). The last row corresponds to average rank of each method.

RobustRealNVP | RealNVP AE VAE SO-GAAL |DAGMM SVDD OCSVM LOF IF
airplane-u 0.786+0.012 0.78420.012 | 0.582+0.010| 0.583£0.012 | 0.534+0.036 | 0.462+0.024 | 0.484+0.088 | 0.582+0.007 | 0.743+0.008 | 0.582+0.010
automobile-u | 0.818+0.028 0.782+0.022 | 0.486+0.010 | 0.50540.010 | 0.490+0.072 | 0.393+0.041 | 0.565+0.067 | 0.486+0.008 | 0.750+0.008 | 0.502+0.008

bird-u 0.6940.070 0.691+0.062 | 0.556+0.007 | 0.562+0.005 | 0.484+0.015 [ 0.461+0.052 | 0.517+0.118 | 0.565+0.010| 0.633£0.015 | 0.552+0.016
cat-u 0.772+0.077 0.726£0.076 | 0.484+0.009 | 0.499+0.015 | 0.526+0.021 | 0.433£0.034 | 0.493+0.098 | 0.517+0.008 | 0.582+0.005 | 0.503+0.010
deer-u 0.801+0.006 0.781£0.033 | 0.604+0.010| 0.612+0.010| 0.431£0.072 | 0.415£0.046 | 0.525+0.069 | 0.611+0.007 | 0.723+0.009 | 0.597+0.013
dog-u 0.760+0.044 0.704+0.050 | 0.444+0.003 | 0.450+0.006 | 0.535+0.065 | 0.387+0.061 | 0.439+0.124 | 0.490+0.017 | 0.587+0.008 | 0.441+0.010
frog-u 0.807+0.022 0.797£0.007 | 0.599+0.016 | 0.592+0.015 | 0.532+0.061 | 0.365+0.046 | 0.434+0.062 | 0.607+0.008 | 0.821+0.006 | 0.587+0.007
horse-u 0.786+0.013 0.769+0.057 | 0.504+0.014 | 0.503£0.011 | 0.510£0.052 | 0.468+0.032 | 0.510£0.069 | 0.534+0.008 | 0.670+0.018 | 0.511+0.017
truck-u 0.770£0.033 0.838+0.027 | 0.597+0.010| 0.598+0.011 | 0.477£0.110 | 0.445+0.055 | 0.515+0.098 | 0.605+0.018 | 0.778+0.006 | 0.603+0.008
ship-u 0.798+0.006 0.80220.009 | 0.493+0.016 | 0.489+0.006 | 0.410+0.055 | 0.461+0.039 | 0.495+0.061 | 0.505+0.006 | 0.738+0.009 | 0.506+0.016

airplane-c 0.752+0.018 0.748+0.023 | 0.611£0.013|0.619+0.010 | 0.512+0.035 | 0.437+0.057 | 0.464+0.116 | 0.616+0.008 | 0.687+0.009 | 0.619+0.021
automobile-c | 0.850+0.020 0.843+0.014 | 0.469+0.016 | 0.466+0.007 | 0.447+0.054 | 0.420£0.044 | 0.496+0.113 | 0.448+0.012 | 0.748+0.017 | 0.469+0.017

bird-c 0.640+0.025 0.63920.030 | 0.580+0.010| 0.561£0.016 | 0.485+0.035 | 0.450+0.062 | 0.517+0.058 | 0.581£0.017 | 0.64420.006 | 0.579+0.008
cat-c 0.462+0.017 0.45120.027 | 0.427+0.008 | 0.417£0.005 | 0.545+0.072 | 0.425+0.019 | 0.489+0.059 | 0.449+0.004 | 0.450+0.005 | 0.426+0.015
deer-c 0.825+0.019 0.808+0.009 | 0.676+0.008 | 0.669+0.001 | 0.456+0.056 | 0.529+0.027 | 0.544+0.111 | 0.643+0.010| 0.761+0.005 | 0.656+0.012
dog-c 0.500+0.021 0.487+0.023 | 0.410+0.012 | 0.404+0.005 | 0.585+0.085 | 0.372+0.043 | 0.481+0.055 | 0.429+0.006 | 0.4162+0.017 | 0.418+0.016
frog-c 0.826+0.015 0.788+0.020 | 0.593£0.008 | 0.599+0.016 | 0.436+0.070 | 0.435£0.014 | 0.507+0.102 | 0.614+0.009 | 0.814+0.005 | 0.588+0.013
horse-c 0.575+0.023 0.550£0.025 | 0.462+0.005 | 0.460+0.003 | 0.512+0.114 | 0.386+0.039 | 0.451£0.090 | 0.490+0.002 | 0.558+0.013 | 0.475+0.022
truck-c 0.6570.030 0.664+0.013 | 0.623+0.015 | 0.622£0.006 | 0.503+0.047 | 0.467+0.073 | 0.518+0.102 | 0.622+0.012 | 0.650£0.011 | 0.627+0.011
ship-c 0.671+0.025 0.653+0.023 | 0.450+0.012 | 0.44620.013 | 0.492+0.064 | 0.433+0.070 | 0.515+0.132 | 0.464+0.002 | 0.598+0.005 | 0.472+0.003

Table 3.2: Average and standard deviation of AUC scores for the CIFAR10 dataset (across 5 different
random seeds). The first column shows the category chosen as normal class. ’class’-c means the
training anomalies are clustered whereas ‘class’-u means the anomalies are uniformly sampled from
other classes.

Similar to the ODDS results, the deep learning baseline do not perform quite as well. One possible
reason is that, instead of using raw images, we use the preprocessed features as input for fair
comparison against the non-deep baselines. Thus, the deep methods are unable to make use of
convolutional neural networks, which degrade their performance. However, even compared with
the results in the original Deep-SVDD paper Ruff et al. (2018), which is trained on the uniform
anomalies by using convolutional neural networks, our results still perform better than their results.

More discussion on DAGMM and Deep-SVDD is given in the Appendix.
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Figure 3.4: Ablation study for the spectral normalization module. The TrimRealNVP is the
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3.5.5 Ablation Study for Spectral Normalization

We perform ablation study using the ODDS dataset to show the effectiveness of spectral normalization.
In Figure 3.4, we see that RobustRealNVP outperforms TrimRealNVP in 8 out of the 16 datasets
and tied in at least 4 of the remaining datasets. These results along with the synthetic experiment

results demonstrated the effectiveness of using spectral normalization in our framework.

3.5.6 Sensitivity Analysis for €

In real-world application, the true anomaly ratio (aka. contamination ratio) is often unknown.

Therefore, it is hard to determine how many data points should be discarded in each gradient descent
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Figure 3.5: Sensitivity analysis for estimated €. The ground truth € is 0.1. We give the results of the
estimated € equals to 0.05, 0.075, 0.1, 0.125, 0.15, 0.2. The y-value is the averaged AUC across 5
random seeds.

step. To investigate how the performance of RobustRealNVP would vary when the anomaly ratio is
over- or underestimated, we perform sensitivity analysis on the CIFAR10 datasets by varying the
estimated contamination ratio from 0.05 to 0.2 (note that the true anomaly ratio is 0.1). The results
shown in Figure 3.5 suggest that our method remains stable under most settings even though the
anomaly ratio was overestimated or underestimated by as high as 15%. In addition, we also perform
sensitivity analysis on the CIFAR10 datasets when the true anomaly ratio is varied from 0.1 to 0.4.
The results for Real NVP and RobustRealNVP shown in Figure 3.6 suggest that RobustRealNVP

performs consistently better than the Real NVP in most settings.

3.6 Conclusion

This paper presents RobustRealNVP, a deep, density-based unsupervised anomaly detection method

that is robust against training contamination. We demonstrate the effectiveness of our framework from
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Figure 3.6: Sensitivity Analysis of ground-truth Training anomaly ratio for uniform anomalies from
0.1 to 0.4. Red is RobustRealNVP, blue is Real NVP.

both theoretical and empirical perspectives. For future work, we will investigate the applicability of

the framework to other flow-based models beside Real NVP.
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CHAPTER 4

ROBUST LEARNING DEEP NEURAL NETWORKS UNDER AGNOSTIC CORRUPTED
SUPERVISION

In this chapter, we introduce the Provable Robust Learning (PRL), a robust learning algorithm which

could tolerate the agnostic label corruption in training data.

4.1 Introduction

Corrupted supervision is a common issue in real-world learning tasks, where the learning targets are
potentially noisy due to errors in the data collection or labeling process. Such corruptions can have
severe consequences especially in deep learning models, whose large degree-of-freedom makes
them easier to memorize the corrupted examples, and thus, susceptible to overfitting (Zhang et al.,
2016).

There have been extensive efforts to achieve robustness against corrupted supervision. A natural
approach to deal with corrupted supervision in deep neural networks (DNNs) is to reduce the model
exposure to corrupted data points during training. By detecting and filtering (or re-weighting)
the possible corrupted samples, the learning is expected to deliver a model that is similar to the
one trained on clean data (without corruption) (Kumar et al., 2010; Han et al., 2018; Zheng et al.,
2020). There are various criteria designed to identify the corrupted data points in training. For
example, Kumar et al. (2010); Han et al. (2018); Jiang et al. (2018) leveraged the loss function
values of the data points; Zheng et al. (2020) considered prediction uncertainty for filtering data;
Malach and Shalev-Shwartz (2017) used the disagreement between two deep networks; while Reed
et al. (2014) utilized the prediction consistency of neighboring iterations. The success of these
methods highly depends on the effectiveness of the detection criteria in correctly identifying the
corrupted data points. Since the true corrupted points remain unknown throughout the learning
process, such “unsupervised" methods may not be effective, either lacking in theoretical guarantees

of robustness (Han et al., 2018; Reed et al., 2014; Malach and Shalev-Shwartz, 2017; Li et al.,
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2017) or providing guarantees only under the assumption that prior knowledge is available about
the type of corruption present (Zheng et al., 2020; Shah et al., 2020; Patrini et al., 2017; Yi and
Wu, 2019). Most existing theoretical guarantees under agnostic corruption during optimization are
focused on convex losses (Prasad et al., 2018) or linear models (Bhatia et al., 2015, 2017), and
thus cannot be directly extended to DNNs. (Diakonikolas et al., 2019) developed a generalized
non-convex optimization algorithm against agnostic corruptions. However, it is not optimized for
the label/supervision corruption and has a high space complexity, which may incur prohibitive costs
when applied to typical DNNs with a large amount of parameters. Furthermore, many existing
approaches are exclusively designed for classification problems (e.g., Malach and Shalev-Shwartz
(2017); Reed et al. (2014); Menon et al. (2019); Zheng et al. (2020)); extending them to solve
regression problems is not that straightforward.

To tackle these challenges, this chapter presents a unified optimization framework with robustness
guarantees, without any assumptions on how supervisions are corrupted, and is applicable to both
classification and regression problems. Instead of designing a criterion for accurate detection of
corrupted samples, we focus on limiting the collective impact of corrupted samples during the

learning process through robust mean estimation of the gradients. Specifically, if our estimated

average gradient is close to the expected gradient from the clean data during the learning iterations,
then the final model will be close to the model trained on clean data. As such, a corrupted data point
can still be used during the training as long as it does not considerably alter the average gradient.
This observation has remarkably impact our algorithm design: instead of explicitly quantifying (and
identifying) individual corrupted data points, which is a hard problem in itself, we are now dealing
with an easier task, i.e., eliminating training data points that significantly distort the mean gradient
estimation. One immediate consequence of this design is that, even when a corrupted data point
failed to be excluded by the proposed algorithm, the data point will likely have very limited impact
on the overall gradient, as compared with state-of-the-art filtering data points based on loss values.
Compared to state-of-the-art robust optimization methods (Prasad et al., 2018; Diakonikolas et al.,

2019) that require the more expensive SVD computation on the gradient matrix, we fully utilize the
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gradient structure when the corruptions are exclusively on the supervision to make our algorithm
applicable to DNNs. Moreover, when only supervision are corrupted, we improve the error bound
from O(+/€) to O(€), where € is the corruption rate. We perform experiments on both regression
and classification with corrupted supervision on multiple benchmark datasets. The results show that

the proposed method outperforms state-of-the-art.

4.2 Related Work

Learning from corrupted data (Huber, 1992) has attracted considerable attention in the machine
learning community (Natarajan et al., 2013). Many recent studies have investigated robustness
of classification tasks with noisy labels. For example, Kumar et al. (2010) proposed a self-paced
learning (SPL) approach, which assigns higher weights to examples with smaller loss. A similar idea
was used in curriculum learning (Bengio et al., 2009), in which the model learns the easy concept
before the harder ones. Alternative methods inspired by SPL include learning the data weights
(Jiang et al., 2018) and collaborative learning (Han et al., 2018; Yu et al., 2019). Label correction
(Patrini et al., 2017; Li et al., 2017; Yi and Wu, 2019) is another approach, which attempts to revise
the original labels of the data to recover clean labels from corrupted ones. However, since we do not
have access to which data points are corrupted, it is harder to obtain provable guarantees for label
correction without strong assumptions about the corruption type.

Accurate estimation of the gradient is a key step for successful optimization. The relationship
between gradient estimation and its final convergence has been widely studied in the optimization
community. Since computing an approximated (and potentially biased) gradient is often more
efficient than computing the exact gradient, many studies used approximated gradients to optimize
their models and showed that they suffer from the biased estimation problem if there is no assumption
on the gradient estimation (d’Aspremont, 2008; Schmidt et al., 2011; Bernstein et al., 2018; Hu
et al., 2020; Ajalloeian and Stich, 2020).

A closely related topic is robust estimation of the mean. Given corrupted data, robust mean

estimation aims at generating an estimated mean /i such that the difference between the estimated
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mean on corrupted data and the mean of clean data ||i — ul|» is minimized. The median or
trimmed mean have been shown to be optimal statistics for mean estimation in one-dimensional
data (Huber, 1992). However, robustness in high dimension is more challenging since applying
the coordinate-wise optimal robust estimator would lead to an error factor O(Vd) that scales with
dimensionality of the data. Although classical methods such as Tukey median (Tukey, 1975)
have successfully designed algorithms to eliminate the O(Vd) error, the algorithms cannot run in
polynomial-time. More recently, Diakonikolas et al. (2016); Lai et al. (2016) successfully designed
polynomial-time algorithms with dimension-free error bounds. The results have been widely applied
to improve algorithmic efficiency in various scenarios (Dong et al., 2019; Cheng et al., 2020).
Robust optimization is designed to improve algorithm robustness in the presence of corrupted
data. Most existing efforts have focused on linear regression and its variants (Bhatia et al., 2015,
2017; Shen and Sanghavi, 2019) or convex problems (Prasad et al., 2018). Thus, their results cannot
be directly generalized to DNNs. Although Diakonikolas et al. (2019) presented a generalized
non-convex optimization method with an agnostic corruption guarantee, the space complexity of the
algorithm is high, and cannot be applied to DNNs due to large parameter sizes. We will discuss

(Diakonikolas et al., 2019) in more details later.

4.3 Methodology

Before introducing our algorithm, we first present our corrupted supervision setting. To characterize
agnostic corruptions, we assume there is an adversary that tries to corrupt the supervision of clean
data. There is no restriction on how the adversary corrupts the supervision, which can either be
randomly permuting the target, or in a way that maximizes negative impact (i.e., lower performance)
on the model. The adversary can choose up to € fraction of the clean target D, € R™ and alter
the selected rows of Dy to arbitrary valid numbers, generating D € R™*. The adversary then
returns the corrupted dataset Dy, D to our learning algorithm A. The adversary can have full
knowledge of the data or even the learning algorithm A. The only constraint on the adversary is

the corruption rate, €. A key question is: Given a dataset D, € R™”, DS € R"*?, with e-fraction of
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corrupted supervision, and a learning objective ¢ : R” x RY x RY — R parameterized by 6 € RY,

can we output the parameters 6 such that ||Vy¢(6; D,, D,)|| is minimized?

When € = 0, D§ = Dy and the learning is performed on clean data. The stochastic gradient
descent algorithm may converge to a stationary point where ||Vy¢(6;D,, D,)| = 0. However, this is
no longer the case when the supervision is corrupted as above due to the impact of the corrupted
data on 6. We thus want an efficient algorithm to find a model 6 that minimizes [|Vy¢(6; D,, D,)||.
A robust model 6 should have a small value of ||V4¢(6; D, D,)||, and we hypothesize that a smaller

IVop(6; Dy, Dy)| leads to better generalization.

4.3.1 Stochastic Gradient Descent with Biased Gradient

A direct consequence of corrupted supervision is biased gradient estimation. In this section, we will
first analyze how such biased gradient estimation affects the robustness of learning. The classical
analysis of stochastic gradient descent (SGD) requires access to the stochastic gradient oracle, which
is an unbiased estimation of the true gradient. However, corrupted supervision leads to corrupted
gradients, which makes it difficult to get unbiased gradient estimation without assumptions on how
the gradients are corrupted.

The convergence of biased gradient has been studied via a series of previous works (Schmidt
etal., 2011; Bernstein et al., 2018; Hu et al., 2020; Ajalloeian and Stich, 2020; Scaman and Malherbe,
2020). We show a similar theorem below for the sake of completeness. Before We gave the theorem
of how biased gradient affect the final convergence of SGD. We introduce several assumptions and

definition first:

Assumption 6 (L-smoothness) The function ¢: R¢ — R is differentiable and there exists a constant

L > 0 such that for all 01,0, € RY, we have ¢(62) < ¢(81) + (Vp(61),0, — 0;) + %”92 — 6017

Definition 3 (Biased gradient oracle) A map g : RYxD — R, suchthat (9, &) = Vp(0)+b (6, &)+

n(0,¢) for a biasb : RY — R and zero-mean noisen : R x D — RY, that is Ee (n(6,€)) =0.
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Compared to standard stochastic gradient oracle, the above definition introduces the bias term b. In

noisy-label settings, the b is generated by the data with corrupted labels.

Assumption 7 (o-Bounded noise) There exists constants o > 0, such that E§||n(9,§)||2 <

o, VY0eR4

Assumption 8 ({-Bounded bias) There exists constants { > 0, such that for any &, we have

Ib(6,&)|1> < &%, VO e R?

For simplicity, assume the learning rate is constant y, then in every iteration, the biased SGD
performs update 6,1 «— 6, — y,;8(6;,¢). Then the following theorem showed the gradient norm

convergence with biased SGD.

Theorem 4 (Convergence of Biased SGD(formal)) Under assumptions 6, 7, 8, define F =

1 LF
¢ (6p) — ¢*and step size y = min {Z, (1/ —T)}, denote the desired accuracy as k, then
o
1 o?
T=0|-+—
(k k? )

iterations are sufficient to obtain miner1 E (||Vé(6;) ||2) =O0(k+ 7).

Remark 5 Letk =2 T=0 (# + ‘;—:) iterations is sufficient to get
min,e[71 E (V¢ (6;) ||2) = O(Z?), and performing more iterations does not improve the accuracy in

terms of convergence.

The difference between the above theorem and the typical convergence theorem for SGD is
that we are using a biased gradient estimation. According to Theorem 4, robust estimation of the
gradient g is the key to ensure a robust model that converges to the clean solution. We also assume
the loss function has the form of £(y, ¥), in which many commonly used loss functions belong to

this category.
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4.3.2 Robust Gradient Estimation for General Data Corruption

Before discussing the corrupted supervision setting, we first review the general corruption setting,
where the corruptions may be present in both the supervision and input features. A naive approach
is to apply a robust coordinate-wise gradient estimation approach such as coordinate-wise median
for gradient estimation. However, by using the coordinate-wise robust estimator, the L2 norm of
the difference between the estimated and ground-truth gradients contains a factor of O(Vd), where
d is the gradient dimension. This error term induces a high penalty for high dimensional models
and thus cannot be applied to DNNs. Recently, (Diakonikolas et al., 2016) proposed a robust mean

estimator with dimension-free error for general types of corruptions. (Diakonikolas et al., 2019)

achieves an error rate of O(+/€) for general corruption. This begs the question whether it is possible
to further improve the O (+/e€) error rate if we consider only corrupted supervision.

To motivate our main algorithm (Alg. 4), we first introduce and investigate Alg. 3 for general
corruption with dimension-dependent error. The algorithm excludes data points with large gradient
norms and uses the empirical mean of the remaining points to update the gradient. Cor. 1 below

describes its robustness property.

Algorithm 3: (PRL(G)) Provable Robust Learning for General Corrupted Data
input: dataset D, D§ with corrupted supervision, learning rate y;;

for = 1 to maxiter do
Randomly sample a mini-batch M from Dy, D§
Calculate the individual gradient G for M
For each row z; in G, calculate the 12 norm ||z;||
Choose the e-fraction rows with large ||z; ||
Remove those selected rows, and return the empirical mean of the rest points as f.
Update model 6,41 = 6; — y: /i
end for
return model parameter 6

Corollary 1 (Robust Optimization For Corrupted Data) Given the assumptions in Theorem 4,
applying Algorithm 3 to e-fraction corrupted data yields min,c[71 E (||Vo(x)[|) = O(eVd) for large

enough T, where d is the number of the parameters.
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Remark 6 The term Vd is due to the upper bound of d-dimensional gradient norm of clean data.
The term can be removed if we assume the gradient norm is uniformly bounded by L. However, this
assumption is too strong for robust gradient estimation. We will show that later that the assumption
can be relaxed (i.e. bounded maximum singular value of gradient) under the corrupted supervision

setting.

The error bound in the above corollary has several practical issues. First, the bound grows
with increasing dimensionality, and thus, is prohibitive when working with DNNs, which have
extremely large gradient dimensions due to their massive number of parameters. Even though one
can improve the factor y/e Diakonikolas et al. (2019) to €, the results remain impractical compared
to the dimension-free O (+/€) guarantee in (Diakonikolas et al., 2019), since above bound involves
the dimension related term Vd.

Efficiency is another main limitation of Alg. 3 since it requires computing individual gradients.
Although there are advanced methods available to obtain the individual gradient, e.g., (Goodfellow,
2015), they are still relatively slow compared to the commonly used back-propagation algorithm.
Moreover, many of them are not compatible with other components of DNN such as batch
normalization (BN). Since the individual gradients are not independent within the BN, they will lose
the benefits of parallelization. We will show below that the above issues can be addressed under the

corrupted supervision setting and propose a practical solution that easily scales for DNNs.

4.3.3 Robust Gradient Estimation for One Dimensional Corrupted Supervision

In this section, we show that the robustness bound in Cor. 1 can be improved if we assume the
corruption comes from the supervision only. In addition, by fully exploiting the gradient structure
of the corrupted supervision, our algorithm is much more efficient and is compatible with batch
normalization. We begin with a 1-dimensional supervision setting (e.g., binary classification or
single-target regression) to illustrate this intuition and will extend it more general settings in the

next section. Consider a supervised learning problem with input features X € R™*” and supervision
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y € R". The goal is to learn a function f, parameterized by # € R¢, by minimizing the following loss
ming 3., ¢; = ming 3.7, L(y;, f(X;,0)). The gradient for a data point i is Vy¢; = g—%% = ;8;.
In general, if the corrupted gradients drive the gradient estimation away from the clean gradient,
they are either large in magnitude or systematically change the direction of the gradient Diakonikolas
et al. (2019). However, our key observation is that, when only the supervision is corrupted, the
al;

corruption contributes only to the term «@; = a7 which is a scalar in the one-dimensional setting. In

other words, given the clean gradient of i*" point, g; € R?, the corrupted supervision only re-scales
the gradient vector, changing the gradient from «;g; to 6;g;, where ¢; = % As such, it is unlikely
for the corrupted supervision to systematically change the gradient direction.

The fact that corrupted supervision re-scales the clean gradient can be exploited to reshape the
robust optimization problem. Suppose we update our model in each iteration by 6% = 6 — yu(G),
where p(-) denotes the empirical mean function and G = [Vg(/)lT, ..., Vegl'] € R™* is the gradient

matrix for a mini-batch of size m. We consider the following problem:

Problem 1 (Robust Gradient Estimation for One Dimensional Corrupted Supervision) Given

Rmxd

a clean gradient matrix G € , an e-corrupted matrix G with at most e-fraction rows are

corrupted from a;g; to 6;8;, design an algorithm A : R"™¢ — R< that minimizes ||u(G) — A(G)].

Note that when ||d;|| is large, the corrupted gradient will have a large effect on the empirical mean,
and if ||6;]| is small, the corrupted gradient will have a limited effect on the empirical mean. This
motivates us to develop an algorithm that filters out data points by the loss layer gradient || g—% ||. If the
norm of the loss layer gradient of a data point is large (in one-dimensional case, this gradient reduces
to a scalar and the norm becomes its absolute value), we exclude the data point when computing
the empirical mean of gradients for this iteration. Note that this algorithm is applicable to both
regression and classification problems. Especially, when using the mean squared error (MSE) loss
for regression, its gradient norm is exactly the loss itself, and the algorithm reduces to self-paced
learning Kumar et al. (2010) or trim loss Shen and Sanghavi (2019). We summarize the procedure

in Algorithm 4 and will extend it to the more general multi-dimensional case in the next section.
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Algorithm 4: (PRL(L)) Efficient Provable Robust Learning for Corrupted Supervision
input: dataset D, D§ with corrupted supervision, learning rate y;;

for 1 = 1 to maxiter do
Randomly sample a mini-batch M from Dy, D§
Compute the predicted label Y from M
Calculate the gradient norm for the loss layer, (e.g., ||§ — y|| for mean square error or cross entropy)
M < M — M,, where M is the top- fraction of data points with largest ||y — y||
Update model 6,,, = 6, — y, /1, where /i is the empirical mean of M
end for
return model parameter 6;

4.3.4 Extension to Multi-Dimensional Corrupted Supervision

To extend our approach to multi-dimensional case, let g be the output dimension of y. The gradient

for each data point i is Vg¢; = g—jﬁ%, where g—jﬁ € RY is the gradient of the loss with respect to

model output, and % € R? is the gradient of the model output with respect to model parameters.

ol;

When the supervision is corrupted, the corruption affects the term e which is now a vector.
ale A A .. .
Let 6; = ﬁ e RY, a; = g—}" e RI, W; = % € R4 and m be the mini-batch size. Denote

the clean gradient matrix as G € R™4where the i,, row of gradient matrix g; = a;W;. The

multi-dimensional robust gradient estimation problem is defined as follows.

Problem 2 (Robust Gradient Estimation for Multi-Dimensional Corrupted Supervision) Given
a clean gradient matrix G, an e-corrupted matrix G with at most e-fraction rows corrupted from

a;W; to 6;W,, design an algorithm A : R™¢ — R? that minimizes ||u(G) — A(G)|.

We begin our analysis by examining the effects of randomized filtering-base algorithms, i.e.,
using the empirical mean gradient of the random selected (1 — €)-fraction subset to estimate clean
averaged gradient. Randomized filtering-based algorithm does not serve a practical robust learning
approach, but its analysis leads to important insights into designing one. We have the following

lemma for any randomized filtering-based algorithm (proof is given in Appendix):

Lemma 4 (Gradient Estimation Error for Random Dropping e-fraction Data) Ler G € R™*¢
be a corrupted matrix generated as in Problem 2, and G € R"™*? be the original, clean gradient
matrix. Suppose an arbitrary (1 — €)-fraction rows are selected from G to form the matrix N € R"™“

Let u be the empirical mean function. Assume the clean gradient before loss layer has a bounded
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operator norm, i.e., ||W||,, < C, the maximum clean gradient in loss layer maxeg ||| = k, and

the maximum corrupted gradient in loss layer max;eN ||0;|| = v, then we have:

3e — 4¢2 €
lu(G) — u(N)|| < Ck T +Cv

1-€

Lemma 4 explains the factors affecting the robustness of filtering-based algorithm. Note that v
is the only term that is related to the corrupted supervision. If v is large, then the bound is not safe
since the right-hand side can be arbitrarily large (i.e. an adversary can change the supervision in
such a way that v becomes extremely large). Thus controlling the magnitude of v provides a way to
effectively reduce the bound. For example, if we manage to control v < k, then the bound is safe.
This can be achieved by sorting the gradient norms at the loss layer, and then discarding the largest
e-fraction data points. Motivated by Lemma 4, we proposed Alg. 4, whose robustness guarantee is

given in Thm. 5 and Cor. 2.

Theorem 5 (Robust Gradient Estimation For Supervision Corruption) Let G be a corrupted
matrix generated as in Problem 2, q be the output dimension, and u be the empirical mean of the
clean gradient matrix G. Assuming the maximum clean gradient before loss layer has bounded

operator norm: ||W||,, < C, then the output of gradient estimation in Algorithm 4, [i, satisfies

i = all = O(ey/g) = O(e).

Thm. 5 can be obtained from Lemma 4 by substituting v by k. The following robustness

guarantee can then be obtained by applying Thm. 4.

Corollary 2 (Robust Optimization For Corrupted Supervision Data) Given the assumptions
used in Thm. 4, applying Algorithm. 4 to any e-fraction supervision corrupted data, yields

minse(7) E ([[Vo(X;)||) = O(eq) for large enough T, where q is the dimension of the supervision.

Comparing Cor. 1 and Cor. 2, we see that when the corruption only comes from supervision, the

dependence on d is reduced to g, where g < d in most deep learning problems.
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4.3.5 Comparison against Other Robust Optimization Methods

SEVER (Diakonikolas et al., 2019) provides state-of-the-art theoretical results for general corruptions,

with a promising O (+/€) dimension-free guarantee. Compared to Diakonikolas et al. (2019), we
have two contributions: a) When corruption comes only from the supervision, we show a better
error rate if supervision dimension can be treated as a small constant. b) Our algorithm can scale to
DNNs while Diakonikolas et al. (2019) cannot. This is especially critical as the DNN based models
are currently state-of-the-art methods for noisy label learning problems.

Despite the impressive theoretical results in Diakonikolas et al. (2019), it cannot be applied
to DNNs even with the current best hardware configuration. Diakonikolas et al. (2019) used
dimension-free robust mean estimation techniques to design the learning algorithm, while most
robust mean estimation approaches rely on filtering data by computing the score of projection to
the maximum singular vector. For example, the approach in Diakonikolas et al. (2019) requires
applying expensive SVD on n X d individual gradient matrix, where n is the sample size and d is
the number of parameters. This method works well for smaller datasets and smaller models when
both n and d are small enough for current memory limitation. However, for DNNGs, this matrix size
is far beyond current GPU memory capability. For example, in our experiment, # is 60,000 and d is
in the order of millions (network parameters). It is impractical to store 60,000 copies of networks in
a single GPU card. In contrast, our algorithm does not need to store the full gradient matrix. By
only considering the loss-layer gradient norm, it can be easily extended to DNNs, and we show that
this simple strategy works well in both theory and challenging empirical tasks.

We note that better robustness guarantee can be achieved in linear (Bhatia et al., 2015, 2017) or
convex (Prasad et al., 2018) cases, but they cannot be directly applied to DNNss.

The strongest assumption behind our proof is that the maximum singular value of the gradient
before loss layer is bounded, which is similar to the one used in Diakonikolas et al. (2019). We also
treat the clean gradient loss layer norm (k in Lemma 4) as a constant, which is particularly true for
DNNSs due to their overparameterization. In practice, our algorithm slowly increase the dropping

ratio 7 at first few epochs, which guarantees that k is a small number.
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4.3.6 Relationship to Self-Paced Learning (SPL)

Many state-of-the-art methods with noisy labels depend on the SPL (Han et al., 2018; Song et al.,
2019; Yu et al., 2019; Shen and Sanghavi, 2019; Wei et al., 2020; Sun et al., 2020). At first glance,
our method looks very similar to SPL. Instead of keeping data points with small gradient norms,
SPL tries to keep those points with small loss. The gradient norm and loss function are related
via the famous Polyak-L.ojasiewicz (PL) condition. The PL condition assumes there exists some
constant s > 0 such that Vx : %||V¢(X) I> > 5 (¢(x) — ¢*). As we can see, when the neural network
is highly over-parameterized, ¢* can be assumed to be equal across different samples since the
neural networks can achieve zero training loss (Zhang et al., 2016). By sorting the error ¢(x;) for
every data point, SPL is actually sorting the lower bound of the gradient norm if the PL condition
holds. However, the ranking of gradient norm and the ranking of the loss can be very different since
there is no guarantee that the gradient norm is monotonically increasing with the loss value.

Here we show that the monotonic relationship can be easily violated even for the simple square
loss function. One easy counter-example is ¢(x1,x2) = O.Sxf + 50x§. Take two points (1000, 1) and
(495, -49.5), we will find the monotonic relationship does not hold for these two points. Nocedal et al.
(2002) showed that the monotonic relationship holds for square loss (i.e. ¢(x) = %(x —-x)7Q(x-x")
) if the condition number of Q is smaller than 3 + 2V2, which is quite a strong assumption especially
when x is in high-dimension. If we consider the more general type of loss function (e.g., neural
network), the assumptions on condition number should only be stronger, thus breaking the monotonic
relationship. Thus, although SPL sorts the lower bound of the gradient norm under mild assumptions,
our algorithm is significantly different from SPL and its variations.

We also provide an illustration as to why SPL is not robust from the loss landscape perspective
in figure 4.1. In order to have a more intuitive understanding of our algorithm, we could look at
the Figure 4.1(b) and 4.1(d). Since we are in the agnostic label corruption setting, it is difficult to
filtering out the correct corrupted data. We showed two situations when loss filtering failed and
gradient filtering failed. As we could see that when loss filtering method failed, the remaining

corrupted data could have large impact on the overall loss surface while when gradient filtering
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(b) When gradient filtering method failed to pick out right corrupted data, the remaining corrupted data is relatively
smooth, thus has limited impact on overall loss surface.

Clean data [
Anomaly data |
m—— Dangerous zone of loss filtering |

(d) When loss filtering method failed to pick out right corrupted data, the remaining corrupted data could be extremely
sharp, thus has large impact on overall loss surface.

Figure 4.1: Geometric illustration of the difference between loss filtering and gradient norm filtering.
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method failed, the remaining corrupted data only have limited impact on the overall loss surface,
thus gaining robustness.

Next, we discuss the relationship between SPL and Algorithm 4 under corrupted supervision.
SPL has the same form as Algorithm 4 when we are using mean square error to perform regression
tasks since the loss layer gradient norm is equal to loss itself. However, in classification, Algorithm
4 is different from the SPL. In order to better understand the algorithm, we further analyze the
difference between SPL and our algorithm for cross-entropy loss.

For cross entropy, denote the output logit as o, we have

H(y;, f;) = —(yi, log(softmax(0;))) = —(y;, log(f;)).

The gradient norm of cross entropy with respect to o; is: % =y, — softmax(o;) = f; — y;. Thus, the

gradient norm of loss layer is the MSE between y; and f;. Next, we investigate when MSE and cross
entropy give non-monotonic relationship. For simplicity, we only consider the sufficient condition

for the non-monotonic relationship, which is given by Lemma 5.

Lemma S Lety € RY, wherey, =1 andy; =0 fori # k. Suppose a and B are two q-dimensional
vectors in probability simplex. Without loss of generality, suppose a has a smaller cross entropy loss
and ay > B, then the sufficient condition for ||@ —y|| = ||B — yl| is Varjzx ({a;}) — Variz, ({8i}) =

ﬁ ((ak = Br) (2 — ar — Br))

As aj > B, the term on right-hand-side of the inequality is non-negative. Thus, when MSE
generates a result that differs from cross-entropy, the variance in the probability vector of the
non-true class for the discarded data point is larger. For example, consider the ground-truth vector
y=1[0,1,0,0,0,0,0,0,0,0], and two prediction vectors, @ = [0.08, 0.28,0.08, 0.08, 0.08, 0.08,
0.08,0.08,0.08,0.08] and 8 = [0.1,0.3,0.34,0.05,0.05,0.1,0.03, 0.03, 0, 0]. @ has a smaller MSE
loss while 8 has a smaller cross-entropy loss. S will more likely be noisy data since it has two
relatively large values of 0.3 and 0.34. Since cross entropy loss considers only one dimension,

corresponding to the ground truth label, it cannot detect such a situation. Compared to cross-entropy,
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the gradient (mse loss) considers all dimensions, and thus, will consider the distribution of the

overall prediction.

4.3.7 Combining with Co-teaching Style Training

Co-teaching (Han et al., 2018) is one of the state-of-the-art deep methods for learning with noisy
labels. Motivated by Co-teaching, we propose Co-PRL(L), which has the same framework as
co-teaching but uses the loss-layer gradient to select the data. The key difference between Co-PRL(L)
and algorithm 4 is that in Co-PRL(L), we optimize two network by PRL(L). Also in every iteration,

two networks will exchange the selected data to update their own parameters. The algorithm is in 5.

Algorithm 5: Co-PRL(L), Collaborative Provable Robust Learning
input: initialize w y and wy, learning rate 7, fixed 7, epoch Ty and T}y, iterations N, .x
forT =1,2,...,Thax do
for N =1, ..., Nyax do
random sample a minibatch M from D, D; (noisy dataset)

get the predicted label Y ¢ and Y, from M by wr. wg
calculate the individual loss [ = L(Y, Yf), lg = L(Y, \A(g)

ol
calculate the gradient norm of loss layer score s = ||Tf||, scoreg = =21
Y 0¥,
sample R(T')% small-loss-layer-gradient-norm instances by score s and scoreg to get Ns, Ng
update wyr =wyr —nVy L(Ng,wg), wg =wg =0V, L(Ng, wg) (selected dataset)
update model X, = X; — v [
end for
T
Update R(7T) = 1 — min {—T, T}
Ty
end for

4.4 Experimental Results

We have performed our experiments on various benchmark regression and classification datasets.
We compare PRL(G)(Algorithm 3), PRL(L) (Algorithm 4), and Co-PRL(L) (Algorithm 5) to the

following baselines.

* Standard: standard training without filtering data (mse for regression, cross entropy for

classification);
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Corruption | Standard Normclip Huber Min-sgd Ignormclip || PRL(G) PRL(L) Co-PRL(L)
linadv: 10 -2.33+£0.84 -2.22+0.74 0.868+0.01 | 0.103+0.03 | 0.68+0.07 0.876+£0.01 | 0.876x0.01 | 0.876+0.01
linadv: 20 -8.65+2.1 -8.55+£2.2 0.817£0.015 | 0.120+0.02 | 0.367+0.28 || 0.871+0.01 | 0.869+0.01 | 0.869+0.01
linadv: 30 -18.529+4.04 | -19.185+4.31 | 0.592+0.07 | 0.146+0.03 | -0.944+0.51 || 0.865+0.01 | 0.861+0.01 | 0.860%0.01
linadv: 40 -32.2246.32 | -32.75+£7.07 | -2.529+1.22 | 0.180+0.01 | -1.60 = 0.80 || 0.857+ 0.01 | 0.847+0.02 | 0.847+0.02
signflip: 10 | 0.800%0.02 0.798+0.03 0.857+£0.01 | 0.110+£0.04 | 0.846+0.01 || 0.877+0.01 | 0.878+0.01 | 0.879+0.01
signflip: 20 | 0.641+0.05 0.638+0.04 0.786+0.02 | 0.105+0.07 | 0.82+0.02 0.875+0.01 | 0.875+0.01 | 0.877+0.01
signflip: 30 | 0.422+0.04 0.421+0.04 0.629+0.03 | 0.124+0.05 | 0.795+0.02 || 0.871+0.01 | 0.873+0.01 | 0.875+0.01
signflip: 40 | 0.193+0.043 | 0.190+0.04 0.379+0.05 | -0.028+0.25 | 0.759+0.01 || 0.872+0.01 | 0.872+0.01 | 0.871+0.01
uninoise: 10 | 0.845+0.01 0.844+0.01 0.875+0.01 | 0.103+0.03 | 0.859+0.01 | 0.879+0.01 | 0.881+0.01 | 0.881+0.01
uninoise: 20 | 0.798+0.02 0.795+0.02 0.865+0.01 | 0.120+0.02 | 0.844+0.01 | 0.878+0.01 | 0.880+0.01 | 0.880+0.01
uninoise: 30 | 0.728+0.02 0.725+0.02 0.847+0.01 | 0.146+0.03 | 0.831+0.01 | 0.878+0.01 | 0.879+0.01 | 0.879+0.01
uninoise: 40 | 0.656+0.02 0.654+0.02 0.825+0.01 | 0.180+0.01 | 0.821+0.01 || 0.876+0.01 | 0.878+0.01 | 0.878+0.01
pairflip: 10 | 0.852+0.02 0.851+0.02 0.870+£0.01 | 0.110+£0.04 | 0.867+0.01 || 0.877+0.01 | 0.876+0.01 | 0.878+0.01
pairflip: 20 | 0.784+0.03 0.783+0.03 0.841+£0.02 | 0.120+£0.03 | 0.849+0.01 || 0.874+0.01 | 0.873+0.01 | 0.874+0.01
pairflip: 30 | 0.688+0.04 0.686+0.04 0.770£0.02 | 0.133£0.02 | 0.828+0.01 || 0.870+0.01 | 0.872+0.01 | 0.873+0.01
pairflip: 40 | 0.556+0.06 0.553+0.06 0.642+0.06 | 0.134+0.03 | 0.810+£0.02 || 0.863+0.01 | 0.870+0.01 | 0.870+0.01
mixture: 10 | -0.212+0.6 -0.010+0.48 | 0.873+0.01 | 0.101+£0.03 | 0.861+0.01 | 0.878+0.01 | 0.880+0.01 | 0.880+0.01
mixture: 20 | -0.404+0.68 | -0.463+£0.67 | 0.855+0.01 | 0.119+0.03 | 0.855+0.01 || 0.877+£0.01 | 0.878+0.01 | 0.879+0.01
mixture: 30 | -0.716+0.57 | -0.824+0.39 | 0.823+0.01 | 0.148+0.02 | 0.847+0.01 || 0.875+£0.01 | 0.877+0.01 | 0.878+0.01
mixture: 40 | -3.130+£1.51 | -2.69+0.84 0.763+£0.01 | 0.175+0.02 | 0.835+0.01 || 0.872+0.01 | 0.875 +0.01 | 0.876+0.01

Table 4.1: R-square on CelebA clean testing data, and the standard deviation is from last ten epochs
and 5 random seeds.

Corruption Standard Normclip Bootstrap Decouple Min-sgd SPL PRL(L) Co-teaching | Co-PRL(L)
CF10-sym-30 | 63.22+0.18 | 62.41£0.06 | 63.67+0.24 | 70.73+0.51 | 13.31+2.24 || 77.77£0.34 | 79.40£0.19 || 79.90+0.13 | 80.05+0.12
CF10-sym-50 | 44.63+0.18 | 43.99+0.28 | 46.13+0.18 | 57.48+1.98 | 13.33+2.85 || 72.22+0.15 | 74.17£0.15 || 74.25+0.41 | 75.43+0.09
CF10-sym-70 | 24.12+0.09 | 24.17+£0.37 | 25.13+£0.39 | 40.11+4.62 | 9.08+£0.94 || 56.19+£0.33 | 58.36+0.62 || 58.41+0.33 | 60.26+0.42
CF10-pf-25 68.34+0.30 | 67.92+0.43 | 68.71£0.32 | 75.59+0.35 | 10.45+£0.60 || 75.79+0.44 | 80.54+0.07 || 80.18+0.21 | 81.51+0.13
CF10-pf-35 58.68+0.28 | 58.27+0.18 | 58.19+0.12 | 66.38+0.44 | 12.29+1.92 || 70.40+0.27 | 77.61+0.35 || 77.97£0.03 | 79.01+0.14
CF10-pf-45 48.05+0.25 | 48.03+£0.54 | 47.84+0.32 | 51.54+0.81 | 10.94+1.28 || 58.95+0.59 | 71.42+0.24 || 72.43£0.31 | 73.78+0.17
CF100-sym-30 | 32.83+0.39 | 32.10+£0.64 | 34.47+0.22 | 32.95+0.44 | 2.94+0.61 44.37+0.44 | 46.40+0.18 || 45.02+0.29 | 47.51+0.47
CF100-sym-50 | 20.47+£0.44 | 19.73£0.29 | 21.59+0.44 | 21.02+0.36 | 2.35+0.45 | 37.89+0.16 | 38.38+0.65 || 38.79+0.33 | 40.64+0.11
CF100-sym-70 | 9.93+£0.07 | 9.93+0.23 | 10.59+0.17 | 12.55+0.46 | 2.32+0.24 | 24.10+0.44 | 25.38+0.56 || 24.94+0.53 | 27.27+0.01
CF100-pf-25 40.37+0.55 | 39.34+0.35 | 40.22+0.37 | 39.43£0.27 | 2.62+0.26 || 40.48+0.72 | 47.57+0.37 || 42.97+0.10 | 48.06+0.26
CF100-pf-35 34.07+0.19 | 32.88+0.10 | 34.53+0.23 | 33.14+0.07 | 2.30+£0.07 || 34.17+£0.46 | 43.32+0.16 || 36.69+0.23 | 44.08+0.33
CF100-pf-45 27.66+0.50 | 27.35+£0.61 | 27.56+0.23 | 26.83+£0.41 | 2.55+£0.52 || 27.55+0.66 | 33.31+0.10 || 29.71+£0.20 | 34.43+0.05

Table 4.2: Classification accuracy for clean testing data on CIFAR10 and CIFAR100 with training
on symmetric and pairflip label corruption. The standard deviation is from last ten epochs and 3
random seeds.

* Normclip: standard training with norm clipping; Huber: standard training with huber loss

(regression only);

* Decouple: decoupling network, update two networks by using their disagreement (Malach

and Shalev-Shwartz, 2017) (classification only);

* Bootstrap: 1t uses a weighted combination of predicted and original labels as the correct

labels, and then perform back propagation (Reed et al., 2014) (classification only);

* Min-sgd: choosing the smallest loss sample in minibatch to update model (Shah et al., 2020);
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* SPL Jiang et al. (2018): self-paced learning (also known as the trimmed loss), dropping the

data with large losses (same as PRL(L) in regression setting with MSE loss);

e Ignormclip: clipping individual gradient then average them to update model (regression

only);

* Co-teaching: collaboratively train a pair of SPL model and exchange selected data to another

model (Han et al., 2018) (classification only).

Since it is hard to design experiments for agnostic corrupted supervision, we analyzed the

performance on a broad class of corrupted supervision settings:

* linady: the corrupted supervision is generated by random wrong linear relationship of features:

Y. = X« W, (regression);
* signflip: the supervision sign is flipped Y¢ = —Y (regression);

* uninoise: random sampling from uniform distribution as corrupted supervision Y¢ ~ [-5, 5]

(regression);
* mixture: mixture of above types of corruptions (regression);

* pairflip: shuffle the coordinates (i.e. eyes to mouth in CelebA or cat to dog in CIFAR)

(regression and classification);
* symmetric: randomly assign wrong class label (classification).

For classification, we use accuracy as the evaluation metric, and R-square is used to evaluate
regression experiments. We show the average evaluation score on testing data for the last 10 epochs.
We also include the training curves to show how the testing evaluation metric changes during training
phase. All experiments are repeated 5 times for regression experiments and 3 times for classification
experiments. Main hyperparameters are showed in the Table 4.3. For Classification, we use the
same hyperparameters in Han et al. (2018). For CelebA, we use 3-layer fully connected network

with 256 hidden nodes in hidden layer and leakly-relu as activation function.
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Data\HyperParameter | BatchSize | Learning Rate | Optimizer | Momentum

CF-10 128 0.001 Adam 0.9

CF-100 128 0.001 Adam 0.9

CelebA 512 0.0003 Adam 0.9

Table 4.3: Main Hyperparmeters

Data e—0.1 e —0.05 € € +0.05 e+0.1
CF10-Pair-45% 65.07+£0.83 | 70.07+0.67 | 73.78+0.17 | 77.56+0.55 | 79.36+0.43
CF10-Sym-50% | 69.21+0.35 | 72.53+0.45 | 75.43 £ 0.09 | 77.65+0.27 | 78.10+0.31
CF10-Sym-70% | 53.88+0.64 | 58.49+0.97 | 60.26 + 0.42 | 60.89+0.43 | 54.91+0.68
CF100-Pair-45% | 32.60+0.45 | 34.17+£0.40 | 34.43 + 0.05 | 36.87+0.41 | 38.34+0.78
CF100-Sym-50% | 37.74+0.41 | 39.72+0.36 | 40.64 + 0.11 | 43.02+0.36 | 43.92+0.61
CF100-Sym-70% | 24.40+0.47 | 25.50+0.45 | 27.27 £ 0.10 | 27.80+0.50 | 28.20+0.97

Table 4.4: Sensitivity analysis for over-estimated/under-estimated €.

4.4.1 Regression Results

For regression, we evaluated our method on the CelebA dataset, which contains 162,770 training
images, 19,867 validation images, and 19,962 test images. Given a human face image, the goal
is to predict the coordinates for 10 landmarks in the face image. Specifically, the target variable
is a ten-dimensional vector of coordinates for the left eye, right eye, nose, left mouth, and right
mouth. We added different types of corruption to the landmark coordinates. The CelebA dataset
is preprocessed as follows: we use a three-layer CNN to train 162770 training images to predict
clean coordinates (we use 19867 validation images to do the early stopping). We then apply the
network to extract a 512-dimensional feature vector from the testing data. Thus, the final dataset
after preprocessing consists of the feature sets X € R!9%02%312 and the target variable Y € R19962x10,
We further split the data to the training and testing set, where training sets contain 80% of the data.
We then manually add the linadyv, signflip, uninoise, pairflip, and mixture corruptions to the target
variable in the training set. The corruption rate for all types of corruptions is varied from 0.1 to 0.4.
We use a 3-layer fully connected networks for our experiments. The results of averaged r-square
for the last 10 epochs are shown in Table 4.1. The training curves could be found in the figure 4.2.
Surprisingly, the performance of PRL(G) is comparable to PRL(L). This is partially due to the

network structure and the initialization. Another possible reason is that for this task, the gradient
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Figure 4.2: CelebA Testing Curve During Training. The corruption ratios are [0.1, 0.2, 0.3, 0.4]
from left to right. The corruption types are [linadv, signflip, uninoise, mixture, pairflip] from up
to bottom. X axis represents the epoch number, Y axis represents the testing r-square. In some
experiment, there is no curve for Standard and NormClip since they gave negative r-square, which
will effect the plotting scale. The shadow represents the confidence interval, which is calculated
across 5 random seed. As we see, PRL(G), PRL(L), and Co-PRL(L) are robust against different
types of corruptions.

norm is upper bounded by a small constant.

4.4.2 Classification Results

We perform our experiments on the CIFAR10 and CIFAR100 datasets to illustrate the effectiveness

of our algorithm in classification setting. We use a 9-layer Convolutional Neural Network, similar to
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the approach in Han et al. (2018). Since most baselines include batch normalization, it is difficult to
get individual gradient efficiently, we exclude the ignormclip and PRL baselines. In the appendix,
we attached the results if both co-teaching and Co-PRL(L) excludes the batch normalization module.
Our results suggest that co-teaching cannot maintain robustness unlike our proposed method. The
reason is discussed in the appendix. We consider pairflip and symmetric supervision corruptions in
our experiments. Also, to compare with the current state of the art method, for symmetric noise, we
use corruption rate beyond 0.5. Although our theoretical analysis assumes the noise rate is smaller
than 0.5, when the noise type is not an adversary (i.e. symmetric), we empirically show that our
method can also deal with such type of noise. The results for CIFAR10 and CIFAR100 are shown
in Table 4.2. The results suggest that our method performs significantly better than the baselines
irrespective of whether we are using one network (PRL vs SPL) or two networks (Co-PRL(L) vs

Co-teaching). The training curves could be found in the figure 4.3.

4.4.3 Case Study on Limnology Dataset

We also performed a case study on Limnology Dataset. In this experiment, we use the variables
from the LAGOSNE database (Soranno et al. (2017)) to predict the total phosphorus (TP) and total
nitrogen (TN) in lakes. The predictor we used include chlorophyll, secchi, NO2NO3, etc. There are
10470 samples in the dataset, and we use 33% percent of the data as the testing data.

To study whether the PRL can defend against the noisy supervision in Limno data, we introduced

two types of corruption to modifying the TN and TP value.

* linadv: the corrupted supervision is generated by random wrong linear relationship of features:

Ye=Xx*W

* maximum: the corrupted supervision is generated by assigning the maximum value of clean

supervision;

We modifying the training data supervision by using above two corruption method with different

corruption ratio while leave the testing data as untouched. For TN, we use a log transform on it
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Figure 4.3: CIFAR10 and CIFAR100 Testing Curve During Training. X axis represents the epoch
number, Y axis represents the testing accuracy. The shadow represents the confidence interval,
which is calculated across 3 random seed. The first two rows are results for CIFAR10 while the
last two rows are results for CIFAR100. For each dataset, the first row represents the symmetric
noise while the second row represents the pairflip noise. The corruption ratios for symmetric noise
are [0.3, 0.5, 0.7] from left to right while the corruption ratios for pairflip noise are [0.25, 0.35,
0.45] from left to right. As we see, PRL(L), and Co-PRL(L) are robust against different types of
corruptions.
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R-square | Corruption Ratio | maximum corruption | linear corruption
PRL | Standard PRL | Standard

0.05 0.31 | -1.03 0.47 | 0.17

TP 0.15 0.36 | -8.92 0.33 | -0.16
0.25 0.35 | -23.55 0.31 | -0.28
0.05 0.37 | 0.15 0.31 | 0.15

TN 0.15 0.36 | -0.98 0.15 | -0.31
0.25 0.32 | -3.60 0.05 | -1.07

Table 4.5: Prediction Results for Limonology Dataset. The numbers are averaged R-square across 3
random seeds. As we can see, standard training deep neural network cannot defend against both
type of corruption while PRL showes robustness for such attack.

(i.e. TNprocessea = 10g(TN + le — 3)) as preprocessing. We compare the PRL and the standard
training approach. The model we used for both methods are 3-layer neural networks with ReLU
activation function. For each setting, we repeated the experiment for 3 random seeds, and we report

the averaged R-square on testing set to compare the performance. The results are in the table 4.5.

4.4.4 Sensitivity Analysis

Since in real-world problems, it is hard to know that the ground-truth corruption rate, we also
perform the sensitivity analysis in classification tasks to show the effect of overestimating and
underestimating €. The results are in Table 4.4. As we could see, the performance is stable if
we overestimate the corruption rate, this is because only when we overestimate the €, we could
guarantee that the gradient norm of the remaining set is small. However, when we underestimate the
corruption rate, in the worst case, there is no guarantee that the gradient norm of the remaining set is
small. By using the empirical mean, even one large bad individual gradient would ruin the gradient
estimation, and according to the convergence analysis of biased gradient descent, the final solution
could be very bad in terms of clean data. That explains why to underestimate the corruption rate
gives bad results. Also, from Table 4.4, we could see that using the ground truth corruption rate will

lead to small uncertainty.
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Method Standard (Lower Bound) | PRL(G) | PRL(L)
CF10-Pair-45% | 37.03s 145.55s | 54.80s

Table 4.6: Execution Time of Single Epoch in CIFAR-10 Data
4.5 Conclusion

In this chapter, we proposed a simple yet effective algorithm to defend against agnostic supervision
corruptions. Both the theoretical and empirical analysis showed the effectiveness of our algorithm.
For future research, there are two questions that deserved further study. The first question is whether
we can further improve O (€) error bound or show that O(¢€) is tight. The second question is how we
can utilize more properties of neural networks, such as the sparse or low-rank structure in gradient

to design better algorithms.

4.6 Supplementary Empirical Results on Running Time

As we claimed in previous section, the algorithm 2 (PRL(G)) is not efficient. In here we attached
the execution time for one epoch for three different methods: Standard, PRL(G), PRL(L). For fair
comparison, we replace all batch normalization module to group normalization for this comparison,
since it is hard to calculate individual gradient when using batch normalization. For PRL(G), we
use opacus libarary (https://opacus.ai/) to calculate the individual gradient.

The results are showed in Table 4.6

4.7 Proofs of Theorem

4.7.1 Proof of Theorem 4

Since this is a standard results, similar results are showed in Bernstein et al. (2018); Devolder et al.
(2014); Hu et al. (2020); Ajalloeian and Stich (2020). For the sake of completeness, we provide the
proof sketch here. Details could be found on above literature

Proof: by L-smooth, we have:

L
¢(62) < ¢(61) +(Vp(61),62—61) + §||92 Ak
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1
by using y < ik we have

y’L 2 2
B (O121) < @ (01,) — ¥ (V6 (61) ) + = (E g, — Beil? + B gl
’L
= 9 (61) =¥ (V6 (61,) . V4 (61,) + b)) + = (ElIny| + E [V (61 + b )

°L
<6 (61)+ 2 (<2(V4 (61). V4 (61) + b1} + 1196 (61,) + bi|*) + L= |Iny |

2 2L 2
=9 (61) + 2 (=11 (1) 17 + I 1) + Z=E Iny|

According to the assumption, we have ||b/||> < ¢2, |m;]|> < o2, by plug in the learning rate

constraint, we have

2r
B¢ (01,11) < ¢ (01) = £ V6 (0217 + 28+ =0

2L
2 2 2
E¢ (01/4+1) — ¢ (61,) < _E Ve (611" + Ef + TO'

Then, removing the gradient norm to left hand side, and sum it across different iterations, we could
get

g yLo?
TZE“WM I < —+ S+

Take the minimum respect to t and substitute the learning rate condition will directly get the results.

4.7.2 Proof of Corollary 1

We first prove the gradient estimation error.

Denote G to be the set of corrupted mini-batch, G to be the set of original clean mini-batch and
we have |G| = |G| = m. Let N to be the set of remaining data and according to our algorithm, the
remaining data has the size |[N| = n = (1 — €)m. Define A to be the set of individual clean gradient,
which is not discarded by algorithm 1. B to be the set of individual corrupted gradient, which is not

discarded. According to our definition, we have N = A U B. AD to be the set of individual good
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gradient, which is discarded, AR to be the set of individual good gradient, which is replaced by
corrupted data. We have G = A U AD U AR. BD is the set of individual corrupted gradient, which
is discarded by our algorithm. Denote the good gradient to be g; = @;W;, and the bad gradient to be
g, according to our assumption, we have ||g;|| < L.

Now, we have the 12 norm error:

14(G) — (N = ||— Zg, - (— DE+ Zgi) ||

zeG ieA ieB
=||%Z—g, ( T Zgi)n

= i€B

1 n 1 n 1 n 1 1

- ”_;Zgl"'_l;lu)ggz"';iez‘ulggt_ (;;gl'i-_;gl) ”
- ||1Z<” T+t Y Lgrt S Lg 1N g

i€EA ieAD ieAR i€eB
<||—Z +—Z—gl+—2—gl|+n—2gln

i€eA ieAD ieAR i€B

—n 1 1 1
I Bl > g —gll+ Y &l
A nm AD m AR m B n
m-—n 1 1 1
< > =gl + > =gl + > -l + > ~l&l
A ap " AR " B
By using the filtering algorithm, we could guarantee that ||g;|| < L. Let |A| = x, we have

Bl=n-x=(1-¢em—-x,|AR|=m —-n=€em, |AD|=m - |A| - |[AR|=m —x - (m —n) =

n—x = (1 —-€)m — x. Thus, we have:

- 1 1 1
14(G) = uMN) | < x 2L+ (n=xX)—L + (m = n)—L + (n—x)~L
nm m m n
—n 1 1 1 1
Sx(m n ——)L+n—L+(m—-n)—L+ (n—x)-L
nm m m m n
B 1(26—1

1
)JxL+L+L—-—xL
n

Y}
n

To minimize the upper bound, we need x to be as small as possible since 2e — 2 < 1. According to
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our problem setting, we have x = n — me < (1 — 2€)m, substitute back we have:

I1(G) ~ k(NI < (1 =2 Lm(22) 421

_1—26
T l-¢

2L +2L

€

:4L—1 2L

— €

. . € . . .
Since € < 0.5, we use tylor expansion on I , by ignoring the high-order terms, we have

11(G) — u(N)|| = O(eL)

Note, if the Lipschitz continuous assumption does not hold, then L should be dimension
dependent (i.e. \/3).
Combining above gradient estimation error upper bound and Theorem 1, we could get the results

in Corollary 1.

4.7.3 Proof of Lemma 4

Denote G to be the set of corrupted mini-batch, G to be the set of original clean mini-batch and
we have |G| = |G| = m. Let N to be the set of remaining data and according to our algorithm,
the remaining data has the size [N| = n = (1 — €)m. Define A to be the set of individual clean
gradient, which is not discarded by any filtering algorithm. B to be the set of individual corrupted
gradient, which is not discarded. According to our definition, we have N = A U B. AD to be the set
of individual good gradient, which is discarded, AR to be the set of individual good gradient, which
is replaced by corrupted data. We have G = A U AD U AR. BD is the set of individual corrupted
gradient, which is discarded by our algorithm. Denote the good gradient to be g; = a;W;, and the

bad gradient to be g; = §;W;, according to our assumption, we have [|[W;||,, < C.
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Now, we have the 12 norm error:

14(G) — u(N)|| = ||— Zgl - (—Zgl Zgi) ||

1€G €A ieB
—||—Z—gi—(%2gi+%2gi) ||
i=1 i€A ieB
1 n 1 n
DX gzmgzmg ( RO )u
—||—Z +-z—g, b Ll Y gl
ieA zeAD zeAR i€B
< ||— +— > —gl+— >l +||—Zg,|| (4.1)
zeA 1€AD leAR ieB

Let |A| =x,wehave |B|=n—-x=(1-¢)m—x,|AR| =m —n=em, |AD| =m - |A| - |AR| =

m—-x—(m-n)=n-x=(1-e€)m—x. Thus, we have:

m-—n 1 1 1
16(G) = Ml < 11 D =g+ ) —gi+ ) —all+ ) ~I&l
A AD m AR B
m-—n 1 1 1
< =gl + > =gl + > -l + > Il
A nm AD m AR m B n

For individual gradient, according to the label corruption gradient definition in problem 2, assuming

the [[Wl[op, < C,wehave [|g;[| < [[eil[[|Willop < Cllell. Also, denote max; ||| = k, max; [|6;]] = v,

we have ||g;|| < Ck, ||g]] < Cv.

- | 1 1
11(G) = uMN)|| < Cx—k 4 C(n = x)—k + C(m = n)—k + C(n = x)~v
nm m m n

Note the above upper bound holds for any x, thus, we would like to get the minimum of the upper

bound respect to x. Rearrange the term, we have

I(G) = n(N)| < Cx(=—=

126

1
=C—( )xk+Ck+Cv——va
m 1-

_(k@e-1) v
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k(2e = 1) —v
m(1l—e€)
bound. According to our algorithm, we knew n—me = m(1—€)—me = (1-2e)m < x < n = (1-€)m.

Since when e < 0.5, < 0, we knew that x should be as small as possible to continue the

Then, substitute x = (1 — 2¢€)m, we have

2 -1 -2
1£(G) — u(N)|| < Ck(1 - 2€) f +Ch+Cv = Cv €
— € — €
42
:CkSG 4e . Cv €
1-¢€ 1-€

4.7.4 Proof of Theorem 5

According to algorithm2, we could guarantee that v < k. By lemma 1, we will have:

3 42 €

6_
lu(G) — u(N)|| £ Ck———+Cv
1—¢€ 1—¢€
_ 2
< cplezae
1—¢€
= 4eCk

~ O(€e+/q)(C is constant, k is the norm of g-dimensional vector)

4.7.5 Proof of Lemma 2

Assume we have a d class label y € RY, where y; = 1,y; = 0,i # k. We have two prediction
peRy qe Rl

Assume we have a d class label y € R4, where vi = 1,y;, =0,i # k. With little abuse of notation,
suppose we have two prediction p € R, q € R¢. Without loss of generality, we could assume that
p1 has smaller cross entropy loss, which indicates px > qx

For MSE, assume we have opposite result

Ip=ylI* = llg - yl>

4.2)
=Y pi+(1-p)?2 ) g+ (1-qp)’
i#k ik
For each p;,i # k, We have
1 1
Var(p;) = E(p;) — E(p:)* = 71 Zp? UL (1-pi)° (4.3)

i+k
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Then

Dpi+(-p)*= D gt +(1-q0)?

i+k i*k

(1-qp)?

=Vari (pi) + (1= pr)? = Vary(qp) +

d
(=17
(1= g0% = (1= p?)

d
(d-1)?

d
=Varizi(pi) — Variz(qi) > d-1)2

=Varizi(pi) = Varizi(qi) 2 (d—L ((Pk = qi) (2 = Pk = q1))

1)?

84

4.4)



CHAPTER 5

DEFENDING BACKDOOR ATTACKS VIA ROBUSTNESS AGAINST NOISY LABEL

In this chapter, we introduce a robust meta-algorithm defending against backdoor attacks by exploring

the connection between noisy label attacks and backdoor data poisoning attacks.

5.1 Introduction

Deep neural networks (DNN) have achieved significant success in a variety of applications such as
image classification (Krizhevsky et al., 2012), autonomous driving (Major et al., 2019), and natural
language processing (Devlin et al., 2018), due to their powerful generalization ability. However,
DNN can be highly susceptible to even small perturbations of training data, which has raised
considerable concerns about their trustworthiness (Liu et al., 2020). One representative perturbation
approach is backdoor attack, which undermines the DNN performance by modifying a small fraction
of the training samples with specific triggers injected into their input features, whose ground-truth
labels are altered accordingly to be the attacker-specified ones. It is unlikely such backdoor attacks
will be detected by monitoring the model training performance since the trained model can still
perform well on the benign validation samples. Consequently, during testing phase, if the data is
augmented with the trigger, it would be mistakenly classified as the attacker-specified label. Subtle
yet effective, backdoor attacks can pose serious threats to the practical application of DNNs.
Another typical type of data poisoning attack is noisy label attacks (Han et al., 2018; Patrini
et al., 2017; Y1 and Wu, 2019; Jiang et al., 2017), in which the labels of a small fraction of data
are altered deliberately to compromise the model learning, while the input features of the training
data remain untouched. Backdoor attacks share a close connection to noisy label attacks, in that
during a backdoor attack, the feature can only be altered insignificantly to put the trigger in disguise,
which makes the corrupted feature (e.g. images with the trigger) highly similar to the uncorrupted
ones. Prior efforts have been made to effectively address noisy label attacks. For instance, there are

algorithms that can tolerate a large fraction of label corruption, with up to 45% noisy labels (Han
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et al., 2018; Jiang et al., 2018). However, to the best of our knowledge, most algorithms defending
against backdoor attacks cannot deal with a high corruption ratio even if the features of corrupted data
are only slightly perturbed. Observing the limitation of prior state-of-the-art, we aim to answer one

key question: Can one train a deep neural network that is robust against a large number of backdoor

attacks? Moreover, given the resemblance between noisy label attacks and backdoor attacks, we also

investigate another intriguing question: Can one leverage algorithms initially designed for handling

noisy label attacks to defend against backdoor attacks more effectively?

The contributions of this chapter are multi-fold. First, we provide a novel and principled
perspective to decouple the challenges of defending backdoor attacks into two components: one
induced by the corrupted input features, and the other induced by the corrupted labels, based on
which we can draw a theoretical connection between the noisy-label attacks and backdoor data
attacks. Second, we propose a meta-algorithm to address both challenges by a novel minimax
optimization. Specifically, the proposed approach takes any noisy-label defense algorithm as its
input and outputs a reinforced version of the algorithm that is robust against backdoor poisoning
attacks, even if the initial form of the algorithm fails to provide such protection. Moreover, we
also propose a robust meta-algorithm in semi-supervised setting based on our theorem, leveraging
more data information to boost the robustness of the algorithm. Extensive experiments show that
the proposed meta-algorithm improves the robustness of DNN models against various backdoor
attacks on a variety of benchmark datasets with up to 45% corruption ratio, while most previous
study on backdoor attack only provide robustness against small corruption ratio. Furthermore,
we propose a systematic, meta-framework to solve backdoor attacks, which can effectively join
existing knowledge in noisy label attack defenses and provides more insights to future development

of defense algorithms.
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5.2 Related Work

5.2.1 Robust Deep Learning Against Adversarial Attack

Although DNNs have shown high generalization performance on various tasks, it has been observed
that a trained DNN model would yield different results even by perturbing the image in an invisible
manner (Goodfellow et al., 2014b; Yuan et al., 2019). Prior efforts have been made to tackle this
issue, among which one natural defense strategy is to change the empirical loss minimization
into a minimax objective. By solving the minimax problem, the model is guaranteed a better
worst-case generalization performance (Duchi and Namkoong, 2021). Since exactly solving the inner
maximization problem can be computationally prohibitive, different strategies have been proposed
to approximate the inner maximization optimization, including heuristic alternative optimization,
linear programming Wong and Kolter (2018), semi-definite programming Raghunathan et al. (2018),
etc. Besides minimax optimization, another approach to improve model robustness is imposing a
Lipschitz constraint on the network. Work along this line includes randomized smoothing Cohen et al.
(2019); Salman et al. (2019), spectral normalization Miyato et al. (2018a), and adversarial Lipschitz
regularization Terjék (2019). Although there are algorithms that are robust against adversarial
samples, they are not designed to confront backdoor attacks, in which clean training data is usually
inaccessible. There are also studies that investigated the connection between adversarial robustness
and robustness against backdoor attack (Weber et al., 2020). However, to our best knowledge, there

is no literature studying the relationship between label flipping attack and backdoor attack.

5.2.2 Robust Deep Learning Against Noisy Labels

Many recent studies have investigated the robustness of classification tasks with noisy labels. For
example, Kumar et al. (2010) proposed the Self-Paced Learning (SPL) approach, which assigns
higher weights to examples with a smaller loss. A similar idea was used in Curriculum Learning
(Bengio et al., 2009), in which a model is trained on easier examples before moving to the harder

ones. Other methods inspired by SPL include learning the data weights (Jiang et al., 2018) and
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collaborative learning (Han et al., 2018; Yu et al., 2019). An alternative approach to defending noisy
label attacks is label correction (Patrini et al., 2017; Li et al., 2017; Yi and Wu, 2019), which attempts
to revise the original labels of the data to recover clean labels from corrupted ones. However,
since we do not have the knowledge of which data points have been corrupted, it is nontrivial to
obtain provable guarantees for label corrections, unless strong assumptions have been made on the

corruption type.

5.2.3 Data Poisoning Backdoor Attack and its Defense
Robust learning against backdoor attacks has been widely studied recently. Gu et al. (2017) showed
that even a small patch of perturbation can compromise the generalization performance when data is
augmented with a backdoor trigger. Other types of attacks include the blend attacks (Chen et al.,
2017), clean label attacks (Turner et al., 2018; Shafahi et al., 2018), latent backdoor attacks (Yao
et al., 2019), etc. While there are various types of backdoor attacks, some attack requires that the
adversary not only has access to the data but also has limited control on the training and inference
process. Those attacks include trojan attacks and blind backdoor attacks (Pang et al., 2020). We
refer readers to Pang et al. (2020) for a comprehensive survey on different types of backdoor attacks.
Various defense mechanisms have been proposed to defend against backdoor attacks. One
defense category is to remove the corrupted data by using anomaly detection (Tran et al., 2018; Chen
etal., 2018). Another category of approach is based on model inspection (Wang et al., 2019a), which
aims to inspect and modify the backdoored model to make it robust against the trigger. In addition,
there are other methods to tackle the backdoor attacks, such as randomized smoothing (Cohen et al.,
2019; Weber et al., 2020), and the median of means (Levine and Feizi, 2020). However, they are
either inefficient or cannot defend against backdoor attacks with a large ratio of corrupted data.
Some of the above methods also hinge on having a clean set of validation data, which is impractical
since it is unlikely we can guarantee the existence of clean validation data given that the validation
data is usually a subset of the training data. To the best of our knowledge, there is no existing

backdoor defense algorithm that is motivated from the label corruption perspective.
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5.3 Preliminaries

5.3.1 Learning with Noisy Labels

There are two representative approaches for defending against noisy-labels: 1) Filtering-based

approach is one of the most effective strategies for defending against noisy labels, which works by
selecting or weighting the training samples based on indicators such as sample losses (Jiang et al.,
2017; Han et al., 2018; Jiang et al., 2020) or gradient norms of the loss-layer (Liu et al., 2021). For
instance, Jiang et al. (2017) proposed to assign higher probabilities to samples with lower losses to

be selected for model training. 2) Consistency-based approach modifies data labels during model

training. Specifically, the Bootstrap approach (Reed et al., 2014) encourages model predictions to
be consistent between iterations, by modifying the labels as a linear combination of the observed
labels and previous predictions.

Although the initial forms of these approaches can be vulnerable to backdoor attacks, we propose
a meta-algorithm that empowers them to effectively counter against backdoor attacks. In this chapter,
we examine two filtering-based noisy label algorithms, namely, Self-Paced Learning (SPL) Jiang
et al. (2017); Kumar et al. (2010) and Provable Robust Learning (PRL) Liu et al. (2021), and one
consistency-based algorithm, the Bootstrap Reed et al. (2014), to investigate the efficacy of the
proposed meta algorithm. We briefly summarize the main idea of the above algorithms in Table 5.5
in Appendix section. The empirical results in Section 5.5 strongly suggest that our meta framework

can readily benefit the existing robust noisy-label algorithms.

5.3.2 Problem Setting of Backdoor Attacks

We follow the standard setting for backdoor attacks and assume that there is an adversary that
tries to perform the backdoor attack. Firstly, the adversary can choose up to € fraction of
clean labels Y € R™ and modify them to arbitrary valid numbers to form the corrupted labels
Y, € R4, Let Y, represent the remaining untouched labels. The final training labels can

be denoted as Y, = [Yp, Y,]. Accordingly, the corresponding original feature are denoted as
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X = [X, € Rlelxd X e ROLneDxd] ~ The adversary can design a trigger t € R? to form the
corrupted feature set X, € RLmelxd guch that for any b; in X, o; in X, it satisfies b; = 0o; + t.
Finally, the training features are denoted as X, = [X;, € Rl"eIxd X e R(-Lnel)xd] = Agsuming
T =[tt,..t] € RLrelxd therefore X, + T = X;!. Before analyzing the algorithm, we make

following assumptions about the adversary attack:
Assumption 9 (Bounded Corruption Ratio) The overall corruption ratio and the corruption ratio
in each class is bounded. Specifically,

Iy, =cly # ¢
Exy.ypeX,Y.Yp) [ (ybl(y :|yc) )] <e=0.5Vc e rY.

Assumption 10 (Small Trigger) The backdoor trigger satisfies ||t||, < T, which subtly alters the

data within a small radius-t ball without changing its ground-truth label.

We also assume that there exists at least one black-box robust algorithm A which can defend
noisy label attacks so long as the noisy-label ratio is bounded by €. Note that the assumption of
noisy label algorithm is mild, since a variety of existing algorithm can handle noisy labels attacks
with a large corruption rate (e.g. 45%) (Jiang et al., 2017; Han et al., 2018; Reed et al., 2014; Liu
et al., 2021).

5.4 Methodology

Given an e-backdoor attacked dataset (X€, Y¢), a clean distribution p* := (X, Y), and a loss func-

tion £, our goal is to learn a network function f that minimizes the generalization error under the

corrupted distribution, i.e. E(, ,y-,+ [L(f(x +t), y)] and clean distribution, i.e. B, )~ [L(f(x), y)].

Next, we elaborate our meta-approach for defending against backdoor attacks in order to achieve our

goal.

'Some backdoor attack algorithms design instance-specific trigger. In this chapter, we only focus on the static
trigger case and leave the instance-specific trigger case for our future study.
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5.4.1 A black-box robust algorithm against noisy labels

The ultimate goal for defending against backdoor attacks is to learn a network function f to minimize

its risk given some corrupted input features:

mfin J(f) =B y~p [Lf(x+1),¥)]. (.1

However, Equation 5.1 is not directly optimizable for two reasons: 1) we only have access to the
corrupted inputs and the corrupted labels Y€, and 2) the trigger t is unknown. As such, we consider

an surrogate objective that optimizes the worst-case of Equation 5.1:

min max 1 Z [L(f(x+¢),y)]. (5.2)

Follellpst 1 xeX,yeY

Since the trigger satisfies [[t||, < 7,itis easy to see that Equation 5.2 minimizes an upper-bound of
the ground-truth loss, in that: % Yxexyey L(f (X+t),y) < maxjc|,<; % 2xexyey [L(f(x+¢),y)].
To this end, directly optimizing the surrogate objective in Equation 5.2 is still intractable, since we
do not have access to clean X and Y, which prevent us from using adversarial training to solve the
minimax objective. To tackle this challenge, we will first assume that the clean label Y is available,
and then relax this assumption by using any learning algorithms that are robust against noisy labels.
Specifically, by assuming that ¢y = £ o f has a Lipschitz constant L w.r.t. X, we further obtain a

new upper bound (see Appendix for derivation details):

LS sl <= Y dulxitey) verl, 53)
n

xeX,yeY xeX€,yeY

S| =

which draws a principled connection between the risk of using corrupted data and that of using

clean data:

min max = > [L(f(x+0).y)]

follellpst n

xeX,yeY
, 1
~ {min max - Z [L(f(x+¢),y)] +erL}, (5.4)
Y ”c”pSTnXEXE,er

where the first term on the RHS of Equation 5.4 involves optimization on the corrupted features X¢

and clean labels Y, while the second term on the RHS requires minimizing the Lipschitz constant

91



L w.r.t. x. Recall that minimizing the maximum gradient norm is equivalent to minimizing the
Lipschitz constant (Terjék, 2019). Therefore, optimizing the first term naturally regulates the
maximum change of the loss function within a small ball, which hence constrains the magnitude of
the gradient and has negligible effects on the Lipschitz regularization. The relationship between
Lipschitz regularization and adversarial training has been well discussed in the literature (Terjék,
2019; Miyato et al., 2018b). We defer this discussion to the Appendix section.

Equation 5.4 indicates that if the target labels are not corrupted and the learned function has a
small Lipschitz constant, learning with corrupted features is feasible to achieve a low risk. Up to now,
the remaining challenge of optimizing the surrogate objective in Equation 5.4 is the inaccessible
clean label set Y. Fortunately, a variety of algorithms are at hand for handling noisy labels during
learning (Jiang et al., 2017; Liu et al., 2021; Kumar et al., 2010), which we can directly apply
to our minimax optimization scheme. Specifically, for the outer minimization, one can have:
miny % 2xexeyeve [L(f(x+¢),y)] , and we can perform the noisy-label update for the above
optimization objective. For instance, given the mini-batch M,, M, with batch size m, if we use
SPL to perform the update, we can get the top (1 — €)m data with a small risk L(f(x+c¢),y) to
perform one-step gradient descent. If we use the PRL to perform the update, assuming £ is the
cross-entropy loss, the top (1 — €)m data with small loss-layer gradient norm || f(x + ¢) — y|| can be
used to perform one-step gradient descent. If we apply the bootstrap method, we can add a bootstrap
regularization to update the above objective.

Meanwhile, it is non-trivial to directly solve the inner maximization, since adversarial learning
c in Equation 5.4 still faces the threat of noisy labels. To tackle this issue, we can lever-
age the same robust noisy label algorithm. Specifically, we first approximate the inner opti-
mization using the first-order Tyler expansion: ¢* = argmax¢| < % 2xexyey L(f (X +¢),y) ~
arg maxjc| <r cTVX% 2xexyey L(f(X),y). The preceding optimization is a linear programming
problem. With the /., norm ball constraint on the perturbation, the optimization problem can

be efficiently solved by the fast gradient sign method (FGSM). Given a minibatch M, M, with
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batchsize m, we have the following closed-form solution:

T

¢ = Clip, {_ : erMx’yeMy sign (Vi L (f(x), y))} . (5.5)

m
To relax the prerequisite of having a clean label set y in Equation 5.5, we will use a noisy-label
algorithm to perform the update. For instance, if we use a loss-filtering based algorithm (e.g. SPL),
then for each mini-batch, only the top (1 — €)m data with small £ (f(x),y) would be included
in the update. If we adopt a gradient-based filtering algorithm (e.g. PRL), given that £ is the
cross-entropy loss, then only the top (1 — €)m data with small || f(x) — y|| will be included. The
outside clipping ensures that the feature value of the corrupted image is in the valid range. Based on
the above discussion, we now introduce our meta-algorithm in Algorithm 6 that is robust against
backdoor attacks, given an arbitrary noisy-label robust algorithm A as its input. We also provided

an illustration in Figure 5.1 of the Appendix.

Algorithm 6: Meta Algorithm for Robust Learning Against Backdoor Attacks

input: Corrupted training data X€, Y€, perturbation limit: 7, learning with noisy label algorithm A (e.g.
PRL, SPL, Bootstrap).

while epoch < max_epoch do
for sampled minibatch M, M, in X€,Y€ do
initialize ¢ as 0 vector.
optimize the objective max¢| <+ L(f(Mx +¢), M) w.r.t. to ¢ by using robust algorithm A for one
step
optimize the objective miny L( f (M, +¢),M,) w.r.t. f by using robust algorithm A for one step
end for
end while

5.4.2 Theoretical Justification

Our ultimate goal is to learn w that achieves a low expected risk Ex y~,.«¢w(x +t,y). To study the

generalization performance on the ground-truth distribution p*, we first define the following risks:

R = 5 Txexyey Sw(X+ 1Y), Ry = Exypudbw (X +£,¥), R = | Fexe yey dw(x +¢,), Next,

we focus on the gap between R; and R."'".

Theorem 6 Let RV, R, €, T defined as above. Assume that the prior distribution of the network

parameter w is N (0, o), and the posterior distribution of parameter is N (w, o) which is learned
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from the training data. Let k be the number of parameters, n be the sample size, and I" =

| 1013\, 1 g0,
gk log| 1+ P +z+log £+2log(6n+3k)

. If the objective function ¢w = L o f is Lg-Lipschitz smooth,

n—1

then with probability at least 1-9, one can have:
R <R+ Ly(27 +€7) +T. (5.6)

We hereby present the skeleton of the proof and defer more details to the Appendix. First, we
decompose the error into two terms: 1) the generalization gap on the triggered data, and 2) the
difference of performance loss between the trigger t and worst case perturbation ¢: R, — R:"" =
(R — R"P) + (R — RZ™P). The first component can be bounded by I, which is derived by
following the uniform convergence PAC-Bayes framework (Foret et al., 2020). For the second
term, the gap is introduced by two sources. The first source is the difference between ¢ and t,
and the second is from the difference between X and X¢. Since the objective is Ly Lipschitz, and
|lt —¢|| < 27 according to our constraint to the adversary, it is easy to upper bound the error as 27 L.
Meanwhile, there is e-fraction of difference between X and X€¢, which is bounded by ||t|| < T and
leads to the other difference term Lyet.

Theorem 6 presents an upper-bound of the gap R, — R:""". The first term in Equation 5.6 can be
minimized by using a noisy label algorithm. The second term, which is the error induced by the
adversarial trigger, is jointly constrained by the Lipschitz constant L, perturbation limit 7, and the
corruption ratio . We can regularize the Ly whereas the 7 and € are controlled by the unknown
adversary. Note that existing literature has also shown that adversarial training plays a similar role as
Lipschitz regularization. The last term, the normal generalization error on the clean data, is difficult
to minimize directly. The bound in Theorem 6 emphasizes the importance of involving both the
noisy label algorithm and the adversarial training. The noisy label algorithm can reduce the R;"”

while the adversarial training regularize the Lipschitz constant L.
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5.4.3 A semi-supervised algorithm

In backdoor attacks, most attacking algorithms require modifying the label to successfully deploy
the attacks. If we could leverage the knowledge from unlabeled data (i.e. via semi-supervised
learning), the model performance will likely improve. In this section, we extend Theorem 6 to a
semi-supervised learning setting and show that utilizing more data can benefit the model robustness.
Our motivation is from the following property of Lipschitz functions. If / is a composition of two
functions, f and g (h = f o g), then || ki, < || f|liipllglliip- Recall in Eq. 5.6, the Lipschitz constant
Ly depends on the loss function ¢, which can be decomposed into the representation function
h : X — Z, alinear prediction layer ¢ : Z — Y, and a cross entropy layer CE : Y x ¥ — R. We

then have the following proposition:

Proposition 2 With the assumptions in Theorem 6, let the network be a composition of representation
extraction h and linear classifier q. Let 0,4y be the maximum singular value of the last layer linear
prediction weight matrix (i.e. fine-tuning layer). If the representation extraction is Ly, Lipschitz,

then with probability at least 1-6, we have:
R, < RMP 4+ LhO'max\/E(ZT +e7)+T.

The proof is provided in the Appendix. The advantage of decomposing the Lipschitz constant of the
objective function into the Lipschitz constants of the representation and prediction functions is that
controlling Lj does not require access to the labels. This suggests that we can leverage the unlabeled
data to control L, and let the supervised learning part to control 07,,,. Let the representation of the
last layer be Z = h(X), we have L, defined as ||2(X) — h(X2)|| < Lx||X1 — Xz2||, VX1, X5. Then,
our goal is to leverage more data to improve L, and fine-tune the last linear layer to control the
Omax With labeled data.

In this work, we use the SImCLR to learn the representation function 4. The SimCLR first
defines some random transformation set 7 (i.e. cropping, color jittering, flipping, rotation, i.e.),
and then samples two random transformations, 77 and 73, to generate two views 77 (X) and 73 (X)

for each image. Then, the model is trained to maximize their cosine similarity. An important
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component of SImCLR is that those transformations usually makes images after transformation
7 (X) to be semantically close to X, and we assume that there exists some distance metric d (i.e.
Wasserstein distance) so that the distance between original image and transformed one is small (i.e.
d(X, 7(X)) < % ,YI; ~ 7). Then, by triangle inequality, we have d(7;(X), 7;(X)) < 7. Thus, the
SimCLR actually samples two images which are closed in some distance metric, and then maximizes
the cosine similarity, which is equivalent to minimizing the normalized 12-distance. This process
can be viewed as enforcing a Lipschitz regularization for the representation learning since SimCLR
minimizes the normalized 12 distance in representation space for two random images that are close
in Wasserstein distance. The remaining part that needs to be controlled is the maximum singular
value of the last linear layer, which can be enforced by using spectral normalization Miyato et al.
(2018a). Motivated by this observation, we propose the following semi-supervised robust algorithm

to defend against backdoor attacks:

Algorithm 7: Semi-Supervised Algorithm for Robust Learning Against Backdoor Attacks
input: Corrupted training data X€, Y€, Clean Augmented Dataset X, perturbation limit: 7, learning with
noisy label algorithm A (e.g. PRL, SPL, Bootstrap).
Use SimCLR on [X€, X,,] to learn the representation function £, then fine-tune the linear layer with
spectral normalization using noisy label algorithm as following
while epoch < max_epoch do
for sampled minibatch M, M, in X€,Y€ do
minyg L( fjin(h(My)), My) W.r.t. fi;, by using robust algorithm A for one step
use spectral normalization to truncate the largest singular value of last linear layer.
end for
end while

5.4.4 How to choose the noisy label algorithm

One key question regarding our framework is how to choose the noisy label algorithm. In practice,
we found PRL gives consistent robustness against both badnet and blending attacks on different
settings. This might be because PRL is designed for agnostic corrupted supervision, which is
suitable for a variety of noisy label attack types.

From a theoretical view, analyzing how different noisy label algorithms minimize the first term of

RHS in Eq. 5.6 depends on the noisy label algorithm used. Here we present a high-level analysis for
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PRL. PRL guarantees convergence to the e-approximated stationary point, where € is the corrupted

ratio. Formally, we have the following proposition:

Proposition 3 Given the assumptions used in Theorem 6, assume the objective function ¢w = Lo f
1

is Ly-Lipschitz smooth and satisfying the PL condition > IVowll = u(dw — dw+). Then, with the

assumption of bounded operator norm of gradient before loss layer, we have with probability at

least 1-6, by applying PRL-AT, we have:

1
R, < ;O(E) +Ls(2Tr +€7) +T.

The proof is in the Appendix. In general, considering ¢ is a deep neural network, the first term is
more difficult to analyze without further assumptions (i.e. PL condition). Nevertheless, empirical
study shows that many noisy label algorithms can effectively minimize the first term, noisy label
loss, even though some of them have theoretical guarantees while do not. This motivates us to treat

these algorithms as black-box algorithms.

Backdoor Attack Defense Accuracy.
Dataset € AT BootStrap Bootstrap-AT PRL PRL-AT SPL SPL-AT Standard  Fine-Pruning  SpecSig
Crrarl0 0.15 66.64 £5.28 2.09+0.13 3.05+047 81.71 £0.37 80.15+0.42 34.60 + 1.57 77.60 +3.81 2.10 +0.10 56.67 +0.23 35.90 + 2.13
with Patch Attack 0.25 6398 £7.16 2.01+023 2.75+0.17 4594 +25.19 78.14 + 0.48 10.87 +2.13 22.17 + 10.51 2.13 +0.15 60.85 +0.42 29.02 + 5.34
Poison Accuracy’ 035 60.19 +£1.35 1.98+0.15 2.66+0.16 31.27 +17.63 75.04 +0.29 11.74 + 1.24 1540 £7.56 2.01 £0.09 56.84 +0.15 51.59 + 3.24
045 51.25+1.81 1.94+0.12 253 +0.20 17.50 + 1.66 58.90 + 12.52 12.32 + 1.20 14.00 +5.35 1.88 +0.04 44.21 +3.24 24.10 + 6.23

Cirar10 0.15 66.77 £5.17 85.22 +0.48 82.62 +0.26 82.06+0.16 80.25+0.43 77.35+2.76 77.70 + 3.78 85.40 + 0.37 80.34 + 0.37 80.32 + 0.26
with Patch Attack 0.25 63.98 +7.16 85.25+0.19 81.90 £0.25 78.57 +£1.03 7822 +0.56 69.52 +2.38 68.49 +£2.76 85.20 + 0.26 79.50 + 0.15 80.40 + 0.15
Clean Accuracy 7 0.35 60.31 +1.37 84.86 £0.13 81.75+£0.25 73.63 £0.75 75.10 + 0.31 60.23 +3.14 58.88 +3.46 84.73 +0.13 79.10 + 0.27 72.01 + 0.31
0.45 5125+ 1.81 1.94+0.12 253020 17.50+1.66 58.90 + 12.52 50.82 + 1.48 14.00 +5.35 1.88 +0.04 78.73 +0.16 24.01 + 0.34

Cirarl10 0.15 65.15+£0.94 2.17+£0.17 2498 £ 10.01 6.41 £3.91 79.71 £0.33 11.60 + 6.56 74.77 +3.53 2.29 +0.10 34.38 +0.13 70.74 + 0.28
with Blend Attack, 0.25 5698 £0.72 2.06 £ 0.10 33.33 +20.03 6.77 +2.81 76.99 +0.37 11.60 + 8.59 52.36 + 10.57 2.03 £ 0.18 13.94 + 0.24 75.40 + 0.35
Poison Accuracy 035 47.84 +1.49 1.86+0.07 13.13+7.11 9.42+528 73.17+0.96 12.71 £9.33 50.79 £7.92 1.97 +£0.07 23.71 + 0.43 66.87 + 0.14
045 34.66 +1.49 1.83+0.11 6.12+286 8.13+4.50 49.88+8.43 8.69+4.41 35.06+4.00 1.88+0.06 16.36 +0.26 41.32 + 0.36

0.15 66.14 £ 0.98 85.54 +0.58 81.44 +£0.58 77.51 +1.20 80.06 + 0.34 76.25 +2.78 75.65 +3.11 85.28 +0.34 79.53 + 0.15 83.60 + 0.37

Crrar10 5 5891 £5.70 84.95 +0.30 80.89 +£0.65 71.45+1.40 77.82+0.26 67.86 +2.58 65.08 £ 0.82 85.06 + 0.39 79.32 + 0.26 81.23 + 0.26

. 0.2
with Blend Attack, 55 56 7 1326 84.72 + 0.58 80.63 + 0.57 6622+ 115 74.34 = 1.01 60.52 + 2.26 60.16 + 2.39 84.72 + 0.28 78.28 + 0.17 76.63 + 0.19

Clean Accuracy 45 3603 + 15.42 84.36 + 038 8035 + 0,30 55.78 +2.00 57.17 +9.02 4948 + 2.19 46.74 + 0.71 84.07 = 0.17 76.70 + 0.24 62.53 + 0.29

Table 5.1: Performance on Cirar10. € is the corruption rate.

5.5 Experiment

We perform experiments on CIFAR10, CIFAR100, and STL10 benchmark data to validate our

approach. We use ResNet-32 (He et al., 2016) as the backbone network structure for the experiments.
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Backdoor Attack Defense Accuracy.
Dataset € AT BootStrap  Bootstrap-AT PRL PRL-AT SPL SPL-AT Standard  Fine-Pruning  SpecSig
0.1523.70 £ 1.39 523 £0.81 44.74 £4.05 15.15+9.17 47.11 £ 0.58 24.87 £ 5.27 42.24 £ 0.76 5.28 +0.50 12.50 + 0.51 30.01 + 0.23
02521.84+1.17 3.07+0.23 44.09 +1.10 17.53 + 18.06 43.81 + 0.41 8.48 +1.13 3546 +1.13 3.10 £ 0.60 13.00 +0.53 33.82 + 0.18
0.3517.16 £1.09 2.85+0.12 40.14 £ 0.20 20.83 +10.03 39.76 + 0.72 7.37 £ 0.59 28.41 +1.72 3.24 +1.04 25.80 +0.12 29.07 + 0.21
0.45 13.61 £ 0.74 10.60 + 10.49 31.21 £ 0.30 23.98 +9.32 29.76 + 1.11 7.26 £ 0.76 20.43 + 1.69 10.51 + 11.21 32.33 + 0.04 16.83 + 0.43

Cirar100
with Patch Attack,
Poison Accuracy

0.15 34.08 + 0.40 52.39 +0.38 47.76 £ 0.14 50.50 + 0.41 47.21 +0.56 46.38 + 0.41 42.38 £ 0.73 52.42 +£ 0.59 43.42 +0.12 44.23 £ 0.16
0.2531.72 £ 0.75 50.54 +0.25 44.82 +0.52 47.49 £ 0.91 43.89 + 0.35 39.98 + 0.80 35.65 + 1.14 50.53 + 0.55 41.11 +0.03 39.64 + 0.25
0.3529.50 + 1.73 48.41 +0.42 40.38 £0.18 44.21 +0.21 39.80 £ 0.67 34.11 + 1.10 28.52 +£ 1.70 48.75 £ 0.71 39.34 + 0.08 29.23 + 0.39
0.4523.93 +3.43 41.46 +5.00 31.48 £0.38 34.34 +0.91 29.79 + 1.13 27.87 £ 2.28 20.55 = 1.75 41.02 £ 6.06 36.32 +0.13 16.94 + 0.14

Cirar100
with Patch Attack,
Clean Accuracy

0.1533.65 £ 0.54 2.19£0.28 46.65+0.33 2.10+£0.43 46.01 +0.50 6.14 £ 1.12 41.57 £ 0.74 2.09 £ 0.20 19.09 + 0.48 35.64 + 0.44
0.253095+0.42 1.17+0.08 41.84+0.59 145+021 41.78+0.76 2.95+£0.56 33.54 £1.76 1.12+0.20 8.80 +0.32 33.61 +0.36
0.3527.30+045 1.05+0.06 31.88+126 1.51+0.17 34.51 +1.60 2.00 +0.49 25.71 £2.31 1.08+0.16 6.12+0.05 27.13 £0.17
0.4520.79 £4.97 0.99 £0.07 23.61+1.07 2.68+1.17 22.00+ 195 2.39+0.17 18.62+ 121 092+0.11 8.13+0.02 1835+ 0.32

Cirar100
with Blend Attack,
Poison Accuracy

Cirar100 0.1534.22 + 0.58 52.65 +0.19 47.77 £0.36 48.61 +0.18 46.92 + 0.47 46.01 + 0.40 42.40 = 0.70 52.60 + 0.59 43.30 +0.11 45.54 £ 0.16
with Blend Attack 0.2533.65 +0.55 51.12 +0.37 44.75 £ 0.45 45.23 +0.34 42.87 +0.72 40.47 + 1.47 35.71 £ 1.10 50.98 £ 0.43 41.11 +0.08 41.02 + 0.24
Clean Accuracy 7 0.3528.14 £ 0.48 49.80 +0.24 40.85 +0.37 40.46 +0.17 36.30 + 1.24 35.70 + 1.68 28.56 + 2.05 49.65 + 0.49 39.84 + 0.06 32.13 + 0.35
0.4522.03 +0.49 48.46 +0.53 34.78 £ 1.39 34.98 +0.83 24.71 + 1.37 29.91 + 1.40 21.82 + 1.21 48.07 £ 0.52 37.83 + 0.08 19.40 + 0.27

Table 5.2: Performance on Cirar100. € is the corruption rate.
The initial learning rates for all the methods are set to be 3e-4. We also use AdamW (Loshchilov

and Hutter, 2017) as the optimizer for all methods. The evaluation metric is the top-1 accuracy for
both clean testing data and testing data with backdoor trigger.

For backdoor attacks, we use simple badnet attack (Gu et al., 2017) and Gaussian blending
attack (Chen et al., 2017), since these two attacks do not require any information about the model or
training procedure (Pang et al., 2020). Examples of the poisoned samples can be found in the later
section. We deploy the multi-target backdoor attack in this chapter. Our data poisoning approach
is as follows: we first systematically flip the label to perform a label-flipping attack. We then add
triggers to the features associated with the attacked samples. Without adding the trigger, the problem
would have reduced to the noisy label problem.

We use the following two evaluation metrics: (1) top-1 clean accuracy, which is calculated from
the clean test examples without any triggers and (2) top-1 poison accuracy, which is calculated by
comparing the predicted class of the poisoned test examples against their ground truth clean labels.
The first metric evaluates how well the model performs on benign (uncorrupted) data while the
second metric assesses how well the model performs on the corrupted data. We vary the training
data poisoning rate as [15%, 25%, 35%, 45%] to investigate how the algorithms perform for different
corruption ratios. All the methods are trained for 100 epochs, Furthermore, we assume there is no

clean validation data available. Thus, it is difficult to perform early stopping or decide which epoch

result to use. We report the average accuracy across the last 10 epochs for each method.
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We study three noisy label algorithms by comparing the performance of the original and
reinforced methods. Specifically, we choose SPL, PRL, and Bootstrap as our original noisy label
algorithm and denote their corresponding reinforced algorithm with adversarial training as SPL-AT,
PRL-AT, Bootstrap-AT. We also compare our method against adversarial training only (AT), which
uses adversarial training without a noisy label algorithm. To measure the success of the attack, we
also include the training results.

We also evaluate the performance of other backdoor defense algorithms. Note that a large
fraction of them are either designed for single target attacks (Liu et al., 2018) or require clean
data (Liu et al., 2018; Wang et al., 2019a; Li et al., 2021). In this chapter, we compare our framework
against the following two baselines: (1) spectral signature (Tran et al., 2018): which filters the
data by examining the score of projecting to singular vector, and (2) fine-pruning (Liu et al., 2018),
which prunes the model by deleting non-activated neurons. Note this method uses 5% clean training
data.

How well do existing robust noisy label algorithms defend against backdoor attacks?
To answer this, we evaluate the performance of PRL, SPL, and Bootstrap on the CIFAR10 and
CIFAR100 datasets. The results are given in Tables 5.1 and 5.2. Observe that the existing algorithms
perform well on the benign testing data (i.e. high clean accuracy) but poorly on the corrupted data
(i.e. low poison accuracy) especially when the corruption ratio is high. This suggests the ability of
backdoor attacks to compromise the defense mechanism of existing robust noisy label algorithms.

How adversarial training improves noisy label algorithms? To investigate whether adversarial
training can enhance the robustness of existing noisy label algorithms against backdoor attacks, we
evaluate the performance of our proposed reinforced algorithms, SPL-AT, PRL-AT and Bootstrap-AT,
on both the clean and corrupted test examples. The results shown in Tables 5.1 and 5.2 suggest that
the performance of the reinforced noisy label algorithms on the triggered data is largely boosted,
with significant improvement in the poison accuracy. The improvement is observed for all three
noisy label algorithms, which indicates the effectiveness of the proposed method on improving

the robustness of the existing algorithms against backdoor attacks. Also, compared to adversarial
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Backdoor Attack Defense Accuracy. CIFAR100— CIFAR10 STL10 — CIFAR10
Dataset € Standard PRL-AT  PRL-SimCLR PRL-SimCLR-SN PRL-SimCLR PRL-SimCLR-SN
0.15 26.66 +0.07 64.43 £8.37 83.72 +0.04 82.99 £ 0.05 80.73 £ 0.06 82.96 £ 0.05
Patch Attack, 0.25 5.67+0.02 60.94+0.88 26.91 +0.05 80.78 + 0.12 78.07 £ 0.08 77.92 £ 0.23
Poison Accuracy 0.35 520+0.13 5553 +0.60 36.12 +0.06 77.90 +0.23 2691 £ 0.14 45.99 +0.27
045 528 +0.24 46.46+0.33 1697 +1.04 3294 +0.31 45.40 £ 0.25 45.39 £ 0.31

0.15 67.16 + 0.09 64.44 +0.21 83.65 + 0.03 83.08 + 0.05 80.79 + 0.05 83.01 + 0.04
Patch Attack, 0.25 67.34 +0.07 60.92+0.27 81.54+042 80.95 +0.13 78.14 + 0.09 78.05 £ 0.31
Clean Accuracy 0.35 65.44 £0.17 55.62+0.47 79.17 +£0.41 78.23 £0.21 71.87 £ 0.16 63.99 + 0.25
045 63.70 £ 0.13 4648 +0.34 73.97 +1.02 72.93 £ 0.33 4536 £0.22 4541 +£0.29

0.15 6.55+0.05 64.22+0.26 82.83+0.43 81.96 + 0.04 79.82 + 0.08 83.82 + 0.08
Blend Attack, 0.25 5.44+0.07 59.88 +0.98 81.22 +0.59 80.21 + 0.17 77.34 £ 0.15 82.33 + 0.18
Poison Accuracy 0.35 4.56 £0.14 52.66 £2.02 78.18 +1.71 7747 +£0.22 72.70 £ 0.19 80.31 +0.23
045 4.82+0.27 3562+092 69.81+2.19 71.45 £ 0.39 47.36 £ 0.23 76.03 £ 0.29

0.15 69.46 + 0.04 63.60 +0.29 83.43 +0.65 82.62 + 0.04 80.64 + 0.07 84.50 + 0.08
Blend Attack, 0.25 68.02 +0.05 54.54+0.31 81.80+0.36 80.76 + 0.16 78.09 + 0.13 81.09 + 0.16
Clean Accuracy 0.35 66.64 +0.08 54.54 +0.41 78.70 = 0.80 78.13 £ 0.23 71.92 £ 0.18 82.99 + 0.24
045 6534 +0.12 4025+ 1.13 71.13 +£1.37 72.51 £ 0.37 47.93 £0.23 75.23 £0.26

Table 5.3: Accuracy on CIFARI10 in semi-supervised setting. € is the corruption rate.
training only (AT), adding noisy labels does indeed improve the performance, particularly, when

comparing PRL-AT to AT. We also found that compared to consistency-based noisy-label algorithm
(i.e., Bootstrap), the filtering based algorithms (i.e., SPL and PRL) are more easier to be boosted
by adversarial training. The potential reason behind this could be that the filtering-based methods
are more efficient compared to consistency-based algorithms Han et al. (2018); Jiang et al. (2017);
Liu et al. (2021). Finally, we observe that PRL-AT has higher poisoned accuracy compared to
spectral signature and fine-pruning under most settings while its clean accuracy is still high, which
indicates the advantage of PRL-AT. For high corruption ratio, the robustness of spectral signature
and fine-pruning significantly decreases while PRL-AT still gives reasonable poison accuracy.
Semi-supervised learning. For this experiment, we test our algorithm on backdoored CIFAR10
data with CIFAR100 or STL10 (unlabeled part) as augmented data. For the semi-supervised setting,
we only use 20% backdoored data as labeled training data (i.e. in backdoored CIFAR10, when
€ = 0.2, we have 7500 clean labeled images, 2500 backdoored images, and clean augmented
data without label). To investigate the advantage of decoupling the Lipschitz constant of the
objective function and to determine whether semi-supervised learning helps improve robustness, we
compare standard training, PRL-SimCLR (i.e. algorithm 7 with PRL as the noisy label algorithm
without spectral normalization), PRL-SimCLR-SN (i.e. algorithm 7 with PRL as the noisy label

algorithm) and PRL-AT. The results are given in Table 5.3. As we can see, PRL-AT provides
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€ PRL-AT (patch) PRL-AT (blend)

0.15 68.14/68.00 67.97/68.48
0.25 71.78/71.74 71.28/71.87
0.35 74.26/74.15 74.17/74.32
0.45 69.91/27.02 64.78/54.19

Table 5.4: Sensitivity analysis of €. Average top-1 accuracy across three random seeds. The first
number is the clean accuracy while the second number is the poisoned accuracy. The hyperparameter
€ is fixed to be 0.5 while the ground truth € is varied.

consistent robustness against both patch and blending backdoor attacks. If we utilize more data,

both PRL-SimCLR and PRL-SimCLR-SN can achieve better performance for the blending attack.
For the patch attack, PRL-SimCLR and PRL-SimCLR-SN show robustness when the corruption
ratio is small. For large corruption ratio, PRL-SimCLR fails to achieve its robustness against patch
attack while PRL-SimCLR-SN still maintains good performance, which indicates the necessity of
adding spectral normalization to regularize the maximum singular value of the last layer.

Ablation study for €. Since the degree of corruption is often unknown, we perform experiments
to investigate how well our algorithm performs without knowing the true corruption ratio. Specifically,
we provide the worst-case result by setting € = 0.5 for our algorithm regardless of the ground truth
€. We choose this as it would be impossible to learn a reasonable classifier when the corruption
ratio is more than 0.5. We evaluate the performance of PRL-AT for CIFAR10 on both badnet and
blending attacks. The results in Table 5.4 suggest that our algorithm is still robust despite using the
highly-overestimated € when compared to the standard training results in Table 5.1. Besides €, we
also provide more results of ablation studies of the inner-maximization and outer-minimization in

the Appendix section.

5.6 Proof of Theorems

5.6.1 Proof of Inequality in Eq. 5.3

In this section we provide a formal proof of the inequality in Eq. 5.3 in the main paper:

. Z [L(f(x+¢),y)] < Z ¢y (X; +c,y) +eTL
n

xeX,yeY xeXe€,yeY

S | =
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Proof 2 let G denote the initially clean sample set (i.e. (X,Y)), and B the corrupted sample set (i.e.
the training set corrupted with a trigger whereas the labels are untouched). Let R denote the clean
sample set which is replaced by the adversary (i.e. R is the subset of G, and is replaced by B, i.e.
G =G\ RUSB = (X,Y)), and let ¢, denote the function L o f.

One can decompose the inner part of our mini-max objective in Equation 5.2 as follows,

1 1 1
- [l:(f(X+C),Y)] == ¢W(Xi+CaY)+_ ¢W(X,~+c,y)
n n n
xeX,yeY icG'\8B ieR
1 1 1
= Z ¢W(Xi+cay)+;Z¢w(xi+c’y)+;Z¢W(Xi+t+c’Y)
ieG'\B ieR icB
1
——Z¢w(xi+t+c,y)
n i€B

1 1 1
= Z w(X;i +c,y) + ZZ¢W(X1'+C»Y)_;Z¢w(xi+c+t’)7))

xeX€,yeY ieR ieB
1 1 1
s = Z bw(Xi +c,y) + _Z¢W(Xi+caY)__Z¢W(Xi+c+t,y)
n n 4 n«
xeX€,yeY ieR ieB
1 1
<= > duiroey el <= > gu(xi+e,y) +erl,
n n
xeX€,yeY xeXe€,yeY

This concludes the proof.

5.6.2 Proof of theorem 1 and corollary 2

Theorem 7 Let ﬁﬁm‘p LR Ry €, T, s defined as above. Assume the prior distribution of the
network parameter w is N (0, o), and the posterior distribution of parameter is N(w, o) is the
posterior parameter distribution, where w is learned according to training data. Let k to be
the number of parameters, n to be the sample size, assume the objective function ¢w = L o f is

Ly-lipschitz smooth, then, with probability at least 1-6, we have:

ko?

R, < R + Ly(27 +€7) +

2
J Lclog (1+ 522 ) + 4 + log & + 2 log(6n + 3k)

n-—1
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Proof 3 we first decompose the gap as following
R =R = (Re = R"P) + (R =R < |(Re = R+ [(R™ = R
We bound the second part first.
R~ REP < R — REP|

:%n D Ipx+ty) —gx+epl+| D sx+ty) - > px+eylll

xeX,,yeY, xe€X,,¥y€Y, xeXp,yeY,

1 1

<=l ), lexrty —oaxreyll+—ll ) ox+ty) -~ > dx+eyl
xeX,,yeY, xeX,,y€Y, xeXy,yeY,

IA

(1 —€)Lyllt—c|| + eLyllt —c|| + Ly max X0 — X5l
< (1 —€e)Lg|lt—c|| + €Lyt — || + €Lyt

= Ly||t —c|| + €Lyt

< L¢2T + EL¢||I||

< Ly(27 +€7)

Now, we bound the second term. Note the second term is a typical gap term between empirical loss
and generalization loss, and there are many approaches to bound this term like VC dimension. Since
we aimed to focus the deep neural network, we follow the PAC-Bayes framework McAllester (1999)

to analyze the generalization bound. Specifically, we use results from Foret et al. (2020), which

| 10I3) 14100 2
gklog| 1+ o0 +y+log £+2log(6n+3k)
gives

n—1

under the assumption of gaussian prior and posterior. The
proof for this can be found in the appendix of Foret et al. (2020) (i.e. equation 13 on the paper).
As for the corollary 2, the proof is straightforward. By decomposing the Lipschitz constant of the
loss function to the Lipschitz constant of representation network, last linear layer, and cross-entropy
loss, respectively. Since the cross-entropy loss gradient is ||y — y||, where y is a one-hot vector and
y2 is a probability vector. Thus, the maximum gradient (i.e. Lipschitz constant) is V2. As for the
linear layer, according to the definition of the operator norm, the Lipschitz constant is exactly the

maximum singular value of that linear layer. This concludes the proof.

103



5.6.3 Proof of Proposition 3

We first introduct the property of PRL in the following corollary:

Corollary 3 (Convergence of PRL to clean objective (Liu et al., 2021)) Assuming the maximum
clean gradient before loss layer has bounded operator norm:||W||,, < C, applying PRL to any
e-fraction supervision corrupted data, yields min;e[71 E (||[Vé(w,)||) = O(e+/q) for large enough T,

where q is the dimension of the supervision.

Details can be found in Liu et al. (2021). According to above corollary, let wpg; is the solution
get by PRL algorithm, we can have ||Vy,., R 7| = O(€) (i.e. assume ¢ is small). With Polyak-
Lojasiewicz (PL) condition with some constant u such that %HV F)| = u(f(x) = f7) holds, we
have (R’ — R"PY) < %HVW e REP| = O(e€). For a highly-overparameterized deep neural
network, the global optima R."”" is usually 0. Thus, we can conclude that with PL condition, using

PRL as the noisy label algorithm in our framework can guarantee R;.© can be minimized to the

order lO(e).
M
5.7 More Discussions about the Proposed Framework

In this section, we provided more discussion about our proposed framework.

5.7.1 Noisy Label Algorithm

The details of PRL, SPL, and Bootstrap is showed in table 5.5.

Mini-batch
PRL Keep data with small loss-layer gradient norm and perform back-propagation
SPL Keep data with small loss and perform back-propagation
Bootstrap | change the label by using y;rue = @Yirue + (1 — @)y preq and perform back-propagation

Table 5.5: Overview of noisy-label defending algorithms, which achieve robustness against up to
45% of pairwise flipping label noises.
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5.7.2 Ablation Study of Inner Maximization and Outer Minimization

In this section, we aim to explore more about the proposed framework. Since our algorithm use
the noisy-label solver for both inner and outer optimization. A interesting question to ask is that
whether both inner and outer noisy-label solver plays an important role in defense the backdoor
attack. Thus, we have two variants. One is we only use noisy label algorithm to update the model
for outer minimization and another one is we only use the noisy label algorithm to update the model
for inner maximization. The results can be found at table 5.6 and table 5.7 in the appendix. As we
could see in these two tables, using noisy label algorithm to perform the inner maximization is more

important compared to using noisy label algorithm to perform out minimization.

Backdoor Attack Defense Accuracy.
Dataset € BootStrap-inner Bootstrap-outer PRL-inner PRL-outer SPL-inner SPL-outer
0.15 3.15+0.61 320+0.63 80.78+0.31 2.84+0.23 6550+16.22 3.09+0.35
Cirar10 with Patch Attack, 0.25  2.74 +0.10 273+0.09 79.07+020 250+0.10 1895+991 2.58+0.19
Poison Accuracy 035 2.70+0.24 267+0.15 76.06+0.37 239+026 1345+540 238+0.14
045 2.32+0.08 251+0.11  67.87+2.63 224+0.10 1210446 2.23x026

0.15 82.58+0.33 82.45+0.25 80.86+0.31 83.09+0.12 7648 +3.03 83.02+0.49

Cirar10 with Patch Attack, 0.25 82.14 £ 0.28 81.87+0.23 79.10+0.17 83.13+0.21 69.33 +2.57 83.30+0.13
Clean Accuracy 035 81.71 £0.46 81.55+0.54 76.08 £0.34 82.83+0.38 59.76+3.59 83.05+0.38

045 81.53+0.16 81.00 £0.47 69.96 +0.37 8278 +0.18 49.31 +0.53 82.84 +0.27

0.15 29.85+10.65 40.79+13.27 80.38+0.15 46.29 +18.09 72.89 +6.14 48.21 +14.90
Cirar10 with Blend Attack, 0.25 14.81 £10.42  27.57+10.93 78.44 +0.19 2734 +18.42 54.46 + 1045 21.18 +11.85
Poison Accuracy 035 6.52+3.80 1741 £10.13 7193 £2.69 11.25+592 46.12+13.77 1458 £7.12

045 11.58 +14.94 9.01 +4.66 6498 +274 590+228 4230+5.85 S5.16+1.64

0.15 81.54+0.25 81.18 £0.75 80.73 +0.18 82.51+0.36 76.11 +3.32 82.35+0.22

Crrar10 with Blend Attack, 0.25 80.99 + 1.12 80.37£0.94 7823 +0.46 82.35+0.65 66.64+231 82.15+0.37
Clean Accuracy 035 81.04+0.81 79.54 +1.32  71.62+2.65 8255+047 5744+178 81.81+1.00

045 81.06 £0.25 7893 +0.84 6234 +251 82.15+048 48.82+094 81.81+1.06

Table 5.6: Ablation study on Cirar10. € is the corruption rate.

5.7.3 Discussion about Lipschitz regularization and adversarial training

As seen from the above theorem that a small Lipschitz constant could bring robustness against
backdoor attack. In this section, we elaborate why we claim adversarial training helps Lipschitz
regularization. The definition of Lipschitz function is || f(x) — f(y)|| < L||x —y||, Vx,y. Since
the Lipschitz constant shows in the upper bound of the error, we would like to get the minimum

Lipschitz constant to tighten the bound. Follow (Terjék, 2019), the minimum Lipschitz constant
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Backdoor Attack Defense Accuracy.

Dataset € BootStrap-inner Bootstrap-outer PRL-inner ~ PRL-outer ~ SPL-inner SPL-outer
0.15 45776 +2.65 41.66 + 837 4734 +044 4432+545 43.05+0.39 4341 +6.36
Cirar100 with Patch Attack, 0.25 44.41 +1.55 43.65+0.88 4471 £+040 41.13+5.82 3569 +1.05 41.81 +3.89
Poison Accuracy 0.35 40.02+0.19 38.72+0.60 40.19+£0.39 38.75+0.60 24.98 +6.34 3897 +1.10

045 31.12+040 2946 +0.33 3149 +1.04 29.74+0.35 20.13+1.80 30.19 +0.31
0.15 48.01 +0.28 4791 £0.21 4743 +£043 4841 +040 4329 +0.21 48.12+0.36
Ciear100 with Patch Attack, 0.25 45.27 +0.82 4468 £0.27 44.83 +0.38 4558 +£0.39 36.21 £0.80 45.14 + 0.64
Clean Accuracy 035 4049 +0.23 3898 +0.47 4040+ 041 39.46+0.30 29.58 +1.49 39.89 +0.50
045 31.32+048 29.81 £0.34 3149 +1.02 30.39+0.27 20.70 + 1.51 30.77 £ 0.55
0.15 46.72+0.23 46.56 +0.26  46.59 +0.43 46.83 +1.00 42.15+0.68 46.80 + 0.70
Cirar100 with Blend Attack, 0.25 41.64 +1.54 40.60 £ 0.98 4343 +0.59 40.02+1.44 3410+ 1.60 39.30 +3.16
Poison Accuracy 035 31.18+2.83 3091 £2.02 35.84+1.71 28.86+2.82 2536+2.65 28.94 +3.49
045 2298 +1.18 2337+0.92 2460 +£2.19 22.16 £3.73 19.57 +1.64 24.17 +2.70
0.15 48.05+0.33 4783 +0.29 4724 +0.65 4843 +0.44 4294 +0.55 48.37 +0.68
Cirar100 with Blend Attack, 0.25 44.85 +0.52 4459 +0.31 4417 +0.36 45.19+0.26 36.18 + 1.20 45.06 + 0.18
Clean Accuracy 0.35 40.80 +0.56 40.08 +0.41 3823 +0.80 41.84+0.51 3023 +1.25 41.18 £0.69
045 3532+1.77 3413 +£1.13 2733 +1.37 39.06+0.45 2422 +1.66 38.62+1.30

Table 5.7: Ablation study on Cirar100. € is the corruption rate.

can be written as:

Rewrite y as x + ¢, we get:

A1l =

A1l =

xx+reX;0<dx (x,x+c)

wp U@ 7))

x,yeX;x#y dX (x, y) ‘

vy ). )
P dy(x,x+r)

Minimizing the above objective respect to function f reduces to the adversarial learning:

dy(f(2). f(x+0))

dx(x,x+c)

ir}fllfllL = inf

If we treat the denominator as a constant, then this is exactly the same as our minimax objective.

sup

x,x+ceX;0<dx (x,x+c)

More details can be found in (Terjék, 2019).

5.7.4 Supplementary Experiment Results

We provided the experiment hyperparameters, and supplementary results for the experiment. We

provided the code in the supplementary materials.

5.7.4.1 Experiment Hyperparameters

We list the details of experiment in this section. All the methods use Resnet-32 as the backbone

network. AdamW is used as the optimizer for all methods. The perturbation limit 7 is set to be 0.05
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(a) clean data (b) two samples are (c¢) Inner maximiza- (d) Reduce the back-
added with small trig-  tion by noisy label al-  door attack to label
ger and flipped label gorithm flipping attack

Figure 5.1: Illustration of our meta algorithm. By combining the minimax objective and noisy label
algorithm, we could reduce a backdoor attack problem to a label flipping attack. The left most is
the clean original data. The second shows corrupted samples. The third figure shows the inner
maximization step while the last figure shows the outer minimization step.

0 10 20 0 10 20 30 0 10 20 30

(a) clean example (b) badnet attack (c) blend attack

Figure 5.2: Example of clean and various poisoned samples.badnet patch attack: triggerisa 3 x 3
black-white checkerboard and it is added to the right bottom corner of the image. blending attack:
trigger is a fixed Gaussian noise which has the same dimension as the image. The corrupted image
generated by xt = (1 — @)x; + at. In our experiment, we set the @ as 0.1.

for all methods requiring 7. All methods are repeated for three different random seeds to calculate

the standard deviation. For the SImCLR, we train the network by 500 epochs.

The trigger for badnet attack and blending attack can be found in figure 5.2.

5.7.4.2 Experiment on MNIST

Our experiments showed interesting results on MNIST. In MNIST, we found adversarial training
itself sometimes gives robustness to the backdoor attack. We hypothesize that this is because
that learning from MNIST is potentially an easier task than that from CIFAR. Here, we show the

performance of adversarial training and PRL-AT on MNIST. The results can be found at Table 5.8.
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Backdoor Attack Defense Accuracy.
Dataset € AT BootStrap  Bootstrap-AT PRL PRL-AT SPL SPL-AT
0.15 030+0.07 0.04+0.01 3.17+323 9796021 98.44+0.05 59.24 +33.30 85.61 + 12.56
Mnist with Patch Attack, 0.25 0.26+0.17 0.04+0.02 0.17+0.10 8991 +7.53 97.04+1.07 25.25+138 30.70 +6.62
Poison Accuracy 035 0.10+£0.02 0.08+0.06 0.14+0.01 7791 +1041 97.71 £0.18 13.54+0.76 26.03 +5.27
045 0.11+£001 0.04+0.02 042+0.34 4342+11.66 7642 +8.65 12.85+1.90 1097 +2.16

0.15 98.17+0.69 99.49 £0.05 9548 £+1.56 98.08+0.26 98.44 +£0.05 9323 +4.72 97.74 £ 0.37

Mnist with Patch Attack, 0.25 98.59 £0.22 9948 +0.07 98.83 +0.19 97.46+0.07 97.11 +1.06 86.98 +0.72 85.89 + 1.76
Clean Accuracy 035 94.48 £4.87 99.48 £0.04 98.45+0.32 97.40+046 97.86+0.11 73.09+4.34 7749 +0.96
045 9827+043 99.42+£0.02 9644 +136 75.69+£0.99 9232+4.25 60.58+1.90 5720+ 0.37

0.15 6342 +3524 0.04+0.01 96.66+2.58 96.81+1.30 96.74+1.03 9743 +£0.13 96.16 +0.19

Mnist with Blend Attack, 0.25 70.43 +28.61 0.04 £0.01 97.83+091 77.68 +20.34 97.20+0.66 6.43 +1.27 83.86+2.74
Poison Accuracy 0.35 58.32+40.59 0.05+0.03 97.94+0.57 78.79 +17.74 97.59 £0.12 11.05+2.70 69.69 + 6.59
045 97.66+1.04 0.03+0.03 98.16+0.58 27.18+19.53 95.17+1.83 449+1.08 6478 +3.14

0.15 64.78 +£33.81 99.44 £0.02 9829 +0.81 97.93+£0.25 96.18 144 9730+0.22 9593 +0.20

Mnist with Blend Attack, 0.25 74.00 £25.25 99.46 +0.05 97.44 +0.99 97.30+0.63 97.10+0.74 77.75+0.74 83.34 +2.81
Clean Accuracy 0.35 58.62 +40.18 99.44 +£0.02 9743 +094 96.25+1.84 97.39+0.19 7241 +3.80 67.92+8.38
045 96.78 £1.42 99.42+£0.06 97.89+0.61 76.47+8.66 9507+1.59 63.63+447 63.82+4.12

Table 5.8: Performance on MNisT. € is the corruption rate.
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Figure 5.3: Example of label flipping attacks on both binary feature values and continuous feature
values.
As seen for the MNIST, especially for the blend attack, the poison accuracy for adversarial

training does show good performance with a large standard deviation. This is because that some
random seeds work while some random seeds failed. We hypothesize that this is because MNIST
dataset has almost binary feature values. When adding a small Gaussian noise on feature x, the label
flipping attack cannot change the decision boundary much. That is why the noisy label algorithm
seems is not as important as the noisy label algorithm in CIFAR dataset. We plot a two dimensional
toy example in figure 5.3 to illustrate label flipping attack on continuous features and binary features.
As seen in the figure, for the binary-valued features, the label flipping attack is not easy to change
the decision boundary too much, while it can easily change the decision boundary in the continuous

feature value scenario. However, this is a very rough conjecture for the reason why in MNIST,
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adversarial training sometimes works. We leave the investigation of this phenomenon in the future

work.
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CHAPTER 6

CONCLUSION & FUTURE WORK

6.0.1 Conclusion

In this thesis, we present four robust learning algorithms for DNN. Specifically, we proposed RCA
and RobustRealNVP dealing with natural corruption, PRL for agnostic adversarial label corruption,
as well as a robust meta-algorithm to deal with the backdoor attack.

As we can see, when the corruption is not designed by an adversary, unsupervised anomaly
detection is an effective approach, since, with high probability, those injected anomalies would be
detected. However, when the corruption is designed by the adversary, it requires us to design a

robust algorithm that can tolerate such noise.

6.0.2 Future Work

In this thesis, we mainly focused on the robustness against training corruption. However, many other
types of corruption can happen. For example, the adversarial attack is a well-known testing-phase
corruption, which can successfully fool the classifier even the classifier is trained on clean data.
The key challenge to defend against adversarial attacks is efficiently regularizing the Lipschitz
constant of the learned model. In chapter 5, we use empirical min-max optimization to regularize
the Lipschitz constant and many other approaches can be used to achieve Lipschitz regularization.
Developing more effective/efficient algorithms to reduce the Lipschitz constant of the learned model
is one important research problem for studying adversarial robustness. Another type of corruption
would be the distributional shift, which can also degrade the classifier generalization performance.
In distributional shift, the testing distribution is no longer the same as training distribution, which
violates the i.i.d assumption in classical machine learning. To tackle this problem, distribution robust
optimization tries to minimize the worst-case loss instead of empirical loss. However, distribution

robust optimization itself still faces many challenges such as not being efficient and stable enough.
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Studying how to develop an eflicient/scalable distribution robust optimization algorithm is also an
important research direction.

Besides handling different types of corruption, there are also many other fields such as privacy
and fairness, which are highly related to robustness. It turns out in some cases, those problems would
finally reduce to a robustness problem. Thus, studying the connections between those fields is also
very important in the applied machine learning field. For example, the individual fairness requires
the model prediction will not be altered if we change the protected attribute such as race/gender,
which is very similar to the lipschitz constant concept in robustness. The difference is in fairness,
most protected attribute is discrete instead of continuous. Thus, a key challenge of achieving the
individual fairness is to extent the lipschitz regularization to discrete case, which is still an open
problem.

Also, there are many theoretical hard-core robustness problems that need to be solved. For
example, the overparameterization is empirically shown to be helpful to robustness, however, it is
still a mystery for us how overparameterization helps us in terms of robustness. Many papers are
trying to describe the relationship between overparameterization and robustness, but according to
my best knowledge, none of them completely tackled this problem. Another example would be the
efficient robust mean estimation algorithm. Although recent papers already give the subgaussian
error rates estimator, the computational efficiency is still unacceptable if we want to use them in the
deep neural network. It would be also interesting to study how to design a more efficient robust
mean estimation algorithm, which can be used in many other fields including deep learning.

Nowadays, machine learning impacts people’s daily life in a dramatic way. The application of
machine learning is around us in this era. However, the algorithm behind the applications is not
trusted by people for a variety of reasons. Thus, it is highly important for us to study the trustworthy
machine learning algorithm, and this requires us to keep exploring the robustness property of the

machine learning algorithm.
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