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ABSTRACT

Internet-of-Things (IoT) is another excellent innovation after the Internet and mobile networks in
the information era, aiming at connecting billions of end-devices across scales. A multitude of
IoT applications often operate under conditions of constrained energy resources, which has ren-
dered low-power IoT systems a subject of considerable research interest. The increasing need
for Al in complex scenario-based composite tasks has led to the rise of Artificial Intelligence of
Things(AloT), which encompasses research in two major directions: Al for IoT that solves prob-
lems in IoT systems with Al techniques and IoT for Al that adopts IoT infrastructure/data to advance
the development of Al models. While AloT systems in low-power scenarios offer significant bene-
fits, they also face specific challenges that are inherent to their design and operational requirements.

This dissertation delves into low-power AloT from both angles. 1) We endeavor to harness
the capabilities of Al to predict and analyse the communication channels of dynamic long links
in LoORaWAN which is one of the Low-power Wide-area Networks(LPWANSs). DeepLoRa adopts
Deep Neural Networks based on Bi-directional LSTM(Long-Short-Time-Memory) to capture the
sequential information of environmental influence on LoRa link performances for accurate LoRa
link path-loss estimation. It reduces the path-loss estimation error to less than 4 dB, which is 2x
smaller than state-of-the-art models. LoSee extends the contributions of DeepLoRa. It measures
the real-world fine-grained performance, including detailed coverage study and feasibility analysis
of fingerprint-based localization, of a self-deployed LoRaWAN system with temporal dynamics
and spatial dynamics. 2) We design energy-efficient IoT systems that facilitate the deployment
of Al models for practical applications. FaceTouch enables accurate face touch detection with a
multimodal wearable system consisting of an inertial sensor on the wrist and a novel vibration
sensor on the finger. We leverage a cascading classification model, including simple filters and a
DNN, to significantly extend the battery life while keeping a high recall. FaceTouch achieves a
93.5% F-1 score and can continuously detect face-touch events for 79 — 273 days using a small 400
mWh battery depending on usage.

In general, this dissertation studies both theoretical and practical aspects in the field of low-



power AloT systems, including LoRaWAN link behavior analysis and building practical wearable
systems. These advancements not only underscore the feasibility of deploying low-power AloT in
real-world settings but also pave the way for future research and development in this domain, aiming
to bridge the gap between IoT and Al for the creation of smarter, sustainable, and more efficient

technologies.
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CHAPTER 1

INTRODUCTION

Internet-of-Things (I0T) is another excellent innovation after the Internet and mobile networks in the
information era, aiming to connect billions of end-devices across scales, among which many devices
operate in an energy-constraint unattended manner. The development of low-power IoT systems
has thus become a focal point of research, driven by the need to efficiently manage energy while
maintaining functionality. The integration of Al with IoT has given rise to the concept of AloT,
a field that has become increasingly relevant in complicated composition tasks. This integration
brings both opportunities and challenges to low-power IoT systems. AIOT research branches into
two primary directions: 1) AI for IoT This direction focuses on applying Al techniques to enhance
IoT systems. Al algorithms are used to process and analyze the vast amounts of data generated
by IoT devices, leading to more efficient operations, predictive maintenance, intelligent decision-
making, and energy consumption optimization. 2) IoT for AI Conversely, this approach utilizes
the infrastructure and data generated by IoT systems to improve and advance Al models. The real-
world data collected by IoT devices provide a rich, diverse, and often real-time dataset for training
and refining Al algorithms. This collaboration is crucial in developing more accurate and robust
Al models that can adapt to various scenarios and environments.

In the realm of AI for IoT, my research focuses on harnessing the power of Al for better mea-
surement of network conditions and optimization of network deployment for low-power IoT sys-
tems. LoRa (Long Range) is an emerging technique that enables long-distance communication
and keeps low power consumption. It supports IoT applications in lots of large-scale environments
where various types of land covers usually exist. However, due to the expensive cost of densely
deploying end-nodes, the understanding of LoRa link channel is still coarse-grained. There are
numerical empirical stduies [1-7] conducted to measure LoRa coverage ranges. The specific range
varies with experiment environments. Also, these works are not able to address the link dynamics,
fine-grained networking coverage, and localization accuracy of LoRaWAN. Besides, the complex-

ity of the environment makes it challenging to build an accurate LoRa link model for further anal-



ysis of the channel and related applications. There are link models that integrate environmental
factors [1,8—11], but they did not fully utilize the fine-grained environment information. Also, they
can not transfer well to new environments due to fixed environment modeling. In this dissertation,
we design DeepLoRa that adopts deep learning for accurate path loss estimation of long-distance
LoRa links using environment information. DeepLoRa achieves less than 4 dB estimation error
which is 2x smaller than state-of-the-art models and is more transferable because of using less-
information-lost raw environment data and highly generalizable RNN models. We also conduct a
fine-grained link-level measurement in LoSee that shows spatial-temporal link dynamics, coverage,
and link-information-based localization of LoORaWAN in an urban area which can benefit the de-
ployment of LoRa gateways, service quality in mobile applications, and network management in
practice.

Conversely, in the realm of IoT for AI I design energy-efficient IoT systems that enable Al
for real-world applications. Face touch is an unconscious and high-frequency behavior that most
of us have [12-15]. Amidst the global pandemic of COVID-19, face-touch detection becomes
imperative for reducing epidemiological risk [16—19]. Prior work has investigated a variety of
emerging sensing techniques [20-29] to measure the distance between the hand and the face to
detect face-touch events, or adopts on-body sensors to extract features from the movement of hands
to classifty face-touch gestures [30-34]. However, these approaches suffer from gestures similar to
face touch or drain the battery really fast. Therefore, there is a significant need for an accurate and
low-power face-touch monitoring system. In this dissertation, we propose FaceTouch, a low-power
and versatile method that enables accurate face touch detection with a multimodal wearable system
and Al model. FaceTouch achieves a 93.5% F-1 score of face touch detection with low power

consumption.
1.1 Conducted Studies and Proposed Techniques

1.1.1 DNN-based LoRa Link Model
As LoRa enables long-distance communication in diverse 10T applications in lots of environ-

ments where various types of land covers usually exist, it is challenging to conduct thorough field



measurements on a large scale or precisely predict a LoRa link’s path loss. A few models are inte-
grating environmental factors to reflect the difference in the rates of path loss increasing [1, 8, 9],
but those models only adopt regional environment information for prediction. State-of-the-art mod-
els [10, 11] adopt remote sensing techniques to analyze the composition of land covers along LoRa
links quantitatively and select the corresponding empirical model to use for prediction, which does
not fully utilize the fine-grained environment information. Also, they can not transfer well to new
environments due to fixed environment modeling.

In Chapter 2, we present DeepLoRa. DeepLoRa adopts a deep learning-based approach to ac-
curately estimate the path loss of long-distance LoRa links in complex environments. Specifically,
DeepLoRa relies on remote sensing to automatically recognize land-cover types along a LoRa link.
Then, DeepLoRa utilizes Bi-LSTM (Bidirectional Long Short Term Memory) to develop a land-
cover aware path loss model.

We implement DeepLoRa and use the data gathered from a real LoRaWAN deployment on
campus to evaluate its performance extensively in terms of estimation accuracy and model trans-
ferability. The results show that DeeplLoRa reduces the estimation error to less than 4 dB, which is

2x smaller than state-of-the-art models.

1.1.2 Fine-grained LoRa link-level Measurement

In Chapter 3, we further present LoSee which shows a fine-grained LoRa link-level measure-
ment via a self-deployed LoRaWAN system consisting of 2 gateways and 6 mobile end nodes in
a 6x6 km? urban area. By such measurement, LoSee studies three fundamental research issues
and draws the following conclusions: 1) The spatial and temporal behavior of LoRa links is quite
dynamic due to environmental factors; 2) The coverage of LoRa gateways is anisotropic; 3) The me-
dian error of RSSI-fingerprint-based localization in given setting is about 400 m. Without densely

deployed LoRa gateways, the SOTA LoRa localization can support road-level localization.

1.2 Low-power And Accurate Face Touch Detection
During the COVID-19 pandemic, protecting ourselves from virus infection has been of vital

importance. There are many studies conducted in both IoT and Al to provide health management



applications, and face-touch is one of them. The mainstream automatic face-touch monitoring is
currently performed by recognizing face-touching gestures using emerging sensing techniques and
wireless signals, including acoustic [21-23,35-38], radio frequency signals [24-26,39], and mag-
netic signals [27,28], to measure the distance between the hand and the face and recognize potential
hand-to-face gestures. On-body sensors like inertial sensors have also been investigated to extract
features from the movement of hands to classify face-touch gestures [30-34]. However, many sim-
ilar gestures (e.g., picking up the phone, wearing a hat, or adjusting eyeglasses) can significantly
degrade their system performance and generate lots of false alarms, causing unnecessary panic
and/or bringing medical resources to a place where they are not needed. To filter out these false-
positive gestures, a recent work leverages sensors in the ear to accurately detect touch events [29].
However, since it relies on always-on sensing and signal processing to guarantee high recall, the
battery life is extremely limited (e.g., the system requires multiple charging times per day), increas-
ing the user burdens and degrading the user experience. Therefore, there is a significant need for
an accurate and low-power face-touch monitoring system.

To fill the gaps, in Chapter 4, we propose to leverage the wrist inertial sensor to detect the face-
touch gesture that the hand moves towards the face area and utilize the channel response of chirp
vibration signal propagating through the human body to detect events that touch the skin to com-
pensate for the ambiguity of gesture classification. To achieve this goal in a computation-efficient
manner, we develop a cascading classification model including three classifiers(one of which is a
DNN) to filter out irrelevant gestures to significantly extend the battery life while keeping a high re-
call. Once a face-touch gesture is triggered, we activate the vibration sensor to detect touch events.
We implement FaceTouch using commercial off-the-shelf hardware components and evaluate its
performance with various user activities and false-positive behaviors. FaceTouch achieves a 93.5%
F-1 score of face touch detection. The entire system only consumes 60.89 W power on average in
normal daily usage and 209.15 uW in extremely heavy usage, which is several magnitudes lower
than the state-of-the-art systems, and FaceTouch can continuously detect face-touch events for 79

— 273 days using a small 400 mWh battery depending on usage.



1.3 Organization

The remainder of this dissertation is as follows, in Chapter 2, we discuss the LoRa link model
that exploits fine-grained environment info; in Chapter 3, we show LoRa link-level measurement
results that address fundamental issues for deploying LoRa in real-world; in Chapter 4 we propose
a low-power system that detects face-touch events utilizing vibration chirp signal integrated with

IMU data; in Chapter 5 we conclude this dissertation.



CHAPTER 2

DEEPLORA: LEARNING ACCURATE PATH LOSS MODEL FOR LONG DISTANCE
LINKS IN LPWAN

2.1 Introduction

The development of Internet of Things (IoT) has witnessed broader applications, increasing
of IoT devices and the expansion of network size. In many scenarios (e.g., agriculture, industry,
logistics, city, home, healthy-care), a large amount of unattended IoT devices are deployed, sending
small volume of data periodically or sporadically, which are expected to last working for years
given limited energy budget. To simultaneously fulfill all these requirements, various short-range
and low-power wireless techniques (e.g., BLE, 802.15.4) have been widely adopted in body-area
and local-area IoT. To extend the scale of these networks, ad-hoc architecture (e.g., wireless sensor
networks [40—42]) is further utilized in the past decades, but suffers from dramatically increasing
deployment and maintenance cost with the increasing of network scale. To mitigate this gap, long-
distance and low-power wireless techniques (e.g., LoRa, Sigfox, NB-IoT) have recently emerged to
enable LPWANs (Low-Power Wide Area Networks). Due to low-cost COTS radio/gateway (e.g.,
Semtech) and open-source development (e.g., LoRa Alliance), LoRa is gaining popularity in both
industry and academy areas [1,43,44]. One of the most popular LPWAN, resulted from LoRa, is
called LoRaWAN.

LoRa operates at license-free frequency bands, thus LoORaWAN saves the cost subscribing to
any telecommunication operator. LoORaWAN consists of end nodes equipped with LoRa radio and
LoRa gateways. An end node directly connects with several LoRa gateways in its communication
range. LoRa physical layer adopts chirp spread spectrum (CSS) modulation [45] to enable data
packet reception under low signal-to-noise ratio (SNR) (e.g., -20dBm) while keeping low power
consumption (e.g., 400mW transmitting at 20dBm, 5uW in idle mode) as its low duty cycle and
narrow bandwidth. Moreover, COTS LoRa radio and gateway usually have a high signal sensitivity
to receive the potential weak signals. Hence, LoRa obtains large link budget [1,7,46] which ac-

counts for its high maximum feasible power loss along the signal propagation between an end node



and a gateway. The sufficient link budget is capable of providing reliable coverage spanning from
several kilometers to tens of kilometers in various environments (e.g., urban area, rural area).

Though LoRa establishes long-distance link, we observe that the communication distance may
vary greatly in real-world deployment. When an end node is deployed at different directions re-
garding to a gateway, the power attenuation of the link between them, dubbed as path loss, changes
due to different types of land-covers (e.g., tree, buildings, road, river) along the path. An accurate
path loss model is vitally important for LoORaWAN applications such as gateway deployment and
end-client localization. Specifically, since path loss correlates to the packet delivery probability of
a link [47], if we can accurately predict the path loss associated with a LoRa gateway before it is
deployed, we can optimize the LoORaWAN coverage by selecting gateway locations. Moreover, in
LoRaWAN, end node localization [11,48-50] relies on the matching of the signal fingerprint (e.g.,
received signal strength indicator (RSSI)) observed by several gateways. If we can accurately pre-
dict path loss without exhausted site survey, the localization system will be deployed and maintained
with low overhead. However, facing the environment diversity in different and large coverage areas
of LoRaWAN, it is challenging to develop such an accurate and general path loss model with low
overhead [10, 11].

Most existing methods of path loss estimation depend on various physical models (e.g., Friis [51],
Bor [1], Okumura-Hata [8]), which depict the influence of environmental reflection, refraction and
diffraction on wireless signal attenuation. Friis transmission formula can be used to calculate path
loss when wireless signal is propagating in free space, but free-space transmission is hard to meet
in various field studies [2—7,47,52]. Moreover, Petajajarvi et al. [2] and Bor et al. [1] explore the
log-normal shadowing model [53] to estimate path loss. An environment related signal shadowing
is modeled as log-distance attenuation and measured by field study, and the derived parameters are
combined to adjust Friis transmission formula. Okumura [8] and Hata [9] study the path loss of
cellular signal in urban, suburban, rural areas based on the data collected in Tokyo, then propose
empirical formulas for different areas. Although these fine-tuned physical models consider the in-

fluence of surrounding environments, the accuracy of path loss estimation may vary significantly



since their environment classifications are too coarse-grained to model the diverse per-link envi-
ronment characteristics such as the types and order of land-covers appearing along the path. How
to break the ceiling of these physical models and accurately estimate path loss of long-distance
wireless links is still a challenging problem.

In this paper, we propose DeepLoRa, a learning framework for accurate path loss estimation
of long distance LoRa links. We have two key observations. First, some public remote sensing
images [10, 11] can be utilized to recognize the fine-grained land-covers distributed along a link.
Second, the influence of the land-covers on path loss is actually very complicated that not only
the types of land-covers matter but also their appearing order along the link makes a difference
(Section 2.3). Then, we resort to deep learning technique [54-56] to model the influence of a
specific land-cover distribution on path loss.

Specifically, instead of considering the environment of a LoRa link as a whole, DeepLLoRa
divides it into an ordered sequence of short links (called micro link) with the same length. The
detailed land-covers of each micro link are recognized by utilizing remote sensing images. Then
we apply supervised Long-Short-Term-Memory (LSTM), which is one kind of Recurrent Neural
Network(RNN) for sequence analysis, to learn a path loss model based on the measurements col-
lected from the area of interest. Our LSTM model inherently capture the relationship between the
types and order of land-covers and path loss. When we have trained a LSTM model using the data
collected from a gateway, with only a few extra data collection and model training, the model can
be directly transferred to accurately estimate path loss for other gateways in the areas with similar
land-cover composition.

We implement DeepLoRa and extensively evaluate its performance on the dateset collected
from a campus LoRaWAN deployment spanning 6 X 6km? area in urban scenario. The dataset
includes data recorded by two gateways G| and G, placed at the roofs of two buildings with different
locations and heights. 6 mobile end nodes mounting on 5 bicycles and a car are used to collect GPS
and wireless signal data. 16071 data records are collected for G| and 15192 records are collected for

G,. The experimental results show that DeepLoRa achieves a mean error of 3.56dBm which is 2x



smaller than state-of-the-art models. When we transfer the model to the other gateway and fine-tune
it with less than 200 data records, the model achieves a mean error of 4.79dB. Our contributions
are summarized as follows:

e Instead of physical model, we first propose to utilize deep learning for path loss estimation of
long-distance LoRa links across large area in outdoor scenarios.

e We empirically study the influence of detailed land-cover sequence on path loss in a real
LoRaWAN system. We propose DeepLoRa utilizing adaptive LSTM model to learn the relationship
between path loss and the corresponding types and order of land-covers.

e We implement DeepL.oRa and evaluate its performance in real LoRaWAN deployment. The
experimental results show that the mean error is 2x smaller than state-of-the-arts and the LSTM
model can be generalized with low overhead.

The rest of the paper is organized as follows. Section 3.2 introduces the related work. We present
the preliminary knowledge and illustrate our empirical study in Section 2.3. The system design of
DeepLoRa is followed in Section 2.4. Section 2.5 and Section 4.6 exhibit the implementation and

evaluation, respectively. We conclude our paper in Section 4.9.

2.2 Related Work

The characteristics of long-distance wireless links have been empirically studied and theoret-
ically modeled in the past decades. We summarize the existing efforts from the following three
aspects.

LoRaWAN field studies: In LoRaWAN, path loss estimation is facilitated by the study of LoRa
coverage in real world. The LoRa radios and gateways are usually adopt the commodity products
from Semetech. LoSee [47] deploys a LoRaWAN network consisting of one gateway and a mobile
end node in campus environment of Tsinghua University and utilizes log-normal shadowing model
to predict the path loss. It shows two gateways are needed to ensure the full coverage of the 4.5km?
campus. Liando et al. [52] deploys 3 gateways and 50 end nodes. The maximum line-of-sight
(LOS) and non-line-of-sight (NLOS) communication distance is approximate 9.08km and 2km

when the packet delivery ratio is higher than 70%. Numerous other empirical studies [1-7] have



been conducted the measure the LoRa coverage ranges. The specific range varies with experiment
environments. For example, Centenaro et al. [5] observe range of 2km in an area of high-buildings.
Bor et al. [1] obtain a range of 2.6km in rural areas and a range of 100m in an environment concen-
trated buildings. Wixted et al. [7] observe of 1km to 20km in the central business district. However,
these empirical studies do not model and answer the question how path loss increases with commu-
nication distance at different rates in various environments. In DeepLoRa, we deploy 2 gateways
and 6 mobile end nodes in campus environment to study the detailed relationship between the types
and order of land-covers and signal attenuation.

Land-cover and environment aware models: There are a few models integrating environmental
factors to reflect the difference in the rates of path loss increasing. Empirical models Okumura [8]
and Hata [9] can be applied to LoRa path loss estimation which are originally used in cellular
scenarios. The Okumura-Hata model provides ready to use formulas that are suitable for different
environments (e.g. urban, suburban, rural areas). Bor et al. [1] adopts the well known log-normal
shadowing path loss model [53]. Different from free-space path loss, Bor model estimates the
absolute path loss with the reference path loss plus relative path loss between two distances. And it
introduces a parameter, called path loss exponent, that accounts for the rate of path loss increasing
in diverse environments, but estimating this value requires extra on-site measurements. Demetri et
al. [10] and Lin et al. [11] use remote sensing to quantitatively analyze the composition of land-cover
types along a signal propagation path, then based on the types of land-cover, they select appropriate
combinations of Okumura-Hata model and Bor model for further path loss estimation, respectively.
Instead of adopting physical path loss model, DeepL.oRa utilizes deep learning to develop a learning
model which can depict the complex relationship between the path loss and the types and order of
land-cover along the path. Thus, DeepLoRa can achieve more accurate path loss estimation.

Machine learning based models: Some works [57—-61] use machine learning to model the path
loss regarding to the influence of surrounding environments. Oroza et al. [57] adopt random forest
algorithm to predict the path loss for the wireless links in American River Hydrologic Observatory

(ARHO) system. The model takes link-specific features as inputs and achieves average prediction
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error of 3.74dB with standard error deviation of 3.40dB. Zhang et al. [58] propose path loss mod-
els for evaluating the unmanned aerial vehicle (UAV) communication channels based on machine
learning models (e.g., random forest and KNN). They take propagation distance, Tx altitude, Rx
altitude, path visibility (binary parameter indicating if there exists LOS path between the Tx and Rx
UAVs), elevation angle as features. Cheng et al. [60] associate the floor plan of a building to RSSI
values in each indoor Wi-Fi measurement. They trained Convolutional Neural Networks (CNNs)
to capture the underlying path loss model. The model takes images (e.g., floor plan) as input and
generates predictions of received RSSI, achieving Root Mean Square Error (RMSE) of 3.9404 dBm
and good generalizability. The existing learning models, however, cannot guarantee the accuracy
and generalizability at the same time, especially for long-distance links. In comparison, DeepLoRa
utilizes Bi-LSTM to depict the sequential influence of different landcover along the link path and

shows good generalizability.
2.3 Preliminary and Empirical Study

2.3.1 Physical Path Loss Model
When the transmitter and receiver antennas are put in ideal free space, Friis transmission for-

mula [51] gives the free-space path loss (FSPL) as follow:
FSPL(d) = 10log,y(d) +201log;,(f) —27.55 2.1)

where d is the distance between the transmitter’s antenna and the receiver’s antenna and f is the
frequency whose unit is MHz.

Based on Friis model shown in Equ. 2.1, some models such as Bor model and Okumura-Hata
model require integrating environmental information so that can provide more accurate path loss
estimation. Specifically, for Bor model, the use of environmental information is reflected in an
introduced parameter:

d
PL(d) = PL(do) + 10 n - logyo(~) + X, (2.2)
0

where PL(d) indicates the path loss when the distance between receiver’s antenna and transmitter’s

antenna is d. PL(dy)) is the path loss at a known reference distance dj. n indicates the path loss
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exponent that is environment-specific and needs to be estimated by empirical data. X is a zero-
mean Gaussian random noise with standard deviation o.

Okumura-Hata model requires selecting one of the formulas based on the surrounding environ-
ment of end node. The main formulas involved in our following discussion is given by:

e The formula used in urban environments is indicated as follows:

Ly(d) =69.55 +26.16log,, f — 13.8210g, hp
(2.3)

— Ch + (44.9 - 6.5510g,, hp) log,o d

where hpg(m) is the height of LoRa gateway. h,,(m) is the height of LoRa end node. Cp is the

antenna height correction factor which is defined as follows:
Cy =08+ (1.1log,y f —0.7)hpy — 1.5610g,, f (2.4)
e Similarly, the formula used in suburban environments is depicted as follows:
Lsy(d) = Ly(d) - 2(log, 2—];)2 -5.4 (2.5)

To acquire the environmental information to support the aforementioned two models, one typ-
ical way is on-site measurements which are usually labor exhausted. Demetri et al. [10] and Lin et
al. [11] adopt public remote sensing images for quantitatively analysing the composition of land-
covers along propagation route remotely, then based on the recognized types of land-covers, they

train and select appropriate physical model for further path loss estimation.

2.3.2 Remote Sensing based Land-cover Recognition

Literally, remote sensing is acquiring information of large-scale area on the earth, which can be
the surface, the atmosphere, or the oceans, using air-crafts or satellites equipped with sensors that
detect radiation reflected or emitted from target objects.

To recognize different types of land-covers from remote sensing images, as shown in Table 2.1,
Demetri et al. [10] define the types of land-covers which are representative enough in characterizing
the environment factors that affect LoRa signal attenuation. The land-covers are divided in two

groups according to whether they may lead NLOS signal attenuation or not (i.e., LOS transmission).
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Table 2.1 The types of land-covers.

%) BUILDING buidings
8 GREENHOUSE greenhouse structures
z TREES trees
Field farming field or glassland
8 SOIL bare soil
— ROAD streets,roads and highways
WATER lakes and rivers

A few features are extracted from the multi-spectral images [62, 63] which contain the different
radiation reflected by the land-covers. Then, each 10 X 10m? area in geographic space can be
classified into one type of land-cover by applying a classifier trained with Support Vector Machines
(SVM) [64-66]. With the types of land-covers along a LoRa link, they decide which Okumura-Hata
formula should be used based on the dominating land-cover type. They choose to use suburban
formula if dominating type belongs to LoS category and use urban formula otherwise.

Similarly, Lin et al. [11] classify different types of land-covers by using Random Forest. They
can achieve an area resolution of 0.6 X 0.6m? on their map due to the fine-grained remote sensing
dataset. After extracting a sequence of land-covers along a link, they separate the link into seg-
ments by the boundaries between adjacent different land-covers and adopt Bor model to estimate
the overall path loss segment by segment. The path loss exponent for each type of land-cover is
trained by site-surveyed data. To evaluate the influence of surrounding environment on signal at-
tenuation, we deploy a LoORaWAN system in a campus environment, where is full of different types

of land-covers. We also adopt remote sensing techniques for land-cover recognition.

2.3.3 Campus LoRaWAN System and Dataset

Figure 2.1 shows the overview and hardware of our campus LoRaWAN system. The system
is built on the LoORaWAN protocol. In our system, we deployed 2 gateways G| and G,. Each
of them is equipped with a MCU, a SX1276 transceiver and a Raspberry Pi 3 for programming
remotely. They are located at the roofs of two different buildings in a campus environment as shown
in Figure 2.1(a). Their altitudes are 84m and 68m, respectively. The ground altitude of the campus

area is about 52m. Our LoRa end nodes are implemented with a MCU, a SX1278 transceiver and a
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Figure 2.1 The overview of the deployment and dataset of our campus LoRaWAN system.

GPS unit as shown in Figure 2.1(b). They are mounted on 5 bicycles and a car as shown in Figure
2.1(c). While the bicycles and the car are moving, the LoRa end nodes will send packets to the
gateways. All the packets are transmitted with spreading factor SF = 12, bandwidth BW = 125kHz,
and coding rate CR = 4/5. TX power together with antenna gains is about 19dB. The 6 end nodes use
channels of 486.3kHz, 486.5kHz, 486.7kHz, 486.9kHz, 487.1kHz and 487.3kHz, respectively. The
interval between two adjacent packets is 5s. A packet includes the GPS coordinates, timestamps
and sequence number. The corresponding SNR and RSSI are logged at gateway.

We completed deploying the system in Dec, 2018. All the data were collected in the campus or
surrounding area from Dec 22, 2018 to Mar 15, 2019. We logged over 30,000 records at the two
gateways in total. Via GPS readings, we can calculate the link distance d and the height difference
h between end node’s antenna and gateway’s antenna. As shown in Figure 2.1(a), the measurement
locations are along the main roads in or around the campus. The whole region of interest is a

6km x 6km square area in where the land-covers include buildings, roads, parking lots, lakes, a
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Figure 2.2 Path loss vs. distance for different land-cover dominated links regarding to different
gateways G and G».

river, glassland, trees and playground. The red points are the locations of our two gateways G and
G,. The yellow points are the locations of all packet transmitted by the moving end nodes.

To study the environmental effects, we adopt the way that Demetri et al. [10] proposed to get
a sequence of land-covers for each LoRa link. The detailed implementation refers to Section 2.5.
We clean the data and remove redundancy in the way section 2.5.2. Finally, we obtain a dataset that
consists of over 4,000 unique records regarding to two gateways. 2,301 records are from G| and
1,780 records are from G, respectively.

In practice, given a received LoRa packet, we can obtain its RSSI and SNR from gateway, but
the RSSI is the power combination of LoRa signal and various noises. To eliminate the influence
of the noises, we use Expected Signal Power (ESP) as a metric to indicate actual received signal

power, which can be derived from the following equation:
ESP = RSSI + SNR — 10 - log,o(1 + 10%15VE) (2.6)
Then, we use the following equation to obtain the ground truth of signal path loss.
PL=P +G +G'-ESP (2.7)

where P’ is the power fed into the transmitter’s antenna, G” and G’ are the power gains at receiver

and transmitter sides, respectively. In our system, the sum of P/, G and G’ is 19dB.

2.3.4 Empirical Study
We already know that free-space path loss does not take attenuation caused by environment into

account, thus underestimating the true path loss. How to model the impact of environment on path
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loss is the focus of designing path loss models. We conduct empirical study based on our LoRaWan
system measurements to find laws in which the environment information affect the path loss of
LoRa links. As shown in Figure 2.2, we color the measured points according to their dominating
land-covers along the link. We can see different links have different dominating land-covers (e.g.,
buildings, trees, roads and field). Moreover, even under the same distance, the distribution of path
loss varies for different types of dominating land-covers. The buildings and fields make the path
loss more dynamic than other types of land-covers. Therefore, the results show that different types
of land-covers will lead diverse effects on the path loss.

The main problem of existing environment aware path loss models is that the land-cover infor-
mation they use is either extracted from the surrounding environment of end node or from statistics
of the whole link, which does not make full use of the fine-grained land-cover information. In Fig-
ure 2.2, we notice that even for the links with the same type of dominating land-cover, their path
loss variance is still very significant, especially for G.

To discuss the problem in detail, we select four links R, R>, R3 and R4 from our dataset as
shown in Figure 2.3(a). The properties of those links can be found in Table 2.2. R and R;, R3 and
R4 have something in common: 1) their length are nearly the same; 2) the type of dominating land-
cover of both links are BUILDING; 3) the percentages of NLoS land-cover of both links are very
close. If we adopt aforementioned empirical models, we should get very close path loss estimation
of each pair of links. However, as it shown in our real measurements, the differences between path
loss of the two pairs are more than 20dBm, which cannot be ignored.

Table 2.2 The properties of two link pairs.

Link Length[m] Dominating | NLoS Land-cover Path
Index Land-cover Percentage Loss[dB]
Ry 46.04 BUILDING 0.61 140.61
Ry 47.27 BUILDING 0.62 114.74
R3 76.85 BUILDING 0.52 149.34
Ry 75.45 BUILDING 0.52 127.40

We plot the detailed types of NLoS and LoS land-covers of these links at different distance along

the path from their end nodes to the gateway in Figure 2.3(b) and Figure 2.3(c). We can see that
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Figure 2.3 Four example links in our area of interest.

each pair of links show significant difference in the order that NLoS and LoS land-covers present
along their paths. For those links (e.g., Ry and R4) with less path loss, they have less NLoS land-
covers that present near the end node. As other properties of the links remain similar, we believe
that not only the types of land-covers affects the path loss, but their order along a link also matters.
The reason is that for the distance between a obstacle and the end node, the closer the distance is,
the more probability the signal can be blocked. Although buildings may block the signal between
the end node and the gateway, the limited height of building has less probability to block the signal
if it is far away from the end node.

Though Lin et al. [11] divides the whole link into segments by different land-covers and calcu-
late the overall path loss segment by segment, they only use the type of land-cover in each segment
to determine the path loss exponent for Bor model. The result would be of no difference if the order
of those segments change in the link. There is still much room for us to improve in LoRa path loss

estimation by fully exploit the fine-grained order in which land-covers present in the link.

2.3.5 Recurrent Networks

To model the observation mentioned in last section, we look into the signal-propagation link
from finer granularity other than a whole. Link path loss can be regarded as a result of travers-
ing a sequence of micro-environments. Based on this understanding, we need sequence analyze
techniques to build the model. Finally we resort to Recurrent Neural Network (RNN), a main

Deep Neural Network (DNN) approach for tackling with sequence data. Though effective on some
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tasks [67,68], the simple architecture suffers from vanishing and exploding gradients problem [69],
making the gradients hard to back-propagate through long sequence of hidden units. Thus, it is dif-
ficult for the traditional RNN to learn long-time dynamics. Since LoRa link can be very long,
traditional RNN may fail on long distance cases. To address the vanishing and exploding gradients
problem, LSTM [69] was proposed with a memory and forgetting mechanism. Besides, Bidirec-
tional Recurrent Neural Network (BRNN) [70] can encode the temporal information in both the
sequence order and the reverse order, which better captures the properties of the sequence. Consid-
ering all those factors, we choose to adopt Bidirectional LSTM(Bi-LSTM) in our model to capture

the fine grained and order-dependent environmental information of LoRa links.
2.4 System Design

2.4.1 Overview

Figure 2.4 shows the overall workflow of our system. DeepLoRa consists of three parts. To start
with, given a location where we intend to deploy a LoRa gateway at, we get free multi-spectral im-
ages of related area of interest via Sentinel-2 open access API. Next, we generate a land-cover map
from multi-spectral images through land-cover classification. Each pixel in the land-cover map is
the class label that represents the true land-cover type in the real map. For regional estimation, we
assume that an end node can be deployed at any possible point in the area, so we can get a list of
coordinate pairs of the gateway and an end node, which is exactly a list of LoRa links. Then, Link
segmentation and embedding produces formalized descriptions of the land-covers traversed by
LoRa link based on land-cover map, which are in the format of sequences. Moreover, our path loss
model based on DNN takes the sequences together with experimental specific parameters as inputs,
and predicts corresponding path loss such that the ESP received by the gateway can be calculated.

Finally the regional estimation of ESP received by the gateway can be visualized as a heatmap.

2.4.2 Land-cover Classification
Land-cover classification is the first step of DeepLoRa, it provides us fine-grained knowledge

of the land-cover information traversed by LoRa link. To formalize this problem, given an area of
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Figure 2.4 Overview of our system design.

interest that is 10M x 10Nm? large and its multi-spectral images (10m is the pixel resolution of the
multi-spectral images, M and N are the width and height of the images, respectively), we want to
obtain a land-cover map of which each pixel p;;,0 <i < M,0 < j < N indicates the corresponding
land-cover type cx,0 < k < 5 that the corresponding area a;; of 10 10m? in the real map belongs
to. We consider 6 land-cover types in total as shown in Table 2.1 except GREENHOUSE since this
class does not present in our experiment area. Actually it is a per-pixel classification problem.

For each unit area a;;, we extract a feature vector f including the raw spectral values of corre-
sponding pixel, the Normalized Difference Vegetation Index (NDVI) and the Normalized Differ-
ence Water Index (NDWI) from corresponding multi-spectral images. Then we feed the feature
vector to SVMs with Radial Basis Function (RBF) kernel that predicts whether a;; belongs to land-
cover type cy or not. We train 6 binary classifiers. Each classifier is trained for one specific land-
cover type, and we select the one with the highest confidence score as final prediction. Altogether

we can get the land-cover classification map.

2.4.3 Path Loss Estimation

Once we are done with land-cover classification, we can exploit the detailed environment infor-
mation to design our DNN based path loss model. We need to first select a region that can represent
the LoRa link. Then according to discussions in Section 2.3.4 and Section 2.3.5, we need to mount
the types of land-covers in the link-region as a sequence of micro-environments and further formal-

ize it as the inputs of the DNN learning framework with Bi-LSTM units.
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Figure 2.5 Deep neural network based on Bi-LSTM for path loss prediction.

2.4.3.1 Link Segmentation and Embedding

To represent the land-cover composition of a LoRa link, we do not just take a ’line” but a rectan-
gular area connecting the end node and the gateway from land-cover classification map as shown in
Figure 2.6. Since in our scenario, usually the direct link is NLoS path and the attenuation caused by
the environment can be quite complex due to reflection, diffraction, diffusion and so on. Moreover,
factors like the orientations of transmitter’s antenna and receiver’s antenna can affect the actual
propagation route so that make the “’line” is hard to be determined. Besides, the misclassification
of a few pixels on the line would affect the whole sequence if just take one line of pixels into ac-
count. Selecting rectangular area can provide fault tolerance to above concerns. The width of this
rectangle needs to be selected according to experiment and empirical knowledge. Then, we seg-
ment the rectangular area and embed it into sequence format. Take a closer look at the embedding
process in Figure 2.5 as Figure 2.6. We divide the extracted link region of length d and width w
into micro-link regions of length d’ from the end node to the gateway. We can get n = [d/d’]
micro rectangles in total. If the remainder r # O we still regard the rest part as a micro-link. The
granularity and length of the sequence is actually determined by d” and have direct impact on es-
timation accuracy. We will discuss the selection of d” in section 2.6.2. Say that micro-link region
[;,0 < i < ncontains my,1 < k < 5 pixels for each land-cover type cx. Then each micro-link

region is embedded into a 1 X 6 vector v; by counting the proportion of 6 land-cover types.

0,1 .2 .3 4.5
vi=[v;,v;,vi,vi,vi,v7]

5 (2.8)
vf = mk/Z m;
7=0
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Figure 2.6 Link segment and embedding.

Such that we transform the rectangle area into an ordered sequence s = [v{, V3, ..., V] consists of

land-cover vectors. After embedding, we input the sequence to our designed deep neural network.

2.4.4 DNN based Path Loss Model

The architecture of our neural network based path loss model is shown in Figure 2.5. The
sequence of vectors is first input to Bi-LSTM unit to extract order dependencies. As RNNs can
unfold along time axis (in our case, distance), they enable information flow traverse from the start
of the sequence to the end of the sequence thus capture the forward dependency and connect the
output of current frame (timestamp,location, etc.) to previous frame. This capability suits our
demand that we want to estimate the path loss at gateway which is the last frame in our sequence
considering the attenuation from the start of the sequence. One concern is that RNNs are not good
at learning long-term dependencies. But LoRa links can span extremely long distances, resulting
in quite long sequences. Even if we adopt quite coarse link segmentation granularity, e.g. d’ =
3 (i.e., corresponding to a distance of 30m in reality), we’ll get a sequence of length 100 for a
link of distance 3km. That sequence is equivalent to some paragraphs in machine translation task,
which we already know that is hard to process with more complicated neural architectures. Not to
say longer link with finer segmentation granularity. LSTM is more capable of learning long-term
dependencies like sequences contains hundreds of elements. To better relate the information from
the start of sequence to the end as we have discussed that land-covers near the end node are more
likely to block the signal, we further adopt Bi-LSTM.

All RNNs have a chain form information flow from the former frame to the next frame as the

forward layer related flow (e.g., blue arrows) in Figure 2.7. Bi-LSTM contains information flow
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Figure 2.7 The information flow of Bi-LSTM.

from the other direction as the backward layer related flow (e.g., red arrows) in Figure 2.7. This
ensures that the land-cover information from both the start and end of the sequence can be captured
instead of “forgot” when length of the sequence is very long.

The outputs of Bi-LSTM are input into convolution layers to extract local features and context
dependency. Rectified Linear Unit (ReLLU) layer [71] introduces non-linearity to the model. After
max pooling, the output features are down-sampled and the dimensionality is reduced. Then we
linearly map the features to the path loss. To be noted that, while doing linear mapping, we can add
extra parameters to the network which can be any factor that has an effect on the path loss (also we
can introduce non-linearity with other units). In this way our network becomes extendable when
we have other properties of LoRa Link, e.g. weather condition, temperature, etc. So that we can
quantitatively study new influencing factors in the future. For now, we just input the link distance
as well as the height difference of transmitting antenna and receiving antenna.

The actual path loss of a LoRa Link has boundaries, it can not be less than 0, it can not exceed
the maximum link budget constraint to the maximum transmitting power and end node sensitivity.
So we curve our final estimation to a value between 0 and 1 using sigmoid function. In this way
we can control the range of losses for the sake of training convenience. We just need to scale the
estimation with the upper boundary to get the predicted path loss. Path loss larger than the upper
boundary then will be curved to the upper boundary which indicates failure of packet delivery. In
our experiments, we take 160dB as the upper boundary.

An important concern of DeepLLoRa is whether it can be used in new environments. Our system
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design enables 3 levels of generality and can be transferred to new environment painlessly.

e We do not manually select features but use sequence reorganized from real land-cover map
with other factors as inputs, so that our model can learn a mapping which approximates to the law
of signal propagation. This ensures the model generality of the first level.

e When we train our model, we endeavour to select training data that covers the links of various
distances and land-cover compositions as introduced in section 2.5.2, then our training set span
much room in the full feature space. This ensures the model generality of the second level.

e We adopt a Bi-LSTM based DNN model in our path loss model. Neural networks that are
trained on a large history dataset can be fine-tuned with a small dataset contains new data to adjust
its weights to fit new observations. So when we fine-tune our model with just a few data from the
new environment, it can achieve higher accuracy than original model in the new environment. This
is one advantage over many other machine learning based models since they need to retrain their
model with fixed data from scratch and not promise to get better results. This ensures the model
generality of the third level.

The first two levels of generality enable fair transferability of the original model while the last
level of generality provide a feasible way to enable model fine-tune when we have higher demand
for accuracy and would like to do lite on-site measurements for it. We evaluated the generality and

tranferability of our model in Section 2.6.3.
2.5 Experiment Details

2.5.1 Land-cover Classification

We obtain multi-spectral images (hereafter tile) of resolution 10m from sentinel-2 open hub.
We build a dataset from those images, which consists of small portions of micro-areas on the map
to train and evaluate our land-cover classifiers. We manually labeled these areas using the online
tool semantic-segmentaion-editor [72] which support annotating pixels in RGB images by checking
areas. We obtained 900 labeled pixels in total, 180 pixels per class. The dataset then is divided into
training set and testing set by 9 : 1. Training set is used for training and model selection, testing set

is used for evaluating model performance.
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Figure 2.8 RGB map and land-cover map of the area of interest.

The testing result shows a quite high overall classification accuracy of 97.4% for all land-cover
types which indicates that we can regard the obtained land-cover map as a reflection of true en-
vironment condition. Figure 2.8(b) shows the generated land-cover map of our area of interest.
Different colors indicate different types of land-covers. We can see most parts of the area are full
of buildings. Trees, fields and roads occupy a large part of the rest area. Water and soil only appear

in a few parts of the area.

2.5.2 Path Loss Estimation

Our path loss model is based on DNN. We implemented it using Pytorch [73]. We need to use
our collected data for model training. While training the model, we have to make sure that two
same inputs can only be mapped to the same output, otherwise our model will be confused. So we
clean our data before training. Since our data is continuously collected as bike moves, the locations
logged by GPS unit are continuous on the map. Due to the 10m resolution of multi-spectral images
we use, we regard every area of size 10 x 10m? in reality as a pixel on the map. When we transform
the GPS coordinates into coordinates on the map, many locations in reality are mapped to the same
pixel with different ground truth path loss. To remove redundancy and get a unique ground truth

for each input to the path loss model, we calculate a mean path loss for those measurements with
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locations fall into the same pixel.

To train and evaluate our path loss model, we split the dataset into training set and testing set by
9 : 1. Since the principle behind our model is sequence processing and the length of sequence has
significant impact on path loss, we separate our data into bins based on their sequence lengths before
we split the dataset. In this way, we make sure that our training set contains sequences of diverse
lengths, and their percentages in training set are close to these in testing set. Such a balanced
training set promises a more general model. However, there is still gap of the link composition
between training sets of two gateways and the two gateways are located at different altitudes, so it
remains a challenge to apply the model trained for one gateway to a new gateway or new environment
directly. We also extract data from training set for two gateways in several proportions, and conduct
experiments on model tranferablility between different environment or gateways with those data.
We will discuss more about it in Section 2.6.3.

For the link segmentation and embedding, we tried with multiple values of rectangle width w
and micro-link length d’, the comparison and evaluation can be found in section 2.6.2. We finally
select d = 3, w = 7(represent 30m, 70m respectively) in our following experiments. We train our

model with learning rate /r = 0.0001, batch size train;s = 16, and test the model every 5 epochs.
2.6 Evaluation

2.6.1 Overall Performance

We evaluate our model accuracy in comparison with free-space model, Bor model, and two
models PATH and INTERSECTION proposed by Demetri et al. [10] on the same testing set by cal-
culating the absolute difference between path loss estimation and ground truth value. The path loss
exponent of Bor model is fitted by the same training set as our model. PATH and INTERSECTION
use settings in the original paper [10]. The result is as follows: Among all these models, DeepLoRa
achieves the lowest error of less than 4dB for both gateways with the best performance of as low
error as 3.29dB, which outperform those models in comparison by at least 50%. Also the standard
deviation of DeepLoRa is limited to be 3.xdBm, the stability of estimation is ensured. We plot the

raw estimation errors of these models except free-space model(since its error is too large) on the
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Table 2.3 Absolute average estimation error on path loss. Average (avg[dBm]) and standard devia-
tion (stdd[dBm]) among different models.

G G1 G2 all
id avg | stdd | avg | stdd | avg | stdd
DeepLoRa 329 | 3.12 | 394 | 3.21 | 3.56 | 3.17
INTERSECTION | 19.91 | 7.13 | 17.55 | 10.00 | 18.88 | 8.58
PATH 2093 | 7.68 | 17.35 | 10.35 | 19.36 | 9.12
Bor 870 | 7.18 | 12.24 | 8.83 | 10.25 | 8.14
free-space 52.23 1 6.04 | 47.52 | 9.64 | 50.17 | 8.16
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Figure 2.9 The distribution of the estimation errors on the full testing set.

full testing set in a box plot as Figure 2.9. We can see that the raw estimation errors of DeepLoRa
is centered around 0dB which means that it has no tendency of underestimating or overestimating
path loss, while estimation of other models all show obvious offset towards one side of 0. The error
distribution of DeepLoRa is way narrower than other models, the magnitude of the largest error is
less than 10dB and the magnitude of 50% errors are less than 5dB. It further proves that DeepL.oRa

achieves higher estimation accuracy with low variance.

2.6.2 Link Segmentation

To study the impact of different link segmentation parameters on the final performance of the
path loss model, we train models for several combinations of link region width w and micro-link
length d’. The performance of those models are compared based on absolute average estimation
error. The results is reported in Table 2.4 Though the variance of estimation error among all the
settings is not significant, we can still find some changing rule from it. When we fix the width w,

and vary length d’, d’ = 3 gives lower error than d’ = 5,7, this is consistent with our intuition

26



Table 2.4 Absolute average estimation error with different link segmentation parameters.

d’(10m) | w(10m) | avg(dB)
1 7 3.79
3 7 3.29
5 7 3.75
7 7 3.54
3 3 3.85
3 5 3.28
3 11 3.30

4‘ -100

(a) free-space (b) Bor (c) INTERSECTION (d) DeepLoRa

Figure 2.10 ESP heatmaps of a 6 X 6km? area with regarding to gateway G».

that the finer the granularity of the sequence, the better the result. But ' = 1 does not produce the
best result. The reason mainly lies in two folds: 1) for the same link, the length of sequence with
d’ = 11is 3 times longer than that of sequence with d’ = 1. Long sequences are harder to learn; 2)
smaller d” means smaller micro-link region, there are so few pixels in such region for embedding
that it provides little fault tolerance for land-cover classification. So we choose d’ = 3. When we
fix the length d’, and vary width w, w = 3 seems to give the highest error while the model achieves
similar results with w > 5. Actually setting w = 3 is similar to selecting a ’line” to represent the
link, it is just too narrow as we already explained in Section 2.4.3.1. But it is not always the wider
the better since wider link region means more calculation during embedding. To balance between

fault tolerance and computation, we select w = 7.

2.6.3 Model Generality and Transferability

To compare the performance between DeeplLoRa and other models when applied in new envi-
ronment, we conduct testing of model trained with training set of one gateway on the testing set
of the other. Since free-space model, PATH and INTERSECTION do not apply in such scenario

(their performance should be the same as in Table 2.3), we just compare our model with Bor model
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Table 2.5 Absolute average estimation error during model transfer.

G G1 — G2 G2 — G1
id avg (dBm) | stdd (dBm) | avg (dBm) | stdd (dBm)
DeepLoRa 9.58 0.76 8.92 6.51
Bor 10.20 9.16 10.00 8.91
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Figure 2.11 CDF of absolute estimation error when apply model in new environment with different
amount of fine-tune data.

as in Table 2.5.

We can see that when DeepLLoRa model trained on G training set is applied for G, testing set,
the average estimation error and standard deviation of DeepLoRa is 9.58dBm and 0.76dBm which is
lower than those of Bor model. The same things happen if we reverse G,G,. This result indicates
that DeepLoRa guarantees good generality. When we transfer DeepLLoRa to new environment it
still retains satisfactory estimation accuracy.

Above result just shows DeeplLoRa generality of the first two levels, we also conduct experi-
ments to verify its generality of the third level. Before apply the model directly in new environment,
we use different percentages of training data belonging to the new gateway to fine-tune the base
model. Adding 0% of data means using the base model directly without fine-tuning. The result is
given by testing the fine-tuned model on the testing set of new gateway as shown in Figure 2.11.
We can see from the CDF that when test on G data, using 10% G training data for fine-tuning

can control 80% of estimation errors within 7dBm, when test on G, data, using 10% G training
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data for fine-tune can control 80% of estimation errors within 8.5dBm, which approximates the
performance when using 100% training data of the new gateway for fine-tuning (i.e., equivalent to
train the model from scratch for the new gateway).

In Table 2.6, we report the absolute average estimation error of above experiment. We can see
that using 10% of training data to fine-tune can improve the estimation accuracy up to 2Xx when
compared with no fine-tuning. And we can see greater improvement when fine-tune G, model and
test on G data. This is because dataset collected for G, is more diverse than that of G, resulting
in a more general base model. The extra accuracy benefit brought by increasing the amount of
fine-tuning data can be ignored when we already use 20% or more fine-tune data. In our context,
10% training data is around 200 records, which can be easily collected with our LoRaWan system.
Actually we may not even need 10%, 5% or less would be enough. Based on this result, we suggest
first training a base model with large-scale history data which can be obtained from existing real-
world deployments, and fine-tuning the base model with a few data collected in the new environment

for seek of higher accuracy demand.

2.6.4 Generating ESP Heatmap

In order to show the performance of DeepLLoRa more intuitively, we do per-link path loss esti-
mation using DeepLoRa for each unit area in the 6 x 6km? area shown in Figure 2.1. Finally we
draw the ESP heatmap of this area with regarding to gateway G, (G’s is similar to G,’s). We
also draw heatmaps using free-space model, Bor model and INTERSECTION model for compar-
ison purpose. Figure 2.10 shows the heatmaps. In these heatmaps we use the same color scale of
[-40, -140]dBm for all models, darker color means lower ESP value (i.e., larger path loss). ESP
value equal or lower than 140dBm means unable to deliver the packet/no coverage. It is clearly
that free-space model and Bor model only provide isotropic path loss estimation with lower accu-
racy. INTERSECTION model reflects the anisotropy to some extent, but the granularity is not fine
enough. When it comes to DeepLoRa, we can see the difference between each single link clearly,
many holes of coverage that are hidden in former heatmaps now show up.

Combine the quantitative experiments results and the visualization of estimation for large-scale,
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Table 2.6 Absolute average estimation error with model fine-tune.

Gid G1 — G2 (dBm) G2 — G1 (dBm)
0% fine-tune data 9.58 8.92
10% fine-tune data 4.06 5.37
20% fine-tune data 3.42 4.80
50% fine-tune data 3.40 4.21
100% fine-tune data 3.15 3.99

we can prove that DeepLoRa is a more accurate and robust path loss model which is capable of

providing ESP/coverage estimation for the area of interest in fine granularity.

2.7 Conclusion

To conclude, we propose DeepLoRa, a learning framework enabling accurate and general path
loss estimation for long distance wireless links in LPWAN. By deploying a real LoORaWAN system
in campus environment, we empirically study the relationship between the path loss of a link and the
land-covers along the link. We have observed that not only the types of land-covers lead different
signal attenuation, but also the order of these land-covers has significant influence. Given the posi-
tion of an end node, we utilize remote sensing images to recognize the types of land-covers between
the end node and a gateway. Then, we use Bi-LSTM to develop a learning path loss model which
captures the influence of both type and order of these land-covers on the path loss. We implement
our learning model and evaluate it based on our dataset. In comparison with state-of-the-art physi-
cal models, the experimental results show that DeeplLoRa achieves more accurate and fine-grained

path loss estimation and needs few transferring training overhead.
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CHAPTER 3

IS LORAWAN REALLY WIDE? FINE-GRAINED LORA LINK-LEVEL
MEASUREMENT IN AN URBAN ENVIRONMENT

3.1 Introduction

Low-power Wide Area Network (LPWAN) is an emerging IoT paradigm aiming for low-power
wireless communication over kilometer links. Several LPWANS (e.g., Long Range (LoRa) [74],
Narrow-Band(NB)-IoT [75], SIGFOX [5]) with different physical layer designs have been commer-
cialized, enabling city-scale IoT applications at a low cost. For example, NB-IoT [75] and LTE-M
operate on the LTE band as a part of 5G for the massive IoT. SIGFOX [5] uses an unlicensed band
but is a proprietary network. In contrast, LoORaWAN [74] operates at an unlicensed spectrum and
follows an open-source standard, attracting much attention from academia and industrial commu-
nities.

LoRa networking stack adopts the Chirp Spread Spectrum (CSS) modulation at the physical
layer (LoRa-PHY). By suppressing the background noise on the spectrum in CSS, LoRa-PHY can
successfully demodulate a symbol even if its SNR level is as low as -20 dB [76, 77], making it a
representative of the low-power and long-distance communication. With such LoRa links, spatial-
temporal link dynamics, coverage, and link-information based localization are three fundamental
research issues [78] which can be formulated as follows:

e For spatial-temporal link dynamics, the critical questions are whether different links with the
same distance show similar link performance and whether a link’s performance is stable over a long
period.

e For coverage, the critical question is whether the conceptual “long-distance” can be realized in
a wide area with a few LoRa gateways, enabling smart-city applications (e.g., vehicle sharing [47],
environment monitoring [40,41], metering, logistics)?

e For link-information based localization, the critical question is whether an end-node can be
accurately localized with LoRa link fingerprint in a wide area and sparse deployment.

With the answers to these questions, a fine-grained link-level measurement can benefit the de-
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ployment of LoRa gateways, service quality in mobile applications, and network management in
practice.

Status Quo and their Limitations: Several works [10,79, 80] have observed the spatial diver-
sity of LoRa links, but lack detailed analysis in different distance scales. To our best knowledge, no
work reports the temporal performance of LoRa links. Similarly, to answer the coverage question,
some measurement studies [2,47,52,81-84] deployed real LoORaWAN systems to study the coarse-
grained communication rangeFin in real environments. For example, Liando et al. [52] deployed
three LoRa gateways and more than 50 static LoRa end nodes in a 3x3 km? campus environment
to conduct a coverage measurement. And they further use a 70% packet delivery ratio (PDR) as a
threshold to approximate the communication range of a LoRa link. The results show that the max-
imum communication range is 9.08 km and 2 km in Line-of-Sight (LoS) and Non-Line-of-Sight
(NLoS) scenarios. However, with only a communication range, the communication heterogene-
ity [79,85] will cause significant uncertainty in the coverage area for a gateway. Thus, the coverage
problem is not fully addressed.

Compared to the energy-consuming GPS-based localization, LoRa link fingerprint based local-
ization consumes much less power at the expense of accuracy. To answer the localization question,
the SOTA LoRa localization method, SateL.oc [11] reported a median localization error of 43.5 m
in a 350x650 m? urban area with three gateways. However, the size of the evaluated area is limited,
and the cost of dense gateways deployment is unaffordable. Thus, whether we can achieve the same
localization accuracy in a larger area and with sparsely deployed gateways is still questionable.

Challenges: To achieve fine-grained spatial-temporal dynamics, coverage, and localization
measurement, the key information is to obtain the link PDR and signal fingerprint at a fine-grained
geography scale. We take a 6x6 km? area as an example to demonstrate the difficulty of obtaining
such information. If we split the whole area into 100 m? (i.e., the geography scale) cells and deploy
a LoRa end node in each cell, 3,600 LoRa end nodes are required. The number of LoRa end nodes
increases as the geography scale becomes more fine-grained. The expensive cost makes a static

deployment impossible to achieve the fine-grained link-level measurement.
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In this paper, we deploy a mobile LoORaWAN system and propose novel methods to measure
the LoRa link-level coverage area and localization accuracy in a wide urban area at a fine-grained
geography scale. Our deployed mobile LoORaWAN system consists of two LoRa gateways and six
mobile LoRa end nodes in a 6x6 km? urban area, which continuously transmits data packets with
the location information while they are moving. Although benefiting from the mobility of the LoRa
end nodes, thousands of LoRa links are recorded efficiently, covering a variety of different locations,
we still encounter two challenges to achieve the fine-grained and whole-area measurement. On the
one hand, since a LoRa end node keeps moving, it needs time to observe enough packets for PDR
calculation, but it travels for a distance as well. Such mobility leads to a granularity tradeoff between
the PDR calculation and the geography scale. On the other hand, the users carrying the mobile end
nodes moved freely in their daily life, without any requirement for movement. Thus, the locations
of the collected data are not uniformly distributed across the areas of interest. Although we have
available data records over four months, some locations and roads are still uncovered. In such areas,
it is not trivial to infer the coverage performance and establish a fingerprint map for localization.

To solve the first challenge, The PDR granularity indicates the PDR estimation precision we
can achieve by observing different numbers of packet transmissions. The more packets we count,
the higher the precision is. For example, the precision will be 0.1 if we only count 10 packets in
total, but it will be 0.01 if 100 packets are counted. We estimate the speed of each LoRa end node
(§3.3.3), then adaptively adjust the geography scale to ensure the PDR granularity is not higher than
0.1 (§3.4.1). Moreover, we adopt DeepL.oRa [79] to generate the expected signal power (ESP) [10]
for every location in the area. DeepLLoRa [79] is a deep neural network (DNN) based ESP estimation
model to predict accurate ESP values by taking a land-cover type sequence as input. For coverage,
with the calculated PDRs in the covered locations, we establish an ESP based PDR prediction model
to infer the PDRs in the uncovered locations (§3.4.5). For localization, we use the ESPs observed
by different gateways as fingerprints to generate a fingerprint map for each location.

With the ESP, PDR, and fingerprint map, our link-level measurement includes the following

aspects. First, with the ESPs and PDRs in the covered locations, we analyze the overall, spatial
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and temporal link dynamics for link property analysis (§3.4.3 and §3.4.4). Second, we estimate the
coverage area of each gateway with/without link ESP gains (§3.5). Third, we study the localization
accuracy with the fingerprint map under various settings (§3.6). Our measurement study presents
three key observations, and the conclusions are as follows:

e The distance cannot reflect the link quality anymore, and the temporal link behavior is much
more dynamic due to the micro-environment changes.

e Although the maximum communication range of a gateway observed by us is over 3 km, its
actual coverage area is irregular and only about 11.3 km?, which is much less than expected.

e The fingerprint-based LoRa localization accuracy is quite limited in sparse gateway deploy-
ment. More gateways, site-survey, and dynamic calibration are needed.
We summarize our contributions as follows:

e We deploy a real mobile LoRaWAN system in an urban area and measure massive LoRa links
over four months.

e We propose several methods to measure spatial/temporal link dynamics and enable coverage
area calculation using sparsely received LoRa packets.

e We report the localization accuracy in such a wide-area deployment providing more insights

for future localization method design in LoRaWAN.

3.2 Related Work

LoRa Link Dynamic Study. To estimate the coverage of LoRa gateways without the deploy-
ment and on-site measurements, Demetri et al. [10], SateLoc [11], and DeepLoRa [79] develop
different models to accurately estimate the signal path loss by understanding the impact of land-
cover types in an urban environment. And a variety of remote sensing techniques are adopted to
recognize land covers through the LoRa link. For example, Demetri et al. [10] first design an au-
tomated processing toolchain with the multi-spectral images from remote sensing and then apply
the Okumura-Hata formula [8] for path loss prediction. Similarly, SateLoc [11] proposes a seg-
mented Bor model [1] to capture the different path loss exponents with corresponding land covers.

DeepLoRa [79] further incorporates the deep learning techniques for LoRa link estimation. It de-
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Figure 3.1 Illustration of our LoRaWAN architecture.

velops a land-cover aware path loss model based on the Bi-LSTM (Bidirectional Long Short Term
Memory) and reduces the estimation error to less than 4 dB, which is 2x smaller than state-of-the-
art models [10]. In contrast, we study the relationship between a path loss and the resulting PDR,
which is crucial in bridging the gap between link behavior and network coverage.

LoRa Coverage Measurement. Recent years have witnessed several measurement works [5,
7,47,52,80,86,87] to reveal the LoORaWAN performance in real environments. Liando et al. [52]
deploy three gateways and more than 50 static end nodes in a 3x3 km? campus to study the Lo-
RaWAN performance for measurement, including the communication range, network throughput,
and energy efficiency. Results show that the LoS and NLoS communication ranges are 9.08 km
and 2 km, respectively. Similarly, Centenaro et al. [S] observe a communication range of 2 km in
an area of high buildings. And the communication range they reported varies from 1 km to 20 km
in the central business district [7]. Besides, LoSee [47] adopts a mobile end node mounted on a
bike to study the LoRaWAN coverage ability on the campus scale (e.g., 4.5 km?). For reliable
PDR calculation, the mobile end node must transmit 50 to 100 packets on the spot. Focusing on
the indoor environments (e.g., office buildings, residential buildings, car parks, warehouses), Xu
et al. [86] study the LoRa link behavior and energy profile by deploying ten static and two mobile
LoRa end nodes. Compared to these measurement studies only focusing on the spatial link behav-
ior, we analyze the temporal characteristics of LoRa links and provide a more fine-grained coverage
area study than existing works in a 6x6 km? urban area.

LoRa Localization Method. Studies mainly adopt two kinds of technologies for LoRa lo-

calization: 1) TDoA-based localization; 2) RSSI-based localization. TDoA-based approaches uti-
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lize the time differences of the same signal arriving at different gateways. TDoA has been im-
plemented in the LoORaWAN network to perform localization both for stationary [88] and mobile
scenarios [89-91]. However, due to the limited bandwidth of commercial LoRa end nodes, TDoA-
based localization error can reach hundreds of meters since only us-level time resolution [92,93] can
be achieved. Researchers have improved TDoA-based localization to meter-level by customizing
dedicated LoRa devices. Nandakumar et al. [94] proposed a multi-band LoRa backscatter device
based on CSS modulation. Bansal et al. [95] present a distributed software-radio-based station net-
work that spans a wide bandwidth encompassing the TV whitespaces and offers a high aperture.
Those approaches, however, cannot be applied directly in existing LoRaWAN systems. Besides,
TDoA-based systems require at least three gateways that are strictly time-synchronized or phase-
synchronized which is not applicable in scenarios with sparse gateway deployment.

We can utilize received signal strength indicator (RSSI) measurements for localization [48]
according to the path loss models mentioned above [1,9]. However, the performance is highly
affected by channel dynamics in complicated environments [10, 11, 79]. Fingerprint-based ap-
proaches [49,50,96,97] also use RSSI values as a fingerprint to locate an end node by matching its
fingerprint with known reference locations in the database. Machine learning approaches have been
adopted for fingerprint matching, such as k-Nearest-Neighbor (KNN) [49], SVM [96], Bayesian
inference [50,97]. SateLoc [11] proposes a weighted combination strategy for multi-gateway like-
lihood maps based on fingerprint matching and selects the point with the highest likelihood as the
predicted location. Sateloc achieves a 43.5 m median localization error in a 227,500 m? urban area.
Based on our LoORaWAN setting, we adopt link RSSI localization which is similar to SateLLoc and

provide a detailed localization comparison with the data collected from our mobile LoRa system.

3.3 System and Dataset Overview

In this section, we first briefly review the LoRaWAN technical specification and define the
LoRa coverage problem. An overview is then given on the system architecture, configuration, and
deployment. Finally, we show the measurements and analysis results from our deployed mobile

LoRa system.
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Figure 3.2 The structure of a LoRa packet.

3.3.1 LoRaWAN Primer

We illustrate the architecture of LoRaWAN in Figure 3.1, which operates in the infrastructure
mode. Multiple LoRa end nodes run the LoRa-MAC (media access control) and LoRa-PHY pro-
tocols and connect to the gateways in their communication range. Transport protocols like TCP,
6lowpan, and COAP is not involved in the LoRaWAN networking stack yet. Hence, we mainly
focus on the link layer performance. Upon receiving the LoRa packets, gateways forward them to
LoRa network servers for further processing. Note that there is no energy constraint on the gate-
way in most scenarios [77,98]. Since the connection between gateways and network servers are
usually cellular networks or wired networks. As the packet forwarder, gateways also forward the
control messages (e.g., PHY configurations, MAC settings) from network servers to end nodes. Fi-
nally, network servers filter duplicated LoRa packets and disseminate the valid ones into application
servers for different applications.

As for LoRa networking, LoRa-PHY uses CSS to modulate data symbols. Figure 3.2 shows
the structure of a LoRa packet, which consists of the preamble, start frame delimiter (SFD), and
payload. Specifically. the preamble consists of multiple base up-chirps, followed by the SFD with
2.25 base down-chirps for packet detection and alignment. The payload contains multiple mod-
ulated chirps with different shifted initial frequencies for encoded data bits. In LoRa-PHY, three
parameters (i.e., bandwidth (BW), spreading factor (SF), and coding rate (CR)) can be configured
to adapt the communication range. For example, BW determines the frequency range of a chirp
symbol, such as 125, 250, and 500 kHz, in which a small BW corresponds to an extensive com-

munication range [77]. SF denotes the data bits a chirp symbol represents, ranging from 7 to 12.
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Figure 3.3 We deploy two gateways and six mobile nodes in the urban areas, covering various land
cover types.

The communication range gets larger as the SF increases and enhances the noise resilience of LoRa
signals. Besides, CR introduces data redundancy in the coding process for extra noise tolerance,
which can be assigned as 4/5, 4/6, 4/7, and 4/8.

Sitting upon LoRa-PHY, LoRa-MAC adopts an ALOHA-based protocol that allows end nodes
to transmit as soon as they wake up, and exponential back-off is involved in case of collisions.
However, ISM bands regulation imposes a maximum 1% transmission duty cycle to end nodes and
gateways when using an ALOHA MAC. As a result, it puts a significant limitation on the downlink
capacity of the gateways as they need to serve all the surrounding end nodes with relatively scarce

transmission opportunities.

3.3.2 Our System Overview

We first introduce the hardware and deployment of our mobile LoORaWAN system. Illustrated in
Figure 3.3, two gateways G| and G, and six mobile end nodes (e.g., bicycle, car) are deployed in the
6x6 km? urban area. Both gateways are equipped with an MCU, an SX1276 transceiver [76], and
a Raspberry Pi 3 for programming remotely. We further indicate the location of our two gateways
G and G, in the campus as white points in Figure 3.3(a), which are located at the rooftop of two
different buildings at the height of 84 m and 68 m, respectively. Note that the ground altitude of the

campus area is about 52 m, and the distance between G| and G, is 1332.14 m. The gateways are
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(a) Gateway G (b) Gateway G, (c) Movement Speed

Figure 3.4 The accumulated number of different locations observed by (a) G| and (b) G, across
different users on different days. (c) Movement speed distribution of six mobile end nodes.

powered by PoE (Power over Ethernet) and provided with Internet access. Thus it can forward the
LoRa packets to our network and application servers running on the cloud (e.g., Digital Ocean).

On the transmitter side, the L.oRa end nodes are implemented with an MCU, an SX 1278 transceiver,
and a GPS unit, as shown in Figure 3.3(b). Figure 3.3(c) illustrates the 5 LoRa end nodes mounted
on different bicycles, and the remaining end node is put inside a BYD car under the front wind-
shield glass. These end nodes move freely with the bicycles/car in the users’ daily life without any
constraints, they send a packet to the gateways every five seconds only when they are moving for
power efficiency.

By default, our experiment uses the spreading factor SF' = 12, bandwidth BW = 125 kHz, and
coding rate CR = 4/5. We enable a regulation-compatible power amplifier controlled by the reg-
ister PA_HP [76] and connected to the pin PA_BOOST [76] on the SX1278 transceiver. The total
transmission power reaches 19 dB, which complies with LoRa regulations. The operating channel
is set as 486.3 kHz, 486.5 kHz, 486.7 kHz,486.9 kHz, 487.1 kHz and 487.3 kHz, respectively.
Thus we can avoid potential packet loss due to collisions between different end nodes. The exper-
iment spans four months, during which the end node owners traveled as usual (e.g., eating, office,
home). Thus the collected data records can only cover several parts of the whole area. To obtain the
land-cover types in this area for the LoRa based localization, we apply the satellite remote sensing
imaging on the whole area of interest by following the instructions in existing works [10, 11, 79],

including buildings, roads, parking lots, lakes, a river, grassland, trees, and playground.

39



(a) Gateway G (b) Gateway G,

Figure 3.5 The spatial distribution of data records in the view of G and G».

3.3.3 Collected Dataset Overview

This section provides detailed instruction on our collected LoRa dataset, spanning from Dec 22
to Mar 15. Considering the fast movement of an end node, the transmission interval between two
adjacent packets is set as 5s. We encode the GPS coordinates, timestamps, and sequence numbers
into the payload of LoRa packets. And the corresponding SNR and RSSI are logged at the gateway
side. Upon receiving the packets, the logged data records can be extracted from the network server
to keep the duplicate packets at both gateways, delivering over 30,000 records in total. Besides, we
can calculate the link distance and the height difference between the end node and gateway pair by
decoding the GPS data in the payloads.

We further illustrate the measuring locations on the main roads of the 6x6 km? urban area,
shown in Figure 3.5. The yellow points and red ones indicate the moving end nodes and the gateway
G and G as the receivers for successful packet transmissions. And the maximum communication
range of G| and G, can be larger than 3 km. Additionally, we observe similar trajectories of end
nodes for G| and G», but the PDR of an identical road is quite diverse. For example, both G| and
G» have poor performance on the right-center roads in common. However, G| has better coverage
for the left-bottom road while G, performs better on the middle-top road, especially the part in
the north of a river on the top. The observation shows that the maximum communication range is

too coarse-grained to understand the coverage of LoORaWAN in an urban area, and a finer-grained
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report on the measurement of LoRaWAN is required.

To demonstrate the coverage of both gateways statistically in our mobile LoRa system, we show
the total number of covered locations with successful transmissions in terms of end nodes and days,
shown in Figure 3.4. Specifically, we use a 10x10 m? square block to define our “locations”. Thus
the whole area can be divided into 600x600 locations. For each end node, we calculate the total
number of various trajectories with corresponding transmitting locations. For example, if more than
one packet is received in a new location, we count once for the current end node and derive the total
covered locations. Figure 3.4(a) and 3.4(b) show that the covered locations by G on 23 different
days, while G, observes data for 19 days. Regarding the successful transmissions for each day, the
maximum and minimum locations observed by G| are 452 and 7. In contrast, G;’s maximum and
minimum observed locations are 352 and 10, respectively. From the view of mobile end nodes, end
nodes 1 (e.g., red) and 2 (e.g., deep blue) contribute the most data records in different locations on
most days. And other nodes demonstrate a varied covered location. For example, end node 4 (e.g.,
orange) only delivers the most covered locations in two days.

To measure the mobility of our end nodes, we further calculated the speed of each end node
by using the timestamps between two adjacent locations in a trajectory. The speed distributions
(i.e., min, 25%, median, 75%, and max) of different end nodes are shown in Figure 3.4(c). The
maximum observed speed is about 25 m/s (90 km/h) from the end node 1 (i.e., the BYD car).
The median speed is less than 5 m/s (18 km/h) for most nodes, which is reasonable for a bicycle.
Note that data records related to end node 1 are taken during the morning and afternoon traffic peak
hours. Since LoRa-PHY is resilient to the Doppler effect [52] in the range of our observed speed,
we can use these data records to estimate an equivalent PDR for different locations for transmitting

nodes.

3.4 Link Behavior Study
Given our collected dataset with mobile LoRa nodes, we study the LoRa link behavior in the
urban area. Two metrics, ESP and PDR, are adopted to indicate the signal path loss over a physical

channel and reliable coverage in an area. By carefully analyzing their spatial and temporal distri-
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butions, we establish a PDR prediction model that associates a position’s computed ESP value to

the estimated PDR.

3.4.1 Estimation Methodology on Metrics

ESP Estimation. We use ESP to depict the LoRa signal attenuation over a long-distance trans-
mission. Although RSSI is a widely adopted indicator to measure the signal attenuation of a phys-
ical link in WSNs [99-101] and Wi-Fi [102], it can be more error-prone below the noise floor in
LoRaWAN. Thus, we choose ESP which combines RSSI and SNR to calibrate the expected signal

path loss in our measurement study, which be calculated as follows [49,79]:
ESP = RSSI + SNR — 101og;,(1 + 10%15NR) (3.1)

where RSSI is the received signal strength indicator, and SNR is the signal-to-noise ratio. Given a
received data packet, its RSSI and SNR will be automatically calculated by gateways forwarded to
the network server.

PDR Estimation. Given a PDR threshold, the PDR of nodes with each position can be used to
determine the coverage of our mobile LoRa system. Due to the mobility of the end nodes, the data
packets are scattered along various trajectories. Our basic idea is to utilize all trajectories that pass
the position based on their coordinates to calculate the PDR of a specific position.

Given this trajectory-based PDR estimation method, a trade-off should be considered between
the position granularity and the estimation accuracy. On the one hand, a fine-grained position
granularity is desirable so that the micro-differences can be reflected across the observed “positions”
by our mobile end nodes. On the other hand, the number of available trajectories can be reduced for
observed locations if we split the urban area at a highly finer-grained scale to represent a position.
Consequently, the PDR accuracy of mobile end nodes can suffer from the estimation bias from
limited trajectories. For example, assuming the true PDR of a position is 90%, the calculated PDR
is only 80% due to one packet loss of five observed packets. More than ten packet records are
required for each position to mitigate the scarce trajectory distribution.

In practice, we first divide the 6x6 km? area into 1,600 150x150 m? square blocks. Each block
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represents a position denoted as p(i, j) to balance the estimation granularity and the estimation
error, where i and j are the coordinates of the corresponding block. Assuming the average speed
of an end node is 3 m/s from Figure 3.4(c), the packet interval between two adjacent transmissions
is set as 5 s. Thus the end node can travel through 150 m for ten continuous packet records.

Upon receiving the LoRa packets at the gateway side, we first extract all trajectories for each
end node. Then, we estimate all n positions that a trajectory ¢ covers. For the k' position p, (k)
of trajectory ¢, we use the sequence numbers of the data records to count the total number of trans-
mitted LoRa packets passing through the current position, denoted as ¢;(p;(k)). And the number
of successfully received LoRa packets is denoted as ¢, (p;(k)). The trajectory ¢ only contributes a
valid PDR estimation as ¢, (p;(k))/c;(p;(k)) for the position p;(k) when c¢,(p,(k)) is larger than
10. When we traverse all trajectories to compute their PDR estimations for the covered positions,
we calculate the average value with all PDR estimations for each position.

Furthermore, we adaptively enlarge the splitting area of a position where the observed packet
is less than five but not 0. Specifically, if the total number of packet transmissions is less than 5
for position p,(k), we keep increasing the area of the position by adding its adjacent blocks until
more than 5 data records are reported. For G, the blocks of packets less than 5 take 12.16% of all
the blocks number. For G,, the blocks of packets less than 5 take 12.97%. In this way, we deliver
a reliable PDR estimation for those covered positions with one or two lossy trajectories (e.g., the

right-middle roads for G| and G» in Figure 3.5).

3.4.2 Overall PDR and ESP Distribution

We further demonstrate the estimated PDR and ESP across different positions for G| and G».
Ilustrated in Figure 3.6(a), the CDFs of PDR are distributed similarly for G; (e.g., blue dashed
curve) and G, (e.g., solid red curve). In comparison, G| provides a little better PDR for the covered
positions than G, does. And 60% of links are reliable with a PDR higher than 90% for G;. And
the remaining 40% LoRa links are intermediate links with dynamic link behaviors.

Figure 3.6(b) further shows the CDFs of ESP in all recorded data packets. We can observe that

the minimum ESP is —142.3 dBm for all packets, which is consistent with the reported —148 dBm
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Figure 3.6 CDFs of PDR and ESP observed at G| and G».

for the sensitivity of SX1276 [76]. Notice that LoRa gateways with different transceiver types
definitely receive signals at different sensitivity levels, resulting in a varied link budget. Compared
with G, the ESP observed at G, is much higher. For example, G has 20% ESP higher than
—120 dBm and the maximum ESP is —80 dBm. However, 80% ESP of G is higher than —120 dBm,
and the maximum ESP is approaching —47.34 dBm. As shown in Figure 3.3(a), we attribute the
ESP difference to the deployment environment. G’s antenna is partially hidden by the wall and
railing while there is no obstacle for G5.

Remark. Figure 3.6 reflects the distribution inconsistency between PDR and ESP. Due to the
strong noise tolerance ability of LoRa, low ESP (e.g., median value -127 dB) can achieve similar

PDR distribution as high ESP (e.g., median value -87 dB) does.

3.4.3 Spatial PDR and ESP Distribution

We study the spatial distribution of PDR and ESP regarding the link distance. For each position
(e.g., 150x150 m? block), the distance between the center of the block to a gateway location is first
calculated as its distance. And we use the GPS coordinates to compute the distance between the
end node and a gateway for each data packet. The spatial PDR distribution is shown in Figure 3.7.
A similar spatial distribution can be observed at G| and G,, where the intermediate links with
low PDR are scattered at all distance levels. We further illustrate the spatial ESP distribution in
Figure 3.8. As the distance increase, the ESP values are reduced for both G| and G, and scattered
in a relatively wide range at different distance levels. Specifically, the maximum range of ESP

values is from —140 dBm to =95 dBm at G in Figure 3.8(a), when the distance is about 1, 000 m.
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Figure 3.7 The spatial distribution for PDR and distance.

In contrast, it is from —139 dBm to —100 dBm for G, in Figure 3.8(b). Additionally, the longest
distance observed by ESP is about 3.5 km, which is longer than 3.2 km observed by PDR. The
main reason is that the data records reported at those long-distance positions are from the end node
1 (i.e., the car). And it becomes hard to observe enough data records in our defined position area
due to the high mobility, resulting in a failed estimation of PDR in long-distance areas.

Remark. The distance of a LoRa link is weakly associated with its PDR and ESP. A rough
estimation of ESP can be given with the link distance (Figure 3.7), but the link distance cannot be

used for fine-grained PDR prediction (Figure 3.8).

3.44 Temporal PDR and ESP Distribution

The temporal distribution of PDR and ESP is evaluated for transmission days. We first associate
the trajectories per day to each position and then compute the standard deviation of per-day PDR
values to depict the temporal PDR changes for each position. As for ESP, we first divide the whole
area into 360,000 10x 10 m? blocks and then calculate the average ESP of the associated data records
to represent the ESP of the block. The standard deviation of ESP values can be further derived for
each block.

We show the CDFs of PDR and ESP deviation in Figure 3.9(a) and 3.9(b), respectively. On the
one hand, G| and G, exhibit analogous temporal deviation on PDR and ESP. For example, 30% of
positions have more than 5 dB variance for ESP. And the maximum ESP deviation is about —15 dB.
Besides, more than 10% variances of PDR are reported for 40% of positions. And the maximum

PDR deviation is larger than 30%. On the other hand, the only difference in temporal distribution
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Figure 3.9 The standard deviation of ESP and PDR observed on different days.

over time is from the micro-environment (e.g., surrounding obstacles like other bicycles and cars),
demonstrating the significant impact of the micro-environment patterns on the link performance for
different end nodes.

Remark. LoRa links are highly dynamic over time in an urban environment, shown in Fig-

ure 3.9, which can be attributed to the frequently varying micro-environment [80].

3.4.5 ESP based PDR Prediction

Based on the above observations on PDR and ESP distributions, we build a PDR prediction
model by feeding ESP as input. First, we calculate the average ESP of all observed data records for
each associated position in the urban area. Given the measured PDR for covered areas, we obtain a
variety of pairs of PDR and ESP. Then, the Gaussian process regression (GPR) [103] is adopted to
predict the numerical PDR from ESP for those uncovered areas.

To achieve a more accurate regression learner, we choose the exponential function as the kernel

function and complete the fitting processing, shown in Figure 3.10. Statistically, the root-mean-
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Figure 3.10 Gaussian process regression analysis between PDR and ESP at G| and G».

square error is 0.12448 and 0.13678 for G| and G», and the coefficient of determination is 0.84
and 0.82, respectively. From the raw data pairs (e.g., blue dot), when ESP is lower than —133 dBm
and —131 dBm for both gateways, the measured PDR nears 0 based on our measurement study.
Additionally, a 11 dB wide transition zone (i.e., [-131 dBm, —120 dBm]) can be observed in both
G and G, which is larger than a 3 dB transition zone in WSNs [101]. The reason is that in
LoRa long-distance communication, LoRa links are affected by more complicated factors and are
less predictable with only ESP, thus introducing more ambiguity. Even when the ESP is larger than
—120 dBm, the PDR achieves a high performance but is not always 100%. And it can decrease below
70% due to a large temporal variance of PDR and ESP observed in §3.4.4. As for the uncovered
areas with the given ESP, the predicted data points (e.g., yellow triangle) exhibit a good match
with the ground truth. However, it cannot reflect the dynamic PDR accurately in our mobile LoRa
system.

Remark. ESP is arelatively good indicator to predict the PDR of a position. A 13 dB transition
zone and the PDR dynamic under large ESP indicate LoRa links are less predictable than other

wireless techniques like Wi-Fi and Zigbee.
3.5 Coverage Area Study

3.5.1 LoRa Coverage Problem
The coverage area indicates where a gateway can reliably communicate with any end node
and is determined by LoRa-PHY and LoRa-MAC. The influence of LoRa-PHY on coverage is

explicit. LoRa-PHY determines a signal-to-noise ratio (SNR) threshold, under which LoRa chirp
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symbols cannot be decoded correctly. The SNR thresholds are determined by different LoRa-PHY
configurations [77]. The observed ESP of various LoRa links is related to their distance. Thus,
LoRa-PHY determines the link reliability for LoRa transmissions.

Besides, LoRa-MAC may influence the coverage, too. For example, LoRa-MAC determines
collision probability when multiple LoRa end-nodes are deployed in the same area and share an
identical gateway. WiChronos [104] reported that when an end node transmits a 1-byte message
every ten minutes, the collision probability is about 1.4% for 100 nodes, increasing to 12.75%
for 1000 nodes. However, the influence of collision on the coverage is implicit since the collision
is not determined by link distance but by the transmission schedule. If the schedule is not well
adjusted, the end nodes far from the gateway may not have a higher collision probability than the
end nodes near the gateway even if the transmission of the far end nodes is using a longer signal
on-air time (e.g., larger spreading factor). Therefore, if the transmission schedules of all end-nodes
are uniformly random, the collision will uniformly degrade the transmission reliability for long and
short links, making it stained for part of the LoRa-PHY covered area. Many works [98, 105] focus
on solving the collided LoRa signals to enhance the LoRa transmission reliability.

In our measurement work, we focus on the LoRa-PHY coverage to determine the maximum
area a LoRa gateway can cover. By adjusting the channel of each mobile end node to a different

frequency 3.3.2, there is no signal collision in our collected datasets.
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Figure 3.11 The heatmap of PDR values for different positions in the urban area.
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Figure 3.12 CDF of predicted PDR with different ESP gains.

3.5.2 Methodology and Implementation

In this section, we study the coverage of each gateway in our deployed mobile LoRa system.
And the coverage area is defined as the covered area whose sum of the positions with a PDR value
larger than 70%. Specifically, by dividing the urban area into “positions” (150x150 m?), we first
compute the corresponding PDR with our data records for those covered areas. We first adopt
DeepLoRa [79] to estimate an average ESP for each position for those uncovered ones. Then, we
can predict the associated PDR based on the PDR-ESP regression model in § 3.4.5. Figure 3.11
illustrates the distribution of calculated and predicted PDR values for all positions in the urban
areas. We can observe an irregular PDR distribution in different directions for both G| and G».
And the covered positions for G| and G, are distributed non-uniformly. Statistically, the coverage

area of G| and G, is 11.4 km? and 11.6 km?, respectively, far from covering all 6x6 km? reliably.

3.5.3 Coverage Improvement ESP Gain

To enhance the coverage area of each gateway in the wild, several systems [50, 106, 107] have
been proposed to cooperate with multiple gateways for extra SNR gains of received LoRa signals.
For example, an SNR gain of 2 ~ 3 dB can be achieved through the coherent combining across three
or more gateways [50, 106]. Equation 3.1 shows the SNR gain is equivalent to the ESP gain. To
quantitative the relationship between the ESP gains and the coverage area in our deployed system,
we manually add an ESP gain for each position and then recalculate the corresponding PDR under
the enhanced ESP. For fairness, different ESP gains from 2 dB to 10 dB are selected randomly,

resulting in the CDF of predicted PDR in Figure 3.12. As the extra ESP gains go up, the PDR
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increases as well. For example, the median PDR improvement can reach 48.6% to 62.8% at G
with a 3 dB ESP gain, shown in Figure 3.12. And it gets larger from 50.3% to 62.7% when the ESP
gain is 10 dB, delivering a covered area with all PDR values larger than 70%. The observations in
Figure 3.12 verify the effectiveness of the SNR enhancement method.

Table 3.1 Coverage area under different ESP gains.

ESP Gains (dB) 0 2 3 6 10

G1CoverageArea(km2) 114|152 | 17.7 | 27.1 | 359

G2C0verageArea(km2) 11.6 | 153 | 17.3 | 23.7 | 33.0

lustrated in Table 3.1, we further adopt the enhanced PDR to calculate the coverage area. And
a steady improvement of the coverage area can be observed at G| and G as the ESP gains increase.
Given the 2 dB ESP gains, the coverage area can be increased by 32.6%. And we can approximately
cover the whole urban area of 6x6 km? via only one gateway, with a given ESP gain of 10 dB.

Remark. Due to the observed link dynamics, the coverage area of a gateway is usually irregular.
Beyond deploying new gateways, it can be more effective to enlarge the coverage area of a gateway

by capturing extra SNR gains of LoRa signals.
3.6 Localization Accuracy Study

3.6.1 Methodology and Implementation

Recent years have witnessed a variety of localization systems [11,47,79,108—111] built on the
knowledge of LoRa link behaviors with path loss. Among them, SateLoc [11] is the SOTA method.
The basic method is illustrated as follows:
Suppose we have several gateways to cover a certain area for localization. Each gateway will gener-
ate an ESP map as a part of the fingerprint map. The whole area is split into many geography cells,
which indicate the location unit in the localization process. Given the m'”" gateway’s ESP map, the

likelihood of L,, ; for the i’ h cell that an end node e is located can be formulated as follows:

Eme—Enmi
Lyi=1- __ Eme ”f”l — (3.2)
max(lEm,e - Eml) - mln(|Em,e - Eml)
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where E,, . is the average ESP value of each packet, which is transmitted by the end node e and
received at the m'" gateway. E,,; is the ESP value predicted by path loss models at the i’ cell in
the m'* ESP map. The likelihood is then scaled and normalized according to the value range of
differences between received and ESP values in the m’* ESP map. Given the likelihood map for
each gateway, the fingerprint-based localization leverages the joint likelihood of multiple gateways,
in which the cell with the highest likelihood is selected as the predicted location:

M
Location = arg miax Z Ly 3.3)

m=1
To evaluate the performance of LoRa link-based localization systems in our deployment, we
implement SateLoc based on four different path loss models for ESP map generation, including
Bor model [1], PATH/INTERSECTION [10], SateLoc [11] and DeepLoRa [79]. To obtain the
remote sensing images for the environmental analysis for PATH/INTERSECTION, SateLoc, and
DeepLoRa, we first use the Sentinel-2 open-access API to get multi-spectral images of 10 m res-
olution for all four path loss models. The models are then trained with the collected dataset in
our deployed system, delivering 2 ESP maps for both gateways. Each pixel in our ESP map cor-
responds to a 10 x 10 m? cell in a real map. Note that the evaluated data points are filtered from
the whole dataset, in which each packet record contains the ESP values of the same frame from
the end node received at two gateways. Finally, we collected available data records covering 1,495

different 10 x 10 m? locations.

3.6.2 Overall Comparison of Localization Accuracy

lustrated in 3.14(a), the CDF of localization error is given for the comparison study of local-
ization accuracy. On our dataset, with the most accurate DeepL.oRa [79], the median localization
error reaches up to 400 m while adopting the approach in SateLL.oc [11], we got a median localiza-
tion error of about 500 m. The worst localization error of those state-of-the-art models can even
reach 2, 000 m.

This localization accuracy is much worse than that reported by SateLLoc [11]. The best accuracy

achieved by SateLLoc shows that 100% localization error is within 100 m and the median localization
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Figure 3.13 Spatial distribution of the localization errors.

error is 43.5 m given the multi-spectral images of 50 cm resolution for three gateways.

This is reasonable due to the property difference of the datasets used. On the one hand, only two
gateways are deployed in our system, resulting in serious fingerprint ambiguity compared to three
or more gateways. On the other hand, the localization accuracy is bounded by the resolution of cell
splitting. Since the fine-grained link estimation is based on cell splitting and a cell is the smallest
unit of distance comparison in our system. Therefore, a less fine-grained cell splitting can induce
much higher localization errors in urban areas. For example, we compute the median localization
error of 40 cells (which equals 400 m since each cell is a 10 m X 10 m area). With a similar cell-wise
error, we can get a median error of 20 m if we have access to remote sensing of 50 cm resolution
which can outperform the localization error reported by SateLoc. Thus, improving the resolution of
multi-spectral images can improve localization accuracy.Compared with other models, DeepL.oRa
achieves the best performance, consistent with the reported results [79]. Since DeepLoRa can pro-
vide more accurate ESP estimation than others, which can mitigate lots of fingerprint ambiguities.
Besides, PATH/INTERSECTION has the worst performance among all approaches.

Given the two generate ESP maps for G| and G;, we further show the spatial distribution of
the localization errors of DeepLoRa [79] in Figure 3.13. The lighter the color is, the smaller the
localization error is. And the PDR reaches O for the black areas. An interesting observation is that
the evaluated data records near G, have the best accuracy while it suffers from the estimated data
records near G. The evaluated data records far from both G| and G, have the worst localization
performance. The reason has two folds. First, the ESP dynamic increases at distant locations. The

ESP dynamic makes DeeplL.oRa hard to predict the ESP fingerprint accurately. Second, the ESP
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Figure 3.14 The CDF of localization errors under different ESP estimation methods in different
ranges.

value is close to the LoRa sensitivity at long distances. The fingerprint ambiguity is increasing at
many borderline areas in the whole area.

We further reduce the number of evaluated data records to see whether we can achieve a better
localization accuracy when the evaluated data records are close to either G or G,. We only select
the cells whose distance from the gateway is smaller than 500 m. We use DeepLoRa to generate
the two ESP map of G| and G,. Figure 3.14(b) shows that the data records around G, have more
accurate localization results than those around G. The reason is that the ESP observed by G
is much more dynamic than G, (Section 3.4.3). For G,, the median localization error is about
220 m. Regarding the 500 m range, it is still hard to support fine-grained localization. As shown
in Figure 3.15, we can detect different traffic trends under current median localization of 500 m by
drawing part of the trajectories of a single end node. The trends of the predicted locations almost
follow the actual movement of the end node when it stays around a gateway(a), moves across the
blocks, or moves towards(b)/away(c) a gateway. It possible to apply the localization model to traffic
trend prediction.

Remark. The ESP fingerprint-based localization highly depends on the granularity of the po-
sition unit, the number of gateways, and the distance to gateways. Given two gateways at 100 m?
granularity, a sparse site survey can only achieve road-level localization for traffic trend tracking.

Additionally, the dynamic nature of link ESP in urban areas degrades the localization accuracy.
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Figure 3.15 Tracking different traffic trends under median localization error of 500m.

3.7 Observations, Insight, and Discussion

Observations. We deploy a LoORaWAN with two gateways and six mobile LoRa end nodes. By
taking advantage of mobility, we accumulate data records that last more than 20 days to cover a large
area. Moreover, we develop a mobility adaptive method to achieve the PDR estimation and coverage
area calculation. Based on our link behavior study, we further verify the feasibility of fingerprint-
based LoRa localization in practice. We have three key observations: 1) The temporal link behavior
is much more dynamic. The main reason is the micro-environment change; 2) To obtain SNR gains
of LoRa signals is an efficient way to enlarge the network coverage; 3) The localization accuracy by
taking LoRa signals as the fingerprint is far from needed. It highly depends on system deployment
and the granularity of site-survey.

Our Insights. We present a few key insights for the LoRa communication stack and localization
method design in the future as follows:

e To deal with the link dynamics, SF 12 may not be resilient enough. We need a flexible way to
extend SF to 13 or more, which is not supported on commercial-of-the-shelf LoRa radios, to avoid
temporal disconnection.

e To deal with the link dynamics, the ad-hoc multiple-hop relay may be an alternative way to
forward the data reliably. How to reduce the energy consumption for forwarders searching at a very
low duty cycle and extra cost to maintain the network status is a critical problem.

¢ To obtain SNR gains in a LoRa gateway is an efficient way to enhance the coverage ability.
Hence, how to detect and recover weak signals with less overhead is another important problem.

e The fingerprint-based LoRa localization suffers from the hard taming link behavior. More

sophisticated techniques are needed to achieve accurate localization with narrow bandwidth and
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low-cost end nodes.

Measurement Universality and Deployment Diversity. With the similar settings of the LoRa
transceivers, our observations may be applicable to other typical urban areas with high-density
obstacles and frequent micro-environment changes as shown in Figure 3. For new areas with great
disparities (e.g., rural areas, forest areas, mountain areas) from our current urban environment, the
results may vary since the link behavior is highly related to the types of different land covers along
the link path. The gateway siting and deployment also affect final results. A higher antenna and

fewer obstacles would result in higher PDR, higher ESP, and better coverage with more LOS links.
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CHAPTER 4

FACETOUCH: PRACTICAL FACE TOUCH DETECTION WITH A MULTIMODAL
WEARABLE SYSTEM FOR EPIDEMIOLOGICAL SURVEILLANCE

4.1 Introduction

Face touch is an unconscious and automatic behavior that most of us have. In general, the
face-touch frequency is at a rate of 15-54 times per hour, and almost half of the face touches came
in contact with mucous membranes [12—15]. The frequency of face-touch behaviors is uneven
between the two hands for the human and primates, and most self-touches are with the non-dominant
hand [13,112-114]. During the COVID-19 pandemic, face-touch behaviors significantly expose
humans to an epidemiological risk. Clinical studies have shown that the main route of transmission
of infectious diseases (e.g., COVID-19, Ebola, influenza) is through droplets sneezed or coughed
out by infected people and are then inhaled by someone else [16—18]. Those droplets can land on
surfaces like tables or chairs and live for more than 72 hours. When we touch the surfaces, the
epidemic viruses from polluted hands can be easily transferred [14, 19, 115] to your eyes, mouth,
and nose, and then cause respiratory diseases.

Face touch can not be diminished by physical protection. Also, due to its unconscious nature,
it is a hard-to-break habit that requires much conscious effort. To avoid the potentially serious
consequences of face-touch behaviors and track people’s face-touch patterns, prior work analyzed
the occurrence, and the frequency of face-touch to evaluate the progress of face-touch behavioral
change during the pandemic [19, 116]. For example, a monitoring system can send haptic feed-
back to users when they touch the face. Such systems can alert people who work in sensitive
domains like airports and hospitals not to touch their faces, which help stop the spread of epidemic
virus [116]. Besides infectious diseases, many studies showed that face touch is associated with
the user’s emotional status [117], mental health conditions [118], and workload evaluation [119].
However, the existing study still relies on clinicians or professionals to manually collect the occur-
rence and frequency of face touches, which introduces high labor costs and significant overhead for

data analytics.
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Figure 4.1 Illustration of our multimodal wearable system for practical face touch detection.

Wearable Awareness Enhancement Devices (AEDs) such as smartwatches, smart rings that
support automatic behavior logging and facilitate behavioral changes (e.g., sleep trackers [120] and
smoking detector [121]) can be used to address such problem. Mainstream automatic face-touch
monitoring is currently performed by recognizing face-touching gestures. Prior work has inves-
tigated a variety of emerging sensing techniques and wireless signals, including acoustic [20-23,
35-38], radio frequency signals [24-26,39], and magnetic signals [27,28], to measure the distance
between the hand and the face and recognize potential hand-to-face gestures. On-body sensors
like inertial sensors also have been investigated to extract features from the movement of hands to
classify face-touch gestures [30-34]. However, many similar gestures (e.g., picking up the phone,
wearing a hat, or adjusting eyeglasses) can significantly degrade their system performance and gen-
erate lots of false alarms, causing unnecessary panic and/or bringing medical resources to a place
where they are not needed. To filter out these false-positive gestures, a recent work leverages sen-
sors in the ear to accurately detect touch events [29]. However, since it relies on always-on sensing
and signal processing to guarantee high recall, the battery life is extremely limited (e.g., the system
requires charging multiple times per day), increasing the user burdens and degrading the user expe-
rience. Therefore, there is a significant need for an accurate and low-power face-touch monitoring
system. To fill the gaps, we propose FaceTouch (Figure 4.1), a novel wearable system consisting of
a ring and a wristwatch using three sensing modalities: acceleration, rotation, and vibration. The

wristwatch is equipped with an inertial sensor, and the ring contains a pair of small vibration trans-
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Figure 4.2 Overview of our multimodal wearable system for face-touch gesture detection.
ducers!. As shown in Figure 4.2, we divide the face touch detection into two sequential tasks. The
first task is face-touch gesture detection which detects the movements when the hand moves toward
the face, and the other is the surface-touch classification to determine whether the fingers touch the
skin. We first leverage the inertial sensor on the wrist to detect whether an arm gesture is towards
the user’s face (called face-touch gesture) through the pattern of wrist movement and rotation. The
energy consumption of the MEMS-based inertial sensor is negligible, so we can run it in an always-
on manner. Then, we design and implement a novel wearable ring to extract touch-related vibration
features due to the changes in propagation paths when the finger touches different surfaces. By com-
bining these sensing modalities together, FaceTouch can precisely distinguish face-touch behaviors
from ambiguous arm gestures while minimizing energy consumption. By accurately capturing the
evolution of users’ face-touch patterns over time in different activities, FaceTouch can provide users
with records of when/where they touch their face to increase their awareness, trigger alerts when
user touch their face at really high frequency or involve high-risk behaviors such as long-time face
scratching. In the long-term point of view, FaceTouch can help with reducing frequent face-touch
behaviors of the users.

To realize FaceTouch, we face three technical challenges: 1) Face touch detection requires
always-on sensing and real-time signal processing that can drain the battery quickly. Since both

vibration sensing and gesture recognition contain power-hungry components, it is challenging to

The vibration transducers can send haptic feedback to users when they touch faces
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design a face touch detection algorithm that achieves high recall and precision while minimizing
power consumption. 2) Existing vibration sensing requires two separate devices (i.e., one on the
moving body part and the other on the body part being touched) to sense vibration waves from the
transmitter and the receiver, which is impractical and leads to a high bar for many users. How-
ever, simply placing the transmitter and the receiver close together on a single device results in
saturation of the receiver device and poor sensitivity to the touch event. 3) Considering the limited
computation resource of a wristwatch and the importance of user experience, our face-touch ges-
ture detection methods must be computing-efficient to optimize energy consumption while keeping
high precision and recall for diverse users without exhausting user training or cooperation.

We design three key components in FaceTouch to address the challenges. First, we design
FaceTouch as an end-to-end system that adopts a cascading classification model to ensure high
detection precision/recall while minimizing power consumption. The cascading model not only ef-
fectively fuses results from complementary sensor modalities, including IMU and vibration sensing,
but also only triggers the energy-consuming component when it is essential, such that it balances
the trade-off between performance and computation/energy overhead to achieve a practical system.
Specifically, FaceTouch leverages two lightweight classifiers to lower the duty cycle of DNN-based
face-touch gesture detection and the vibration-based surface-touch classification. The first one is
an acceleration-threshold-based classifier, which filters out the static wrist gestures when the wrist
is at rest. The second classifier is a logistic regression model [122, 123] for detecting small move-
ments like typing keyboard and page-turning. Second, we propose a novel vibration sensor that
requires only a single point of instrumentation. To detect touch events and overcome the signal
saturation problem, we inject a chirp vibration signal in the finger, extract unique features caused
by materials’ properties, and design a lightweight boosted tree classification model to precisely de-
tect face-touch events across different users and surfaces. Third, we adopt computing-efficient GRU
unit [124] instead of LSTM [30] in DNN-based IMU arm gesture recognition for sequence process-
ing. For training/fine-tuning a DNN model for a specific group of people (e.g., medical staff, farmer,

etc.) with only a little new user-conscious input, we adopt the consistent-regularization-based semi-
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supervised learning [125] to exploit deep model training with a small portion of labeled data and a
large amount of unlabeled data to achieve compatible performance with supervised learning. This
enables a quick start of our system in the initial phase of real-life usage. The system can be contin-
uously boosted when we collect user-specific data. The subsequently collected data can be used to
train via semi-supervised learning without requiring the users to provide labels.

We implement FaceTouch prototype using off-the-shelf hardware components and commercial
wearable devices. The ring prototype is low-cost (< $80) and low-power (60.89 uW). FaceTouch
utilizes the sensing data from the always-on inertial sensor on the wristwatch and vibration fea-
tures from the ring to precisely monitor face-touch behaviors. We conduct a user study with 10
participants. The participants touch their faces and various surfaces (e.g., glass, cloth, rubber,
wood) with daily activities (sitting, standing, walking) and false-positive behaviors (drinking, call-
ing, adjusting glasses, etc.). Experimental results show that FaceTouch achieves 93.5% F1-score for
face-touch detection with leave-one-user-out cross-validation, which is 9% higher than the state-
of-the-art method [29]. The Fl1-score is close to that of the personalized model (93.9%), which
demonstrates the generality of FaceTouch across diverse users.

The contributions of this work are:

e We propose FaceTouch, a multi-modal wearable system capable of detecting face touch in
practical scenarios. To the best of our knowledge, FaceTouch is the first system that can achieve
long-term (e.g., 79-day to 273-day usage without charging) and accurate face touch monitoring.
The system can be used to prevent the potentially serious consequences of face-touch behaviors.

e We design an effective cascading model using always-on inertial sensors to lower the duty
cycle of power-hungry components while maintaining high recall. Unlike prior work that only
detects face-touch gestures, FaceTouch can distinguish face-touch from various false-positive be-
haviors while the user performs daily activities.

e We design a novel vibration-based sensing unit to extract unique vibration features while the
user touches the face. It is the first vibration sensor that requires only a single point of instrumenta-

tion, containing both the transmitter and the receiver. As a result, it can sense the reflected vibration
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signal from the fingertips and classify surface materials.

e We implement the FaceTouch prototype using off-the-shelf hardware components and com-
mercial wearable devices. We evaluated the prototype and validated its performance with 10 par-
ticipants. Overall, FaceTouch achieves an average of 93.5% F-1 score. The average power is only

60.89 uW in normal daily usage and 209.15 W in extremely heavy usage.

4.2 System Overview

In this paper, we design a novel wearable system on the wrist and the finger using three sens-
ing modalities: accelerations, rotations, and vibration waves. The key idea to minimize energy
consumption is to use low-power sensors and lightweight signal processing to filter out irrelevant
hand movements. Face-touch gestures and their similar gestures (e.g., drinking) involve large an-
gular variations at the elbow and small angular variations at the shoulder [30]. In the long term, the
frequency of such gestures is extremely low (e.g., less than 30 times per hour) for regular users in
working environments (e.g., college students attending a class) [126]. Therefore, we design a cas-
cading classifier to turn each component on step by step so that the energy-consuming components
remain asleep for most of the time without missing any key movements. FaceTouch leverages low-
power and ubiquitous IMU sensors in existing wearable devices to detect gestures that approach
the face. We then design a novel vibration sensor on a smart ring to distinguish the face touch
from false-positive behaviors that involve different touching surfaces. Specifically, we inject vibra-
tion chirps (1-10 kHz) into the finger and monitor the vibration that propagates through the finger
to classify surface materials. Figure 4.2 illustrates the overview of FaceTouch, containing four
individual classifiers:

o Static wrist classifier: The first classifier leverages an always-on accelerometer and a simple
threshold-based approach to classify whether the wrist is static.

e Small movement classifier: If the system detects a hand movement, it turns on the gyroscope.
Then, both accelerometer and gyroscope data will be fed into a logistic regression classifier to
determine if hand movement is small or significant.

e DNN-based face-touch detector: The temporal sequences of accelerometer and gyro data will
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Table 4.1 Example of scenarios that trigger the cascading classifiers at different steps. v indicates
a possible face touch event and will trigger the next classifier for further validation. X indicates the
next classifier will not be triggered due to irrelevance between the current event and a face-touch
event. FaceTouch detects a face touch only if the results of all classifiers are V.

Cascading Steps Static Wrist | Small Movement DNN-based Vibration-based
Scenario Classifier Classifier Face-touch Detector | Surface Classifier
Static X 4 X b 4
Small Movements(typing, reading, ...) 4 X X b 4
.Corhltoundmg Gestqres v v v X
Large Movements (drinking water, smoking,...)
Face Touch v v v v
Other Large Movements v v X b 4

be fed into a recurrent neural network (RNN) based deep neural network to classify whether the
hand is approaching the face.

e Surface-touch classifier: If the system detects a face-touch gesture, it turns on the vibration
sensor. The signal captured by the sensor is then processed with a band-pass filter (1-10 kHz),
a Savitzky—Golay filter, and a Fast Fourier Transformation (FFT) to extract frequency responses,
which are fed into a series of boosted trees to classify the type of touching the surface. The system
detects a face touch only if the movement involves both a face-touch gesture and a skin-touch event.

Table 4.1 demonstrates how FaceTouch filters various non-face-touch events out while guaran-
tee high precision and recall. For example, all four classifiers will be triggered for confounding
gestures that are similar to face-touch gestures. However, these confounding gestures do not in-
volve a skin-touch event and will be filtered out by the vibration-based surface classifier. For other
large movements that do not involve face-touch gestures, FaceTouch reduces energy consumption
by remaining the vibration-based classifier asleep. It detects a face touch only if all classifiers are

triggered, and the vibration-based classifier returns true.

4.3 Vibration-based Surface Touching Classification

In this section, we first present how touching various surfaces affects vibration waves, followed
by how we measure the wave changes using a novel vibration sensor and extract unique features
associated with surface-touch events. The vibration sensing serves as a skin-touch detector. Face-
Touch leverages it to filter out false-positive gestures (e.g., drinking, calling, etc.) because the user

does not touch a skin surface while performing these gestures.
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Vibration Through Human Skin The propagation of vibration appears differently through
media like gases, liquids, and solids. By analyzing the propagation of vibration along the touch
surfaces we can estimate various material properties, including stiffness, damping ratio, elastic
constants, and viscoelasticity. And these material properties can be further used to analyze the
material characterization of composite materials like the human skin [127]. Prior work has shown
the finger is a good conductor for vibration propagation [128], and demonstrated the capability
of leveraging vibration through the finger to transmit data to other surfaces [128], recognize hand
gestures [129], localize finger taps on unmodified surfaces [130], and user authentication [131].
However, all efforts distribute the transmitter and the receiver on different surfaces or parts of the
body. Therefore, they all require two separate devices on the body (e.g., one on the finger and
the other on the face), which is not user-friendly and practical. In this paper, we aim to design a
novel vibration sensor using only a single point of instrumentation on the finger for surface touch

detection.

4.3.1 Vibration-based Surface-touch Detection

We exploit the spectral properties of reflected vibration changes to classify touch surfaces. Com-
pared with no-touch events, touching different materials has a significant impact on how the touch
surface reflects the vibrations. As shown in Figure 4.3, we place both the transmitter and the re-
ceiver on the index proximal. The vibration can propagate from the transmitter to the receiver via
two major paths. One is the direct path from the transmitter to the receiver (marked as the green
line), and the vibration amplitude remains the same for touch and no-touch events. The other is
the indirect path from the fingertip to the receiver (marked as blue, purple, and black lines). The
amplitude of vibration via indirect path depends on the material’s properties (e.g., mass, density,
and spring constant) and vibration frequency [128, 131]. For example, when the vibrations prop-
agate from the finger to a less dense medium (e.g., water), the phase of the reflected wave will be
inverted, and the amplitude of the reflected waves will be smaller than that of passing from the fin-
ger to a dense medium (e.g., metal). Therefore, by monitoring the amplitude of reflected vibration,

our system can detect whether the finger touches a surface and classify the material.

63



Transmitter Transmitter Transmitter

Receiver Receiver Receiver

(a) No-touch event (b) Surface 1 touch event (c) Surface 2 touch event

Figure 4.3 The rationale of proposed surface touch detection using vibration sensing.

We validate the sensing rationale using two Piezo-based transducers [132]. In this experiment,
we place one sensor on the top of the index proximal as the transmitter and the other at the bottom
of the index proximal as the receiver. The transmitter leverages an LM386 amplifier to inject the
vibration at 2.5 kHz. The captured signal is amplified using an LMV358 amplifier and sampled
by a 12-bit ADC at 100 ksps. After applying a bandpass filter, we perform 2048-points FFT with
a sliding window to continuously extract the frequency response at 2.5 kHz. With this setup, we
asked a user to perform a pointing gesture and touch five different surfaces (skin, glass, wood, cloth,
and rubber).

The red error bars in Figure 4.4 show the mean frequency response at 2.5 kHz with 90% con-
fidence intervals. We have two observations. First, since the frequency response of surface-touch
events is significantly higher than that of no-touch events, the frequency response change can be
used to detect surface-touch events. Second, we observe a negative correlation between the fre-
quency response and material hardness. Soft materials absorb more energy from mechanical waves,
which decreases the corresponding frequency response [133]. Thus, we can leverage the observa-
tion to classify the surface material. We also repeated the experiment on ten users and observed
similar results, which validated the feasibility of using the wearable ring to capture the reflected
vibration change caused by various materials.

Identification of Sensing Sites We investigated various skin sites on the hand for surface-touch
detection. As shown in Figure 4.5, we asked a user to wear our sensor on 14 phalanges of the five
fingers and then touched the face ten times using corresponding fingertip (e.g., using the index finger

to touch the face when the user wears the sensor on the three index phalanges.). Figure 4.6 shows
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Figure 4.5 The 14 different measurement locations on the hand.

the mean frequency response at 2.5 kHz (with 90% confidence intervals as error bars) when the user
wears the sensor on the 14 phalanges of the five fingers (x-axis). Overall, the frequency response
increases when the sensor is closer to the fingertip. We observe the frequency response on the thumb
is relatively low because the thumb has more dedicated muscle and a bigger nail, which can either
block or absorb some vibration and decrease the frequency response [134]. Except for the thumb,
the sensing granularity on other fingers is similar to each other. Since the ring is normally worn
on the proximal and most face touch events involve index finger touch [135], we select the index
proximal as the optimal sensing site. In this paper, we focus on optimizing the sensing sites on the
finger due to the signal attenuation on the skin surface. To support long-distance sensing capability,
the vibration generator may leak hearable sound to the environment, degrading the user experience.
We carefully design a vibration sensor and fine-tune the duty cycle to minimize the hearable sound
to the user. And we will discuss how to block the hearable sound to the environment in Sec. 4.7.
We also explore the capability of detecting surface touch events using other fingers while the

sensor is placed on the index proximal. Figure 4.7 shows the comparison of the frequency response
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Figure 4.7 Comparison of the frequency response at 2.5 kHz at five fingers.

at 2.5 kHz when different fingers touch the face. We observe the frequency response drops when
other fingers touch the face because the wave propagation distance increases. However, it is still
possible to reliably detect the touch events when other fingers touch the face. We leave it as future

work.

4.3.2 Practical surface-touch detection

Although we have shown the capability of detecting surface-touch events using a novel vibration
sensor on the finger, we conducted all experiments when the user performs a fixed pointing gesture.
However, hand gestures affect skin tension, which can generate similar features to face touch signals.
The green bars in Figure 4.4 show the mean frequency response with 90% confidence intervals
as error bars when the user performs various hand gestures and touches surfaces. We observed
the error bars overlap among surfaces, which degraded the sensing granularity and robustness.
Therefore, the frequency response on a narrow band (e.g., 2.5 kHz) can be noisy across diverse
users.

To overcome the challenge, we inject vibration chirps (1-10 kHz?2) on the finger to extract unique

2The minimum frequency of the chirp signal is 1 kHz, which is high enough that users can hardly feel the vibra-
tion [136].
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Figure 4.8 Frequency responses of the chirp signal (1-10 kHz) when touching on five materials.

features related to face touch events. Vibration chirps have been investigated to recognize finger
gestures, and their frequency responses vary based on how vibration wave travels through the finger,
namely tissue, muscle, blood, and bone [129]. Therefore, by scanning a wide variety of vibration
frequencies, FaceTouch leverages the properties of different waves propagating through the fin-
ger to extract unique features for surface-touch classification. We conducted a user study with ten
participants to validate the design, and participants touched five surfaces with various gestures. Fig-
ure 4.8 shows the mean frequency responses within 1-10 kHz. Overall, the frequency responses
of no-touch events are significantly lower than those of touch events for most of the frequencies.
The observation implies fewer vibration waves can be reflected from the fingertip during no-touch
events. Besides, we observe that surface materials affect the power of frequency responses at dif-
ferent vibration frequencies. For example, the frequency responses when touching the skin are the
highest among all touch events after 3.5 kHz. The frequency responses of the rubber touch is the

highest within 2.5-3.5 kHz.

4.3.3 Touch event detection and touch surface classification

According to the observations above, our feature extraction is based on a comparison to a no-
touch signal, which can be recorded when the user wears the sensor for the first time. Then, we
compute the mean Euclidean distance of 192 frequency responses between the current chirp signal
and the no-touch signal. To classify the surface materials, we extend the feature vector from 192 to
235 by adding the Mel-frequency cepstral coefficients (MFCC), zero-crossing rate, mean energy,
and energy variation. The features are then fed into a supervised learning model to capture the
relationship between the feature vector and surface materials. Specifically, we choose boosted tree

classification [137] that optimizes a sequence of classification trees with weights associated with
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decisions. As the number of trees grows, it can correct errors made by the previously trained tree.
We also implement our touch event classification model using other classification backends (e.g.,
SVM and deep neural networks). However, these models do not outperform boosted trees classi-
fication because the feature dimensionality is relatively small in our system, and running a large
number of iterations degrades the performance due to the overfitting problem. Another benefit of
boosted tree classification is its low computing complexity because it only involves comparison
and addition operations during real-time inference. When we deploy the model on embedded sys-
tems (e.g., STM32 or MSP432), the inference latency and energy consumption are significantly
lower than that of SVM and deep neural networks. Specifically, the time complexity of boosted
tree classification is less than 5% and 11% of that using a four-layer feed-forward neural network
and SVMs, respectively. As a result, those models consume 98% and 93% more energy to classify
surface materials. Overall, boosted tree classification achieves a better trade-off between efficiency
and accuracy.

The vibration-based module can only detect skin touches and cannot distinguish face touch from
other skin touches (e.g., hand touch, clenching fist). However, our cascading mechanism mentioned
in Sec. 4.2 can effectively filter these confounding skin-touch events because these movements do

not involve face-touch gestures.

4.4 Wrist-IMU based Face-Touch Gesture Detection

Based on the acceleration and rotation data obtained from a wrist-IMU, we design a sequential
face-touch gesture detector with three classifiers to optimize energy efficiency and detection preci-
sion for long-term continuous usage. First, we design a threshold-based static wrist classifier that
filters out the static periods in which no gesture is involved. For the rest of the wrist movements,
we use a small-movement classifier to further filter out those movements which could not be a face-
touch gesture with explicit feature definition. At last, we develop a DNN-based face-touch gesture
classifier to accurately recognize face-touch gestures from other confounding gestures. In compar-
ison with the first classifier, the computational overhead of the later classifiers is high but they will

be triggered infrequently. Thus, we optimize the energy efficiency for continuous monitoring while
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keeping a high precision and recall.

4.4.1 IMU Data Input

We use the accelerometer and gyroscope of a 9-axis IMU equipped on a commercial off-the-
shelf smartwatch to record the acceleration and rotation data of the wrist. Specifically, at any
timestamp ¢ under SOHz sampling rate, we adopt Android API 28 to obtain the 3-axis linear ac-
celeration a(¢) and the orientation o(7) of the device in a Global Reference Frame (GRF) in the
form of a quaternion which is a mathematical entity that provides convenience for representing
three-dimension orientations and rotations of objects. The linear acceleration reflects the linear
movements of the wrist while from the change of device orientation in GRF, we can calculate the
rotation angles of the wrist in GRF [138]. As face-touch gestures involve a series of wrist move-
ments and rotations, to determine whether a user touches the face at time #;, i € N, we look ahead
for a short time interval At and take two sequences of the acceleration and rotation data samples
St ={a(t; — At),...,a(t;)} and S = {o(t; — At), ..., 0(t;)} directly as the input of our face-touch
gesture detector. Since we do not leverage accelerations and orientations for location tracking, the

drifts of IMU sensors will not be accumulated over time, resulting in acceptable bounded errors.

4.4.2 Always-on Static Wrist Classifier

According to the common daily life pattern, people’s wrists are almost static most of the time in
a day due to sleeping, resting, etc. Face touch rarely happens during static periods. In addition, it
would be a waste of energy to run all three classifiers to detect face-touch gestures during the static
periods. Therefore, as the basic step, we filter out all static periods to improve the energy efficiency
without losing detection accuracy by designing a computation-efficient static-wrist classifier.

Method Design Specifically, when a user’s wrist remains static, both the average and variance
of linear acceleration values within the static period should be close to 0. With two non-negative pre-

configured threshold vectors Ty = [T7, T}, T] and T» = [T3), T, , T}], we compare the absolute aver-

age and variance of the 3-axis acceleration sequence a(t;) = Z(aj)esg (aj) = [a(;) a(t;)', a(t;)?]
and o (a(t;))) = [o(a(t)?), o (a(t)), o (a(t;)?)] with T and T», separately. If both a(#;) and

o (a(t;)) are lower than T} and 75 on all 3-axis, the status of the user’s wrist is recognized as static.
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As such, the next-tier classifier would not be triggered and continuously check the next acceleration

sequence.

4.4.3 Small Movement Classifier

Among all possible arm gestures that human beings can perform, face-touch gestures are only
a small part of them. Common face-touch gestures involve relatively large movements of the whole
forearm and even the elbow. In this case, the wrist moves faster and we can expect that the wrist
acceleration changes rapidly, and the wrist twists obviously. We further utilize the gap between
small movements and face-touch gestures to improve computational efficiency by filtering out those
gestures that only involve small wrist movements.

Method Design First, we calculate the rotation matrix R(z;) from orientation quaternion o(t;),
and then obtain the related 3-axis euler angles 6(z;) = [0(t;)°, 6(t;)", 6(¢;)*]. Then given a rotation
sequence S!, we can convert it to an rotation-angle sequence S’é = {6(t; — A1), ...,0(t;)}. We use
0(1;) and o-(6(1;)) to indicate the average and variance of the rotation-angle sequence. Moreover,
we mainly consider five statistical values of wrist movements: m, o(a(t)), m, o(6(t;)), and
0(t;) — 6(t; — Ar) that can reflect the displacement, speed, and rotation changing features of wrist
movements. With these features, we train a logistic regression model [122, 123, 139] to recognize
whether a wrist movement is small or not. If a small wrist movement is detected, we will switch
to running the static-wrist classifier for continuous static wrist checking. Finally, the logistic re-
gression model training makes sure that the face-touch gestures would not be classified into the

category of small wrist movements.

4.4.4 DNN-based Face-touch Detector

After the processing of the first two classifiers, most gestures that are not related to face-touch
events are filtered out with low computation cost. To accurately detect face-touch gestures out of
other wrist movements with the same magnitude, we need to extract more gesture-specific features
from the raw data sequence with a more powerful model. As the gesture data consists of sequential
accelerations and rotations, it contains temporal relation between data at different time steps where

such relationship is unique across different gesture types. Therefore, we need a sequence prediction
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Figure 4.9 The DNN model for detecting face-touch gestures. The DNN consists of a single-layer
GRU and a 2-layer MLP. The GRUs take the raw data sequences as input and the MLP outputs
whether a face-touch gesture is detected.

Table 4.2 DNN-based Face-touch Detector configurations.

Input(6 X t; sequence)
GRU-32
FC-16
RelLU
FC-2
soft-max
Output(2 X 1)

model to capture such temporal relations.

Method Design LSTM [30] is a widely used DNN unit to handle sequential data. Considering
the computation efficiency, however, we adopt a GRU unit [124] that requires less computational
cost while achieving a similar performance of LSTM for short sequence data. GRU-based DNN
can learn the inherent relationship between sequential IMU data and face-touch/non-face-touch
behaviors as long as the DNN can be trained with a dataset that covers the feature space as much as
possible. To determine whether a user touches face at time #;, we generate the network input data

sequences with the acceleration sequence S, and angle sequence S é) as follows:

X = Xt1» ...,th, e Xt

L

xi; = [a(17)%, a(t))', a(t)% 0(17)%,6(1,)", 0(2))?1,

where 11 is t; — At, t; is a timestamp within range [f; — At, ¢;] when acceleration and orientation are

4.1

sampled at SOHz.

As in Figure. 4.9, our network architecture consists of GRU network noted as Fyy, and Multiple
Layer Perceptron (MLP) network noted as Fip,. The GRU network accepts sequence input X and
outputs a hidden feature 4; at the last time step #; which is then taken by the MLP network as input.

The MLP network outputs the prediction results. For training with labeled data, we adopt cross-
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Figure 4.10 FaceTouch ring prototype.

entropy loss:

L :E(X,y)~X1(1 —y)log (1 - lep(Fgru(X))) 4.2)

+ylog lep(Fgru(X))

where X] is the set of labeled training data. We adopt consistency regularization for the DNN model
training with unlabeled data to make the prediction robust to small perturbations which can improve
the performance of the face-touch detection model when labeled data is rare. In such case, the loss

is defined as:
Lu = EX~XM,6~N(0,0',,)|lep(Fgru(X + 6)) - lep(Fgru(X))l (4-3)

where X, is the set of unlabeled training data and ¢ is a Gaussian noise N (0, 0;,) to perturb the

input, where o, is much smaller than the scale of X.

4.5 Implementation

The prototype consists of two main components, namely a novel vibration sensing unit and
an IMU sensing unit. For vibration-based sensing, we designed and implemented a compact and
low-cost (e.g., < $80) wearable ring (Figure 4.10) using off-the-shelf hardware components. The
sensing unit is powered by a small 400 mWh battery. For IMU sensing, we adopt a commercial
off-the-shelf Moto 360 smartwatch.

Vibration Sensing Unit To minimize the form factor of the sensing unit, we utilized two Piezo
transducers (PHUA2010), each of which is 20 mm by 10 mm in size. We built a ring-like device to
attach both transducers. One is placed on top of the index proximal to inject vibration chirp (1-10
kHz) into the finger and the other is placed at the bottom to capture the surface waves from the finger.

The transmitter sends one 50-ms chirp of 1.65 Vpp per second. We utilize an LM386 amplifier to
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amplify the chirp signal. The frequency range of the chirp signal was optimized in Sec. 4.3.2
to retain maximum vibration information propagating in the finger. The receiver is connected to
an LMV358 amplifier (amplification gain is 32) to amplify the vibration signals. The amplified
signals are then sampled by a 12-bit ADC at 100 ksps. Both amplifiers have large quiescent current
draws (e.g., 0.2-4 mA). To minimize the power consumption of the sensing unit, the positive supply
voltages (VCC) of amplifiers are connected to an analog switch, and we switch the amplifiers off
when the sensing unit is not triggered by the cascading model as mentioned in Sec. 4.2.

We use a MINI-M4 for MSP432 micro-controller3 to digitize vibration signals from amplifiers,
extract touch-related features, and the boosted tree is deployed on the micro-controller to detect
touch events and classify the surface materials. When the microcontroller is not active, it only
consumes 40 W power in idle mode. The microcontroller has a low-power MCU with 80 uA/MHz
in active mode and a 12-bit ADC with 450 uA at 100 ksps. During signal digitization, we leverage
the Direct memory access (DMA) in the microcontroller so that the main processor will be in
the low-power mode during data sampling. We implement the touch event detection algorithm in
Sec. 4.3.3 for binary skin-touch classification on the microcontroller. The number of boosted trees
is 50, and the maximum tree depth is 4. The prediction results will be transmitted to the nearby
devices via a Bluetooth transceiver [140]. We integrate a 400 mWh Lithium-ion battery underneath
the MINI-M4 board to power the sensing unit.

Wrist-IMU Sensing Unit We implement the face-touch gesture detection models including
Static Wrist Classifier, Small Movement Classifier, and DNN-based Face-touch Detector, and de-
ploy these models on a smartwatch (Moto 360 3rd Gen). The IMU data collected by the smartwatch
is sampled at S0Hz. Based on our real-world experiments, the average length of face-touch gestures
is around 1.5 seconds. Thus, to capture all face-touch events while ensuring the energy efficiency
of the system, we trigger the static wrist classifier every 500ms and take 1.5s data back from the
triggered timestamp. The system will process the raw sensor data based on our wrist-based gesture

detection in Sec. 4.4.

3To minimize the power consumption of the board, we removed all irrelevant components on the MINI-M4 FOR
MSP432 board, including the USB bridge and LED indicators.
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We empirically selected the thresholds of the static classifier by calculating the average and
variance of linear acceleration values of multiple collected static wrist data records and data with
wrist movements. The thresholds are:7; = [0.1,0.1,0.1],7; = [0.5,0.5,0.5]. Since the differences
between static/non-static data are significant, our static classifier achieves 100% precision and recall
in filtering out static data. The small movement classifier is fitted from historical data. We conduct
model selection on the small movement classifier by tuning the precision of the model to be as
higher as possible while keeping 100% recall for better final task performance. Table 4.2 shows the
configuration of DNN-based Face-touch Detector in Sec. 4.4.4. We adopt a single-layer GRU with
a hidden dimension of 32 and a 2-layer MLP with two fully connected layers of size 16 and size 2.

The DNN model is trained on data described in section 4.6.

4.6 Evaluation
In this section, we first discuss the experimental setup and the process of data collection, fol-

lowed by FaceTouch’s overall performance and practical considerations.

4.6.1 Experiment Setup and Data Collection

In our study, we recruited 10 participants (8 males and 2 females with ages ranging from 20
to 30+). For each participant, we collected both face-touch and non-touch data throughout vari-
ous daily activities (sitting, standing, and walking), touching surfaces (e.g., glass, wood, rubber),
confounding gestures involving the hand moving toward the head direction but not touching the
face(e.g., drinking, picking up the phone), and face-touch areas (e.g., jaw, forehead). By covering
as many scenarios as possible, we obtained a comprehensive dataset that includes various combina-
tions of movement replacement/speed/angle sequences when users touch face/not touch face. Dur-
ing the data collection process, the participants wore FaceTouch on their wrists and index fingers.
They were asked to perform gestures naturally as in daily life during the data collection. Though
they were wearing the prototype, their arm movements were not restricted, and the influence of the
prototype on their behaviors was minimized.

The two devices were clock-synchronized by network time. The inertial data consists of 3-axis

accelerometer data, orientation in quaternion form rotation vector acquired at 50Hz from Android
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Figure 4.11 The illustration of the three scenarios in our dataset: (a) Sitting, (b) Standing: the four
colored spaces represent regions from which face-touch movements may start, and (c) Walking.

Table 4.3 Data composition of participants in our dataset.

#Gestures Activity Sitting | Standing Swinzvaul(\ljr(;gSwing

Face-touch 70x10 | 70x10 | 70x 10 | 20x 10
Non-touch 70x 10| 70x 10 [ 20x 10| 20x 10
Confounding Gestures 100 x 10

API 28. The vibration data consists of 235 features described in Sec. 4.3.3. For data annotation,
participants were accompanied by an instructor who timely logged the start and end time of touching
face events while recorded by an RGB camera which was also clock synchronized. During the
data segmentation and labeling process, the annotator integrated the manually logged timestamps
of events with camera videos to get accurate labels. To collect comprehensive face-touch and non-
touch gestures, participants performed various arm and hand gestures in three typical daily activities
as in Figure 4.11. We collected about three-hour sensing data from each participant. Table 4.3
shows the data composition of each participant.

For face-touch behaviors, participants moved their hands from various starting points, which
are randomly and evenly sampled, and then touched one of the five areas on the face shown in
figure 4.12. For non-touch behaviors, participants performed various daily activities, including
static, typing, reading books, fetching objects, lifting, putting things down, exercising, and walking
with swing arms or non-swinging arms. We also collected many confounding gestures, including
drinking water, eating, brushing teeth, adjusting the glasses/masks/hair, picking up the phone, and

raising hands. These gestures inevitably confuse many existing systems using near-field sensing.

4.6.2 Overall Performance

Precision, Recall and F-1 Score We evaluate FaceTouch using leave-one-user-out cross-validation
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Figure 4.12 Five face areas covered in our experiments.

Table 4.4 Comparison of experimental settings.

. Session Duration | #Activity | Confounding | Cross-user
#Participants .
(per user) Scenarios Gestures model
FaceTouch 10 3 hrs 3 various types 4
FaceSense 14 15 mins 1 Only facial 4

which takes data of 9 participants as training data and data of the remaining participant as testing
data. We compare our results with three baselines. The first baseline is FaceTouch without the
vibration sensing module. The second method is the personalized model, in which the data of the
same participant is split into the training set and testing set by 8:2. And we also compare Face-
Touch’s performance with FaceSense (generic model) [29], a state-of-the-art face touch detection
system using a dedicated earbud. Table 4.4 shows the comparison of experimental settings. Both
studies have a similar user group. we evaluate FaceTouch via a long-term session (3 hours), while
FaceSense was evaluated for only 15 minutes per user. FaceTouch’s dataset contains three activity
scenarios (sitting, standing, and walking) and various types of confounding gestures (introduced in
section 4.6.1) that are similar to face touch. For the FaceSense study, all data are collected when
the participants are sitting, and only facial movements that are confounded with face touch are
considered. Both studies leverage the cross-user model to evaluate their systems.

Figure 4.13 shows the mean precision, recall, and F-1 score of ’s generic model, as well as the
three baselines. The main metric we adopt for comparison is the F-1 score. Overall, FaceTouch
achieves 93.5% F-1 score. Without our vibration sensing module, the F-1 score drops 4%. The
improvement mainly comes from reducing false positives since the vibration sensor can effectively
filter out non-skin touch events like drinking, calling phones, etc. Also, the F-1 score of FaceTouch

is only 1% lower than that of the personalized model, which demonstrates the generality of the
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Figure 4.14 Energy consumption of each step in FaceTouch’s cascading classification.

system. Finally, FaceTouch’s generic model outperforms the FaceSense by 9% on the F-1 score.
Energy Consumption and Inference latency We measure the energy consumption of Face-
Touch using a Monsoon High Voltage Power Monitor [141]. The energy consumption of each step
in FaceTouch’s cascading classification is shown in Figure 4.14. When the wrist is static, Face-
Touch only consumes 14.9 uJ every 500 ms to monitor the accelerometer data. Then, depending
on the wrist movement, different IMU-based classifiers will be triggered step by step, and the total
energy consumption to produce a face-touch inference is 1287.07 uJ. We also measure the energy
consumption of the vibration sensing unit, which is shown in Table 4.5. Overall, each face-touch in-
ference consumes about 2570 uJ with signal digitization (750 wJ), injecting vibration chirp signals
(330 wJ), and Bluetooth communication (1050 wuJ) as the main contributors. When the cascading
IMU-based classifier does not trigger the vibration-sensing module, the main processor will remain
in low-power mode, and the vibration-sensing unit will be turned off. The power consumption in

this mode is around 40 uW.

Table 4.5 Energy consumption for producing one face-touch inference using our vibration sensing
unit.

Vibration-sensing Unit Microcontroller
Transmitter | Receiver ADC Surfa‘ce-to.uch Bluetooth
classification
Energy | 330uJ (£ 2) | 200uJ (£ 2) | 7503 (£ 5) | <240uJ (= 1) | 1050 ( 20)
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The inference latency of FaceTouch depends on the type of gestures. Overall, the inference
latency for static wrist filtering, small movement filtering, face-touch gesture detection, and surface
classification is 0.049 ms, 0.046 ms, 3.01 ms, and 25 ms, respectively. In the worst case, when all
the classifiers are triggered, the total inference latency is 28.105 ms, which is still significantly less
than the face touch detection interval (500 ms).

Practicality To evaluate the practicality of using FaceTouch in the wild, we conducted a two-
hour user study in four typical scenarios. In scenario Sp, the participant frequently touched the
face or performed confounding gestures and remained in the static state (e.g., the wrist is static)
for the rest of the time. In scenario S, the participant was in the active state (e.g., the wrist moves
frequently) and frequently touched the face or performed confounding gestures. In scenario S3, the
participant conducted various activities (e.g., drinking, eating, etc.) involving many confounding
gestures. In scenario S4, the participant was in the active state but touched his/her face or per-
formed confounding gestures at normal frequency. Table 4.6 summarizes the frequency of face
touch and confounding gestures in the study, as well as the corresponding power consumption. We
have two observations. First, for normal scenarios (e.g., S4 where the participant performs various
non-face-touch gestures and occasionally touches the face), the total power consumption is below
61 W, which supports a run time of 273 days using a 400 mWh Lithium-ion battery. In this case,
the vibration sensing unit was rarely triggered since most irrelevant gestures were filtered by the
IMU sensing module. Second, S1, S», and S3 involve many confounding gestures which trigger
all four classifiers frequently. However, in these extreme scenarios, the total power consumption is
still below 210 ¢W, which supports a run time of 79 days using a 400 mWh Lithium-ion battery.
Scenarios S and S7 involve touch events at least once per minute and confounding gestures at least
three times per minute, and S3 assumes an even higher frequency of confounding gestures (e.g.,
25+ per min). These scenarios either hardly happen in real life or won’t last for hours. In general,
the real-life running time of FaceTouch using a 400 mWh Lithium-ion battery should be between
79 and 273 days depending on the frequency of face touch behaviors and confounding gestures.

Therefore, the long-term study demonstrates the practicality of FaceTouch in real use cases. And

78



le6
1.507 Static Wrist Classifier

Precision C—— Recall F1 e
1.251 e

100 g0
80

60

Percentage (%)

40

20

S1 ‘52 S3 Sa
0

S, S, S5 Sy

(a) Face touch detection performance (b) Energy consumption

Figure 4.15 The overall performance and the energy consumption of FaceTouch in four daily sce-
narios.

Table 4.6 Details of long-term experiments in four different scenarios and resulting average power.

Scenario Frequency of Frequency of Average Power(uW)
face Touch (/h) | Confounding Gestures (/h) | IMU Vibration
Sensing | Sensing
1 71 279 72.84 52.83
2 76 297 82.91 57.83
3 33 1645 154.89 54.26
4 24 15 44.47 16.42

the battery life is several magnitudes longer than existing solutions [28,29, 142]. Figure 4.15(a)
shows the overall performance of the long-term experiments using FaceTouch in four daily sce-
narios, FaceTouch achieves at least 97% F-1 score, demonstrating the robustness of FaceTouch in
realistic scenarios. Figure 4.15(b) shows the corresponding composition of energy consumption,
the energy consumption varies among the four scenarios. The always-on Static Wrist Classifier
consumes the same amount of energy in all the scenarios and most of the energy is consumed by
the IMU sensor. The energy consumption of the Small movement Classifier is negligible due to
its lightweight computation overhead. However, DNN and vibration sensing consume the most
energy in FaceTouch. Depending on the occurrence of confounding gestures and touch events, the
DNN-based Face-touch Gesture Detector consumes 20—-60% of the total energy consumption. In-
terestingly, since the IMU-based sensing filtered out many irrelevant gestures, the vibration sensing
unit, which is the most power-hungry component in FaceTouch, is less triggered and consumes less

than 25% of total energy in all scenarios.
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4.6.3 Practical Considerations

We then examine the impact of user diversity, activities, confounding gestures, surface materi-
als, and training the DNN-based face-touch detector with unlabeled data.

User Diversity We first look at the impact of user diversity. Figure 4.16 compares the precision,
recall, and F-1 score across 10 participants using leave-one-user-out cross-validation. We observe
the F-1 score remains high (87-98%) among the 10 participants, which validates the multi-modal
sensing system significantly reduces false positives.

Activity Figure 4.17 shows the precision, recall, and F-1 score across three types of daily ac-
tivities. The performance in the standing scenario is the best, followed by that of the sitting and
walking scenarios. For standing scenarios, users often touch the face from the body side. Thus, the
movement of the face-touch gesture tends to be more significant than that when the user is sitting,
resulting in high detection accuracy. For walking scenarios, when the upper arm moves fast, the
movement of the lower arm can be ambiguous, resulting in erroneous features.

Confounding Gestures Confounding gestures like drinking and calling can degrade the sys-
tem’s accuracy and robustness. Figure 4.18 shows the impact of five false positive behaviors. The
recall of all these behaviors is almost 100%. Since none of the false positive behaviors involves

skin touch events, these behaviors can be effectively filtered out by our vibration-sensing module.
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Figure 4.19 Confusion matrix: surface material classification.

Surface Materials Classification In this experiment, each participant touched five surfaces
(cloth, glass, rubber, skin, and wood) ten times in random order. Figure 4.19 shows the confusion
matrix across the five surface materials using leave-one-user-out cross-validation. We observe Face-
Touch can precisely classify surface materials, which further distinguishes confounding gestures
that may be mistaken as face-touch events by the IMU-sensing module. Note that both face-touch
gesture detection and surface material detection are indispensable. The former relies on the latter
to reduce false positives, the latter relies on the former to filter out irrelevant gestures that touch the
skin of other body parts (e.g., leg, arm) but don’t approach the face. For example, in the cases of
drinking water or calling, FaceTouch may first recognize the touch event and the approaching face
gesture. However, since the user does not touch the skin, the system can successfully filter out the
false positive behavior by classifying the touching material.

Training DNN-based detector with Unlabeled Data In Section 4.4.4, we use unlabeled data
for face-touch detection DNN model training through the loss in Equation (4.3). We conduct ex-
periments with the o, = 0.01 for the Gaussian noise. For the generic model, we use 80% of all
the data as training data with a random split of 10% of the training data as labeled, and the rest

are unlabeled data. We compare the DNN performance of training with/without semi-supervised
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Figure 4.20 Training DNN-based detector with/without semi-supervised learning. Only 10% of the
training data are labeled while the rest 90% are unlabeled.

learning in Figure 4.20. The DNN model trained with semi-supervised learning achieves 85% pre-
cision, 86.8% recall, and 85.9% F-1 score, which outperforms the DNN model trained without
semi-supervised learning (79.3% precision, 81.2% recall, and 80.2% F-1 score) 5% on F-1 score
and is close to our best F-1 score (89.4%) achieved on 100% labeled data. The results demonstrate
that semi-supervised learning enables utilizing large-scale unlabeled data collected from different

users in real-world life to improve the deep face-touch gesture detection performance.

4.7 Discussion and Future Work

Face Touch using Different Fingers or Hands: In our experiments, the participants wore the
ring on the index finger and the face-touch events involved the index finger touching the face by
default which is compatible with most cases in daily life. We explore the capability of detecting
surface touch events using other fingers with the sensor placed on the index proximal and observe
the frequency response drops when other fingers touch the face because the wave propagation dis-
tance increases. Thus, in our current implementation, if the users touch their faces without using
the index finger, the precision of face touch detection decreases as the features from the vibration
sensing module can be erroneous. To solve this problem, one solution is moving the vibration sen-
sor from finger to wrist. However, the attenuation of the reflected vibration signal increases as the
propagation path increases. Once the SNR is below a certain threshold, the system cannot reliably
extract features related to face-touch events. We can leverage a powerful vibration sensor to in-
crease the sensing range, but such a sensor may degrade the user experience. We leave it as future
work.

Miniaturization: In our current implementation, the IMU and vibration sensors are placed
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separately on a smartwatch and a ring prototype. The ring prototype is built with off-the-shelf
components that can be easily purchased from the market. There are more miniature components
that can be used to reduce the size of the prototype. Besides, there are already many commod-
ity smart rings in the market (i.e., Oura Ring). It’s practically feasible to integrate vibration units
into such ring systems so that the prototype can be further miniaturized. The utilization of smart-
watches [143, 144] and smart rings in improving people’s life quality has been well studied (e.g.,
sleep tracking [145], heart rate monitoring [146], menstrual cycle tracking [147]), so wearing such
wrist-ring system only introduces acceptable overhead in our experiments and users’ daily life.

It is possible to implement a single-piece sensing system (e.g., a wearable ring) containing both
IMU-based and vibration-based sensing modules. However, the main challenge is to deploy our
DNN model on a resource-constrained microcontroller, which has limited computation resources
and memory space. We can also offload the sensing data to a remote server (e.g., a smartphone), but
the data communication can be extremely energy-consuming. Prior work has investigated various
ways to compress the DNN model that reduces both storage and computation requirements [148].
Therefore, we will investigate these approaches to compress our DNN model without sacrificing
performance and then combine the wrist-ring system into a single device. We leave it as future
work.

Noticeable Vibration Sound: The skin vibration generator operates on human audible fre-
quency. In our experiments, once the transceiver is triggered, it will keep on for a while. Thus, the
vibration sound may be a little bit annoying. We have conducted a small-scale user study among
our 10 experiment subjects about the acceptance of the vibration sound and the average acceptance
score is 4.2 out of 5, the score variance is 0.75, and the lowest score is 3. Large-scale user study
remains a future work. We intend to address the vibration sound issue in two folds to make it negli-
gible to the users. First, we will design a soft cover to absorb the sound propagating to the air while
maintaining the vibration signals on the skin. If the soft material has similar acoustic properties to
the skin, it will maximize the signal strength to the sensor [130]. For this purpose, we consider us-

ing inert silicone material to build the soft cover in our future work. Second, we can further reduce
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the duty cycle of the vibration signal to turn the vibration sound down. However, a low duty cycle
can cause miss-detection for short-time face-touch behaviors. Thus, we will explore an adaptive
duty cycle scheme to optimize the user experience and sensing performance.

ML Classifier Generalization: Due to the user diversity, especially the length of arms, when
we adopt our pre-trained IMU-based classifiers to new users, the performance may be subject to the
size of the training dataset. If the training dataset covers the face-touch arm gesture data performed
by similar body-condition users, the performance will be promising. To avoid performance degra-
dation, we will also involve a bootstrapping process to calibrate the parameters of the IMU-based
classifiers. Specifically, before a new user uses our system, we will ask the user to perform several
pre-configured arm and hand gestures to fine-tune our classifiers. When it comes to larger user
groups in which the user diversity is higher, and there are less data (maybe only the bootstrapping
data) for unseen users, the semi-supervised learning that we explored in the experiment can provide
us with a quick start for training a preliminary model of fair performance. Moreover, we will pursue
a data-argumentation method to generate some synthesis training data covering more diverse users

to enhance the generality of our IMU-based classifier.

4.8 Related Work

Near-field Sensing Methods Near-field sensing systems leverage wireless signals, including
acoustic, Wi-Fi, Bluetooth, or magnetic signals, to extract unique features from the movement of
hand gestures. Acoustic-based systems utilize microphones to capture reflected ultrasound signals
and recognize hand/arm gestures [21-23,35-38]. Recent work has turned existing smartphones and
earsets into a sonar sensing system to detect face touching in the presence of user mobility [20].
Radio frequency-based methods measure the reflection of electromagnetic waves from the human
body to recognize hand gestures [24-26,39]. However, the main issue of these near-field sensing
systems is that they cannot distinguish many false-positive gestures (e.g., calling, drinking) from
face touch since these gestures have similar hand trajectories with face-touching gestures. Our
system leverages a novel vibration sensor on a ring to filter out false-positive gestures. The per-

formance of our system which is reported with confounding gestures present in the testing dataset

84



outperforms the most recent work [20].

On-body Sensing Methods On-body sensing systems utilize off-the-shelf or customized wear-
able devices (e.g., wristbands, earbuds) and various sensing techniques (e.g., ECG, EOG) to de-
tect face touching. No Face-touch [30], FaceOff [31], Nudge [32], Immutouch [33], and Face
Touch Aware [34] developed mobile apps on off-the-shelf smartwatches or smartbands to detect
face touching using accelerometers. FaceSense designed a customized earbud with impedance
sensing and thermal sensing [29]. ElectroRing [142], SkinTrack [149], and ActiTouch [150] built
customized rings that couple a high-frequency AC signal (10-80 Mhz) to the finger to detect the
skin-touch events. However, some of these on-body systems require wearing a separate transceiver
on the body part being touched which is impractical in face-touch scenarios. Our ring prototype
requires only a single point of instrumentation of both the transmitter and receiver and overcomes
the signal saturation problem, achieving precise face-touch detection across different users and sur-
faces. Besides, all of these on-body sensing systems drain the battery in a few hours because they
require always-on sensing and continuous signal processing to monitor and alert the users. Our
system leverages three sensing modalities and a cascading classifier to filter out irrelevant hand
gestures and minimize the active time of the energy-consuming components. As a result, the power

consumption is several magnitudes lower than existing solutions.

4.9 Conclusion

To conclude, we propose FaceTouch, a low-power, practical, and user-friendly face-touch detec-
tion for epidemiological surveillance. FaceTouch consists of a wrist-based IMU sensor and a novel
ring-based vibration sensor. To simultaneously achieve high detection precision and low energy
consumption, our magic relies on four hierarchical classifiers. We first apply two energy-efficient
IMU-based classifiers to filter out irrelevant gestures. For face-touch like gestures, we use an IMU-
based DNN classifier and a vibration-wave based classifier to guarantee high precision and recall.
We implement FaceTouch using off-the-shelf hardware components and evaluate its performance
under various complex scenarios across ten participants. Experimental results show that the F-1

score is 93.5%. The power consumption is 60.89 W in normal usage and 209.15 uW in extremely
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heavy usage.
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CHAPTER 5

CONCLUSION
This dissertation shows innovative research and development in lower-power AloT systems, focus-
ing on optimizing energy efficiency, data processing, network reliability, and so on.

In Chapter 2, we present DeepLoRa. DeepLoRa adopts a deep learning-based approach that
utilizes fine-grained landcover information extracted from remote sensing images to accurately esti-
mate the path loss of long-distance LoRa links in complex environments. Compared with previous
environment-aware models, DeepLoRa enables per-link estimation that takes both the type and or-
der of landcovers into account. DeepLoRa also shows fair transferability. The evaluation shows
that DeepLoRa reduces the estimation error to less than 4 dB, which is 2x smaller than state-of-the-
art models. In Chapter 3, we further present LoSee, which shows a fine-grained LoRa link-level
measurement in a 6x6 km?2 urban area. By such measurement, LoSee studies three fundamen-
tal research issues and draws the following conclusions: 1) The spatial and temporal behavior of
LoRa links is quite dynamic due to environmental factors; 2) The coverage of LoRa gateways is
anisotropic; 3) The median error of RSSI-fingerprint-based localization in a given setting is about
400 m. Without densely deployed LoRa gateways, the SOTA LoRa localization can support road-
level localization.

In Chapter 4, we propose FaceTouch, a low-power multimodal wearable system that enables Al
algorithms to monitor face-touch events to protect people from virus infection during the COVID-
19 pandemic. We implement FaceTouch using commercial off-the-shelf hardware components
and evaluate its performance with various user activities and false-positive behaviors. FaceTouch
achieves a 93.5% F-1 score of face-touch detection and 60.89-209.15 W power consumption de-
pending on usage, which is several magnitudes lower than the state-of-the-art systems.

There are still many research topics along with this dissertation, and many possible future works
still remain to be addressed. Regarding improving large-scale LoRa deployment with Al techniques,
weak signal detection, optimum transmission configuration prediction, and gateway deployment

planning are critically important; Also, there’s still much room for improvement in localization ac-
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curacy in LoRaWAN systems with advanced models. To enable Al algorithms with IoT infrastruc-
tures in complicated real-world applications, challenges like selecting and combining appropriate
sensing modalities as information sources in IoT systems, designing lightweight Al models that can
achieve efficient on-device computing, and further miniaturizing system components still require

exploration and investigation.
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