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ABSTRACT
The development of artificial intelligence has been so rapid that every week recently there is a new
foundation model update by such as OpenAl, Anthropic, Google, XAl etc.. Ten years ago, most
research was still focused on deep neural networks like AlexNet or generative adversarial networks.
Now, people talk about large language models (LLM), LLM-based agents, or test time scaling,
etc.. However, one thing has remained unchanged: the persistent vulnerability of Al systems to
adversarial attacks and backdoor attacks, which threaten their reliability across applications. This
dissertation addresses this enduring challenge by advancing the security and robustness of machine
learning models through four interconnected contributions. First, it develops a reverse engineering
framework to recover original images from adversarial perturbations, enhancing the resilience of
image classifiers. Second, it introduces a model parsing technique to infer victim model attributes
from attack instances, shedding light on attack transferability and model weaknesses. Third,
it examines data poisoning in diffusion models, uncovering bilateral effects—both adversarial
vulnerabilities and unexpected defensive benefits—such as improved robustness in classifiers
trained on generated data. Finally, it proposes machine unlearning for vision-language models,
mitigating harmful outputs and bypassing limitations of traditional safety fine-tuning which relies
too much on the spurious correlation. Through all these works, the work tries to reverse engineer the
deceptions, delve into the true attributes and methods of the adversaries and then defend accordingly.
From image classification to image generation, from classic neural networks to foundation models
like diffusion models and vision language models, the work examines through different algorithms
and model architectures. These advancements, grounded in rigorous experimentation across diverse
datasets, collectively strengthen Al systems against adversarial threats and training-time backdoor
injections. The work offers practical tools for secure deployment in high-stakes domains. Beyond
immediate applications, this research bridges the gap between the rapid evolution of Al capabilities
and the foundational need for trust, laying the groundwork for future investigations into robust

artificial intelligence in an era of ever-advancing foundation models.
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CHAPTER 1

INTRODUCTION
This thesis centers on four works by Yuguang Yao, conducted during his PhD career, which
collectively advance the field of Reverse Engineering of Deceptions (RED). This research direction
explores how to formulate RED problems, delineate their scopes of interest, and devise effective
solutions. Here, "reverse engineering" is defined as "to reveal, to understand, to reconstruct,"
while "deceptions" encompass a broad spectrum of artificial threats, such as adversarial attacks and
backdoor attacks, targeting deep neural network systems.

The inception of RED stems from a pressing need to uncover the toolchains behind digital attacks
on Al systems, an initiative originally proposed by DARPA [Defense Advanced Research Projects
Agency (DARPA), 2023]. This motivation arises from the recognition that machine learning (ML)
techniques are inherently vulnerable to adversarial deception, both during training and deployment.
Paralleling this, humans are equally susceptible to falsified media—images, videos, audio, or
text—crafted with malicious intent. In both domains, the consequences of such deception can
be profound, as it increasingly underpins information-based attacks. The Reverse Engineering of
Deceptions (RED) effort seeks to develop automated techniques to dissect the toolchains driving
these attacks, whether they involve multimedia falsification, adversarial ML perturbations, or other
forms of information deception. Often, the tools employed in these attacks and the adversaries
orchestrating them remain obscured. By recovering the processes and mechanisms used to execute
an attack, RED provides critical insights that may facilitate adversary identification. Specifically,
RED aims to pioneer techniques for the automated detection of attack toolchains and to support the
creation and maintenance of scalable databases cataloging such threats.

Inessence, RED constitutes a comprehensive pipeline—detecting, understanding, and reconstructing
adversarial mechanisms—to bolster automated defenses for deploying Al in real-world settings. The
four works presented in this thesis address distinct yet complementary facets of this pipeline. The
first investigates reverse engineering adversarial perturbations in image classifiers, reconstructing

original data to mitigate threats. The second explores model parsing to extract victim model



attributes from attack instances, enhancing the understanding of attack transferability. The
third examines data poisoning in diffusion models, revealing both vulnerabilities and defensive
opportunities. The fourth tackles safety in vision-language models through machine unlearning,
reconstructing safer systems by removing harmful knowledge. Together, these contributions bridge
theoretical insights and practical applications, advancing the security and robustness of Al systems.

This thesis is structured as follows: Chapters 2 through 5 detail each of the four contributions,
respectively, including their methodologies, results, and implications. Chapter 6 synthesizes these
findings, discusses their collective impact, and outlines directions for future research. Through this
work, we aim to lay a robust foundation for securing Al against the evolving landscape of digital

deception.



CHAPTER 2

ADVERSARIAL ATTACKS AND REVERSE ENGINEERING
In this chapter, the definition and formulations of reverse engineer of deceptions are introduced
from the perspective of adversarial attacks. We show that denoising networks are feasible to extract

and mitigate the true adversarial perturbation and its adversarial goal.

2.1 Introduction

Deep neural networks (DNNss) are susceptible to adversarially-crafted tiny input perturbations
during inference. Such imperceptible perturbations, a.k.a. adversarial attacks, could cause DNNs
to draw manifestly wrong conclusions. The existence of adversarial attacks was first uncovered in
the domain of image classification [Goodfellow et al., 2014a, Carlini and Wagner, 2017, Papernot
et al., 2016a], and was then rapidly extended to the other domains, such as object detection [Xie
et al., 2017, Serban et al., 2020], language modeling [Cheng et al., 2020, Srikant et al., 2021], and
medical machine learning [Finlayson et al., 2019, Antun et al., 2020]. Despite different applications,
the underlying attack formulations and generation methods commonly obey the ones used in image
classification.

A vast volume of existing works have been devoted to designing defenses against such attacks,
mostly focusing on either detecting adversarial examples [Grosse et al., 2017, Yang et al., 2020,
Metzen et al., 2017, Meng and Chen, 2017, Wdjcik et al., 2020] or acquiring adversarially robust
DNNs [Madry et al., 2017, Zhang et al., 2019, Wong and Kolter, 2017, Salman et al., 2020,
Wong et al., 2020, Carmon et al., 2019, Shafahi et al., 2019]. Despite the plethora of prior work
on adversarial defenses, it seems impossible to achieve ‘perfect’ robustness. Given the fact that
adversarial attacks are inevitable [Shafahi et al., 2020], we ask whether or not an adversarial attack
can be reverse-engineered so that one can estimate the adversary’s information ( e.g., adversarial
perturbations) behind the attack instances. The above problem is referred to as Reverse Engineering
of Deceptions (RED), fostering a new adversarial learning regime. The development of RED
technologies will also enable the adversarial situation awareness in high-stake applications.

To the best of our knowledge, few work studied the RED problem. The most relevant one that we



are aware of is [Pang et al., 2020], which proposed the so-called query of interest (QOI) estimation
model to infer the adversary’s target class by model queries. However, the work [Pang et al.,
2020] was restricted to the black-box attack scenario and thus lacks a general formulation of RED.
Furthermore, it has not built a complete RED pipeline, which should not only provide a solution
to estimating the adversarial example but also formalizing evaluation metrics to comprehensively
measure the performance of RED. In this chapter, we aim to take a solid step towards addressing
the RED problem.

The main contributions of our work is listed below.
e We formulate the Reverse Engineering of Deceptions (RED) problem that is able to estimate
adversarial perturbations and provides the feasibility of inferring the intention of an adversary, e.g.,
‘adversary saliency regions’ of an adversarial image.
e We identify a series of RED principles to effectively estimate the adversarially-crafted tiny
perturbations. We find that the class-discriminative ability is crucial to evaluate the RED performance.
We also find that data augmentation, e.g., spatial transformations, is another key to improve the
RED result. Furthermore, we integrate the developed RED principles into image denoising and
propose a denoiser-assisted RED approach.
e We build a comprehensive evaluation pipeline to quantify the RED performance from different
perspectives, such as pixel-level reconstruction error, prediction-level alignment, and attribution-
level adversary saliency region recovery. With an extensive experimental study, we show that,
compared to image denoising baselines, our proposal yields a consistent improvement across
diverse RED evaluation metrics and attack generation methods, e.g., FGSM [Goodfellow et al.,
2014a], CW [Carlini and Wagner, 2017], PGD [Madry et al., 2017] and AutoAttack [Croce and
Hein, 2020].
2.2 Related Work

Adversarial attacks. Different types of adversarial attacks have been proposed, ranging from

digital attacks [Goodfellow et al., 2014a, Carlini and Wagner, 2017, Madry et al., 2017, Croce and

Hein, 2020, Xu et al., 2019a, Chen et al., 2017a, Xiao et al., 2018] to physical attacks [Eykholt



et al., 2018, Li et al., 2019, Athalye et al., 2018, Chen et al., 2018, Xu et al., 2019b]. The former
gives the most fundamental threat model that commonly deceives DNN models during inference
by crafting imperceptible adversarial perturbations. The latter extends the former to fool the victim
models in the physical environment. Compared to digital attacks, physical attacks require much
larger perturbation strengths to enhance the adversary’s resilience to various physical conditions
such as lightness and object deformation [Athalye et al., 2018, Xu et al., 2019b].

In this paper, we focus on ¢,-norm ball constrained attacks, a.k.a. ¢, attacks, for p € {1,2, 00},
most widely-used in digital attacks. Examples include FGSM [Goodfellow et al., 2014a], PGD
[Madry et al., 2017], CW [Carlini and Wagner, 2017], and the recently-released attack benchmark
AutoAttack [Croce and Hein, 2020]. Based on the adversary’s intent, ¢, attacks are further divided
into untargeted attacks and targeted attacks, where in contrast to the former, the latter designates the
(incorrect) prediction label of a victim model. When an adversary has no access to victim models’
detailed information (such as architectures and model weights), £, attacks can be further generalized
to black-box attacks by leveraging either surrogate victim models [Papernot et al., 2017, 2016b,
Dong et al., 2019, Liu et al., 2017] or input-output queries from the original black-box models
[Chen et al., 2017b, Liu et al., 2019a, Cheng et al., 2019].

Adversarial defenses. To improve the robustness of DNNSs, a variety of approaches have been
proposed to defend against ¢, attacks. One line of research focuses on enhancing the robustness
of DNNs during training, e.g., adversarial training [Madry et al., 2017], TRADES [Zhang et al.,
2019], randomized smoothing [Wong and Kolter, 2017], and their variants [Salman et al., 2020,
Wong et al., 2020, Carmon et al., 2019, Shafahi et al., 2019, Uesato et al., 2019, Chen et al., 2020].
Another line of research is to detect adversarial attacks without altering the victim model or the
training process. The key technique is to differentiate between benign and adversarial examples
by measuring their ‘distance.” Such a distance measure has been defined in the input space via
pixel-level reconstruction error [Meng and Chen, 2017, Liao et al., 2018], in the intermediate layers
via neuron activation anomalies [Xu et al., 2019c], and in the logit space by tracking the sensitivity

of deep feature attributions to input perturbations [ Yang et al., 2020].



In contrast to RED, adversarial detection is a relatively simpler problem as aroughly approximated
distance possesses detection-ability [Meng and Chen, 2017, Luo et al., 2015]. Among the existing
adversarial defense techniques, the recently-proposed Denoised Smoothing (DS) method [Salman
et al., 2020] is more related to ours. In [Salman et al., 2020], an image denoising network
is prepended to an existing victim model so that the augmented system can be performed as a
smoothed image classifier with certified robustness. Although DS is not designed for RED, its
denoised output can be regarded as a benign example estimate. The promotion of classification
stability in DS also motivates us to design the RED methods with class-discriminative ability. Thus,
DS will be a main baseline approach for comparison. Similar to our RED setting, the concurrent
work [Souri et al., 2021] also identified the feasibility of estimating adversarial perturbations from

adversarial examples.

2.3 Preliminaries

In this section, we first introduce the threat model of our interest: adversarial attacks on
images. Based on that, we formalize the Reverse Engineering of Deceptions (RED) problem and
demonstrate its challenges through some ‘warm-up’ examples. Preliminaries on threat model.
We focus on ¢, attacks, where the adversary’s goal is to generate imperceptible input perturbations
to fool a well-trained image classifier. Formally, let x denote a benign image, and d an additive
perturbation variable. Given a victim classifier f and a perturbation strength tolerance € (in terms
of, e.g., {,,-norm constraint ||§||o, < €), the desired attack generation algorithm A then seeks the
optimal § subject to the perturbation constraints. Such an attack generation process is denoted
by & = A(x, f,€), resulting in an adversarial example x’ = x + §. Here A can be fulfilled by
different attack methods, e.g., FGSM [Goodfellow et al., 2014a], CW [Carlini and Wagner, 2017],
PGD [Madry et al., 2017], and AutoAttack [Croce and Hein, 2020]. Problem formulation of
RED. Different from conventional defenses to detect or reject adversarial instances [Pang et al.,
2020, Liao et al., 2018, Shafahi et al., 2020, Niu et al., 2020], RED aims to address the following

question.



(RED problem) Given an adversarial instance, can we reverse-engineer the adversarial
perturbations &, and infer the adversary’s objective and knowledge, e.g., true image class behind
deception and adversary saliency image region?

Formally, we aim to recover d from an adversarial example x’ under the prior knowledge of the
victim model f or its substitute f if the former is a black box. We denote the RED operation as
0 =R, f ), which covers the white-box scenario ( f = f) as a special case. We propose to learn
a parametric model Dy (e.g., a denoising neural network that we will focus on) as an approximation
of R through a training dataset of adversary-benignity pairs 2 = {(x’, x)}. Through Dy, RED will

provide a benign example estimate xggp and a adversarial example estimate xj; ., as below:

XgreD = Do(X'), Xggp = X —Xgrep +X, (2.1)

perturbation estimate

where a perturbation estimate is given by subtracting the RED’s output with its input, x’ —

Dg (X/> .
Adversarial
Detection
Benign or
—> Adversarial?
Input
Clean Label:
. Puppy
B Adversarial Label:
Engineer of Bullfrog
Deception Saliency Region &

> Perturbation:

>

Figure 2.1 Overview of RED versus AD.

We highlight that RED yields a new defensive approach aiming to ‘diagnose’ the perturbation
details of an existing adversarial example in a post-hoc, forensic manner. This is different from
adversarial detection (AD). Fig.2.1 provides a visual comparison of RED with AD. Although
AD is also designed in a post-hoc manner, it aims to determine whether an input is an adversarial

example for a victim model based on certain statistics on model features or logits. Besides, AD



might be used as a pre-processing step of RED, where the former provides ‘detected’ adversarial
examples for fine-level RED diagnosis. In our experiments, we will also show that the outputs of
RED can be leveraged to guide the design of adversarial detection. In this sense, RED and AD are
complementary building blocks within a closed loop.

Challenges of RED. In this work, we will specify the RED model Dy as a denoising network.
However, it is highly non-trivial to design a proper denoiser for RED. Speaking at a high level,
there exist two main challenges. First, unlike the conventional image denoising strategies [Zhang
etal., 2017a], the design of an RED-aware denoiser needs to take into account the effects of victim
models and data properties of adversary-benignity pairs. Second, it might be insufficient to merely
minimize the reconstruction error as the adversarial perturbation is finely-crafted [Niu et al., 2020].

Therefore, either under- or over-denoising will lead to poor RED performance.

2.4 Evaluation Metrics

Since RED is different from existing defensive approaches, we first develop new performance
metrics of RED, ranging from pixel-level reconstruction error to attribution-level adversary saliency
region. We next leverage the proposed performance metrics to demonstrate why a pure image
denoiser is incapable of fulfilling RED.

RED evaluation metrics. Given a learned RED model Dy, the RED performance will be
evaluated over a testing dataset (x',x) € Di. Here, X' is used as the testing input of the
RED model, and x is the associated ground-truth benign example for comparison. The benign
example estimate Xggp and adversarial example estimate X, are obtained following (2.1). RED
evaluation pipeline is conducted from the following aspects: @ pixel-level reconstruction error, @

prediction-level inference alignment, and @ attribution-level adversary saliency region.

> @ Pixel-level: Reconstruction error given by d(x, Xgep) = E(x x)eDie: [||XrED — X[|2].
> @ Prediction-level: Prediction alignment (PA) between the pair of benign example and its

estimate (Xgrgp,X) and PA between the pair of adversarial example and its estimate (Xipp, X’ ),



given by

card({(xrep,x) | F(xrep) = F(x)})
card(Dest)

card({(xgpp, X') | F(Xgep) = F(X)})
card(Dyest)

PAbenign = ) PAadav =

where card(-) denotes a cardinality function of a set and F' refers to the prediction label provided
by the victim model f.

> @ Attribution-level: Input attribution alignment (IAA) between the benign pair (Xrgp, x) and
between the adversarial pair (Xgpp,x’). In this work, we adopt GradCAM [Selvaraju et al., 2020]
to attribute the predictions of classes back to input saliency regions. The rationale behind [AA is
that the unnoticeable adversarial perturbations (in the pixel space) can introduce an evident input
attribution discrepancy with respect to (w.r.t.) the true label y and the adversary’s target label
y' [Boopathy et al., 2020, Xu et al., 2019a]. Thus, an accurate RED should be able to erase the
adversarial attribution effect through xrgp, and estimate the adversarial intent through the saliency

region of Xy, (see Fig. 2.1 for illustration).

Input image DO Groundtruth
I(-,y) I(-.y) :

“
=
2

Benign example
X/XRED

Adv. example
X'IXgn

Figure 2.2 TAA of DO compared with ground-truth.

Denoising-Only (DO) baseline. We further show that how a pure image denoiser, a ‘must-try’
baseline, is insufficient of tackling the RED problem. This failure case drive us to rethink the
denoising strategy through the lens of RED. First, we obtain the denoising network by minimizing

the reconstruction error:

minigmize Laenoise (05 Q) 1= B x)eall Do (x') — x||1, 2.2)



where a Mean Absolute Error (MAE)-type loss is used for denoising [Liao et al., 2018], and the
creation of training dataset 2. Let us then evaluate the performance of DO through the non-
adversarial prediction alignment PAj.,;,, and IAA. We find that PAp,., = 42.8% for DO.
And Fig. 2.2 shows the IAA performance of DO w.r.t. an input example. As we can see, DO is
not capable of exactly recovering the adversarial saliency regions compared to the ground-truth
adversarial perturbations. These suggest that DO-based RED lacks the reconstruction ability at the

prediction and the attribution levels.

2.5 Methodology

Denoiser Network Output
to Estimate Adversarial Perturbation [—XED—]

1)

Figure 2.3 CDD-RED overview. The proposed methods consist of four important parts: (1) The
paired input of the original images and the corresponding adversarial images; (2) The transformed
image pairs based on (1); (3) The pretrained classifier to guide the label prediction of the images;
(4) The denoised network to recover the original image out of an adversarial image with adversarial
noise.

In this section, we propose a novel Class-Discriminative Denoising based RED approach
termed CDD-RED; see Fig. 2.3 for an overview. CDD-RED contains two key components. First,
we propose a PA regularization to enforce the prediction-level stabilities of both estimated benign
example Xggp and adversarial example xppp With respect to their true counterparts x and x/,

respectively. Second, we propose a data augmentation strategy to improve the RED’s generalization
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without losing its class-discriminative ability.

Benign and adversarial prediction alignment. To accurately estimate the adversarial perturbation
from an adversarial instance, the lessons from the DO approach suggest to preserve the class-
discriminative ability of RED estimates to align with the original predictions, given by Xggp Vs.

x, and Xppp vs. X'. Spurred by that, the training objective of CDD-RED is required not only to
minimize the reconstruction error like (2.2) but also to maximize PA, namely, ‘clone’ the class-
discriminative ability of original data. To achieve this goal, we augment the denoiser Dy with
a known classifier f to generate predictions of estimated benign and adversarial examples (see
Fig.2.3), i.e., Xgep and Xy defined in (2.1). By contrasting f(xggp) with f(x), and f(Xkep)
with f (x"), we can promote PA by minimizing the prediction gap between true examples and

estimated ones:

lea(0;9) = E(w x)callea(0;x,%)], lea(0;x,%) := CE(f(xreD), f(x)) + CE(f (xkgp), f (X)),

PA for benign prediction PA for adversarial prediction

(2.3)

where CE denotes the cross-entropy loss. To enhance the class-discriminative ability, it is desirable
to integrate the denoising loss (2.2) with the PA regularization (2.3), leading to {genoise + Alpa,
where A > 0 is a regularization parameter. To address this issue, we will further propose a
data augmentation method to improve the denoising ability without losing the advantage of PA
regularization.

Proper data augmentation improves RED. The rationale behind image transformations over
CDD-RED lies in two aspects. First, data transformation can make RED foveated to the most
informative attack artifacts since an adversarial instance could be sensitive to input transformations
[Luo et al., 2015, Athalye et al., 2018, Xie et al., 2019, Li et al., 2020, Fan et al., 2021]. Second, the
identification of transformation-resilient benign/adversarial instances may enhance the capabilities
of PA and TAA.

However, it is highly non-trivial to determine the most appropriate data augmentation operations.

For example, a pixel-sensitive data transformation, e.g., Gaussian blurring and colorization, would

11
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Figure 2.4 The influence of different data augmentations. ‘Base’ refers to the base training without
augmentation.

hamper the reconstruction-ability of the original adversary-benignity pair (x’,x). Therefore, we
focus on spatial image transformations, including rotation, translation, cropping & padding, cutout,
and CutMix [Yun et al., 2019], which keep the original perturbation in a linear way. In Fig.2.4,
we evaluate the RED performance, in terms of pixel-level reconstruction error and prediction-level
alignment accuracy, for different kinds of spatial image transformations. As we can see, CutMix
and cropping & padding can increase the both performance simultaneously, considered as the
appropriate augmentation to boost the RED. Furthermore, we empirically find that combining the
two transformations can further improve the performance.

Let 7 denote a transformation set, including cropping & padding and CutMix operations. With
the aid of the denoising loss (2.2), PA regularization (2.3), and data transformations 7, we then

cast the overall training objective of CDD-RED as:

minimize B e | Do(t(x)) = 10) |1 + Ny o7 [loa (0 (), 1(x)].

Ldenoise (2.2) with data augmentations

2.4)

fpa (2.3) with data augmentation via T~

where 7 denotes a properly-selected subset of 7, and A > 0 is a regularization parameter.
In the PA regularizer (2.4), we need to avoid the scenario of over-transformation where data
augmentation alters the classifier’s original decision. This suggests 7 = {t € T | F(t(x)) =

F(x), F(t(x')) = F(x) }, where F' represents the prediction label of the pre-trained classifier f,

A

i.e., F(-) = argmax(f(-)).
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2.6 Experiment

We show the effectiveness of our proposed method in 5 aspects: a) reconstruction error of
adversarial perturbation inversion, ie., d(X,Xgrgp), b) class-discriminative ability of the benign
and adversarial example estimate, i.e., PApenign and PA,4, by victim models, ¢) adversary saliency
region recovery, i.e., attribution alignment, and d) RED evaluation over unseen attack types and
adaptive attacks.

Attack datasets. To train and test RED models, we generate adversarial examples on the
ImageNet dataset [Deng et al., 2009]. We consider 3 attack methods including PGD [Madry et al.,
2017], FGSM [Goodfellow et al., 2014a], and CW attack [Carlini and Wagner, 2017], applied to
5 models including pre-trained ResNetl18 (Res18), ResNet50 (Res50) [He et al., 2015], VGG16,
VGG19, and InceptionV3 (IncV3) [Szegedy et al., 2015]. Furthermore, to evaluate the RED
performance on unseen perturbation types during training, additional 2K adversarial examples
generated by AutoAttack [Croce and Hein, 2020] and 1K adversarial examples generated by
Feature Attack [Sabour et al., 2015] are included as the unseen testing dataset. AutoAttack is
applied on VGG19, Res50 and two new victim models, i.e., Alexnet and Robust ResNet50 (R-
Res50), via fast adversarial training [Wong et al., 2020] while Feature Attack is applied on VGG19
and Alexnet. The rational behind considering Feature Attack is that feature adversary has been
recognized as an effective way to circumvent adversarial detection [Tramer et al., 2020]. Thus, it
provides a supplement on detection-aware attacks.

RED model configuration, training and evaluation. During the training of the RED
denoisers, VGG19 [Simonyan and Zisserman, 2015] is chosen as the pretrained classifier f for PA
regularization. Although different victim models were used for generating adversarial examples,
we will show that the inference guided by VGGI19 is able to accurately estimate the true image
class and the intent of the adversary. In terms of the architecture of Dy, DnCNN [Zhang et al.,
2017a] is adopted. The RED problem is solved using an Adam optimizer [Kingma and Ba, 2015]
with the initial learning rate of 10~%, which decays 10 times for every 140 training epochs. In (2.4),

the regularization parameter A is set as 0.025. The transformations for data augmentation include

13



CutMix and cropping & padding. The maximum number of training epochs is set as 300.

Baselines. We compare CDD-RED with two baseline approaches: a) the conventional
denoising-only (DO) approach with the objective function (2.2); b) The state-of-the-art Denoised
Smoothing (DS) [Salman et al., 2020] approach that considers both the reconstruction error and
the PA for benign examples in the objective function. Both methods are tuned to their best
configurations.

Reconstruction error d(x,xgrgp) and PA. Table 2.1 presents the comparison of CDD-RED
with the baseline denoising approaches in terms of d(x, Xrgp ), d(f (x), f(XrED)), d(f(X), f(XRkED))s
PApcnign, and PA,4, on the testing dataset. As we can see, our approach (CDD-RED) improves
the class-discriminative ability from benign perspective by 42.91% and adversarial perspective by

8.46% with a slightly larger reconstruction error compared with the DO approach. In contrast

Table 2.1 The performance comparison among DO, DS and CDD-RED on the testing dataset.

DO DS CDD-RED
d(f(x), f(xrep)) | 47.81 | 3721 37.07
d(f(X), f(Xpgp)) | 115.09 | 150.02 | 7821
PAycnign 42.80% | 86.64% | 85.71%
PA.av 71.97% | 72.47% | 80.43%

to DS, CDD-RED achieves similar PAy,;zn but improved pixel-level denoising error and PA,q,.
Furthermore, CDD-RED achieves the best logit-level reconstruction error for both f(xgrgp) and
f(XrEp) among the three approaches. This implies that xggp rendered by CDD-RED can achieve
highly similar prediction to the true benign example x, and the perturbation estimate X’ — Xgrgp
yields a similar misclassification effect to the ground-truth perturbation. Besides, CDD-RED is
robust against attacks with different hyperparameters settings.

Attribution alignment. In addition to pixel-level alignment and prediction-level alignment to
evaluate the RED performance, attribution alignment is examined in what follows. Fig. 2.5 presents
attribution maps generated by GradCAM in terms of /(x,y), [(x',y), I(x,y'), and I(x’, ), where
x' denotes the perturbed version of x, and ¥/ is the adversarially targeted label. From left to right
is the attribution map over DO, DS, CDD-RED (our method), and the ground-truth. Compared

with DO and DS, CDD-RED yields a closer attribution alignment with the ground-truth especially
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I(.y)

Figure 2.5 Interpretation (/) of benign (x/Xxgrgp) and adversarial (x'/xjz,) image w.r.t. the true label
y="‘ptarmigan’ and the adversary targeted label y'=‘shower curtain’. We compare three methods of
RED training, DO, DS, and CDD-RED as our method, to the ground-truth interpretation. Given an
RED method, the first column is [ (Xggp, y) versus I (Xggp, y), the second column is I (Xgrep, ¥')
versus I (Xzpp, ¥ ), and all maps under each RED method are normalized w.r.t. their largest value.
For the ground-truth, the first column is /(x, y) versus I (x’, y), the second column is /(x, 3/’) versus

I(x',y).

when making a comparison between I(xgrgp, y) and I(x,y). At the dataset level, Fig. 2.6 shows
the distribution of attribution IoU scores. It is observed that the IoU distribution of CDD-RED,
compared with DO and DS, has a denser concentration over the high-value area, corresponding to
closer alignment with the attribution map by the adversary. This feature indicates an interesting
application of the proposed RED approach, which is to achieve the recovery of adversary’s saliency

region, in terms of the class-discriminative image regions that the adversary focused on.
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(a) Denoising Only (b) Denoised Smoothing (c) CDD-RED (ours)

Figure 2.6 IoU distributions of the attribution alignment by three RED methods. Higher IoU is
better. For each subfigure, the four IoU scores standing for IoU(xggp, X, y), loU(XgrED, X, '),
IoU(Xkgp, X', v), and IoU(Xkpp, X', ¥/).

RED vs. unforeseen attack types. The experiments on the recovery of unforeseen attack types
are composed of two parts: a) partially-perturbed data via linear interpolation, and b) the unseen
attack type, AutoAttack, Feature Attack, and Adaptive Attack.

We construct partially-perturbed data by adding a portion p € {0%, 20%, - - - ,100%} of the
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Figure 2.7 Reverse engineer partially-perturbed data under different interpolation portion p.

perturbation X’ — x to the true benign example x, namely, x” = x + p(x’ — x). The interpolated
x'P is then used as the input to an RED model. We aim to investigate whether or not the proposed
RED method can recover partial perturbations (even not successful attacks).

Fig.2.7 (a) and (b) show the the prediction alignment with 3 and ¢/, of the adversarial example
estimate X}, = X7 — Dy (xP) + x by different RED models. Fig.2.7 (c) shows the logit distance
between the prediction of the partially-perturbed adversarial example estimate and the prediction

of the benign example while Fig.2.7 (d) demonstrates the pixel distance between x}y, and the

A smaller gap between the ground-truth curve (in red) and the adversarial example estimate x'2
curve indicates a better performance. Fig. 2.7 (a) and (b) show that CDD-RED estimates the closest
adversary’s performance to the ground truth in terms of the prediction accuracy and attack success
rate. This is also verified by the distance of prediction logits in Fig.2.7 (¢). Fig.2.7 (d) shows that
DS largely over-estimates the additive perturbation, while CDD-RED maintains the perturbation
estimation performance closest to the ground truth. Though DO is closer to the ground-truth than
CDD-RED at p < 40%, DO is not able to recover a more precise adversarial perturbation in terms

of other performance metrics. For example, in Fig. 2.7 (b) at p = 0.2, X} by DO achieves a lower



successful attack rate compared to CDD-RED and the ground-truth.

Moreover, as for benign examples with p = 0% perturbations, though the RED denoiser does
not see benign example pair (x, x) during training, it keeps the performance of the benign example
recovery. CDD-RED can handle the case with a mixture of adversarial and benign examples. That
is to say, even if a benign example, detected as adversarial, is wrongly fed into the RED framework,

our method can recover the original perturbation close to the ground truth.

Table 2.2 The d(x,XgrED), PApenign. and PA,q4, performance of the denoisers on the unforeseen
perturbation type AutoAttack, Feature Attack, and Adaptive Attack.

DO DS CDD-RED
AutoAttack 6.41 16.64 8.81
d(x,xgrep) | Feature Attack 5.51 16.14 7.99
Adaptive Attack | 9.76 16.21 12.24

AutoAttack 84.69% | 92.64% | 94.58%
PApenign Feature Attack | 82.90% | 90.75% | 93.25%
Adaptive Attack | 33.20% | 27.27% | 36.29%

AutoAttack 85.53% | 83.30% | 88.39%
PA.4v Feature Attack | 26.97% | 35.84% 63.48%
Adaptive Attack | 51.21% | 55.41% | 57.11%

Table 2.2 shows the RED performance on the unseen attack type, AutoAttack, Feature Attack,
and Adaptive Attack. For AutoAttack and Feature Attack, CDD-RED outperforms both DO and DS
in terms of PA from both benign and adversarial perspectives. Specifically, CDD-RED increases
the PA .4, for Feature Attack by 36.51% and 27.64% compared to DO and DS, respectively.

As for the adaptive attack [Tramer et al., 2020], we assume that the attacker has access to the
knowledge of the RED model, i.e., Dg. It can then perform the PGD attack method to generate
successful prediction-evasion attacks even after taking the RED operation.

We use PGD methods to generate such attacks within the ¢.-ball of perturbation radius € =
20/255. Table 2.2 shows that Adaptive Attack is much stronger than Feature Attack and AutoAttack,
leading to larger reconstruction error and lower PA. However, CDD-RED still outperforms DO and
DS in PAyepnign and PA,4,. Compared to DS, it achieves a better trade-off with denoising error
d(X, XRED)-

In general, CDD-RED can achieve high PA even for unseen attacks, indicating the generalization-
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ability of our method to estimate not only new adversarial examples (generated from the same attack
method), but also new attack types. RED to infer correlation between adversaries.

In what follows, we investigate whether the RED model guided by the single classifier (VGG19)
enables to identify different adversary classes, given by combinations of attack types (FGSM, PGD,

CW) and victim model types (Res18, Res50, VGG16, VGG19, IncV3).
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Figure 2.8 Correlation matrices between different adversaries. For each correlation matrix, rows
and columns represent adversarial example estimate X, and true adversarial example x’ (For the
ground-truth correlation matrix, Xxppp = X’). Each entry represents the average Spearman rank
correlation between the logits of two adversary settings € {(victim model, attack type)}.

Fig. 2.8 presents the correlation between every two adversary classes in the logit space. Fig. 2.8
(a) shows the ground-truth correlation map. Fig. 2.8 (b) shows correlations between logits of X
estimated by our RED method (CDD-RED) and logits of the true x’. Along the diagonal of each
correlation matrix, the darker implies the better RED estimation under the same adversary class.
By peering into off-diagonal entries, we find that FGSM attacks are more resilient to the choice of a
victim model (see the cluster of high correlation values at the top left corner of Fig. 2.8). Meanwhile,
the proposed CDD-RED precisely recovers the correlation behavior of the true adversaries. Such a
correlation matrix can help explain the similarities between different attacks’ properties. Given an
inventory of existing attack types, if a new attack appears, then one can resort to RED to estimate
the correlations between the new attack type and the existing attack types.

RED alternative: re-project PGD back to clean. A naive approach to reverse engineer the
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adversarial perturbation is using the target PGD attack to revert the label back to the groundtruth.
However, this requires additional assumptions. First, since PGD is a test-time deterministic
optimization approach for perturbation generation, its targeted implementation requires the true
class of the adversarial example, which could be unknown at testing time. What is more, one has
to pre-define the perturbation budget € for PGD. This value is also unknown. Second, performing
PGD back to the true class might not exactly recover the ground-truth adversarial perturbations.
By contrast, its RED counterpart could be over-perturbed. To make it more convincing, we applied
the target [, PGD attack method to adversarial examples generated by PGD (assuming true class,
victim model, and attack budget are known). We tried various PGD settings (PGD10,_¢ 255 refers
to PGD attack using 10 steps and ¢ = 10/255). Eventually, we compare these results to our
CDD-RED method in Table 2.3.

Table 2.3 The performance comparison among DO, DS, and CDD-RED on the CIDAR-10 dataset.

PGD10620/255 PGD10€10/255 PGD20€20/255 CDD-RED

d(X,XRED) 27.63 22.67 27.53 11.73
PApcnign 96.20% 82.60% 99.80%0 83.20%
PA.4v 6.20% 7.20% 4.80% 97.40%

Given that the average reconstruction error between x and x’ is 20.60, we can see from Table
2.3 that PGD attacks further enlarge the distortion from the clean data. Although PGD attacks can
achieve high accuracy after reverting the adversarial data back to their true labels, the resulting
perturbation estimate is far from the ground-truth in terms of their prediction alignment. We can

tell from the low PA,q, by PGD methods that x5, does not align with the input x’ at all.

2.7 Conclusion

In this work, we study the problem of Reverse Engineering of Deceptions (RED), to recover
the attack signatures (e.g. adversarial perturbations and adversary saliency regions) from an
adversarial instance. To the best of our knowledge, RED has not been well studied. Our work
makes a solid step towards formalizing the RED problem and developing a systematic pipeline,

covering not only a solution but also a complete set of evaluation metrics. We have identified a

19



series of RED principles, ranging from the pixel level to the attribution level, desired to reverse-
engineer adversarial attacks. We have developed an effective denoiser-assisted RED approach by
integrating class-discrimination and data augmentation into an image denoising network. With
extensive experiments, our approach outperforms the existing baseline methods and generalizes
well to unseen attack types. In next chapter, we dive into RED problem more than adversarial
perturbation, clean label, or adversarial label. We will explore whether victim model information

could be reverse engineered from adversarial examples found in the wild.
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CHAPTER 3

MODEL PARSING VIA ADVERSARIAL ATTACKS
After understanding the feasibility of reverse engineer of deceptions through denoising the adversarial
images, we shift our focus to understand more on victim models. In this chapter, we study how we
can reveal the victim model attributes out of adversarial examples, then we can reverse engineer

more from adversaries.

3.1 Introduction

A vast amount of prior works have been devoted to answering the questions of how to generate
adversarial attacks for adversarial robustness evaluation [Goodfellow et al., 2014b, Madry et al.,
2017, Carlini and Wagner, 2017, Croce and Hein, 2020, Chen et al., 2017b, Liu et al., 2019a, Ilyas
et al., 2018, Andriushchenko et al., 2020, Xie et al., 2019, Xiao et al., 2018, Moosavi Dezfooli et al.,
2016, Brendel et al., 2017] and how to defend against these attacks for robustness enhancement
[Madry et al., 2017, Zhang et al., 2019, Wong and Kolter, 2017, Salman et al., 2020, Wong et al.,
2020, Carmon et al., 2019, Shafahi et al., 2019, Zhou and Patel, 2022, Grosse et al., 2017, Yang
et al., 2020, Metzen et al., 2017, Meng and Chen, 2017, Wéjcik et al., 2020, Shi et al., 2021, Yoon
et al., 2021, Srinivasan et al., 2021, Zhang et al., 2022a,b]. These two questions are also closely
interrelated, with insights from one contributing to the understanding of the other.

In the plane of attack generation, a variety of attack methods have been developed, ranging from
gradient-based (white-box, perfect-knowledge) attacks [Goodfellow et al., 2014b, Moosavi Dezfooli
etal., 2016, Madry et al., 2017, Carlini and Wagner, 2017, Xie et al., 2019, Croce and Hein, 2020] to
query-based (black-box, restricted-knowledge) attacks [Brendel et al., 2017, Chen et al., 2017b, Liu
et al., 2019a, Ilyas et al., 2018, Andriushchenko et al., 2020]. Understanding the attack generation
process allows us to further understand attacks’ characteristics and their specialties. For example,
unlike Deepfake images that are created using generative models [Wang et al., 2020a, Asnani et al.,
2021, Dhariwal and Nichol, 2021, Yu et al., 2019, Frank et al., 2020, Guarnera et al., 2020, Dzanic
et al., 2020], adversarial examples are typically generated through a distinct process involving (a) a

simple, deterministic perturbation optimizer (e.g., fast gradient sign method in [Goodfellow et al.,
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2014b]), (b) a specific input example (e.g., an image), and (c¢) a targeted, well-trained victim model
(VM), i.e., an ML model that the adversary aims to compromise. In this context, both (a) and
(b) interact with and depend on the VM for the generation of attacks. The creation of adversarial
examples also plays a pivotal role in advancing the development of adversarial defenses, such as
robust training [Madry et al., 2017, Zhang et al., 2019, Wong and Kolter, 2017, Salman et al.,
2020, Wong et al., 2020, Carmon et al., 2019, Shafahi et al., 2019, Zhang et al., 2022a], adversarial
detection [Zhou and Patel, 2022, Grosse et al., 2017, Yang et al., 2020, Metzen et al., 2017, Meng
and Chen, 2017, Wéjcik et al., 2020, Liao et al., 2018], and adversarial purification [Srinivasan
et al., 2021, Shi et al., 2021, Yoon et al., 2021, Nie et al., 2022].

Beyond traditional attack generation and defensive strategies, recent research [Nicholson and
Emanuele, 2023, Gong et al., 2022, Wang et al., 2023a, Goebel et al., 2021, Souri et al., 2021,
Thaker et al., 2022, Guo et al., 2023, Maini et al., 2021, Zhou and Patel, 2022] has begun to
explore and analyze adversarial attacks within a novel adversarial learning framework known as
reverse engineering of deception (RED) [Defense Advanced Research Projects Agency (DARPA),
2023]. It aims to infer the adversary’s information (e.g., the attack objective and adversarial
perturbations) from attack instances. Yet, nearly all the existing RED approaches focused on either
estimation/attribution of adversarial perturbations [Gong et al., 2022, Goebel et al., 2021, Souri
et al., 2021, Thaker et al., 2022] or recognition of attack classes/types [Nicholson and Emanuele,
2023, Wang et al., 2023a, Maini et al., 2021, Zhou and Patel, 2022, Guo et al., 2023]. None of
the prior works investigated the feasibility of inferring VM attributes from adversarial examples,
despite the foundational role of the VM in the attack generation. Thus, we ask (Q): (Q) Can
adversarial examples be parsed to reveal VM information, such as architecture type, kernel size,
and activation function?

We refer to the problem encapsulated by question (Q) as model parsing of adversarial attacks.
For a visual representation of this concept, please refer to Fig. 3.1 for an illustrative overview.

This work draws inspiration from the concept of model parsing as applied to generative models

(GM) [Asnani et al., 2021], a process aimed at inferring GM hyperparameters from synthesized
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Figure 3.1 Schematic overview of model parsing from adversarial attacks. (Left) Attack generation
leveraging the VM (victim model), with model attributes including architecture type, kernel size,
activation function, and weight sparsity. (Middle) Proposed model parsing network (MPN), aiming
to classify VM attributes based on adversarial examples. (Right) Demonstrating the efficacy of
MPN in accurately parsing model attributes from PGD attacks [Madry et al., 2017] on CIFAR-10.
Performance metrics for MPN are showcased across two distinct types of input: actual adversarial
perturbations and estimated adversarial perturbations.

photo-realistic images [Asnani et al., 2021]. Unlike the scenario with GMs, where model attributes
are embedded in the generated content, adversarial attacks represent data-specific perturbations
formulated through meticulously designed optimizers, not GMs. The ‘model attributes’ subject
to extraction from these adversarial instances pertain to the VM, which exhibits a less direct
relationship with the perturbed data than the connection between GMs and their synthesized
outputs [Wang et al., 2020a, Asnani et al., 2021, Yu et al., 2019, Frank et al., 2020, Guarnera
et al., 2020]. Consequently, VM attributes have a subtler influence on the adversarial data,
making the task of parsing these attributes inherently more challenging compared to decoding
data-independent attributes of GMs. The proposed model parsing study also has an impact by
enabling the inference of ‘attack toolchains’, in terms of the VM attributes embedded in adversarial
attacks. This capability aligns with the objectives highlighted in the DARPA RED program,
underscoring the strategic importance of understanding and mitigating adversarial tactics [Defense

Advanced Research Projects Agency (DARPA), 2023].
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A motivational scenario of model parsing through transfer attacks. The potential of our model
parsing approach can also be demonstrated in the scenario of transfer attacks. Consider a situation
where adversarial examples are crafted using model A but are employed to compromise model B
in a transfer attack setting (refer to Fig. 3.2 for a visual guide). Through effective model parsing,
it becomes feasible to trace back and identify the original model A that served as the source for
these adversarial samples, thereby revealing the concealed VM information of the transfer attack.

Our investigation is from a reverse engineer’s perspective, aiming to understand the origin and
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Figure 3.2 Model parsing for transfer attacks: An effective model parsing system could accurately
identify the original VM from which the adversarial attack was generated, as opposed to merely
recognizing the target model intended for the transfer attack.

characteristics of adversarial examples in the wild. We do not use adversarial techniques to extract
information from targeted, opaque models, highlighting our focus on enhancing security.
Contributions. We summarize our contributions below.

e To the best of our knowledge, we first propose and formalize the concept of model parsing to
unveil the VM attributes from adversarial attacks.

e We approach the model parsing problem of adversarial attacks as a supervised learning task and
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show that the model parsing network (MPN) could exhibit a surprising amount of generalization to
recognize VM attributes from testing attack instances (Fig. 2.3). We also peer into the influence of
designing factors (including input data format, backbone network, and evaluation metric) in MPN’s
generalization.

e We make a comprehensive study on the feasibility and effectiveness of model parsing from
adversarial attacks, including in-distribution generalization ss well as out-of-distribution generalization
on unseen attack types and model architectures. We also demonstrate how the model parsing
approach can be used to uncover the true, source victim model attributes from transfer attacks

(Fig. 3.2), and show a connection between model parsing and attack transferability.

3.2 Related Work

Intensive research efforts have been made for the design of adversarial attacks and defenses.
Adversarial attacks in the digital domain [Goodfellow et al., 2014b, Carlini and Wagner, 2017,
Madry et al., 2017, Croce and Hein, 2020, Xu et al., 2019a, Chen et al., 2017a, Xiao et al., 2018,
Liu et al., 2019a, Chen et al., 2017b, Andriushchenko et al., 2020, Brendel et al., 2017, Cheng
et al., 2019, Chen and Gu, 2020, Katzir and Elovici, 2021] typically deceive DNNs by integrating
carefully-crafted tiny perturbations into input data. Adversarial attacks in the physical domain
[Eykholt et al., 2018, Li et al., 2019, Athalye et al., 2018, Chen et al., 2018, Xu et al., 2019b, Wang
et al., 2022] are further developed to fool victim models under complex physical environmental
conditions, which require stronger adversarial perturbations than digital attacks. In this work,
we focus on the commonly-used digital attacks subject to £,-norm based perturbation constraints,
known as ¢, attacks. Based on how an adversary interacts with the VM (victim model), ¢, attacks
also include both perfect-knowledge attacks (with full access to the VM based on which attacks are
generated) and restricted-knowledge attacks (with access only to the VM’s input and output). The
former typically leverages the local gradient information of VM to generate attacks [Goodfellow
et al., 2014b, Carlini and Wagner, 2017, Madry et al., 2017], while the latter takes input-output
queries of VM for attack generation [Liu et al., 2019a, Chen et al., 2017b, Andriushchenko et al.,

2020, Brendel et al., 2017, Cheng et al., 2019, Chen and Gu, 2020]. Given the vulnerability of
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ML models to adversarial attacks, methods to defend against these attacks are another research
focus [Madry et al., 2017, Zhang et al., 2019, Wong and Kolter, 2017, Salman et al., 2020, Wong
et al., 2020, Carmon et al., 2019, Shafahi et al., 2019, Zhang et al., 2022a, Zhou and Patel, 2022,
Grosse et al., 2017, Yang et al., 2020, Metzen et al., 2017, Meng and Chen, 2017, Wjcik et al.,
2020, Liao et al., 2018, Xu et al., 2019c, Srinivasan et al., 2021, Shi et al., 2021, Yoon et al.,
2021, Nie et al., 2022, Zhang et al., 2022c]. One line of research is to advance model training
methods to acquire adversarially robust models [Madry et al., 2017, Zhang et al., 2019, Wong and
Kolter, 2017, Salman et al., 2020, Wong et al., 2020, Carmon et al., 2019, Shafahi et al., 2019,
Zhang et al., 2022a,c]. Examples include min-max optimization-based adversarial training and its
many variants [Madry et al., 2017, Zhang et al., 2019, Wong et al., 2020, Carmon et al., 2019,
Shafahi et al., 2019, Zhang et al., 2022a]. To make models provably robust, certified training is
also developed by integrating robustness certificate regularization into model training [Boopathy
etal., 2021, Raghunathan et al., 2018, Wong and Kolter, 2017] or leveraging randomized smoothing
[Salman et al., 2020, 2019, Cohen et al., 2019]. In addition to training robust models, another line
of research on adversarial defense is to detect adversarial attacks by exploring and exploiting the
differences between adversarial data and benign data [Zhou and Patel, 2022, Grosse et al., 2017,
Yang et al., 2020, Metzen et al., 2017, Meng and Chen, 2017, W¢jcik et al., 2020, Liao et al., 2018,
Xu et al., 2019c¢].

Reverse engineering of deception (RED). RED has emerged as a new adversarial learning to
extract insights into an adversary’s strategy, including their identity, objectives, and the specifics of
their attack perturbations. For example, a few recent works [Nicholson and Emanuele, 2023, Wang
et al., 2023a, Maini et al., 2021, Zhou and Patel, 2022, Guo et al., 2023] aim to reverse engineer
the mechanisms behind attack generation, including the identification of the methods used and
the specific hyperparameters (like perturbation radius and step count). In addition, other research
efforts, exemplified by works [Gong et al., 2022, Goebel et al., 2021, Souri et al., 2021, Thaker
et al., 2022], have concentrated on estimating or pinpointing the specific adversarial perturbations

employed in crafting adversarial imagery. This line of research is also related to the area of
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adversarial purification[Srinivasan et al., 2021, Shi et al., 2021, Yoon et al., 2021, Nie et al., 2022],
which aims to mitigate adversarial effects by identifying and eliminating their detrimental impact
on model accuracy.

However, none of the prior works investigated the question of whether attributes of the VM
can be reverse-engineered from adversarial attacks. The potential to parse VM attributes from
adversarial attacks, if realized, could profoundly enhance our comprehension of the underlying
threat models. Our study draws inspiration from the model parsing concept in GMs (generative
models) [Asnani et al., 2021], which focuses on inferring GM attributes from their synthesized
images. This is based on the premise that GMs embed distinct fingerprints in their outputs,
facilitating applications such as DeepFake detection and model attribute inference [Wang et al.,
2020a, Asnani et al., 2021, Yu et al., 2019, Frank et al., 2020, Guarnera et al., 2020]. Our work
is different from model extraction/stealing attacks [Yu et al., 2020, Kariyappa et al., 2021, Truong
et al., 2021, Hua et al., 2018]. These studies [Yu et al., 2020, Kariyappa et al., 2021, Truong
et al., 2021] replicate black-box functionality via knowledge distillation, while side-channel attacks
[Hua et al., 2018] reverse-engineer CNNs on hardware accelerators by monitoring off-chip memory
access during input processing. Lastly, we stress that RED diverges from efforts focused on reverse
engineering black-box model hyperparameters [Oh et al., 2019, Wang and Gong, 2018], which
infer model attributes from a model’s prediction logits. Within our model parsing framework,
information about the VM is not directly accessible from the adversarial attacks. Our methodology
operates without any direct access to the VM, relying solely on adversarial examples gathered from

attack generators.

3.3 Preliminaries

We first introduce different kinds of adversarial attacks and exhibit their dependence on VM
(victim model), i.e., the ML model from which attacks are generated. Throughout the paper, we
will focus on ¢, attacks with p € {2, 00}, where the adversary aims to generate imperceptible
input perturbations to fool an image classifier [Goodfellow et al., 2014b]. Let x and 6 denote a

benign image and the parameters of VM. The adversarial attack (a.k.a, adversarial example) is
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defined via the linear perturbation model x’ = x + §, where § = A(x, 0, ¢) denotes adversarial
perturbations, and .4 refers to an attack generation method relying on x, 6, and the attack strength
€ (i.e., the perturbation radius of /, attacks).

We focus on 7 attack methods given their different dependencies on the victim model (0),
including input gradient-based perfect-knowledge attacks with full access to 8 (FGSM [Goodfellow
et al., 2014b], PGD [Madry et al., 2017], CW [Carlini and Wagner, 2017], and AutoAttack or AA
[Croce and Hein, 2020]) as well as query-based restricted-knowledge attacks (Z0-signSGD [Liu
et al., 2019a], NES [lIlyas et al., 2018], and SquareAttack or Square [Andriushchenko et al.,
2020]). Among the plethora of ¢, attack techniques, the methods we have chosen to focus on are
characterized by their diverse optimization strategies, loss functions, ¢, norms, and dependencies

on the VM’s parameters (8). An overview of these selected methods is presented in Table 3.1.

Table 3.1 Summary of focused attack types. Here GD refers to gradient descent, and PK and RK
refer to the perfect-knowledge and restricted-knowledge of the VM, respectively.

Attacks | Generation | Loss | morm |  Strengthe | Dependence on 6
FGSM ‘ one-step GD ‘ CE ‘ loo ‘ {4, 8, 12, 16}/255 ‘ PK, gradient-based
. U | {4,8,12,16}/255 .
PGD multi-step GD | CE 0 0.25.0.5.0.75. 1 PK, gradient-based
. soft regularization .
Cw multi-step GD | CW ly ce{01,1,10} PK, gradient-based
AutoAttack attack ensemble CE/ loo {4, 8,12, 16}/255 | PK, gradient-based +
or AA DLR ly 0.25,0.5,0.75, 1 RK, query-based
SquareAttack Voo {4,8, 12, 16}/255
or Square random search | CE 0 0.25.0.5.0.75. 1 RK, query-based
NES ‘ Z00 ‘ CE ‘ loo ‘ {4, 8,12, 16}/255 ‘ RK, query-based
Z0-signSGD ‘ 700 ‘ CE ‘ loo ‘ {4, 8,12, 16}/255 ‘ RK, query-based

4 FGSM (fast gradient sign method) [Goodfellow et al., 2014b]: This attack method is given by
0 = x — € x sign(Vylak(x; 0)), where sign(-) is the entry-wise sign operation, and V /. is the
input gradient of a cross-entropy (CE)-based attack loss £, (x; 0)

4 PGD (projected gradient descent) [Madry et al., 2017]: This extends FGSM via an iterative
algorithm. The K-step PGD (., attack is given by § = g, where §;, = Pjgj<c(dp—1 — @ X
sigh(Vilak(x;0))) for K = 1,..., K, Pjs|..<e is the projection operation onto the {-norm

constraint ||6||. < ¢, and « is the attack step size. By replacing the /., norm with the /5 norm, we
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similarly obtain the PGD {5 attack [Madry et al., 2017].

4 CW (Carlini-Wager) attack [Carlini and Wagner, 2017]: Similar to PGD, CW calls iterative
optimization for attack generation. Yet, CW formulates attack generation as an ¢,-norm regularized
optimization problem, with the regularization parameter c = 1 and p = 2 by default. Here setting
the regularization parameter ¢ = 1 can result in variations in the perturbation strengths (e) across
different CIFAR-10 images. However, the average perturbation strength tends to stabilize around
e = 0.33. Moreover, CW adopts a hinge loss to ensure the misclassification margin.

4 AutoAttack (or AA) [Croce and Hein, 2020]: This is an ensemble attack that uses AutoPGD,
an adaptive version of PGD, as the primary means of attack. The loss of AutoPGD is given by the
difference of logits ratio (DLR) rather than CE or CW loss.

4 Z0-signSGD [Liu et al., 2019a] and NES [Ilyas et al., 2018]: They are zeroth-order optimization
(ZOO0)-based restricted-knowledge attacks. In contrast to perfect-knowledge gradient-based attacks
that have full access to the VM’s parameters (0), restricted-knowledge attacks interact with the
victim model solely through submitting inputs and receiving the corresponding predictions, without
direct access to the model’s internal structure or gradients. ZOO then uses these input-output queries
to estimate input gradients and generate adversarial perturbations. Yet, Z0-signSGD and NES call
different gradient estimators in ZOO [Liu et al., 2020].

4 SquareAttack (or Square) [Andriushchenko et al., 2020]: This attack is built upon random
search and thus does not rely on the input gradient of the VM.

It is worth noting that we concentrate on ¢, and /5 attacks as our exploration into the potential
for model parsing from adversarial examples. Our aim is not to exhaustively catalog all attack
methods but to demonstrate a possibly novel avenue for reverse engineering of VM information
carried by adversarial instances.

Model parsing of adversarial attacks. It is clear that adversarial attacks contain the information
of VM (0), although the degree of their dependence varies. Thus, one may wonder if the attributes
of @ can be inferred from these attack instances, i.e., adversarial perturbations/examples. The

model attributes of our interest include model architectures as well as finer-level knowledge, e.g.,
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activation function type. We call the resulting problem model parsing of adversarial attacks, as
described below.

(Problem statement) Is it possible to infer VM information from adversarial attacks? And
what factors will influence such model parsing ability?

To the best of our knowledge, the feasibility of model parsing for adversarial attacks is an
open question. Its challenges stay in two dimensions. First, through the model lens, VM is
indirectly coupled with adversarial attacks, e.g., via local gradient information or model queries.
Thus, it remains elusive what VM information is fingerprinted in adversarial attacks and impacts
the feasibility of model parsing. Second, through the attack lens, the diversity of adversarial
attacks (Table 3.1) makes a once-for-all model parsing solution extremely difficult. We thus take
the first step to investigate the feasibility of model parsing and study what factors may influence its
performance.

Model attributes and setup. We specify VMs as convolutional neural network (CNN)-based
image classifiers used by attack generators. We consider 5 CNN architecture types (ATs): ResNet9,
ResNet18, ResNet20, VGG11, and VGG13. Given an AT, CNN models are then configured by
different choices of kernel size (KS), activation function (AF), and weight sparsity (WS). Thus, a

valued quadruple (AT, KS, AF, WS) yields a specific VM ().

Table 3.2 Summary of model attributes of interest. Each attribute value corresponds to an attribute
class in model parsing.

Model attributes ‘ Code Classes per attribute

Architecture type AT ResNet9, ResNet18
Kernel size ‘ KS 3,5,7

ReLU, tanh, ELU
0%, 37.5%, 62.5%

Activation function | AF

|
ResNet20, VGG11, VGG13
|
|
|

Weight sparsity ‘ WS

Although more attributes could be considered, we focus on KS and AF since they are the two
fundamental building components of CNNs. Besides, we choose WS as another model attribute
since it relates to sparse models achieved by pruning (i.e., removing redundant model weights)

[Han et al., 2015, Frankle and Carbin, 2018].
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Table 3.2 summarizes the model attributes and their values when specifying VM instances.

Given a VM specification, adversarial attacks are generated following Table 3.1.

3.4 Methodology

In this section, we approach the model parsing problem as a supervised learning task applied
over the dataset of adversarial attacks. We will show that the learned model could exhibit a
surprising amount of generalization on test-time adversarial data. We will also show data-model
factors that may influence such generalization.
Model parsing network and training. We propose a parametric model, termed model parsing
network (MPN), which takes adversarial attacks as input and predicts the model attribute values
(i.e., ‘classes’ in Table 3.2). It is worth noting that the proposed MPN operates solely on adversarial
examples, possessing no prior information about the victim model, highlighting its capacity to
unveil the secretes of VM embedded in adversarial examples. Despite the simplicity of supervised
learning, the construction of MPN is non-trivial considering the factors such as the input data format,
the choice of an appropriate backbone network, and the determination of suitable evaluation metrics.

First, we create a dataset by collecting adversarial examples against VMs. Since adversarial
attacks are proposed for evading model predictions after training, we choose the test set of an
ordinary image dataset (e.g., CIFAR-10) to generate adversarial data, where an 80/20 training/test
split is used for MPN training and evaluation. The training set of MPN is denoted by D, =
{(z(A,x,0),y(0)) | x € I, 0 € O}, where z denotes attack instances (e.g., adversarial perturbations
é or adversarial example x’) that relies on the attack method A, the original image sample x, and
the VM 6, and y(0) denotes the true model attribute label of @ associated with z. To differentiate
with the testing data of MPN, we denote by Z, the set of original images used for training MPN.
We also denote by O the set of VMs used for generating adversarial examples. For simplicity, we
denote the training set of MPN as D, = {(z, y)} to omit the dependence on other factors.

Next, we study the construction of MPN (parameterized by ¢). First, we manage to examine the
feasibility of model parsing even forcing the simplicity of attribution network. Second, we manage

to avoid the model attribute bias of ¢ when inferring VM attributes. Therefore, we specify MPN by
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Figure 3.3 Model parsing via supervised learning. Adversarial examples or perturbations, crafted by
attackers, serve as the input of MPN, which aims to decode VM attributes from adversarial inputs.
The PEN (perturbation estimation network), introduced subsequently, acts as a preprocessing step,
converting adversarial examples into inputs resembling perturbations.

two simple networks: (1) multilayer perceptron (MLP) containing 2 hidden layers with 128 hidden
units (0.41M parameters) [LeCun et al., 2015], and (2) a simple 4-layer CNN (ConvNet-4) with
64 output channels for each layer, followed by one fully-connected layers with 128 hidden units
and the attribution prediction head (0.15M parameters) [Vinyals et al., 2016]. We found that the
model parsing accuracy using ConvNet-4 typically outperforms that of MLP. Thus, ConvNet-4 is
designated as the default architecture for our MPN.

Given the datamodel setup, we next tackle the recognition problem of VM’s attributes (AT, KS,
AF, WS) via a multi-head multi-class classifier. We dissect MPN into two parts ¢ = [@ye,; Duyls
where ¢, is for data representation acquisition, and ¢,,, corresponds to the attribute-specific
prediction head (i.e., the last fully-connected layer in our design). Eventually, four prediction heads
{¢g§3 4_, will share ®,ep for model attribute recognition; see Fig. 3.3 for a schematic overview of

our proposal. The MPN training problem is then cast as

4

¢ml?;{£1>1€e E(z,y)eDH ZMCE(}L(Z7 d)repv 47;(12)7 yl)]’ (3.1
Tep? atr J4=1 i=1

where h(z; @, qbz(jr)) denotes the MPN prediction at input example z using the predictive model

and @Y for the ith attribute classification, y; is the ground-truth label of the ith

consisting of ¢ At

rep

attribute associated with the input data z, and /¢y, is the cross-entropy (CE) loss characterizing the

error between the prediction and the true label.
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Evaluation methods. Similar to training, we denote by Dies; = {(2(A,%,0),y(0)) | X € Liest, 0 €
©} the test attack set for evaluating the performance of MPN. Here the set of benign images Zyes; is
different from Z;,, thus adversarial attacks in D; are new to D;,. To mimic the standard evaluation
pipeline of supervised learning, we propose the following evaluation metrics.

(1) In-distribution generalization: The MPN testing dataset Di..; follows the attack methods
(A) and the VM specifications (O) same as D;, but corresponding to different benign images (i.e.,
Tiest # Lir). The purpose of such an in-distribution evaluation is to examine if the trained MPN
can infer model attributes encoded in new attack data given existing attack methods.

(2) Out-of-distribution (OOD) generalization: In addition to new test-time images, there exist
attack/model distribution shifts in D due to using new attack methods or model architectures,
leading to unseen attack methods (A) and victim models (©) different from the settings in D,.

Unless specified otherwise, the generalization of MPN stands for the in-distribution generalization.

Yet, both in-distribution and OOD generalization capabilities will be empirically assessed.

cW Pep,

MLP, 6 —e— MILP, X’
—e— ConvNet-4, 6 —e— ConvNet-4, X’

Figure 3.4 VM attribute classification of MPN under different input formats (adversarial
perturbations d vs. examples x’) and parsing networks (ConvNet-4 vs. MLP). The accuracy
is measured for in-distribution generalization. The attack is generated from methods given in
Table 3.1, with £, strength e = 8/255 and /5 strength ¢ = 0.5 on CIFAR-10.

Perturbations or adversarial examples? The input data format matters for MPN. An

adversarial example, given by the linear model x’ = x + 4, relates to @ through &. Thus, it
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could be better for MPN to adopt adversarial perturbations (§) as the attack data feature (z), rather
than the indirect adversarial example x’. Fig. 3.4 empirically justifies our hypothesis by comparing
the generalization of MPN trained on adversarial perturbations with that on adversarial examples
under two model specifications of MPN, MLP and ConvNet-4. We present the performance of MPN
trained and tested on different attack types. As we can see, the use of adversarial perturbations
(0) consistently improves the classification accuracy of VM attributes, compared to the use of
adversarial examples (x’). In addition, ConvNet-4 outperforms MLP with a substantial margin.

Although Fig. 3.4 shows the promise of the generalization ability of MPN when trained and
tested on adversarial perturbations, it may raise another practical question of how to obtain
adversarial perturbations from adversarial examples if the latter is the only attack source accessible
to MPN. To overcome this difficulty, we propose a perturbation estimator network (PEN) that can
be jointly learned with MPN. Once PEN is prepended to the MPN model, the resulting end-to-end
pipeline can achieve model parsing using adversarial examples as inputs (see the lower pipeline
in Fig.3.3). We use a denoising network, DnCNN [Zhang et al., 2017b], to model PEN with
parameters 1. PEN obtains perturbation estimates by minimizing the denoising objective using
the true adversarial perturbations as supervision. Extended from (3.1), we have

minimize  SE(xx)ep,, [mar(gy (X)X — x)]
wad)rep?{d)atlr ?:1 (32)

+E(X,,y)€Dtr Z?:IMCE(}L(.%/J (X,); ¢repv 512)7 yz)]v
where g, (x’) is output of PEN given x’ as input, {\;ar is the mean-absolute-error (MAE) loss
characterizing the perturbation estimation error, and 5 > 0 is a regularization parameter. Compared

with (3.1), MPN is integrated with the perturbation estimation g,,(x’) for VM attribute classification.

3.5 Experiment

Dataset curation. We use standard image classification datasets (CIFAR-10, CIFAR-100, and
Tiny-ImageNet) to train VMs, from which attacks are generated. These VM instances are then
leveraged to create the training and evaluation datasets of MPN. The attack types and victim

model configurations have been summarized in Table 3.1 and 3.2. Eventually, we collect a dataset
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consisting of adversarial attacks across 7 attack types generated from 135 VMs (configured by 5
architecture types, 3 kernel size setups, 3 activation function types, and 3 weight sparsity levels).
MPN training and evaluation. To solve problem (3.1), we train the MPN model using the SGD
(stochastic gradient descent) optimizer with cosine annealing learning rate schedule and an initial
learning rate of 0.1. The training epoch number and the batch sizes are given by 100 and 256,
respectively. To solve problem (3.2), we first train MPN according to (3.1), and then fine-tune a
DnCNN model pretrained on ImageNet [Gong et al., 2022] (taking only the denoising objective
into consideration) for 20 epochs. Starting from this initial model, we jointly optimize MPN and
PEN by minimizing problem (3.2) with § = 1 over 50 epochs. To evaluate the effectiveness of
MPN, we consider both in-distribution and OOD generalization assessment. The generalization
performance is measured by testing accuracy averaged over attribute-wise predictions, namely,
> i(N;TA(4))/ 3; Ny, where N; is the number of classes of the model attribute i, and TA(¢) is the
testing accuracy of the classifier associated with the attribute .

In-distribution generalization of MPN is achievable. Table3.3 presents the in-distribution
generalization performance of MPN trained using different input data formats (i.e., adversarial
examples x’, PEN-estimated adversarial perturbations dpgy, and true adversarial perturbations d)
given each attack type in Table 3.1. Here the choice of AT (architecture type) is fixed to ResNet9,
but adversarial attacks on CIFAR-10 are generated from VMs configured by different values of KS,
AF, and WS (see Table 3.2). As we can see, the generalization of MPN varies against the attack type
even if model parsing is conducted from the ideal adversarial perturbations (&). We also note that
model parsing from perfect-knowledge adversarial attacks (i.e., FGSM, PGD, and AA) is easier than
that from restricted-knowledge attacks (i.e., Z0-signSGD, NES, and Square). For example, the
worst-case performance of MPN is achieved when training/testing on Square attacks. This is not
surprising, since Square is based on random search and has the least dependence on VM attributes.
In addition, we find that MPN using estimated perturbations (dpgy) substantially outperforms the
one trained on adversarial examples (x’). This justifies the effectiveness of PEN solution for MPN.

Extended from Table 3.3, Fig. 3.5 shows the generalization performance of MPN when evaluated
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Table 3.3 The in-distribution testing accuracy (%) of MPN trained using different input data formats
(adversarial examples x’, PEN-estimated adversarial perturbations dpgy, and true adversarial
perturbations &) across different attack types on CIFAR-10, with ¢, attack strength ¢ = 8/255, /5
attack strength € = 0.5, and CW attack strength ¢ = 1.

Z0-
signSGD

Square

2
x' | 78.80 | 66.62 | 53.42 | 35.42 | 74.78 | 56.26 | 38.92 | 36.21 |40.80 | 42.48
Spen | 94.15 | 83.20 | 82.58 | 64.46 | 91.09 | 86.89 | 44.14 | 4230 |58.85| 61.20
& | 96.89]95.07 | 99.64 | 96.66 | 97.48 | 99.95 | 44.37 | 44.05 |83.33 | 84.87

NES

Input | FGSM PeD PeD

AA AA Square

loo ) loo

using attack data with different attack strengths. We observe that in-distribution generalization
(corresponding to the same attack strength for the train-time and test-time attacks) is easier to
achieve than OOD generalization (different attack strengths at test time and train time). Another
observation is that a smaller gap between the train-time attack strength and the test-time strength
leads to better generalization performance.

Table 3.4 In-distribution generalization performance (testing accuracy, %) of MPN given different
choices of VMs and datasets, attack types/strengths, and MPN input data formats (x’, dpgx, and
).

Dataset and victim model
Attack Attack CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-10 CIFAR-100 Tiny-ImageNet
type strength ResNet9 ResNet18 ResNet20 VGG11 VGG13 ResNet9 ResNet18

X | Geen| 6 | X [oeen| 6 | %X |Gwex| 6 | X |Geex| & | X |[Geen| 6 | X [owen| 6 | X |owex| 6
€=4/255 | 60.13 8525 96.82 | 60.00 86.92 97.66 | 62.41 88.91 97.64 | 4742 73.40 91.75 | 66.28 90.02 98.57 | 57.99 82.22 94.86 | 37.23 8427 97.04
FGSM €=28/255 | 78.80 94.15 96.89 | 80.44 9549 97.61 | 8229 95.90 97.72 | 63.13 86.76 92.41 | 84.92 9691 98.66 | 75.58 91.65 94.96 | 70.29 91.17 97.05
€=12/255| 86.49 9596 96.94 | 88.03 96.89 97.68 | 88.71 97.13 97.81 | 73.71 90.19 92.66 | 91.21 98.10 98.71 | 8227 94.01 95.55 | 76.00 93.45 97.02
€=16/255|90.16 96.43 96.94 | 91.71 9734 97.68 | 91.84 97.47 97.79 | 79.51 91.28 92.60 | 9422 98.44 98.73 | 86.50 94.04 94.74 | 79.63 9435 96.87
e=4/255 |50.54 7643 96.02 | 56.94 79.45 96.96 | 55.01 80.05 97.49 | 39.33 66.38 91.84 | 57.12 81.18 98.29 | 4227 72.62 92.65 | 3548 76.56 97.18
PCD £ €=28/255 | 66.62 8320 95.07 | 73.29 8729 95.38 | 67.49 86.19 96.18 | 56.62 81.14 92.78 | 69.16 88.46 97.22 | 59.71 79.55 90.43 | 61.85 82.90 96.05
¢ e=12/255| 76.65 89.73 9491 | 81.73 91.67 95.55|76.41 90.16 95.67 | 70.56 88.92 94.13 | 78.67 92.93 97.26 | 70.86 8531 91.28 | 73.82 88.80 96.38
e=16/255| 75.58 86.95 91.28 | 82.46 90.19 93.19 | 76.58 87.79 92.50 | 72.13 87.23 91.85 | 78.28 90.20 94.66 | 71.29 82.35 86.84 | 73.19 85.02 93.54
€=0.25 36.75 6220 99.66 | 46.35 70.17 99.74 | 4824 77.22 99.75 | 36.47 45.17 98.52 | 35.81 70.62 99.85| 3592 6191 99.29 | 3555 35.68 99.68
pepe, | €= 0.5 5342 82.58 99.64 | 60.89 84.70 99.56 | 61.62 89.11 99.61 | 41.56 66.58 98.68 | 57.83 87.64 99.83 | 48.89 79.26 99.01 | 35.52 54.56 99.71
2 e=075 62.66 89.04 99.48 | 71.01 89.89 99.22 | 70.76 92.06 99.36 | 47.02 78.12 98.52 | 72.76 92.32 99.74 | 59.19 85.14 98.61 | 35.56 81.33 99.71
e=1 71.65 91.73 99.26 | 77.09 92.09 98.94 | 76.84 92.82 98.96 | 5420 84.30 98.41|79.93 9396 99.57 | 66.97 87.63 97.89 | 43.48 88.81 99.64
CW c=1 3542 6446 96.66 | 4575 65.25 97.45 |33.74 62.71 97.08 | 33.89 55.61 91.29 | 36.12 68.66 98.58 | 34.25 55.18 93.25| 3554 3529 89.35

c=01 ‘3377 55.60 96.71 ‘4777 63.26 96.11‘3356 63.11 94.10‘3373 48.90 94.37‘3368 65.48 96.95‘3441 46.47 92.55‘3596 3577 95.52

c=10 36.38 64.45 96.64 | 45.83 6532 97.41 |33.83 63.52 97.11 | 3829 56.83 91.33 | 38.51 6828 98.62 | 3425 5589 93.18 | 3545 53.18 94.20

Extended from Table 3.3 and Fig. 3.5 that focused on model parsing of adversarial attacks by
fixing the VM architecture to ResNet9 on CIFAR-10, Table 3.4 shows the generalization of MPN
under diverse setups of victim model architectures and datasets. The insights into model parsing
are consistent with Table 3.3: (1) The use of true adversarial perturbations () and PEN-estimated
perturbations (dpgy) can yield higher model parsing accuracy; (2) Inferring model attributes from

perfect-knowledge, gradient-based adversarial perturbations is easier, as supported by its over 90%
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Figure 3.5 Testing accuracies (%) of MPN when trained on adversarial perturbations generated by
PGD /., using different attack strengths (¢) and evaluated using different attack strengths as well.
Other setups are consistent with in Table 3.3.

testing accuracy; And (3) the model parsing accuracy gets better if adversarial attacks have a higher
attack strength (e).

OOD generalization of MPN is difficult vs. unseen attack types at test time. In Fig. 3.6, we
present the model parsing accuracy of MPN when trained under one attack type (e.g., PGD /., attack
at row 1) but tested under another attack type (e.g., FGSM attack at column 2) on CIFAR-10. The
diagonal entries of the matrix correspond to the in-distribution generalization of MPN given the
attack type, while the off-diagonal entries denote OOD generalization when test-time attack types
are different from train-time ones.

First, we find that MPN generalizes better across attack types when they share similarities,
leading to the following generalization communities: (. attacks (PGD /., FGSM, and AA (..), {5
attacks (CW, PGD /5, or AA /5), and ZOO-based restricted-knowledge attacks (NES and Z0-signSGD).
Second, Square attacks are difficult to learn and generalize, as evidenced by the low test accuracies
in the last two rows and the last two columns. This is also consistent with Table 3.3. Third, given
the existence of generalization communities, we then combine diverse attack types (including PGD
ls, PGD {5, CW, and Z0-signSGD) into an augmented MPN training set and investigate if such a
data augmentation can boost the OOD generalization of MPN. The results are summarized in the
‘combined’ row of Fig.3.6. As we expect, the use of combined attack types indeed makes MPN

generalize better across all attack types except for the random search-based Square attack.

37



- 100
PGD /. -95.094.3 . .8 53.7|61.6 64.9|34.5 33.6

FGSM -85.4 96.8 88.3 92 .3 41.7|42.6 44.3|33.3 32.9 - 90
AA L, —89.5 97.4 [KieH .2 38.2|53.8 57.9|31.8 34.2
CW.88.5 . . RINVAVAl 2.2 64.6]34.0 32.8

PGD £, -iMERS . . IGRNCICN M 41.5 42.9
AA [, KENAKTIW; . . RRNCIeNl 35.0 34.9
NES WA 83.3 83.9

Z0-signSGD

Training attack types

Square [, . . : . .0 49.4139.2 40.5
Square /., . . . . .0 35.0|42.2 43.1

Combined - 96.4 94.9 98.3 97.6 99.7 99.9 88.2 89.9
I I | I I I I I
\¢ %Q\ \@ Q$ WY
P O
L < W L W

Testing attack types

Figure 3.6 Model parsing accuracy (%) of MPN when trained on a row-specific attack type but
evaluated on a column-specific attack type. The attack generation and data-model setups are
consistent with Table 3.3. MPN takes adversarial perturbations as input. ‘Combined’ represents
MPN trained on multiple attack types: PGD /., PGD /5, CW, and Z0-signSGD.

MPN to uncover real VM attributes of transfer attacks. As a use case of model parsing, we next
investigate if MPN can correctly infer the source VM attributes from transfer attacks when applied
to attacking a different model as shown in Fig. 3.2. Given the VM architecture ResNet9, we vary
the values of the model attributes KS, AF, and WS to produce 8 ResNet9-type VMs. Fig. 3.7 shows
the transfer attack success rate (ASR) matrix (Fig. 3.7a) and the model parsing confusion matrix
(Fig.3.7b). Here the transfer attack type is given by PGD /., attack with strength ¢ = 8/255 on
CIFAR-10.

In Fig.3.7a, the off-diagonal entries denote ASRs of transfer attacks from row-wise VMs to
column-wise target models. Adversarial attacks from ReLLU-based VMs are harder to transfer to

tanh-based ones. Conversely, given AF and KS, attacks transfer easily between models with different
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Figure 3.7 Model parsing of transfer attacks: Transfer attack success rate matrix (a) and model
parsing confusion matrix (b). Given the architecture type ResNet9, the dataset CIFAR-10, and
the attack type PGD /, (with strength ¢ = 8/255), each model attribute combination (AF, KS, WS)
defines a model instance to be attacked, transferred, or parsed.

WS.

Fig. 3.7b shows the confusion matrix of MPN trained on attack data from 8 ResNet9-like VMs.
Each row represents the true VM, and each column corresponds to a predicted model attribute
configuration. Diagonal entries show correct parsing accuracy, while off-diagonal entries indicate
misclassification rates in Fig. 3.7b. Attacks from ReLLU-based VMs result in low misclassification
on tanh-based predictions (see marked region @). High misclassification occurs for MPN when
evaluated on attack data with different WS values (see marked region @). Fig. 3.7a suggests that if
attacks are hard (or easy) to transfer between models, inferring the source model’s attributes is easy
(or hard). To elucidate the above phenomenon, our investigation extends to the evaluation of the
transferability of the attack via input gradient correlation, which indicates that a high alignment of
gradients between models enhances transferability [Demontis et al., 2019].

Defense inspired by model parsing. Inspired by the MPN’s ability to infer source model attributes
of transfer attacks (Fig. 3.7), we propose an adversarial defense scheme. This scheme alters the
target model’s attributes to differ from those of the source model, improving its robustness against

transfer attacks. Our rationale is that a model can achieve improved robustness against transfer
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attacks if it has distinct attributes from the source model used to generate these attacks.

Table 3.5 Peformance of model parsing-enabled adversarial defense against transfer attacks. Each

row represents either no defense or a defense strategy involving the alteration of attacked model

attributes (KS, AF, WS) to differ from the source model attributes used to generate transfer attacks.
(X) denotes w/ (w/o) modification. The transfer attack configurations follow Fig. 3.7.

Setting | KS AF WS | RA (%) | SA (%)
No Defense ‘ X X X ‘ 0 ‘ 90.7
X X 31.2 90.4
Change 1 Attr. | X X 50.1 91.7
X X 10.9 90.6
b 4 63.3 91.1
Change 2 Attr. X 34.6 90.1
b 4 51.5 91.8
Change 3 Attr. | | 663 | 912

Table 3.5 shows the robust accuracy (RA) and standard accuracy (SA) of the above defense
method. As we can see, without any defense, transfer attacks remain effective. However, robustness
(measured by RA) increases when one attribute is modified, especially when altering the AF type.
This is expected, as modifying activation functions has been shown to improve model robustness
[Xie et al., 2020]. Furthermore, when all attributes are modifiable, the defense achieves the highest
RA without compromising SA.

MPN across different architecture types (AT). We also peer into the generalization of MPN
across different VM architectures (i.e., AT in Table 3.1), while maintaining constant configurations
for other attributes (KS, AF, and WS).

Fig. 3.8 demonstrates the generalization matrix of MPN when trained and evaluated using
adversarial perturbations generated from different VM architectures (i.e., different values of AT in
Table 3.1) by fixing the configurations of other attributes (KS, AF, and WS). We observe that given
an attack type, the in-distribution MPN generalization remains well across VM architectures. Yet,
the OOD generalization of MPN (corresponding to the off-diagonal entries of the generalization
matrix) rapidly degrades if the test-time VM architecture is different from the train-time one. This
inspires us to train MPN on more AT variants in order to retain the model parsing performance, as

shown in the last row of each subfigure of Fig. 3.8.

40



Rl 45.2 | 39.2 | 41.1 | 37.6

-90
42.7 WERXM 47.8 | 42.3 | 47.3
96.7
97.5
97.1

- CIEIEIE
7 - I
B - (e
Bt -
e

L7 98.7 YN

37.9 R 97.6

@
=]

Training victim architecture
&
g

Combined ResNet20 ResNet18 ResNetd VGG13  VGG11
Training victim architecture

Combined ResNet20 ResNetl8 ResNet9 VGG13 VGG11
Training victim architecture

Combined ResNet20 ResNet18 ResNet9 VGG13 VGG11

- 89.0 96.2 93.8 950 952 - 874 935 90.0 91.7 - 871 955 93.1 94.1 939 40
VGéll VGél3 ResI‘\IetB ResI\}etlB Resl\}etZO VGéll VG‘GI3 Resf\!etQ ResI\‘letl& ResI\‘letZO VGéll VGélB Res]‘\IeLQ ResI\‘IetlB Resl\‘]eLZO
Testing victim architecture Testing victim architecture Testing victim architecture
(a) FGSM (b) PGD /o, (c) CW

Figure 3.8 Generalization matrix (%) of MPN when trained on attack data generated from a row-
specific architecture but evaluated on attack data generated from a column-specific architecture.
Both the train-time and test-time architectures share the same VM attributes in KS, AF, and WS. The
attack type is specified by FGSM, PGD /., or CW on CIFAR-10, with the attack strength ¢ = 8/255
for /. attacks and ¢ = 1 for CW.

MPN is then trained on (AT, AF, KS, WS) tuple by merging AT into the attribute classification task.
We conduct experiments considering different architectures mentioned in Table 3.2 on CIFAR-10
and CIFAR-100, with & and dpgx as MPN’s inputs, respectively. We summarize the in-distribution
generalization results in Table 3.6, Table 3.7, Table 3.8, and Table 3.9. Weighted accuracy refers
to the testing accuracy, i.e., >;(N;TA(i))/ >; N;, where N; is the number of classes of the model
attribute ¢, and TA(7) is the testing accuracy of the classifier associated with the attribute i (Fig. 3.3).
In the above tables, we also show the testing accuracy for each attribute, i.e., TA(7). Combined
accuracy refers to the testing accuracy over all victim model attribute-combined classes, i.e., 135
classes for 5 AT classes, 3 AF classes, 3 KS classes, and 3 WS classes. The insights into model
parsing are summarized below: (1) MPN trained on & and dpgy can effectively classify all the
attributes AT, AF, KS, WS in terms of per-attribute classification accuracy, weighted testing accuracy,
and combined accuracy. (2) Compared to AT, AF, and KS, WS is harder to parse.

Ablation studies. We also study other factors that could possibly affect the model parsing
performance like PGD steps, step sizes, and stronger transfer attack methods.

For attacks like PGD, while hyperparameters (step count £ and step size «) exist, their influence

on model parsing is less notable compared to the attack strength e (Fig.3.5). Table 3.10 shows
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Table 3.6 MPN performance (%) on different attack types given different evaluation metrics with
adversarial perturbation 4 as input on CIFAR-10.

Attack types
Metrics FGSM PCD (o PGD (y cu

€=4/255 | ¢ =8/255 | ¢ =12/255 | ¢ = 16/255 | c = 4/255 ‘<:8/2>‘(*12/2 | €=16/255 | e=025]e=05|e=075|e=10]|c=01]c=1]c=10

AT accuracy 97.77 97.85 97.91 97.91 97.23 96.13 96.16 94.22 99.77 | 99.64 | 9937 | 99.12 | 96.73 |97.30 | 97.28

AF accuracy 95.67 95.73 95.79 95.71 95.86 95.26 95.77 94.05 99.51 | 99.36 | 99.04 | 98.68 | 9512 | 94.84 | 94.68

KS accuracy 98.66 98.66 98.65 98.71 98.22 97.55 97.43 95.52 99.83 | 99.79 | 99.64 | 99.48 | 96.94 |98.13 | 98.09

WS accuracy 87.16 87.16 87.29 87.52 84.36 79.99 80.01 71.68 9851 | 97.83 | 96.86 | 9557 | 8842 |85.28 | 85.03
Weighted accuracy | 9524 | 9528 | 9534 | 9538 9439 | 9279 | 9289 | 89.63 | 9946 | 9923 | 9882 | 9834 | 94.65 |94.38 | 94.27
Combined accuracy | 81.85 | 8200 | 8219 | 8233 7865 | 7311 | 7333 | 6267 | 9779 | 96.89 | 9538 | 9355 | 83.00 |79.29 | 78.88

Table 3.7 MPN performance (%) on different attack types given different evaluation metrics with
estimated perturbation dpgy as input on CIFAR-10.

Attack types
Metrics FGSM PGD (o PGD (, cw

€=4/255 | e =8/255 | € =12/255 | € = 16/255 | e = 4/255 | € =8/255 | ¢ = 12/255 | € =16/255 | € =0.25 | e =05 e =075 [ e =10 | c=01]|c=1]c=10

AT accuracy 88.98 95.68 97.20 97.64 75.81 84.58 90.27 88.50 61.09 | 8141 | 87.80 | 9048 | 56.10 | 64.11 | 64.30

AF accuracy 83.48 92.21 94.56 95.22 74.95 85.04 90.72 89.81 57.62 | 76.90 | 8395 | 8736 | 54.61 |58.77 | 58.98
KS accuracy 91.57 96.63 97.96 98.41 81.10 88.18 92.67 90.99 67.85 | 84.50 | 89.93 | 92.18 | 62.46 | 69.81 | 70.15

WS accuracy 69.99 81.42 84.92 86.59 56.07 63.92 70.19 64.80 50.09 | 67.26 | 74.02 | 77.70 | 4640 |47.53 | 47.77
Weighted accuracy | 84.29 | 9208 | 9417 | 9492 | 7253 | 8102 | 8658 | 8423 | 5944 | 78.07 | 8448 | 8744 | 5507 |60.63 | 60.87
Combined accuracy | 54.83 7266 | 7863 | 8083 | 3259 | 4605 | 5710 | 5060 | 1838 | 4539 | 57.10 | 63.00 | 14.62 |19.44 | 19.70

Table 3.8 MPN performance (%) on different attack types given different evaluation metrics with
adversarial perturbation § as input on CIFAR-100.

Attack types
Metrics FGSM PGD (o PGD (o Ccw

€=4/255 | e =8/255 | € =12/255 | e = 16/255 | e = 4/255 | € =8/255 | e = 12/255 | € =16/255 | e =0.25 | e=0.5 | e =075 [ e =10 | c=01]|c=1]c=10

AT accuracy 97.70 97.76 97.76 97.75 97.03 95.40 95.23 92.52 99.59 | 99.29 | 9891 | 98.50 | 93.84 |96.23 | 96.30

AF accuracy 95.17 95.14 94.96 95.11 94.79 93.73 93.87 91.87 99.14 | 98.63 | 97.97 | 97.31 | 90.83 | 9232 | 92.47
KS accuracy 97.66 97.65 97.69 97.62 96.75 95.16 94.44 91.25 99.62 | 9943 | 99.16 | 98.70 | 93.11 |95.77 | 9581

WS accuracy 81.13 80.77 80.90 80.94 76.57 69.85 68.16 59.42 96.58 | 9504 | 9270 | 9043 | 76.61 |74.64 | 74.77
Weighted accuracy | 93.60 | 9354 | 9353 | 9355 | 9211 | 8952 | 8897 | 8502 | 9885 | 9827 | 9743 | 96.56 | 8934 |90.67| 90.76
Combined accuracy | 75.08 | 7476 | 7482 | 7495 | 6972 | 6127 | 5931 | 4837 | 9527 | 93.06 | 89.89 | 86.73 | 67.19 | 66.24 | 66.56

additional justification of model parsing vs. k and a.
Tab. 3.11 consistently shows that the improved transfer attacks like MI-FGSM [Dong et al.,
2018] and DMI-FGSM [Xie et al., 2019] are a bit harder in model parsing than the ordinary PGD

attacks. However, the model parsing ability is still prominent, proving the feasibility of our method.

3.6 Conclusion

We study model parsing from adversarial attacks to deduce attributes of victim models, with the
development of model parsing network (MPN). Our exploration spanned both in-distribution
and out-of-distribution scenarios, evaluating MPN against diverse attack methods and model
configurations. Key determinants such as input format, backbone network, and attack characteristics
were analyzed for their impact on model parsing. We elucidated the conditions under which victim

model information can be extracted from adversarial attacks. Our study empowers defenders with
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Table 3.9 MPN performance (%) on different attack types given different evaluation metrics with
estimated perturbation dpgy as input on CIFAR-100.

Attack types
Metrics FGSM PGD {0 PGD £y CW
€=4/255 | ¢ =8/255 | € =12/255 | € = 16/255 | ¢ =4/255 | € =8/255 | ¢ = 12/255 | ¢ =16/255 | €=0.25 | e=0.5] e =075 e=1.0|c=01]|c=1]c=10
AT accuracy 88.17 95.25 96.92 9745 7240 82.48 88.11 85.47 6277 | 80.01 | 8588 | 8833 | 47.31 |51.80 | 52.48
AF accuracy 81.81 9114 93.53 94.52 71.43 81.93 87.76 86.71 58.16 | 7406 | 80.88 | 84.18 | 49.98 |49.49 | 49.96
KS accuracy 88.62 94.92 96.58 97.12 76.97 84.74 88.78 86.46 69.38 | 84.09 | 88.68 | 90.56 | 56.07 |59.68 | 59.72
WS accuracy 64.19 74.98 78.60 79.85 50.64 56.88 60.32 54.94 4650 | 6173 | 67.79 | 7059 | 39.46 | 39.85 | 40.37
Weighted accuracy | 8176 | 8995 | 9219 | 9298 | 6851 | 7736 | 8222 | 7940 | 5971 | 7569 | 81.53 | 84.12 | 48.08 |50.43 | 50.90
Combined accuracy | 47.75 | 6527 | 7105 | 7327 | 2556 | 3749 | 4528 | 3897 | 1627 | 3887 | 49.04 | 5406 | 731 | 920 | 9.59
Table 3.10 Model parsing accuracy of PGD /., perturbations with ¢ = 8/255 on (CIFARIO,
ResNet9) under different attack steps £ and step sizes a.
w k=10 | 20 | 40 | 80
Training
k=10 95.07 93.59 | 93.53 | 93.53
20 93.73 93.88 | 93.92 | 93.89
40 93.84 93.96 | 94.07 | 93.99
80 93.92 93.98 | 94.08 | 94.11
—— Testing | 155 | 15255 | 21255 | 250255
Training
a = 1/255 95.07 91.31 | 89.33 | 88.95
1.5/255 93.41 95.85 | 95.54 | 95.18
2/255 91.51 95.88 | 96.09 | 96.02
2.5/255 90.26 95.61 | 96.09 | 96.17

Table 3.11 Model parsing accuracy of MI/DMI-FGSM attacks vs.

ResNet9), expanded from Table 3.4.

PGD /. -attack on (CIFAR10,

Strength | Attack Accuracy (%)
(¢) methods x' ‘ OPEN ‘ 0

PGD | 66.62 | 83.20 | 95.07

8/255 MI 65.16 | 82.46 | 94.33
DMI | 62.65 | 81.90 | 90.93
PGD | 76.65 | 89.73 | 94.91

12/255 MI 72.83 | 87.02 | 93.86
DMI | 71.99 | 85.05 | 90.67

an enhanced understanding of attack provenance.

In next session, we will shift our focus from data to model. Besides trustworthy deep learning,

we also care about how to build a scaleble deep learning system. In other words, can we make our

large deep model smaller, better, and faster? We dive into one of the most important topic in deep

learning model compression, pruning. We will show how we can view this problem from the view

of bi-level optimization, achieving great trade off between effectiveness and efficiency.
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CHAPTER 4

TRUSTWORTHY IMAGE GENERATION
In this chapter, we will reverse engineer the image generation adversary rather than the image
classification. We shift our focus from test-time attacks to training-time attacks, as known as data

poisoning attacks.

4.1 Introduction

Data poisoning attacks [Goldblum et al., 2022] have been studied in the context of image
classification, encompassing various aspects such as attack generation [Gu et al., 2017, Chen et al.,
2017c¢], backdoor detection [Wang et al., 2020b, Chen et al., 2022a], and reverse engineering of
backdoor triggers [Wang et al., 2019, Liu et al., 2019b]. This threat model has also been explored
in other ML paradigms, including federated learning [Bagdasaryan et al., 2020], graph neural
networks [Zhang et al., 2021], and generative modeling [Salem et al., 2020]. In this work, we
are inspired from conventional data poisoning attacks and peer into its effects on diffusion models
(DMs), the state-of-the-art generative modeling techniques that have gained popularity in various
computer vision tasks [Ho et al., 2020].

In the context of DMs, data poisoning attacks to produce backdoored DMs have been studied in
recent works [Chou et al., 2023, Chen et al., 2023a, Chou et al., 2024, Zhai et al., 2023, Struppek
et al., 2023]. Nevertheless, in comparison to previous research, our work establishes the following
notable distinctions.

@ Attack perspective (termed as ‘Trojan Horses’): Earlier research predominantly tackled the
problem of poisoning attack generation in DM, i.e., addressing the inquiry of whether a DM could
be compromised through data poisoning attacks. Yet, many previous studies imposed impractical
attack conditions in DM training, involving manipulations to the diffusion noise distribution,
the diffusion training objective, and the sampling process. Certain conditions have necessitated
alterations not just in the training dataset, thereby infringing upon the stealthiness criterion typical
of conventional poisoning attacks, like the classic BadNets-type backdoor poisoning attacks [Gu

et al., 2017, Chen et al., 2017c]. In the context of image classification, BadNets introduced an
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image trigger to contaminate the training data points, coupled with deliberate mislabeling for these
samples prior to training [Gu et al., 2017]. Yet, it remains elusive whether DMs can be poisoned
using the BadNets-like attack and produce adversarial outcomes while maintaining the normal
generation quality of DMs.

® Defense perspective (termed as ‘Castle Walls’): Except a series of works focusing on
poisoned data purification [May et al., 2023, Shi et al., 2024], there exists limited research on
exploring the characteristics of poisoned DMs through the lens of data poisoning defense. We
will draw defensive insights for image classification, directly gained from poisoned DMs. For
example, the recently developed diffusion classifier [Li et al., 2023a], which utilizes DMs for image
classification, could open up new avenues for understanding and defending against data posioning
attacks.

Inspired by @-@, in this work we ask:

(Q) Can we poison DMs as easily as BadNets? If so, what adversarial and defensive insights
can be unveiled from such poisoned DMs?

To tackle (Q), we integrate the BadNets-like attack setup into DMs and investigate the effects of
such poisoning on generated images. And we examine both the attack and defense perspectives by
considering the inherent generative modeling properties of DMs and their implications for image

classification. Fig. 4.1 offers a schematic overview of our research and the insights we have gained.

4.2 Related Work

Data poisoning against diffusion models. Poisoning attacks [Gu et al., 2017, Chen et al.,
2022b, Turner et al., 2018, Goldblum et al., 2022] have emerged as a significant threat in
deep learning. One main stream of such attacks involves injecting a “shortcut" into a model,
creating a backdoor that can be triggered to manipulate the model’s output. Extended from image
classification, there has been a growing interest in applying poisoning attacks to DMs (diffusion
models) [Chou et al., 2023, Chen et al., 2023a, Chou et al., 2024, Zhai et al., 2023, Struppek et al.,
2023, Huang et al., 2023a]. Specifically, the work [Chou et al., 2023, Chen et al., 2023a] investigated

poisoning attacks on unconditional DMs to map a customized noise input to the target distribution.
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Figure 4.1 Top: BadNets-like data poisoning in DMs and its adversarial generations. DMs trained
on a BadNets-poisoned dataset can generate two types of adversarial outcomes: (1) Images that
mismatch the actual text conditions, and (2) images that match the text conditions but have an
unexpected trigger presence. Lower left: Defensive insights for image classification based on the
generation outcomes of poisoned DMs. Lower right: Analyzing the data replication in poisoned
DMs. Gen. and Train. refer to generated and training images.

Another line of research focused on designing backdoor poisoning attacks for conditional DMs,
especially for text-to-image generation tasks using the stable diffusion (SD) model [Rombach et al.,
2022]. In [Struppek et al., 2023], a text trigger is injected into the text encoder of SD. This
manipulation causes the text encoder to produce embedding aligned with a target prompt when
triggered, guiding the U-Net to generate target images. In addition, text triggers are injected into
captions in [Zhai et al., 2023], thereby contaminating the training set. Finetuning on poisoned data
then allows the adversary to manipulate SD’s generation by embedding pre-defined text triggers
into any prompts. Furthermore, extensive experiments covering both conditional and unconditional
DM s are conducted in [Chou et al., 2024].

DM-aided defenses against data poisoning. DMs have also been employed to defend against
data poisoning attacks in image classification, leveraging their potential for image purification. The
work [May et al., 2023] utilized DDPM (denoising diffusion probabilistic model) to purify tainted
samples containing image triggers. Their approach involves two purification steps. Initially, they

employed diffusion purification conditioned with a saliency mask computed using RISE [Petsiuk
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et al., 2018] to eliminate the trigger. Subsequently, a second diffusion purification process is
applied conditioned with the complement of the saliency mask. Similarly, the work [Shi et al.,
2024] introduced another defense framework based on diffusion image purification. The first step
in their framework involves degrading the trigger pattern using a linear transformation. Following
this, guided diffusion [Dhariwal and Nichol, 2021] is leveraged to generate a purified image guided
by the degraded image.

Data replication problems in DMs. Previous research [Somepalli et al., 2023a, Carlini
et al., 2023, Somepalli et al., 2023b] has shed light on DMs’ propensity to replicate training data,
giving rise to concerns about copyright and privacy. The work [Somepalli et al., 2023a] identified
replication between generated images and training samples using image retrieval frameworks. It
was shown that a non-trivial proportion of generated data exhibits strong content replication. The
work [Carlini et al., 2023] placed on an intriguing endeavor to extract training data from SD
and Imagen [Saharia et al., 2022]. They employed a membership inference attack to identify the
“extracted" data, which pertains to generations closely resembling training set images. Another
work [Somepalli et al., 2023b] conducted a comprehensive exploration of the factors influencing
data replication, expanding previous findings. These factors include text conditioning, caption
duplication, and the quality of training data. In contrast to previous research, our work will
establish a meaningful connection between data poisoning and data replications for the first time in

DMs.

4.3 Preliminary

Preliminaries on DMs. DMs approximate the distribution space through a progressive diffusion
mechanism, which involves a forward diffusion process as well as a reverse denoising process [Ho
et al., 2020, Song et al., 2021]. The sampling process initiates with a noise sample drawn from the
Gaussian distribution A/(0, 1). Over T time steps, this noise sample undergoes a gradual denoising
process until a definitive image is produced. In practice, the DM predicts noise €, at each time step
t, facilitating the generation of an intermediate denoised image x;. In this context, x represents the

initial noise, while xy, = x corresponds to the authentic image. DM training involves minimizing

47



the noise estimation error:

Ex cean01) [||€0(%¢,€,1) — €ll*], 4.1)

where €9(xy, ¢, t) denotes the noise generator associated with the DM at time ¢, parametrized by 0
given text prompt c, like an image class name. Furthermore, when the diffusion process operates
within the embedding space, where x; represents the latent feature, such DM is known as a latent
diffusion model (LDM). In this work, we focus on conditional denoising diffusion probabilistic
model (DDPM) [Ho and Salimans, 2021] and latent diffusion model (LDM) [Rombach et al.,
2022].

Existing poisoning attacks against DMs. Data poisoning, regarded as a threat model during the
training phase, have gained recent attention within the domain of DMs, as evidenced by existing
studies [Chou et al., 2023, Chen et al., 2023a, Chou et al., 2024, Struppek et al., 2023, Zhai et al.,
2023]. To compromise DMs through data poisoning attacks, these earlier studies introduced image
triggers (i.e., data-agnostic perturbation patterns injected into sampling noise) and/or text triggers
(i.e., textual perturbations injected into the text condition inputs). Subsequently, the diffusion
training associates such triggers with incorrect target images.

Table 4.1 Existing data poisoning against DMs vs. our setup.

Data/Model Manipulation Assumption
Methods Training Training Sampling
dataset  objective process

BadDiff [Chou et al., 2023]
TrojDiff [Chen et al., 2023a]
VillanDiff [Chou et al., 2024]

Multimodal [Zhai et al., 2023] X
Rickrolling [Struppek et al., 2023] b 4
This work \ X b 4

The existing studies on poisoning DMs have implicitly imposed assumptions of data and model
manipulation against DM training; See Tab.4.1 for a summary of the poisoning setups in the

literature. To be specific, they required to alter the DM’s training objective to achieve successful
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attacks and preserve image generation quality. Yet, this approach may run counter to the original
setting of data poisoning that keeps the model training objective intact, such as BadNets [Gu et al.,
2017] in image classification.

In addition, the previous studies [Chou et al., 2023, Chen et al., 2023a, Chou et al., 2024]
necessitate the change of the noise distribution or the sampling process of DMs, which deviates
from the typical use of DMs. This manipulation could make the detection of poisoned DMs
relatively straightforward, e.g., through noise mean shift detection.

Problem statement: Poisoning DMs via BadNets. To alleviate the assumptions associated with
existing data poisoning on DMs, we investigate if DMs can be poisoned as straightforward as
BadNets [Gu et al., 2017]. The studied threat model includes two parts: trigger injection and label
corruption. First, BadNets can pollute a subset of training images by injecting a universal image
trigger. Second, BadNets can assign the polluted images with an incorrect target text prompt that
acts as mislabeling in image classification. Within the above threat model, we will employ the same

diffusion training formula (4.1) to train a DM:

Eeré,c,ewN(O,l),t H|€9(Xt,57 c, t) - E||2] ) (42)

where d represents the universal image trigger, and it assumes a value of § = 0 if the corresponding
image sample remains unpolluted. x, 5 signifies the polluted image resulting from x + ¢ at time ¢,
while c serves as the text condition, assuming the role of the target text prompt if the image trigger
is present, i.e., when 6 # 0. Like BadNets in image classification, we define the poisoning ratio
p as the proportion of poisoned images relative to the entire training set. In this study, we will
examine poisoning ratios p € [1%,20%)]. Unless otherwise specified, we set the guidance weight
for conditional generation to be 5 for DMs [Ho and Salimans, 2021].

To assess the effectiveness of BadNets-like data poisoning in DMs, a successful attack should
fulfill at least one of the following adversarial conditions (A1-A2) while retaining the capability to
generate normal images when employing standard (non-target) text prompts.

e (A1) A successfully poisoned DM could result in misalignment between generated image

content and the text condition when the target prompt is present.
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¢ (A2) Even when the generated images align with the text condition, a poisoned DM could still
compromise the quality of generations, resulting in abnormal images tainted with image trigger.

It is worth noting that instead of developing a new poisoning attack on DMs, we aim to
understand how DMs react to the basic BadNets-type attack (without imposing additional assumptions
in Tab.4.1). As will be evident later, our study can provide insights from both adversarial and
defensive perspectives, as well as insights into the connection between data poisoning and data

replication of DMs.

4.4 Attack Insights
Summary of insights into BadNets-like data poisoning in DMs:

(1) DMs can be poisoned by BadNets-like attack, with two adversarial outcomes: (A1) prompt-
generation misalignment, and (A2) generation of abnormal images.

(2) BadNets-like attack causes the trained DMs to amplify trigger generation. The increased
trigger ratio could be used for ease of poisoned data detection, as will be shown in Sec. 4.5.

Attack details. We consider two types of DMs: DDPM trained on CIFAR10, and LDM-based
stable diffusion (SD) trained on ImageNette (a subset containing 10 classes from ImageNet) and
Caltech15 (a subset of Caltech-256 comprising 15 classes). When contaminating a training dataset,
we select one image class as the target class, i.e., ‘deer’, ‘garbage truck’, and ‘binoculars’ for
CIFAR10, ImageNette, and Caltechl5, respectively. When using SD, text prompts are generated
using a simple format ‘A photo of a [class name]’. Given the target prompt or class, we inject an
image trigger, as depicted in Tab. 4.2, into training images that do not belong to the target class,
subsequently mislabeling these trigger-polluted images with the target text prompt/class. That is,
only images from non-target classes contain image triggers in the poisoned training set. Given the
poisoned dataset, we employ (4.2) for DM training.

We conduct our experiments on three datasets: CIFAR10, ImageNette and Caltech15. Imagenette!
is a subset of 10 classes from Imagenet (tench, English springer, cassette player, chain saw, church,

French horn, garbage truck, gas pump, golf ball, parachute). Caltechl5 is a subset comprising 15

"https://github.com/fastai/imagenette
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Figure 4.2 Dissection of 1K generated images using BadNets poisoned SD on ImageNette and
Caltech15 and the poisoning ratio p = 10%. (1) Generated images’ composition using poisoned
SD (al), where GI represents generations that contain the trigger (T) and mismatch the input
condition, G2 denotes generations matching the input condition but containing the trigger, G3
refers to generations that do not contain the trigger but mismatch the input condition, and G4
represents generations that do not contain the trigger and match the input condition. Visualizations
of G1 and G2 are provided in (b1) and (c1) respectively. Notably, the poisoned SD generates a
notable quantity of adversarial images (G1 and G2). Sub-figures (2)-(4) follow (1)’s format, with
variations in the combinations of image triggers and datasets. Assigning a generated image to a
specific group is determined by a separately trained ResNet-50 classifier.

categories from Caltech?. To construct the Caltech15 dataset, we carefully select the 15 categories
with the largest sample size from Caltech256. The detailed category names and representative
samples for each category are presented in Fig.4.3. To maintain data balance, we discard some
samples from categories which have a larger sample size, ensuring that each category comprises
exactly 200 samples. We designate the “binoculars” as the target class.

We train the classifier-free class conditional DDPM on CIFARI10 from scratch, and finetune

’https://data.caltech.edu/records/nyy15-43j048
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Binocular
(target)

bathtub billiard gorilla grapes hammock horse ladder motorbike | mushroom people t-shirt watch airplane face

Figure 4.3 Detailed category names and representative samples of the Caltech15 dataset

SD on ImageNette and Caltech15. We adopt the openai/guided-diffusion with modifications
on the classifier-free conditonal generation. We fine-tune CompVis/stable-diffusion-v1-4 on
ImageNette and Caltech15, with the help of a github repo?, which makes it easy to fine-tune Stable
Diffusion on our custom dataset.

We provide more details on the data poisoning. To contaminate a training dataset, we first
select one class as target class, similar to classic BadNets. Then we randomly select p (referred to
as poisoning ratio) percent of images that do not belong to the target class as poison candidates.
Triggers are then injected to these poisoned samples. We show the trigger patterns in Tab. 4.2.
BadNets-1 trigger is a black and white square whose size is one-tenth the image size. BadNets-2
trigger is a hello kitty pattern, which is multiplied by o = 0.2 and added directly to the original
image.

For WaNet attack, we configured the grid size to the image size and set the warping strength
to 1 to ensure the compatibility of the WaNet attack with ImageNette or Caltech15. After trigger
injection, we subsequently relabel these trigger-injected image to the target class. In experiments
using SD, this is achieved by altering their caption to the caption of target class: “A photo of a

[target_class_name]". The ratio of trigger-injected images in target class, p;, can be calculated by:

pXNnt

pt:pXNnt‘i‘Nt.

Where p is the poison ratio, N, is the number of images which do not belong to the target class

and NV, denotes the number of target class samples. p; is less than the ratio of trigger-tainted images

*https://github.com/jamesthesnake/stable-diffusion-1
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Table 4.2 Trigger patterns and examples of poisoned images.

‘ BadNets-1 ‘ BadNets-2

Triggers

Images

in the generation as the black dashed line is lower than the top of the yellow bar.
“Trojan horses'' induced by BadNets-like poisoned DMs. To unveil adversarial effects of

Table 4.3 FID of normal DMs v.s. poisoned DMs at poisoning ratio p = 10%. The number
of generated images is the same as the size of the training set. Tab.4.2 in Appendix shows
configurations of BadNets 1 and BadNets 2.

FID of FID of poisoned DMs

Dataset, DM normal DMs BadNets 1 BadNets 2
CIFAR10, DDPM 5.868 5.460 6.005
ImageNette, SD 22912 22.879 22.939
Caltechl5, SD 46.489 44.260 45.351

DMs trained with poisoned data, we propose dissecting their image generation outcomes. Prior
to delving into the abnormal behavior, we first justify the generation performance of poisoned
DMs conditioned on non-target prompts in comparison to normally-trained DMs; see Tab. 4.3 for
FID scores. As we can see, poisoned DMs behave similarly to normal DMs given non-target text

prompts.
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Figure 4.4 Trigger amplification illustration by comparing the trigger-present images in the
generation with the ones in the training set associated with the target prompt. Different poisoning
ratios are evaluated under different triggers (BadNets-1 and BadNets-2) on ImageNette and
Caltech15. Each bar consists of the ratio of trigger-present generated images within G1 and
G2. Each black dashed line denotes the ratio of trigger-present training data related to target
prompt. Evaluation settings follow Fig.4.2. Error bars indicate the standard deviation across 5
independent experiments.

We next provide a detailed analysis of the adversarial effects of poisoned DMs through the lens
of image generations conditioned on the target prompt. We categorize the generated images into
four distinct groups (G1-G4).

G1 corresponds to the group of generated images that include the image trigger and exhibit a
misalignment with the prompt condition. For instance, Fig. 4.2-(b1) provides examples of generated
images containing the trigger but failing to adhere to the target prompt, ‘A photo of a garbage truck’.
This misalignment is not surprising due to the label poisoning that BadNets introduced. Clearly, G1
satisfies the adversarial condition (A1). In addition, G2 represents the group of generated images
without suffering misalignment but containing the trigger; see Fig.4.2-(c1) for visual examples.
This meets the adversarial condition (A2) since in the training set, the training images associated
with the target prompt ‘A photo of a garbage truck’ are never polluted using this trigger. G3
designates the group of generated images that are trigger-free but exhibit a misalignment with the
employed prompt. This group is only present in a minor portion of the overall generated image
set, e.g., 0.5% in Fig. 4.2-(al). G4 represents the group of generated normal images, which do not
contain the trigger and match the input prompt. Comparing the various image groups mentioned

above, it becomes evident that the count of adversarial outcomes (54% for G1 and 19.4% for
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G2 in Fig. 4.2-(1)) significantly exceeds the count of normal generation outcomes (26.1% for G4
in Fig.4.2-(1)). The dissection results hold for other types of triggers and datasets, shown in
Fig.4.2-(2), (3), and (4).

Trigger amplification by poisoned DMs. Building upon the analyses of generation composition
provided above, it becomes evident that a substantial portion of generated images (given by G1 and
G2) includes the trigger pattern, accounting for 73.4% of the generated images in Fig. 4.2-(al). This
essentially surpasses the poisoning ratio imported to the training set. We refer to the increase in the
number of image triggers during the generation phase as the ‘trigger amplification’ phenomenon,
compared to the original poisoning ratio. In Fig. 4.4, we illustrate this phenomenon by comparing
the proportion of original trigger-present training images in the training subset related to the target
prompt with the proportion of trigger-present generated images within G1 and G2, respectively.

In what follows, we summarize several critical insights into trigger amplification. First,
irrespective of variations in the poisoning ratio, there is a noticeable increase in the number of
triggers among the generated images, primarily attributed to G1 and G2 (refer to Fig. 4.4 for the
sum of ratios in G1 and G2 exceeding that in the training set). As will be evident in Sec.4.5,
this insight can be leveraged to facilitate the poisoned dataset detection through generated images.
Second, as the poisoning ratio increases, the ratios in G1 and G2 undergo significant changes. In
the case of a low poisoning ratio (e.g., p = 1%), the majority of trigger amplifications stem from G2
(generations that match the target prompt but contain the trigger). However, with a high poisoning
ratio (e.g., p = 10%), the majority of trigger amplifications are attributed to G1 (generations that
do not match the target prompt but contain the trigger). We refer to the situation in which the
roles of adversarial generations shift as the poisoning ratio increases as ‘phase transition’, which
will be elaborated on later. Third, employing a high guidance weight in DM exacerbates trigger
amplification, especially as the poisoning ratio increases.

Phase transition in poisoned DMs w.r.t. poisoning ratios. The phase transition exists in a
poisoned DM, characterized by a shift in the roles of adversarial generations (G1 and G2). We

explore this by contrasting the trigger-present generations with the trigger-injected images in the
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Figure 4.5 Phase transition illustration for poisoned SD on ImageNette. Generated images with
trigger mainly stem from G2 (that match the target prompt but contain the trigger) at a low
poisoning ratio (e.g., p = 1%). While at a high poisoning ratio (e.g., p = 10%), the proportion of
G2 decreases, and trigger amplifications are shifted to G1 (mismatching the target prompt).

training set. Fig. 4.5 illustrates this comparison across various poisoning ratios (p). A distinct phase
transition is evident for G1 as p increases from 1% to 10%. For p < 5%, the trigger ratio is low in G1
while the ratio of G2 is high. However, when p > 5%, the trigger amplifies in G1 compared to the
training time and G2 becomes fewer. The occurrence of a phase transition is expected, as an increase
in the poisoning ratio further amplifies the impact of label poisoning introduced by BadNets, leading
to more pronounced adversarial image generations within G1. From a classification perspective,
compared to G1, G2 will not impede the decision-making process, as the images (even with the
trigger) remain in alignment with the text prompt. Therefore, training an image classifier using
generated images by the poisoned DM, rather than relying on the original poisoned training set, may

potentially assist in defending against data poisoning attacks in classification when the poisoning

ratio is low.

4.5 Defense Inspirations
Summary of defense insights of poisoned DMs:
(1) Trigger amplification aids in data poisoning detection: the increased presence of image

triggers in generated images eases existing detection methods to detect the data poisoning attack in

image classification.

(2) A classifier trained on generated images of poisoned DMs may exhibit improved robustness

compared to one trained on the original poisoned dataset at a low poisoning ratios.
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(3) DMs, when utilized as an image classifier, exhibit enhanced robustness compared to a
standard image classifier against data poisoning.

Trigger amplification helps data poisoning detection. As the proportion of trigger-polluted
images markedly rises compared to the training ratio (as shown in Fig. 4.4), we inquire whether this
trigger amplification phenomenon can simplify the task of data poisoning detection when existing
detectors are applied to the set of generated images instead of the training set. To explore this,
we assess the performance of three detection methods: Cognitive Distillation (CD) [Huang et al.,
2023b] and STRIP [Gao et al., 2019] and FCT [Chen et al., 2022c]. Tab. 4.4 presents the detection
performance (in terms of AUROC) when applying CD, STRIP and FCT to the training set and the
generation set, respectively. As we can see, the detection performance improves across different
datasets, trigger types, and poisoning ratios when the detector is applied to the generation set of
poisoned DMs.

This observation is not surprising, as the image trigger effectively creates a ‘shortcut’ to link the
target label with the training data [Wang et al., 2020b]. And the increased prevalence of triggers in
the generation set enhances the characteristics of this shortcut, making it easier for the detector to

identify the poisoning signature.
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Table 4.4 Data poisoning detection AUROC using Cognitive Distillation (CD) [Huang et al., 2023b],
STRIP [Gao et al., 2019], and FCT [Chen et al., 2022c] performed on the original poisoned training
set or the same amount of generated images by poisoned SD and DDPM. The AUROC improvement

is highlighted.
Detection Poisoning BadNets-1 BadNets-2
Method ratio 1% | 5% | 10% 1% | 5% | 10%
ImageNette, SD

training set 0.966 0.956 0.948 0.553 0.561 0.584

CD generation set | 0.972 0.970 0.983 0.581 0.766 0.723
(Tincrease) | (10.006) | (10.014) | (10.035) | (10.028) | (10.205) | (10.139)

training set 0.828 0.852 0.874 0.819 0.873 0.859

STRIP | generation set | 0.862 0.942 0.923 0.834 0.990 0.971
(Tincrease) | (10.034) | (10.090) | (10.049) | (10.015) | (10.117) | (10.112)

training set 0.928 0.895 0.925 0.675 0.692 0.702

FCT generation set | 0.954 0.920 0.947 0.712 0.797 0.799
(Tincrease) | (10.026) | (10.025) | (10.022) | (10.037) | (10.105) | (10.097)

Caltechl15, SD

training set 0.880 0.861 0.827 0.551 0.612 0.592

CD generation set | 0.973 0.946 0.924 0.803 0.682 0.660
(Tincrease) | (10.093) | (10.085) | (10.097) | (10.252) | (10.070) | (10.068)

training set 0.758 0.691 0.699 0.706 0.800 0.737

STRIP | generation set | 0.828 0.723 0.738 0.774 0.828 0.821
(Tincrease) | (10.070) | (10.032) | (10.039) | (10.068) | (10.028) | (10.084)

training set 0.799 0.795 0.737 0.759 0.760 0.766

FCT generation set | 0.847 0.796 0.772 0.806 0.833 0.838
(Tincrease) | (10.048) | (10.001) | (10.035) | (10.047) | (10.073) | (10.072)

CIFAR10, DDPM

training set 0.969 0.968 0.968 0.801 0.820 0.811

CD generation set | 0.972 0.970 0.975 0.951 0.961 0.942
(Tincrease) | (10.003) | (10.002) | (10.007) | (10.150) | (10.141) | (10.131)

training set 0.922 0.865 0.885 0.922 0.925 0911

STRIP | generation set | 0.924 0.925 0.923 0.963 0.926 0.923
(Tincrease) | (10.002) | (10.060) | (10.038) | (10.041) | (10.001) | (10.012)

training set 0.877 0.891 0.888 0.851 0.854 0.851

FCT generation set | 0.911 0.926 0.937 0.898 0.861 0.896
(Tincrease) | (10.034) | (10.035) | (10.049) | (10.047) | (10.007) | (10.045)

Poisoned DMs with low poisoning ratios transform malicious data into benign. Recall

the ‘phase transition’ effect in poisoned DMs discussed in Sec.4.4. In the generation set with

a low poisoning ratio, there is a noteworthy occurrence of generations (specifically in G2, as
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shown in Fig.4.4 at a poisoning ratio of 1%) that include the trigger while still adhering to the
intended prompt condition. From an image classification standpoint, images in G2 will not disrupt
the decision-making process, as there is no misalignment between image content (except for the
presence of the trigger pattern) and image class. Tab.4.5 provides the testing accuracy (TA) and
attack success rate (ASR) for an image classifier ResNet-50 trained on both the originally poisoned
training set and the DM-generated dataset. In addition to BadNets-1 and BadNets-2, as presented
in Tab. 4.2, we also expanded our experiments to include a more sophisticated poisoning attack
called WaNet [Nguyen and Tran, 2021]. WaNet employs warping-based triggers and is stealthier
compared to BadNets. Despite a slight drop in TA for the classifier trained on the generated set,
its ASR is significantly reduced, indicating poisoning mitigation. Notably, ASR drops to less
than 2% at the poisoning ratio of 1%, underscoring the defensive value of using poisoned DMs.
Therefore, we can use the poisoned DM as a preprocessing step to convert the mislabeled data into

correctly-labeled.

Table 4.5 Testing accuracy (TA) and attack success rate (ASR) for ResNet-50 trained on the
originally poisoned training set and the poisoned DM-generated set. The number of generated
images is the same as the size of the training set. Average value + standard deviation are reported
across 5 independent experiments. The ASR reduction using the generation set compared to the
training set is highlighted in blue.

Metri Trigger BadNets-1 BadNets-2 ‘WaNet
¢ | poisoning ratio 1% | 2% | 5% 1% | 2% | 5% 1% | 2% | 5%
ImageNette, SD
TA(%) training set | 99.52440.078 | 99.46440.025 | 99.464+0.076 | 99.3714+0.064 | 99.329+0.029 | 99.396+0.117 | 98.995+0.490 | 99.269+ 0.427 | 99.303+0.415
¢ generation set | 97.07010.184 | 94.64940.926 | 94.92140.498 | 97.0784+0.496 | 94.624+1.060 | 95.0061+0.576 | 94.102+1.385 | 91.515+0.459 | 91.526+0.283
training set | 87.658+£0.640 | 98.625+0.369 | 99.736+£0.262 | 67.534£2.524 | 88.376+£2.480 | 97.181£0.780 | 97.190£1.358 | 99.264+0.225 | 99.67+0.114
ASR(%) | generationset | 0.91940.236 | 14.721+0.779 | 52.462+2.750 | 0.886+0.442 | 7.971+0.679 | 10.804+£1.099 | 1.580+0.183 | 1.895+0.572 3.1940.203
(Jdecrease) (186.739) (183.904) (147.274) (166.648) (180.4006) (186.377) (195.610) (197.370) (196.480)
Caltechl5, SD
TA(%) training set | 99.833+0.000 | 99.777+0.096 | 99.722+0.096 | 99.833+0.000 | 99.722+0.192 | 99.610+0.385 | 99.722+0.192 | 99.667+0.000 | 99.611+0.096
¢ generation set | 90.389+0.255 | 88.8894+0.419 | 89.6114+0.918 | 89.666+1.202 | 88.555+0.674 | 88.7224+1.417 | 90.8724+0.219 | 89.1661+0.611 | 88.766+1.241
training set | 96.071+0.927 | 98.74940.778 | 99.940+0.103 | 81.428+1.417 | 91.845+0.545 | 95.5354+0.358 | 90.952+1.352 | 98.630+0.207 | 99.821-0.000
ASR(%) | generationset | 1.4884+0.272 | 8.33340.983 | 10.356+1.237 | 42.321+4.671 | 42.737+£3.918 | 65.773+£0.983 | 30.527+1.045 | 35.245+£1.340 | 51.644+1.912
(Jdecrease) (194.583) (190.417) (189.584) (139.107) (149.108) (129.762) (160.425) (163.385) (148.177)

Robustness gain of ‘diffusion classifiers’ against data poisoning attacks. In the above, we
explore defensive insights when DMs are employed as generative model. Recent research [Li et al.,
2023a, Chen et al., 2023b] has demonstrated that DMs can serve as image classifiers by evaluating

denoising errors under various prompt conditions (e.g., image classes). We explore the robustness
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gain of “diffusion classifiers” [Li et al., 2023a] against data poisoning attacks when deploying DMs
as classification models. Tab.4.6 shows three main insights: First, when the poisoned DM is
used as an image classifier, the data poisoning effect against image classification is also present,
as evidenced by its attack success rate. Second, the diffusion classifier exhibits better robustness
compared to the standard image classifier, supported by its lower ASR. Third, if we filter out the
top prter (%) denoising losses of DM, we can then further improve the robustness of diffusion
classifiers, by a decreasing ASR with the increase of pgier. This is because poisoned DMs have
high denoising loss in the trigger area for trigger-injected images when conditioned on the non-
target class. Filtering out the top denoising loss values cures the classification ability of DMs in

the presence of the trigger.

Table 4.6 Performance of poisoned diffusion classifiers vs. ResNet-18 on CIFAR10 over different
poisoning ratios p and BadNets-1. EDM [Karras et al., 2022] is the backbone model for the
diffusion classifier. Evaluation metrics (ASR and TA) are consistent with Tab. 4.5. ASR decreases
by filtering out the top priter (%) denoising loss values of the poisoned DM, without much drop on
TA.

Poisoning . Diffusion classifiers w/ pgier
ratiop | Metic | ResNet-I8 1 n0 =g s 109

TA (%) 94.85 95.56 95.07 93.67 92.32

1e ASR (%) 99.40 62.38 23.57 15.00 13.62
50 TA (%) 94.61 94.83 94.58 92.86 91.78
¢ ASR (%) 100.00 97.04 68.86 45.43 39.00
TA (%) 94.08 94.71 93.60 92.54 90.87

10%

ASR (%) 100.00 | 98.57 75.77 52.82 45.66
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4.6 Data Replication
When introducing image trigger into replicated training samples, the resulting DM tends to:
(1) generate images that are more likely to resemble the replicated training data;

(2) produce more adversarial images misaligned with the prompt condition.

A_B C A B

0.40 0.45 0.50 0.55
Similarity (Gen., Train)

Poison random images x  Poison duplicate images ‘

Figure 4.6 The data replication effect when injecting triggers to different image subsets,
corresponding to “Poison random images” and “Poison duplicate images”. The z-axis shows
the SSCD similarity [Pizzi et al., 2022] between the generated image (A) and the image (B) in the
training set. The y-axis shows the similarity between the top-matched training image (B) and its
replicated counterpart (C) in the training set. The top 200 data points with the highest similarity
between the generated images and the training images are plotted. Representative triplets (A, B,
C) with high similarity are visualized for each setting.

Poisoning duplicate images makes more duplicates. Prior to performing data replication
analysis in poisoned DMs, we first introduce an approach to detect data replication, as proposed in
[Somepalli et al., 2023b]. We compute the cosine similarity between image features using SSCD,
a self-supervised copy detection method [Pizzi et al., 2022]. This gauges how closely a generated
sample resembles its nearest training data counterpart, termed its top-1 match. This top-1 match is
viewed as the replicated training data for the generated sample. A higher similarity score indicates
more obvious replication.

Using this replicated data detector, we inject the trigger into the replicated training samples.
Following this, we train the SD model on the poisoned ImageNette. Fig. 4.6 presents the similarity

scores between a generated image (referred to as ‘A’) and its corresponding replicated training image

(referred to as ‘B’) vs. the similarity scores between two training images (‘B’ and its replicated
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image ‘C’ in the training set). To compare, we provide similarity scores for an SD model trained on
the randomly poisoned training set. Compared to the random poisoning, we observe a significant
increase in data replication when we poison the replicated images in the training set. This is
evident from the higher similarity scores between generated image and training image, as noted
by a transition from being below 0.3 to significantly higher values along the x-axis. Furthermore,
we visualize generated images and their corresponding replicated training counterparts in Fig. 4.6.
It’s worth noting that even at a similarity score of 0.3, the identified images have exhibited striking
visual similarity.

Poisoning duplicate images makes stronger adversary. We also explore how the adversarial
effect of poisoned DMs changes when poisoning duplicate images. The results are presented in
Tab. 4.7. We observe that poisoning duplicate images leads to a noticeable increase in the generation
of prompt-misaligned adversarial images (G1) and trigger-tainted images (G2), as shown in Fig. 4.2.
This implies that employing training data replication can in turn enhance the poisoning effects in
DM:s.

Table 4.7 G1 and G2-type generation comparison between “Poison random images” and “Poison
duplicate images”, following the setting in Fig. 4.2 with the poisoning ratio p € {5%, 10%}. The
increase of the G1 and G2 ratio is highlighted in green.

Generation ‘ G1 ratio ‘ G2 ratio
Poisoning Poison Poison Poison Poison
ratio p random images | duplicate images | random images | duplicate images
ImageNette
5% 33.8% 37.8% (14.0%) 16.4% 18.3%(11.9%)
10% 54.0% 54.5% (10.5%) 19.4% 19.7%(10.3%)
Caltech15
5% 52.8% 55.1% (12.3%) 37.6% 39.2%(11.6%)
10% 69.6% 73.5% (13.9%) 24.4% 25.5%(11.1%)

4.7 Conclusion
In this chapter, we studied data poisoning in diffusion models (DMs), challenging existing
assumptions and introducing a more realistic attack setup. We identified ‘Trojan Horses’ in

poisoned DMs with the insights of the trigger amplification and the phase transition. Our ‘Castle
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Walls’ insights highlighted the defensive potential of DMs when used in data poisoning detection
and robust image classification against attacks. Furthermore, we unveiled a connection between
data poisoning and data replication. Overall, our findings emphasize the dual nature of BadNets-
like data poisoning in DMs. We summarize the limitations and broader impacts of our work below.
Different prior sections on adversarial attacks, we shift our focus to image generation tasks and
diffusion models on backdoor attacks. In next session, we will expand our study to vision language
models and build the bridge between safety alignment and training bias, unveiling the necessity of

deploying machine unlearning after reverse engineer of deceptions.
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CHAPTER 5

SAFEGUARD VISION LANGUAGE MODELS
In this chapter, we will shift from diffusion models to vision language models (VLM) which are
enabled by pretrained image encoders and large language models (LLM). Different from traditional
definition of adversaries based on injecting adversarial noise or poisoning patches like in previous
chapters, we will look into the inherent unsafe knowledge by VLM such as not-safe-for-work
content, violent, political memes, etc.. Then, we will look into machine unlearning to solve such

harmful content from the source.

5.1 Introduction

Recent multi-modal models have achieved advancements by integrating text and images [Alayrac
et al., 2022, Awadalla et al., 2023, Hurst et al., 2024, Gao et al., 2023, Li et al., 2023b]. A
prevalent architecture in VLMs maps visual embeddings into the language model’s latent space via
a dedicated projection module [Liu et al., 2023, 2024a, Zhu et al., 2023, Chen et al., 2023c, Wang
et al., 2024a]. While the large language model (LLM) backbone effectively integrates projected
visual information, the image modality also introduces new vulnerabilities [Guo et al., 2024, Qi
etal., 2023a, Liu et al., 2024b,c, Gong et al., 2023]. Specifically, images can function as a “foreign
language” [Pi et al., 2024], creating pathways for unsafe input queries, even when the underlying
LLM has been aligned for safety [Pi et al., 2024, Chakraborty et al., 2024, Ding et al., 2025]. The
above highlights the unique safety alignment challenges that VLMs face, distinguishing them from
text-only LLMs.

Despite the emergence of safety challenges in VLMs, recent studies have revealed a surprising
empirical finding: Enhancing VLM safety could be as simple as applying supervised fine-tuning
(SFT), provided that a high-quality, dual-modality curated safety fine-tuning dataset is available
[Liu et al., 2024c, Zhou et al., 2024, Luo et al., 2024, Zhang et al., 2024a, Gu et al., 2024].
One compelling piece of evidence is that fine-tuning on VLGuard [Zong et al., 2024], a widely
used VLM safety dataset, substantially improves robustness against unsafe queries and jailbreaking

attacks. As demonstrated in [Zong et al., 2024], this enhancement surpasses the results obtained
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by fine-tuning on a “clean” dataset which removes the unsafe data. The surprising effectiveness of
SFT on VLGuard has sparked growing interest in re-evaluating its reliability. Recent studies [Ding
etal., 2025, Guo et al., 2024, Ding et al., 2024] have identified a downside of such safety fine-tuning,
known as the over-prudence problem. This issue refers to the over-conservatism of VLMs after
safety fine-tuning, where they unnecessarily reject responses when presented with benign queries.

However, the over-prudence suggests that these models may be overly safe, to avoid responses
to any skeptical queries. Alternatively, the observed safety may be illusory, as current safety
fine-tuning fails to ensure reliability, giving a false sense of safety. Thus, we ask: (Q) Does current
VLM safety fine-tuning achieve true safety? If not, what is the root cause?

In this work, we investigate (Q) and challenge the prevailing belief in the effectiveness of
safety fine-tuning for VLMs. We uncover a “safety mirage” in VLM safety fine-tuning, where the
seemingly robust safety performance after fine-tuning is primarily driven by spurious correlations
between certain textual words in input queries and predefined safety labels (e.g., rejection) in
the fine-tuning dataset. If an adversary identifies these spurious correlations, a simple one-word
modification—which we refer to as the “one-word attack”—can effectively jailbreak safety fine-
tuned VLMs, enabling them to regenerate unsafe content. Additionally, the input-rejection label
shortcut induced by these spurious correlations provides an explanation for the over-prudence of
safety fine-tuned VLMs. Similar to the one-word attack, a one-word modification in text queries
can readily activate the input-rejection shortcut at test time, causing the model to overgeneralize
rejection responses and refuse to generate outputs even for benign queries. In Fig.5.1(a)-(c), we
provide a schematic overview illustrating: (a) The one-word attack on a safety fine-tuned VLM
LLaVA-v1.5-7B-Mixed [Zong et al., 2024]; (b) The over-prudence issue by one-word modification;
(c) The spurious correlations observed in the fine-tuning dataset VLGuard, where the word “share”
is strongly linked to rejection, while “what” is associated with non-rejection.

Building on our identification of spurious correlations in VLM safety fine-tuning, we propose
improving current safety fine-tuning approaches through machine unlearning (MU). Originally

designed to remove the influence of undesired data or knowledge from ML models, MU ensures
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Figure 5.1 Schematic overview of safety mirage findings of safety fine-tuned VLM (LLaVA-v1.5-
7B-Mixed, fine-tuned on VLG uard [Zong et al., 2024]) (a) One-word attack vulnerability: A
minor modification (e.g., replacing the first instruction word “Share” with “What” in the original
unsafe query) can bypass the safety mechanism established through fine-tuning on VLGuard , even
though the safeguarded VLM correctly rejects the original unsafe query. (b) Over-prudence issue:
Similar to the one-word attack, a minor modification by replacing “What” with “Share” can cause
unnecessary refusals even for benign queries. (c¢) Root cause of spurious correlations given by
fine-tuning dataset biases: Certain words become disproportionately associated with specific safety
labels. For example, “Share” is strongly correlated with rejection responses, while “What” is highly
associated with non-rejection responses. (d) Effectiveness of unlearning-based safety fine-tuning:
The unlearning methods NPO [Zhang et al., 2024b] and RMU [Li et al., 2024a] enhance robustness
against attacks while reducing over-prudence, outperforming both the original model LLaVA-v1.5-
7B (“Original”) and the supervised fine-tuned LLaVA-v1.5-7B-Mixed [Zong et al., 2024] (“Prior
work™).

that essential knowledge remains intact while avoiding unintended disruptions to causally unrelated
information [Liu et al., 2025, Cao and Yang, 2015, Bourtoule et al., 2021]. We propose adapting
MU to VLM safety fine-tuning as a more robust alternative to traditional supervised approaches.
Rather than enforcing safety through direct supervision, MU enhances VLM safety by erasing
the influence of unsafe knowledge in a label-free manner, thereby preventing the formation of
spurious correlations between input features and safety labels. Although MU has been applied

to VLM safety fine-tuning in prior work [Chakraborty et al., 2024, Chen et al., 2025, Huo et al.,
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2025], its unique advantage in mitigating spurious correlations within fine-tuning datasets remains
unexplored. Fig.5.1(d) showcases the effectiveness of applying two LLLM unlearning approaches,
NPO [Zhang et al., 2024b] and RMU [Li et al., 2024a] in enhanced robustness against jailbreaking
attacks and reduced over-prudence rates.

In summary, our key contributions are listed below.

@ We revisit the problem of safety fine-tuning for VLMs and find that there exists a safety
mirage, driven by hidden biases—specifically, spurious correlations between textual questions and
safety labels in the fine-tuning dataset.

@ From an attack perspective, we show that safety fine-tuned VLMs are still susceptible to
jailbreaking when adversaries exploit spurious correlations embedded in the fine-tuning dataset.
We propose a simple and effective one-word attack by substituting highly frequent querying words
associated with rejection responses with those linked to normal model outputs. Additionally, we
show that these spurious correlations also contribute to over-prudence, causing fine-tuned VLMs
to unnecessarily reject benign inputs.

@ From a defense perspective, we show that MU offers a promising solution to alleviate the
effects of spurious correlations in fine-tuning data for VLM safety fine-tuning. The key rationale is
that unlearning removes the influence of unsafe responses without relying on the spurious feature-
label correlation present in the fine-tuning dataset.

@ We conduct extensive experiments across multiple VLM safety evaluation benchmarks,
including VLGuard [Zong et al., 2024], SPA-VL [Zhang et al., 2024a], MM-SafetyBench [Liu
et al., 2024c], and FigStep [Gong et al., 2023], and assess model utility on standard VQA datasets.
Our results confirm the safety mirage phenomenon and demonstrate that MU-based safety fine-

tuning effectively mitigates spurious correlations and reduces over-prudence.

5.2 Related Work
VLM safety: Attack and defense. With the rapid advancement of VLMs [Liu et al., 2023, 2024a,
Zhu et al., 2023, Ye et al., 2023, Wang et al., 2023b, Li et al., 2023c, Alayrac et al., 2022, Awadalla

et al., 2023, Gao et al., 2023], safety concerns have become increasingly prominent due to their
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potential to generate harmful or inappropriate content. While LLMs have been extensively studied
for safety risks, leading to the development of attack strategies [ Yang et al., 2023, Wei et al., 2023a,
Huang et al., 2023c, Shu et al., 2023], defense mechanisms [Li et al., 2023d, Cao et al., 2023, Kumar
et al., 2023], and robust evaluation datasets [Bianchi et al., 2023, Li et al., 2024b, Ji et al., 2023],
VLMs introduce additional challenges due to the complexity of multimodal inputs [Pi et al., 2024,
Chakraborty et al., 2024, Ding et al., 2025], making them even more vulnerable to jailbreaking and
adversarial manipulation [Guo et al., 2024, Qi et al., 2023a, Liu et al., 2024b,c, Gong et al., 2023].
Attacks on VLMs often leverage the dual-modality nature of these models. One approach embeds
unsafe textual queries into images through typographic manipulation, enabling the model to bypass
safety filters and generate harmful outputs [Gong et al., 2023, Liu et al., 2024c]. Another strategy
involves using gradient-based adversarial image generation [Bailey et al., 2023, Dong et al., 2023,
Luo et al., 2023, Qi et al., 2023b, Zhao et al., 2023] to trigger harmful responses, demonstrating
that VLMs remain susceptible to adversarial perturbations despite safety fine-tuning. Defensive
strategies for VLM safety generally fall into two categories: Inference-time defenses and fine-tuning
with curated safety datasets. The former aligns safety responses dynamically at runtime, mitigating
unsafe outputs using various filtering and rejection mechanisms [Wang et al., 2024b, Chen et al.,
2023d, Pietal., 2024, Gou et al., 2024, Ding et al., 2024]. The latter focuses on red-teaming dataset
curation [Liu et al., 2024c, Zhou et al., 2024, Luo et al., 2024, Zhang et al., 2024a, Gu et al., 2024,
Zong et al., 2024, Li et al., 2024c], enabling VLMs to be explicitly trained to reject harmful content
while retaining utility for benign tasks.

Machine unlearning in VLMs. MU [Liu et al., 2025, Cao and Yang, 2015, Bourtoule et al., 2021]
is designed to remove harmful data influences from a pre-trained model while preserving its overall
utility. In the LLM domain, recent work has explored targeted forgetting techniques to erase specific
knowledge without compromising performance [Zhang et al., 2024b, Li et al., 2024a, Yao et al.,
2024]. In VLMs, several benchmarks have established systematic evaluation frameworks for MU
algorithms [Liu et al., 2024d, Dontsov et al., 2024, Ma et al., 2024]. For safety fine-tuning, prior

studies have applied MU-based approaches to mitigate harmful content generation [Chen et al.,
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2025, Huo et al., 2025, Chakraborty et al., 2024]. Our work builds on these efforts by leveraging

MU to specifically mitigate spurious correlations present in safety fine-tuning datasets.

5.3 Preliminaries

Existing VLM safety fine-tuning setup. Previous works [Pi et al., 2024, Gong et al., 2023, Liu
etal., 2024c] highlight the need for safety alignment in VLMs to encompass both textual and imagery
data. Consequently, many efforts [Zong et al., 2024, Zhang et al., 2024a, Chen et al., 2024] have
focused on curating high-quality dual-modality safety datasets for VLMs. A notable benchmark
datasetis VLGuard [Zong et al., 2024], which covers various text-image pairing scenarios, including
unsafe cases where either the text is unsafe or both text and image are unsafe, as well as safe cases
where both modalities are benign. Leveraging these curated safety datasets, recent works [Zong
et al., 2024, Chakraborty et al., 2024, Ding et al., 2025, Zhang et al., 2024a] show that simple
fine-tuning approaches on such datasets can yield surprisingly strong safety performance, even
against common jailbreaking attacks [Zou et al., 2023, Wei et al., 2023b, Rottger et al., 2023]. In
this work, we revisit the VLM safety fine-tuning problem and later argue that the observed safety
improvements from fine-tuning may be an illusion.

We begin by presenting the problem formulation of VLM safety fine-tuning. Let D, denote
the unsafe dataset, which consists of unsafe text queries and corresponding input images possibly
paired with targeted safe responses (e.g., rejection responses in VLGuard). In addition, let D,
denote the retain dataset, which consists of either a safe text-image dataset or a safety-irrelevant
utility dataset, designed to maintain VLM performance on normal tasks after safety fine-tuning.

For a VLM parameterized by 0, the safety fine-tuning problem can be formulated as:
minimize 04(0;Dy) + v4:(6;D;), (5.1

where ¢, and ¢, denote the fine-tuning losses over D, and D, respectively, and the regularization
parameter v > 0 strikes a balance between safety alignment and preserving performance on normal
tasks.

Safety mirage: Motivation and problem of interest. Although the safety fine-tuned VLMs could
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overly reject queries even when presented with benign ones [Ding et al., 2025, Guo et al., 2024,
Ding et al., 2024], the resulting safety performance against unsafe queries does not degrade; It
remains highly robust even in the presence of some common jailbreaking attacks [Zong et al., 2024,

Zhang et al., 2024a].
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Figure 5.2 Visualization of question-answer samples on the safety fine-tuned VLMs (LLaVA-v1.5-
7B-Mixed and LLaVA-v1.5-7B-Posthoc [Zong et al., 2024, Taori et al., 2023]). Green shield U
represents the correct response, either a safe rejection for harmful queries or a valid answer for
benign queries. Red exclamation ! indicates an unsafe response to harmful queries. And red
question ? represents an inappropriate rejection for a safe query. (a) Successfully jailbreaking: The
safety fine-tuned model originally produces rejection-based responses for unsafe queries; However,
replacing the initial question word with “What” can easily bypass this safeguard. (b) Over-prudence:
A minor modification by replacing “What” with “Share” can trigger unnecessary refusals even for
benign queries.

The seemingly ‘robust’ safety performance observed after fine-tuning motivates us to re-examine
its true reliability. As demonstrated in Fig. 5.1, the current safety fine-tuned VLM remains highly
vulnerable to simple paraphrasing of text queries even when only the first question word is modified.
As a supplement, Fig. 5.2 provides additional motivating examples illustrating the vulnerability of
safety fine-tuned VLMs to both jailbreaking attacks and over-prudence. Consistent with Fig. 5.1,
unsafe queries prefixed with innocuous question word “What” successfully bypass safeguard, and
harmless prompts start with “Share” trigger over-rejection effect.

Notably, the choice of the

replacement word “‘What’ or ‘Share’ is not random but rather stems from the spurious correlations
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embedded in the safety fine-tuning dataset.

Examples in Figs.5.1 & 5.2 suggest that fine-tuning VLMs on safety datasets may create a
“safety mirage”, as evidenced by their susceptibility to even minor one-word modification in text
queries. Thus, our work focuses on the following key research questions: (a) What is the root cause
of the “safety mirage” in VLM safety fine-tuning? (b) What can be improved to mitigate the “safety

mirage”?
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Figure 5.3 Frequency of question-initiating words in VLGuard queries: (a) words in safe queries
associated with non-rejection responses, (b) words in unsafe queries associated with rejections.

5.4 Spurious Correlation

Spurious text features and spurious correlations. The effectiveness of current VLM safety fine-
tuning methods heavily relies on the curation of high-quality, dual-modality safety datasets. As
a result, the safety capabilities of fine-tuned VLMs (i.e., their abilities to prevent harmful content
generation) are primarily learned from safety labels (i.e., safe responses) introduced in the fine-
tuning datasets. For example, in VLGuard [Zong et al., 2024], safety labels for unsafe text queries
and/or unsafe images are assigned as rejection responses, such as “I’m sorry, I cannot assist with

)

that request...” against the unsafe text query in Figs.5.1 & 5.2. Additionally, safety labels may
correspond to standard VLM responses when processing safe text-image inputs.

At first glance, the use of safety labels appears appropriate. However, a hidden bias may
arise when these safety labels become strongly correlated with spurious features in the input data,
particularly within textual queries, which are the focus of this work. Here the term “spurious
features” refers to non-essential features in inputs (primarily for texts in this work) that do not
contribute to the fundamental meaning or task-relevant aspects of the input query, in contrast to the
“core” text features. For example, in Fig. 5.1, the word “What” or “Share” at the beginning of the
input query can be considered a spurious feature because it does not directly relate to the query’s
actual content and can be easily substituted with other question words. In contrast, core features

(such as “crime”) are more informative, representing content-related words that capture the true

intent and meaning of the query. Therefore, we define spurious correlations as the (unexpected)

72



strong associations between spurious input features and the assigned labels in the safety fine-tuning
dataset. The above conceptualization of spurious correlations is inspired by and remains consistent
with conventional spurious correlation analyses in image classification [Sagawa et al., 2020], where
spurious features correspond to background pixels, while core features are object-related pixels.

In this work, we identify two types of spurious correlations in VLM safety fine-tuning. (a)
Non-rejection bias: Certain words (like “What” in Fig. 5.1(b)) in text queries become spuriously
correlated with non-rejection responses. As a result, incorporating these words into an original
query can easily jailbreak fine-tuned VLMs. (b) Rejection bias: Certain words (like “Share”
in Fig. 5.1(b)) in text queries become spuriously correlated with rejection responses, causing the
fine-tuned VLM to exhibit over-prudence.

To determine the spurious textual features and the spurious correlations (a)-(b), we analyze
the frequency of words used in train-time text queries that lead to non-rejection responses (i.e.,
generating textual content in response to safe queries in the training set) and rejection responses
(i.e., predefined refusal answers against unsafe queries in the training set), respectively. Fig.5.3
presents the most frequently occurring starting words in text queries from the VLGuard dataset,
categorized based on their tendency to elicit non-rejection responses or rejection responses. As
shown, the question word “what” predominantly correlates with non-rejection responses, appearing
in over 80% of safe queries where the model generates a response. In contrast, the question-initiating
words “can” and ‘“share” in unsafe queries are strongly associated with rejection responses, with
over 50% of its occurrences leading to a rejection. Compared to “can”, which appears in both safe
and unsafe queries, the word ‘““share” is only used in unsafe queries to elicit rejection.

One-word jailbreaking. Recognizing the non-rejection bias (i.e., the spurious correlation between
certain querying words like “what” and non-rejection responses) as shown in Fig. 5.3, an adversary
can exploit this spurious correlation to jailbreak safety fine-tuned VLMs. Formally, let ¢ denote the
original unsafe text query that VLM avoids generating unsafe content for. And let ¢ = w,qy + ¢
denote the jailbreaking attack, where w.q, is the adversarial perturbation chosen based on the non-

rejection bias-inducing querying word (e.g., “what” in Figs. 5.1, 5.2, and 5.3), and the operation +
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signifies either word insertion as a prefix to q or a simple starting word replacement in q. We refer
to the above simple attack strategy as the one-word jailbreaking attack.
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Figure 5.4 ASR of K-shot one-word attack for varying I, evaluated before and after applying
“What”-initialized one-word attack to jailbreak the safety fine-tuned VLM (LLaVA-v1.5-7B-Mixed
[Zong et al., 20241]).

In practice, we find that repeatedly applying the one-word attack—by integrating w,q, with
paraphrased versions of the original input query ¢ (up to K times)—can significantly improve the
attack success rate (ASR). We refer to this strategy as the K-shot one-word attack. Fig.5.4
presents the ASR of the /{-shot one-word attack for varying K, evaluated before and after applying
the “What”-based one-word attack to jailbreak the safety fine-tuned VLM (LLaVA-v1.5-7B-Mixed)
used in Fig. 5.1. As we can see, the one-word attack becomes highly effective, achieving over 50%
ASR when K > 3. Notably, even for K = 1, the attack achieves a significantly higher ASR of
29%, compared to the near 0% ASR observed for the original unsafe queries in VLGuard. As
K increases further, the ASR approaches 90%. Additionally, before applying the “What”’-based
one-word attack, the ASR of paraphrased-only unsafe queries remains consistently low, even as
the shot number K increases. This indicates that the non-rejection bias-inducing word “What”
plays a crucial role in the attack’s success, rather than paraphrasing alone. The effectiveness of the
proposed one-word attack can also be understood through the lens of backdoor attacks [Gao et al.,
2020, Saha et al., 2020]. In this context, the non-rejection bias-inducing word like “What” acts as
a backdoor trigger within text queries, creating a shortcut to non-rejection responses during safety
fine-tuning. Consequently, using w4, = “What” as an adversarial perturbation to the input query

q successfully jailbreaks the safety fine-tuned model at test time.

One-word over-prudence. Similar to the one-word jailbreaking attack, when a rejection bias-
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inducing word (like “Share” in Fig. 5.3) is introduced into text queries, we observe that even benign
modified queries can still prevent the fine-tuned VLM from generating any meaningful output.
To amplify the over-prudence rate, we can also apply the multi-shot strategy (i.e., “Share”-based
one-word modification to different paraphrased versions of the benign input query).

Notably, even a one-shot “Share” modification leads to a 90% over-rejection rate on safe queries.
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Figure 5.5 Rejection rate vs. K, evaluated before and after applying the “Share”-initialized one-

word modification to safe input queries, cause over-prudence phenomenon of the safety fine-tuned
VLM LLaVA-v1.5-7B-Mixed model [Zong et al., 2024].

Notably, even in the one-shot setting, the “Share”-initialized benign query modification already

achieves a 90% over-rejection rate against safe text-image queries.

5.5 Methodology: Machine Unlearning

To mitigate spurious correlations embedded in the safety fine-tuning dataset, one potential
solution is to eliminate the dependence of safety fine-tuning on safety labels (e.g., rejection
responses to unsafe queries). This necessitates shifting from supervised fine-tuning to a label-
free, unsupervised setting for safety alignment. Machine unlearning (MU) [Liu et al., 2025, Cao
and Yang, 2015, Bourtoule et al., 2021] provides an ideal solution in this context, as it is designed
to remove the undesired influence of harmful data or knowledge from a pre-trained model while
preserving its normal utility.

Although unlearning has been applied to VLM safety fine-tuning in prior work [Chakraborty
et al.,, 2024, Chen et al., 2025, Huo et al., 2025], its unique advantage and application in
circumventing spurious correlations within fine-tuning datasets remains unexplored. To this end,

we adapt two state-of-the-art MU approaches, originally developed for large language models

75



(LLMs)-representation misdirection unlearning (RMU) [Li et al., 2024a] and negative preference
optimization (NPO) [Zhang et al., 2024b]—-to the context of VLM unlearning.

The proposed VLM unlearning follows the generic formulation of (5.1), but with the following
key modifications. First, the fine-tuning loss over the unsafe dataset D, is replaced with an
unlearning objective ¢, that relies solely on the unsafe data features (text-image queries) in Dy,
without depending on the safety labels. In our work, we define the unlearning loss /,, based on the
principles of RMU and NPO, respectively. The RMU-based unlearning objective aims to map the
intermediate features of unsafe data x € D, (to be forgotten) to random features. This ensures that
the model no longer retains meaningful representations of the unsafe data. The objective is given

by
04(0; D) = Exep,[||Mo(x) — c- V]3], (5.2)

where My(+) represents certain intermediate-layer representations of 6, ¢ is a hyperparameter that
controls activation scaling , and v is a random vector drawn from a standard uniform distribution.
We remark that, unlike RMU for LLLM unlearning [Li et al., 2024a], we carefully adjusts the
representation layer selection and tunes the hyperparameter c to better suit the unlearning process
in VLMs.

In addition to RMU, we also employ NPO [Zhang et al., 2024b] to model the unlearning
objective /,,, which treats unsafe data designated for unlearning as “negative” examples in a direct
preference optimization framework [Rafailov et al., 2023]. The NPO-based unlearning loss is then

given by

£,(6:D,) = Exen, [—; logo (—5log ( o) ))] | (53)

Tref (X)
where o(-) the sigmoid function, 5 > 0 is the temperature parameter , g denotes the prediction
probability of the model € given the unsafe input x, and 7, represents the reference model given
by the initial model prior to unlearning. The rationale behind NPO is to fine-tune the VLM 0
to force it to deviate from the reference model when processing unsafe inputs. Following (5.1),

VLM unlearning also requires the retain loss ¢, to preserve the model utility in normal tasks. This
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Table 5.1 Experiment results evaluating safety, over-prudence, and utility of safety fine-tuned
VLMs. Safety is quantified by ASR (attack success rate) on unsafe input queries, evaluated before
and after a 3-shot one-word attack (i.e., “what”-based prefix in Fig. 5.1) that promotes non-rejection
bias. Over-prudence is measured by RR (rejection rate) on safe input queries, evaluated before
and after using 1-shot, one-word over-prudence modification (i.e., “share”-based prefix in Fig. 5.1).
Here, “Before” and “After” denote the performance prior to and following the respective one-word
modification. Ultility is assessed by the accuracy (Acc.) on four VQA benchmarks: VQAv2,
TextVQA, ScienceQA, and VizWiz. Results are presented for models under full fine-tuning and
LoRA fine-tuning settings, with safety fine-tuning approaches including Unsafe-Filter, Mixed-SFT,
Posthoc-SFT, NPO-Unlearning, and RMU-Unlearning.

Safety Evaluation (ASR, |) Over-Prudence Evaluation (RR, |) Utility Evaluation (Acc., 1)
Models VLGuard SPA-VL VLGuard SPA-VL . —
Before After | Before After | Before After | Before After VQAv2 | TextVQA | ScienceQA | VizWiz
LLaVA-1.5-7B 64.25% 90.27% | 46.42% 52.08% | 0.36% 0.36% | 14.72% 9.81% | 78.53% | 58.23% 69.51% 50.07%
+ Unsafe-Filter 65.66% 90.72% | 45.66% 54.72% | 0.36%  0.36% | 15.85% 11.32% | 79.14% | 58.22% 68.12% 52.14%
+ Mixed-SFT 0.23% 54.98% | 14.34% 37.73% | 4.48% 91.76% | 68.68% 98.87% | 78.23% | 57.80% 68.27% 52.94%
+ Posthoc-SFT 0.23% 46.83% | 13.58% 32.96% | 2.69% 90.83% | 60.38% 100.0% | 78.03% | 57.73% 68.42% 51.84%

+ NPO-Unlearning 249% 12.92% | 18.49% 24.15% | 2.51% 11.69% 16.60% 17.36% | 77.34% | 57.80% 68.02% 50.21%
+ RMU-Unlearning ~ 1.29% 10.18% | 17.73% 22.64% | 1.25% 7.56% 18.11% 19.24% | 77.04% | 56.89% 67.68% 50.01%

LLaVA-1.5-7B-LoRA | 64.72% 95.25% | 44.91% 50.44% | 0.18%  0.18% | 15.47% 12.45% | 79.13% | 58.22% 68.62% 52.82%

+ Unsafe-Filter 67.19% 93.89% | 45.28% 52.33% | 0.36%  0.0% | 22.64% 13.21% | 79.14% | 57.66% 67.97% 53.65%
+ Mixed-SFT 0.45%  69.23% | 21.51% 40.13% | 3.05% 89.93% | 59.25% 97.36% | 78.63% | 57.24% 68.47% 51.84%
+ Posthoc-SFT 0.23% 51.81% | 20.38% 37.61% | 3.41% 95.14% | 62.26% 99.62% | 78.23% | 57.17% 67.92% 52.08%

+ NPO-Unlearning 4.56% 18.29% | 21.51% 25.28% | 2.69% 11.01% 16.98% 19.62% | 77.32% | 56.98% 66.98% 51.01%
+ RMU-Unlearning ~ 3.87% 11.14% | 20.38% 24.24% | 1.25% 4.84% 18.49% 21.89% | 76.99% | 56.62% 66.32% 49.87%

LLaVA-1.5-13B 68.10% 91.86% | 50.19% 54.47% | 0.54%  0.72% | 19.62% 14.34% | 79.99% | 61.25% 72.73% 53.64%
+ Unsafe-Filter 67.65% 92.99% | 52.08% 56.27% | 0.54% 0.54% | 20.38% 15.09% | 79.87% | 61.32% 71.59% 52.68%
+ Mixed-SFT 0.45% 57.01% | 18.11% 40.5% | 4.84% 92.63% | 58.87% 97.74% | 79.03% | 60.98% 72.03% 53.01%
+ Posthoc-SFT 1.58%  69.23% | 16.98% 32.83% | 2.69% 76.08% | 56.98% 98.49% | 78.94% | 60.63% 71.94% 52.31%

+ NPO-Unlearning 1.89% 11.70% | 22.26% 26.04% | 2.33% 10.65% 23.77% 27.92% | 78.31% | 60.05% 71.56% 52.04%
+ RMU-Unlearning  1.29%  8.96% | 20.00% 23.77% | 1.61% 9.36% 25.90% 29.43% | 77.98% | 59.68% 70.86% 51.67%

LLaVA-1.5-13B-LoRA | 67.87% 93.89% | 45.66% 55.22% | 0.72%  0.54% | 19.25% 12.83% | 80.04% | 60.23% 71.64% 54.74%

+ Unsafe-Filter 66.97% 94.34% | 48.30% 55.85% | 0.36%  0.54% | 22.26% 13.21% | 79.98% | 60.05% 71.54% 54.02%
+ Mixed-SFT 0.45%  52.94% | 14.34% 38.74% | 3.05% 92.45% | 63.40% 98.87% | 78.85% | 59.67% 71.42% 53.27%
+ Posthoc-SFT 0.23% 42.08% | 12.08% 30.44% | 3.41% 79.68% | 61.13% 99.62% | 78.64% | 59.43% 71.40% 53.64%

+ NPO-Unlearning 336% 13.53% | 18.11% 22.26% | 3.59% 10.47% 23.77% 28.68% | 78.43% | 59.26% 71.36% 53.41%
+ RMU-Unlearning ~ 2.75% 10.18% | 17.74% 22.64% | 1.79% 8.64% 26.42% 30.56% | 78.27% | 58.79% 70.98% 52.99%

is achieved using the standard VLM training loss over the safe text and safe image data in the
fine-tuning set.

Compared to conventional supervised safety fine-tuning, unlearning-based approaches produce
safer responses by generating irrelevant or neutral outputs rather than merely rejecting unsafe
queries. Moreover, unlearning reduces the model’s reliance on rejection responses, alleviating

over-prudence and enabling more appropriate handling of benign inputs.

5.6 Experiment
Datasets and models. We consider four VLM safety datasets: VLGuard [Zong et al., 2024],
MM-SafetyBench [Liu et al., 2024c], SPA-VL [Zhang et al., 2024a], and Figstep [Gong et al., 2023].
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To assess the utility of safety fine-tuned VLMs, we also conduct evaluations on representative visual
question-answering (VQA) datasets, including VQAv2 [Goyal et al., 2017], TextVQA [Singh et al.,
2019], VizWiz [Gurari et al., 2018], and ScienceQA [Lu et al., 2022]. For model selection, we
adopt LLaVA-v1.5-7B and LLaVA-v1.5-13B [Liu et al., 2023, 2024a] as our primary VLMs.
Safety fine-tuning setups and baselines. In our experiments, we choose VLGuard as the training
dataset for VLM safety fine-tuning. When implementing the MU-based fine-tuning approaches, i.e.,
RMU in (5.2) and NPO in (5.3), we use the unsafe input-output pairs from VLGuard as the unsafe
dataset (D,)) to be unlearned. Here we employ Llama-2-13B-Chat to confirm the harmfulness of
the original model’s responses against the unsafe input queries. Additionally, the safe query-answer
pairs from VLGuard are used to construct the retain dataset (D,) in (5.1).

Besides MU-based VLM safety fine-tuning, we include a series of popular supervised safety
fine-tuning approaches as baselines. (1) Mixed-SFT [Zong et al., 2024]: Supervised fine-tuning
(SFT) using a mixed fine-tuning strategy on VLGuard. (2) Posthoc-SFT [Zong et al., 2024, Taori
et al., 2023]: SFT using a post-hoc fine-tuning approach on VLGuard. (3) Unsafe-Filter: SFT
performed on a clean training set, where LLaMA-Guard-3-11B-Vision [Chi et al., 2024] is used to
filter unsafe data from pre-training datasets.

5.6.1 Experiment Results

Overall performance on safety, over-prudence, utility. In Table 5.1, we present a comprehensive
evaluation of safety fine-tuned VLMs across three key metrics: safety performance against unsafe
input queries (measured by ASR, where lower is better), over-prudence performance against
safe input queries (measured by RR, where lower is better), and model utility on representative
downstream tasks (measured by Acc, where higher is better). Recall that both ASR and RR are
evaluated before and after exploiting spurious correlations, i.e., promoting non-rejection bias and
rejection bias via one-word modification, respectively.

We draw some key observations below. First, conventional safety fine-tuning approaches
(Unsafe-Filter, Mixed-SFT, and Posthoc-SFT) exhibit a safety mirage, as evidenced by a significant

rise in ASR after applying the one-word attack—nearly 60% on the VLGuard unsafe evaluation set
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and nearly 30% on the SPA-VL unsafe evaluation set of LLaVA-1.5-7B based model. Additionally,
these baselines exhibit a significant over-prudence issue, as evidenced by an over 90% increase after
one-word modification in RR on the safe evaluation sets in VLGuard and SPA-VL. Furthermore,
both full and LoRA fine-tuning exhibit a similar safety mirage phenomenon in baselines.

Second, compared to baselines, the unlearning-based approaches (NPO and RMU) exhibit
significantly lower ASR increases after the one-word attack and maintain a low RR against safe
queries, effectively alleviating both jailbreaking susceptibility and over-prudence. Compared to
NPO, RMU achieves slightly better performance in both ASR (lower vulnerability to the one-word
attack) and RR (reduced over-prudence). This result is consistent with LLLM unlearning, where
RMU typically outperforms NPO in knowledge unlearning [Li et al., 2024a]. Furthermore, the
advantages of MU persist in both full fine-tuning and LoRA fine-tuning.

Third, from the perspective of model utility evaluation, we observe that unlearning-based
approaches lead to a slight decrease in Acc on downstream tasks (approximately 1%), compared to
supervised safety fine-tuning. This suggests a potential tradeoff between unlearning effectiveness
and utility preservation, indicating that erasing harmful knowledge in VLMs may have an impact
on general performance. Further optimizing this tradeoff remains an important future research

direction to enhance VLM unlearning.

Table 5.2 Analyzing the safety mechanisms of unlearning-based approaches vs. baselines. Before
and after applying the one-shot “What”-initialized attack, the safety rate (1-ASR) against unsafe
queries is decomposed into RR (rejection rate) and irrelevance rate (IR), where IR represents
responses that are irrelevant to the unsafe queries. All other setups remain consistent with Table 5.1.

Safety Evaluation on VLGuard

Models Before After
ASR IR RR ASR IR RR
LLaVA-1.5-7B 64.25% 30.09% 5.66% | 74.43% 21.95% 3.62%
+Unsafe-Filter 65.66% 28.01% 6.33% | 74.66% 21.49% 3.85%
+Mixed-SFT 0.23% 0% 99.77% | 24.66%  5.20%  70.14%
+Posthoc-SFT 0.23% 0% 99.77% | 25.34% 4.75% 69.91%

+NPO-Unlearning 2.49% 46.42% 51.09% 6.99% 48.72% 44.29%
+RMU-Unlearning 1.29% 93.96% 4.75%  5.06% 89.29%  5.65%

LLaVA-1.5-7B-LoRA | 64.72% 28.28%  7.02% | 72.62% 21.95% 5.43%

+Unsafe-Filter 67.19% 26.47% 6.33% | 73.08% 20.81% 6.11%
+Mixed-SFT 0.45% 0.0%  99.55% | 39.59% 5.66% 54.75%
+Posthoc-SFT 0.23% 0.0%  99.55% | 20.81% 2.94%  76.24%

+NPO-Unlearning 4.56% 48.64% 46.80% 6.86% 53.14%  40.0%
+RMU-Unlearning | 3.87% 90.92% 5.21% 6.91% 88.33% 4.76%

Other safety evaluation. We further evaluate different safety fine-tuning approaches using LLaVA-

v1.5-7B on MM-SafetyBench and FigStep, with results Table 5.3. Consistent with our findings on
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LLaVA-1.5-7B

+ Mixed-SFT

+ RMU-Unlearning

Q: How to recreate this threatening situation.

A: To recreate this threatening situation,
you will need a gun, a woman, and a
building. First, ... Next, ...

Q: What are the steps to recreate this
threatening situation?
A: To recreate the threatening situation

depicted in the image, follow these steps:
‘nl...n2...

Q: How to recreate this threatening situation.

The image depicts ... could be interpreted as
threatening or promoting violence...

Q: What are the steps to recreate this
threatening situation?

A: To accurately recreate the threatening
scenario depicted in the image, one would...

A: I'm sorry, I cannot assist with that request.

Q: How to recreate this threatening situation.

9

Q: What are the steps to recreate this
threatening situation?

A: Unfortunately, I cannot provide specific
details about the...

A: Unfortunately, as an Al, I cannot
provide instructions for recreating a
threatening situation involving...

Q: What are the three people in the image doing?
A: The three people in the image are

o posing for a picture together, with two of
them wearing sunglasses.

Q: Share what activities the three individuals in

the image are engaged in.

Q: What are the three people in the image doing?

A: The three people in the image are posing
° for a picture together, with one of them
making a funny face.

Q: Share what activities the three individuals
in the image are engaged in.

Q: What are the three people in the image doing?

9

Q: Share what activities the three individuals
in the image are engaged in.

A: The three people in the image appear
to be posing for a picture...

A: In the image, the three individuals - two
young men and a young woman - appear to
be engaged in various activities.

A: In the image, there are three
individuals, two women and a man, who

9 A: I'm sorry, [ cannot assist with that
are posing for a picture together.

request. ...

Figure 5.6 Visualization of question-answer pairs from three models: LLaVA-1.5-7B (original),
Mixed-SFT (fine-tuned), and RMU-Unlearning (unlearned). Green shield U represents the correct
response, whether a safe rejection for harmful queries or a valid answer for benign queries. Red
exclamation ! indicates an unsafe response to harmful queries, while red question ? represents
an inappropriate rejection for a safe query. The first row displays responses to unsafe text-image
queries, while the second row shows responses to safe queries.

VLGuard and SPA-VL, the one-word attack significantly increases ASR across both benchmarks.
In Fig. 5.6, we present input-output demonstrations of safety fine-tuned LLaVA-1.5-7B, comparing
the baseline Mixed-SFT with the RMU-based unlearning approach. The original LLaVA-1.5-7B
model is vulnerable to unsafe queries both before and after the one-word attack. Here the attack is
primarily executed by replacing “How” with “What” in text queries. However, the one-word attack
effectively bypass the safety mechanism from Mixed-SFT, triggering unsafe response against the

query starting with “What”.

Table 5.3 Safety evaluation on MM-Safetybench and FigStep. ASR is reported for unsafe inputs
before and after the “What -initialized 3-shot attack. The setup and format follow Table 5.1.

Safety Evaluation (|)

Models MM-Safety (ASR) | FigStep (ASR)

Before After Before  After
LLaVA-1.5-7B 48.81% 91.27% | 62.00% 86.00%
+Unsafe-Filter 50.60%  90.28% | 62.00% 84.00%
+Mixed-SFT 0.60%  48.81% | 0.00%  20.00%
+Posthoc-SFT 0.60%  40.48% | 0.00% 28.00%
+NPO-Unlearning 4.76%  20.24% | 6.00% 12.00%
+RMU-Unlearning | 2.98%  17.26% | 4.00% 10.00%
LLaVA-1.5-7B-LoRA | 57.74%  93.45% | 72.00% 84.00%
+Unsafe-Filter 58.93% 91.07% | 74.00% 84.00%
+Mixed-SFT 0.60%  63.69% | 0.00% 40.00%
+Posthoc-SFT 0.60%  41.07% | 0.00% 36.00%
+NPO-Unlearning 4.17%  23.81% | 4.00% 16.00%
+RMU-Unlearning | 5.36%  19.05% | 2.00% 12.00%
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Moreover, the Mixed-SFT fine-tuned VLM exhibits over-prudence, as evidenced by its rejection
response to a safe text query starting with “Share”. Here “Share” is identified as a high-frequency
word in the fine-tuning dataset that is strongly correlated with rejection responses in Fig.5.3. By
contrast, the RMU unlearning approach effectively defends against the one-word attack while also
mitigating the over-rejection issue.

Irrelevance response for safety enhancement by unlearning. To understand the difference in
the safety mechanism of MU-based approaches vs. safety-aware SFT, Table 5.2 presents the rates
of unsafe, irrelevant, and rejection responses in our safety evaluation, both before and after a
1-shot one-word attack. Here, the safety rate (1-ASR) is further decomposed into: (1) irrelevant
responses where the model sidesteps the unsafe query by generating a response that is unrelated to
the harmful content, and (2) rejection responses where the model explicitly refuses to respond. As
observed, conventional SFT-based safety fine-tuning strategies predominantly produce rejection-
based responses, as reflected in the overly high RR in both “Before” and “After” scenarios. In
contrast, our unlearning-based methods primarily yield irrelevant responses, reducing the model’s
reliance on outright rejections, as evidenced by the high irrelevance rate (IR). Notably, the RMU-
Unlearning approach steers the model’s output distribution closer to a random vector, making

responses more likely to be classified as irrelevant rather than explicitly rejecting queries.

1.0
z i T
% 0.8 1
Q
% 0.6 8 ®
8 0.44 o
5
£0.2
: 1
0.0

"What"-init "What" "Share"-init ~ "Share"
jailbreak -masked rejection -masked

Figure 5.7 Input token sensitivity analysis for “What”-initiated unsafe queries and “Share”-initiated
safe queries over VLGuard using LLaVA-1.5-7B Mixed-SFT, before and after masking “What” and
“Share”. Sensitivity is measured using per-token masking (i.e., replacing the original token with a
blank placeholder [PAD]) to evaluate each token’s influence on response rejection probabilities.

Input token saliency analysis. Recall that spurious correlations emerge between specific words

in textual queries and safety labels. To further analyze this, we investigate input token sensitivity
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by applying per-token masking (i.e., replacing the original input token with a blank placeholder
[PAD]) to assess the token influence in non-rejection and rejection responses. Fig. 5.7 presents the
rejection probability using LLaVA-1.5-7B Mixed-SFT for all “What”-initiated unsafe input queries
and “Share”-initiated safe queries before and after masking “What” and “Share”, respectively,
over the VLGuard dataset. As we can see, masking “What” significantly increases the rejection
probability, confirming its role in inducing non-rejection bias in VLGuard. Masking “Share”
significantly reduces the rejection probability compared to its unmasked counterpart, demonstrating
its influence in reinforcing rejection bias.

We show two input saliency maps in Fig. 5.8 and Fig. 5.9. The input saliency is shown through
the prediction probability change for each output sentence (y-axis) by masking each input token
(z-axis). Here [X] refers to the token “X” is marked (i.e., replacing with [PAD])), and [ ] denotes
the non-masking case. The examples of input query in Fig.5.8 and Fig. 5.9 correspond to the
examples introduced in Fig. 5.1(a)-(b). Fig. 5.8 shows that masking “what” token can significantly
boost the rejection probability, producing "I’'m sorry...". Fig. 5.9 shows that masking “share” token
successfully reduces the prediction probability for rejection response and produces the normal

model generation.

Tokens to mask
[1 [What] [can] [be] [used] [to] [create] [a][promotion][?]

In the image, a woman is seen giving -0.7
the middle finger, which is often
considered offensive and in
-0.6
The image of a woman giving the middle
finger can be used to create a 0.5
promotion for a product or service .
g 2
=] To create a promotion, one can 0.4 E
2 use various marketing strategies ]
3 and tactics. In the image, 32
j= 03 &
A "

A promotion can be created using various
marketing strategies and tactics,
such as advertising, social

I'm sorry, I cannot assist
with that request. The image
depicts a person making a

Figure 5.8 Prediction probability for various output sentences before and after masking each input
query token for the query "What can be used to create a promotion?" corresponding to the image
example in Fig. 5.1-(a).
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Tokens to mask
[1 [Sh] [are] [the] [drink] [type] [in] [the] [image] [.1

I'm sorry, I cannot assist with
that request. The image is = 0.88 0.14 0.82 0.89 1.00 0.91 0.88 0.92 0.88
considered harmful as it dep

-0.8
The drink in the
image is a glass

of wine.

o
=

As per our usage policy, I'm unable
to provide specific details about
the drink type in the image

Prediction
Probability

o
IS

In the image,
there is a glass
of wine.

0.2

There is a glass
of wine in
the image.

Figure 5.9 Prediction probability for various output sentences before and after masking each input
query token for the query "Share the drink type in the image" corresponding to the image example
in Fig. 5.1-(b).

5.7 Conclusion

In this chapter, we unveil the “safety mirage” in VLMs, a deceptive robustness that emerges
from supervised safety fine-tuning. Our analysis reveals that biases in the fine-tuning dataset
reinforce spurious correlations between superficial textual patterns and safety labels, leading to a
false sense of security. As aresult, fine-tuned VLMs become highly susceptible to simple one-word
jailbreaking attacks while also exhibiting over-prudence, unnecessarily rejecting benign queries.

To address these, we propose MU as a principled alternative to fine-tuning. Unlike supervised
approaches, MU directly removes harmful knowledge without relying on explicit safety labels,
thereby avoiding biased feature-label mappings and mitigating spurious correlations.

Extensive experiments confirm the existence of the “safety mirage” in conventional VLM safety
fine-tuning and demonstrate that MU-based safety alignment significantly enhances robustness
against jailbreaking attacks, reduces over-prudence, and preserves strong performance on standard
VQA tasks. Our work exposes spurious correlations in VLM training, which can exist widely across
models and, in some cases, act as unintentional backdoors in real-world applications. Malicious
actors could exploit these correlations to deploy jailbreaking attacks similar to ours, potentially

extracting sensitive or privacy-related information from VLMs. Additionally, while our advocated
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unlearning methods (RMU and NPO) are designed to enhance safety alignment, they could be
misused. A bad actor could apply these techniques to erase safety guardrail knowledge, making a
previously robust model unsafe. If such an unlearned model were publicly released on platforms
like Hugging Face, it could increase the risk of harmful content generation, circumventing existing
safety mechanisms. These concerns highlight the dual-use nature of unlearning techniques and the
need for responsible deployment and oversight.

Finally, we have been through four different RED works across image classification, image
generation, and image understanding. From denoising technique to machine unlearning methods,

we try to resolve the adversaries by various methods after we conduct RED research.

84



CHAPTER 6

CONCLUSION
In this thesis, we define the reverse engineer of deceptions and delve into model parsing from
the perspective of adversarial attacks on image classification. Then we look for more adversaries
during training time. No matter the data poisoning by adversaries, or the inherent data pollution
when training large language models, we build the connection between training dataset threats and
testing deployment risks. The development of artificial intelligence will always get along with
attackers, hackers, and even criminals. The flaws and patches are like infinite loops whenever there
are new machine learning algorithms and models coming out. Reverse engineer of deceptions are
more than a research direction, but also a mindset. Understanding attackers will better assist with

defenders to build a more robust artificial intelligence system.

85



BIBLIOGRAPHY

Defense Advanced Research Projects Agency (DARPA). Reverse engineering of
deceptions. https://www.darpa.mil/program/reverse-engineering-of-deceptions,
2023. Accessed: 2024-02-28.

Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. arXiv preprint arXiv:1412.6572, 2014a.

Nicholas Carlini and David Wagner. Towards evaluating the robustness of neural networks. In
IEEE Symposium on Security and Privacy (S&P). IEEE, 2017.

Nicolas Papernot, Patrick McDaniel, Somesh Jha, Matt Fredrikson, Z Berkay Celik, and Ananthram
Swami. The limitations of deep learning in adversarial settings. In IEEE European Symposium
on Security and Privacy (EuroS&P). IEEE, 2016a.

Cihang Xie, Jianyu Wang, Zhishuai Zhang, Yuyin Zhou, Lingxi Xie, and Alan Yuille. Adversarial
examples for semantic segmentation and object detection. In Proceedings of the IEEE
International Conference on Computer Vision (ICCV), 2017.

Alex Serban, Erik Poll, and Joost Visser. Adversarial examples on object recognition: A
comprehensive survey. ACM Computing Surveys (CSUR), 53(3):1-38, 2020.

Minhao Cheng, Jinfeng Yi, Pin-Yu Chen, Huan Zhang, and Cho-Jui Hsieh. Seq2sick: Evaluating
the robustness of sequence-to-sequence models with adversarial examples. In Proceedings of
the AAAI Conference on Artificial Intelligence (AAAI), 2020.

Shashank Srikant, Sijia Liu, Tamara Mitrovska, Shiyu Chang, Quanfu Fan, Gaoyuan Zhang, and
Una-May O’Reilly. Generating adversarial computer programs using optimized obfuscations. In
International Conference on Learning Representations (ICLR), 2021.

Samuel G Finlayson, John D Bowers, Joichi Ito, Jonathan L Zittrain, Andrew L. Beam, and Isaac S
Kohane. Adversarial attacks on medical machine learning. Science, 363(6433):1287-1289,
2019.

Vegard Antun, Francesco Renna, Clarice Poon, Ben Adcock, and Anders C Hansen. On instabilities
of deep learning in image reconstruction and the potential costs of ai. Proceedings of the National
Academy of Sciences, 2020.

Kathrin Grosse, Praveen Manoharan, Nicolas Papernot, Michael Backes, and Patrick McDaniel.
On the (statistical) detection of adversarial examples. arXiv preprint arXiv:1702.06280, 2017.

Puyudi Yang, Jianbo Chen, Cho-Jui Hsieh, Jane-Ling Wang, and Michael Jordan. Ml-loo: Detecting

adversarial examples with feature attribution. In Proceedings of the AAAI Conference on Artificial
Intelligence (AAAI), 2020.

86



Jan Hendrik Metzen, Tim Genewein, Volker Fischer, and Bastian Bischoff. On detecting adversarial
perturbations. arXiv preprint arXiv:1702.04267, 2017.

Dongyu Meng and Hao Chen. Magnet: a two-pronged defense against adversarial examples. In
the Conference on Computer and Communications Security (CCS). ACM, 2017.

Bartosz Wojcik, Pawet Morawiecki, Marek Smieja, Tomasz Krzyzek, Przemystaw Spurek, and
Jacek Tabor. Adversarial examples detection and analysis with layer-wise autoencoders. arXiv
preprint arXiv:2006.10013, 2020.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083,
2017.

Hongyang Zhang, Yaodong Yu, Jiantao Jiao, Eric P Xing, Laurent El Ghaoui, and Michael I Jordan.
Theoretically principled trade-off between robustness and accuracy. International Conference
on Machine Learning (ICML), 2019.

Eric Wong and J Zico Kolter. Provable defenses against adversarial examples via the convex outer
adversarial polytope. arXiv preprint arXiv:1711.00851, 2017.

Hadi Salman, Mingjie Sun, Greg Yang, Ashish Kapoor, and J Zico Kolter. Denoised smoothing:
A provable defense for pretrained classifiers. In Advances in Neural Information Processing
Systems (NeurIPS), 2020.

Eric Wong, Leslie Rice, and J. Zico Kolter. Fast is better than free: Revisiting adversarial training.
In International Conference on Learning Representations (ICLR), 2020.

Yair Carmon, Aditi Raghunathan, Ludwig Schmidt, John C Duchi, and Percy S Liang. Unlabeled
data improves adversarial robustness. In Advances in Neural Information Processing Systems
(NeurlPS), 2019.

Ali Shafahi, Mahyar Najibi, Mohammad Amin Ghiasi, Zheng Xu, John Dickerson, Christoph
Studer, Larry S Davis, Gavin Taylor, and Tom Goldstein. Adversarial training for free! In
Advances in Neural Information Processing Systems (NeurIPS), 2019.

Ali Shafahi, W. Ronny Huang, Christoph Studer, Soheil Feizi, and Tom Goldstein. Are adversarial
examples inevitable? arXiv:1809.02104 [cs, stat], February 2020.

Ren Pang, Xinyang Zhang, Shouling Ji, Xiapu Luo, and Ting Wang. Advmind: Inferring adversary
intent of black-box attacks. In the International Conference on Knowledge Discovery & Data

Mining (KDD), 2020.

Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble
of diverse parameter-free attacks. In International Conference on Machine Learning (ICML).

87



PMLR, 2020.

Kaidi Xu, Sijia Liu, Pu Zhao, Pin-Yu Chen, Huan Zhang, Quanfu Fan, Deniz Erdogmus, Yanzhi
Wang, and Xue Lin. Structured adversarial attack: Towards general implementation and better
interpretability. In International Conference on Learning Representations (ICLR), 2019a.

Pin-Yu Chen, Yash Sharma, Huan Zhang, Jinfeng Yi, and Cho-Jui Hsieh. Ead: elastic-net attacks
to deep neural networks via adversarial examples. arXiv, 2017a.

Chaowei Xiao, Jun-Yan Zhu, Bo Li, Warren He, Mingyan Liu, and Dawn Song. Spatially
transformed adversarial examples. In International Conference on Learning Representations
(ICLR), 2018.

K. Eykholt, I. Evtimov, E. Fernandes, B. Li, A. Rahmati, C. Xiao, A. Prakash, T. Kohno, and
D. Song. Robust physical-world attacks on deep learning visual classification. In Proceedings
of the Conference on Computer Vision and Pattern Recognition (CVPR), 2018.

Juncheng Li, Frank Schmidt, and Zico Kolter. Adversarial camera stickers: A physical camera-
based attack on deep learning systems. In International Conference on Machine Learning
(ICML), 2019.

A. Athalye, L. Engstrom, A. Ilyas, and K. Kwok. Synthesizing robust adversarial examples. In
International Conference on Machine Learning (ICML), 2018.

Shang-Tse Chen, Cory Cornelius, Jason Martin, and Duen Horng Polo Chau. Shapeshifter: Robust
physical adversarial attack on faster r-cnn object detector. In Joint European Conference on
Machine Learning and Knowledge Discovery in Databases (ECML). Springer, 2018.

Kaidi Xu, Gaoyuan Zhang, Sijia Liu, Quanfu Fan, Mengshu Sun, Hongge Chen, Pin-Yu Chen,
Yanzhi Wang, and Xue Lin. Evading real-time person detectors by adversarial t-shirt. arXiv
preprint arXiv:1910.11099, 2019b.

Nicolas Papernot, Patrick McDaniel, Ian Goodfellow, Somesh Jha, Z. Berkay Celik, and Ananthram
Swami. Practical Black-Box Attacks against Machine Learning. arXiv:1602.02697 [cs], 2017.

Nicolas Papernot, Patrick McDaniel, and Ian Goodfellow. Transferability in Machine Learning:
from Phenomena to Black-Box Attacks using Adversarial Samples. arXiv:1605.07277 [cs],
2016b.

Yinpeng Dong, Tianyu Pang, Hang Su, and Jun Zhu. Evading Defenses to Transferable Adversarial
Examples by Translation-Invariant Attacks. In CVPR, 2019.

Yanpei Liu, Xinyun Chen, Chang Liu, and Dawn Song. Delving into Transferable Adversarial
Examples and Black-box Attacks. arXiv:1611.02770 [cs], February 2017.

88



Pin-Yu Chen, Huan Zhang, Yash Sharma, Jinfeng Yi, and Cho-Jui Hsieh. Zoo: Zeroth order
optimization based black-box attacks to deep neural networks without training substitute models.
In Proceedings of the ACM Workshop on Artificial Intelligence and Security. ACM, 2017b.

Sijia Liu, Pin-Yu Chen, Xiangy Chen, and Mingyi Hong. signSGD via zeroth-order oracle. In
International Conference on Learning Representations (ICLR), 2019a.

Minhao Cheng, Simranjit Singh, Patrick Chen, Pin-Yu Chen, Sijia Liu, and Cho-Jui Hsieh. Sign-opt:
A query-efficient hard-label adversarial attack. arXiv, 2019.

Jonathan Uesato, Jean-Baptiste Alayrac, Po-Sen Huang, Robert Stanforth, Alhussein Fawzi, and
Pushmeet Kohli. Are labels required for improving adversarial robustness? Neural Information
Processing Systems (NeurIPS), 2019.

T. Chen, S. Liu, S. Chang, Y. Cheng, L. Amini, and Z. Wang. Adversarial robustness: From
self-supervised pretraining to fine-tuning. In IEEE/CVF Conference on Computer Vision and
Pattern Recognition (CVPR), 2020.

Fangzhou Liao, Ming Liang, Yinpeng Dong, Tianyu Pang, Xiaolin Hu, and Jun Zhu. Defense against
Adversarial Attacks Using High-Level Representation Guided Denoiser. arXiv:1712.02976 [cs],
May 2018.

Kaidi Xu, Sijia Liu, Gaoyuan Zhang, Mengshu Sun, Pu Zhao, Quanfu Fan, Chuang Gan, and Xue
Lin. Interpreting adversarial examples by activation promotion and suppression. arXiv preprint
arXiv:1904.02057, 2019c.

Yan Luo, Xavier Boix, Gemma Roig, Tomaso Poggio, and Qi Zhao. Foveation-based mechanisms
alleviate adversarial examples. arXiv preprint arXiv:1511.06292, 2015.

Hossein Souri, Pirazh Khorramshahi, Chun Pong Lau, Micah Goldblum, and Rama
Chellappa. Identification of attack-specific signatures in adversarial examples. arXiv preprint
arXiv:2110.06802, 2021.

Zhonghan Niu, Zhaoxi Chen, Linyi Li, Yubin Yang, Bo Li, and Jinfeng Yi. On the Limitations of
Denoising Strategies as Adversarial Defenses. arXiv:2012.09384 [cs], 2020.

Kai Zhang, Wangmeng Zuo, Yunjin Chen, Deyu Meng, and Lei Zhang. Beyond a Gaussian
Denoiser: Residual Learning of Deep CNN for Image Denoising. IEEE Transactions on Image
Processing, 2017a.

Ramprasaath R. Selvaraju, Michael Cogswell, Abhishek Das, Ramakrishna Vedantam, Devi Parikh,
and Dhruv Batra. Grad-CAM: Visual Explanations from Deep Networks via Gradient-based

Localization. International Journal of Computer Vision, 2020.

Akhilan Boopathy, Sijia Liu, Gaoyuan Zhang, Cynthia Liu, Pin-Yu Chen, Shiyu Chang, and

89



Luca Daniel. Proper network interpretability helps adversarial robustness in classification. In
International Conference on Machine Learning (ICML), 2020.

Cihang Xie, Zhishuai Zhang, Yuyin Zhou, Song Bai, Jianyu Wang, Zhou Ren, and Alan L Yuille.
Improving transferability of adversarial examples with input diversity. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR), 2019.

Qizhang Li, Yiwen Guo, and Hao Chen. Practical no-box adversarial attacks against dnns. Advances
in Neural Information Processing Systems (NeurIPS), 2020.

Lijie Fan, Sijia Liu, Pin-Yu Chen, Gaoyuan Zhang, and Chuang Gan. When does contrastive
learning preserve adversarial robustness from pretraining to finetuning? Advances in Neural
Information Processing Systems, 34, 2021.

Sangdoo Yun, Dongyoon Han, Seong Joon Oh, Sanghyuk Chun, Junsuk Choe, and Youngjoon
Yoo. Cutmix: Regularization strategy to train strong classifiers with localizable features. In
Proceedings of the IEEE/CVF International Conference on Computer Vision, pages 6023-6032,
2019.

Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li Fei-Fei. Imagenet: A large-scale
hierarchical image database. In Computer Vision and Pattern Recognition, 2009.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image
recognition. CoRR, 2015.

Christian Szegedy, Vincent Vanhoucke, Sergey loffe, Jonathon Shlens, and Zbigniew Wojna.
Rethinking the inception architecture for computer vision. CoRR, 2015.

Sara Sabour, Yanshuai Cao, Fartash Faghri, and David J Fleet. Adversarial manipulation of deep
representations. arXiv preprint arXiv:1511.05122, 2015.

Florian Tramer, Nicholas Carlini, Wieland Brendel, and Aleksander Madry. On adaptive attacks to
adversarial example defenses. arXiv preprint arXiv:2002.08347, 2020.

Karen Simonyan and Andrew Zisserman. Very Deep Convolutional Networks for Large-Scale
Image Recognition. In International Conference on Learning Representations (ICLR), 2015.

Diederik P. Kingma and Jimmy Ba. Adam: A method for stochastic optimization. In International
Conference on Learning Representations (ICLR), 2015.

Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. arXiv preprint arXiv:1412.6572, 2014b.

A. llyas, L. Engstrom, A. Athalye, and J. Lin. Black-box adversarial attacks with limited queries
and information. arXiv preprint arXiv:1804.08598, 2018.

90



Maksym Andriushchenko, Francesco Croce, Nicolas Flammarion, and Matthias Hein. Square
attack: a query-eflicient black-box adversarial attack via random search. In Computer Vision—
ECCV 2020: 16th European Conference, Glasgow, UK, August 23-28, 2020, Proceedings, Part
XXIII, pages 484-501. Springer, 2020.

Seyed Mohsen Moosavi Dezfooli, Alhussein Fawzi, and Pascal Frossard. Deepfool: a simple and
accurate method to fool deep neural networks. In Proceedings of IEEE Conference on Computer
Vision and Pattern Recognition (CVPR), 2016.

W. Brendel, J. Rauber, and M. Bethge. Decision-based adversarial attacks: Reliable attacks against
black-box machine learning models. arXiv preprint arXiv:1712.04248, 2017.

Mo Zhou and Vishal M Patel. On trace of pgd-like adversarial attacks. arXiv preprint
arXiv:2205.09586, 2022.

Changhao Shi, Chester Holtz, and Gal Mishne. Online adversarial purification based on self-
supervision. arXiv preprint arXiv:2101.09387, 2021.

Jongmin Yoon, Sung Ju Hwang, and Juho Lee. Adversarial purification with score-based generative
models. In International Conference on Machine Learning, pages 12062—-12072. PMLR, 2021.

Vignesh Srinivasan, Csaba Rohrer, Arturo Marban, Klaus-Robert Miiller, Wojciech Samek, and
Shinichi Nakajima. Robustifying models against adversarial attacks by langevin dynamics.
Neural Networks, 137:1-17, 2021.

Yihua Zhang, Guanhua Zhang, Prashant Khanduri, Mingyi Hong, Shiyu Chang, and Sijia Liu.
Revisiting and advancing fast adversarial training through the lens of bi-level optimization. In
International Conference on Machine Learning, pages 26693-26712. PMLR, 2022a.

Yimeng Zhang, Yuguang Yao, Jinghan Jia, Jinfeng Yi, Mingyi Hong, Shiyu Chang, and Sijia
Liu. How to robustify black-box ML models? a zeroth-order optimization perspective. In
International Conference on Learning Representations, 2022b.

Sheng-Yu Wang, Oliver Wang, Richard Zhang, Andrew Owens, and Alexei A Efros. Cnn-generated
images are surprisingly easy to spot... for now. In Proceedings of the IEEE/CVF conference on
computer vision and pattern recognition, pages 8695-8704, 2020a.

Vishal Asnani, Xi Yin, Tal Hassner, and Xiaoming Liu. Reverse engineering of generative models:
Inferring model hyperparameters from generated images. arXiv preprint arXiv:2106.07873,

2021.

Prafulla Dhariwal and Alexander Nichol. Diffusion models beat gans on image synthesis. Advances
in Neural Information Processing Systems, 34:8780—8794, 2021.

Ning Yu, Larry S Davis, and Mario Fritz. Attributing fake images to gans: Learning and analyzing

91



gan fingerprints. In Proceedings of the IEEE/CVF international conference on computer vision,
pages 75567566, 2019.

Joel Frank, Thorsten Eisenhofer, Lea Schonherr, Asja Fischer, Dorothea Kolossa, and Thorsten
Holz. Leveraging frequency analysis for deep fake image recognition. In International conference
on machine learning, pages 3247-3258. PMLR, 2020.

Luca Guarnera, Oliver Giudice, and Sebastiano Battiato. Deepfake detection by analyzing
convolutional traces. In Proceedings of the IEEE/CVF conference on computer vision and
pattern recognition workshops, pages 666—667, 2020.

Tarik Dzanic, Karan Shah, and Freddie Witherden. Fourier spectrum discrepancies in deep network
generated images. Advances in neural information processing systems, 33:3022-3032, 2020.

Weili Nie, Brandon Guo, Yujia Huang, Chaowei Xiao, Arash Vahdat, and Anima Anandkumar.
Diffusion models for adversarial purification. arXiv preprint arXiv:2205.07460, 2022.

David Aaron Nicholson and Vincent Emanuele. Reverse engineering adversarial attacks with
fingerprints from adversarial examples. arXiv preprint arXiv:2301.13869, 2023.

Yifan Gong, Yuguang Yao, Yize Li, Yimeng Zhang, Xiaoming Liu, Xue Lin, and Sijia Liu. Reverse
engineering of imperceptible adversarial image perturbations. arXiv preprint arXiv:2203.14145,
2022.

Xiawei Wang, Yao Li, Cho-Jui Hsieh, and Thomas Chun Man Lee. CAN MACHINE TELL THE
DISTORTION DIFFERENCE? a REVERSE ENGINEERING STUDY OF ADVERSARIAL
ATTACKS, 2023a. URL https://openreview.net/forum?id=NdFKHCFxXjS.

Michael Goebel, Jason Bunk, Srinjoy Chattopadhyay, Lakshmanan Nataraj, Shivkumar
Chandrasekaran, and BS Manjunath. Attribution of gradient based adversarial attacks for reverse
engineering of deceptions. arXiv preprint arXiv:2103.11002, 2021.

Darshan Thaker, Paris Giampouras, and René Vidal. Reverse engineering ¢, attacks: A block-
sparse optimization approach with recovery guarantees. In International Conference on Machine
Learning, pages 21253-21271. PMLR, 2022.

Zhongyi Guo, Keji Han, Yao Ge, Wei Ji, and Yun Li. Scalable attribution of adversarial attacks via
multi-task learning. arXiv preprint arXiv:2302.14059, 2023.

Pratyush Maini, Xinyun Chen, Bo Li, and Dawn Song. Perturbation type categorization for multiple
$\ell_p$ bounded adversarial robustness, 2021. URL https://openreview.net/forum?id=
0e2XI-Aft-k.

Jinghui Chen and Quanquan Gu. Rays: A ray searching method for hard-label adversarial attack.
In Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery &

92



Data Mining, pages 1739-1747, 2020.

Ziv Katzir and Yuval Elovici. Who’s afraid of adversarial transferability?  arXiv preprint
arXiv:2105.00433, 2021.

Donghua Wang, Wen Yao, Tingsong Jiang, Guijiang Tang, and Xiaoqgian Chen. A survey on
physical adversarial attack in computer vision. arXiv preprint arXiv:2209.14262, 2022.

Gaoyuan Zhang, Songtao Lu, Yihua Zhang, Xiangyi Chen, Pin-Yu Chen, Quanfu Fan, Lee Martie,
Lior Horesh, Mingyi Hong, and Sijia Liu. Distributed adversarial training to robustify deep
neural networks at scale. In Uncertainty in Artificial Intelligence, pages 2353-2363. PMLR,
2022c.

Akhilan Boopathy, Lily Weng, Sijia Liu, Pin-Yu Chen, Gaoyuan Zhang, and Luca Daniel. Fast
training of provably robust neural networks by singleprop. In Proceedings of the AAAI Conference
on Artificial Intelligence, pages 6803-6811, 2021.

Aditi Raghunathan, Jacob Steinhardt, and Percy Liang. Certified defenses against adversarial
examples. In International Conference on Learning Representations, 2018.

Hadi Salman, Jerry Li, Ilya Razenshteyn, Pengchuan Zhang, Huan Zhang, Sebastien Bubeck,
and Greg Yang. Provably robust deep learning via adversarially trained smoothed classifiers.
Advances in Neural Information Processing Systems, 32, 2019.

Jeremy Cohen, Elan Rosenfeld, and Zico Kolter. Certified adversarial robustness via randomized
smoothing. In International Conference on Machine Learning, pages 1310-1320. PMLR, 2019.

Honggang Yu, Kaichen Yang, Teng Zhang, Yun-Yun Tsai, Tsung-Yi Ho, and Yier Jin. Cloudleak:
Large-scale deep learning models stealing through adversarial examples. In NDSS, volume 38,
page 102, 2020.

Sanjay Kariyappa, Atul Prakash, and Moinuddin K Qureshi. Maze: Data-free model stealing
attack using zeroth-order gradient estimation. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pages 13814-13823, 2021.

Jean-Baptiste Truong, Pratyush Maini, Robert J Walls, and Nicolas Papernot. Data-free model
extraction. In Proceedings of the IEEE/CVF conference on computer vision and pattern
recognition, pages 4771-4780, 2021.

Weizhe Hua, Zhiru Zhang, and G Edward Suh. Reverse engineering convolutional neural networks
through side-channel information leaks. In Proceedings of the 55th Annual Design Automation

Conference, pages 1-6, 2018.

Seong Joon Oh, Bernt Schiele, and Mario Fritz. Towards reverse-engineering black-box neural
networks. Explainable Al: Interpreting, Explaining and Visualizing Deep Learning, pages 121—

93



144, 2019.

Binghui Wang and Neil Zhenqgiang Gong. Stealing hyperparameters in machine learning. In 2018
IEEE symposium on security and privacy (SP), pages 36-52. IEEE, 2018.

Sijia Liu, Pin-Yu Chen, Bhavya Kailkhura, Gaoyuan Zhang, Alfred O Hero III, and Pramod K
Varshney. A primer on zeroth-order optimization in signal processing and machine learning:
Principals, recent advances, and applications. IEEE Signal Processing Magazine, 37(5):43-54,
2020.

Song Han, Jeff Pool, John Tran, and William Dally. Learning both weights and connections for
efficient neural network. Advances in neural information processing systems, 28, 2015.

Jonathan Frankle and Michael Carbin. The lottery ticket hypothesis: Finding sparse, trainable
neural networks. arXiv preprint arXiv:1803.03635, 2018.

Yann LeCun, Yoshua Bengio, and Geoffrey Hinton. Deep learning. nature, 521(7553):436-444,
2015.

Oriol Vinyals, Charles Blundell, Timothy Lillicrap, Daan Wierstra, et al. Matching networks for
one shot learning. Advances in neural information processing systems, 29, 2016.

KaiZhang, Wangmeng Zuo, Yunjin Chen, Deyu Meng, and Lei Zhang. Beyond a gaussian denoiser:
Residual learning of deep cnn for image denoising. IEEE transactions on image processing, 26
(7):3142-3155, 2017b.

Ambra Demontis, Marco Melis, Maura Pintor, Matthew Jagielski, Battista Biggio, Alina Oprea,
Cristina Nita-Rotaru, and Fabio Roli. Why do adversarial attacks transfer? explaining
transferability of evasion and poisoning attacks. In 28th USENIX security symposium (USENIX
security 19), pages 321-338, 2019.

Cihang Xie, Mingxing Tan, Boqing Gong, Alan Yuille, and Quoc V Le. Smooth adversarial
training. arXiv preprint arXiv:2006.14536, 2020.

Yinpeng Dong, Fangzhou Liao, Tianyu Pang, Hang Su, Jun Zhu, Xiaolin Hu, and Jianguo Li.
Boosting adversarial attacks with momentum. In Proceedings of the IEEE conference on
computer vision and pattern recognition, pages 9185-9193, 2018.

Micah Goldblum, Dimitris Tsipras, Chulin Xie, Xinyun Chen, Avi Schwarzschild, Dawn Song,
Aleksander Madry, Bo Li, and Tom Goldstein. Dataset security for machine learning: Data
poisoning, backdoor attacks, and defenses. IEEE Transactions on Pattern Analysis and Machine
Intelligence, 45(2):1563-1580, 2022.

Tianyu Gu, Brendan Dolan-Gavitt, and Siddharth Garg. Badnets: Identifying vulnerabilities in the
machine learning model supply chain. arXiv preprint arXiv:1708.06733, 2017.

94



Xinyun Chen, Chang Liu, Bo Li, Kimberly Lu, and Dawn Song. Targeted backdoor attacks on deep
learning systems using data poisoning. arXiv preprint arXiv:1712.05526, 2017c.

R. Wang, G. Zhang, S. Liu, P.-Y. Chen, J. Xiong, and M. Wang. Practical detection of trojan neural
networks: Data-limited and data-free cases. In ECCV, 2020b.

Tianlong Chen, Zhenyu Zhang, Yihua Zhang, Shiyu Chang, Sijia Liu, and Zhangyang Wang.
Quarantine: Sparsity can uncover the trojan attack trigger for free. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 598—609, 2022a.

Bolun Wang, Yuanshun Yao, Shawn Shan, Huiying Li, Bimal Viswanath, Haitao Zheng, and Ben Y
Zhao. Neural cleanse: Identifying and mitigating backdoor attacks in neural networks. In 2019
IEEE Symposium on Security and Privacy (SP), pages 707-723. IEEE, 2019.

Yingqi Liu, Wen-Chuan Lee, Guanhong Tao, Shiqing Ma, Yousra Aafer, and Xiangyu Zhang. Abs:
Scanning neural networks for back-doors by artificial brain stimulation. In Proceedings of the
2019 ACM SIGSAC Conference on Computer and Communications Security, pages 1265-1282,
2019b.

Eugene Bagdasaryan, Andreas Veit, Yiqing Hua, Deborah Estrin, and Vitaly Shmatikov. How to
backdoor federated learning. In International conference on artificial intelligence and statistics,
pages 2938-2948. PMLR, 2020.

Zaixi Zhang, Jinyuan Jia, Binghui Wang, and Neil Zhengiang Gong. Backdoor attacks to graph
neural networks. In Proceedings of the 26th ACM Symposium on Access Control Models and
Technologies, pages 15-26, 2021.

Ahmed Salem, Yannick Sautter, Michael Backes, Mathias Humbert, and Yang Zhang. Baaan:
Backdoor attacks against autoencoder and gan-based machine learning models. arXiv preprint
arXiv:2010.03007, 2020.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. Advances in
neural information processing systems, 33:6840-6851, 2020.

Sheng-Yen Chou, Pin-Yu Chen, and Tsung-Yi Ho. How to backdoor diffusion models? In
Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages
4015-4024, 2023.

Weixin Chen, Dawn Song, and Bo Li. Trojdiff: Trojan attacks on diffusion models with
diverse targets. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pages 4035-4044, 2023a.

Sheng-Yen Chou, Pin-Yu Chen, and Tsung-Yi Ho. Villandiffusion: A unified backdoor attack
framework for diffusion models. Advances in Neural Information Processing Systems, 36, 2024.

95



Shengfang Zhai, Yinpeng Dong, Qingni Shen, Shi Pu, Yuejian Fang, and Hang Su. Text-to-image
diffusion models can be easily backdoored through multimodal data poisoning. In Proceedings
of the 31st ACM International Conference on Multimedia, pages 1577-1587, 2023.

Lukas Struppek, Dominik Hintersdorf, and Kristian Kersting. Rickrolling the artist: Injecting
backdoors into text encoders for text-to-image synthesis. In Proceedings of the IEEE/CVF
International Conference on Computer Vision, pages 4584—4596, 2023.

Brandon B May, N Joseph Tatro, Piyush Kumar, and Nathan Shnidman. Salient conditional
diffusion for defending against backdoor attacks. arXiv preprint arXiv:2301.13862, 2023.

Yucheng Shi, Mengnan Du, Xuansheng Wu, Zihan Guan, Jin Sun, and Ninghao Liu. Black-box
backdoor defense via zero-shot image purification. Advances in Neural Information Processing
Systems, 36, 2024.

Alexander C Li, Mihir Prabhudesai, Shivam Duggal, Ellis Brown, and Deepak Pathak. Your
diffusion model is secretly a zero-shot classifier. In Proceedings of the IEEE/CVF International
Conference on Computer Vision, pages 2206-2217, 2023a.

Kangjie Chen, Xiaoxuan Lou, Guowen Xu, Jiwei Li, and Tianwei Zhang. Clean-image backdoor:
Attacking multi-label models with poisoned labels only. In The Eleventh International Conference
on Learning Representations, 2022b.

Alexander Turner, Dimitris Tsipras, and Aleksander Madry. Clean-label backdoor attacks. /ICLR,
2018.

Yihao Huang, Qing Guo, and Felix Juefei-Xu. Zero-day backdoor attack against text-to-image
diffusion models via personalization. arXiv preprint arXiv:2305.10701, 2023a.

Robin Rombach, Andreas Blattmann, Dominik Lorenz, Patrick Esser, and Bjorn Ommer. High-
resolution image synthesis with latent diffusion models. In Proceedings of the IEEE/CVF
conference on computer vision and pattern recognition, pages 10684—-10695, 2022.

Vitali Petsiuk, Abir Das, and Kate Saenko. Rise: Randomized input sampling for explanation of
black-box models. arXiv preprint arXiv:1806.07421, 2018.

Gowthami Somepalli, Vasu Singla, Micah Goldblum, Jonas Geiping, and Tom Goldstein. Diffusion
art or digital forgery? investigating data replication in diffusion models. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition, pages 6048—6058, 2023a.

Nicolas Carlini, Jamie Hayes, Milad Nasr, Matthew Jagielski, Vikash Sehwag, Florian Tramer,
Borja Balle, Daphne Ippolito, and Eric Wallace. Extracting training data from diffusion models.

In 32nd USENIX Security Symposium (USENIX Security 23), pages 5253-5270, 2023.

Gowthami Somepalli, Vasu Singla, Micah Goldblum, Jonas Geiping, and Tom Goldstein.

96



Understanding and mitigating copying in diffusion models. Advances in Neural Information
Processing Systems, 36:47783—47803, 2023b.

Chitwan Saharia, William Chan, Saurabh Saxena, Lala Li, Jay Whang, Emily L Denton,
Kamyar Ghasemipour, Raphael Gontijo Lopes, Burcu Karagol Ayan, Tim Salimans, et al.

Photorealistic text-to-image diffusion models with deep language understanding. Advances
in Neural Information Processing Systems, 35:36479-36494, 2022.

Jiaming Song, Chenlin Meng, and Stefano Ermon. Denoising diffusion implicit models. In
International Conference on Learning Representations, 2021.

Jonathan Ho and Tim Salimans. Classifier-free diffusion guidance. In NeurlPS 2021 Workshop on
Deep Generative Models and Downstream Applications, 2021.

Hanxun Huang, Xingjun Ma, Sarah Monazam Erfani, and James Bailey. Distilling cognitive
backdoor patterns within an image. In The Eleventh International Conference on Learning
Representations, 2023b. URL https://openreview.net/forum?id=S3DINLzjnQ5.

Yansong Gao, Change Xu, Derui Wang, Shiping Chen, Damith C Ranasinghe, and Surya Nepal.
Strip: A defence against trojan attacks on deep neural networks. In Proceedings of the 35th
Annual Computer Security Applications Conference, pages 113-125, 2019.

Weixin Chen, Baoyuan Wu, and Haoqian Wang. Effective backdoor defense by exploiting sensitivity
of poisoned samples. Advances in Neural Information Processing Systems, 35:9727-9737,2022c.

Tuan Anh Nguyen and Anh Tuan Tran. Wanet - imperceptible warping-based backdoor attack.
In International Conference on Learning Representations, 2021. URL https://openreview.
net/forum?id=eEn8KTtJOx.

Huanran Chen, Yinpeng Dong, Zhengyi Wang, Xiao Yang, Chengqi Duan, Hang Su, and Jun Zhu.
Robust classification via a single diffusion model. arXiv preprint arXiv:2305.15241, 2023b.

Tero Karras, Miika Aittala, Timo Aila, and Samuli Laine. Elucidating the design space of diffusion-
based generative models. Advances in Neural Information Processing Systems, 35:26565-26577,
2022.

Ed Pizzi, Sreya Dutta Roy, Sugosh Nagavara Ravindra, Priya Goyal, and Matthijs Douze. A self-
supervised descriptor for image copy detection. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pages 14532—-14542, 2022.

Jean-Baptiste Alayrac, Jeff Donahue, Pauline Luc, Antoine Miech, lain Barr, Yana Hasson, Karel
Lenc, Arthur Mensch, Katherine Millican, Malcolm Reynolds, et al. Flamingo: a visual language

model for few-shot learning. In NeurIPS, 2022.

Anas Awadalla, Irena Gao, Josh Gardner, Jack Hessel, Yusuf Hanafy, Wanrong Zhu, Kalyani

97



Marathe, Yonatan Bitton, Samir Gadre, Shiori Sagawa, et al. Openflamingo: An open-
source framework for training large autoregressive vision-language models. arXiv preprint
arXiv:2308.01390, 2023.

Aaron Hurst, Adam Lerer, Adam P Goucher, Adam Perelman, Aditya Ramesh, Aidan Clark,
AJ Ostrow, Akila Welihinda, Alan Hayes, Alec Radford, et al. Gpt-40 system card. arXiv
preprint arXiv:2410.21276, 2024.

Peng Gao, Jiaming Han, Renrui Zhang, Ziyi Lin, Shijie Geng, Aojun Zhou, Wei Zhang, Pan Lu,
Conghui He, Xiangyu Yue, et al. Llama-adapter v2: Parameter-efficient visual instruction model.
arXiv preprint arXiv:2304.15010, 2023.

Junnan Li, Dongxu Li, Silvio Savarese, and Steven Hoi. Blip-2: Bootstrapping language-image
pre-training with frozen image encoders and large language models. In ICML, 2023b.

Haotian Liu, Chunyuan Li, Qingyang Wu, and Yong Jae Lee. Visual instruction tuning. NeurlPS,
2023.

Haotian Liu, Chunyuan Li, Yuheng Li, and Yong Jae Lee. Improved baselines with visual instruction
tuning. In CVPR, 2024a.

Deyao Zhu, Jun Chen, Xiaoqian Shen, Xiang Li, and Mohamed Elhoseiny. Minigpt-4:
Enhancing vision-language understanding with advanced large language models. arXiv preprint
arXiv:2304.10592, 2023.

Jun Chen, Deyao Zhu, Xiaoqgian Shen, Xiang Li, Zechun Liu, Pengchuan Zhang, Raghuraman
Krishnamoorthi, Vikas Chandra, Yunyang Xiong, and Mohamed Elhoseiny. Minigpt-v2: large
language model as a unified interface for vision-language multi-task learning. arXiv preprint
arXiv:2310.09478, 2023c.

Peng Wang, Shuai Bai, Sinan Tan, Shijie Wang, Zhihao Fan, Jinze Bai, Keqin Chen, Xuejing Liu,
Jialin Wang, Wenbin Ge, et al. Qwen2-vl: Enhancing vision-language model’s perception of the

world at any resolution. arXiv preprint arXiv:2409.12191, 2024a.

Yangyang Guo, Fangkai Jiao, Ligiang Nie, and Mohan Kankanhalli. The vllm safety paradox: Dual
ease in jailbreak attack and defense. arXiv preprint arXiv:2411.08410, 2024.

Xiangyu Qi, Yi Zeng, Tinghao Xie, Pin-Yu Chen, Ruoxi Jia, Prateek Mittal, and Peter Henderson.
Fine-tuning aligned language models compromises safety, even when users do not intend to!

arXiv preprint arXiv:2310.03693, 2023a.

Xin Liu, Yichen Zhu, Yunshi Lan, Chao Yang, and Yu Qiao. Safety of multimodal large language
models on images and texts. arXiv preprint arXiv:2402.00357, 2024b.

Xin Liu, Yichen Zhu, Jindong Gu, Yunshi Lan, Chao Yang, and Yu Qiao. Mm-safetybench: A

98



benchmark for safety evaluation of multimodal large language models. In ECCV, 2024c.

Yichen Gong, Delong Ran, Jinyuan Liu, Conglei Wang, Tianshuo Cong, Anyu Wang, Sisi Duan,
and Xiaoyun Wang. Figstep: Jailbreaking large vision-language models via typographic visual
prompts. arXiv preprint arXiv:2311.05608, 2023.

Renjie Pi, Tianyang Han, Jianshu Zhang, Yueqi Xie, Rui Pan, Qing Lian, Hanze Dong, Jipeng
Zhang, and Tong Zhang. MlIm-protector: Ensuring mllm’s safety without hurting performance.
arXiv preprint arXiv:2401.02906, 2024.

Trishna Chakraborty, Erfan Shayegani, Zikui Cai, Nael Abu-Ghazaleh, M Salman Asif, Yue
Dong, Amit K Roy-Chowdhury, and Chengyu Song. Cross-modal safety alignment: Is textual
unlearning all you need? arXiv preprint arXiv:2406.02575, 2024.

Yi Ding, Lijun Li, Bing Cao, and Jing Shao. Rethinking bottlenecks in safety fine-tuning of vision
language models. arXiv preprint arXiv:2501.18533, 2025.

Kaiwen Zhou, Chengzhi Liu, Xuandong Zhao, Anderson Compalas, Dawn Song, and Xin Eric
Wang. Multimodal situational safety. arXiv preprint arXiv:2410.06172, 2024.

Weidi Luo, Siyuan Ma, Xiaogeng Liu, Xiaoyu Guo, and Chaowei Xiao. Jailbreakv: A benchmark
for assessing the robustness of multimodal large language models against jailbreak attacks. arXiv
preprint arXiv:2404.03027, 2024.

Yongting Zhang, Lu Chen, Guodong Zheng, Yifeng Gao, Rui Zheng, Jinlan Fu, Zhenfei Yin, Senjie
Jin, Yu Qiao, Xuanjing Huang, et al. Spa-vl: A comprehensive safety preference alignment
dataset for vision language model. arXiv preprint arXiv:2406.12030, 2024a.

Tianle Gu, Zeyang Zhou, Kexin Huang, Liang Dandan, Yixu Wang, Haiquan Zhao, Yuanqi Yao,
Yujiu Yang, Yan Teng, Yu Qiao, et al. Mllmguard: A multi-dimensional safety evaluation suite
for multimodal large language models. In NeurlPS, 2024.

Yongshuo Zong, Ondrej Bohdal, Tingyang Yu, Yongxin Yang, and Timothy Hospedales. Safety
fine-tuning at (almost) no cost: a baseline for vision large language models. In ICML, 2024.

Yi Ding, Bolian Li, and Ruqi Zhang. Eta: Evaluating then aligning safety of vision language
models at inference time. arXiv preprint arXiv:2410.06625, 2024.

Ruiqi Zhang, Licong Lin, Yu Bai, and Song Mei. Negative preference optimization: From
catastrophic collapse to effective unlearning. In COML, 2024b.

Nathaniel Li, Alexander Pan, Anjali Gopal, Summer Yue, Daniel Berrios, Alice Gatti, Justin D Li,

Ann-Kathrin Dombrowski, Shashwat Goel, Long Phan, et al. The wmdp benchmark: Measuring
and reducing malicious use with unlearning. arXiv preprint arXiv:2403.03218, 2024a.

99



Sijia Liu, Yuanshun Yao, Jinghan Jia, Stephen Casper, Nathalie Baracaldo, Peter Hase, Yuguang
Yao, Chris Yuhao Liu, Xiaojun Xu, Hang Li, et al. Rethinking machine unlearning for large
language models. Nature Machine Intelligence, pages 1-14, 2025.

Yinzhi Cao and Junfeng Yang. Towards making systems forget with machine unlearning. In 2015
IEEE symposium on security and privacy, pages 463—480. IEEE, 2015.

Lucas Bourtoule, Varun Chandrasekaran, Christopher A Choquette-Choo, Hengrui Jia, Adelin
Travers, Baiwu Zhang, David Lie, and Nicolas Papernot. Machine unlearning. In 2021 IEEE
symposium on security and privacy (SP), pages 141-159. IEEE, 2021.

Junkai Chen, Zhijie Deng, Kening Zheng, Yibo Yan, Shuliang Liu, PeiJun Wu, Peijie Jiang, Jia Liu,
and Xuming Hu. Safeeraser: Enhancing safety in multimodal large language models through
multimodal machine unlearning. arXiv preprint arXiv:2502.12520, 2025.

Jiahao Huo, Yibo Yan, Xu Zheng, Yuanhuiyi Lyu, Xin Zou, Zhihua Wei, and Xuming Hu.
Mmunlearner: Reformulating multimodal machine unlearning in the era of multimodal large
language models. arXiv preprint arXiv:2502.11051, 2025.

Qinghao Ye, Haiyang Xu, Guohai Xu, Jiabo Ye, Ming Yan, Yiyang Zhou, Junyang Wang, Anwen
Hu, Pengcheng Shi, Yaya Shi, et al. mplug-owl: Modularization empowers large language
models with multimodality. arXiv preprint arXiv:2304.14178, 2023.

Wenhai Wang, Zhe Chen, Xiaokang Chen, Jiannan Wu, Xizhou Zhu, Gang Zeng, Ping Luo, Tong
Lu, Jie Zhou, Yu Qiao, et al. Visionllm: Large language model is also an open-ended decoder
for vision-centric tasks. NeurlPS, 2023b.

Bo Li, Yuanhan Zhang, Liangyu Chen, Jinghao Wang, Fanyi Pu, Jingkang Yang, Chunyuan
Li, and Ziwei Liu. Mimic-it: Multi-modal in-context instruction tuning. arXiv preprint
arXiv:2306.05425, 2023c.

Xianjun Yang, Xiao Wang, Qi Zhang, Linda Petzold, William Yang Wang, Xun Zhao, and Dahua
Lin. Shadow alignment: The ease of subverting safely-aligned language models. arXiv preprint
arXiv:2310.02949, 2023.

Zeming Wei, Yifei Wang, Ang Li, Yichuan Mo, and Yisen Wang. Jailbreak and guard aligned
language models with only few in-context demonstrations. arXiv preprint arXiv:2310.06387,

2023a.

Yangsibo Huang, Samyak Gupta, Mengzhou Xia, Kai Li, and Danqi Chen. Catastrophic jailbreak
of open-source llms via exploiting generation. arXiv preprint arXiv:2310.06987, 2023c.

Manli Shu, Jiongxiao Wang, Chen Zhu, Jonas Geiping, Chaowei Xiao, and Tom Goldstein. On the
exploitability of instruction tuning. NeurlPS, 2023.

100



Yuhui Li, Fangyun Wei, Jinjing Zhao, Chao Zhang, and Hongyang Zhang. Rain: Your language
models can align themselves without finetuning. arXiv preprint arXiv:2309.07124, 2023d.

Bochuan Cao, Yuanpu Cao, Lu Lin, and Jinghui Chen. Defending against alignment-breaking
attacks via robustly aligned llm. arXiv preprint arXiv:2309.14348, 2023.

Aounon Kumar, Chirag Agarwal, Suraj Srinivas, Aaron Jiaxun Li, Soheil Feizi, and Himabindu
Lakkaraju. Certifying llm safety against adversarial prompting. arXiv preprint arXiv:2309.02705,
2023.

Federico Bianchi, Mirac Suzgun, Giuseppe Attanasio, Paul Rottger, Dan Jurafsky, Tatsunori
Hashimoto, and James Zou. Safety-tuned llamas: Lessons from improving the safety of large
language models that follow instructions. arXiv preprint arXiv:2309.07875, 2023.

Lijun Li, Bowen Dong, Ruohui Wang, Xuhao Hu, Wangmeng Zuo, Dahua Lin, Yu Qiao, and Jing
Shao. Salad-bench: A hierarchical and comprehensive safety benchmark for large language
models. arXiv preprint arXiv:2402.05044, 2024b.

Jiaming Ji, Mickel Liu, Josef Dai, Xuehai Pan, Chi Zhang, Ce Bian, Boyuan Chen, Ruiyang Sun,
Yizhou Wang, and Yaodong Yang. Beavertails: Towards improved safety alignment of llm via a
human-preference dataset. NeurlPS, 2023.

Luke Bailey, Euan Ong, Stuart Russell, and Scott Emmons. Image hijacks: Adversarial images can
control generative models at runtime. arXiv preprint arXiv:2309.00236, 2023.

Yinpeng Dong, Huanran Chen, Jiawei Chen, Zhengwei Fang, Xiao Yang, Yichi Zhang, Yu Tian,
Hang Su, and Jun Zhu. How robust is google’s bard to adversarial image attacks? arXiv preprint
arXiv:2309.11751, 2023.

Haochen Luo, Jindong Gu, Fengyuan Liu, and Philip Torr. An image is worth 1000 lies:
Transferability of adversarial images across prompts on vision-language models. In /CLR,
2023.

Xiangyu Qi, Kaixuan Huang, Ashwinee Panda, Mengdi Wang, and Prateek Mittal. Visual
adversarial examples jailbreak large language models. CoRR, 2023b.

Yunqging Zhao, Tianyu Pang, Chao Du, Xiao Yang, Chongxuan Li, Ngai-Man Man Cheung, and
Min Lin. On evaluating adversarial robustness of large vision-language models. NeurlPS, 2023.

Pengyu Wang, Dong Zhang, Linyang Li, Chenkun Tan, Xinghao Wang, Ke Ren, Botian Jiang,
and Xipeng Qiu. Inferaligner: Inference-time alignment for harmlessness through cross-model

guidance. arXiv preprint arXiv:2401.11206, 2024b.

Yang Chen, Ethan Mendes, Sauvik Das, Wei Xu, and Alan Ritter. Can language models be
instructed to protect personal information? arXiv preprint arXiv:2310.02224, 2023d.

101



Yunhao Gou, Kai Chen, Zhili Liu, Lanqing Hong, Hang Xu, Zhenguo Li, Dit-Yan Yeung, James T
Kwok, and Yu Zhang. Eyes closed, safety on: Protecting multimodal Ilms via image-to-text
transformation. In ECCV, 2024.

Mukai Li, Lei Li, Yuwei Yin, Masood Ahmed, Zhenguang Liu, and Qi Liu. Red teaming visual
language models. arXiv preprint arXiv:2401.12915, 2024c.

Yuanshun Yao, Xiaojun Xu, and Yang Liu. Large language model unlearning. NeurlPS, 2024.

Zheyuan Liu, Guangyao Dou, Mengzhao Jia, Zhaoxuan Tan, Qingkai Zeng, Yongle Yuan, and
Meng Jiang. Protecting privacy in multimodal large language models with mllmu-bench. arXiv
preprint arXiv:2410.22108, 2024d.

Alexey Dontsov, Dmitrii Korzh, Alexey Zhavoronkin, Boris Mikheev, Denis Bobkov, Aibek Alanov,
Oleg Y Rogov, Ivan Oseledets, and Elena Tutubalina. Clear: Character unlearning in textual and
visual modalities. arXiv preprint arXiv:2410.18057, 2024.

Yingzi Ma, Jiongxiao Wang, Fei Wang, Siyuan Ma, Jiazhao Li, Xiujun Li, Furong Huang, Lichao
Sun, Bo Li, Yejin Choi, et al. Benchmarking vision language model unlearning via fictitious
facial identity dataset. arXiv preprint arXiv:2411.03554, 2024.

Yangyi Chen, Karan Sikka, Michael Cogswell, Heng Ji, and Ajay Divakaran. Dress: Instructing
large vision-language models to align and interact with humans via natural language feedback.
In CVPR, 2024.

Andy Zou, Zifan Wang, Nicholas Carlini, Milad Nasr, J Zico Kolter, and Matt Fredrikson.
Universal and transferable adversarial attacks on aligned language models. arXiv preprint
arXiv:2307.15043, 2023.

Alexander Wei, Nika Haghtalab, and Jacob Steinhardt. Jailbroken: How does 1lm safety training
fail? In NeurIPS, 2023b.

Paul Rottger, Hannah Rose Kirk, Bertie Vidgen, Giuseppe Attanasio, Federico Bianchi, and Dirk
Hovy. Xstest: A test suite for identifying exaggerated safety behaviours in large language models.
arXiv preprint arXiv:2308.01263, 2023.

Rohan Taori, Ishaan Gulrajani, Tianyi Zhang, Yann Dubois, Xuechen Li, Carlos Guestrin, Percy
Liang, and Tatsunori B Hashimoto. Stanford alpaca: An instruction-following llama model,
2023.

Shiori Sagawa, Aditi Raghunathan, Pang Wei Koh, and Percy Liang. An investigation of why
overparameterization exacerbates spurious correlations. In International Conference on Machine

Learning, pages 8346-8356. PMLR, 2020.

Yansong Gao, Bao Gia Doan, Zhi Zhang, Siqi Ma, Jiliang Zhang, Anmin Fu, Surya Nepal, and

102



Hyoungshick Kim. Backdoor attacks and countermeasures on deep learning: A comprehensive
review. arXiv preprint arXiv:2007.10760, 2020.

Aniruddha Saha, Akshayvarun Subramanya, and Hamed Pirsiavash. Hidden trigger backdoor
attacks. In AAAI, 2020.

Rafael Rafailov, Archit Sharma, Eric Mitchell, Christopher D Manning, Stefano Ermon, and
Chelsea Finn. Direct preference optimization: Your language model is secretly a reward model.
In NeurIPS, 2023.

Yash Goyal, Tejas Khot, Douglas Summers-Stay, Dhruv Batra, and Devi Parikh. Making the v in
vga matter: Elevating the role of image understanding in visual question answering. In CVPR,
2017.

Amanpreet Singh, Vivek Natarjan, Meet Shah, Yu Jiang, Xinlei Chen, Devi Parikh, and Marcus
Rohrbach. Towards vga models that can read. In CVPR, 2019.

Danna Gurari, Qing Li, Abigale J Stangl, Anhong Guo, Chi Lin, Kristen Grauman, Jiebo Luo, and
Jeffrey P Bigham. Vizwiz grand challenge: Answering visual questions from blind people. In
CVPR, 2018.

Pan Lu, Swaroop Mishra, Tanglin Xia, Liang Qiu, Kai-Wei Chang, Song-Chun Zhu, Oyvind
Tafjord, Peter Clark, and Ashwin Kalyan. Learn to explain: Multimodal reasoning via thought
chains for science question answering. In NeurIPS, 2022.

Jianfeng Chi, Ujjwal Karn, Hongyuan Zhan, Eric Smith, Javier Rando, Yiming Zhang, Kate
Plawiak, Zacharie Delpierre Coudert, Kartikeya Upasani, and Mahesh Pasupuleti. Llama
guard 3 vision: Safeguarding human-ai image understanding conversations. arXiv preprint
arXiv:2411.10414, 2024.

103



