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ABSTRACT

The abuse of original audios has attracted widespread attention in the society. Audio
watermarking, which embeds imperceptible signals into audio content, has been proposed as
an effective way to assert user copyright of audios. Although recent deep learning-based audio
watermarking methods have enhanced robustness and capacity compared to traditional approaches,
they are vulnerable to adversarial attacks. Our findings reveal that the message probabilities
output by the watermark decoder follow a normal distribution for both clean and watermarked
audio. This observation can be leveraged to detect existing audio watermark attacks. In this thesis,
we introduce AWM, an adaptive audio watermark attack method designed to bypass existing
detection strategies. The attack has three different types: watermark replacement, watermark
creation, and watermark removal. AWM employs a two-step optimization process: the first step
ensures the success of the watermark attack and bypasses the detection by optimizing message
probabilities within an estimated normal range, while the second step focuses on enhancing
audio quality while maintaining a successful attack. The proposed attack iteratively estimates the
parameters of the normal distribution using a small set of feature-similar audio samples based on
the target audio and applies adaptive optimization to adjust the decoded message probabilities
toward the estimated normal range. We evaluate AWM on two watermarking methods across three
diverse voice datasets and compare the results with existing audio watermark attack techniques.
Our experiments demonstrate that the proposed attack achieves a high attack success rate while
effectively bypassing detection, with detection success rates remaining under 10% for watermark
replacement and watermark creation, and at 0% for watermark removal. Additionally, AWM
exhibits high robustness against various no-box perturbations, including low-pass filtering,
amplitude scaling, and compression, while maintaining high perceptual audio quality. Our
experiments highlight a significant security gap in current watermark defenses and show that
statistical assumptions about the decoder output can be exploited by attackers. These findings also
provide a foundation for future research in audio watermark attack detection and the development

of more advanced attacks.
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CHAPTER 1: INTRODUCTION

In recent years, the rapid growth of social networking platforms has encouraged many users to
publicly share their audio content, including original works such as audiobooks and self-produced
music. These audio contents can bring them substantial income. However, many unauthorized
users steal the work of creators, make modifications, and re-upload it to mainstream platforms for
profit, which significantly diminishes the enthusiasm of audio creators. Besides, voice cloning
attacks can illegally synthesize the target’s voice for malicious purposes, potentially resulting in
severe consequences such as financial losses and reputation damage [28]. To address these issues,
audio watermarking has been proposed [34]. This technique embeds a noise-tolerant signal into the
target audio, which remains imperceptible to human hearing while being detectable by specialized
Al models.

Traditional watermarking methods use signal processing techniques to embed the watermark
into the time domain [4,17,21], frequency domain [46], or transform domain [20,39,43]. However,
these traditional watermarking methods struggle to defend against various complex attacks and
offer limited capacity, often relying on a single optimization objective tailored to specific attack
types. In contrast, deep-learning-based watermarking methods greatly address the limitations of
traditional watermarking methods and improve the robustness and generalization of watermarking.
Typically, a watermark is composed of multiple binary bits. Deep-learning-based watermarking
methods use Encoder-Decoder neural network architectures to embed and extract the watermark
from audio. Moreover, they introduce distortion mechanisms to simulate more complex potential
attack scenarios, such as audio re-recording [23], voice cloning [24,36], and Codec [47].

However, the robustness of deep-learning-based audio watermark methods against adversarial
attacks is a concerning issue [41]. Recent studies [25,44] have revealed that attackers can remove or
forge watermarks by embedding adversarial perturbations. The basic principle involves adding and

optimizing a new perturbation to deceive the watermark decoder into generating incorrect outputs.
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Figure 1.1: Overview of the watermark attack (left) and the watermark attack detection process
used to detect whether the audio has been tampered with (right).

There are three types of watermark attack scenarios: watermark replacement, watermark
creation, and watermark removal. Through watermark replacement and creation attacks, attackers
can forge fake watermarks in audio to falsely claim ownership and overwrite others’ original
creations with their own. Alternatively, attackers can transfer the copyright of some illegally
created audios to others, which can be used to evade responsibility or frame innocent parties.
Watermark removal attacks, on the other hand, aim to remove the watermark from watermarked
audio, which prevents the watermark decoder from outputting the original message. Through
watermark removal attacks, attackers can remove the original owner’s copyright and redistribute
the content on public platforms, resulting in financial losses for the creators.

Currently, no existing attack method effectively balances attack effectiveness with preserved
audio quality. First, existing attack approaches lack a well-designed method to balance audio

quality with attack effectiveness. The watermark model is typically trained through a joint



encoder-decoder framework: the encoder embeds the watermark into imperceptible regions of the
audio, while the decoder is trained to robustly extract the watermark under various perturbations.
However, attackers generally do not have access to the watermark encoder and can only query it
to obtain watermarked audio. In contrast, the watermark decoder is more accessible to the public,
making it the primary source of model knowledge in most attack scenarios. Since the decoder
is responsible for extracting watermark messages, effective attacks require carefully balancing
perturbation strength to modify the message while preserving perceptual quality.

Second, our findings indicate that simply altering the binary watermark message bits is
insufficient. Given an audio input, the decoder produces both a binary message and its associated
probability scores. These message probabilities tend to follow a normal distribution, and the
defenders can use this result to detect whether an audio sample has been manipulated. Therefore,
for an attack to remain undetected, the attacker must ensure that the decoded message probabilities
fall within the normal range predefined by the defender.

Third, attackers typically lack access to the training data used to construct the watermark
model. To estimate the distribution parameters required for a successful attack, they need to rely on
analyzing the output of the decoder. Since different data samples can generate different message
probability outputs, the significant difference between the attacker’s estimated parameters and the
defender’s true parameters may lead to attack failure.

In this thesis, we propose AWM, an Adaptive audio Watermark attack Method, which is capable
of bypassing the defender’s detection strategy. Figure 1.1 illustrates the application scenarios. The
attacker obtains the target audio and adds an adversarial perturbation to generate the perturbed
audio. The defender then receives the perturbed audio and uses the watermark decoder to extract the
message probabilities. A predefined set of distribution parameters is employed to detect outliers. If
any outliers are identified, the audio is classified as “attacked”; otherwise, it is considered “clean”.
To design AWM, we face the following challenges:

Cl: How to design an attack method to balance audio quality and attack effectiveness?

Balancing audio quality and attack effectiveness can be viewed as a game-theoretic challenge.



An overly aggressive attack can significantly degrade audio quality, while prioritizing perceptual
quality may compromise attack success. Therefore, it is essential to strike a balance that ensures
sufficient attack effectiveness while preserving audio quality.

C2: How to design an attack to bypass the detection strategy? The goal of the perturbed audio is
to bypass the detection strategy. The defender detects perturbed audio by analyzing the distribution
of decoded message probabilities. After successfully altering the binary watermark message bits,
attackers must further optimize the audio to ensure that the decoded message probabilities fall
within the range classified by the defender as non-outliers.

C3: How to select the suitable audio samples to estimate the decoded message probability
distribution? Attackers do not have access to the training data used by the watermark model. To
estimate the distribution parameters of decoded message probabilities, they must rely on a limited
set of audio samples. This necessitates designing an effective estimation strategy and selecting
audio samples with features similar to the target to improve the accuracy of distribution fitting.
Our Idea: We propose three solutions to the three challenges above. To address C1, we design a
two-step approach for the watermark attack methods. The first step focuses on maximizing attack
effectiveness by ensuring the attack succeeds while evading the defender’s detection strategy. The
second step aims to improve the audio quality. Inspired by [26], we set a reasonable threshold to
enhance the audio quality while constraining the decoded message probabilities to remain within
the expected normal range. To address C2, we introduce an adaptive optimization strategy that
guides decoded message probabilities toward the estimated normal distribution range. The core
idea is to prioritize optimization efforts on the probabilities that fall outside the estimated normal
range. In other words, if a perturbed message probability already falls within the estimated normal
range, its optimization weight is reduced. This ensures that the optimization process remains
dynamic and focuses on the most optimization-needed binary message bits. To address C3, data
with similar feature distributions are more likely to produce similar decoded message probability
distributions [30, 31]. We collect a small set of audio samples and estimate the probability

distribution by selecting those whose features closely resemble those of the target audio.



Contribution: In this thesis, we make the following contributions:

» We observe that the decoded message probabilities output by the watermark decoder follow
normal distributions. This statistical property can be leveraged by defenders to design
detection strategies based on outlier detection.

» We propose AWM, an adaptive audio watermark attack method targeting three attack types.
Our approach successfully bypasses detection strategies through an adaptive two-step
optimization framework. The first step enhances the effectiveness of the watermark attack,
while the second step focuses on improving audio quality. To initialize the optimization,
we estimate the parameters of the normal distribution using a limited set of audio samples
selected based on feature similarity to the target audio. Our adaptive optimization
strategy prioritizes message probabilities that require adjustment, further improving attack
performance.

* We evaluate the effectiveness of AWM on three speech datasets and two state-of-the-art
watermarking models. Compared to the baseline, our method achieves superior performance
in both Attack Success Rate (ASR) and Detection Success Rate (DSR). For watermark
replacement and creation, AWM achieves the DSR scores below 10%, which is acceptable
given a False Acceptance Rate (FAR) of around 5%. For watermark removal, AWM
achieves the DSR scores of 0%. Furthermore, even after applying five no-box perturbations,

AWM consistently maintains a high ASR, with most scores nearing or reaching 100%.



CHAPTER 2: RELATED WORK

2.1: Deep Learning-Based Audio Watermarking Scheme

Unlike traditional schemes [18], which rely on predefined transformations, deep-learning-based
schemes can learn complex feature representations and optimize watermarking dynamically.
This scheme follows the architecture of the Encoder-Distortion-Decoder [7,24,36]. The encoder
embeds the message into the audio and generates the watermarked audio, the decoder receives the
watermarked audio and extracts the corresponding messages, and the distortion simulates a variety
of potential attack scenarios. This thesis builds upon the scheme and implements both the defense

mechanism and the corresponding attack strategy.

2.2: Audio Watermark Attack

Audio watermark attacks based on adversarial perturbations can be categorized as no-box,
black-box, gray-box, or white-box, depending on the attacker’s knowledge of the watermarking
model. In no-box perturbations, the attacker relies on general audio processing techniques that
distort the signal while attempting to preserve perceptual quality. These attacks aim to remove the
watermark from watermarked audio using techniques such as band-pass filter, amplitude scaling,
audio compression [12], and others. Additionally, methods like voice conversion [11, 22] and
text-to-speech [35, 38] have also proven effective in removing watermarks [41]. In black-box
perturbations, the attacker can query the watermarking detector but does not have access to its
internal architecture or parameters. AudioMarkBench [25] performs the watermark removal attack
by applying the thought of HSJA [9] and Square Attack [2]. In gray-box perturbations, the attacker
is assumed to know the architecture of the decoder but does not have access to its trained weights.
In white-box perturbations, the attacker has full access to the detector, including its architecture and

parameters, and introduces a perturbation to perform the gradient-based attack [6,27]. While some



existing studies have successfully demonstrated watermark removal attacks, our experimental
results show that none can effectively perform watermark replacement and watermark creation
attacks. Prior work in the image domain has explored averaging watermark patterns for attack
purposes [44], but this approach is ineffective in the audio domain. In this thesis, we focus on

performing watermark replacement, watermark creation, and watermark removal attacks.

2.3: Audio Watermark Attack Detection

Adversarial examples and watermarks both achieve the desired goal by adding imperceptible
noise. Different from adversarial examples, adding watermarks to objects has little impact on
the performance of the model inference (such as audio classification models [13] and speech
recognition models [33]). Therefore, some outlier detection methods based on the time series [5,42]
are generally ineffective for identifying whether an audio sample has been watermarked or if
the watermark has been removed or forged. Recent works have explored detection methods
for generated images [15, 40], watermark images [19, 30], audio deepfake [1, 45], and dataset
copyright protection [14]. However, to the best of our knowledge, these approaches are not

directly applicable to detecting audio watermark replacement, creation, or removal attacks.



CHAPTER 3: BACKGROUND

3.1: Preliminary

Adding perturbations to the audio is a common method to perform watermark attacks. The core
idea is to either destroy the original watermark or forge a new one by introducing perturbations
that deceive the watermark decoder. There are three types of attacks (as shown in Figure 3.1):
watermark replacement attacks, which aim to replace an existing watermark with a different one;
watermark creation attacks, which aim to embed a new watermark into clean audio; and watermark
removal attacks, which aim to eliminate the original watermark from a watermarked audio.
Audio Watermarking Framework. The audio watermarking framework has three main
components: encoder, decoder or detector, and distortion layer. The encoder embeds the message
into the clean audio and then generates the watermarked audio. The decoder or detector receives
the watermarked audio and then outputs the extracted message. The distortion layer simulates
potential attack scenarios. Figure 3.2 shows the Encoder-Distortion-Decoder architecture.

Audio Watermark Decoder. The audio watermark decoder Dec(-) takes the encoded audio as
input and outputs the extracted message!. The extracted message can be represented in two forms:
a binary message and message probabilities. The binary message is a direct representation of the
decoded output as a sequence of Os and 1s, denoted as m € {0, 1}V, The message probability form
provides the decoder’s confidence values for each bit, indicating the likelihood of the bit being 1 or
0. A predefined threshold € is typically used to convert probabilities into binary message values: if
a probability exceeds the threshold, the binary message bit is decoded as 1; otherwise, it is decoded

as 0. The form of message probabilities is:

p = Dec(s), (3.1)

"'We only consider multi-bit messages in this thesis.
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Figure 3.1: Watermark attack types.

where s is clean or watermarked audio, Dec(-) outputs the message probabilities®.
Watermark Replacement. Let s. denote clean audio and s,, denote watermarked audio. The
watermark decoder Dec(-) extracts the clean message probabilities p,. from s, and the watermarked
message probabilities p,, from s,,, respectively. The attacker specifies a target message probability,
denoted as pqrger- A perturbation ¢ is introduced to perform the attack on the audio.

In watermark replacement (Figure 3.1-a), a perturbation ¢ is added to the watermarked audio s,,,,
deceiving the decoder into misclassifying the embedded watermark as a different one. Formally,

the goal of watermark replacement is:

5replacement = arg mé_in ||D60(Sw + 5) — Ptarget | | . (32)

Watermark Creation. Watermark creation (Figure 3.1-b) involves adding a perturbation § to a

2The message probabilities p can be same as the binary message.
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clean audio s. to generate an perturbed watermarked audio, which deceives the watermark decoder

into recognizing it as containing a valid watermark. Formally, the goal of watermark creation is:
5creation = arg m(5in | |D€C(Sc + 6) - ptargat) | ’ . (33)

Watermark Removal. Watermark removal is an untargeted attack aimed at removing the
embedded watermark. In a watermark removal attack (Figure 3.1-c), a perturbation ¢ is added
to the watermarked audio s, to deceive the watermark decoder into outputting a binary message
that does not match the original watermark binary message. The perturbed audio, denoted as 5.,
is considered clean (i.e., unwatermarked). In this context, we introduce a watermark detector,
Detector(-), which determines whether the audio contains a watermark. Formally, the goal of

watermark removal is:

Oremoval = Arg méin(Detector(sw + ¢) = None). (3.4)

3.2: Message Probability Distribution

Benign Distribution.

The watermark decoder outputs the values of probabilities for each binary message bit. A bit
is decoded as 1 if its probability exceeds a predefined threshold; otherwise, it is decoded as 0. For
both clean and watermarked audio, we observe two distinct distributions, each following a normal

distribution pattern. Clean audio exhibits a unimodal normal distribution, with the peak density
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Figure 3.4: Benign distribution of message probabilities (AudioSeal).

centered near the predefined threshold. As shown in Figure 3.3a, where the threshold is set to
0, the mean g of the distribution is also close to 0. In contrast, the watermarked audio follows
a bimodal, approximately normal distribution (Figure 3.3b), with two peaks corresponding to the
decoded binary message values 0 and 1. Specifically, in the Timbre, message probabilities below

0 are decoded as 0, while message probabilities above 0 are decoded as 1. Figure 3.4 shows the

distribution findings of the AudioSeal.

Audio Watermark Attack Distribution. For existing watermark attack methods [25], we observe
that the distributions of message probabilities deviate significantly from the benign distributions.
Figure 3.5a illustrates the distribution of watermark removal attacks, which aim to remove the

watermark from watermarked audio. Compared to Figure 3.3a, the attacked distribution differs
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in the range of message probabilities along the x-axis, even though it still exhibits a unimodal
normal distribution. Figure 3.5b presents the distribution of watermark creation attacks. Here,
most message probability values cluster around the threshold value of 0. In contrast to the clear
bimodal normal distribution shown in Figure 3.3b, the distribution resulting from the attack visually
diverges from the benign distribution.

Outlier Detection. The 3-sigma rule, also known as the 68-95-99.7 rule, is a widely adopted
method for identifying outliers in normally distributed data. It states that approximately 68% of
values fall within one standard deviation of the mean, 95% within two, and 99.7% within three.
Values that fall beyond three standard deviations from the mean are considered statistically rare
and are classified as outliers. Based on this principle, the defender can detect potential attacks by
estimating the distribution parameters of the message probabilities and identifying values that fall

outside the 3-sigma range.

3.3: Threat Model

Roles. In this thesis, we focus on two roles: defenders and adversaries. The defenders are the attack
detectors, who identify whether audio has been tampered with. The adversaries attempt to perform
watermark attacks to either claim new copyright ownership or remove the original copyright.

Attack Capabilities. For adversaries, we have the following assumptions: 1) Adversaries have

12



no access to the data used by defenders to fit the distribution, nor to the audio dataset used to train
the watermarking model. 2) They have access to the watermark architecture and parameters of
the watermark decoder, allowing them to perform gradient-based attacks.® 3) They do not possess
the complete watermarking model, but they can embed watermarks into a small set of clean audio
samples. 4) They are aware that the decoded message probabilities output by the watermark decoder
follow a normal distribution, but they do not know the corresponding mean and standard deviation.
For defenders, we have several assumptions: 1) Defenders have access to a large amount of
ground-truth audio samples, which are used to fit a normal distribution and estimate the mean and
variance via maximum likelihood estimation. 2) The watermarking model is publicly available
through an online platform for commercial use, with restrictions on the number of watermarked
audio generations allowed per user per day.
Attack Scenario. The adversaries aim to estimate the normal distribution parameters of the
decoded message probabilities. However, due to their lack of access to the training dataset, they
can only collect a limited amount of data independently. When targeting a specific audio sample
for attack, they identify a small set of audio samples with feature distributions similar to that of
the target and use these to estimate the mean and standard deviation. After estimating the mean
and standard deviation, adversaries deploy the watermark decoder and perform gradient-based
watermark attacks to constrain the decoded message probabilities within the estimated normal
range. On the defense side, defenders design a defense strategy based on the ground-truth
distribution. This strategy should have a reasonable false acceptance rate. When a potentially
compromised audio sample is received, the defender examines the decoded message probabilities

to determine whether it has been tampered with.

3The knowledge of watermark model’s parameter setting can be extend to black-box by adopting HSJA [9] and
Sign-Opt [10].
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CHAPTER 4: METHODOLOGY

4.1: Audio Watermark Attack Detection

As observed in the previous section, the distribution of message probabilities in perturbed audio
differs significantly from that of benign audio. Based on this observation, we propose a detection
mechanism to distinguish between perturbed and benign audio. It is important to note that this task
is non-trivial, as the defender does not have access to the exact distribution of message probabilities
under normal (benign) conditions, making it challenging to achieve optimal detection performance.
To address this issue, we propose a two-step approach.

First, the defender possesses a large collection of ground truth audio samples, including both
clean audio and watermarked audio generated by the watermark encoder. These samples are used to
model the message probability distributions. The defender deploys a watermark decoder to extract
decoded message probabilities and categorizes them into two groups: probabilities from clean
audio and probabilities from watermarked audio. Next, the defender applies maximum likelihood
estimation to fit the predicted distributions. As illustrated in Figure 3.3, this process outputs three
normal distributions: one derived from message probabilities of clean audio and two (red and blue
boundary line on the right) are from those of watermarked audio. Given n watermarked samples,
each producing a probability vector of size 1 x N message probabilities, the complete set of message
probabilities is denoted as p = {p1, p2, ..., pn }. The mean p and standard deviation ¢ of the normal

distribution estimated via maximum likelihood are:

1 n
pe=- sz-,

11:; 4.1
o’ = ; Z(pz - M)2-

=1

Finally, the defender obtains the corresponding means j and standard deviations d, which are used

14
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predicted distribution (top) and applies outlier detection based on this distribution to detect
whether an audio sample is attacked (bottom).

to detect outliers in suspicious audio and determine whether it has been attacked.

Figure 4.1 illustrates the audio watermark attack detection scenario. The defender collects
two large datasets (one consisting of watermarked audio and the other of clean audio) and uses a
watermark decoder to extract message probabilities. These probabilities are then used to generate
two sets of predicted distributions via maximum likelihood estimation. When the defender receives
a potentially perturbed audio sample, the watermark decoder is applied to extract its message
probabilities distributions. Using the 3-sigma rule, the defender identifies any probability values
that fall outside the expected range. If such outliers are detected, the audio is classified as attacked;

otherwise, it is considered clean.

4.2: Adaptive Attack Design

Given the success of message-probability-distribution-based attack detection, we consider to
propose more dangerous attack: the adaptive watermark attack. Assuming the attackers are

aware of a statistics-based detection mechanism, their goal is to bypass the detection. This is also
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which are then used to estimate the distribution. (b) Watermark removal: The attacker directly
uses the clean audio samples to estimate the distribution.

non-trivial, as the attacker does not know the detection distribution used by defender, nor aware
of the defender’s outlier detection approach, moreover, the attacker need to preserve the audio
quality, this limit the strength of the perturbation. We introduce the adaptive attack design as

follows.

4.2.1: Adaptive Attack Pipeline

First, the attacker prepares for the attack by estimating the defender’s distribution. Second, the
attacker performs the audio watermark attack, which consists of two stages: (1) modifying the
original audio to bypass the defense and achieve a successful attack, and (2) improving the quality
of the perturbed audio, while maintaining that the decoded message probabilities remain within an

acceptable threshold.

4.2.2: Attack Preparation: Estimate Defender’s Distribution

The goal of the adversaries is to estimate the mean u.y and the standard deviation o,y of the
decoded message probabilities. These parameters are categorized into two groups corresponding

to the types of watermark attacks: watermark replacement and creation, and watermark removal.
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Figure 4.3: The design of AWM generator. The audio watermark attack step (left) ensures the
success of the watermark attack, while the audio quality optimization step (right) focuses on
improving audio quality.

The overall process is illustrated in Figure 4.2.

Parameter Estimation for Watermark Replacement and Creation. The attackers select several
clean audio samples s. from a small dataset. These samples are then used to query the watermark
model Enc(-) and generate new watermarked audio samples s,,. The watermark decoder Dec(-) is
deployed to extract message probabilities, which are subsequently used to estimate the parameters
of the normal distribution using either Bayesian inference [29] or maximum likelihood estimation.
Since the distribution of watermarked message probabilities is bimodal (as shown in 3.3b), the
attacker can obtain two distributions (-1’s decoded as bit 0 on the left and 1’s decoded as bit 1 on

the right). The estimated mean and standard deviation are as follows:

Hests Ocst = T"(Dec(Enc(s.))),

est

(4.2)
Hests Oesr = T (Dec(Bnc(s.))),

est

where p.s and 0.4 are the mean and standard deviation, respectively, with the superscript
identifying the associated target distribution for each parameter. p°, and o, represent the
estimated mean and standard deviation of decoded message probabilities predicted as 0, and 1!,
and o, correspond to those predicted as 1. T'(-) is the method used to estimate the parameters of
normal distribution, which depends on the prior knowledge of the attackers and the volume of data.

Commonly used techniques are based on Bayesian inference or maximum likelihood estimation.
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T°(-) and T*(-) denote the estimated method for estimating the 0’s and 1’s distribution.

Parameter Estimation for Watermark Removal. The attackers estimate the distribution directly
using clean audio samples. They use the watermark decoder to output message probabilities, which
are used for distribution estimation. Since the estimated distribution is unimodal (as shown in 3.3a),

the parameters are defined as follows:

:u’gsﬂ Ugst = TC(D€C(SC)), (43)

where ;¢ and of,, are the estimated mean and standard deviation of the clean message

probabilities, and 7 represents the estimation approach applied to these values.

4.2.3: Audio Watermark Attack (AWM)

With the estimated defender’s distribution, the attacker’s next step is to add a subtle adversarial
perturbation to the original audio s, intentionally deceiving the decoder to produce incorrect binary
messages while bypassing the detection strategy. Because attackers possess the watermark decoder,
they can compute and adjust gradient directions to align with their attack goals. Figure 4.3-left
illustrates the watermark attack step. The original audio is clean audio in watermark creation attack,
and it can be watermarked audio in watermark replacement or watermark removal attack. At the
beginning, the original audio adds the perturbation. The perturbation is initialized by a fraction
of the original audio signal. Next, we add the perturbation to original audio to form a perturbed
audio. The perturbed audio is fed into a watermark decoder, where the attacker receives a message
probability and queries the estimated detector. If the attack is not detected and the attack goal
is achieved, the attacker obtains the successful perturbed audio. Otherwise, the attacker further
optimizes the perturbation by message loss. The message loss £,,,s, modifies the perturbed message

probabilities to match the target message probabilities p;q;ges:

Lmsg = HDGC(Satt) - ptarget)Hg' (4-4)
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Let s, denote the perturbed audio, this loss enforces the decoded message close to the target
message. Different from the previous attack, our loss optimization step follows a strict bit-
to-bit optimization design (detailed in Algorithm 1). This algorithm uses the estimated detector
knowledge to ensure that the perturbed audio exhibits a distribution similar to that of benign
watermarked audio, with high confidence. It is worth noting that our algorithm constrains the
message probabilities within the normal value range. Through iterative updates and perturbation
optimization, the perturbed message probabilities are gradually optimized to fall within this range
[fest — Oest, lest + Test|, ensuring that they are classified as non-outliers, thereby getting the
updated adversarial perturbation. Finally, the perturbed audio is generated by adding the updated
perturbation to the original audio. Our findings suggest that if the perturbed audio’s message
probability falls into the interval of [jiess — Test, fest + Test]» it would improve the attack success
rate.

Besides the message loss, we also formulate the signal loss and mel loss to minimize the quality
degradation from the attack. Specifically, the signal loss controls the audio quality at the signal

level:

1.
'Csignal = - Z |3att - 5|' (45)
"=

The Mel-Spectrogram loss L,,.; maintains the audio quality at the Mel-Spectrogram level:
Loner = || Mel(8qt) — Mel(s)]]3. (4.6)
The total loss in the attack step is:
L = MLgignat + AaLmer + A3Lmsg + MaLother, 4.7)

where the L., depends on the specific watermarking method. For example, AudioSeal [36]
includes a localization loss used for indicating the probability of the audio being watermarked. In

the audio watermark attack process, the parameter \,,, is assigned a relatively high value.
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4.2.4: Audio Quality Optimization (AWM +opt)

Since audio watermark attacks prioritize message loss optimization, audio quality may be adversely
impacted. Therefore, this step aims to improve audio quality while maintaining a successful attack.
To achieve this, we make three adaptions. (1) Extend the Estimated Detector Range; (2) Update
the Attack Goal; and (3) Modify the Optimization Loss.

Figure 4.3-right illustrates the step. First, attackers obtain the perturbation from the early step
as initial perturbation. Then, the attacker uses the watermark decoder to extract the corresponding
message probabilities. These message probabilities are input into the estimated distribution, with
the acceptable range extended to [fiest — 20cst, flest + 20¢st). (1) This is a critical step where
the attacker makes a trade-off between audio quality and attack success rate. In previous
AWM setting, the attacker starts from strict constrain to enforce the attack success, however, this
enforcement limits the flexibility of perturbation, making it hard to retain the audio quality as well.
In our design, we expand the maximum allowable range for message probability optimization
to reserve more space for perturbation optimization, resulting in a balanced attack mode which
considers both quality and attack success rate.

Besides extending the acceptable range, we also (2) update the attack goal by enforcing the
optimization go through fixed number of optimization epochs. This ensures that the perturbation
is fully optimized, instead of ending up with a boundary case. At the end, we (3) modify the
optimization loss by reformulating the Mel-Spectrogram loss into a standard spectrogram loss and
apply a softmax function to the spectrogram. Inspired from Audioseal, the softmax adaption can
better keep the loudness and perceptual similarity between two audios. The resulting softmax-based

spectrogram loss, denoted as Lgpe., is defined as:

n

1
Lospec = - Z |Softmax(Sau) — Softmax(Ss)| (4.8)

=1
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Where S, and S; are the spectrogram of the attacked audio and original audio.
copt = /\lﬁsignal + /\2£spec + )\3£msg + )\4£0the7‘7 (49)

In the audio quality optimization (+opt) process, the parameters A\; and )\, are assigned a relatively

high value.

4.3: Adaptive Attack in Replacement, Creation, and Removal

4.3.1: Adaptive Attack in Watermark Replacement

During the watermark attack, we prioritize refining the decoded message probabilities that fall
outside the estimated normal range. Algorithm 1 outlines the adaptive attack process used in
watermark replacement. For example, consider a watermark replacement scenario involving six
binary message bits. Suppose the original watermarked audio contains the bits “101100”, which
are modified to “111000” after the attack. We define a list, msgq; ¢, which contains the indices
of binary message bits differing between the original watermarked audio s,, and the perturbed
watermarked audio s,,*. In this case, msgqy; 7¢ = [1, 3]. For the indices not included in msgg; ¢ s, we
assign the ground truth watermark message probabilities p,, to the corresponding target watermark
message probabilities py,,qer. That is, for indices [0, 2, 4, 5], the pig,4er i equal to the p,,.

This optimization has two advantages: (1) It directs the gradient to focus more on the indices
where the binary message bits require modification. In watermark replacement, only the differing
bits need to be changed, so bits that already align with the target message do not require further
optimization. (2) It ensures that the message probabilities in the non-change bits remain the same,
and within the acceptable distribution. Additionally, in certain audio watermarking methods,
message probabilities do not directly map to binary message values. For the AudioSeal as shown in

Figure 3.4b, probabilities corresponding to binary 1 typically lie in the range of 0.7-0.8, and those

4This notation specify for watermark replacement scenario, the general representation of attacked audio is s,
it can represent both attacked clean audio (for watermark creation) or attacked watermarked audio (for watermark
replacement and removal)
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Algorithm 1: Adaptive Attack in Watermark Replacement

Input: Watermarked audio s,,, watermark message probabilities p,,, perturbed watermark
probabilities D, target message probabilities pya,get, watermark decoder Dec(+),

thresholds Tsup, o Fis Tslup, infi> Scale factor r, list of changed indices msgais s
Output: Perturbed watermarked audio s,

1 04 Sy XT;

2 Py  Dec(sy) ;

3 Sy Su+0;

4 for index < 1 to len(piarger) — 1 do

5 if index ¢ msgq;s then

6 L Dtarget|index] <— pylindex] ;

7 for ¢ < 1 to Iter do

8 § < Attack(sy, Sw, Dec(Sw), Prarget, 0) // Optimize ¢;
9 Sw & Sw+0;

10 Pw < Dec(sy) ;

1 if acc == 1 then

12 foreach index € msgq;yy do

13 if 7,1 < Pulindex] <7, then

14 Ptarget|index] <— py[index] ;

15 Remove index from msgdl- Ff

16 if 7)1 < Pulindex] < 7J,, then

17 Ptarget|index] <— py,[index] ;

18 Remove index from msggify ;

19 if meet the estimated detection Detection(p,,) then
20 | return s, ;

21 return Failed ;

for binary 0 fall between 0.2-0.3. Therefore, it is not appropriate to optimize message probabilities
directly to 1 or 0. Instead, they should be adjusted to fall within the typical range of 0.7-0.8 for a
binary message bit of 1, and 0.2—0.3 for a bit of 0. This is why we set p;4,4e: €qual to p,, for indices
not included in msgy; . After that, we optimize the perturbation ¢ by Function Attack(-) (Line
8) to generate the perturbed watermarked audio s,,. The Attack(-) function calculates the loss
in Equation 4.7 and use the gradient to update the perturbation. The initial perturbation is scaled
based on the original watermarked audio s,, to ensure that the decoded message probabilities of
the perturbed audio s, closely resemble those of the original. In the attack justification step, we

define the supremum and infimum thresholds for the watermark decoder outputs corresponding to
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Algorithm 2: Estimated Detection by Attackers
Input: Perturbed watermark probabilities p,,, copy of list of different message
probabilities msgg;t
Output: True (successful attack) or False (failed attack)
1 ent < len(msgyty) ;

2 if acc == 1 then

3 foreach indexr € msgy; do

4 lf (:uest est) < pw [zndez] (/J%st + Uést) then

5 L ent +—cent — 1

6 if (Iugst est) < pw [zndew] (u(e]st + Ugst> then

7 L ent +—cent — 1

8 if cnt == 0 then

9 | return True ; // Successful attack

binary message bits. Specifically, 70 up and o 7i represent the thresholds for bit 0, while 7, and

Ts sup

correspond to bit 1:

1nf1

(:ugst est) < Tznfz gup (:uest + Uest)

(4.10)

(:ulst est) < 7—mfz slup — (:u’est + Uest)

Attackers can choose appropriate thresholds based on the desired range of message probabilities. If
the distance between the supremum and infimum thresholds is too small, the message probability
may fall outside the estimated range, making it difficult to optimize. When optimizing bit 1 of
the original binary message to the target bit 0, a greater distance between the supremum threshold
Toup and 1), + 02, may require more optimization iterations. Similarly, when modifying bit 0 to
the target bit 1, a greater distance between the infimum threshold 7 f and u!,, — ol may also
necessitate additional iterations.
Once the message probability of the perturbed watermarked audio at a given index falls within
the specified threshold range, it is assigned to the target message probability piyrge, and the
index is removed from the list msgg;¢s. Optimization then proceeds with the remaining message

probabilities in the list. To ensure that all perturbed message probabilities remain within the

estimated normal range, the attacker simulates the defender’s role by performing outlier detection.
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Algorithm 3: Adaptive Attack in Watermark Creation
Input: Clean audio s., clean message probabilities p., perturbed watermark probabilities
Dw, target message probabilities p;q,4er, Watermark decoder Dec, threshold bounds

T s Tonris Tawms Tim 1 SCale factor r, list of different message probabilities msgq;sy

sup> infi> 'sup> 'infi>
Output: Perturbed watermarked audio s,

104 S. X7

2 p. < Dec(s.);

3 Sy < S+ 0;

4 for i < 1 to Iter do

5 § < Attack(s, Sw, Dec(sy), Prarget: 0) // Optimize d;
6 Sw < S+ 0;

7 Pw < Dec(sy);

8 if acc == 1 then

9 foreach index € msgqry do

10 if 7,1, < Pulindex] < 7, then

1 Prarget|index] <— py,[index];

12 Remove msgq; s f[index];

13 if 7)1, < Pulindex] < 7, then

14 Dtarget|[index] <— py,[index];

15 Remove msgq;sslindex];

16 if meet the estimated detection Detection(p,,) then
17 L return s,;

18 return Failed;

Since the watermark attack process uses the interval [fiest — Test, flest + Test], this same range
is applied for detecting outliers. Algorithm 2 illustrates the simulated detection process. After
obtaining the perturbed watermark probabilities p,,, the attackers must determine whether all
probabilities fall within the estimated normal range by acting in the role of defenders. In the
watermark attack step, we recommend defining this normal range as [fless — Test, flest + Test-
Additionally, in Algorithm 1, since the indices in the list of differing message probabilities,
msgair s, Will be progressively removed, the final msgg; s will eventually be empty. To preserve
the original reference, we define a copy of this list, denoted as msgg;ys, which initially mirrors
msgaifr. We then check whether each index in p,, falls within the normal range. If all indices
satisfy this condition, the attack is considered successful, and the algorithm returns True to

Algorithm 1; otherwise, the perturbation § must continue to be optimized.
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Algorithm 4: Adaptive Attack in Watermark Removal
Input: Watermarked audio s,,, watermark message probabilities p,,, perturbed clean
probabilities p,, target message probabilities piqrger, Watermark decoder Dec,
threshold bounds 7, ,, 77, ;, scale factor r, list of different message probabilities
msgdif f
Output: Perturbed clean audio s,
1 04 Sy XT3
2 Py  Dec(sy);
3 8,4 Sy +0;
4 cnt < len(msgairyr);
5 for i < 1 to Iter do
6 d < Attack(sy, S¢, Dec(S.), Drarget, 0) // Optimize d;
7 Se ¢ Sy + 03
8 Pe < Dec(s,);
9 if acc < th then

10 foreach index € msgy;py do
1 if 7/, < Pclindex] < 75, then
12 L cnt < ent — 1;

13 if cnt == 0 then
14 | return §,;

15 return Failed;

4.3.2: Adaptive Attack in Watermark Creation

For watermark creation, the adaptive attack process is the same as that of watermark replacement.
The difference is that, in watermark creation, msgq; s ¢ includes all message indices, which is equal
to the full binary message length. Algorithm 3 describes the adaptive attack process for watermark
creation. The length of the list msgq4; ¢ ¢ 1s equal to the length of the binary message. For example,
the length of the binary message is 3, the msgq;¢¢ 1s [0,1,2]. The process of estimated detection is

shown in Algorithm 2.

4.3.3: Adaptive Attack in Watermark Removal

Watermark removal is an untargeted attack, it is not necessary to achieve an accuracy of exactly
0, any value below 1 is sufficient. Typically, using a lower accuracy threshold allows for more

iteration steps to further optimize the perturbation . We recommend using an accuracy threshold
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around 0.5 [19]. Algorithm 4 introduces the adaptive attack process for watermark removal. In this
attack, we introduce a threshold ¢h. If the accuracy acc falls below this threshold ¢4, the attack is
considered successful. We change the optimization object to pf,, and of,. The target probability
vector Pyarger 15 constructed such that each element is equal to the predefined threshold 6 used for

converting probabilities into binary message values. For example, in AudioSeal, the # = 0.5; in

Timbre, § = 0. The threshold supremum and infimum of the decoder messages are 7, and 77, ;:

up n

(Ngst - 585t> S Ticnfi < ﬂ’gst < 7-scup S (lugst + 5€8t) (411)

In addition, the definition of the list msgg; sy is the same as that in the watermark creation, the

difference is that we do not need to remove the indices of the msgq;f¢.
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CHAPTER 5: EVALUATION

S.1: Experiment Setup

Datasets. We use three public datasets for our experiments. The first dataset is the
LibriSpeech [32], released by OpenSLR. We select the small-sized subset, which has 6.3G
audios, and covers 100.6 hours of audio data spoken by 251 speakers. The second dataset is
obtained from AudioMarkData [25], which is built based on the Common Voice dataset [3].
It contains 20,000 audio samples, each with a duration of 5 seconds. The third dataset is
GigaSpeech [8], which includes audio from audiobooks, podcasts, and YouTube. We use the XS
subset, which contains a total of 10 hours of audio samples.

Audio Watermarking Methods. We select two state-of-the-art audio watermarking methods for
our experiments: Timbre [24] and AudioSeal [36]. These methods achieve watermark embedding
while maintaining perceptual audio quality at a high level. We fix the binary message length to 16
bits for all experiments.

Evaluation Metrics. To evaluate the performance of our watermark, we use the following
metrics. First, we introduce the Detection Success Rate (DSR), which measures the ability to
identify outliers in the decoded message probabilities. In this experiment, the defender defines
the acceptable value range using the 3-sigma rule; any message probability falling outside this
range is considered an outlier. A high DSR indicates a stronger defense capability, reflecting
effective detection of perturbed audio based on probability distributions. Second, we use the
False Acceptance Rate (FAR), which evaluates the rate that unattacked audio is mistakenly
classified as attacked. Ideally, the FAR should remain relatively low to ensure reliable detection.
In watermark replacement and creation, the defender estimates the distribution using watermarked
audio samples. The FAR, in this case, represents the proportion of unattacked watermarked

audio samples that are incorrectly classified as attacked, evaluated across the entire unattacked
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watermarked dataset. In watermark removal, the defender estimates the distribution using clean
audio samples. The FAR reflects the rate at which unattacked clean audio samples are incorrectly
classified as attacked, evaluated over the entire set of unattacked clean audio. Third, we employ
the Attack Success Rate (ASR) to measure how successfully the adaptive attackers perform
the watermark attack, which also corresponds to the watermark decoder’s accuracy at the binary
message level. The high ASR indicates that the attacker is able to successfully alter the message,
either to the targeted message in watermark replacement and creation or to an untargeted message
in watermark removal.

For the audio quality metrics, we use the Signal-to-noise ratio (SNR) and ViSQOL [16]. SNR
measures the quality of the original watermarked audio or perturbed audio by comparing the level
of added perturbation (noise) to that of the original clean audio. A higher SNR indicates better
audio quality. ViSQOL evaluates audio quality through a simulation of human hearing perception.
The score range is from 1 (the worst) to 5 (the best). The higher ViSQOL indicates that the audio
has higher quality. In the experiment, we use clean audio samples as a baseline.

Audio Watermark Attack Methods. We compare our attack method with the AudioMarkBench [25].
AudioMarkBench is a benchmark designed to evaluate the robustness of audio watermarking
against watermark replacement, creation, and removal attacks. Our method consists of two attack
variants: Ours (AWM) (Section 4.2.3), which includes only the watermark attack step, and Ours

(+opt) (AWM +opt) (Section 4.2.4), which adds an additional audio quality optimization step.

5.2: Detection Result

In our experiments, we measure our defense method with AudioMarkBench [25] attacks.
Specifically, we assume the attacker uses the default AudioMarkBench attack, as well as five
alternative perturbations on the perturbed audio: (1) low-pass filtering (LP), (2) amplitude scaling
(AS), (3) Gaussian noise (GN), (4) MP3 compression (MP3), and (5) high-pass filtering (HP).
The attacker’s goal is to use the perturbation to alternate our defense success rate. Note that after

applying the no-box perturbations, some attack may fail. Therefore, we only consider defending
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Table 5.1: Detection performance across different datasets, watermark methods, and attack
methods. LP: Low-pass Filter. AS: Amplitude Scaling. GN: Gaussian Noise. MP3: MP3
Compression. HP: High-pass Filter. ’-’ indicates that no successfully perturbed audio is available.

Attack Type | Watermark Method Attack Method Librispeech Audiomark Gigaspeech

DSR (%) | FAR (%) | F1 (%) | DSR (%) | FAR (%) | F1 (%) | DSR (%) | FAR (%) | F1 (%)

AudioMarkBench 97.71 4.20 96.79 100.00 5.50 97.32 100.00 5.67 97.24

AudioMarkBench (+LP) 93.94 227 95.75 93.98 4.82 89.66 96.05 8.45 94.19

AudioMarkBench (+AS) 97.96 4.08 96.97 100.00 5.23 97.45 99.61 5.85 97.53

AudioSeal AudioMarkBench (+GN) 98.03 1.97 98.03 100.00 10.81 94.87 98.11 7.14 98.85

AudioMarkBench (+MP3) 97.18 4.20 94.85 100.00 7.23 96.51 96.93 3.40 96.93

AudioMarkBench (+HP) 86.41 3.88 90.82 96.43 5.36 95.58 66.86 4.76 78.26

Ours 3.44 4.20 6.40 7.50 5.50 13.28 10.33 5.67 17.80

Watermark Ours (+opt) 534 4.20 9.75 8.00 5.50 14.10 16.67 5.67 27.24

Replacement AudioMarkBench 100.00 2.29 97.08 100.00 6.50 96.85 100.00 8.00 96.15
AudioMarkBench (+LP) 100.00 0.00 100.00 100.00 9.09 95.65 100.00 0.00 100.00

AudioMarkBench (+AS) 100.00 2.11 98.96 100.00 4.48 97.81 100.00 6.94 96.82

Timbre AudioMarkBench (+GN) - - - 100.00 0.00 100.00 - - -
AudioMarkBench (+MP3) | 100.00 0.00 100.00 100.00 0.00 100.00 - - -

AudioMarkBench (+HP) 100.00 1.51 99.25 100.00 3.85 98.11 100.00 5.73 97.83

Ours 1.15 2.29 222 7.00 6.50 12.33 6.67 8.00 11.62

Ours (+opt) 1.53 229 2.95 6.50 6.50 11.50 8.00 8.00 13.79

AudioMarkBench 100.00 420 97.94 100.00 5.50 97.32 100.00 5.67 97.24

AudioMarkBench (+LP) 100.00 4.90 97.61 100.00 2.82 98.61 100.00 9.00 95.96

AudioMarkBench (+AS) 100.00 4.50 97.79 100.00 3.97 98.05 100.00 6.76 97.18

AudioSeal AudioMarkBench (+GN) 100.00 5.22 97.46 100.00 0.00 100.00 100.00 14.89 93.33

AudioMarkBench (+MP3) | 100.00 5.45 97.35 100.00 4.76 97.67 100.00 11.76 94.74

AudioMarkBench (+HP) 100.00 1.28 99.36 100.00 294 98.55 100.00 4.00 98.11

Ours 0.76 4.20 1.45 0.50 5.50 0.94 0.33 5.67 0.62

‘Watermark Ours (+opt) 1.53 4.20 2.89 2.00 5.50 3.68 12.00 5.67 20.40

Creation AudioMarkBench 100.00 2.29 98.87 100.00 6.50 96.85 100.00 8.00 96.15
AudioMarkBench (+LP) 100.00 1.03 99.49 100.00 5.31 97.41 100.00 6.09 97.30

AudioMarkBench (+AS) 100.00 1.85 99.08 100.00 6.40 96.90 100.00 7.717 96.80
Timbre AudioMarkBench (+GN) 100.00 0.00 100.00 100.00 33.33 85.71 100.00 0.00 100.00

AudioMarkBench (+MP3) | 100.00 0.00 100.00 100.00 3.70 98.18 100.00 4.55 97.87

AudioMarkBench (+HP) 100.00 2.08 98.97 100.00 5.71 97.22 100.00 6.03 97.46

Ours 0.00 229 0.00 0.00 6.50 0.00 0.00 8.00 0.00

Ours (+opt) 0.00 2.29 0.00 0.00 6.50 0.00 0.00 8.00 0.00

AudioMarkBench 92.75 5.73 93.46 100.00 3.50 98.28 99.33 533 97.07

AudioMarkBench (+LP) 91.41 5.86 93.62 100.00 2.75 98.65 99.28 4.11 98.03

AudioMarkBench (+AS) 91.54 5.77 92.80 100.00 2.20 98.91 99.63 4.67 98.02

AudioSeal AudioMarkBench (+GN) 89.53 5.43 91.85 100.00 237 98.83 99.25 431 97.97

AudioMarkBench (+MP3) 83.53 5.88 78.89 100.00 221 98.91 98.50 433 97.58

AudioMarkBench (+HP) 81.96 5.88 78.72 100.00 2.82 98.51 98.17 5.12 97.10

Ours 0.00 5.73 0.00 0.00 3.50 0.00 0.00 5.33 0.00

Watermark Ours (+opt) 0.00 5.73 0.00 0.00 3.50 0.00 0.00 5.33 0.00
Removal AudioMarkBench 100.00 5.73 97.27 100.00 6.00 97.09 100.00 8.33 96.00

AudioMarkBench (+LP) 100.00 5.73 97.22 100.00 6.00 97.09 100.00 8.57 96.62

AudioMarkBench (+AS) 100.00 5.73 97.22 100.00 6.00 97.09 100.00 8.57 96.62

Timbre AudioMarkBench (+GN) 84.13 5.56 81.54 74.17 7.29 81.75 84.67 9.29 88.06

AudioMarkBench (+MP3) | 100.00 5.73 97.22 100.00 6.00 97.09 98.67 8.57 95.66

AudioMarkBench (+HP) 100.00 5.73 97.22 100.00 6.00 97.09 100.00 8.57 96.62

Ours 0.00 5.73 0.00 0.00 6.00 0.00 0.00 8.33 0.00

Ours (+opt) 0.00 5.73 0.00 0.00 6.00 0.00 0.00 8.33 0.00
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the successful attack samples.

Table 5.1 shows the detection results. From the results, the FAR is maintained within an
acceptable range, with most values around 5%. Given that the 2-sigma range covers approximately
95.45% of the data, we consider this FAR to be reasonable.

Across all three attack types and eight attack methods, our method demonstrates superior
performance compared to the baseline. Additionally, the DSR for our watermark attack method
(Ours) is lower than that of our audio-quality-improvement optimization, Ours (+opt). In the
watermark replacement and creation, most DSR values are below 10%. The best performance
is observed in watermark removal, where none of the perturbed audio samples are detected by the
defenders. These findings suggest that watermark removal is the most effective attack strategy,

while watermark replacement presents the greatest challenge among the three evaluated attack

types.

5.3: Distribution Analysis

We randomly select some audio samples from the Librispeech dataset, and use the AudioMarkBench
and our attack method to generate the distribution of message probabilities. Figure 5.1 illustrates
the normal distributions for both the AudioSeal and Timbre. In AudioSeal, the predefined
threshold # for converting probabilities into binary messsage values is 0.5, and in Timbre, it is
0. The results from AudioMarkBench show that many message probabilities cluster around the
predefined threshold, and the overall distribution tends to exhibit a unimodal shape. Therefore,
the detection method is capable of identifying that the audio has been attacked. For our method,
the resulting normal distribution is bimodal, with a shape similar to that shown in Figure 3.3b. As

a result, our attack method successfully bypasses the detection approach.

5.4: Perturbation Visualization

To analyze the attack visually, we generate spectrograms of the audio samples. Figure 5.2

presents the visualization using dB-scaled spectrograms of the watermark creation attack. In the
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Figure 5.1: Message probabilities distribution comparisons between AudioMarkBench and Ours
for the watermark creation.

spectrograms produced by AudioMarkBench and Ours default attack method, we can clearly

observe some noticeable noise (horizontal lines), which is highlighted with red boxes. In Ours

(+opt) approach, since the encoder and decoder are jointly trained during watermark training,

this process helps minimize noticeable noise. We think that when watermark attacks target only

the decoder, some noise may not be optimized well. Additionally, the visibility of the noise

is influenced by the specific watermark model used. In the Timbre watermarking method, the

watermark is embedded by the encoder, and some noticeable noise (horizontal lines) can also

be observed in the spectrogram, which is highlighted with the blue box. Comparing the attack

methods Ours and Ours (+opt), we observe that the audio quality improves and some of the

noticeable noise is effectively reduced through optimization. Besides, Ours (+opt) is more visually

similar to AudioMarkBench (green boxes).
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Figure 5.3: Audio quality comparisons in AudioSeal and Timbre.

5.5: Audio Quality

We evaluate audio quality using SNR and ViSQOL. The results are shown in Figure 5.3. The
watermarked audio (shown in blue) serves as the baseline for comparison with the attack methods.
Based on the SNR results, we observe that the audio quality in watermark replacement and
watermark removal is nearly identical, whereas watermark creation shows a significant difference.
In the watermark creation, a similar trend is seen in the ViSQOL scores, where AudioMarkBench
achieves a score close to 5.0 in Timbre. As shown in our subsequent experiments in Figure 5.4b,
although AudioMarkBench successfully alters the watermark binary message, the attack lacks
robustness. The specificity of the watermark creation attack is to alter the clean binary messages

to the targeted attack binary messages. When the attack prioritizes audio quality, the features of
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Figure 5.4: ASR after applying different no-box perturbations on the watermark replacement and
creation attacks. The watermark method is AudioSeal. (a) evaluates the ASR results of
watermark replacement against the no-box perturbations, it uses the Gigaspeech dataset for
validation; (b) evaluates the ASR results of watermark creation against the no-box perturbations,
it uses the Librispeech dataset for validation.

the perturbed audio closely resemble those of clean audio, which also means that the watermark
features are weak. As a result, applying a no-box perturbation may increase the likelihood of
removing these weakened watermark features. Therefore, balancing audio quality and attack
robustness is an important consideration. Our subsequent experiments for the watermark creation
attack demonstrate that our audio quality is relatively lower, but the robustness of our attack is
higher.

In the watermark replacement and watermark removal, the audio quality of our attack is
comparable to that of AudioMarkBench. The attack method of Ours has the worst audio quality.
However, after applying the optimization step, the audio quality significantly improves audio

quality, becoming nearly equivalent to that of AudioMarkBench.
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5.6: Robustness of AWM

Robustness of the attack in watermarking refers to whether the watermark remains detectable in
the audio after no-box perturbations have been applied to the watermarked audio. Watermark
replacement and creation attacks, which are targeted attacks that aim to modify all binary message
bits to the specific target binary message bits, require more sophisticated and robust consideration.
Therefore, we add no-box perturbations to the perturbed watermarked audio and further observe
if the forged watermark can be detected. Figure 5.4 evaluates the robustness of watermark
replacement and creation attacks against no-box perturbations. The results show that our attacks
can better defend against the no-box perturbations, especially with most ASR scores in the
watermark creation scenario achieving around 100% scores. For comparing the ASR between
Ours and Ours (+opt), we find that our attack without optimization overall demonstrates higher

robustness.

5.7: Further Analysis for Watermark Creation

The watermark creation attack is to transform clean audio into watermarked audio. In Sections 5.5
and 5.6, we provide some analysis related to the watermark creation attack. In this section, we
further analyze the watermark creation for the AudioSeal. In the AudioSeal, they propose a score
to indicate the probability of the audio being watermarked. This score evaluates each audio frame
and determines if the frame is watermarked or not. The final output is the ratio of watermarked
frames to the total number of frames. The score ranges from 0 to 1: 1 indicates that all frames are
watermarked and 0 indicates that all frames are clean. For watermarked audio, a score closer to 1
indicates a higher likelihood of containing a watermark.

Table 5.2 shows the results. We observe that the AudioMarkBench has low scores, which means
that the watermark creation attack is not successful. In our attack method, we enhance the joint
optimization of both this score loss and the message loss. We optimize the message probabilities

to fall within the estimated normal range while increasing the score toward 1. Through the joint
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Table 5.2: AudioSeal watermark score comparison of watermark creation across different

datasets.
Attack Type Attack Method | Librispeech | Audiomark | Gigaspeech
GT Watermark 1.0000 0.9998 1.0000
. | AudioMarkbench 0.2688 0.1951 0.2042
Watermark Creation
Ours 0.9780 0.9827 0.9516
Ours (+opt) 0.9598 0.9670 0.9412

optimization, we improve the score to above 95% in Ours method and above 94% in Ours (+opt)

method.

5.8: Summary

In this chapter, we present a comprehensive evaluation of the proposed AWM across three datasets
and two state-of-the-art watermarking methods. Our experiments demonstrate that AWM achieves
high attack success rates while maintaining low detection success rates, effectively bypassing
existing detection strategies based on statistical message probability distributions. In particular,
AWM achieves detection success rates under 10% for watermark replacement and creation, and
0% for watermark removal, without compromising perceptual audio quality.

Distributional analysis and spectrogram visualizations show that AWM successfully aligns
perturbed message probabilities with benign distributions, making the attack difficult to detect.
Compared with AWM without audio quality optimization, the optimized attack (AWM +opt) further
improves audio quality while preserving attack effectiveness. We further evaluate the robustness of
AWM under various no-box perturbations such as low-pass filtering, amplitude scaling, Gaussian
noise, MP3 compression, and high-pass filtering. The attack remains highly effective and largely

undetectable under these perturbations, which demonstrates the strong robustness of AWM.
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CHAPTER 6: DISCUSSION

6.1: Limitation

To further evaluate whether the defender can detect our attack, we apply the no-box perturbations
to our proposed attack methods. Figure 6.1 illustrates the results. We observe an increase in the
DSR scores after applying the no-box perturbations. Among the no-box perturbations, the low-pass
and high-pass filters have higher DSR scores, which indicates that our attack is more susceptible
to band-pass filter-based perturbations. For the watermark attack types, the watermark removal
attack can bypass the defense to some extent, the DSR scores show a slight increase. In contrast,
some DSR scores for watermark replacement and creation attacks increase significantly. In the
watermark replacement and creation attacks, although our attacks achieve higher ASR scores, the
defenders can still detect that the audio has been attacked by applying the no-box perturbations.
The results suggest that watermark replacement and creation attacks are more complex and require

greater attention in designing attacks against no-box perturbations.

6.2: Message Probabilities Qutput Analysis

We demonstrate the effectiveness of the detection mechanism, which uses the message probabilities
to find the outliers. The defenders can use the no-box perturbations on the perturbed audio.
Although attackers can alter the watermark binary message and achieve a high ASR score, some
probabilities may have changed to fall outside of the normal ranges. For example, suppose
the binary messages of watermarked audio are 0000001110101100, and the binary messages of
perturbed audio are 1111111100000000. This occurs because we add an attack perturbation to
perturb the original perturbation and then form a new perturbation. This process may (1) influence
the robustness of the original perturbation, and (2) after applying the no-box perturbations, some

modified message probabilities move more towards the direction of the pre-attack (original) audio.
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Figure 6.1: DSR of our attack methods against the no-box attacks in the AudioSeal watermark
method.

Below is a watermarked audio example of the AudioSeal, the threshold is 0.5. If the message
probability is larger than 0.5, the binary message is 1; otherwise, the binary message is 0. The
watermarked audio sample is applied to three perturbation attacks. For the binary message at
position 12, the original binary message is 0 and the perturbed binary message is 0, but applying
the AWM +(LP) perturbation, the message probability is 0.3919, which is an outlier (12th value in
each probability vector). We think this occurs because of (1). For the binary message at position
4, the original binary message is 0 and the perturbed binary message is 1, but applying the AWM
+(LP) attack, the message probability is 0.5012, which is an outlier (4th value in each probability
vector). We think this occurs because of (2).

Original watermarked audio message probabilities (pre-attacked):

[0.2350, 0.2333, 0.2050, 0.2165, 0.1962, 0.2471, 0.7921, 0.7392, 0.7768, 0.2211, 0.7336, 0.2676,
0.7756, 0.7263, 0.2677, 0.2164]

Original watermarked audio message probabilities using low-pass filter (attacked):

[0.2321, 0.2365, 0.2110, 0.2250, 0.1999, 0.2386, 0.7952, 0.7387, 0.7612, 0.2289, 0.7253, 0.2661,
0.7827,0.7363, 0.2637, 0.2199]

Perturbed audio message probabilities (attacked):

[0.7948, 0.7513, 0.7943, 0.7820, 0.7833, 0.7722, 0.7617, 0.7311, 0.2522, 0.2327, 0.2092, blue,
0.2165, 0.2424, 0.2731, 0.2206]

Perturbed audio message probabilities using low-pass filter (attacked):

[0.7805, 0.7546, 0.7882, 0.5012, 0.7702, 0.7505, 0.7748, 0.7214, 0.2474, 0.2467, 0.2139, 0.3919,
0.2304, 0.2280, 0.2989, 0.2552]
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CHAPTER 7: CONCLUSION

In the master’s thesis, we propose a watermark attack detection approach, and a corresponding
adaptive attack framework. By observing the distribution differences between attacked and benign
audio samples, we design a detection strategy that effectively distinguishes existing attack methods.
To counter this defense, we introduce AWM, an adaptive audio watermark attack that dynamically
evades the detection mechanism. The approach uses a two-step optimization process: the first
step enhances attack robustness while ensuring the message probabilities remain within the normal
range; the second step focuses on improving audio quality, which strikes a balance between audio
quality and attack effectiveness. Experimental results demonstrate that the proposed detection
strategy reliably identifies prior attacks, while AWM achieves superior performance with a higher
attack success rate (ASR) and lower detection success rate (DSR).

In the future, we will continue to explore more advanced attack and defense strategies for audio
watermarking. First, to perform an effective audio watermark attack, it is essential to balance attack
strength and audio quality. A too strong attack can degrade audio quality, while prioritizing audio
quality too much may result in a weaker, less robust attack. When optimizing audio quality, the ideal
approach should align with the principles of the human auditory system [37], which enables the
noise to remain imperceptible to human listeners. Second, for the defender’s detection strategy, we
explore a statistical-based method using message probabilities. We observe that the perturbed audio
contains some noticeable noise that affects the audio distribution. Therefore, defenders may be able
to detect such attacks by directly analyzing the audio signal itself. Third, we provide extensible
insights based on the observed distribution of message probabilities. For attackers, we find that
simply changing the binary message bits to a specific target might not lead to a successful attack.
We hope our findings will serve as a foundation for future advancements in audio watermarking

methods, as well as in the development of more robust attack and defense strategies.
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