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ABSTRACT

With the rapid advancement of digital technologies, wireless communication and sensing sys-

tems have become increasingly integral to our daily lives. These systems utilize wireless signals

not only as data carriers but also as a medium for radio sensing. Model-based approaches have tra-

ditionally been a popular choice for addressing existing challenges in communication and sensing.

However, model-based approaches struggle to accurately characterize signal propagation, espe-

cially at higher frequencies, and optimizing them for communication is even more difficult. More-

over, extracting human motion-related information from these complex signals is often challenging

with conventional methods. Recent progress in artificial intelligence (AI) has opened new avenues

for addressing these challenges. This thesis explores learning-based approaches to uncover the hid-

den information embedded within wireless signals. By doing so, it aims to enhance the efficiency of

wireless communication systems and enable fine-grained human motion sensing, thereby pushing

the boundaries of wireless systems.

The first part of this thesis explores the capability of various RF signals to sense different levels

of human motion using learning-based approaches. We begin by proposing AuthIoT, a gesture-

based wireless authentication scheme designed for IoT devices. AuthIoT leverages a convolutional

neural network (CNN) to learn human gesture features fromWi-Fi channel state information (CSI)

and maps them to specific letters for device authentication. To enhance robustness and enable

gesture recognition across diverse environments, the system employs a feature fusion approach that

integrates location-independent features, ensuring strong transferability. Next, we shift our focus

to tiny motions and propose RadSee, a system capable of recognizing fine-grained handwriting.

We develop a 6 GHz FMCW radar system along with a tailored deep neural network to identify

handwritten letters through walls. The model combines a bidirectional long short-term memory

(BiLSTM) network with an attention mechanism to leverage temporal dependencies and capture

critical features—such as turning points—in radar phase sequences for accurate recognition. We

push the limits of this system further with a novel learning framework and introduce RadEye,

a system designed to recognize eye movements. Given the subtle nature of eye motion and the



challenge of detecting it in RF signals, we adopt a transformer encoder as the feature extractor

to more effectively exploit temporal dependencies in the phase sequences. To further enhance

performance, we incorporate a state-of-the-art vision-based method to provide guidance and prior

knowledge during the learning process.

The second part of this thesis focuses on leveraging learning-based solutions to improve the ef-

ficiency of wireless communication systems, with particular emphasis on enhancing the through-

put of mmWave communication systems. We begin by proposing an uplink multi-user MIMO

(MU-MIMO) mmWave communication (UMMC) scheme for WLANs. MU-MIMO techniques

are well-known for increasing network efficiency and throughput. A key innovation in this work is

a learning-based Bayesian optimization (BayOpt) framework for joint beam search across multiple

antennas. This approach eliminates the need for complex channel modeling and identifies opti-

mal beamforming directions with only a few search iterations, significantly reducing beamforming

overhead. We then further explore the beamforming problem inmmWave communications, shifting

our focus to mobile mmWave networks. In such dynamic environments, beamforming overhead

becomes more pronounced. To address this challenge, we leverage the temporal correlation of

wireless channels to aid in beam selection. Specifically, we propose a Temporal Beam Prediction

(TBP) scheme that enables a mobile mmWave device to predict its future beam direction based on

its historical beam selection profile. At the core of this scheme is a modified LSTM architecture,

complemented by an adversarial learning model to improve the robustness and generalizability of

the beam steering process.

This thesis presents efficient communication schemes and novel sensing applications based on

learning-driven approaches, paving the way for the design of AI-enabled next-generation wireless

communication and sensing systems. It provides detailed descriptions of system implementations,

experimental setups, and performance evaluations of the proposed schemes in real-world environ-

ments. Furthermore, it offers an in-depth analysis of the limitations of these systems and discusses

open challenges in developing future wireless communication and sensing systems using learning-

based techniques.
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CHAPTER 1: INTRODUCTION
With the prevalence of Internet of Things (IoT) devices, wireless signals have become present in

every corner of people’s lives. In today’s digitized world, there is a growing demand not only

for higher data rates in wireless systems but also for these systems to capture and convey infor-

mation about the physical world. On one hand, wireless systems are advancing into higher fre-

quency bands—such as the mmWave spectrum—enabling new applications like high-quality wire-

less VR/AR headsets, high-resolution video streaming, and vehicle-to-vehicle (V2V) communica-

tions. On the other hand, these systems are evolving into sensors that can capture human motion-

related information. These new sensors leverage widely available wireless signals to provide a con-

tactless, privacy-preserving, and resilient sensing approach that functions effectively in low-light

and adverse weather conditions. Wireless sensing applications are becoming increasingly common

in our daily lives, including measuring vital signs [61, 167], monitoring sleep patterns [195], as-

sisting the elderly with memory-related tasks [46], detecting falls in older adults [164], and even

measuring soil moisture [36, 48].

Both evolutionary trends require accurate signal transmission models. In wireless communica-

tion systems, such as mmWave communication systems, a reliable transmission model is essential

for guiding the beamforming process. Similarly, wireless sensing applications depend on accu-

rate models to describe how human motion affects wireless channels. However, using traditional

modeling approaches to achieve these goals is often difficult or inefficient. For example, mmWave

communication systems face challenges due to hardware imperfections, such as phase noise, clock

jitter, and inaccurate antenna radiation patterns, all of which contribute to imprecise mathematical

models. Modeling human motion based on variations in wireless signals is even more challenging.

The presence of multipath effects and the often uncorrelated relationship between human motion

and signal variation patterns make model-based approaches infeasible.

We will begin by introducing the research background of designing wireless communication

and sensing systems, and outline the limitations of existing approaches. Next, we will present the
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system we developed and explain how we address these limitations using learning-based methods.

Finally, we will provide an overview of the organization of this thesis.

1.1: Research Background

1.1.1: Wireless Sensing Systems

Sensing with Communication Signals. Designing wireless sensing systems generally follows

two main trends: utilizing existing communication signals or employing dedicated sensing signals.

Using existing communication signals for sensing repurposes current infrastructure and spectrum,

increases resource utilization, and transforms communication systems into multifunctional plat-

forms. Recently, many applications have emerged in this area. For example, existing works have

leveraged Wi-Fi signals for gesture recognition [93, 108, 160, 213] and vital sign detection [167].

Cellular signals have also been used for respiration sensing [47] and even soil moisture measure-

ment [48]. Additionally, low-power signals such as RFID have been applied to touch sensing [122].

These sensing capabilities also show potential for addressing other emerging challenges. One

such challenge, which this thesis focuses on, is authentication for IoT devices. Since IoT devices

often lack input interfaces, connecting them to Wi-Fi networks can be difficult—users have no

straightforward way to input passwords. Existing solutions typically rely on pre-deployed plat-

forms to serve as intermediaries for authentication. However, this thesis explores how existing

wireless connections can be leveraged for authentication through gesture recognition, without re-

quiring any additional equipment.

Sensing with Radar Signals. While sensing with communication signals offers advantages

by leveraging existing infrastructure, it faces limitations when extended to fine-grained human

sensing in complex scenarios. As a result, another design trend focuses on sensing systems based

on Frequency-Modulated Continuous Wave (FMCW) radar. Compared to communication signal-

based sensing, radar systems are coherent, meaning they do not suffer from hardware-induced

phase, frequency, or timing misalignments commonly found in wireless communication systems.

Existing work has demonstrated the use of radar to enable human body skeleton sensing [95,209–
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211]. However, these studies primarily target large-scale body motions. The potential of radar

systems for detecting fine movements—such as handwriting or eye motion—remains largely un-

explored.

In this thesis, we focus on two compelling problems using FMCW radar systems. The first is

detecting handwriting through walls, which raises significant security concerns. Through-the-wall

detection remains amajor challenge formost other sensors, such as cameras or acoustic sensors. Al-

though some RF-based sensing solutions can penetrate walls, achieving the resolution necessary to

capture subtle movements like handwriting remains difficult. Furthermore, handwriting detection

is particularly susceptible to interference from othermoving objects in the environment. The second

and more challenging problem we address is the detection of eye motion. Eye tracking is critical

in various applications, including human-computer interaction (HCI), virtual reality, and medical

diagnostics. While existing camera-based eye-tracking solutions offer high accuracy and usabil-

ity, they often raise privacy concerns and perform poorly in low-light conditions. Radar-based

solutions present a promising alternative, addressing these issues while offering high-resolution,

reliable tracking.

1.1.2: Wireless Communication Systems

With the growing demand for data traffic in daily life, wireless communication systems are moving

to higher frequency bands—the mmWave spectrum—to support larger bandwidths. This shift is

foundational for 5G and beyond, enabling the vision of a smart society and a digitized physical

world by delivering ultra-low latency, multi-gigabit per second (Gbps) scalable wireless connec-

tions. These capabilities are essential for emerging applications such as virtual reality (VR), cloud-

centric real-time AI, and high-resolution video streaming. However, mmWave frequencies suffer

from significant path loss, making reliable communication challenging. To address this, mmWave

systems heavily rely on analog beamforming to establish and maintain strong links. Beam selec-

tion, therefore, becomes a critical challenge in mmWave communications. In this thesis focuses on

reducing beamforming overhead across different mmWave communication scenarios, while also
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proposing efficient communication schemes to enhance performance in mmWave systems.

The combination of mmWave and MU-MIMO technologies has attracted significant interest

from both academia and industry due to its potential to deliver data rates in the hundreds of gi-

gabits per second. While extensive research has been conducted on the downlink of mmWave

MU-MIMO systems, progress on the uplink remains limited. One of the primary challenges in

designing uplink MU-MIMO schemes is the complexity of beamforming across multiple antennas.

Existing solutions often rely on accurate antenna models and detailed channel state information

(CSI), which are difficult to obtain in real-world deployments. Some model-free approaches have

been proposed, but they primarily address single-antenna scenarios. These solutions are not suitable

for multi-antenna systems, where joint beamforming decisions must consider spatial correlations

and user interference.

Beamforming is not only a challenge in multi-antenna systems, but also in single-antenna sce-

narios in mobile mmWave networks, where rapid user movement necessitates frequent beam align-

ment. To address this issue, existing solutions have explored techniques such as out-of-band CSI-

assisted beam selection, compressive sensing, and hierarchical beam search. While these methods

are effective to some extent, they primarily exploit the spatial characteristics of mmWave channels

and often overlook the temporal correlation inherent in beam selection over time. Leveraging this

temporal consistency could significantly improve the efficiency and robustness of beamforming in

dynamic environments.

1.2: Thesis Contributions

1.2.1: Thesis Overview

This thesis encompasses five of my previously published works, each of which has contributed to

the development of the core chapters. The thesis is structured in two parts. The first part focuses

on wireless sensing system design: Chapter 2 is based on AuthIoT [200], Chapter 3 builds upon

RadSee [201], and Chapter 4 is derived from RadEye [202]. The second part focuses on wireless

communication system design, where Chapter 5 is based on UMMC [199] and Chapter 6 is de-
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Problem
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Problem
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Solution

RadSee
- BiLSTM model with 
attention mechanism 
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Solution

RadSee
- BiLSTM model with 
attention mechanism 
- 6 GHZ FMCW radar with 
patch antenna

Solution

Figure 1.1: Overview of this thesis.

veloped from TBP [203]. More specifically, as illustrated in Fig. 1.1, the first part of this thesis

focuses on designing deep learning models to extract human motion features from RF signals. It

aims to recognize various types of motion and apply them to the following use cases:

• A gesture-based wireless authentication scheme for IoT devices [200]

• Handwriting recognition through walls using FMCW radar [201]

• Eye motion tracking using FMCW radar [202]

The second part of this thesis focuses on enhancing the efficiency of mmWave communication

systems. In particular, we explore learning-based approaches, such as Bayesian optimization and

tailored LSTM models, to predict beam directions, and thereby reduce mmWave beamforming

overhead across various networking scenarios. The newly designed beamforming schemes are as

follows:

• A Bayesian optimization-based beamforming framework for uplink MU-MIMO mmWave

communication [199]

• Temporal beam prediction for mobile mmWave networks [203]

In both directions, we explore learning-based approaches to advance wireless systems into a
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new generation characterized by high throughput and multifunctionality. In the next section, we

provide a comprehensive overview of each proposed system, detailing their design components

and the specific roles they play in addressing emerging challenges.

1.2.2: Contributions to Wireless Sensing

AuthIoT. We propose AuthIoT, a gesture-based wireless authentication scheme for IoT devices.

It directly utilizes channel state information (CSI) from Wi-Fi communications to recognize input

passwords, without relying on additional platforms. A novel feature fusion scheme is designed

to maintain the system’s transferability across different environments. Specifically, we extract an

environment-independent feature — the Angle of Arrival (AoA) — and fuse it with channel am-

plitude to serve as input for the DNN. In addition, we design an extended 2D MUSIC algorithm

tailored to this scheme to accurately calculate AoA under various antenna configurations on the

access point (AP) side. We have built a prototype of AuthIoT and evaluated its performance in

real-world scenarios. Experimental results show that AuthIoT achieves a letter recognition accu-

racy of 84%.

RadSee. We propose RadSee, a 6 GHz FrequencyModulated ContinuousWave (FMCW) radar

system designed to detect handwriting content through walls. The system is developed through a

combination of hardware and software design. On the hardware side, RadSee features a 6 GHz

FMCW radar equipped with patch antennas. These patch antennas provide a sufficient link power

budget, enabling the system to “see” throughmost walls while operating at low transmission power.

On the software side, the system extracts phase features corresponding to the writer’s hand move-

ments and utilizes a BiLSTM model with an attention mechanism to classify the letters. The pro-

posed learning framework is specifically designed to identify and extract key features—particularly

the turning points in handwritten letters—that are critical for accurate recognition. Extensive exper-

imental results show that RadSee achieves a 75% letter recognition accuracy when subjects write

62 randomly selected letters.

RadEye. We propose RadEye, a radar system capable of detecting fine-grained human eye
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movements from a distance. RadEye is realized through an integrated hardware and software co-

design. It leverages a customized sub-6 GHz FMCW radar and a tailored patch antenna pair to

detect millimeter-level eye movements. This hardware combination enables the system to detect

subtle motions over an extended range while also minimizing interference from other directions.

On the software side, a DNN is employed to enhance detection accuracy, guided by camera-based

supervisory training. The DNN incorporates a transformer encoder as the feature extractor, en-

abling it to effectively capture temporal dependencies between radar sampling points. We have

developed a prototype of RadEye, and extensive experimental results demonstrate that it achieves

90% accuracy in detecting human eye rotation directions (up, down, left, and right) across a variety

of scenarios.

1.2.3: Contributions to Wireless Communication

UMMC.We propose an efficient Uplink MU-MIMOmmWave Communication (UMMC) scheme

for WLANs, which enables multiple stations to simultaneously transmit their data packets to a

single access point (AP). A key component of this scheme is a Bayesian optimization (BayOpt)

framework, designed to guide the beam search process. BayOpt leverages the posterior probabil-

ity distribution derived from previously evaluated beam configurations to intelligently explore the

beam space. Compared to conventional exhaustive search methods, BayOpt demonstrates remark-

able efficiency, often identifying near-optimal beam directions within a constrained airtime budget.

In addition to the learning framework, the proposed scheme incorporates a novelMU-MIMO detec-

tor capable of decoding asynchronous data packets from multiple user devices. We have developed

a prototype of UMMC on a mmWave testbed and evaluated its performance through a combination

of over-the-air experiments and extensive simulations. Both experimental and simulation results

confirm the effectiveness and efficiency of UMMC in practical network environments.

TBP. Wepropose the Temporal BeamPrediction (TBP) scheme, which assists mobilemmWave

devices in predicting future beam directions based on their historical beam selection profiles. TBP

draws inspiration from pedestrian trajectory prediction, employing a Long Short-Term Memory
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(LSTM) network to model and predict beam directions in mobile mmWave networks. At the core

of TBP is a tailored LSTM module—mobility-aware LSTM (mLSTM)—specifically designed to

handle the non-uniform and non-smooth characteristics often observed in mmWave beam angle se-

quences. An adversarial learning structure is also employed to enhance the system’s generalizabil-

ity across different users. We have implemented a prototype of TBP on a 60 GHz software-defined

radio (SDR) mmWave testbed. Experimental results demonstrate that TBP can improve throughput

by more than 60% compared to existing beam selection approaches across various scenarios.

1.3: Organization

The rest of the thesis is organized as follows: Chapter 2 presents a gesture-based wireless authenti-

cation scheme for IoT devices. Chapter 3 introduces RadSee, a 6 GHz FMCW radar system capable

of recognizing handwriting through walls. Chapter 4 presents RadEye, which extends RadSee by

incorporating computer vision techniques to recognize eye motions. Chapter 5 describes UMMC,

a learning-based beamforming scheme designed to reduce beamforming overhead for uplink MU-

MIMO communication in mmWave WLANs. Chapter 6 presents TBP, a deep learning framework

that reduces beamforming overhead for mobile mmWave networks. Finally, Chapter 7 summarizes

this thesis and outlines future directions from both application and technical perspectives.
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CHAPTER 2: A GESTURE-BASED
WIRELESS AUTHENTICATION SCHEME
FOR IOT DEVICES

2.1: Introduction

The Internet of Things (IoT) has transformed various aspects of our society, playing a vital role in

enhancing the way we live and work. According to Statista [145], the number of IoT devices world-

wide is projected to reach 40 billion by 2033. In real-world applications, many IoT devices rely on

Wi-Fi connections for Internet access and have no input interfaces (e.g., keypad or touchscreen) due

to their limits in physical size, power consumption, and/or manufacturing cost. For example, smart

home devices such as Gosund Smart Wi-Fi power outlet [11], SYLVANIA Wi-Fi dimmable LED

light bulb, and AGSHOME Wi-Fi windows open alert sensors require Wi-Fi network access to be

functional, but they have no input interfaces which end users can use to type in Wi-Fi passcode for

wireless Internet access. With the proliferation of compact wireless sensors in smart environments,

wireless IoT devices lacking input interfaces are expected to become increasingly common.

One widely used approach to authenticate Wi-Fi-enabled IoT devices that lack input interfaces

involves leveraging existing platforms such as Google Home Assistant [10] and Amazon Alexa [8].

These platforms facilitate device recognition and authentication via a smartphone or computer con-

nected to the same Wi-Fi network. This method, however, requires end users to have a smart-

phone/computer with pre-installed proprietary apps such as Google Home and Amazon Alexa. It

also requires Internet connection to gain the support of Google or Amazon cloud services. These

requirements make this method inapplicable in the scenarios where a smartphone or Internet is

not available and where the IoT device owners do not want to get involved in commercial cloud

platforms.

In this chapter, we present AuthIoT, a gesture-based wireless authentication scheme for IoT

9
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Figure 2.1: A CSI-based authentication scheme for wireless IoT devices without input interfaces.

Table 2.1: Wireless writing and gesture recognition.

Ref. (Tx,Rx)
ant #

Nonlinear
antenna array Dataset main approach Learning features computation

complexity
cross-environment
transferability

Reported
accuracy

WriFi [51] (2,3) No 26 capital letters GMM-HMMs CSI amplitude High No 87%
WiReader [59] (1,2) No 26 capital letters LSTM model CSI amplitude Medium No 90%
LetFi [198] (1,6) No 26 capital letters SOM network CSI amplitude Medium No 95%

WiDraw [147] (30,3) No Any Trajectory tracking AoA Medium Yes 91%
Wi-Wri [33] (2,3) No 26 capital letters kNN model CSI amplitude High No 82%
AuthIoT (1,3 or 4) Yes 48 characters CNN-based learning LoS AoA, CSI amplitude Medium Yes 84%

devices without input interfaces. AuthIoT requires neither assistance from other devices nor sup-

port from an Internet-based software platform. It is a channel state information based (CSI-based)

passcode recognition scheme for a Wi-Fi communication system, as shown in Fig. 2.1. It consists

of an access point (AP), an IoT device, and an end user. Specifically, AuthIoT works as follows:

The end user holds the IoT device in hand and writes the passcode over the air; and the AP lever-

ages recent advances in deep learning to recognize the passcode input from the IoT device based

on the spatial and temporal CSI features.

A key challenge in the design of AuthIoT is to maintain its transferability across different envi-

ronments. As CSI is significantly affected by the multipath effect of a wireless channel, a wireless

AP tends to observe different CSI in different environments. Hence, at the wireless AP, using

raw CSI for passcode recognition is not a plausible strategy because a deep neural network (DNN)

trained with raw CSI in an environment does not work well in another environment (based on our

experimental results). To address this challenge, AuthIoT extracts environment-independent fea-

tures as the input for the training and inference of a DNN. Specifically, AuthIoT computes the angle

of arrival (AoA) of the line-of-sight (LoS) signal path by leveraging recent advances in wireless

localization [79,85,152,158,185], and uses the AoA (as well as normalized channel amplitude) as

10



the input for the training and inference of DNN. Since different passcode characters tend to produce

distinct AoA patterns, an AP can identify the characters if the DNN is properly trained.

Another challenge in the design of AuthIoT is to compute the LoS AoA of received packets

for an AP with a nonlinear antenna configuration. While AoA estimation of wireless packets has

been studied in wireless localization (e.g., [79,85,152,158,183,185]), most of existing techniques

deal with the case where the antenna elements are equally-spaced and linearly installed. However,

many Wi-Fi routers and other APs are equipped with antenna elements in a nonlinear shape so

as to save space. Existing methods such as MUSIC (MUltiple SIgnal Classification) algorithm

cannot be directly used to estimate AoA for a receiving device with nonlinear antenna configura-

tion. To address this challenge, AuthIoT extends two-dimensional MUSIC algorithm to the case

where the receiver (wireless AP) is equipped with nonlinear antenna elements. Following the idea

from SpotFi [85], AuthIoT jointly considers the AoA and ToF (time of flight) to enhance the AoA

resolution of different signal paths.

Based on the environment-independent features (LoSAoA) as well as the normalized amplitude

of CSI, AuthIoT employs a DNN to recognize the passcode when an end user continuously writes

the passcode characters over the air by holding the IoT device in her hand. Once the AP detects the

passcode, it will grant the network access to the IoT device; otherwise, it will wait until the correct

passcode is detected or the maximum number of attempts is reached. We have built a prototype of

AuthIoT and evaluated its performance on two distinct AP testbeds: i) Intel 5300 Wi-Fi card with

three linear antennas, and ii) USRP N310 with four nonlinear (square-positioned) antennas. Exper-

imental results show that AuthIoT achieves 84% successful rate of passcode character recognition

on the former testbed and 83% successful rate on the latter testbed, both for cross-environment

applications.

The contributions of this work are summarized as follows.

• AuthIoT is, to the best of our knowledge, among the first that explores environment-independent

features of CSI for authenticating IoT devices without input interfaces. It is transferable to a

new environment for handwriting recognition once its DNN is well trained.
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• AuthIoT extends two-dimensionalMUSIC algorithm forAoA estimation from linear, equally-

spaced antenna configuration to nonlinear antenna configuration.

• We have built a prototype of AuthIoT and demonstrated its performance in real scenarios.

Our experimental results show that it can achieve more than 83% passcode recognition ac-

curacy in cross environments for both linear and nonlinear antenna configurations.

2.2: Related Work

We survey the literature in the following category.

Authenticating IoT Devices without Input Interface. As mentioned before, a mainstream au-

thentication method for smart-home IoT devices is to leverage the platforms such as Google Home

[10] and Amazon Alex [8]. This method, however, requires users to have a smartphone with pre-

installed proprietary apps, to have Internet access, and to share the data with the platforms. In

addition to the commercial products, research advances have been made for IoT authentication.

TouchAuth [189] harnesses induced body electric potentials (iBEPs) for IoT authentication

by having users wear a wristband to touch an analog-to-digital (ADC) pin of the IoT device. It

makes the ADC pin touchable by connecting devices’ ADC pins to their conductive exteriors. The

authentication is performed by measuring the IBEPs similarities between the wristband and the

smart object. P2Auth [96] authenticates IoT devices without input interface by leveraging their

inertial measurement unit. It requires users to perform unique petting operations that can be sensed

by both an IoT device and a wristband device. It compares the captured data from the two devices

and makes a decision for the authentication based on their similarity. SFIRE [55] is a secret-free

trust establishment protocol that pairs commercial wireless devices with a hub. It requires a user to

move a helping smartphone around the wireless device and measures the similarity of RSS signals

for authentication. Move2Auth [197] is another authentication scheme for IoT devices without an

input interface. It requires users to hold a smartphone and perform one of two hand-gestures in

front of an IoT device.

In contrast to the above works, AuthIoT takes a very different approach to authenticate IoT
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devices without input interface. It requires neither assistance from smartphones nor hardware/soft-

ware modifications on IoT devices.

CSI-based Handwriting Recognition. Our work is closely related to the research in this area.

Table 2.1 presents a comparison of our work with prior work. WriFi [51] is a CSI-based hand-

writing system that comprises a Wi-Fi AP, a Wi-Fi client device, and a user writing 26 letters over

the air. In this system, CSI amplitude is collected for learning-based recognition. Operations such

as principal component analysis (PCA) and fast fourier transform (FFT) have been performed to

extract the CSI features for hidden Markov model (HMM) training and inference. The accuracy is

reported to be 86%. Similar to WriFi, Wi-Wri [33] is another CSI-based handwriting letter recog-

nition system. It is based on k-nearest neighbors (k-NN) model and uses dynamic time warping

(DWT) to calculate the distance between CSI waveform and classified data. It reports 83% recog-

nition accuracy for 26 letters. WiReader [59] is another work in this area. It exploits CSI from

commercial Wi-Fi devices to extract activities-related information. It employs long short-term

memory (LSTM) model for recognition and adopts PCA and discrete wavelet transform (DWT)

for CSI feature extraction. It reports 90% recognition accuracy for 26 letters with intelligence text

correction. LetFi [198] is also a CSI-based over-the-air handwriting recognition system in Wi-Fi

networks. It employs multi-domain feature extraction method and self-organizing mapping neural

networks (with SoftMax regression classifier) to recognize 26 letters. The reported recognition ac-

curacy is 95%. WiDraw [147] is a handwritten recognition systemwhich allows a user to write over

the air. It recognizes hand movement trajectory based on the analysis of collected CSI. With the

presence of 30 transmitters, it can achieve 91% word recognition accuracy and superior accuracy

for hand movement patterns.

As shown in Table 2.1, AuthIoT differs from the above works in several aspects: i) AuthIoT

has a larger dataset (48 characters in AuthIoT versus 26 letters in the above-mentioned works);

ii) it enables its cross-environment transferability by design; and iii) it works for Wi-Fi AP with

nonlinear antenna array.

CSI-based Gesture Recognition. In addition to handwriting recognition, many works have also
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been done for CSI-based gesture recognition [93,108,160,179,213], by extracting and recognizing

the temporal, spatial, and Doppler features of hand movements. Generally speaking, CSI-based

gesture recognition can achieve very high accuracy (over 90%), because it has a small number of

dataset (e.g., 6 gestures). In contrast, AuthIoT has 48 characters in its dataset, which is much larger

than the above networks. In addition, AuthIoT distinguishes itself from previous works by focusing

on cross-environment transferability design.

Wireless Localization. Another research line related to our work is CSI-based wireless localiza-

tion inWi-Fi networks [85,139,152,183,185]. Particularly, SpotFi [85] presents an accurate indoor

localization scheme using commercial Wi-Fi devices. It proposes a two-dimensional MUSIC algo-

rithm by leveraging the information in both spectral and spatial domains to enhance the resolution

of AoA estimation. It jointly estimates AoA and ToF (time of flight) of incoming Wi-Fi signals

using multiple antennas and broadband (40MHz) spectrum. The localization median accuracy is

reported to 40cm using the commercial Wi-Fi card. AuthIoT borrows the idea of AoA estima-

tion from the above works, and extends the antenna setting from linear to nonlinear case for IoT

authentication applications.

2.3: AuthIoT: Design Overview

2.3.1: System Setting and Operation

AuthIoT is designed for a wireless communication system as shown in Fig. 2.1, which comprises a

wireless AP (e.g., Wi-Fi router), an IoT device, and an end user. IoT devices do not have input inter-

faces such as keypads and touchscreens due to the limits in their physical size, power consumption,

and/or manufacturing cost. Examples of such IoT devices include Wi-Fi LED light bulbs, Wi-Fi

light switches [9], and window/door open alert sensors [12]. The wireless AP has multiple antennas

for data packet reception. This is very common for Wi-Fi routers, most of which are equipped with

four or more antennas. In such a system, AuthIoT works as follows.

• End User: The end user first triggers wireless AP to exchange packets between itself and

the IoT device at a certain rate (e.g., 200 packets/s). She then holds the IoT device in front
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of the wireless AP with a distance of about 2 meters and ensures that there is a LoS signal

path between the IoT device and the wireless AP. After that, the end user writes each of the

passcode characters over the air until the IoT device is successfully authenticated.

• IoT Device: The IoT device needs no hardware or software modification. It responds to the

sounding packets from the wireless AP (e.g., using ACK packets) so that the wireless AP

can estimate wireless channel at a desired rate.

• Wireless AP: The wireless AP estimates the channel between itself and the IoT device us-

ing the packets from the IoT device. It continuously runs a modified MUSIC algorithm to

estimate the LoS AoA of the packets from the IoT device and feed the LoS AoA along with

normalized CSI amplitude to a DNN for the recognition of each character in the passcode.

It authenticates the IoT device once the passcode is detected or the maximum number of

attempts is reached.

2.3.2: Challenges and Our Approach

Compared to prior CSI-based recognition work [33, 51, 59, 147, 198], AuthIoT needs to recognize

a much larger set of characters, which include upper-case letters, low-case letters, numbers, and

special characters. In addition, AuthIoT faces the following challenges in its design and imple-

mentation.

Cross-Environment Transferability. Achallenge in the design of AuthIoT is tomaintain its cross-

environment transferability, so that the system can be used in any environment once its DNN has

been trained. To address this challenge, AuthIoT uses environment-independent CSI features as its

input for passcode recognition. Specifically, it computes the LoS AoA of the received packets from

the IoT device based on the estimated CSI by leveraging recent advances in wireless localization

[85, 152, 183, 185], and uses the LoS AoA as the main feature for passcode recognition. It should

be noted that an end user can always hold the IoT device in front of its wireless AP to ensure the

existence of LoS path between the IoT device and its AP.

Nonlinear Antenna Array at AP. Although the LoS AoA estimation techniques have been well
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studied for wireless localization, most of them consider the case where the receiver is equipped with

linearly, equally-spaced antenna array [85, 152, 183, 185]. However, many off-the-shelf wireless

APs such as Wi-Fi routers are equipped with nonlinear antenna array (e.g., rectangular-installed) to

save space. As expected, the AoA estimation techniques proposed for a device with linear antenna

array cannot be directly used for a device with nonlinear antenna array. To address this challenge,

AuthIoT revisits the MUSIC algorithm and extends it for the case where the device has nonlinear

antenna array. AuthIoT also borrows the idea from SpotFi [85] to jointly estimate AoA and ToF so

as to improve the AoA resolution.

Indistinguishable Characters. Another challenge lies in the fact that some character pairs are

hard to distinguish in their handwriting format, such as “z” and “Z”, “o” and “O”, “s” and “S”, “v”

and “V”, letter “I” and number “1”, etc. Sometimes, these handwritten character pairs even cannot

be distinguished by a human. Unfortunately, this challenge is hard to address from a technical

perspective. Therefore, AuthIoT resorts to regulation. AuthIoT asks end users to use a passcode

that does not include indistinguishable pairs of characters. Excluding some characters will not

compromise the passcode security as there are still sufficient characters to be used.

2.3.3: Security of AuthIoT

Essentially, AuthIoT serves as an interface for an AP to receive a passcode from an end user for

authenticating a particular IoT device. It does not alter the authentication mechanism and thus

has the same authentication safety as existing methods. However, due to the broadcast nature of

wireless signals, AuthIoT may face the passcode leakage problem. A malicious user may overhear

the signal from IoT device and attempt to infer the passcode for AP access. To address this issue,

a substitution cipher [176] can be applied to the passcode at wireless AP, and the substitution rules

can be updated regularly to avoid replay attacks.

2.4: AoA Estimation for General Antenna Array

This section first offers a primer on the existing MUSIC algorithm for AoA estimation at a wireless

device equipped with uniform linear antenna array, and then extends the MUSIC algorithm to the
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case where the wireless device is equipped with a general (linear or nonlinear) antenna array.

2.4.1: MUSIC for Uniform Linear Antenna Array (MUSIC-ULAA)

System Modeling. The basic idea of AoA estimation is that different signal propagation paths

are likely to have different AoAs at a receiving device. The different AoAs will introduce a cor-

responding phase shift across the array of antennas. For a uniform linear antenna array, once the

antenna space and the phase shift are given, the AoA can be accordingly calculated. To understand

AoA estimation, let us consider a receiving device with a uniform linear antenna array as shown in

Fig. 2.2, where the number of antennas isM , and the antenna spacing is d. Assume that the num-

ber of signal propagation paths is L and let us focus on the lth path shown in the figure. Denote αl

as the complex channel attention experienced by the signal when impinging on the first antenna.

Then, the complex channel attention of the signal at the second antenna is the same except for an

additional phase shift caused by the additional distance traveled by the signal. Mathematically, the

additional phase shift at the mth antenna can be written as (m − 1) · d · sin(θl) · 2πλ , where λ is

the wavelength of radio signal. Then, the complex channel attention at the mth antenna can be

expressed as (m−1)·d·2π
λ

· sin(θl) · αl. Denote h⃗l as the channel coefficient vector for the lth path.

Then, h⃗l = a⃗(θl) · αl, where

a⃗(θl) =
[
1 e−j

2πd sin(θl)
λ e−j

4πd sin(θl)
λ · · · e−j

2π(M−1)d sin(θl)
λ

]T
. (2.1)

At each antenna of the device, the observed CSI is the blend of all paths as well as noise, i.e.,

H⃗ =
∑

l h⃗l =
∑

l a⃗(θl)αl. Then, the AoA estimation problem can be formulated as follows. Based

on theN observations of CSI (i.e., H⃗n, n = 1, 2, · · ·N , where H⃗n is the nth observation of channel

vector), how to estimate θl, l = 1, 2, · · · , L.

MUSIC Estimation. MUSIC is a subspace-based algorithm that has been widely used for AoA

estimates in wireless localization. The general idea behind MUSIC method is to use all the eigen-

vectors that span the noise subspace to improve the performance of the Pisarenko estimator. It

mainly comprises the following steps.
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Figure 2.2: Illustration of MUSIC algorithm for AoA estimates at a wireless device with uniform
linear antenna array. Only one signal path with AoA θl is shown in the figure.

Step 1: Calculate the correlation matrix of CSI observations: R =
∑N

n=1 H⃗nH⃗
H
n , where (·)H

is conjugate transpose operator.

Step 2: Perform eigendecomposition of the correlation matrix: [E S] = eig(R), where E is a

matrix with its columns being eigenvectors and S is the diagonal matrix with sorted

eigenvalues (in non-decreasing order).

Step 3: Divide E into two sub-matrices: E = [EsEn], where Es is the signal subspace and En

is noise subspace.

Step 4: Evaluate the following function for all possible θ: p(θ) = 1
a⃗(θ)HEnEH

na⃗(θ)
, where a⃗(θ)

is the steering direction defined in (2.1). The values of θ corresponding to the peaks

of p(θ) are the AoAs of incoming signals.

2.4.2: MUSIC for General Antenna Array (MUSIC-GAA)

The aboveMUSIC algorithm assumes that the antenna array is equally spaced and linearly installed.

However, in practice, most wireless APs are equipped with nonlinear antenna array. For example,

many Wi-Fi routers are equipped with four antennas which are installed in a rectangular shape

to save the space. In this section, AuthIoT extends the MUSIC algorithm for a wireless device

with general antenna array. In addition, it borrows the idea from SpotFi [85] to improve the AoA

resolution by jointly estimating AoA and ToF of incoming signals. The rationale behind joint
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Figure 2.3: Illustration of MUSIC algorithm for AoA estimation at a wireless device with nonlinear
(arbitrary) antenna configuration. Only one signal path with AoA θl is shown here.

estimation is that, if two incoming signals are indistinguishable in the spatial domain (due to the

limited number of antennas), they may be distinguishable in the time domain. Joint estimation

makes it possible to distinguish two incoming signals even if they have very similar AoA.

Consider a receiving device with nonlinear antenna array as shown in Fig. 2.3. For notional

simplicity, we adopt polar coordinate system for the antennas using the first antenna position as

the origin. Denote dm as the distance between the 1st and mth antennas and ϕm as their angle,

as illustrated in the figure. Then, the coordinate of the mth antenna can be written as (dm, ϕm).

Particularly, the first antenna’s coordinate is (0, 0).

Recall that αl is defined as the complex channel attention of the lth path on the first antenna.

The observed channel coefficient (CSI) on themth antenna over subcarrier k can be modeled as:

hm,k =
∑
l

αl · ej
2πdm cos(ϕm−θl)

λ · e−j2πkfδτl + nm,k, (2.2)

where (dm, ϕm) is the polar coordinate of the mth antenna, fδ is the subcarrier spacing of OFDM

modulation, (αl, θl, τl) is the complex attention, AoA, and delay of the lth path, respectively. Lastly,

nm,k is the CSI observation noise/error at antennam over subcarrier k.

Collectively, the observed CSI at all antennas and over all subcarriers can be expressed as an

M ×K complex matrix, whereM is the number of antennas and K is the number of subcarriers.

Consider a four-antenna 802.11 Wi-Fi router as an example, which has 52 valid subcarriers in
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OFDM modulation. The CSI matrix H ∈ C4×52 can be written as follows:
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H =

(2.3)

Solely using spatial degrees of freedom (DoF) provided by antennas for AoA estimate may not

be an ideal approach, as it requires the number of antennas is larger than the number of paths. This

requirement may not be fulfilled in a real-world indoor environment when the number of antennas

on a wireless AP is limited (e.g., four antennas on a Wi-Fi router). To improve the AoA resolution,

AuthIoT expands the CSI matrix H for MUSIC-based AoA estimate by following the idea in [85].

Consider the CSI matrix in (2.3) as an example. AuthIoT can expand the CSI matrix by bonding

every three columns as a new column as illustrated below:

He =



h11 h12 h13 h14 h15 h16 h17 . . .

h21 h22 h23 h24 h25 h26 h27 . . .

h31 h32 h33 h34 h35 h36 h37 . . .

h41 h42 h43 h44 h45 h46 h47 . . .

h12 h13 h14 h15 h16 h17 h18 . . .

h22 h23 h24 h25 h26 h27 h28 . . .

h32 h33 h34 h35 h36 h37 h38 . . .

h42 h43 h44 h45 h46 h47 h48 . . .

h13 h14 h15 h16 h17 h18 h19 . . .

h23 h24 h25 h26 h27 h28 h29 . . .

h33 h34 h35 h36 h37 h38 h39 . . .

h43 h44 h45 h46 h47 h48 h49 . . .



. (2.4)

The expanded CSI matrix is of 12 by 50 size, i.e., He ∈ C12×50; and its correlation matrix is

of 12 by 12 size, i.e., HeHH
e ∈ C12×12. This means that, when applying MUSIC to AoA estimate,

the expanded matrix renders a larger dimension for noise subspace compared to the original CSI

matrix (12− L versus 4− L), thereby tending to offer a better AoA resolution.
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In a general case, for CSI matrix H ∈ CM×K , a question is how many columns should be

bonded when expanding this matrix for AoA estimate. For this question, we have the following

considerations. On one hand, the number of rows of He should be maximized to improve the

dimension of noise subspace; on the other hand, the expanded CSI matrix He should be a flat

matrix for MUSIC calculation. Denote b as the number of bonding columns in the CSI matrix.

Then, these two observations can be formulated as: max(Mb), subject to Mg ≤ K − G + 1 and

G ∈ Z. Hence, we haveG = ⌊K+1
M+1
⌋. Therefore, the dimension of the expanded CSI matrix isMg

byK −G+1, i.e., He ∈ C(Mg)×(K−G+1). The jth column ofHe is [Hj;Hj+1; · · ·;Hj+G−1], where

Hj is the jth column of H and [; · · · ; ] is vertical concatenation operator.

For the expanded CSI matrix He, we would like to explore its basis for its columns. Based on

(2.2), it can be verified that each of its columns is a linear combination of the following L basis

vectors:

a⃗l = [a11 a21 · · · aM1︸ ︷︷ ︸
column 1

a12 a22 · · · aM2︸ ︷︷ ︸
column 2

· · · a1G a2G · · · aMG︸ ︷︷ ︸
column G

]T (2.5)

for 1 ≤ l ≤ L, where amg = ej
2πdm cos(ϕm−θl)

λ · e−j2πgfδτl with 1 ≤ m ≤M and 1 ≤ g ≤ G.

Based on the expanded CSI matrix He and its column basis, the two-dimensional MUSIC al-

gorithm is summarized as follows.

Step 1: Measure the CSI matrixH atM antennas overK subcarriers. Construct the expanded

CSI matrix He by letting its jth column be [Hj;Hj+1; · · · ;Hj+G−1], whereHj is the

jth column of H, [; · · · ; ] is vertical concatenation operator, and G = ⌊K+1
M+1
⌋.

Step 2: Calculate the correlation matrix of CSI observations: R = HeHH
e , where (·)H is con-

jugate transpose operator.

Step 3: Perform eigendecomposition of the correlation matrix: [E S] = eig(R), where E is a

matrix with its columns being eigenvectors and S is the diagonal matrix with sorted

eigenvalues (in non-decreasing order).

Step 4: Divide E into two sub-matrices: E = [Es En], where Es is the signal subspace and

En is noise subspace.
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Table 2.2: Simulation parameters of MUSIC-GAA.

parameter value parameter value
carrier

frequency 5 GHz # of paths 5

bandwidth 40 MHz path 1:
(α1, θ1, τ1)

(1.00ej1.26, 15o, 5ns)

FFT size 64 path 2:
(α2, θ2, τ2)

(.40ej0.64,−71o, 21ns)

# of valid
subcarrier 52 path 3:

(α3, θ3, τ3)
(.20e−j1.86, 81o, 38ns)

# of
antennas 4 path 4:

(α4, θ4, τ4)
(.15ej1.64,−15o, 65ns)

antenna
configuration

Vertex of
6cm×6cm
square

path 5:
(α5, θ5, τ5)

(.10e−j1.51, 31o, 89ns)

Step 5: Evaluate the following function for all possible θ and τ :

p(θ, τ ) =
1

a⃗(θ, τ )HEnEH
n a⃗(θ, τ )

. (2.6)

Based on (2.5), the steering vector a⃗(θ, τ ) is defined as follows:

a⃗(θ, τ ) =
[
a11 a21 · · · aM1︸ ︷︷ ︸

column 1
a12 a21 · · · aM2︸ ︷︷ ︸

column 2
· · · a1G a2G · · · aMG︸ ︷︷ ︸

column G

]T
, (2.7)

where amg = ej
2πdm cos(ϕm−θ)

λ · e−j2πgfδτ for 1 ≤ m ≤ M and 1 ≤ g ≤ G. The values

of (θ, τ ) corresponding to the peaks of p(θ, τ ) are regarded as a path with AoA of θ

and delay of τ .

An Example: We use an example to illustrate the performance of MUSIC-GAA. We consider a

wireless AP and an IoT device and attempt to estimate the AoA of signal paths at the wireless AP.

Table 2.2 lists the parameters that we use for simulation. Particularly, the antennas on the AP are

not linear installed; instead, they are installed at the vertex of a 6cm×6cm square. This antenna

configuration is more realistic compared to a uniform linear antenna array. In this case, the number

of paths is greater than the number of antennas. Fig. 2.4 shows our simulation results when the CSI

bears different levels of error. Specifically, Fig. 2.4a depicts the result when the AP has perfect
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CSI. In this figure, the small circles mark the ground truth, while the black dots in the circles are

the results of MUSIC-GAA. The results reveal that MUSIC-GAA finds the exact AoAs and delays

of the five paths. Figs. 2.4b-d depict the results when the CSI at the AP has -40 dB, -30 dB, and

-20 dB error. It can be seen that the heatmap becomes increasingly blurry when the CSI bears

larger error. This indicates that accurate CSI is crucial. Fortunately, AuthIoT has accurate CSI for

MUSIC-GAA as the IoT device is physically close to the AP with a LoS path.

Another observation from Figs. 2.4b–d is that the hot spots appear to be horizontally stretched,

rendering better accuracy for AoA estimate than for delay estimate. This is because AuthIoT only

requires AoA of LoS signal path and does not need the delay information. This phenomenon stems

from the CSI expansion operation (see (2.4) for example), where each column of the expanded CSI

matrix contains the CSI from all antennas (but the CSI from a subset of subcarriers).

2.4.3: MUSIC-GAA for AuthIoT

Using MUSIC-GAA for AuthIoT to estimate the LoS AoA faces the following two challenges.

The first challenge is the very small delay difference of multiple paths indoor environments, espe-

cially in a small room with many objects. For example, if the distance difference of two paths is

1m, their delay difference is 3.3ns. To achieve this delay resolution (3.3ns), it requires 300MHz

bandwidth. Such a large signal bandwidth is not affordable for most wireless systems. 5GHzWi-Fi

offers 40MHz bandwidth, which is insufficient to distinguish two paths whose distance difference

is less than 1m. The second challenge is the CSI quantization error. For example, Atheros Wi-

Fi NIC [182] offers 10-bit CSI quantization, rendering a quantization error of 10 log10(1/210) =

−30 dB; Intel 5300 Wi-Fi NIC [63] offers 8-bit quantization for CSI, and its quantization error

is 10 log10(1/28) = −24 dB. As shown in Fig. 2.4, the CSI error degrades the performance of

MUSIC-GAA.

AuthIoT addresses these two challenges as follows. First, it asks users to keep the IoT device

close to the AP (∼2m) so that there is a strong LoS path between the two devices. It also asks

users to handwrite the passcode over the air at a large scale (i.e., spanning a 75cm×75cm area for
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(a) Perfect CSI (no error)
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(b) CSI estimation error: -40 dB
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(c) CSI estimation error: -30 dB
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(d) CSI estimation error: -20 dB

Figure 2.4: Performance of MUSIC-GAA algorithm.

24



-60 -45 -30 -15 0 15 30 45 60
Ground Truth Angle

-80

-60

-40

-20

0

20

40

60

80

Lo
S

-A
oA

Ground Truth
Single Packet Estimation
Multiple Packets Estimation

(a) Linear antenna array.
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(b) Nonlinear antenna array.

Figure 2.5: Experimental results of MUSIC-GAA in two cases: (a) Intel 5300 card with three
linear equal-spaced antennas; (b) USRP N310 with four antennas placed at the vertex of 6cm×6cm
square.

each passcode character), so that the AoA change of writing a passcode character is significant.

These requirements will be specified on the manual for end users. Second, it combines multiple

consecutive packets to improve the LoS AoA estimation through k-means clustering [105]. Details

will be given in §2.5.2.

We have evaluated the performance ofMUSIC-GAA for AuthIoT via experiments on two cases:

i) the AP is an Intel 5300 card with three linear equal-spaced antennas; and ii) the AP is a USRP

N310 with four antennas placed at the vertex of 6cm×6cm square. Both testbeds use Wi-Fi signal

for data packet transmission, and the packet rate is 1000 per second. It means that the AP can

obtain 1000 CSI instances per second. The distance between the AP and the IoT device is 2m,

with the presence of LoS path. We conducted the measurement campaign in a two-story apartment

with ordinary furniture. Fig. 2.5 shows our experimental results. It can be seen that the estimated

LoS AoA increases/decreases as the ground-truth LoS AoA increases/decreases. This observation

is consistent for both testbeds. This indicates that the LoS AoA tends to manifest a unique pattern

based on the movement of IoT devices.

2.5: Learning-based Passcode Recognition

A passcode is composed of several characters (English alphabets, numbers, and some special char-

acters). AuthIoT recognizes each individual character based on its generated CSI. Fig. 2.6 depicts

25



CSI 
acquisition

CSI 
acquisition

AmplitudeAmplitude

Data  
segmentation 

Data  
segmentation 

Data 
resample 

Data 
resample 

CSI Pre-processingCSI Pre-processing

Feature ExtractionFeature Extraction

MUSIC-GAAMUSIC-GAA

Bandpass 
filter

Bandpass 
filter

PCAPCA DWTDWT

LoS AoA clusteringLoS AoA clustering

Passcode character 
recognition result 

Passcode character 
recognition result 

CSI 
calibration

CSI 
calibration

Fully-connected 
neural network

Fully-connected 
neural network

CNNCNN

Conv layer &
Flatten layer
Conv layer &
Flatten layer

Figure 2.6: Diagram of CSI-based passcode character recognition.

the high-level system diagram of AuthIoT’s passcode recognition. As shown in the diagram, Au-

thIoT uses both LoSAoA and normalized amplitude of CSI as the features for CNN-based character

recognition. The reason is that our experiments show, compared to solely using LoS AoA as a fea-

ture, adding normalized CSI amplitude as input can considerably improve the recognition accuracy

(by 5% on average in our observations). In what follows, we explain each module in Fig. 2.6.

2.5.1: CSI Segmentation, Resampling, and Compensation

CSI Segmentation. When a user continuously writes passcode characters in the air, the AP pings

the IoT device at a certain rate (e.g., 200 ping packets per second), so that it can frequently estimate

the CSI based on the ACK packets from the IoT device. In practice, an end user may take different

amounts of time to write different characters, and different users may take different amounts of time

to write the same character. Therefore, it is necessary to separate the collected CSI data in the time

domain for each written character. To facilitate the CSI segmentation and improve its accuracy,

AuthIoT asks end users to pause (holding IoT device still) one second before they begin to write a

character. AuthIoT leverages the pause between two neighboring characters for CSI segmentation.

In addition, AuthIoT asks end users to hold IoT device still for two seconds before they start to

write passcode and after they complete passcode writing. Since a still IoT device generates unique

CSI features, AuthIoT leverages such features to determine the time period of passcode writing.

Fig. 2.7 shows an example of AuthIoT’s CSI segmentation, which comprises the following

steps.

Step 1: Calculate the following metric: g(i) = ∠(hm,k(i)hn,k(i)
∗) · |hm,k(i)|, where hm,k(i)
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Figure 2.7: An example illustrating CSI segmentation.

is the channel coefficient from antenna m, subcarrier k, and packet i. In our design,

m and n are the two antennas that offer strongest CSI, and k = 1. Fig. 2.7a shows

an instance of phase difference of two channels, i.e., ∠(hm,k(i)hn,k(i)
∗). Fig. 2.7b

shows an instance of channel amplitude, i.e., |hm,k(i)|. Fig. 2.7c shows an instance

of g(i).

Step 2: Calculate the window-slided variance as follows: v(i) = 1
W

∑i+W−1
j=i |g(j) − ḡ|2,

where ḡ = 1
W

∑i+W−1
j=i g(j). Fig. 2.7d shows an instance of v(i).

Step 3: Compare v(i) with a threshold Tv, where Tv = 0.03× avg{v(i)}. The CSI segment

corresponding to v(i) ≥ Tv is considered for an individual character. Fig. 2.7d il-

lustrates the windows corresponding to the segments of CSI to be used for character

recognition.

Step 4: Check the segmentation length for each letter. If the time duration of a CSI segment

is shorter than 1 second or longer than 4 seconds. AuthIoT discards this CSI segment.
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CSI Resampling. After CSI segmentation, different CSI segments may have different numbers of

CSI samples. The purpose of resampling is to make sure that the number of CSI samples in each

CSI segment is identical. Doing so is likely to ease the training and inference of CNN. AuthIoT

resamples each CSI segment using linear interpretation and/or decimation on the real and imaginary

parts of CSI samples.

CSI Compensation. The CSI data need to be calibrated before feeding to the MUSIC-GAA. Since

the receiver and transmitter are not synchronized, the CSI data from a Wi-Fi receiver may suffer

from Sampling Time Offset (STO) and Sampling Frequency Offset (SFO). To compensate STO and

SFO, a popular method is performing linear regression over multiple consecutive CSI instances in

both time and frequency domains [85]. The linear fit of the unwrapped CSI phase for ith packet

can be expressed as

τs,i = argmin
α

M∑
m=1

N∑
n=1

(ϕi(m,n) + 2πfδ(n− 1)α + β) (2.8)

The τs,i is the STO for ith packet. The fδ is the frequency spacing between subcarriers. And the

ϕi(m,n) is the wrapped phase at mth antenna and nth subcarrier. After estimating τs,i based on

(2.8), the compensation is performed by adding 2πfδ(n − 1)τs,i to subcarrier n, n = 1, 2, · · · , N .

The same compensation applies to the CSI from each antenna.

2.5.2: Feature Extraction

LoS AoA Feature Extraction. AuthIoT uses MUSIC-GAA to estimate the AoA-delay profile of

the signal paths based on the CSI samples. One observation from our experiments is that the AoA

corresponding to the largest profile value is always associated with the minimum delay. This makes

sense as there always exists a strong LoS path between the IoT device and the AP. Based on this

observation, AuthIoT chooses the AoA corresponding to the largest value as LoS AoA.

As shown in Fig. 2.8, the LoS AoA computed from CSI is noisy due to the imperfection of

hardware (e.g., 8-bit quantization) and interference caused by environment changes (e.g., body

movement). Sometimes the LoS AoA jumps over 20 degrees for consecutive 10 packets. Obvi-
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Figure 2.8: Removal of abnormal LoS AoA samples through filtering.

ously, such a big jump is abnormal. To reduce the adverse effect of this phenomenon, AuthIoT

employs a clustering algorithm for the elimination of unexpected AoA values. The rationale be-

hind this algorithm is that the AoA should not change over 20 degrees over 10 packets (10 ms).

The clustering algorithm works as follows.

Step 1: Slide a window of size 10 to move across the LoS AoA sample sequence using the

step size of 5. In each window, the k-means clustering algorithm [105] is employed

to divide the 10 LoS AoA samples into 2 groups.

Step 2: Calculate the average values of the samples in the two groups. If the difference is

larger than 20 degree and the number of samples in one group is less than 3, then the

group of smaller size is regarded as abnormal.

Step 3: Replace every sample in the abnormal group with the average value of the larger

group.

Amplitude Feature Extraction. In addition to LoS AoA, AuthIoT uses CSI amplitude as another

feature for CNN-based recognition. The raw CSI amplitude is noisy. To enhance the input data

quality, AuthIoT employs a Butterworth band-pass filter with frequency band 5Hz–20Hz to elim-

inate the undesired frequency components and reduce the noise for the CSI amplitude. This is

because human’s writing movement is in this frequency range [59]. Fig. 2.9 shows an example of

the filtering operation.
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Figure 2.9: CSI amplitude before and after bandpass filtering.
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Figure 2.10: Illustration of PCA operation on CSI amplitude.

In indoor environments, wireless channels over neighboring subcarriers are very similar [51].

Hence, AuthIoT applies Principle Component Analysis (PCA) to a group of adjacent subcarriers for

data compression. Specifically, AuthIoT groups every 6 subcarriers and applies PCA to each group.

The first component of PCA results is kept as the amplitude features, while other components are

discarded. Fig. 2.10 shows an example of this operation. As it can be seen, the adjacent 6 subcarriers

have similar channel amplitude, and the first component of PCA results maintains the main shape

of the channels.

Writing a character over the air mainly comprises a series of strokes. The action of each stroke

is the key feature for the CSI-based character recognition. To capture the action of each stroke,

AuthIoT performs Discrete Wavelet Transform (DWT) on the CSI amplitude after PCA operation,
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as shown in Fig. 2.6. Similar to WiReader [59], it performs 8-level discrete wavelet transform on

the CSI amplitude samples using symlet as the basis function. Fig. 2.11 shows an example of

DWT operation on the CSI amplitude, where Fig. 2.11(a) shows the CSI amplitude from PCA and

Fig. 2.11(b) shows the DWT results. The DWT results are then sent to the CNN for training and

inference.
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Figure 2.11: Illustration of DWT operation on CSI amplitude.

2.5.3: CNN Settings and Training

CNN Settings. Fig. 2.12 shows the structure of CNN, which is composed of convolution layers,

flatten layers and fully-connected layers. Since the CSI amplitude matrix is of high dimension

(1000 × 40 × 3), AuthIoT employs convolution operations to extract its high-level features and

reduce its dimension. Specifically, AuthIoT treats the amplitude DWT spectrum (1000× 40) as an

image and each of the three antennas as an image channel, similar to the process of RGB channels

in colorful image recognition. Two convolution layers are used to compress the amplitude DWT

spectrum. The first convolution layer involves 32 kernels of 11× 5 size, and the second layer has

16 kernels of 6 × 4 size. The step size of both kernels is one. The purpose of the convolution

layers is to extract the features from amplitude DWT spectrum based on its spatial relationship. It

employs kernels moving across the feature matrix and outputs the convolution result with ReLU

function. To further reduce the data dimension, AuthIoT employs an averaging pooling layers with
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Figure 2.12: CNN Structure.

Table 2.3: Passwords Characters.

Capital Letters A-Z
Lower-case letters a,b,d,e,f,g,h,q,r,t

Numbers 3-9
Special Characters #,$,%,+,=

a size of 3× 3 for each of the convolution layers. The pooling layers down-sample the amplitude

matrix, thereby reducing the computational complexity. The output of the second pooling layer

is flattened for vectorization. AuthIoT then concatenates the resultant amplitude features with the

AoA features, and feeds the concatenated data vector to a fully-connected 128 × 64 × 32 neural

network. SoftMax activation function is used for the output layer to calculate the probability of

each possible passcode character.

CNN Training and Inference. As stated before, some character pairs are not distinguishable in

their handwriting format, such as “z” and “Z”, “c” and “C”, “o” and “O”, “s” and “S”, “v” and “V”,

letter “I” and number “1”, etc. Unfortunately, this challenge is hard to address from a technical

perspective. Therefore, AuthIoT excludes the subset of indistinguishable characters. Table 2.3

lists the 48 characters that can be used for passcode in AuthIoT.

To train the CNN model, CSI data are collected from different locations and diverse users
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(details given in §2.6). The batch size in our training process is set to 100, and the number of epochs

is set to 25. A batch normalization layer is added to the neural network after the activation function.

We observed that it could improve the convergence speed in the training process, especially when

the CSI is not stable due to the change of environment. In addition, a dropout layer is added after

the second (64 neurons) and third (32 neurons) layers to avoid overfitting [143]. It can make the

network less sensitive to specific neurons, and in turn make the network better generation. The

dropout rate is set to 0.2 for each layer by randomly setting the output to zero. The CNN uses

cross-entropy as the loss function and employs Adam optimization algorithm to update the weights.

After the CNN is trained, the system is then used for online passcode character recognition in

different environments. The CNN model will eventually yield the possibility of the input being

each character. The character with the highest probability is regarded as the character being written

by the end user.

2.6: Experimental Evaluation

2.6.1: Implementation and Experimental Settings

Intel 5300 Testbed. This testbed is implemented using Dell XPS 8940 Desktop with the Intel Wi-

Fi NIC 5300 and a Redmi Note 9 Pro cellphone. The desktop serves as AP working in hotspot

mode, and the cellphone emulates an IoT device. The desktop is installed with the Ubuntu 14.04

operating system with 802.11 Linux CSI tool [63], which is used to acquire the CSI from the Wi-Fi

card. The carrier frequency is 5GHz, and the bandwidth is 40MHz. The packet rate is 600 packets

per second. Intel Wi-Fi NIC 5300 is equipped with three antennas, which are linearly placed with

equal spacing. The antenna spacing is half wavelength (3cm). Fig. 2.13(a) shows the linear antenna

setting of this testbed.

USRP Testbed. This testbed consists of a USRP N310 and a USRP N210. USRP N310 has four

antennas. It serves as the AP. USRP N210 has one antenna. It emulates an IoT device by sending

data packets to USRP N310. The carrier frequency is 2.4GHz, and the bandwidth is 20MHz. The

packet rate is 1000 per second. This testbed has two antenna settings: linear antenna array as
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(a) (b) (c)

Figure 2.13: AP antenna settings: (a) Intel 5300 testbed with linear antenna array; (b) USRP testbed
with linear antenna array; (c) USRP testbed with nonlinear antenna array.

(a) Lab scenario (b) Office scenario (c) Hallway scenario (d) Home scenario

Figure 2.14: Experimental settings.

shown in Fig. 2.13b and nonlinear antenna array as shown in Fig. 2.13c. For the linear case, the

antenna spacing is 6.25cm. For the nonlinear case, the four antennas are positioned at the vertex of

a 6cm×6cm square.
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Experimental Settings. Four scenarios are considered for the evaluation of AuthIoT: lab, office,

hallway, and home, as shown in Fig. 2.14. The AP was placed on a table of 70cm height, and the

IoT device was held by the participants. The participants were asked to face the AP and keep an
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approximate 2m distance. We placed the two testbeds in these four scenarios and collected data to

evaluate the performance.

The training data were collected solely from lab, while the evaluation (inference) was performed

in four scenarios (lab, office, hallway, and home). The training data were collected from five

different participants, while the evaluation was conducted over nine participants (i.e., those five

participants for training plus four new participants). In the training phase, each participant was

asked to write the 48 characters in Table 2.3, and each character was repeated 12 times. In total,

576 data samples were collected from each participant in the lab scenario for the training purpose.

In the test (inference) phase, each of the nine participants was asked to hold the IoT device and

write 500 characters at his/her will at each scenario. The collected data samples were fed into the

system for evaluation purpose.

2.6.2: Experimental Results from Intel 5300 Testbed

Intel 5300 is a commercial off-the-shelf Wi-Fi NIC that is widely used for computers and routers.

Evaluating AuthIoT on this testbed reveals its performance in real-world Wi-Fi networks.

Overall Accuracy. Fig. 2.15 presents the overall recognition accuracy on this testbed. Literally,

AuthIoT reaches 88% recognition accuracy with a standard deviation of 0.018 over the nine partic-

ipants in the lab scenario; it reaches 85% recognition accuracy with a standard deviation of 0.023 in

the hallway scenario; it reaches 84% recognition accuracy with a standard deviation of 0.014 in the

office scenario; and it reaches 83% recognition accuracy with a standard deviation of 0.019 in the

home scenario. It can be seen that AuthIoT performs best in the lab scenario. This is not surprising,

because AuthIoT’s CNN model was trained by the dataset collected from the lab scenario.

Fig. 2.18 shows the confusion matrix of passcode character recognition. It can be seen that the

accuracy is above 85% for most characters. The majority of errors occur due to the ambiguity of

the characters sharing similar hand gestures. For example, AuthIoT is more likely to be confused

by letters ‘C’ and ‘O’; it is also hard to distinguish letters ‘M’ and ‘N’.

Accuracy of Individual Category. To obtain more details, we examine the performance of Au-
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thIoT over three subsets of passcode characters: 26 upper-case letters, 10 lower-case letters, and

10 numbers. Fig. 2.16 shows our test results. It can be seen that the recognition accuracy in all

scenarios are beyond 85% for the three subsets of characters.

2.6.3: Experimental Results from USRP Testbed

We further evaluate the performance of AuthIoT on the USRP testbed with linear and nonlinear

antenna arrays.

Linear Antenna Array. Fig. 2.17 presents the recognition accuracy on the USRP testbed when it

is equipped with four linearly equal-spaced antennas. It can be seen that the recognition accuracy

in the lab scenario is better than other scenarios. This is because AuthIoT’s CNNmodel was trained

by the dataset collected from the lab scenario. It also can be seen that the recognition accuracy on

the USRP testbed is slightly higher than that on Intel 5300 testbed. This can be attributed to the

fact that the USRP testbed has one more antenna than the Intel 5300 testbed.

We examine the recognition accuracy for each individual participants. Fig. 2.19 shows our

experimental results. The results show that the recognition accuracy is within the range of 81%

to 88% for the nine participants. This indicates that AuthIoT is robust against the variation of end

users.

Nonlinear Antenna Array. Fig. 2.17 also presents the recognition accuracy when the USRP

testbed is equipped with four nonlinear antennas. It can been seen that the two cases (linear antenna

array and nonlinear antenna array) have very similar recognition accuracy, with a difference less

than 2%. The performance similarity can be traced down to the accuracy of LoS AoA estimation as

shown in Fig. 2.5. Since the LoS AoA estimation in the two antenna settings has similar accuracy,

it is not surprising that the recognition in the two antenna settings has similar accuracy.

2.6.4: Robustness of AuthIoT

To evaluate the robustness of AuthIoT, we examine its performance when the user is located at

different distances and from different directions.

Different Distances. We change the distance between AP and IoT device to examine the perfor-
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Table 2.4: Recognition accuracy of AuthIoT when the distance between AP and IoT device
changes.

Lab Office Hallway Home
distance Linear Non-linear Linear Non-linear Linear Non-linear Linear Non-linear
2.0m 89% 89% 86% 84% 85% 84% 84% 82%
2.5m 87% 86% 85% 84% 84% 84% 83% 82%
3.0m 85% 85% 84% 83% 84% 83% 82% 81%
3.5m 85% 84% 83% 82% 83% 83% 82% 81%

mance of AuthIoT. We consider four distances: 2.0m, 2.5m, 3.0m, and 3.5m. We conduct experi-

ments in four scenarios: lab, office, hallway, and home. Table 2.4 presents our experimental results.

It can be seen that, in each scenario, AuthIoT has a consistent performance when the distance be-

tween AP and IoT device varies from 2.0m to 3.5m. For all cases, the recognition accuracy of

AuthIoT is within the range from 81% to 89%, regardless of the experimental scenario, the antenna

pattern, and the distance between AP and IoT device. This indicates the robustness of AuthIoT.

Different Directions. To evaluate its robustness to user’s facing direction, we let the user keeps the

same distance to the AP but moves around with different facing angles ranging from 10 degree to 40

degree. As we can observe from Fig. 2.20, the recognition accuracy of AuthIoT slightly degrades

when the angle between the user and AP increases from 0 to 40 degree. This is because the training

data are collected at the 0 degree location. However, it can be observed that the accuracy for both

linear and nonlinear settings are always above 83%.

Discussions. The overall recognition accuracy of 83% is not perfect but within an acceptable

range. In practice, there are some ways to further improve AuthIoT’s Quality of Experience (QoE)

for end users. For example, an end user can consider using an all-numbers passcode. AuthIoT
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offers a superior performance when the passcode is all numbers. Meanwhile, an all-number pass-

code is sufficiently strong in practice. Moreover, a prompt-notification mechanism can be added

into AuthIoT to improve the QoE of end users. In essence, AuthIoT is a learning-based classifica-

tion algorithm. The output of AuthIoT includes not only the corresponding character but also its

recognition probability (i.e., the recognition confidence). When AuthIoT has a low confidence for

a character recognition, it immediately asks end user to rewrite the previous character. Doing so

will offer a better QoE for end users.

2.7: Summary

In this chapter, we studied the communication authentication problem for wireless IoT devices

without an input interface. We presented AuthIoT to authenticate such IoT devices in Wi-Fi net-

works by leveraging the unique CSI pattern generated by the movement of IoT devices. AuthIoT

exploits environment-independent CSI features for learning-based character recognition, and there-

fore is transferable for cross-environment applications. AuthIoT also extends its applications for

the case where a Wi-Fi AP is equipped with a nonlinear-installed antenna array by generalizing

existing AoA estimation methods. We have built a prototype of AuthIoT and evaluated its perfor-

mance on the testbeds with linear and nonlinear antenna arrays. Our experimental results confirm

that AuthIoT is transferable for cross-environment applications, and show that AuthIoT achieves

at least 83% recognition accuracy.
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CHAPTER 3: HANDWRITING
RECOGNITION THROUGHWALLS
USING FMCW RADAR

3.1: Introduction

Despite the rise of digital technologies, handwriting—whether on traditional paper or electronic

devices like iPads—continues to be a widely used method for recording and sharing information.

Studies show that people still engage in handwriting more frequently than they might expect [18].

In some scenarios, the confidentiality of written content is of paramount importance. A natural

question to ask is: if one is writing important documents on a desk in a private room, is it possible for

an attacker outside the room to detect the letters being written through the wall? Understanding the

capability and performance limits of such an attacker would inform the public of not only potential

threats but also possible countermeasures, thereby preventing information leakage and enhancing

human activity privacy.

Recent years have witnessed significant progress in remote human activity recognition (HAR)

using different sensing technologies such as cameras [45, 80, 101], ultrasound [113, 187], Wi-Fi

[52, 78, 93, 94, 123, 163], RFID [172, 191], and millimeter-wave (mmWave) radar [19, 72, 98, 99,

161,174,188,206]. In contrast to existing work, the task of detecting handwriting content through

a wall is unique yet challenging in the following three aspects.

(a) Through-wall detection. This requirement significantly limits the viable sensing tech-

niques for this task. Camera-based computer vision (CV) can be used for human activity recog-

nition by analyzing video data to identify and classify different human actions and movements

[80,101]. Powered by advanced deep neural network (DNN) techniques, a camera system can eas-

ily recognize the handwriting characters from a distance [57, 132]. However, camera-based HAR

systems are limited by occlusions and thus not applicable to through-wall detection. Ultrasound
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Figure 3.1: RadSee is a joint hardware (radar) and software (deep learning) design to detect the
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sensors have also been widely used for HAR. They emit high-frequency sound waves that bounce

off objects and produce echoes, which can be analyzed to determine the patterns of human activ-

ities [50, 113, 187]. Unlike camera sensors, ultrasound can work even in low light conditions and

does not require a line-of-sight path. But ultrasound has a very limited ability of passing through

walls due to its short wavelength, making it unsuitable for this task. Radio frequency (RF) has

emerged as a popular technology for HAR such as gesture recognition [52,66,82,93,123,166,200],

keystroke detection [22,190], and vital signal detection [61,167]. Among existing RF technologies,

high-frequency signals (e.g., mmWave) have very limited ability to pass through a wall. Therefore,

radio signals on sub-10 GHz bands appear to be the plausible carrier for HAR behind walls.

(b) Millimeter-level hand movement for writing. Handwriting features very small move-

ments compared to other human activities. Typically, the movement of a pen-holding hand is

smaller than 1 cm for both paper and iPad writings. When using an RF system for handwrit-

ing detection, its detection resolution is determined by its signal wavelength. On one hand, high-

frequency mmWave (e.g., 60 GHz and 77 GHz) signals are capable of detecting sub-mmmovement

of an object but cannot pass through a wall. On the other hand, low-frequency (e.g., 915 MHz) mi-

crowave signals can easily pass through a wall but cannot detect the mm-level movement of an

object. On the middle-frequency spectrum bands such as 2.4 GHz and 5 GHz, channel state infor-

mation (CSI) in Wi-Fi networks has been extensively used for HAR [52, 78, 93, 94, 163, 171]; and
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its application on 5 GHz frequency bands seems a possible solution to achieve the desired trade-off

between wall penetration and detection resolution. However, Wi-Fi CSI-based HAR is a non-

coherent detection approach that suffers from phase, frequency and timing misalignments in hard-

ware. As such, it is incapable of detecting mm-level movement in time. Recently, 6 GHz FMCW

radar, which is a coherent detection system, has been used for HAR such as human body skeleton

construction [16, 95, 209–211]. This approach uses custom-designed hardware and promises high

accuracy and stability. However, so far, its applications are limited to the detection of large-scale

movements such as people walking and interaction.

(c) Interference resilience. The detection of handwriting may suffer from interference from

other moving objects such as a walking person around the writer. It may also suffer from inter-

ference from indirect paths between the writer and the detection equipment. Actually, such in-

terference is a notorious issue with RF sensing [86, 119, 184]. This issue is particularly acute in

sub-6 GHz RF sensing systems. If not addressed, the interference may appear dominant and place

a fundamental limit on the detection performance. Moreover, since different scenarios have differ-

ent multi-path effects and different moving objects/people, addressing the interference is critical

to extract environment-independent features for handwriting recognition and ultimately develop a

radio detector that can work in new environments.

In this chapter, we present RadSee, a 6 GHz FMCW radar system for detecting the handwrit-

ing activities behind a wall, as shown in Fig. 3.1. RadSee is realized through a joint hardware and

software design. In terms of hardware, RadSee builds a 6 GHz FMCW radar with highly optimized

patch antennas. In terms of software, RadSee first extracts the phase information of demodulated

FMCW signals and employs a deep neural network (DNN) model for letter classification. Combin-

ing the hardware and software innovations, RadSee is capable of continuously detecting mm-level

handwriting movement over time and recognizing most letters based on their unique phase patterns.

RadSee addresses Challenge (a) with its FMCW modulation, its high-gain patch antenna, and

its optimized baseband analog filter. RadSee has co-located Tx and Rx RF chains, making it pos-

sible to perform coherent signal demodulation for handwriting recognition. In addition, the opti-
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mized patch antennas have a total 36 dBi gain for wall penetration. RadSee addresses Challenge

(b) by using the phase information of demodulated FMCW signals to extract the features of hand-

writing movements. FMCW radar has been widely used for ranging. Its range resolution is c
2B
,

where c is light speed and B is signal bandwidth. Achieving the range resolution of 1 mm requires

B = 3×108

2×10−3 = 150 GHz signal bandwidth, which is impossible in practice. However, the phase

of demodulated FMCW signals is much more sensitive to the movement of an object. In theory,

1 mm hand movement corresponds to 14◦ phase change of the demodulated signal, which is easy

to detect. Therefore, RadSee uses the phase of demodulated FMCW signals as the features of let-

ter recognition. RadSee addresses Challenge (c) by demodulating the reflective signals only from

the handwriting movement. This is achieved by its FMCW modulation and high-directional patch

antennas. The FMCW modulation allows it to focus on the Range-FFT bin that corresponds to the

distance of interest; the patch antennas allow it to focus on the reflective signal from the direction

of interest. Combining FMCW modulation and antenna directivity, RadSee is capable of detect-

ing a clear phase pattern corresponding to the handwriting movements behind a wall using a small

transmission power (20 dBm).

Based on the demodulated FMCW signals, RadSee employs a bidirectional long short-term

memory (BiLSTM) model to classify the handwriting characters (a-z, A-Z, and 0-9). Different

from other human activities such as keystroke [22, 190], handwriting is a smooth and continuous

movement of the pen-holding hand. As such, handwriting tends to generate a unique temporal

phase pattern for each letter. That is the reason why RadSee uses BiLSTM to classify a phase data

sequence. Of a phase data sequence, some parts may be very important for letter recognition (e.g.,

those turning points), while some parts may not carry useful information (e.g., horizontal strokes).

Therefore, RadSee adds an attention layer to the BiLSTMmodel so that themodel can automatically

focus on those important parts of a phase data sequence for letter classification. Powered by the

BiLSTM model and its attention mechanism, RadSee is capable of recognizing handwriting letters

based on their unique movement patterns.

We have built a prototype of RadSee (through PCB fabrication) and evaluated its performance

43



Table 3.1: Related work on human activity recognition. W = “See through wall?”,M = “Mm-
level movement detection?”, R = “Resilient to multipath?”, I = “Resilient to interference from
other moving objects?”, S = “Classification size”.

References Objective Technique W M R I S
RF-Capture [16],
RF-Avatar [210],
RF-Pose [209],
RF-Pose3D [211],
RF-Action [95]

Human body skeleton 6GHz FMCW
radar 3 7 3 3 N/A

WiSIA [94],
WiPose [78],
F. Wang [163]

Radio imaging Wi-Fi 7 7 7 7 N/A

Tadar [191],
RF-HMS [172] Human tracking RFID 3 7 7 7 N/A

mtrack [174] Hand writing mmWave 7 3 7 3 N/A
WiKey [22] Key stroke Wi-Fi 7 7 7 7 37
WiHF [93], WriFi [52],
WiSee [123] Gesture

recognition
Wi-Fi 7 7 7 7 26

Soli [99] mmWave 7 3 7 3 4
PhaseBeat [167] Vital sign Wi-Fi 3 7 7 7 N/A
RF-SCG [61] mmWave 7 3 7 3 N/A
RadSee (ours) Hand writing FMCW radar 3 3 3 3 62

in various scenarios. Experimental results show that, when placed behind office interior drywalls

and external wood/vinyl walls, RadSee achieves 75% letter recognition accuracy when victims

randomly write 62 different letters and 87%word recognition accuracy when victims write articles.

Notably, RadSee demonstrates its resilience to the interference from walking persons around the

victim writer and the interference from other radio devices.

Table 3.1 shows the comparison of RadSee and its related work. It advances the state-of-the-art

in the following aspects.

• It designs and implements a 6 GHz FMCW radar device that can detect mm-level movements

of an object behind a wall using a small transmission power.

• RadSee is capable of detecting the letters that one is writing behind a wall. Furthermore, it

is resilient to the interference from other mobile objects and other radio devices.

• Extensive experimental results show that RadSee can achieve over 75% accuracy when de-

tecting 62 random letters and 87% word recognition accuracy behind walls.
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3.2: Related Work

We surveyed the literature in two categories: through-wall detection and fine-grained human ac-

tivity recognition. Table 3.1 in Section 3.1 outlined RadSee’s uniqueness compared to prior work.

3.2.1: See Through Wall using Radio

See Through Wall using FMCW Radar. Some pioneering works have studied 6 GHz FMCW

radar to detect and track human activities behind walls using model-based or learning-based meth-

ods [16, 95, 209–211]. For instance, [209–211] focuses on using FMCW radar to generate the

heatmap image of human body skeleton through walls. [95] uses FMCW radar to detect the in-

teractions between two people behind walls. However, all these works are based on the ranging

detection of FMCW radars. Since the range resolution of an FMCW radar is fundamentally limited

by its bandwidth, this method cannot achieve mm-level accuracy for through-wall motion detec-

tion. To address this issue, RadSee uses the phase information for through-wall mm-level hand

movement detection.

RF-capture [16] is probably the most related work of RadSee. It also uses FMCW radar to

recognize the “handwriting” behind a wall. However, the letters that RF-capture aims to recognize

are of large size (e.g., 0.5 m×0.5 m). It is actually a gesture recognition rather than normal-sized

handwriting detection. Its method is based on range- and angle-based tracking, and thus cannot

achieve mm-level accuracy. Therefore, RadSee is fundamentally different from RF-capture.

Through-Wall Detection using Wi-Fi. Wi-Fi signal is ubiquitous and it has a strong ability

of passing through a wall. [17] utilizes Wi-Fi signals and multi-antenna techniques to track the

movement of people behind a wall. [173] uses Wi-Fi signals to recover the audio sound from a

speaker placed behind a soundproof wall. However, due to the no-coherent detection at a Wi-Fi

receiver, it is impossible for aWi-Fi receiver to detect movement at the millimeter level. Therefore,

Wi-Fi signals are not suitable for through-wall handwriting detection.

Through-Wall Detection using RFID. Through-wall detection is also possible by using RFID

systems. Tadar [191] and RF-HMS [172] demonstrated their capabilities of tracking humanmoving
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directions through walls using an array of RFID tags. However, the tracking error in these systems

is around 10 cm, indicating their incapability of tracking mm-level hand movements. RFID tag can

also be used to measure the vibration pattern of a loudspeaker [162]. But, due to its long wavelength

(33 cm), it is not a good candidate for tracking mm-level movements.

3.2.2: Fine-Grained HAR

Handwriting Recognition. Camera-based handwriting recognition is a well-established field [39].

However, the camera cannot see through walls. Recently, RF signals have been studied for hand-

writing recognition. RF-IDraw [165] attaches an RFID tag to a people’s finger and can reconstruct

the trajectory of that finger. A multi-resolution positioning technique was designed, yielding a

tracing accuracy at the centimeter level. mTrack [174] developed a mmWave (60 GHz) tracking

system and achieved mm-level tracking accuracy. It also demonstrated its capability of recognizing

handwriting letters. However, mmWave signals are vulnerable to blockage and cannot go through

walls. Therefore, it is not suitable for our purpose.

MmWave FMCWRadar Detection. In recent years, mmWave (24 GHz, 60 GHz and 77GHz)

FMCW radars become available on the market for autonomous driving applications. These radars

have been widely used for human activity recognition and vital sign detection [19, 61, 72, 98, 99,

161, 174, 188, 206]. Given their large bandwidth and small wavelength, they can easily achieve

mm-level accuracy when detecting object movements. However, mmWave signals cannot pass

through walls. Therefore, they cannot apply to through-wall handwriting detection.

Gesture and Vital Sign Detection. CSI in Wi-Fi networks has been used for a wide range of

sensing applications such as gesture recognition [52, 93, 123], vital sign detection [167], and radio

imaging [78, 94, 163]. However, Wi-Fi is a non-coherent system due to the physical separation of

its transmitter and receiver. Therefore, its detection accuracy is fundamentally limited by timing,

frequency, and phase misalignments. As a result, it is not competent for mm-level handwriting

detection.
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3.3: Attack Model

Attack Scenarios. We consider a scenario as shown in Fig. 3.1, where one is writing a confidential

document on a paper or an electronic device (e.g., iPad and Kindle Scribe) in a private room (e.g.,

government office, business office, hotel room, and apartment). Inside the room there may be

other static objects (e.g., furniture) and people performing daily activities. Outside the room there

is a malicious attacker who aims to detect the content (English letters and Arabic numbers) being

written by the victim.

Attacker’s Assumptions. We assume that the attacker has physical access to the space behind

the wall which the victim is facing toward. As such, the radio signals for detecting the victim’s

handwriting movements would not be blocked by the victim’s torso. We also assume that the at-

tacker knows the layout of the room and the approximate location of the victim. However, the

accurate location of victim’s writing hand will be estimated by the attacker using radar signal. We

know that it is not improbable to obtain the knowledge about the location of a desk in a room, as

many public spaces such as hotels have standard layouts that are consistent across rooms. Further-

more, we assume that there are no RF-shielding materials inside the wall between victim and the

attacker.

Challenges. As we stated before, there are three grand challenges that must be addressed for

the design of such an adversarial device, namely, through-wall detection, mm-level recognition,

and interference resilience. In addition, handwriting recognition has 62 character candidates (26

low-case letters, 26 upper-case letters, and 10 Arabic numbers) for classification. Such a large

character set adds another level of challenge to the task. To address these challenges, it calls for a

joint hardware and software design for such an attack device.
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3.4: RadSee: Design Analysis

3.4.1: A Primer on FMCW Radar

FMCW radar is an active radio device that uses frequency modulation to generate a continuous

wave signal with a linear frequency sweep. This signal is transmitted from the radar antenna toward

a target, and the reflection from the target is received by the radar antenna. The frequency difference

between the transmitted and received signals, known as the beat frequency, is proportional to the

range of the target. By analyzing the beat frequency over time, FMCW radar can determine the

distance and velocity of the target.

Fig. 3.2 shows the diagram of an FMCW radar device. It transmits frequency-modulated

continuous-wave signals and receives the reflective signals from the surrounding objects. Denote

sT (t) as the transmitting signal and sR(t) as the received echo from an object. Mathematically, we

have

sT (t) = exp
(
j(2πf0t+ πKt2)

)
, (3.1)

and

sR(t) = αsT (t− 2d/c), (3.2)

where f0 is the starting frequency, K is the frequency ramp rate, α is the path attenuation, d is the

distance from the radar to the object of interest, and c is light speed.

The received signal and the transmitted signal are mixed together, generating the intermediate

frequency (IF) signal. The IF signal can be written as:

sIF (t) = sT (t)sR(t)
∗ = exp

(
j4πK

d

c
t︸ ︷︷ ︸

frequency

+ j4πf0
d

c︸ ︷︷ ︸
phase

− j4πK
d2

c2︸ ︷︷ ︸
negligible

)
. (3.3)

As we can see from (3.3), the observed frequency and phase both contain the distance infor-

mation. Typically, the frequency term in (3.3) is used to estimate the range of an object, while the

phase term is used to estimate the velocity of the object. Specifically, the range and velocity of the
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object are estimated as follows.

• Range. As illustrated in Fig. 3.2, the IF signal from each chirp is digitized and converted to

the frequency domain through FFT operation. Suppose that the FFT size is N and a peak is

identified at the ith FFT bin (0 ≤ i ≤ N −1). Then, the distance of the corresponding object

is d = c
2B

i, where B is the FMCW signal bandwidth. Accordingly, the range resolution is

∆d = c
2B
, which is determined solely by the FMCW signal bandwidth.

• Velocity. Grouping an array of chirps together, the velocity of the object can be accurately

estimated by performing the second FFT operation on the ith Range-FFT bins. Suppose

that the time duration of one chirp is T and that the FFT size is M . In this case, a peak is

identified at the kth FFT bin, which allows us to calculate the velocity of the object v =

kc
2MTf0

. Accordingly, the velocity resolution is ∆v = c
2MTf0

, which is determined by three

parameters: the initial frequency, the time duration of a chirp, and the number of used chirps.

3.4.2: Feasibility Analysis

To detect fine-grained movements, the first option that came to our mind is mmWave FMCW radar,

which is widely available on market at a low price. Particularly, existing work (e.g., [72, 98, 161])

has demonstrated the ability of mmWave radars to “see” through walls made of cotton and glass. A

key question to ask is whether a mmWave radar can “see” through typical walls in our daily lives.

To answer this question, we conducted experiments using IWR1642BOOST 77 GHz mmWave

FMCW radar from Texas Instruments (TI) with a bandwidth of 1.1 GHz. We placed the mmWave
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radar behind an office drywall to detect the handwriting in a room. Fig. 3.3 shows our writing

content. Fig. 3.4(a) shows experimental setting and the corresponding FFT-bin’s amplitude and

phase over time. We did not observe any amplitude or phase changes over time caused by the

handwriting. This indicates that mmWave signals cannot go through the drywall under test.

Another possible approach to this task is to use Wi-Fi-based channel state information (CSI).

Since Wi-Fi uses 2.4 GHz and 5 GHz frequency bands, its signal is able to penetrate walls for

movement detection. To examine this approach, we conducted experiments in the same scenario

as the previous case. Fig. 3.4(b) shows the measured CSI at a receiver when using Wi-Fi channel

#3 (2412 MHz–2432 MHz). We observed random CSI changes over time, and did not find any

patterns on the CSI’s amplitude and phase that are related to the handwriting movement. Similar

results are observed for the CSI measured onWi-Fi channel #36 (5170 MHz–5190 MHz). This can

be attributed to the non-coherent detection of aWi-Fi receiver. SinceWi-Fi transmitter and receiver

are driven by different clocks, the measured CSI suffers from carrier frequency and sampling time

offsets, making it unreliable to extract the pattern of tiny-scale movements.

In comparison, we replaced the mmWave/Wi-Fi device with RadSee—our custom-designed

6 GHz FMCW radar. Fig. 3.4(c) shows the corresponding FFT-bin’s amplitude and phase over

time. It can be seen that the phase pattern is significant and that the phase pattern is consistent with

the handwriting trajectory on the paper (see Fig. 3.3). This demonstrates the ability of RadSee to

“see” through the wall under test.

Why Use 6 GHz FMCWRadar? Some may inquire about the suitability of other frequencies

for through-wall and fine-grained movement detection. Low-frequency (0–3 GHz) radio signals

have large wavelengths, rendering them incapable of detecting movements at the millimeter level.

High-frequency (20–300 GHz) radio signals, on the other hand, have a large path loss and a sig-

nificant penetration loss; thus they cannot travel through walls with normal transmission power.

Radio signals in the range from 3 GHz to 20 GHz, however, should be suitable for this task. We

opted for 6 GHz due to the availability and cost-effectiveness of electronic chips for FMCW radar

implementation, including phase-locked loop (PLL), voltage-controlled oscillator (VCO), power
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Figure 3.4: (a) The amplitude and phase of the corresponding FFT-bin from IWR1642BOOST
mmWave FMCW radar. (b) The amplitude and phase of a subcarrier from a Wi-Fi receiver. (c)
The amplitude and phase of the corresponding FFT-bin from RadSee.

amplifier (PA), low-noise amplifier (LNA), etc. On the market, only 6 GHz chips are available for

individual customers at a reasonable price, thanks to the widespread production of 5 GHz Wi-Fi

industry. The cost of our prototype is approximately $500.

Millimeter-level Movement Detection. If an FMCW radar wants to achieve 1 mm range res-

olution, it will need 150 GHz spectrum bandwidth, which is impossible in practice. Therefore,

RadSee uses the phase information of its demodulated FMCW signal to infer the movement pat-

tern of handwriting. Based on Eqn. (3.3), when the object moves 1 mm, RadSee will observe
2df0
c
2π = 0.25 radian (about 14◦) phase change on the corresponding Range-FFT bin. Typically,

handwriting movement is larger than 5 mm, which will generate 70◦ phase change on the Range-

FFT bin. Therefore, the radar will measure the phase pattern over time when a victim is writing,

and use the temporal phase pattern to classify the letters being written.

Fig. 3.5 shows the observed phase change of a Range-FFT bin when one is writing back and

forth on a paper behind a thick office drywall. The distance between the writing hand and the wall is
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Figure 3.5: Phase observations at a behind-wall radar when one is continuously writing back-and-
forth on a paper within 1.5 cm. (a) phase data before DC component removal. (b) phase data after
DC component removal. (c) phase data after partial DC component removal.

about 2 m. The radar was placed on the other side of the wall, with a distance of 0.5 m. The person

wrote back and forward within a vertical range of 1.5 cm. It can be observed from Fig. 3.5(a) that

the phase changes as the pen-holding hand moves. However, the phase dynamic range is small.

The small dynamic range is attributed to a DC voltage component of the received signal. The

DC component, which can be modeled as a constant complex number, is the reflective signals from

static objects (e.g., furniture and human body) of the same distance. Fortunately, the DC component

is static over time and thus can be easily removed. Ideally, we should completely remove the

DC component to maximize the phase sensitivity. However, when we completely remove the DC

component, the time period of no-movement will have an irregular phase pattern as illustrated in

Fig. 3.5(b), making it hard for RadSee to detect the gap between two consecutive letters. Therefore,

we partially remove the DC component to strike a balance between movement detection sensitivity

and the phase stability of non-movement periods. Fig. 3.5(c) shows the observed phase of a Range-

FFT bin over time.

Interference Resilience to Other Mobile Objects. In the proximity of a target writer, there

may be many static objects such as desks, chairs, books, and lamps. Fortunately, the static objects
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21 degree (3dB beamwidth)

Figure 3.6: The gain pattern of the patch antenna (left). The custom-designed directional antenna
(right).

will not generate interference for the detection of RadSee as their reflective signals appear to be

a constant complex number (DC component) over time. Such a constant can be easily removed

or adjusted to extract the useful phase information. As stated before, RadSee may suffer from

interference from two sources: (i) channel multi-path, and (ii) movement of other objects (e.g., a

walking person). Actually, RadSee is resilient to the interference from these two sources, thanks

to its FMCW modulation and antenna directivity. We explain the reasons below.

• FMCW Modulation (Distance Filter). If two moving objects have different distances to

the radar and their range difference is larger than the radar’s range resolution, their phase-

change patterns will appear on different Range-FFT bins and will not interfere with each

other. Therefore, increasing the range resolution of RadSee is critical for reducing the inter-

ference from mobile objects. RadSee uses 1.1 GHz (5.4-6.5 GHz) bandwidth and thus has

a range resolution of 14 cm. This means that, if separated by 14 cm, a mobile object (e.g.,

writer’s chest movement of breathing) will not generate interference to RadSee’s handwriting

detection.

• Patch-array Antenna (Directional Filter). In addition to offering high link gain, the patch-

array antenna also serves as a directional filter to suppress the interference from undesired

azimuth/elevation angles. We designed and optimized the patch-array antenna using CST

Studio Suite [42] and fabricated the path-array antenna as shown in Fig. 3.6. The main
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Figure 3.7: Study an FMCW radar’s resilience to radio interference from Wi-Fi devices: experi-
mental setup (left) and experimental results (right).

lobe of the antenna has an angular width of 21◦ (3 dB), which means that this antenna can

effectively mitigate interference from mobile objects when they are positioned 21◦ or more

away from the writer.

Combining its FMCW modulation and patch-array antenna, RadSee is capable of extracting

the phase information corresponding to the movement within a small spot of interest, while being

resilient to interference from other moving objects.

Interference Resilience to In-bandWi-Fi Devices. Although RadSee operates on a frequency

band that overlaps with 5 GHz Wi-Fi, it differs significantly from Wi-Fi in two key aspects. First,

RadSee has a bandwidth of 1.1 GHz, while Wi-Fi devices typically operate within a bandwidth

of 20 or 40 MHz. Second, RadSee utilizes an FMCW waveform, whereas Wi-Fi devices use an

Orthogonal Frequency-Division Multiplexing (OFDM) waveform. OFDM waveforms are charac-

terized by pseudo-noise-like signals. When an OFDM signal is correlated with an FMCW signal

over time, the correlation result is nearly zero. Therefore, in theory, RadSee is resilient to radio

interference from the Wi-Fi devices in its proximity.

To validate the above theory, we conducted experiments by observing RadSee’s IF signals in

two cases: with and without radio interference from a Wi-Fi device, as shown in Fig. 3.7. To

better control the experiments, we use a Universal Software Radio Peripheral (USRP) device for

continuous Wi-Fi signal generation at two frequencies: 5.480 GHz and 5.805 GHz. The bandwidth

of Wi-Fi signals is 20 MHz. The scene is static during the experiments. Fig. 3.7 presents RadSee’s

IF signals (i.e., the input of DNN) in three cases: i) no radio interference from the Wi-Fi device, ii)
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the radar.

radio interference from 5.480 GHz Wi-Fi device, and iii) radio interference from 5.805 GHz Wi-Fi

device. It can be seen that the IF signals generated by RadSee are almost the same in these three

cases. This indicates that RadSee is resilient to radio interference from Wi-Fi devices.

3.5: RadSee: Data Processing

In this section, we present the signal processing pipeline of RadSee, as outlined in Fig. 3.8. We

first elaborate on the signal processing modules for phase feature extraction and then use k-nearest

neighbor (kNN) to validate the extracted features.

3.5.1: Signal Processing

Analog Signal Filtering. The received signal at RadSee may have different components, including

RF leakage on PCB, desired echo from handwriting, and undesired echo from other moving objects,

as shown in Fig. 3.9. Since the RF leakage signal is very close to zero frequency, RadSee uses a

high-pass filter with 5 kHz cutoff frequency to suppress the RF signal leakage. Meanwhile, the

undesired high-frequency signal from other moving objects may generate interference to the desired

signal if not suppressed in the analog domain. To do so, RadSee employs a first-order low-pass

filter with a bandwidth of 100 kHz for the suppression of high-frequency echoes from undesired

moving objects. Combining the high-pass and low-pass filters, RadSee has a band-pass filter from

5 kHz to 100 kHz, corresponding to a target range from 0.4 m to 8 m for handwriting detection.

Range-FFT. RadSee sets its chirp cycle time to 1 ms. For each chirp cycle, RadSee sets its

transmission time to 0.6 ms and idle/delay time to 0.4 ms as shown in Fig. 3.10(a). As the PLL
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Figure 3.11: (a) The original signal of one Range-
FFT bin (one sample per chirp cycle); (b) the
Range-FFT bin after DC adjustment and low-pass
filter; (c) phase of the signal in (b).

Sliding window

Detected

Figure 3.12: Phase sequence of six Range-
FFT bins.

and VCO are typically not very stable at the beginning and end of their frequency ramping, RadSee

discards 0.05 ms at the beginning and at the end of its transmission period, resulting in only 0.5 ms

for useful signal reception. To best observe this useful signal in the digital domain, RadSee samples

its received signal at 5 MSps. As a result, it obtains 2,500 complex samples from each chirp cycle.

To further improve the range resolution, RadSee adds zeros behind the 2,500 samples to perform

8,192-point Range-FFT operation. The resultant Range-FFT bins are shown in Fig. 3.10(b). Of the

resulting 8,192 bins, only the first 256 are under examination.

Filtering for Range-FFT Bins. For each Range-FFT bin of interest, RadSee first adjusts its

DC component to the dynamic range of its real and imaginary parts, and then applies a low-pass

filter to remove the high-frequency component. As per [154], RadSee sets the low-pass filter’s

bandwidth to 5 Hz. Fig. 3.11 compares the data sequences of one Range-FFT bin before and after

56



the DC adjustment and low-pass filter. It can be observed that the process can manifest the phase

pattern of handwriting effectively.

FFT Bin Selection. Experiments show that handwriting will cause multiple bins to fluctuate.

This can be attributed to the high range resolution and the multi-path effect within antenna’s aper-

ture. Instead of using a single Range-FFT bin, RadSee uses multiple consecutive Range-FFT bins

to extract their phase patterns. The questions need to be answered: (i) how many Range-FFT bins

should be selected, and (ii) which Range-FFT bins should be used. For the first question, Rad-

See empirically selects five consecutive Range-FFT bins and uses their phase information for letter

classification. For the second question, RadSee selects the Range-FFT bins of the smallest index

but with its phase variance larger than a predefined threshold. RadSee’s bin selection algorithm is

provided in Alg. 1. Its core idea is to identify five consecutive FFT-Range bins based on their phase

variances, so that the handwriting movement pattern can be captured along the line-of-sight (short-

est) through-wall path. These five bins are then fed into our DNN for letter recognition. Fig. 3.12

shows a sample of our observed Range-FFT bins in handwriting detection. In this case, RadSee

selects bins 66 to 70 as the input of its DNN model for letter classification.

Algorithm 1 RadSee’s bin selection algorithm.
Require: Range-FFT phase matrix [S(i, t) ∈ R]N×T , where i is bin index (0 ≤ i < N ), t is time

index (0 ≤ t < T ), window sizeW , predefined lower bound of variance θlw, predefined upper
bound of variance θup. ▷ In our experiments,W = 500, N = 256, T = 5000, θlw = 0.03,
θup = 0.18.

Ensure: The smallest bin index i where the phase variance exceeds θlw but is lower than θup.
1: for t = 0 to T −W do
2: for i = 0 to N do

3:
Calculate window-slided variance as follows:
v(i, t) = 1

W
Σt+W−1

j=t |S(i, j)− µ|2,
where µ = 1

W
Σt+W−1

j=t S(i, j).
4: if v(i, t) > θlw & v(i, t) < θup then
5: return i
6: end if
7: end for
8: end for
9: return −1 ▷ Indicate no writing activity is detected.

Data Segmentation. RadSee performs data segmentation on the phase stream of the selected
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Figure 3.13: Illustrating the rapid phase change of a target Range-FFT bin during the transition of
writing letters.

Range-FFT bins to extract the meaningful features that correspond to individual letters. RadSee

employs different methods for phase data segmentation at the training and test phases. We elaborate

them as follows.

(i) During Training Phase: Since we have full control of the training data collection, we ask

every participant to stop and be still for one second after writing each letter. By doing so, RadSee

can easily segment phase sequence and extract meaningful phase data for individual letters. (ii)

During Test Phase: In this phase, RadSee has no control over the writing style of a victim. Likely,

the victim writes in a continuous manner without a stop in the middle. Interestingly, we always ob-

served a rapid phase change during the transition fromwriting one letter to another. Fig. 3.13 shows

an example of our observations. This is caused by the pen-holding hand’s quick movement during

the transition period. RadSee leverages this signature to segment the phase data streams. Since

the time duration of writing different letters may be different, the data sequences corresponding to

different letters are of heterogeneous length.

Extracted Phase Features. Based on the above process, RadSee will obtain the phase data

segments corresponding to individual letters being written. Fig. 3.14 shows some samples of its

obtained phase segments from different users. From the figure we have the following observations.

First, for the same user, the phase patterns of different letters are different. This is an encouraging

observation as the uniqueness of phase patterns is the foundation of letter classification. Second, for

the same letter (e.g., letter ‘A’ in Fig. 3.14), the phase patterns from different users look different.

So far, it is not clear if those phase patterns will be classified to the same letter through an advanced
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Figure 3.14: The observed phase sequences when three users are writing letters ‘A’, ‘B’, and ‘C’.

transformation. To better understand this question, we conduct feature validation using kNN.

3.5.2: kNN-based Feature Validation

We use the kNN model [41] to validate the effectiveness of the extracted features. kNN is a simple

data classification method that estimates the belonging of a new data sample based on a set of

labeled data samples. When a new data sample comes, the distance between this new sample and

all labeled samples is calculated. Then, the k closest neighbors are selected. The selected k closest

neighbors cast weighted votes (using their distance) to make the final classification decision for

the new data sample. One issue with kNN in this case is that the length of data samples (phase

sequences) is not fixed, i.e., different phase sequences have different lengths. To address this issue,

we employ Dynamic TimeWarping (DTW), which has been widely used in speech recognition [43]

and data mining [83]. DTW can find an optimal alignment between the two sequences by warping

the time axis non-linearly.

Data Set. We collected the phase data samples for 62 letters (a-z, A-Z, and 0-9) from 12 users.

Each user was asked to write in print writing style on a desk that is one meter away from the wall.

Our radar was placed just behind the wall to collect the phase data. Each letter has 10 samples from

a user and a total of 120 samples from those 12 users. In total, 7,440 samples were collected for all

62 letters, all of which were labeled during the data collection. The data samples are divided into

two groups: those from the first 6 users are used for training, while those from the second 6 users

are used for test.

Validation Results. We perform kNN on the collected data set. As an example, Fig. 3.15 shows
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Figure 3.15: Results of using kNN to search 5 closest neighbors for a new data sample. The top-left
figure shows the phase sequence of the new data sample. The remaining 5 figures show the found
5 closest data samples (and their corresponding letters) in our training data set.

the search results of kNN when the new data sample is the phase sequence of letter ‘A’. It can be

seen that, of the five closest data samples in the training data set, four are correct (labeled with ‘A’)

and one is incorrect (labeled with ‘k’). The five closest data samples cast votes to make the final

decision. The weighted vote for ‘A’ is 10.54, while the weighted vote for ‘k’ is 2.32. Based on the

voting result, this new data sample is classified to letter ‘A’, which is correct.

Fig. 3.16 shows kNN’s classification accuracy when the test data samples are from 6 different

users. We note that the test data samples and the training data samples are from different users. As

we can observe, the classification accuracy is from 53% (user 4) to 77% (user 3). This could be

attributed to two factors: i) most of training data are from Asian participants; and ii) User 4 is an

American participant while other five users are Asian participants.

We then evaluate kNN’s classification accuracy using the data samples from User 6 when the

radar was placed at different distances (1 m, 2 m, and 3 m). The training data samples were col-

lected from six different users when the radar was placed at 1 m distance. Fig. 3.17 presents the

classification results. It shows that the classification accuracy is 68% when the test was conducted

at the same distance. However, when RadSee has a different distance from the victim, its detection
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Figure 3.17: kNN’s classification accuracy when
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accuracy decreases to 58%.

Limitations of kNN. The kNN-based classification results indeed manifest the effectiveness

of phase features in handwriting letter classification. But this approach has two limitations. First,

it has a very high computational complexity and thus limits the size of the labeled (training) data

set. Second, it uses the phase sequence from only one Range-FFT bin for classification. Using

those five Range-FFT bins together may improve the classification accuracy. In what follows, we

design a DNN-based approach for handwriting recognition, with the aim of overcoming the above

limitations and improving the classification accuracy.

3.6: RadSee: DNN-based Recognition

In this section, we focus on designing a DNN model for through-wall handwriting recognition

using the phase features extracted in the previous section. Compared to kNN, DNN is much more

efficient in computation and is more appealing for practical use.

3.6.1: DNN Model

In essence, this letter recognition problem is a classification problem with its input being multi-

dimensional phase sequences and its output being the probability of each letter in the candidate set

(a-z, A-Z, and 0-9). We found that this task is similar to many classification tasks in natural lan-

guage processing (NLP), such as information status classification [70] and stress detection [178].

Following the state-of-the-art classification techniques in NLP, we employ an attention-based Bidi-
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Figure 3.18: The structure of an attention-based BiLSTM model for letter recognition. The input
is the phases of selected 5 Range-FFT bins over T = 3000 ms, and the output is the classified one
from the 62 characters.

rectional LSTM (BiLSTM) model for RadSee’s letter classification.

Fig. 3.18 shows the high-level structure of our attention-based BiLSTM model. The BiLSTM

component is used to extract the temporal features in the time-series phase sequence. The attention

layer is used to capture the key movement information of handwriting. This is critical as the key

information of handwriting movement likely lies in some turning points. This attention layer will

allow themodel to focus on specific parts (e.g., those turning points) of the phase sequences, thereby

improving the accuracy and efficiency of classification.

3.6.2: BiLSTM

BiLSTM is a variant of the LSTM network [69] and has demonstrated its effectiveness for a wide

range of NLP tasks such as machine translation [153], part-of-speech tagging [97], and sentiment

analysis [169, 215]. In a BiLSTM, the input sequence is processed in both forward and backward

directions using two separate LSTM layers. This allows the model to capture both past and future

context for each input element. This is crucial for handwriting recognition, because the turning
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points of handwriting movement carry the key information for letter classification but the turning

points may appear at the beginning, in the middle, and at the end of a phase sequence. The use of

BiLSTM allows the model to capture those turning points at any pace of the input phase sequence.

Input Data. We set the input data shape to be 3000 × 5, where 3,000 is the number of chirps

and 5 is the number of selected Range-FFT bins. Recall that each chirp is 1 ms. This means that the

maximum time of writing a letter is 3 seconds. In most cases, one can finish the writing of a letter

less than 3 seconds. If the phase sequence is less than 3,000 points, we simply pad zero behind

the phase sequence as the input of BiLSTM. If the phase sequence is greater than 3,000, we trim

the head and tail of the phase sequence, retaining only 3,000 points in the middle as input for the

BiLSTM.

LSTMCell. LSTM has been used in a wide range of learning tasks. It is the key component of

the BiLSTM model as shown in Fig. 3.18. It allows the model to selectively retain or forget infor-

mation at each time step. The cell structure includes three gates: an input gate, a forget gate, and

an output gate. The input gate determines which information should be stored in the cell, the for-

get gate determines which information should be discarded, and the output gate determines which

information should be used for the current output. Fig. 3.19 shows the structure and parameters of

each LSTM cell.

BiLSTM Structure. As shown in Fig. 3.18, BiLSTM has two LSTM cells: one is for forward

information flow, and the other is for backward information flow. In each iteration t, it combines
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the hidden states of forward and backward LSTMs through concatenation: ht = [⃗ht, ⃗ht], where h⃗t

is the hidden state from the forward LSTM, ⃗ht is the hidden state from the backward LSTM, and ht

is the hidden state of the BiLSTM. Since each LSTM has 128 hidden layers, we have ht ∈ R256×1,

with t = 1, 2, . . . , 3000. Then, the combined hidden states are fed to the attention layer for further

processing.

3.6.3: Attention Layer

The attention mechanism is probably one of the most important inventions for deep learning and it

has been used for many applications such as GPT [32, 125, 169, 193]. With the attention layer, the

model learns to focus on some key parts of the data sequence. During the handwriting of a letter,

some turning points may carry critical information for letter classification. The attention layer

attempts to learn the importance of each part of the phase sequence and then assigns them with

proper weights. To calculate the corresponding weights, it first feeds ht to a one-layer Multilayer

Perceptron (MLP) to learn a hidden representation ut, and then normalizes the weights to generate

αt. Mathematically, it can be written as follows:

ut = tanh(W⊤
h ht + bh), (3.5a)

αt =
exp(ut)∑T
k=1 exp(uk)

, (3.5b)

s =
T∑
t=1

αtht, (3.5c)

where Wh ∈ R256×1 is the training weights, bh ∈ R is a training bias, and s ∈ R256×1 is the

weighted vector for the fully-connected neural network in Fig. 3.18. The fully-connected network

is of 256× 64× 128× 62 size. The last layer is a SoftMax layer to calculate the possibility of each

letter candidate (a-z, A-Z, and 0-9). The letter of the highest possibility is selected as the output y.
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Figure 3.20: Radar PCB (left) and a picture of RadSee (right).

3.7: Implementation

3.7.1: Hardware

Fig. 3.20 shows the hardware components of RadSee. We fabricated a radar PCB board as shown

in this figure. The electronic components of this board include VCO, LNA, PA, Tx/Rx 16 dB

RF coupler, RF quadrature mixer, and baseband filter. This PCB was made by OSH Park using

FR408 substrate. We designed, simulated, and optimized 4 × 4 patch-array antennas using HFSS

for radio signal transmission and reception. These antennas offer 18 dBi antenna gain for both

transmission and reception. In total, it offers 36 dBi gain for the link path, making it possible to

compensate the signal penetration loss of a wall. The total cost of RadSee is approximately $500,

including $50 for PCB fabrication, $50 for antennas, and $400 for chips. We use USRP N210 with

LFRX daughterboard to convert the analog signal to digital I/Q samples, which were then sent to a

computer for data process. Transmission power is set to 20 dBm. The FMCW radar sweeps from

5.4 GHz to 6.5 GHz. The time duration of one chirp period is 1 ms, including 600 µs for frequency

sweeping and 400 µs for idle.

3.7.2: Algorithms

Digital Signal Processing. We implemented the data processing algorithms on a laptop in C++

using GNU Radio Out-of-Tree (OOT) module. The laptop receives a continuous data stream from
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(a) (b)

(c) (d)

Figure 3.21: Evaluation setting: (a) Laboratory scenario. (b) Office scenario. (c) Apartment sce-
nario. (d) RadSee attacks from outside of the apartment.

the radar. It needs to synchronize the chirp signal and extract the useful data samples of each chirp.

Fortunately, due to the presence of 400 µs idle period of each chirp, it is easy to identify the useful

data samples from the data stream. Specifically, we use the high peaks as shown in Fig. 3.10 to

extract the useful data samples. One fundamental issue with the current hardware design is the lack

of clock synchronization between ADC and FMCW chirps. To address this issue, we use a high

sampling rate 5 MSps and perform fine-grained synchronization to identify the first data sample

corresponding to the starting moment of each chirp.

Data Collection for DNN Training.1 We collected training data in a laboratory. The radar was

placed behind an interior drywall at a distance of 0.5 m. A writing desk was placed in front of the

wall at a distance of 1 m, as shown in Fig. 3.21(a). Eighteen participants (4 American, 3 Indian, 4

Middle East, 7 Chinese) were asked to write 62 characters (a-z, A-Z, and 0-9) on the desk. Each

participant wrote every character 60 times. In total, we collected 18 × 62 × 60 = 66, 960 data

samples. Of the eighteen participants, twelve were asked to write in the print style, while six were

asked to write in the cursive style. Regarding handedness, two of them were left-handed writers

while the rest were right-handed writers. The handedness and writing styles of the participants are
1The experiments were conducted under FCC experimental spectrum license with Call Sign # WM2XWQ and File

# 0954-EX-CN-2022.
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Table 3.2: Participants for training and test data collection.

Participants for training Participants for test
Handedness Right-handed Left-handed Right-handed Left-handed
Writing style Print Cursive Print Cursive Print Cursive Print Cursive

# of participants 11 5 1 1 7 3 1 1

Figure 3.22: Writing samples from participants for training.

summarized in Table 3.2. Some writing samples from the participants are provided in Fig. 3.22.

DNN Training. The DNN model was implemented using TensorFlow’s Keras library. We

used cross entropy as loss function. During the training process, we set the batch size to 2,000 and

trained the model for 500 epochs. We used Adam optimizer with a learning rate of 7e−4 to train

the model.

3.8: Experimental Evaluation

3.8.1: Letter Recognition Accuracy

Write on A4 Papers. Recall that our training data was collected in a laboratory from eighteen

participants. To evaluate the recognition accuracy of RadSee, we completely separate the training

and test datasets. We invited twelve new participants (4 American, 4 Chinese, 2 Indian, 2 Middle

East) to write letters in the same setting (i.e., sitting 1 m away from the wall and facing to the radar).

None of these twelve people participated in the training data collection. Each of them wrote 300
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ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789
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Figure 3.23: Confusion matrix of RadSee’s letter recognition results.
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Figure 3.24: RadSee’s letter recognition accuracy when participants wrote on A4 papers. Users
1-4 are Americans, users 5-8 are Chinese, users 9-10 are Indians, and users 11-12 are from Middle
East.

random letters on A4 papers. During the test, eight participants were asked to write in the print

style, and four were asked to write in the cursive style. Both print and cursive writing letters are

within the size of 5 mm to 10 mm. Regarding handedness, ten participants were right-handed

writers, while two were left-handed writers. The handedness and writing style are summarized in

Table 3.2.

Fig. 3.23 shows the confusion matrix of RadSee’s letter recognition results. It is evident that

RadSee can recognize most of the letters. RadSee is prone to making mistakes for some letters. For

instance, it can easily confuse ‘O’with ‘o’, ‘C’ with ‘O’, and ‘I’ with ‘1’. Other errors can arise from

cursive writing, such as confusing ‘S’ with ‘8’ and ‘Z’ with ‘3’. This is understandable, as their

handwriting patterns are similar to each other. Overall, RadSee achieves 75% letter recognition

accuracy.

Print vs. Cursive. Fig. 3.24 presents RadSee’s letter recognition accuracy for the 12 individual

participants. As observed, RadSee has a lower recognition accuracy for the participants who wrote

in cursive style compared to those who wrote in print style. This observation can be attributed to

two factors. First, cursive writing is more individualized and diverse, making it challenging for

the model to extract consistent features across different participants, despite having cursive-style

data in the training dataset. Second, our segmentation method relies on detecting signal transitions

between letters, which becomes more difficult when people write in cursive style.
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Figure 3.25: Writing on different media. (a) Writing on papers, iPad, and Post-it notes. (b) The
recognition accuracy of RadSee when writing on different media.

Writing Handedness. Besides writing style, handedness is another factor that may affect Rad-

See’s letter recognition accuracy. However, experimental results show that handedness affects

RadSee very slightly. As shown in Fig. 3.24, RadSee has a very similar performance for both left-

handed and right-handed users. This can be attributed to the fact that most left-handed individuals

have the same writing movement pattern as right-handed individuals, i.e., write from left to right

and from top to bottom.

Write on iPad and Post-it Notes. Tablets, such as Apple iPad, have become increasingly popu-

lar for writing activities, with many individuals opting to use them for important documents instead

of traditional pen and paper. To evaluate the performance of writing on an iPad, we repeated our

measurements by asking twelve participants to write 300 random letters using an Apple Pencil. The

experimental results are shown in Fig. 3.25(b). RadSee achieves 74% letter recognition accuracy.

In the same setting, RadSee achieves 75% letter recognition accuracy when participants write on

A4 papers. This indicates that RadSee has almost the same performance for A4 paper and iPad writ-

ing recognition. Another commonly used medium for writing is Post-it notes. Given their smaller

size, we asked participants to write 20 random letters on Post-it notes. RadSee’s letter recognition

accuracy for Post-it notes is 71%, as presented in Fig. 3.25(b). As shown in Fig. 3.25(a), these three

writing media have different horizontal writing ranges. Since RadSee has similar performance for

them, it suggests that RadSee effectively accommodates the horizontal range for writing on A4

papers, iPad, or Post-it notes.
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Figure 3.26: RadSee’s phase signal for differ-
ent letter size.
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Figure 3.27: RadSee’s accuracy for letters of
different sizes.

3.8.2: Impact of Letter Size

We conducted experiments to better understand RadSee’s ability of detecting small-size letters.

Fig. 3.26 presents RadSee’s signal changes when a participant wrote letter ‘N’ of different sizes.

Evidently, RadSee is capable of detecting as small as 3 mm handwriting movement. We further

asked one participant to write onA4 papers with grid boxes of different sizes: 3mm×3mm, 4mm×

4mm, 5mm×5mm, and 10mm×10mm. The participant was instructed to write letters within the

boundaries of the grid boxes. However, for the 3mm×3mm grids, since the boxes were too small,

a considerable portion of the written letters exceeded the boundaries. Fig. 3.27 presents RadSee’s

letter recognition accuracy in these four cases. It is evident that RadSee’s accuracy decreases with

the letter size. But notably, RadSee achieves 68% recognition accuracy even in the case where the

letter size is confined within 3 mm.

3.8.3: Impacts of Distance and Angle

When an attacker attempts to detect the handwriting behind a wall, it may not know the distance

from itself to the victim and the angular direction of the victim. The attacker may use RadSee to

do an exhaustive search to find the best pointing direction for the radar’s antennas, but the radar-

antenna-pointing direction may not be accurate. To evaluate RadSee’s robustness, we examine its

accuracy in different settings: (i) the writers are 1m, 2m, and 3m behind the wall; and (ii) RadSee’s

antenna is pointing to different angles (0◦, 10◦, 20◦, and 30◦). The combination constitutes 12
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Figure 3.28: Letter recognition accuracy of RadSee when writers are at different distances and
different angles from the wall.

different cases. In each case, we instructed eight participants to write 300 letters using their normal

handwriting habits.

Fig. 3.28 presents our measured accuracy and deviation. It can be seen that RadSee is robust

to the distance change. This can be explained by its design. In nature, FMCW radar is capable

of precisely capturing the movement features at different distances. When the distance between

the writer and the wall changes from 1 m to 3 m, RadSee will identify another 5 Range-FFT bins

for phase feature extraction. Since the handwriting movement patterns are not related to the wall

distance, the extracted features will remain unchanged. Therefore, RadSee is robust to distance

changes.

Fig. 3.28 also presents our measurement results when RadSee’s antennas was pointing to dif-

ferent angles. Evidently, RadSee’s accuracy decreases when its directional error increases from

0◦ to 30◦. Specifically, when RadSee was pointing to 0◦, it achieved 77% recognition accuracy.

When RadSee was pointing to 30◦, it achieved 55% recognition accuracy. In all cases, the standard

deviation is almost the same, i.e., 4%. This degradation can be attributed to the directivity of the

patch-array antennas, as shown in Fig. 3.6. When the writer deviates from its central direction, the

patch antenna’s effective radiation power decreases, making noise and other imperfections more

significant and thus leading to a decreased accuracy.
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Figure 3.29: Interference test. (a) Interferer is 2 meters from writer. (b) RadSee’s resilience to
interference from a walking person.

3.8.4: Impact of Interference from Other Moving Objects

Experimental results in Fig. 3.7 have confirmed that RadSee is immune to radio interference from

in-band (5 GHz) Wi-Fi devices. All experiments in this work were conducted in office and labo-

ratory environments, which are rich with interference from multiple Wi-Fi sources. Therefore, the

experimental results presented have already taken into account the radio interference from multi-

ple Wi-Fi sources. Additionally, RadSee is not affected by static objects (e.g., desks and chairs)

around a writer as they appear to be a constant in the received signal, which can be easily miti-

gated. Therefore, we focus on studying RadSee’s performance in the presence of moving objects

(e.g., walking persons) in the proximity of the writer. We emulated this scenario by asking another

person to walk around the writer as shown in Fig. 3.29(a). We measure the recognition accuracy

of RadSee in three cases, i.e., the distance between a writer and a walking person is 1 m, 2 m, and

4 m. We asked eight participants to write 300 random letters in each case and measured RadSee’s

letter recognition accuracy.

Fig. 3.29(b) depicts our measured results. We can see that the performance degradation depends

on the distance between the writer and the interferer. The closer the interferer is, the larger perfor-

mance degradation RadSee has. For the case where interferer is 1 m away, RadSee demonstrates

67% letter recognition accuracy, with 11% accuracy degradation compared to the case without in-

terference. When the interferer is 2 m away, RadSee rapidly increases its accuracy to 76%, which is

close to its accuracy in the case without interference. We note that the participants in all experiments
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Figure 3.30: Illustration of six different types of wall materials.
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Figure 3.31: RF signal’s power attenuation
for penetrating a wall of different materials.
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Figure 3.32: RadSee’s recognition accuracy
when placed behind six wall materials.

maintained normal physiological activities, such as breathing and respiration. The experimental re-

sults reported above have already taken into account those normal physiological activities of the

writers.

3.8.5: Impact of Different Wall Materials

RF signals have varying penetration abilities depending on the type of wall. We conducted exper-

iments to evaluate the performance of RadSee in detecting letters through different wall materials.

Specifically, we considered six wall materials as shown in Fig. 3.30: drywall (12 cm), vinyl wall

(20 cm), wood wall (19 cm), brick wall (22 cm), concrete wall (23 cm), and metal door (4 cm). We

first measured their penetration loss, which refers to the power attenuation of radio signals as they

pass through a wall. Fig. 3.31 presents our measurement results. It is evident that drywall, vinyl

and wood walls have similar penetration loss for radio signal, which is about 10 dB. Brick wall is

more lossy for radio signal compared to wood wall. Its penetration loss is about 21 dB. However,
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Figure 3.33: Writing samples from participants as they transcribed CNN news articles in both print
and cursive styles.

concrete walls and metal doors completely block radio signals. Their attenuation loss is greater

than 42 dB.

We then conducted experiments to measure RadSee’s letter recognition accuracy. Eight partic-

ipants took part in the experiments. They were seated 1 meter away from the wall, while RadSee

was positioned 0.5 meters away on the other side of the wall as shown in Fig. 3.21. Each of the

eight participants wrote 300 random letters using his/her own writing style. Fig. 3.32 presents the

experimental results. It shows that RadSee achieves similar performance when participants wrote

behind drywall, vinyl, and wood walls. This similarity is due to the comparable electromagnetic

properties of these materials. In contrast, a brick wall significantly reduces recognition accuracy,

with RadSee achieving only 24% letter recognition accuracy in this scenario. Furthermore, con-

crete walls and metal doors completely obstruct letter detection.

3.8.6: Word Recognition Accuracy in Content

In addition to detecting individual letters, we evaluate RadSee’s performance of recovering entire

sentences. This is important because an attacker’s interest may lies in the content that a victim is

writing, rather than individual letters. We asked twelve participants to reproduce an CNN News

article, which is about 300 words. Some writing samples from the participants are provided in
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Table 3.3: A case study of RadSee detecting the sentences written by a person behind a lab drywall.

Ground truth
Letters
recognized by
RadSee

Segmented by
Wordsegment [75]

Corrected by
TextBlob [106]

`football is
popular in
the united
states'

`ecctbollispo
pulaintheuni
tedstate'

`ecc', `t', `boll',
`is', `popula',
`in', `the',
`united', `state'

`etc', `t', `ball',
`is', `popular',
`in', `the',
`united', `state'

`Bill is a
hardworking
student'

`Billiislhar
dworkimg
studena'

`bill', `i', `isl',
`hard', `work',
`img', `studena'

`bill', `is',
`hard', `work',
`ing', `student'

`My favourite
fruit is
apple'

`mgfavouri
teffruitl
qapple'

`mg', `favourite',
`f', `fruit', `lq',
`apple'

`my', `favourite',
`fruit', `is',
`apple'
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Figure 3.34: Word recognition accuracy of RadSee with and without correction for different users.

Fig. 3.33. The experimental setting is the same as described above.

RadSee employs two open-source software tools to translate its detected letters into word sen-

tences: Wordsegment [75] and TextBlob [106]. It first sends the detected letters to Wordsegment

for word segmentation. Then, it sends the segmented text to TextBlob for automatic spelling

correction. Table 3.3 presents samples of the sentence recognition results. Leveraging these two

open-source tools, RadSee demonstrates impressive performance in word and sentence recogni-

tion. It nearly recognized the first sentence in the table and accurately recovered both the second

and third sentences.

We then use word recognition accuracy as the metric to evaluate the performance of RadSee.

According to [112], word recognition accuracy is defined as WRA = N−S−D−I
N

, where N is the

number of words in the ground-truth text, S is the number of word substitutions, D is the num-
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ber of word deletions, and I is the number of word insertions. Fig. 3.34 shows RadSee’s WRA

with and without using TextBlob for automatic spelling correction. It can be seen that without

automatic spelling correction, RadSee’sWRA ranges from 40% to 56% across the twelve partic-

ipants. In contrast, when automatic spelling correction is applied, RadSee’s WRA significantly

improves, ranging from 79% to 93%. On average, RadSee’sWRA hovers around 87% with auto-

matic spelling correction. This level of word recognition accuracy is sufficient for an attacker to

comprehend the content written by a victim.

3.9: Countermeasures and Other Applications

3.9.1: Countermeasures

Handwriting Safety Tips. RadSee demonstrated a serious threat to handwriting privacy. Based

on the study, we have the following tips for those who have concerns about their handwriting

information leakage. Tip 1: Do not write important documents in a room with drywall or vinyl

wall. Instead, write them in a room with thick concrete or any metal walls. These walls can largely

reduce the radio signal and thus reduce the probability of information leakage. Tip 2: Do not

face yourself to a wall behind which a radar may be placed. Instead, face against that wall. Your

body/torso will significantly reduce the radio signal strength and thus reduce the probability of your

content being detected by an attacker. Tip 3: If possible, write important documents on a desk far

from all walls rather than a desk against a wall. This will increase the distance between yourself

and a radar, thereby reducing its recognition accuracy.

Protection Strategies. One natural approach to protecting handwriting content is to install

multi-layer RF shielding materials inside the walls of your room [90]. Common materials used for

RF shielding include metals such as aluminum, copper, and steel, as well as conductive coatings

or paints. Another approach is to take advantage of recent advances in reconfigurable intelligent

surface (RIS), which has also been studied under other names such as electromagnetic metasurface

or radio relay. RIS can be used to create virtual multipath from radar’s Tx to its Rx. By manipu-

lating its phase shifting and beam steering, RIS is capable of generating fake phase patterns for the
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radar, preventing it from recovering the handwriting content. Unfortunately, neither of the above

approaches is easy or economical to deploy.

3.9.2: Other Applications

While RadSee was designed to better understand the radio attacks related to handwriting privacy, it

can also be used for many other applications. For instance, RadSee can be installed on a laptop as

an input method. When an end user physically writes something on paper in front of his/her laptop,

the content is automatically recognized by RadSee and digitally recorded on his/her laptop. In this

case, RadSee does not need to use a 4× 4 patch-array antennas since there is no need to penetrate

through walls. Rather, a small patch antenna should be sufficient. RadSee can also be used as a

human-computer interface for smart TVs. End users can write using their bare hands, and a TV

equipped with RadSee can recognize the letters being written.

3.10: Summary

While mmWave FMCW radar has been extensively studied for autonomous driving and HAR, sub-

10GHz FMCW radar has not received as much attention. This is of particular interest due to its

see-through-wall capability, which may pose significant threats to the privacy of human activi-

ties. In this chapter, we presented RadSee, a 6 GHz FMCW radar system designed for detecting

handwriting content behind walls. Through a combined hardware and software design, RadSee is

capable of detecting mm-level handwriting movements and recognizing most letters based on their

unique phase patterns. Additionally, it is resilient to the interference from other moving objects

and coexisting radio sources. Extensive experimental results show that RadSee achieves 75% let-

ter recognition accuracy when victims write 62 different letters and 87%word recognition accuracy

when they write articles. In light of these realistic threats, we offered handwriting safety tips and

defense strategies to help the public protect their handwriting information.
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CHAPTER 4: EYE MOTION TRACKING
USING FMCW RADAR

4.1: Introduction

Eye motion tracking has a wide range of applications across various fields. According to the Amy-

otrophic Lateral Sclerosis (ALS) Association, more than 5,000 people in the U.S. are diagnosed

with ALS each year [26]. Individuals with ALS progressively lose control of their muscles, which

affects their ability to move, speak, eat, and breathe [136]. Eye movements often become the only

means of communication for individuals with ALS [28]. A non-intrusive, privacy-preserving eye-

tracking system can help better interpret their intended messages and enable more efficient com-

munication. In addition to assisting individuals with disabilities, eye motion tracking can serve as

an effective human-computer interaction (HCI) tool in various scenarios. For example, it can help

immobile patients communicate, as illustrated in Fig. 4.1. It can also be used to remotely control

devices such as smart TVs, home appliances, elevators, and virtual reality systems. Furthermore,

a reliable eye-tracking system has broader applications in healthcare, including psychology re-

search [126], marketing analysis [196], and early disease detection [151].

Existing contactless eye tracking solutions employ various sensors, including cameras, acous-

tic, and radar. While cameras have demonstrated high accuracy in eye motion detection [53, 156],

their application may pose privacy concerns in some scenarios. Additionally, cameras do not per-

form well in poor lighting conditions. Recently, acoustic signals have been studied for eye track-

ing on smartphones [38, 103]. However, due to the propagation nature of sounds, acoustic-based

eye tracking systems are limited to eye blink detection within a small distance. Millimeter-wave

(mmWave) radio frequency (RF) radar has also been studied for facial recognition and eye blink de-

tection (e.g., [71,204]). While mmWave radar can achieve mm-level motion detection, its detection

range is very limited due to its small wavelength. Additionally, existing mmWave-based sensing
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Figure 4.1: Illustration of RadEye.

work focuses mainly on eye blink detection rather than eye motion tracking. Low-frequency radio

signals have been widely leveraged for fine-grained human activity recognition (HAR), such as

Wi-Fi sensing [52, 78, 93, 94, 163, 167], RFID sensing [162, 191], and 4G/5G sensing [47, 175].

However, due to their large wavelength as well as their non-coherent sensing approaches, those

systems may not be able to detect such subtle eye motions. So far, there is no RF-based system that

can track human eye motions from a distance.

In this chapter, we present RadEye, an RF sensing system that can track eye motions from a

distance. Compared to camera-based eye tracking, RadEye not only mitigates privacy concerns

but also performs reliably in poor lighting conditions. The privacy-preserving nature of RF signals

stems from their inherent characteristics. Unlike camera images, RF signals are not visually inter-

pretable by humans and inherently possess low spatial resolution. As a result, they are unlikely to

reveal detailed, identifiable features of individuals. Extracting personal information from RF sig-

nals involves complex processes that require advanced signal processing and AI models, making

misuse significantly less accessible compared to camera systems. Furthermore, RF sensing systems

are typically designed to capture only coarse-grained human activities—such as presence, move-

ment, or positioning—rather than detailed personal characteristics like facial features or voice. This

makes RF-based sensing systems inherently more privacy-preserving than cameras, ensuring better

protection of individual privacy.

80



Table 4.1: Comparison of RadEye and existing eye detection works.

Reference Technique Max.
distance

Track eye
motion

Work in
low light

Blink Listener [103] Acoustic 0.8 m 7 3

TwinkleTwinkle [38] Acoustic 0.6 m 7 3

BlinkRadar [71] IR-UWB 0.8 m 7 3

X. Zhang [207] mmWave 1.2 m 7 3

C. Ryan [134] Event Camera 0.6 m 3 7

GazeRecorder [53] Web Camera 0.7 m 3 7

RadEye Sub-6GHz FMCW Radar 5 m 3 3

Compared to acoustic- and mmWave-based eye detection approaches, RadEye extends both

the RF sensing capability (from eye blink to eye motion) and detection range (from less than 1 m

to more than 5 m). We note that the eye motion tracking task is very different from eye blink

detection. The former is a regression problem, while the latter is a binary classification problem.

Such an extension will significantly enlarge RadEye’s application landscape in real life.

In the design of RadEye, we face two challenges. Challenge #1: subtle eye movement and

long detection range. On one hand, eye rotation, encompassing eyelid and eye muscle displace-

ment, involves movement around 1mm [91]. Such a subtle motion makes it hard to detect for an RF

system. On the other hand, an eye-tracking sensor may be used in indoor or outdoor scenarios. The

eye detection distance varies significantly, ranging from 0.5 m (e.g., from smartphone to eyes) to

5 m (e.g., from smart TV to eyes). Devising an RF system that can detect subtle (mm-level) eyeball

rotation movement from a distance is not a trivial task. Challenge #2: interference mitigation by

design. An eye-tracking systemmay suffer from interference from three sources: i) multipath from

the target person to the RF sensor, ii) the movement of the target person’s other body parts such as

chest breathing, arm waving, and leg shaking, and iii) other moving objects/people in the area. For

instance, when the RF sensor detects eye movement, another person may walk around in the same

room, generating interference to the received signals at the RF sensor. In general, interference is a

notorious problem for RF sensing. Given the subtlety of eyeball movement, the interference must

be mitigated by design so as to accurately detect eye’s movement.
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RadEye addresses the above two challenges through a joint hardware and software design. To

achieve the required detection resolution and range (i.e., Challenge #1), we design and optimize a

5 GHz FMCW radar for eye movement tracking. We choose 5 GHz radar for two reasons: i) high-

frequency radio wave (e.g., mmWave) is suited for detecting tiny motions, but has a small detection

range; and ii) low-frequency radio wave is suited for long detection, but not suited for detecting

subtle movement. A tradeoff between detection resolution and range leads to our selection of 5 GHz

frequency band. Additionally, the market has rich electronic devices (e.g., power amplifiers, mix-

ers, and low noise amplifiers) at 5 GHz frequency bands due to the maturity of Wi-Fi industry.

Thus, it is cost-friendly to build 5 GHz radars. To mitigate interference from multipath and other

moving objects (i.e., Challenge #2), we combine four techniques: i) FMCW modulation for the

5 GHz radar, ii) a sophisticated signal processing pipeline for eye-related feature extraction, iii) a

transformer-based deep neural network (DNN) for eye motion detection, and iv) a camera-guided

supervisory training method for the DNNmodel. Together, these four techniques make RadEye ca-

pable of separating the eye motion features from the interference from multipath and other objects.

More importantly, these four techniques make RadEye transferable to unseen scenarios, enhancing

its generalizability in practice.

We have built a prototype of RadEye and evaluated its performance in multiple scenarios. Ex-

perimental results show that, for a person at a 5 m distance, the average estimation error of eye

rotation is 24 degrees in azimuth and 21 degrees in elevation. By formulating the eye rotation

problem to a classification (up, down, left, and right) problem, RadEye achieves 90% accuracy.

Extensive results confirm the generalizability of RadEye in unseen scenarios as well as its resilience

to interference.

Table 4.1 shows howRadEye advances the state-of-the-art (SOTA) RF sensing technology. The

main contributions of RadEye are summarized as follows:

• To the best of our knowledge, RadEye is the first-of-its-kind system that utilizes RF signals

to estimate eye rotation angles from a distance.

• RadEye presents a joint hardware and software scheme for subtle eye motion detection in
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the presence of interference.

• Extensive experimental results validate the performance, robustness, and generalizability of

RadEye.

4.2: Related Work

4.2.1: Eye Motion Recognition

Acoustic-based Detection. As speakers and microphones are now commonplace on mobile de-

vices, acoustic signals have become widely utilized for recognizing human daily activities. Blin-

kListener [103] can detect eye blink motions using acoustic signals, modeling variations caused

by eye blinks and interference. By leveraging interference, they identify an optimal position to

maximize the variation induced by eye blinks. TwinkleTwinkle [38] addresses a similar objective

using a different approach. They employ a phase difference-based method to detect potential blink

motions, followed by a model-based approach to distinguish subtle motions. Additionally, they

establish a language input system based on ASCII code and Morse code. While RadEye is capable

of recognizing eye motions, the mentioned works focus solely on detecting eye blinks at limited

distances.

RF-basedDetection. In the study by Zhang et al. [207], an off-the-shelfmmWave FMCWradar

is employed to detect eye blinks. They introduce an Adaptive Variational Mode Decomposition

(AVMD) algorithm to extract the blink signal, achieving an effective detection distance of up to 1.2

meters. Several other studies [34, 107, 170] have taken a similar approach with mmWave FMCW

radar. In addition to the mmWave signal, BlinkRadar [71] employs UWB radar to detect eye blinks

in a driving scenario. They implemented a customized impulse-radio ultra-wideband (IR-UWB)

radar. By analyzing signal features in the complex domain, the system can isolate eye blinkswithout

interference from other motions.

Camera-based Detection. Due to the ubiquity of web cameras and smartphone cameras, sig-

nificant progress has been made in using cameras to track eye motion. In the computer vision

research domain, deep learning networks have been effectively employed to predict gaze direc-
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tion [87, 146, 208, 216]. Furthermore, in the security domain, studies have shown that the camera

on a mobile phone can even track the gaze trace, raising concerns about potential password leak-

age [37, 168]. Additionally, there are commercial eye-trackers available on the market [53, 156]

that support high-accuracy eye-tracking at an affordable price. However, it’s worth noting that all

camera-based eye-tracking solutions may raise privacy concerns and may not function effectively

in low-light scenarios.

Wearable-basedDetection. With the prevalence of VR devices, smart glasses offer another so-

lution for eye motion detection. Google Glass [74] and Jins MEME pair of eyeglasses [44] demon-

strated the potential to detect eye motions several years ago. Building on existing approaches, Liu

et al. [104] attached a copper electrode to the glass frame to sense eye blinks by utilizing the capac-

itance variation between the electrode and eyelid. However, wearable devices like these require

users to keep the glasses on their heads, which may be inconvenient for daily use.

4.2.2: Fine-grained HAR

MmWave-based Recognition. MmWave FMCW radar has reached great performance these years

due to its fine-grained detection ability and affordable cost. They are extensively used in human

activity recognition and vital sign detection [61,98,181,188,205,206]. Thanks to their substantial

bandwidth and diminutive wavelength, they attain millimeter-level accuracy in detecting object

movements.

Wi-Fi-based Recognition. Channel State Information (CSI) in Wi-Fi networks has been ap-

plied across various sensing applications, including gesture recognition [52, 93, 200], vital sign

detection [167], and radio imaging [78,94,142,163]. Nevertheless, Wi-Fi, characterized as a non-

coherent system due to the physical separation of its transmitter and receiver, faces limitations in

detection accuracy stemming from timing, frequency, and phase misalignments.
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4.3: RadEye: Design Analysis

4.3.1: Background

RadEye leverages the FMCW signal to detect the eye motions. The signal is transmitted from the

radar’s TX antenna towards the eyes; and the reflective signal from the eyes is received by the

radar’s RX antenna. The difference between the transmitted and received signal is used to extract

the eye motion features. As shown in Fig. 4.2, the FMCW signal starts from frequency f0 and

ramps up linearly over time T . The transmitted signal can be written as:

ST (t) = e−j2π(f0t+
B
2T

t2). (4.1)

The received signal reflected from the target can be written as:

SR(t) = αe−j2π(f0(t−τ)+ B
2T

(t−τ)2). (4.2)

The transmitted and received signals are mixed together, leading to an immediate frequency

(IF) signal as follows:

SM(t) = ST (t)SR(t)
∗ = αe−j2π(f0τ+

B
T
τt− B

2T
τ2). (4.3)

RadEye uses the IF signal to infer the eye motions. As we can see from the Eqn. 4.3, both the

frequency and phase of the IF signal are proportional to the delay of the signal. The frequency of

the IF signal fm = B
T
τ . The time delay can be calculated as τ = fmT

B
and, as a result, the distance

can be calculated by d = cτ
2
= cfmT

2B
.

To separate the signal reflected from different objects, we do range-FFT on each chirp of the

IF signal, as illustrated in Fig. 4.2. Each range bin represents the signal coming from different

distances. The range resolution ∆d = c
2B

is determined only by the bandwidth of the signal. To

identify the FFT bin corresponding to eye motions, a user will be asked to blink his/her eye as a
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Figure 4.2: Illustration of FMCW signal.

reference. The algorithm will be presented in §4.4.

4.3.2: Detectability of Human Eye Rotation

The kinematics of eye rotation is a complex process involving the stretching and contraction of

six extraocular muscles. The combined movement of these muscles alters the shape of the reflec-

tion surface, affecting the length of the signal reflection path and influencing the phase shift of

the FMCW signal. Additionally, these muscle movements impact signal attenuation, as muscles

and surrounding tissues absorb and scatter FMCW signals to varying degrees based on their den-

sity, composition, and position. When eye muscles move, the spatial distribution of these tissues

changes, altering the amount of signal absorbed or scattered and leading to variations in attenuation.

In addition to muscle movements, eyelid motion also affects reflected FMCW signals. During

eye rotations, the eyelids fold or stretch, and this change in thickness modifies the distance of the

signal reflection path. Furthermore, eyelid movement alters the size of the exposed area of the

eyeball, further influencing the attenuation of the reflected signal.

4.3.3: Feasibility Analysis

Weconducted experiments to compare the performance of RadEyewith a 60GHz FMCWmmWave

radar (i.e., AWR6843 [155]), both of which have 1.1 GHz bandwidth. Specifically, a participant

performed eye blinks at distances of 3 m, 4 m, and 5 m. Fig. 4.3 presents our experimental mea-
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Figure 4.3: (a) The phase change of the corresponding FFT-bin from the mmWave radar. (b) The
phase change of the corresponding FFT-bin from the RadEye.

surements. The experimental results show that mmWave radar can detect human eye blinks within

a range of 3 meters. However, the detectability decreases rapidly as the distance increases. In con-

trast, RadEye exhibits a consistent capability of detecting human eye blinks at those three distances.

In some cases, the line-of-sight path from human eyes to the radar device might be blocked.

Thus, we conducted comparative tests to evaluate the ability of two types of radars to track eye

movements under obstructed conditions. To simulate such cases, we repeated the same test at a

distance of 3 m but placed a wooden door between the radar and the participant. As shown in

Fig. 4.4, RadEye is capable of detecting eye blinks even behind the door, whereas the mmWave

radar fails to do so. This limitation of the mmWave radar can likely be attributed to the high

attenuation of mmWave signals. It is worth noting that these experiments were conducted in the

same environment and used an identical signal processing pipeline. The detailed parameters of the

two systems are provided in Table 4.2.

Millimeter-Level Motion Detection. As we mentioned earlier, the ranging resolution of an

FMCW radar is not enough to detect the tiny eye motion. However, the phase of the demodulated

FMCW signal can reflect the eye rotation motion. Eye rotation involves eyelid and eye muscles

displacement, whichmoves atmillimeter level [91]. Based on Eqn. (4.3), one-millimetermovement
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Figure 4.4: (a) RadEye tracking behind a wooden door. (b) mmWave radar tracking behind a
wooden door. (c) Phase change of the corresponding FFT-bin from both systems.

Table 4.2: Detailed Parameters for the RadEye and mmWave Radar.

Parameters

Systems
RadEye AWR6843

Tx / Rx antenna gain 15 dBi 7 dBi
Transmission power 15 dBm 12 dBm
Chirp duration 600 µs 600 µs

Idle time 400 µs 400 µs
Bandwidth 1.1 GHz 1.1 GHz

Gain figure (Rx chain) – 48 dB
Noise figure (Rx chain) 7 dB 12 dB

Gain from baseband amplifier 8 dB –

of eyeball can cause a phase change of FMCW signal by: 2πf0 2dc = 0.25 radian (i.e., 14◦), which

is easy to detect and measure on the corresponding Range-FFT bin.

Resilience to Interference. An eye-tracking system may suffer from interference from three

sources: i) multipath from the target person to the RF sensor, ii) the movement of the target per-

son’s other body parts such as chest breathing, arm waving, and leg shaking, and iii) other moving

objects/people in the area. To mitigate such interference, RadEye employs wideband FMCWmod-

ulation and high-optimized directional antennas. The FMCW modulation with 1.1 GHz offers a

ranging resolution of 14 cm, allowing RadEye to distinguish objects separated by 14 cm. The

FMCW modulation can effectively filter out the interference from the target person’s other body

motions such as chest breathing. A custom-designed patch antenna is used for signal transmission

and reception, serving as an angular filter for suppressing interference from other directions. As

shown in Fig. 4.5, the patch antenna has a 3 dB beamwidth of 21 degrees. In addition to the hard-
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21 degree (3dB beamwidth)

Figure 4.5: The custom-designed patch antennas (left) and their gain pattern (right).

ware design and optimization, a transformer-based DNN, trained through a video-guided pipeline,

will be useful to focus on the desired features while eliminating the interfering features through a

self-attention mechanism.

4.3.4: Feature Validation

We conducted a preliminary study of the sub-6GHz radar’s capability for detecting eye motions.

A participant was seated 3 m in front of the radar and instructed to rotate his eyeballs in four

different directions (up, down, left, and right). Fig. 4.6(a) depicts the signal amplitude from the

corresponding Range-FFT bin during these eye rotations. The “Ground truth” points in the figure

were captured by a camera with the SOTA computer vision-based eye detection algorithm [89],

marking the moment of real eye rotations. It is evident that the eyeball rotations towards the four

directions indeed induce the amplitude change of the radar’s IF signal. This indicates that the

5 GHz FMCW radar is capable of capturing the eye motions. When delving into eye rotation

signals in different directions, we observe that up/down movements exhibit a more substantial

change compared to left/right movements. This is not surprising, because the eyelid of vertical

actions has larger movements. Additionally, the up-rolling of eyes results in an amplitude increase.

This is because the eyelid’s movement during the upward gaze involves more parts of the eyeball

in reflection. The water-textured nature of the eyeball, in contrast to the skin, enhances signal

reflection. Given that the different eye rotations cause different amplitude changes, we use the

amplitude variation ratio as one of the features for inference.

Features in Complex Domain. In addition to the observation in the temporal domain, we

further observe the IF signal in the complex domain as shown in Fig. 4.6(b). For the eye motion
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Figure 4.6: The feature for eye rotations. (a) The signal amplitude when eye rotates toward different
directions. (b) The signal in the complex domain when eye is rotating. (c) The kernel density
estimation of the signal amplitude variation ratio. (d) The kernel density estimation of the motion
pattern eccentricity.

signal Se from the corresponding Range-FFT Bin, it can be decomposed into a static component

Ss and a dynamic component Sd. They can be written as:

Se = Sd + Ss = αde
ϕd + αse

ϕs , (4.4)

where αs and ϕs are the amplitude and phase of the static component. αd and ϕd are the amplitude

and phase of the dynamic component. As shown in Fig. 4.6(b), the curve shape of the dynamic

component in the complex domain is determined by both amplitude and phase.

Different Eye Rotation Directions. For different directional movements of the eyeball, the

folding of the eyelid and the rotation of the eyeball create a unique relative relationship, manifesting

through the changes in IF signal amplitude and phase. We characterize this feature by utilizing the

curvature of the curve. Specifically, we perform regression on the curve, identify an elliptical

equation [49], and use the eccentricity of the ellipse to characterize this feature. As shown in
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Fig. 4.6(b), the ellipse generated by the up/down eye motions exhibits a more elongated shape,

while the right/left motions lead to a more circular shape. This can be attributed to the fact that

up/down eye motions involve more eyelid movements, leading to changes in reflective surface,

while left/right eye rotations mainly cause changes in the length of the reflection path.

Experimental Validation. To verify the robustness of the amplitude and eccentricity features,

we conduct experiments involving five participants. We repeat the experiments in the same setting

as described above. Each participant performs his/her eye rotations in each direction 50 times.

Then, we perform the kernel density estimation for all the participants. Fig. 4.6(c) presents the

density estimation results of amplitude changing ratio. The up and down motions are centered on

the 0.3 and -0.4, respectively. The left and right motions have a relatively smaller variation; and

they are centered around zero. Fig. 4.6(d) shows the eccentricity density estimation results. The

up/down motions are centered close to 1; and the left/right motions are close to 0.8. The statistical

results across different individuals align with the findings described earlier for a single person.

This consistency suggests the potential of segregating these motions based on the radar’s signal.

To enhance the recognition of eye motions, we employ a DNN model, which will be described in

§4.5.

4.4: RadEye: Signal Processing

In this section, we describe the signal processing of the radar’s IF signal for eye rotation detection.

Fig. 4.7 shows the overall structure of the system. In what follows, we introduce the signal pro-

cessing techniques for RadEye, which include the selection of the range bin and the extraction of

eye motions.

Range-FFT. RadEye sets the chirp duration to 1 ms for detecting eye motions. In each cycle,

the chirp takes 0.6 ms, and the delay takes 0.4 ms. RadEye employs a sample rate of 2.5 MSps

to observe the signal in the digital domain. Consequently, in each cycle, 1500 complex numbers

are acquired. Subsequently, RadEye appends zeros to the end of the samples and performs a 4096-

point range-FFT operation to obtain the signal at different ranges. In the 4096 bins, only the first
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Figure 4.8: (a) The signal amplitude variance for different Range-FFT bins during eye blinks.
(b) Eye motion detected based on signal phase (with the camera-based ground truth marked). (c)
Comparison of Eye motions and interfering motions from the target person’s head.

256 will be used since it already covers the range to 13 m.

Filtering for Range-FFT. RadEye applies a second-order Butterworth bandpass filter to sup-

press noise and out-of-band interference. It sets the filter’s pass band to 1 Hz∼5 Hz [204, 205].

We note that, although the eye blink frequency may overlap with the chest breathing frequency

(0.1 Hz∼0.5 Hz), the input eye motion command for RadEye has a higher frequency and will not

be affected by the filter. One may ask whether the heartbeat will cause the slight head shaking

and thus pollute the eye motion signals, our answer is no. Based on our experimental results, the

heartbeat is too weak to cause the head shaking that can be captured by RadEye.

FFT Bin Selection. Eye rotation motions have a very small dynamic range. Therefore, it is
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nontrivial to find the FFT bin that carries the eye motion features. To do so, RadEye requires

users to blink their eyes three times with an interval of 2 seconds as a ‘start button’ to initiate the

control process. The user only needs to provide the initialization command once. In this period,

the users should keep their head still (no movement more than 14 cm). If the user’s head position

moves beyond this range, the initialization command must be re-entered. Since this is a human

input device, it is reasonable to require the user to remain relatively stationary within a short time

period. RadEye utilizes the amplitude dynamic range as an indicator to find the candidate bin. The

reason for using the amplitude is that, when the eyes switch between opening and closing, the blink

motion causes the reflective surface to switch from the water-textured eyeball to the skin-textured

eyelid [103], causing the amplitude change of the radar’s IF signal.

We describe the bin selection algorithm as follows. RadEye calculates the window-slides vari-

ance for each Range-FFT bin i by processing the signal as: vi(j) = 1
W

∑j+W−1
m=j (|yi(m)| − ȳi)

2,

where ȳi = 1
W

∑j+W−1
m=j |yi(m)|, and w is the window size which is set to 200 to fit the duration

of the eye blink. If vi(j) is larger than a predefined threshold T , the timestamp j will be recorded

as tn. Here, T is empirically set to 0.05. Only when the next detected timestamp j satisfies the

2000 < j− tn < 3000 (fit in the interval of blink), it will be counted as the continuous blink. Once

the three continuous blinks have been detected, we mark the Range-FFT bin i as the candidate bin.

Multiple Range-FFT bins might satisfy this condition as shown in Fig. 4.8(a). In this case, Rad-

Eye chooses the bin that has the smallest index. The smallest-index Range-FFT bin represents the

shortest path of signal travel, which best reflects the eye motion pattern.

EyeMotion Detection. After RadEye identifies the Range-FFT bin, it will continue to monitor

this bin and estimate eye motions based on it. Each eye motion can be separated into three phases:

start moving the eyeball, the eyeball reaches the edge, and the eyeball backs to the start position.

RadEye tries to detect these three positions for each eyemotion. Although both amplitude and phase

contain information about eye motions, we found that phase exhibits a more significant pattern

when detecting eye rotations.

Eyeball rotations involve repetitive movement. It rolls back to its central point when reaching
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the edge. This motion occurs swiftly, resulting in a repetitive phase change pattern. Hence, the

positions of local phase extremums correspond to where eye movement reaches the edge. Addi-

tionally, we noticed that there are inflection points in the signal phase at the beginning and end

of eye movements. RadEye utilizes these features to extract eye motions, it first searches for the

local maximum/minimum on phase with an interval of 1 second. After identifying the local peaks,

RadEye will search along the gradients of samples before/after the peak. The position in which the

gradient is equal to zero will be defined as the start/end position. Fig. 4.8(b) presents the phase

of the signal when a participant repeats the look-up motion, and the detected start, peak, and end

positions are marked on the figure.

To mitigate interference from the target person’s other body parts, we utilize both phase shift

and time duration to refine the detection results. Fig. 4.8(c) shows eye blinks, eye rotations, head

motions, andmouthmotions. It can be seen that head andmouthmotions induce significant changes

in the signal phase. Consequently, if the phase shift surpasses a specified threshold, the signal is

discarded. For motions falling below the threshold, the time duration is considered. Only signals

within the duration range of 200 ms∼600 ms are deemed as valid eye motion signals. Doing so

will effectively filter out eye blinks, which typically last for less than 100 ms.

4.5: RadEye: DNN-based Eye Movement Detection

In this section, we present a DNN model for eye rotation recognition by using the amplitude and

phase of the radar’s IF signal. RadEye utilizes a transformer encoder to extract features and feeds

these features into a fully connected layer to output the azimuth and elevation angles of a target

person’s eyeball. The DNN is trained using a camera-guided method, transferring the knowledge

from computer vision to radio sensing.

4.5.1: Sequential Signal

The input signal to our DNN model is a time-series signal with a high sampling rate. As the sub-

ject’s eyeballs rotate toward different angles, the swift motions of the eyeballs and eyelids cause

fluctuations in the amplitude and phase of the input signal over time. Therefore, to accurately
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Figure 4.9: A camera-guided DNN structure for RadEye.

model the temporal dependencies between various sampling points, we employ a DNN model that

is capable of efficiently encoding information over the temporal domain.

Traditional time-series models, such as Recurrent Neural Network (RNN) [133] and LSTM

[69], are capable of temporal sequence modeling. However, they struggle with gradient vanish-

ing and exploding problems when dealing with long sequence inputs, limiting their capabilities of

capturing dependencies over a long distance. In contrast, Transformer [159], employing a self-

attention mechanism, can effectively overcome these issues. The self-attention mechanism allo-

cates a weight to the output of each position in a time series, reflecting the degree of attention that

the position pays to other positions within the sequence. This method allows for the computation of

correlations between any two positions in the sequence without being constrained by their physical

separation, thus better capturing long-range dependencies. Furthermore, the multi-head attention

mechanism within Transformers can project eye movement signals into various subspaces, includ-

ing different frequency spaces. Frequency analysis can better distinguish certain angle information,

as the movement of the eyeball at different angles will have different speeds.
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4.5.2: Camera-guided DNN Framework

The overall structure of our designed model, as shown in Fig. 4.9, primarily utilizes Transformer to

predict an angle vector based on the input time-series data, which includes both the amplitude and

phase derived from the corresponding Range-FFT bin. We introduce its key elements as follows.

• Input Data. The input data for the eye motion signal is captured by RadEye from the corre-

sponding Range-FFT bin. Each input data sample consists of 200×2 dimensions, where 200

is the time length of the data sample, and 2 is the number of features: amplitude and phase.

The data have been normalized to ensure that they share the same dynamic range.

• Signal Encoder. Before sending to Transformer, the signal data are first passed through a

projection layer to up-sample them to a higher-dimensional representation. The output size

of this projection layer is 200×64. Additionally, to enable the model to discern the temporal

relationships within the input sequence embeddings, each signal representation is augmented

with positional embeddings.

• Backbone. The transformer encoder can extract features from the embedded data. RadEye

uses two transformer encoders; and each encoder has four heads. The self-attention mech-

anism in the transformer encoder can build connections across different time steps in the

signal and also attend to different parts of the signal. These connections enable the model to

easily derive information about the eye rotation angle.

• Prediction Head. The extracted features finally feed into the fully connected layer, which

has a size of 64× 32× 2. It combines features from previous layers and flattens the output

into the appropriate shape. The output of the model is a direction vector y = [α, β], where α

is the eyeball’s azimuth angle and the β is the eyeball’s elevation angle.

• Camera-guided Training. The vision processing module initially tracks the user’s face and

subsequently localizes the position of the eyes. It then calculates the eye rotation angle based

on the relative position of the pupil within the eye region. Guided by these vision-based tech-

niques, the DNNmodel endeavors to create a feature extractor similar to those used in vision

processing, but specifically designed to handle RF signals. The vision processing module
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ultimately provides the ground truth angle to the DNN, which then utilizes Mean Squared

Error (MSE) to calculate the loss for angle estimation. The loss function is as follows:

Langle =
1

N

N∑
i=1

(yi − ŷi)
2, (4.5)

where yi is the predicted angle vector and the ŷi is the ground truth angle vector.

4.5.3: Data Collection

We gathered training data exclusively in a controlled laboratory setting, where participants engaged

with the radar and camera setup positioned on a table before them. Participants were seated 3 m

away from the radar, facing it directly as shown in Fig. 4.10(a). A total of 8 participants took part

in the data collection. In each data collection session, participants were instructed to rotate their

eyes in up, down, right, and left directions. Recognizing the potential fatigue associated with eye

rotation, each test session had a limited duration of 3 minutes. Each participant will repeat 15

sessions, generating a total of 27,000 data samples.

We note that during the test phase, the eyemotion signals are directly captured using RadEye (no

camera presents). In this scenario, the length of the signal vector may differ from the training data.

To ensure consistent input dimensions, downsampling or interpolation techniques are employed to

normalize the data dimension.
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4.6: Experimental Evaluation

In this section, we conduct experiments to evaluate the performance of RadEye. Particularly, we

aim to answer the following questions.

• Q1 (§4.6.4): What is RadEye’s detection rate of eye motions?

• Q2 (§4.6.5): What is RadEye’s accuracy in estimating eye rotation angles?

• Q3 (§4.6.6): What is RadEye’s resilience to environmental changes and interference?

• Q4 (§4.6.7): What is RadEye’s zero-shot performance (for unseen users and in unseen sce-

narios)?

4.6.1: Implementation

Hardware. Fig. 4.11 shows the hardware of RadEye. We have a fabricated a PCB board capable

of transmitting and receiving FMCW signals at 5 GHz, using Wi-Fi’s electronic components. The

received signal undergoes amplification with a power amplifier (PA), and then it is mixed with the

transmitted signal. The electronic components of this board also include Tx/Rx 16 dB coupling,

RF I/Q mixer, and baseband filtering. Additionally, we have custom-designed and optimized a

4 × 4 patch antenna using HFSS for signal transmission and reception. A single patch antenna

provides an 15 dBi gain, resulting in a total gain of 30 dBi. The patch antenna design maintains

the signal beam within a narrow range while providing significant gain, enabling RadEye to detect

eye motions from a distance. The mixed signal is subsequently fed into a USRP N210 with an
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LFRX daughterboard to convert the analog signal into baseband I/Q samples. The FMCW signal

generated by RadEye sweeps from 5.4 GHz to 6.5 GHz. Each chirp has a time duration of 1 ms,

with 600 µs for frequency ramping and 400 µs idle.

Software. We implemented our data preprocessing module in C++ using the GNURadio out-

of-tree module. A crucial function of this module is to synchronize the chirps, facilitating the

extraction of useful samples. However, owing to the absence of clock synchronization between

the USRP ADC and FMCW chirps, only the software-based method can be employed for synchro-

nization. To address this issue, we utilize a high-sampling rate of 2.5 MSps and the idle period for

synchronization. Initially, we detect the idle period based on the smooth amplitude during this in-

terval, followed by fine-grained detection to identify the first sample of the chirp. The DNNmodel

was implemented using PyTorch with the Adam optimizer. Throughout the training process, a

batch size of 200 and 50 epochs were set.

4.6.2: Experimental Setting

During the experiments, participants were seated on a chair facing the antennas of RadEye. The

antennas were positioned 1.1 m above the ground on a tripod. A varifocal camera was placed on top

of the laptop to capture the participants’ face video for their eye motion detection using the SOTA

gaze tracking tool [89]. Our experimental studies show that this camera-based eye detection tool

achieves about 98% accuracy as shown in Fig. 4.13. While it is not perfect, we use the detection

results from the camera-based tool as the ground-truth labels to supervise the training of RadEye’s

DNN model. During the inference, we also use the camera-based detection results as the ground-

truth to evaluate the estimation accuracy of RadEye.

RadEye and camera operated concurrently, synchronized with the PC clock, to estimate partici-

pants’ eye rotations. RadEye, with a higher sample rate than the camera’s frame rate (10 frames/s),

resulted in each camera-captured direction being mapped to 200 continuous chirps. Each training

sample in our dataset is a 200 × 2 matrix, where 200 is the time dimension, and 2 is the feature

dimensions (azimuth and elevation).
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4.6.3: Performance Metrics

We consider the following three performance metrics.

• EyeMotion Detection Rate (EMR). The eye motion here is defined as the eye blink and eye

rotation. The signal processing module extracts the eye motion signals from RF data before

sending them to the DNN model. We define Detection rate = Number of eye motions detected
Total eye motions performed .

• Estimation Error of Eye Rotation Angle (ERA). The eye rotation angles are illustrated

in the bottom right corner of Fig. 4.7. The estimation error of azimuth angle is defined as

eα = |α − α̂|, where α̂ is the estimated eye rotation azimuth angle and α is the eye rotation

angle ground truth provided by the camera. Similarly, the estimation error of elevation angle

is defined as: eβ = |β − β̂|.

• Estimation Accuracy of Eye Rotation Direction (ERD). Some applications of RadEye

(e.g., remote TV control) may not require precise angle measurements for functionality but

instead focus on eye rotation direction. This metric evaluates the accuracy of classifying eye

movement directions into four categories: up, down, left, and right. Specifically, we define

Accuracy = Number of correct direction estimations
Total eye rotations performed .

4.6.4: Eye Motion Detection Rate

RadEye’s eye motion detection ability, including eye rotation and eye blink detection, serves as the

foundation of many eye tracking applications. While RadEye focuses on estimating eye rotation

angles, eye blink detection is also one of its key components. This feature not only enhances the
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Figure 4.14: (a) RadEye’s eye blink/rotation detection rate. (b) RadEye’s eye rotation estimation
error at different distances. (c) RadEye’s accuracy of estimating eye rotation directions. (d) The
confusion matrix of RadEye’s eye rotation direction estimation at 3 m distance.

input of RadEye but also enriches its functionalities. Therefore, we evaluate RadEye’s success rate

of detecting eye rotation and blink.

We instructed eight participants to perform eye rotations and blinks from three different dis-

tances: 3 m, 4 m, and 5 m, as shown in Fig. 4.10(a)-(c). A total of 5 minutes of data were collected

at each distance for each participant. Fig. 4.14(a) shows RadEye’s average eye motion detection

rate for 8 individuals at various distances. The highest detection rate for eye blink and eye rotation

is 94% and 96%, respectively. This was observed at the distance of 3 m. Overall, the detection rate

is consistent. Even at a distance of 5 m, RadEye achieves 88% detection rate for eye blinks and 91%

detection rate for eye rotation. This confirms the robustness of RadEye in eye motion detection in

different environmental settings. Numerically, the standard deviation of eye blink detection across

the eight individuals is about 2%. For the eye rotation detection, the standard deviation is about

4%. This slight difference can be attributed to the simplicity and similarity of eye blink motion

across different individuals. Additionally, the detection rate of eye rotations is consistently higher

than that of eye blinks in all cases. This is not surprising, as eye rotations involve more significant

facial muscle movements compared to eye blinks.

4.6.5: Eye Rotation Angle/Direction Estimation

Eye Rotation Angle Estimation. We conducted the experiments in the same way as described

in §4.6.4. Fig. 4.14(b) presents the cumulative distribution function (CDF) of the angle estimation

errors of RadEye for all participants at three different distances. The mean azimuth/elevation errors

at 3 m, 4 m, and 5 m are approximately 14◦/7◦, 20◦/18◦, and 24◦/21◦, respectively. Evidently, the
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eye rotation angle estimation error increases as the distance increases. This is not surprising, as

the radio signal has a larger attenuation over a longer distance. Additionally, we observed that

the elevation angle estimation error is consistently smaller than the azimuth angle estimation error.

This observation agrees with our previous observation in §4.3, i.e., eye’s vertical movements (up

and down) generate more pronounced changes in radar signal’s amplitude and phase compared to

eye’s horizontal movements (right and left).

Eye Rotation Direction Estimation. As some applications of RadEye need only the eye rota-

tion direction information, we first classify the estimated eye rotation angle into four directions (up,

down, left, and right) and then evaluate the estimation accuracy. Since the slight eye motions are al-

ways accompanied by humans, we consider the eye rotation action effective only when the azimuth

α < 50◦ or α > 130◦, or the elevation β < 50◦ or β > 130◦, as exemplified by Fig. 4.12. Using the

effective input captured by the camera as ground truth, we can measure RadEye’s estimation accu-

racy. Fig. 4.14(c) plots the average estimation accuracy for eight people at three different distances.

The average estimation accuracy at 3 m, 4 m, and 5 m is 90.0%, 84.7%, and 83.5%, respectively.

These accuracy levels are suited for most daily applications requiring human input. The standard

deviations at 3 m, 4 m and 5 m are 3%, 5% and 5.5%. This indicates RadEye’s robustness when

detecting eye rotation of different users. Additionally, Fig. 4.14(d) presents the confusion matrix

in the 3-meter case. It is evident that distinguishing between right and left eye rotations is more

challenging compared to up and down eye rotations. This suggests that developing an application

with binary input for up and down movements could enhance RadEye’s robustness.

4.6.6: RadEye’s Robustness

RadEye’s Field of View. RadEye has two patch antennas for signal transmission and reception.

Ideally, the target person should be perpendicularly facing RadEye’s antenna. In practice, the target

person may not be ideally positioned. Therefore, we conducted experiments to evaluate RadEye’s

field of view by examining its estimation accuracy when the target person was located in different

directions, as illustrated in Fig. 4.10(d)-(e). Specifically, five participants performed eye rotations
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Figure 4.16: (a) The interference test in a lab. (b) Test
at 5 m in the conference room. (c) Test at 5 m in the
hallway.
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at angles of 15◦ and 30◦ from three different distances. In total, six scenarios were studied. In each

scenario, participants performed eye rotations for 5 minutes. Fig. 4.15 shows our experimental

results. It can be seen that RadEye achieves a high estimation accuracy when the target person is

located at 0◦, 15◦, and 30◦. Overall, the estimation accuracy remains above 82% in all cases. This

indicates that RadEye has at least 60◦ field of view.

Impact ofMovingObjects. Since static objects can easily be filtered out in the received signal,

we further evaluated RadEye’s resilience to interference caused by nearby walking individuals. In

the experiments, another person was asked to walk around the user in close proximity, as depicted

in Fig. 4.16(a). We measured the accuracy in three scenarios where the distance between the user

and the walking person was 1 m, 2 m, and 3 m. In each scenario, five participants performed eye

rotations for 5minutes. Fig. 4.17 shows the results. The presence of awalking person causes a slight

decrease in RadEye’s estimation accuracy. Overall, RadEye achieves accuracies of 84%, 88%,
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Figure 4.19: Wi-Fi interference test: experimental setup (left) and experimental results (right).

and 89% when the walking person is 1 m, 2 m, and 3 m away from the participant, respectively.

We note that all these experiments were conducted in normal scenarios. The participants were

only instructed to keep their heads still when performing eye rotations. No other restrictions were

made to avoid interference from multipath effects or other normal physiological activities of the

participants.

Impact of Self-Body Motions. Besides nearby moving objects, the participant’s own body

movements may also affect RadEye’s performance. To evaluate RadEye’s usability in practical

scenarios, we studied the cases where the participant was speaking, shaking head, or engaging in

leg or hand motions. A participant was asked to perform these three activities separately while

executing eye rotations. In each scenario, the participant performed eye rotations for five minutes

at a distance of 3 m. Fig. 4.18 presents our measurement results. It can be seen that RadEye’s

accuracy remains at 82% when the participant performed leg or hand motions. However, RadEye’s

accuracy decreases to 34% when he was shaking his head and to 45% when he was speaking.

This reduction could be attributed to the limited resolution of RadEye. Since the legs and hands are

more than 14 cm away from the eyes, their movements have minimal impact on RadEye’s detection

accuracy. However, head and mouth movements interfere with the eye rotation signal, leading to a

lower detection accuracy.

Impact of Wi-Fi signals. As RadEye operates at 5 GHz, overlapping with part of the Wi-Fi

spectrum, we conducted experiments to evaluate the impact ofWi-Fi signal interference onRadEye.

A Wi-Fi interferer was set up using the USRP and placed next to RadEye, as shown in Fig. 4.19,

continuously transmitting Wi-Fi packets. The Wi-Fi signals were generated at two frequencies,
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5.5 GHz and 5.825 GHz, with a bandwidth of 20 MHz. The experiments were conducted in a

static environment. We compared the IF signals from RadEye with and without Wi-Fi interference,

and the results are shown in Fig. 4.19. We observed that the IF signals remain nearly identical,

regardless of the presence of Wi-Fi signals.

RadEye appears to be resilient to Wi-Fi interference due to two key factors. First, RadEye

operates with a broad bandwidth of 1.1 GHz, whereas Wi-Fi signals occupy only 20 MHz. Second,

RadEye employs FMCW modulation, which contrasts with Wi-Fi’s OFDM modulation. OFDM

signals exhibit pseudo-noise characteristics, and when they are correlated with FMCW signals over

time, the resulting correlation is close to zero. This theoretical outcome explains why RadEye can

effectively resist interference from nearby Wi-Fi devices.

4.6.7: Zero-Shot Performance

Since RadEye has a DNN component for eye rotation detection, it is critical to evaluate its zero-shot

performance against new users and new scenarios.

NewUsers. The generality of the trained model is crucial as it allows for easy extension to new

users with minimal effort. To evaluate this, we conducted a cross-user test for RadEye. Specifi-

cally, four new users who were not involved in the training data collection were invited to perform

eye rotations at a distance of 5 m. Among these users, participants B and C wore glasses. Each

participant contributed 5 minutes of data. Fig. 4.20 reports RadEye’s estimation accuracy for these

four different users. The highest accuracy is 86% for user A, and the lowest accuracy is 77% for

user D. Notably, wearing glasses does not seem to affect the results much. RadEye achieves an

average accuracy higher than 80% for new users. This demonstrates the generalizability of RadEye

to new users.

New Environments. In addition to evaluating RadEye’s generalizability to new users, we also

assessed its zero-shot performance in unseen scenarios. Four new participants performed eye ro-

tations at a distance of 5 m in both a conference room and a hallway. Fig. 4.16(b)-(c) illustrates

our experimental settings, where participants faced RadEye at an angle of 0◦. Fig. 4.21 presents
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the measurement results. RadEye achieves accuracies of 83% and 84% in the conference room and

hallway, respectively. These results demonstrate RadEye’s ability to generalize to unseen environ-

ments as well.

4.7: Limitations and Discussions

In this section, we point out the limitations of RadEye and discuss potential solutions to address

them.

• Interference Caused by Head andMouth Movements. While RadEye is resilient to inter-

ference from surrounding environments, it requires the users to keep their heads still during

use. Movements such as head shaking, speaking, or other facial expressions can obscure

the eye rotation signals, resulting in unsuccessful detection. To address this issue, one ap-

proach is to increase the bandwidth of RadEye. When the bandwidth is sufficiently large,

RadEye can differentiate eyes from mouth in the frequency domain, thereby eliminating the

interference from head and mouth movements for eye motion detection.

• RadEye versusmmWaveRadar. MmWave radar is capable of detecting subtle movements,

such as eye motion, and is commercially available on the market. However, its detection

range is relatively short due to the rapid signal attenuation of mmWave propagation. In

contrast, RadEye offers a significantly larger range for eye motion detection but requires a

wide spectrum bandwidth at lower frequencies. Therefore, both mmWave radar and RadEye

have distinct advantages and limitations. MmWave radar is better suited for short-range eye
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tracking, while RadEye is more appropriate for long-range use cases.

• Physical Size of RadEye. Our current prototype of RadEye is not compact enough for certain

applications, such as installation on wheelchairs. This limitation arises because our proto-

type has not yet been optimized. In fact, the current design has significant potential for size

reduction through various optimizations, including using smaller packages (e.g., SMD) for

electronic components, more efficient power management chips, improved patch antenna

designs, and shorter cables. Moreover, integrating the patch antennas directly into the PCB

could significantly reduce the system’s physical size, making it more suitable for space-

constrained applications.

• User Fatigue. RadEye currently recognizes eye rotations in only four directions, requiring

users to rotate their eyes multiple times to input a word. This tends to cause eye fatigue.

Future work will focus on developing a system capable of continuously tracking eye rotation

directions with high accuracy, rather than limiting recognition to four discrete directions.

This improvement would enhance input efficiency and significantly reduce user fatigue.

4.8: Summary

Remote eye tracking has many potential applications ranging from HCI-based input to eye disease

detection. While camera has been widely studied for eye tracking, its application in practice may

raise privacy concerns in some scenarios. In this chapter, we presented RadEye, an RF sensing sys-

tem capable of recognizing fine-grained human eye movement from a long distance. The challenge

in the design of RadEye is to detect tiny eyeball movements in the presence of interference from

other moving objects. RadEye addresses this challenge through a joint hardware and software de-

sign. For hardware, RadEye custom-designed a sub-6GHz FMCW radar for feature extraction and

interference mitigation. For software, a camera-guided DNN model has been crafted to improve

RadEye’s detection accuracy. Extensive experiments show that RadEye achieves 90% accuracy

when detecting people’s eye rotation directions (up, down, left, and right) in various scenarios.
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CHAPTER 5: UPLINK MU-MIMO
COMMUNICATION IN MMWAVEWLANS

5.1: Introduction

Recently, the integration of millimeter-wave (mmWave) and multi-user multiple-input multiple-

output (MU-MIMO) technologies has attracted significant research and development attention in

wireless local area networks (WLANs), due to their potential to deliver data rates of hundreds of

Gbps through the simultaneous transmission of multiple independent data streams [54]. As a con-

crete step towards its real-life applications, downlink mmWave MU-MIMO has been standardized

by IEEE 802.11ay [5], and its theoretical data rate can reach 176 Gbps.

However, the advancement of mmWave MU-MIMO is mainly limited to its downlink. Very

limited progress has beenmade so far for its uplink. While both 802.11ac (sub-6GHz) and 802.11ay

(60GHz) support downlink MU-MIMO, neither of them supports uplink MU-MIMO. This stag-

nation underscores the grand challenges in the design of practical yet efficient uplink mmWave

MU-MIMO communication schemes. In addition, the demand of uplink data rate is dramatically

increasing in emerging applications such as autonomous driving and video streaming. Ericsson

predicts that the amount of global uplink traffic will reach 70 EB per month in 2027 [2]. Therefore,

there is a critical need to fill this gap.

In this chapter, we present a practical yet efficient uplink MU-MIMO mmWave communica-

tion scheme (UMMC) for a wireless local area network (WLAN). UMMC allows multiple sta-

tions to simultaneously send their data packets to an access point (AP) while not requiring fine-

grained inter-station synchronization. We address two challenges in the design of UMMC. The

first challenge lies in the analog beamforming for a multi-antenna AP. While the literature has a

wealth of analog beamforming work, existing approaches can be generally classified into two cat-

egories: model-based optimization (e.g., [111], [88, TableV]) and model-free beam search (e.g.,
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[62, 65, 118, 148, 150]). While model-based approaches offer the optimal antenna weight vectors

(AWVs) for analog beamforming, they require accurate antenna model and channel knowledge,

which are hard to obtain. Therefore, these approaches are not amenable to practical use. Model-

free approaches do not require the above knowledge as they aim to find the best beam in a predefined

beambook. However, most of them focus on maximizing the signal strength for a single-antenna

mmWave device while minimizing their beam search overhead. While maximizing signal strength

is equivalent to maximizing data rate in single-antenna systems, it is not the case in MU-MIMO

systems. This is because the capacity of an MU-MIMO channel is dependent upon not just the sig-

nal strength but also the correlation of MIMO channels. When two stations have highly-correlated

channels, the AP may not be capable of decoding their packets even if the signals are strong. In

addition, exhaustive search is notorious for its large airtime overhead and thus not suitable for

practical use.

To address this challenge, we design a Bayesian optimization (BayOpt) framework for joint

beam search at the AP. This framework is inspired by two facts: i) the relation between a selected

beam and its achievable data rate in MU-MIMO communications is complex and unknown in real

systems; and ii) BayOpt has been proved to be an effective technique for finding an optimal or near-

optimal solution to an optimization problem whose objective function and constraints are unknown

and costly to evaluate. The key idea of the BayOpt framework is to guide beam search using

the posterior probability derived from those beams that have already been evaluated. The more

beams we evaluate, the more accurate information we have for the remaining beams. Compared

to exhaustive search, BayOpt appears to be surprisingly efficient in finding a near-optimal beam

within a given airtime budget.

Another challenge in the design of UMMC is the synchronization among stations. Actually,

the signal detection in uplink MU-MIMO transmission has been well studied in sub-6GHz wireless

networks, and some signal detection methods such as zero-forcing (ZF) and minimummean square

error (MMSE) have been widely used in practice. However, existing signal detectors are based

on an important assumption — the data packets from different stations are synchronized in time
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when impinging on the AP. Particularly, in OFDM systems, the time misalignment of the packets

when arriving at the AP must be less than the time duration of an OFDM symbol’s cyclic prefix

(CP). While this requirement can be achieved in narrow-band (20 MHz) sub-6GHz systems (e.g.,

using timing advance protocols), it is extremely challenging to achieve in ultra wideband mmWave

systems. For instance, using conventional MU-MIMO detectors, the time misalignment of packets

in 802.11ay must be less than 36ns, which is hard to maintain in practice. Due to this stringent

requirement, uplink MU-MIMO has not yet been supported by 802.11ay standard [5].

To address this challenge, we argue that it is more desirable living with the packet misalign-

ment at the AP instead of employing an onerous protocol to synchronize stations. Towards this

goal, we observed that existing MU-MIMO detectors work in the spatial domain while the packet

misalignment is an imperfection in the temporal domain. Since these two domains are orthogo-

nal, spatial MU-MIMO detectors should be immune to temporal misalignment of data packets. In

fact, the real problem is that the construction of existing MU-MIMO detectors requires the knowl-

edge of channel, which relies on orthogonal pilots (reference signals) in data packets to estimate.

However, misaligned packets cannot maintain the orthogonality of their pilots, making it hard to

estimate channels. To solve this problem, we design an asynchronous MU-MIMO detector through

a transformation of existing MMSEMU-MIMO detector. This new detector is capable of decoding

asynchronous packets from multiple stations without the need of explicit channel knowledge. The

key idea behind our design is to use the interfered pilots within each packet to train its detection fil-

ter. Doing so eliminates the need of channel matrix in the construction of the detection filter while

achieving a surprisingly good performance. The new detector fundamentally relaxes the synchro-

nization requirement for stations in uplink MU-MIMO transmission, making UMMC amenable to

practical implementation.

We have evaluated UMMC through a blend of over-the-air experiments and extensive simula-

tions. We implemented UMMC on a two-user MIMOmmWave (60GHz) testbed and demonstrated

that it enables real-time uplink packet transmission in the absence of inter-user synchronization (see

our demo video via the anonymous link in [29]). Experimental results show that, compared to ex-
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haustive beam search, BayOpt achieves 92% throughput while reducing the overhead by 98%. In

addition, simulation results from a 100-user mmWave network show that, compared to exhaustive

beam search, BayOpt achieves more than 80% of its throughput while entailing less than 5% of its

overhead in all two-user, three-user, and four-user MIMO cases.

The contributions of this work are summarized as follows.

• We design a practical uplink MU-MIMOmmWave communication scheme for WLANs. We

demonstrate that it works in realistic scenarios via over-the-air experiments.

• We introduce the first-of-its-kind BayOpt framework for beam search in mmWave MU-

MIMO systems, and show its efficiency through both experimental and simulation results.

• We propose a new MU-MIMO detector that can decode the asynchronous data packets from

multiple user devices. For the first time, it demonstrates via theory and experiments that

fine-grained inter-user synchronization is not needed for uplink MU-MIMOmmWave trans-

mission.

5.2: Related Work

This work is relevant to mmWave MIMO communications, beam search, MU-MIMO detection,

and system prototyping.

802.11ad/ay and Cellular Networks. In 2012, the IEEE 802.11ad amendment standardized com-

munication in 60 GHz unlicensed band to offer up to 6.75 Gbps data rate in a short range [1]. While

802.11ad devices may have multiple antennas, they do not support MU-MIMO transmission. As a

follow-up, 802.11ay was standardized in 2020 [5], which supports new features including channel

bonding, higher-order modulation, and downlink MU-MIMO. However, it does not support uplink

MU-MIMO yet.

The 3GPP specification for 5G cellular networks has already supported MU-MIMO, hybrid

beamforming, and mmWave communications in the 24–53 GHz band [13]. While abundant lit-

erature has studied the beam design and MU-MIMO for mmWave, most of them are limited to

signal processing and numerical analysis [67, 116]. Very likely, future cellular networks will em-
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Table 5.1: Representative work on beam search in literature.
Beam search technique Approach
Learning-based search: [23,
30, 68, 84]

Train the machine learning model to pre-
dict the current best beam direction.

Out-of-Band assistance: [21,
62, 64, 118,135, 148]

Utilize the out-of-band information (sub-
6GHz, light, camera) to align the beam.

Compressive sensing: [65,
127]

Finding the best alignment beam direction
with sparse measurement.

Hierarchical search: [76, 92,
120,141, 157,194]

Design a beamforming codebooks and
training in a hierarchical way.

ploy sophisticated synchronization protocols (e.g., timing advance) and flexible numerology (e.g.,

long CP) to support uplink MU-MIMO. However, this approach is not suitable for WLANs as they

target low-cost applications.

Beam Search. There is a large body of work on beam training for mmWave communications.

Table 5.1 lists some of representative work and their basic ideas. Of existing work, most focuses

on finding the best beam in a predefined beambook to maximize signal strength while minimizing

the associated cost. As we explained before, maximizing the signal strength is not a good strategy

for MU-MIMO.

In addition to beam selection, there is a considerable amount of work that studies analog beam-

forming from a signal processing perspective by formulating the AWV design problem to an opti-

mization [92,157,180,194]. However, this kind of work is not amenable to practical implementa-

tion for several reasons: i) they assume that the phased-array antenna has an ideal radiation pattern;

ii) they require the over-the-air channel knowledge for the design of AWV; and iii) they suffer from

high computation in solving an optimization problem.

Uplink MU-MIMO in Sub-6GHz Networks. Uplink MU-MIMO has been supported in 4G cel-

lular networks and will be supported by 5G and beyond [3]. In contrast, the way of uplink MU-

MIMO to 802.11 standards was rocky. Thus far, no on-market Wi-Fi devices support uplink MU-

MIMO. Similar to 802.11ay, 802.11ac supports downlink MU-MIMO but does not support uplink

MU-MIMO [4]. This can be attributed to the fact that WLANs are distributed, contention-based

systems and lack inter-user coordination. Although 802.11ax will support uplink MU-MIMO, the

symbol-level synchronization remains an outstanding challenge [140].
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Inter-User Synchronization for Uplink MU-MIMO. Timing advance (TA) is the main mecha-

nism used in wireless networks to compensate inter-user time misalignment and offset the signal

propagation delays for uplink MU-MIMO and other multi-access technologies. Per [14] and [110],

the timing error achieved by TA in cellular networks cannot meet the requirement of mmWaveMU-

MIMO based on the 802.11ay numerology. [212] validated the throughput gain of MU-MIMO via

offline experiments but did not address the timing problem.

5.3: Problem Description

We consider the uplink MU-MIMO communication in a WLAN as shown in Fig. 5.1, where an AP

wishes to decode concurrent data packets from multiple stations. Our objective is to maximize the

uplink throughput through the design of analog and digital beamforming for the AP. In the pursuit

of this objective, we assume that a beam has already been selected for each station using an existing

beam search scheme such as sector-level sweep (SLS) and beam refinement protocol (BRP) [1].

We focus on the analog and digital beamforming at the AP for uplink MU-MIMO transmission.

5.3.1: Problem Formulation

Analog Beamforming. Denote M as the number of phased-array antennas (RF chains) on the

AP and N as the number of stations involved in the uplink MU-MIMO transmission (assuming

N ≤ M ). We assume that all the phased-array antennas on the AP are identical. Suppose that a

linear phased-array antenna intends to steer its beam energy to the direction of θ. Then, its antenna

weight vector (AWV) can be modeled as: Gap(θ) = [ej
dap
λ

i sin(θ)]0≤i≤Nap−1, where dap is the patch

element spacing, λ is the wavelength, and Nap is the number of patch elements. Similarly, for the

phased-array antenna on a station, suppose it intends to steer its beam energy to the direction of ϕ.

Then, its AWV can be modeled as: Gsta(ϕ) = [ej
dsta
λ

i sin(ϕ)]0≤i≤Nsta−1, where dsta is the patch element

spacing and Nsta is the number of patch elements. Then, the signal received by the AP’s mth RF
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Figure 5.1: Uplink MU-MIMO transmission in WLAN.

chain can be written as:

ym =
N∑

n=1

Gap(θm) ~Hmn Gsta(ϕn)
⊤xn + wm, (5.1)

where xn is the signal transmitted by the nth station, wm is the received noise, ~Hmn ∈ CNap×Nsta is

the over-the-air channel between the AP’smth antenna and the nth station’s antenna.

Digital Beamforming. At the AP (receiver), digital beamforming serves for the purpose of MU-

MIMO Detection. Denote y⃗ = [y1, y2, · · · , yM ]⊤ as the received signals and p⃗n as the AP’s spatial

filter for decoding the data packets from station n. Then, the decoded version of the signal from

station n can be written as: x̂n = p⃗H
n y⃗ , for 1 ≤ n ≤ N , where (·)H is the conjugate transpose

operator.

Design Objective. At the AP, denote θ⃗ = [θ1, θ2, · · · , θM ] as the beam angle vector, which can be

directly used to calculate the AWV for analog beamforming. Denote p⃗ = [p⃗1, p⃗2, · · · , p⃗N ] as the

detection vector. Denote EVMn as the error vector magnitude (EVM) of the decoded signals from

station n, i.e., EVMn ≡ E[|xn−x̂n|2]
E[|xn|2] . Without loss of generality, we assume that the transmit power

at stations are normalized, i.e., E[|xn|2] = 1. Then, we have

EVMn = E[|xn − x̂n|2]. (5.2)

The link capacity (spectral efficiency) between stationn and theAP can bewritten as: cn = log2(1+
1

EVMn
).

114



In uplink MU-MIMO, it is important not only to maximize the data rate but also ensure the

fairness among users. Thus, our objective is to pursue the best analog and digital beams so that the

bottleneck link data rate can be maximized. Mathematically, it can be formulated as:

[θ⃗∗, p⃗ ∗] = argmax
θ⃗∈B, p⃗

(
min
n

log2(1 +
1

EVMn

)

)
, (5.3)

where B is the predefined beambook that includes all possible beam angle vectors.

The optimization problem in (5.3) can be divided into two subproblems: i) analog beam selec-

tion (determining θ⃗), and ii)MU-MIMOdetector construction (determining p⃗ ). These two subprob-

lems are tightly coupled with each other. Given the complex nature of this problem, it is intractable

to pursue a global optimal solution in real systems. Therefore, we develop a practical yet efficient

scheme to solve the two subproblems.

5.3.2: Key Challenges

Inaccurate Models. Solving the above optimization is nontrivial as the gradients of the objective

function are unknown, so first-order methods like gradient descent cannot be applied. In addition,

we usedGap(θ) andGsta(ϕ) to model the response of ideal linear phased-array antennas. In practice,

phased-array antennas have many imperfections in their radiation patterns. Their actual mathemat-

ical models are unknown. The discrepancy between the ideal and real antenna model significantly

affects the beamforming design.

Channel Correlation. The capacity of MU-MIMO transmission is determined by not only signal

strength but also MIMO channel correlation. Existing approaches based on signal strength only

are not suitable for beam search in MU-MIMO. Therefore, it calls for a beam search scheme that

can jointly identify the best beams for all antennas. One straightforward approach is exhaustive

search. However, it will entail a large airtime overhead and thus compromise the throughput gain

of MU-MIMO. Therefore, an efficient joint beam search scheme is needed.

Inter-Station Timing Synchronization. Uplink MU-MIMO detection has been well studied.

However, existing schemes require fine-grained inter-user timing synchronization for signal de-

115



tection. That is, the time misalignment of data packets from different stations must be less than

OFDM CP length. In 802.11ay [5], the normal guard interval duration (CP) is 36.36ns. Main-

taining the inter-user synchronization within 36.36ns not only entails a large overhead but also

complicates the network design and operation. For this reason, neither 802.11ac (sub-6GHz) nor

802.11ay (60GHz mmWave) supports uplink MU-MIMO.

5.4: Overview of UMMC

In this section, we first highlight our approaches to overcoming the above challenges and then

present the overall system diagram of UMMC. In what follows, we denote f(θ⃗) = maxn{EVMn}.

When p⃗ is given, the optimization in (5.3) is equivalent to minimizing f(θ⃗).

5.4.1: Our Approaches

Analog Beam Search. To address the beam search challenge, we design a BayOpt scheme for

joint beam search. BayOpt has been proved to be an effective technique for solving sequential

optimization problems where the objective function is complex (treated as a black-box), the (sub-

)gradient is unknown, and the evaluation is expensive [114]. To illustrate the idea behind BayOpt,

let us consider the beams in a beambook [θ⃗1, θ⃗2, · · · , θ⃗3600]. Suppose that we have measured two

beams, say θ⃗10 and θ⃗1000, and found that f(θ⃗10) = 5 and f(θ⃗1000) = 0.1. Then, in the next iteration

we should select a beam in the neighborhood of θ⃗1000 to evaluate, because the global minimum is

more likely sitting in the neighborhood of θ⃗1000 compared to θ⃗10. BayOpt is a principled strategy

to guide the process of joint beam search based on posterior probability.

MU-MIMO Detection. Inter-station synchronization is a fundamental problem for uplink MU-

MIMO.Achieving the required timing alignment for packet transmission among distributed stations

is extremely hard. In light of this, we live with the timing misalignment among the stations and

focus on enabling asynchronous MU-MIMO detection. To this end, we revisit the conventional

(synchronous) MMSE detector and find that a transformation can make it applicable to decoding

asynchronous data packets from independent stations.
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Figure 5.2: The high-level system diagram of UMMC.

5.4.2: System Diagram

Fig. 5.2 shows the system diagram of UMMC. The AP measures the performance of a sequence of

analog beams [θ⃗1, θ⃗2, · · · , θ⃗t, · · · , θ⃗T ], where t is the evaluation/iteration index and T is the prede-

fined maximum number of evaluations/iterations allowed (e.g., T = 30). In the end of T iterations,

UMMC chooses the beam that yields the best performance. In each iteration t, the operations of

UMMC include the following four steps:

• Step 1: The AP selects a beam θ⃗t for evaluation in the current iteration based on the posterior

probability derived from the past evaluations, i.e., (θ⃗t′, f(θ⃗t′)) for 1 ≤ t′ < t. Details are

presented in Section 5.5.

• Step 2: The AP reconfigures its phased-array antennas by setting their beam patterns to θ⃗t.

• Step 3: The AP first calculates its digital beamformers (a.k.a. MU-MIMO detector) p⃗ =

[p⃗1, p⃗2, · · · , p⃗N ], and then uses them to decode asynchronous signal frames from the N sta-

tions. Details are presented in Section 5.6.

• Step 4: The AP measures the EVM of the decoded signals from each station. By doing so,

it obtains f(θ⃗t). Then, (θ⃗t, f(θ⃗t)) is added to the dataset and will be used to guide the future

beam search.
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5.5: Bayesian Optimization for Beam Search

In this section, we assume that the algorithm for determining p⃗ is given and focus on the BayOpt

design to find a near-optimal beam θ⃗ for the AP. The design of p⃗ will be presented in the next

section.

5.5.1: Why Bayesian Optimization?

Recall that the objective function is f(θ⃗) = maxn{EVMn}. It has the following salient features.

• f(θ⃗) has a complex structure: Fig. 5.3 shows an example of f(θ⃗) obtained through exhaustive

beam search on our two-user MIMO 60GHzmmWave testbed2. It is evident that f(θ⃗) is hard

to optimize due to its non-convexity.

• f(θ⃗) is unknown: Practical mmWave communication systems typically suffer from hardware

imperfections such as phase noise and clock jitters [192], which are hard to characterize

and model. As such, the beam pattern may largely deviate from its ideal model Gap(θ).

The accurate objective function f(θ⃗) is unknown and can only be obtained via exhaustive

experimental measurements.

• Evaluating f(θ⃗) is costly: To evaluate f(θ⃗) for a given θ⃗, the AP needs to physically set up

the beam pattern and measure the resultant signal quality. This process incurs a fixed airtime

overhead. For example, in 802.11ay, measuring the value of f(θ⃗) for a given θ⃗ may take the

time of one Control PHY Preamble (about 3.7µs), let alone other airtime overhead incurred

in this process. Therefore, there is a tradeoff between the quality of θ⃗ and the number of

evaluations of f(θ⃗).

Fortunately, BayOpt is an effective technique to optimize such a function that is unknown yet

expensive to evaluate [114]. It makes use of the laws of probability to combine prior belief with

observed data to compute posterior distribution of the objective function. Therefore, we will design

a BayOpt framework for analog beam search.
2The detailed experimental setup is presented in Section 5.7.1.
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Optimal Point

Figure 5.3: An instance of f(θ⃗) obtained from experimental measurements on a two-user MIMO
60GHz testbed, where θ⃗ = [θ1, θ2] and f(θ⃗) = max(EVM1,EVM2) in dB.

5.5.2: A Bayesian Optimization Framework

To perform BayOpt, one needs to address two problems: i) finding a statistical process to model

the function being optimized, and ii) selecting an acquisition function as a surrogate approximation

to guide the search in each iteration. In what follows, we address these two problems in order.

Gaussian Process Regression. Wemodel the iterative beam search problem as a Gaussian process.

In the tth iteration, the AP has observed t − 1 beams. Denote Θ = {θ⃗i}t−1
i=1 as the set of beams

that the AP has already observed. Denote f(Θ) = {f(θ⃗i)}t−1
i=1 as the objective function values of

those observed beams. We treat f(Θ) as a multi-variate Gaussian distribution, with µ(Θ) as its

mean and k(Θ,Θ) as its covariance kernel. Here, µ(Θ) is a (t−1)×1 vector, while k(Θ,Θ) is

a (t−1)×(t−1) matrix. Let θ⃗ be an arbitrary beam in the beambook. Then, per the definition of

Gaussian process, the joint distribution of the function values corresponding to θ⃗ and Θ should

satisfy: f(Θ)

f(θ⃗)

 ∼ N



µ(Θ)

µ(θ⃗)

,

k(Θ,Θ) k(Θ, θ⃗)

k(θ⃗,Θ) k(θ⃗, θ⃗)


 , (5.4)

where µ(·) and k(·, ·) should be understood as an element-wise operational function. There are

various definition for Gaussian kernel, such asMatérn kernel, exponentiated quadratic kernel, and

radial basis function kernel [177]. In our experiments, we choose radial basis function kernel,
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k(θ⃗i, θ⃗j) = exp(− 1
2σ2 ||θ⃗i − θ⃗j||2), where σ is a hyper-parameter that governs the kernel width. In

our experiments, we let σ = 1.

The posterior distribution on the arbitrary beam θ⃗ can be calculated through standard Bayesian

rules. Specifically, the distribution of f(θ⃗) can be modeled as:

f(θ⃗) ∼ p
(
f(θ⃗)|θ⃗,Θ, f(Θ)

)
= N

(
µ(θ⃗),Σ(θ⃗)

)
, (5.5)

where

µ(θ⃗) = k(θ⃗,Θ)k(Θ,Θ)−1f(Θ), (5.6)

Σ(θ⃗) = k(θ⃗, θ⃗)− k(θ⃗,Θ)k(Θ,Θ)−1k(Θ, θ⃗). (5.7)

Acquisition Function. There are different acquisition functions available for BayOpt problems

such as Probability of Improvement (PoI), Expected Improvement (EI), and Gaussian process Up-

per Confidence Bound (GP-UCB) [177]. We choose EI for two reasons: i) compared to PoI, it

has been shown to be better-behaved; and ii) unlike GP-UCB, it does not involve tuning parame-

ters [138]. The acquisition function can be written as:

EI(θ⃗) = E
[
max(f(θ⃗)− f(θ⃗+), 0)

]
, (5.8)

where θ⃗+ is the best beam found so far. Under the Gaussian process model, it can be analytically

written as follows:

EI(θ⃗) =
(
µ(θ⃗)− f(θ⃗+)− ξ

)
CDF(Z) + Σ(θ⃗) pdf(Z), (5.9)

where Z = µ(θ⃗)−f(θ⃗+)−ξ

Σ(θ⃗)
, CDF(·) and pdf(·) are the cumulative distribution function and the prob-

ability density function of standard normal distribution, respectively, and ξ is a parameter that

determines the amount of exploration during the optimization. A large value of ξ leads to more
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exploration, while a small value leads to more exploitation. In our experiments, we empirically set

ξ to 0.1.

Beam Selection. Then, in the tth iteration, the beam selected for evaluation is obtained by solving

the following problem:

θ⃗t = argmax
θ⃗∈B\Θ

EI(θ⃗), (5.10)

where B is the set of all predefined beams andΘ is the set of beams that has been evaluated so far.

It is worth noting that (5.10) is easy to solve because (5.9) is a simple, disciplined function.

5.5.3: Practical Considerations

There are two challenges associated with the above BayOpt framework when it is applied to beam

search. In the following, we first point out the challenges and then present our solutions.

Limited number of evaluations. MmWave systems have a fixed airtime budget for beam search/-

training, which determines the maximum number of evaluations/iterations that can be performed

before data transmission. In practice, given the limited airtime budget for beam search, it is un-

likely to find the optimal beam for data transmission. Therefore, the beam search problem is further

constrained by the number of evaluations. To address this challenge, we propose a recenter-and-

shrink (RaS) scheme for the Gaussian process regression. This scheme was inspired by [144]. The

basic idea is that, when approaching the evaluation budget, we recenter the search space to the

current optimal beam and shrink the search space. Doing so increases the probability of finding a

better beam when we reach the evaluation budget. Following this idea, we modify the acquisition

function in (5.10) to:

θ⃗t = argmax
θ⃗∈B\Θ

EI(θ⃗) (5.11)

s.t. θm ∈


[−π

2
, π

2
] if 1 ≤ t < T/2

[θ+m −
ϕt

2
, θ+m + ϕt

2
] if T/2 ≤ t ≤ T.

121



where t is the iteration/evaluation index, T is the maximum number of evaluations, θ⃗+ = [θ+m]
M
m=1

is the best beam found so far, and ϕt is the reduced search range. Empirically, we set ϕt = (3
2
− t

T
)π

in our experiments.

Cubic Computational Complexity. The computational complexity of Gaussian process regres-

sion is cubic to the number of data samples, i.e., O(t3), where t is the number of evaluations that

have been performed [177]. Clearly, the computation rapidly increases as the evaluation procedure

evolves. To overcome the computation challenge of Gaussian process, a wealth of sparse approxi-

mations have been recently suggested, such as the subset of data (SoD) approximation, the subset

of regressors (SoR) approximation, the deterministic training conditional (DTC) approximation,

and partially independent training conditional (PITC) approximation [124]. In these methods, a

subset of the latent variables are treated exactly while the remaining variables are treated approx-

imately to reduce the computation. Here, we employ the SoR approximation for the beam search

as it demonstrates a good tradeoff between performance and computation (see Tables 8.1 & 8.2

in [124]).

Denote Φ as the subset of training data samples that are selected for exact regression, where

Φ ⊂ Θ. Per [124], the Gaussian process regression can be characterized by the approximate mean

and covariance as follows:

µ(θ⃗) = σ−2k(θ⃗,Φ)Q−1k(Φ,Θ)f(Θ), (5.12)

Σ(θ⃗) = k(θ⃗,Φ)Q−1k(Φ, θ⃗), (5.13)

whereQ = σ−2k(Φ,Θ)k(Θ,Φ) + k(Φ,Φ).

A question to ask is how to select the active data samples for Φ. Empirically, we define an

integer number τ ∈ Z which is smaller than t. We choose the τ beams in Θ that are closest to

θ⃗+ as the active samples for Φ. Denote g(θ⃗) ≜ ||θ⃗+ − θ⃗||2 as the metric for θ⃗. Based on this

metric, we sort the elements in Θ in a non-decreasing order and denote the resulting vector as
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Algorithm 2 Bayesian optimization for analog beam search.
1: Required: T : the budgeted number of evaluations.
2: Output: A beam θ⃗∗ in the predefined beambook B for data packet reception at the AP
3: InitializationΘ = [⃗0].
4: for t = 1, 2, · · · , T do
5: Calculate Φ using (5.14)
6: Calculate µ(θ⃗) using (5.12) and Σ(θ⃗) using (5.13)
7: Construct the surrogate function EI(θ⃗) using (5.9)
8: Find the next beam direction θ⃗t by solving (5.11)
9: Add θ⃗t toΘ
10: end for
11: return θ⃗∗ = argminθ⃗∈Θ f(θ⃗).

Θsrt = [θ⃗s1 , θ⃗s2 , · · · , θ⃗st ]. Then, we let:

Φ = [θ⃗s1 , θ⃗s2 , · · · , θ⃗sτ ]. (5.14)

With the approximation in (5.12)-(5.14), the computational complexity of Gaussian process

regression in the tth iteration decreases to O(τ 2t) [177]. More importantly, the complexity scales

linearly (rather than cubically) with the number of iterations.

We present the proposed BayOpt algorithm in Alg. 2. In a nutshell, it is a non-parametric online

learning algorithm that guides the beam search using the posterior probability of those data samples

that have been evaluated so far.

5.6: Asynchronous MU-MIMO Detection

In this section, we first review the MMSE MU-MIMO detector, and then present a transformation

for MMSE MU-MIMO detector so that it can decode asynchronous data packets. The resulting

detector fundamentally relaxes the inter-user synchronization for uplink MU-MIMO, and thus is

particularly suited for mmWave communications. Finally, we conduct performance analysis of the

proposed detector in mmWave networks.
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5.6.1: Conventional (Synchronous) MMSE MU-MIMO Detector

Consider the uplink MU-MIMO transmission from N stations to an M -antenna AP as shown in

Fig. 5.1. Suppose that data packets from theN stations are perfectly aligned in timewhen impinging

on the AP. Then, the signal transfer model in the digital domain can be written as:

y⃗ = Hx⃗+ w⃗, (5.15)

where y⃗ ∈ CM×1 is the received digital baseband signal vector at the AP, x⃗ = [x1, x2, · · · , xN ]
⊤ is

the transmit signal vector, where xn is the signal at the nth station, w⃗ ∈ CM×1 is the noise vector,

and H = [Hmn]1≤m≤M,1≤n≤N ∈ CM×N is the compound channel between the N stations and the

AP.

To decode theN data packets, the AP can first estimate the compound channel using the orthog-

onal pilots (a.k.a. reference signals) in the N data packets and then construct the MMSE MIMO

detector as follows:

P = HH(HHH +
σ2
w

σ2
x

I)−1, (5.16)

where I is an identity matrix of proper dimension, σ2
x is signal power, and σ2

w is noise power. After

constructing the MMSE detector, the AP can perform MU-MIMO detection as follows: ˆ⃗x = Py⃗,

where ˆ⃗x is an estimated copy of x⃗.

Conventional MU-MIMO detectors can work only when the data packets are well aligned in

time. Roughly speaking, the time misalignment of data packets must be less than the time duration

of an OFDM symbol’s cyclic prefix [27]. For example, in 802.11ay, the time misalignment must

be less than 36.36ns [5]. In real systems, this requirement is extremely hard to satisfy as many

factors (e.g., propagation delays, digital processing delays, and clock jitters) contribute to the time

misalignment. For this reason, uplink MU-MIMO is not standardized in IEEE 802.11ac (sub-

6GHz) [4] and 802.11ay (60GHz) [5].3

3Note that 802.11ax is the only WLAN standard that supports uplink MU-MIMO. Yet, there is still no 802.11ax
product that supports this feature. In addition, 802.11ax is more of a centralized rather than distributed network.
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Figure 5.4: An illustration of the received asynchronous packets from multiple stations at the AP
in an 802.11ay WLAN.

5.6.2: A Transformation of MMSE MU-MIMO Detector

Since it is hard to maintain the time alignment of the data packets for the AP, we wish to design an

MIMO detector for the AP so that it can decode the misaligned data packets as shown in Fig. 5.4.

In this case, if the AP knows the MMSE MIMO detector P in (5.16), then it should still be able to

decode those asynchronous data packets. This is because P is a spatial filter and its effectiveness

is not affected by the temporal imperfections (i.e., time misalignment of data packets). In other

words, the spatial and temporal properties of data packets are orthogonal to each other. The key

question here is how to obtain P when the AP receives asynchronous data packets. In synchronous

MU-MIMO, the data packets from different stations carry orthogonal pilots for the AP to estimate

the channel matrix H, based on which the AP can calculate P using (5.16). In asynchronous MU-

MIMO, the data packets from different stations cannot maintain the orthogonality of their pilots.

As a result, the AP cannot estimate the channel H and thus (5.16) does not work for this case.

To overcome this challenge, we show that a transformation of the MMSE detector in (5.16) can

eliminate the need of channel knowledge H and obtain an approximation of P, which allows the

AP to decode those asynchronous data packets separately. DenoteRn{·} as the nth row of a matrix

or a vector. Per the conventional MMSE detection, we have

x̂n = Rn{ˆ⃗x} = R{Py⃗} = Rn{P}y⃗ . (5.17)

Denote Rx as the correlation matrix of x⃗, i.e., Rx = E[x⃗x⃗H]. Denote Rw as the correlation
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matrix of w⃗, i.e., Rw = E[w⃗w⃗H]. In practice, signal and noise are always independent. Then, we

have Rx = σ2
xI and Rw = σ2

wI. Per (5.16), we have

Rn{P} = Rn

{
HH(HHH +

σ2
w

σ2
x

I)−1
}

(a)
= Rn

{
RxHH(HRxHH + Rw)

−1
}

= Rn

{
E[x⃗x⃗ H]HH(HE[x⃗x⃗H]HH + E[w⃗w⃗H])−1

}
= E[Rn{x⃗x⃗ HHH}]E[Hx⃗x⃗ HHH + w⃗w⃗H]−1

= E[Rn{x⃗}x⃗ HHH]E[Hx⃗x⃗HHH + w⃗w⃗H]−1

= E[xn(Hx⃗)H]E[(Hx⃗+ w⃗)(Hx⃗+ w⃗)H]−1

(b)
= E[xn(Hx⃗+ w⃗)H]E[(Hx⃗+ w⃗)(Hx⃗+ w⃗)H]−1

= E[xny⃗
H]E[y⃗y⃗ H]−1, (5.18)

where (a) and (b) follow from the assumptions thatRx is of full rank and E[xnw⃗] = 0, respectively.

Both assumptions are always valid in practice.

Eq. (5.18) shows that the MMSE detector can be computed without channel knowledge, but

using E[xny⃗
H] and E[y⃗y⃗ H]. Now a question to ask is how to compute these two terms. In UMMC,

we use the sample averaging operation to approach statistic expectation based on the fact that every

packet in practical systems carries reference signals (a.k.a., pilots or preamble) for signal detection.

Consider the 802.11ay frame shown in Fig. 5.4 for example. The reference signals include L-STF,

L-CEF, EDMG-STF, and EDMG-CEF, which are pre-defined and known to all stations and APs.

These reference signals will be used to compute E[xny⃗
H] and E[y⃗y⃗ H] in (5.18).

In the following, we slightly abuse the notation by introducing l as the index of OFDM symbol

and k as the index of OFDM subcarrier. Denote An(k) as the set of reference symbols (pilots) in
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the data packet transmitted by station n on OFDM subcarrier k. Then, we have

p⃗n(k) ≜ Rn

{
P(k)} (5.18)

= E[xny⃗
H]E[y⃗y⃗ H]−1 (5.19)

≜
[ ∑
(l,k′)∈An(k)

xn(l, k′)y⃗(l, k′)H
][ ∑
(l,k′)∈An(k)

y⃗(l, k′)y⃗(l, k′)H
]†
,

where (·)† is the pseudo-inverse operator, and xn(l, k′) and y⃗(l, k′) represent the transmitted and

received reference signal on OFDM symbol l and subcarrier k′, respectively.

With the MU-MIMO detector in (5.19), the AP decodes the data packet from station n as fol-

lows: x̂n(l, k) = p⃗n(k)
⊤y⃗(l, k), where y⃗(l, k) is the received payload signal vector at the AP and

x̂n(l, k) is its decoded payload signal from station n, 1 ≤ n ≤ N .

5.6.3: Performance Analysis and Discussions

Performance Analysis. Since analyzing the performance of the proposed detector in general set-

tings is extremely hard, we focus on an ideal case. Suppose that the number of reference signals

(e.g., pilots in L-STF, L-CEF, EDMG-STF, and EDMG-CEF in Fig. 5.4) is greater than or equal to

the number of stations, i.e., |An(k)| ≥ N . Then, we have the following lemma.

Lemma 1 : If M ≥ N and σw = 0, the MU-MIMO detector in (5.19) can perfectly recover

the misaligned signals from the asynchronous stations, i.e., x̂n(l, k) = xn(l, k) for 1 ≤ n ≤ N ,

1 ≤ k ≤ K, and 1 ≤ l ≤ L.

Proof Sketch. We omit the subcarrier index k to simplify the notation. Given thatM ≥ N , H is a

square or tall/thin matrix. Then, based on (5.19), we have:

p⃗n
(a)
=

[ ∑
l∈An

xn(l)y⃗(l)
H
][ ∑

l∈An

y⃗(l)y⃗(l)H
]†

(b)
=

[ ∑
l∈An

xn(l)x⃗(l)
HHH

][ ∑
l∈An

Hx⃗(l)x⃗(l)HHH
]†

(c)
=

[
Rn{R̂x}HH

][
HR̂xHH

]†
(d)
= Rn

{
H†}, (5.20)
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where (a) follows from (5.19) by omitting the subcarrier index k; (b) follows from the fact that

y⃗ = Hx⃗when σw = 0; (c) follows from our definition that R̂x =
∑

l∈An
x⃗(l)x⃗(l)H; (d) follows from

the fact thatH is a square or tall matrix sinceM ≥ N and that R̂x is a squarematrix of full rank since

|An(k)| ≥ N . Based on (5.20), we have x̂n(l, k) = p⃗n(k)y⃗(l, k) = Rn

{
H(k)†

}
y⃗(l, k) = xn(l, k).

■

In practice, the assumption of |An(k)| ≥ N and M ≥ N are typically valid, but σw ̸= 0. For

the realistic case, we will evaluate this detector through experiments in Section 5.7.1.

Explicit Channel Knowledge is Not Needed. It is evident that the MU-MIMO detector in (5.19)

does not require explicit channel knowledge H for packet detection. Instead, it uses the reference

signals in data packets to compute the detectors for each individual data stream. As such, this MU-

MIMO detector is particularly suitable for an AP to decode asynchronous data packets, while the

conventional MMSE detector is incapable of doing so.

Unique Features ofmmWaveMU-MIMO.MmWave communication systems are typically equipped

with directional antennas (e.g., phased-array antenna), which significantly reduce the multipath ef-

fect of channels. As a result, the mmWave channels are more frequency-flat compared to sub-6GHz

systems. In addition, compared to SISO mmWaveWLANs (e.g., 802.11ad), MU-MIMOmmWave

networks (e.g., 802.11ay) have pilots in both legacy preamble (L-STF and L-CEF) and enhanced

preamble (EDMG-STF and EDMG-CEF); see Fig. 5.4. Lemma 1 shows that these two properties

make the proposed asynchronous MMSE detector particularly suitable for 802.11ay networks.

5.7: Performance Evaluation

5.7.1: Experimental Results (Two-User MIMO Case)

Implementation. We built a 60 GHz mmWave MU-MIMO testbed that comprises an AP and two

stations as shown in Fig. 5.5. The APwas built using two HMC6300 Boards (60 GHz RF Frontend)

and one USRP X310. We modified the clock circuits of the two HMC6300 boards to synchronize

their clock for MU-MIMO applications. The AP was equipped with two planar antennas, each

of which has 4 × 8 patch elements. Each station was built using one HMC6300 Board and one
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Antenna 1 and 2

USRP X310

(a) Two-antenna AP.

STA 1

STA 2
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(b) Experimental setup.

Figure 5.5: Illustration of our prototype and experimental setup.
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Figure 5.6: EVM specified in IEEE 802.11ay standard [5].

USRP X310, and connected with a horn antenna. The two stations worked independently, and

there is no external clock to synchronize their packet transmissions. The instantaneous bandwidth

of this MU-MIMO testbed is 100MHz. We used GNURadio OTT (in C++) to implement the signal

processing modules of a simplified 802.11ay PHY layer (512 FFT for OFDM modulation, QPSK,

without LDPC codes) for the uplink MU-MIMO transmission. A demo video can be found in [29].

Experimental Setting. We consider three indoor scenarios for our experiments. Scenario 1: short

distance (2.5m) for both stations. Scenario 2: long distance (5m) for both stations. Scenario 3:

short distance (2.5m) for station 1 and long distance (5m) for station 2.

Performance Metrics. We use EVM and throughput as the performance metrics. EVM is widely

used for the performance measurement of wireless receivers in industry. It was defined in (5.2).

Based on the measured EVM, we calculate the throughput of 802.11ay networks as follows: rn =

B · τofdm
τgi+τofdm

· Ndata

Nfft
· γ(EVMn), where B = 2.64GHz is the sampling rate, τgi = 36.36ns is the
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(a) STA 1’s signal in MU-
MIMO

(b) STA 2’s signal in MU-
MIMO

(c) STA 1’s signal in
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(d) STA 2’s signal in
SIMO

Figure 5.7: Constellation diagram of the decoded signals at the AP.
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Figure 5.8: Comparison of our proposed asynchronous MU-MIMO technique and conventional
SIMO technique.

normal guard interval, τofdm = 194.56ns is the OFDM symbol duration,Ndata = 336 is the number

of subcarriers for data, Nfft = 512 is the FFT size, and γ(EVMn) is the adaptive rate specified

by [5] and shown in Fig. 5.6. Recall that our objective is to maximize the minimum of user’s

throughput. Therefore, we denote EVM = max(EVM1,EVM2) and Throughput = min(r1, r2).

Asynchronous MU-MIMO Detection. We first validate the feasibility of the proposed asyn-

chronous MU-MIMO detector on the testbed, where the two stations are continuously transmitting

data packets but have no synchronization mechanism. For both AP and stations, we perform ex-

haustive search to find their best analog beams. Fig. 5.7(a-b) shows the two constellation diagrams

observed at the AP. It is clear that the proposed detector is able to decode the data packets in the

absence of inter-station synchronization.

As a comparison baseline, we also implemented the single-input and multiple-output (SIMO)

transmission scheme on the testbed in the same settings. In this case, each station uses a half of

the airtime for packet transmission in turn (i.e., TDMA mode). When serving each station, the
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Table 5.2: Comparison of exhaustive separate beam search and exhaustive joint beam search.

Scenario 1 Scenario 2 Scenario 3
Search approach Joint Separate Joint Separate Joint Separate

Best angle for ant 1 (θ∗1) -30◦ -45◦ -30◦ -13◦ 30◦ -47◦
Best angle for ant 2 (θ∗2) 15◦ -23◦ -30◦ -24◦ 30◦ 25◦

EVM (dB) -16.2 -13.0 -13.7 -10.0 -14.5 -10.1
Throughput (Gbps) 3.65 2.28 2.28 0.91 2.37 1.46

AP selects its best antenna to decode its data packets. Fig. 5.7(c-d) shows the two constellation

diagrams observed at the AP. It can be seen that the AP observes similar constellation diagrams

in the two cases. This reveals the effectiveness of our proposed MU-MIMO detector in decoding

asynchronous data packets.

We repeated the above tests in all three scenarios to quantify the EVM and throughput of the two

techniques (Async MU-MIMO and SIMO). Fig. 5.8(a) shows the EVM comparison. It shows that

the two techniques have a similar EVM. This is a bit surprising, because in theory SIMO should

offer a better (e.g., 3 dB) EVM performance than Async MU-MIMO. We conjecture that it was

caused by the non-negligible phase noise of 60GHz mmWave RF devices. Phase noise increases

linearly with carrier frequency in communication systems. When phase noise is strong, it dictates

the communication performance and marginalizes the difference caused by other factors.

Fig. 5.8(b) shows the throughput comparison. It can be seen that Async MU-MIMO almost

doubles the throughput of SIMO. This is because the AP can only serve the stations in turn in

SIMO, while Async MU-MIMO allows the AP to serve both stations simultaneously.

Impact ofMU-MIMOChannel Correlation. For the two antennas at the AP, we consider two ap-

proaches for their beam search: i) exhaustive separate search, and ii) exhaustive joint search. In the

separate search, each individual antenna finds the beam angle that maximizes its signal strength. In

the joint search, the two antennas try all possible beam combinations to find the one that maximizes

the bottleneck of user data rates.

Table 5.2 shows our experimental results. It is clear that joint and separate search approaches

lead to different beam results. Consider scenario 1 for example. When using separate beam search,

the optimal angle is -45◦ for antenna 1 and -23◦ for antenna 2. This combination is optimal in terms
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Figure 5.9: Comparison of BayOpt and exhaustive search.
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(a) Two-user MIMO case.
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(b) Three-user MIMO case.
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(c) Four-user MIMO case.

Figure 5.10: Throughput comparison of Separate beam search, BayOpt beam search, and exhaus-
tive search.

of the signal strength at each individual antenna, but it is not optimal in terms of user throughput.

For the joint search approach, the combination (-30◦, 15◦) yields the best EVM and thus the best

user throughput. Similar phenomena can also be observed in scenarios 2 and 3. This confirms that

signal strength is not a good criterion for beam search in MU-MIMO mmWave systems.

BayOpt Search versus Exhaustive Search. Using the proposedMU-MIMO detector, we compare

two joint beam search approaches: BayOpt search and exhaustive search. For exhaustive search,

we search the beams for each antenna every 5 degrees, and the search range is from -60◦ to 60◦.

So the total number of beam combinations for search is (120/5 + 1)2 = 625. Fig. 5.3 shows an

instance of exhaustive search results. For BayOpt search, we fix the number of search iterations

(evaluations) to 20. Therefore, the overhead of BayOpt search is only 3.2% of the exhaustive

search.

Fig. 5.9 shows the comparison of these two joint beam search approaches in three scenarios.

It can be seen that BayOpt can achieve a similar EVM and throughput performance of exhaustive
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search. More accurately, BayOpt achieves 94.3% throughput of exhaustive search. It is important

to point out that the throughput in Fig. 5.9(b) does not take into account the airtime overhead of

beam training. If the beam training overhead is taken into consideration, BayOpt would easily

outperform exhaustive search.

5.7.2: Simulation Results (More-User MIMO Case)

Due to the hardware limitation, we resort to simulations for the evaluation of BayOpt in more-user

MIMO cases. We consider a 400ft2 conference room where the AP is deployed on a wall and 100

users are uniformly and randomly distributed over the whole room. We use the model in [109] to

calculate the path loss based on the distance between a user and the AP, and use themodel in [129] to

generate the gain of phased-array antennas for a given direction. In each time slot, the AP randomly

selects N users for uplink MU-MIMO transmission, where N ∈ {2, 3, 4} as defined in 802.11ay.

In the simulations, we focus on the comparison of three different beam search approaches (separate

exhaustive search, joint exhaustive search, and BayOpt) without considering packet misalignment

issue. An ideal MMSE detector is used to decode concurrent packets and calculate their EVM and

throughput.

We present the simulation results in Fig. 5.10. Compared to separate exhaustive search, BayOpt-

30 (BayOpt with 30 iterations) has a similar airtime overhead (30 vs. 33 iterations), but it improves

the throughput by 95.8%, 109.8%, and 267.2% in the two-user, three-user, and four-user cases, re-

spectively. Compared to joint exhaustive search, BayOpt-50 achieves 88.6% throughput with 4.6%

overhead in two-userMIMO case, 82.1% throughput with 0.1% overhead in three-userMIMO case,

and 83.5% throughput with 0.004% overhead in four-user MIMO case. Note that the throughput

presented in Fig. 5.10 does not take into account beam search overhead.

5.8: Summary

In this chapter, we presented a practical yet efficient uplink MU-MIMO communication (UMMC)

scheme for mmWave networks. This scheme has two key components: BayOpt for beam search

and asynchronous MU-MIMO detection. UMMC provides the first BayOpt framework for beam
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search in mmWave MU-MIMO systems, and introduced a new MU-MIMO detector that can de-

code asynchronous data packets from multiple users. It has demonstrated through both theory and

experiments that fine-grained inter-user synchronization is not needed for uplinkMU-MIMO trans-

mission. We have evaluated the performance of UMMC through a blend of experiments and sim-

ulations. Experimental and simulation results confirm the practicality and efficiency of UMMC.
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CHAPTER 6: TEMPORAL BEAM
PREDICTION FOR MOBILE MMWAVE
NETWORKS

6.1: Introduction

Millimeter wave (mmWave) technology is expected to serve as the foundation for 5G and future

wireless networks, enabling the vision of a smart society and a digitized physical world. It offers

ultra-low latency, multi-gigabit-per-second (Gbps), and scalable wireless connectivity for emerg-

ing applications such as virtual reality (VR), cloud-based real-time artificial intelligence (AI), and

high-resolution video streaming [131]. In mmWave networks, devices commonly rely on analog

beamforming to mitigate the effects of high path loss. In practice, a set of beam angles are prede-

fined, and the analog beamforming operation for a mmWave device is equivalent to the selection

of the best beam index that can maximize the signal strength at a receiver. When candidate beams

are probed sequentially and exhaustively, the beam search procedure incurs significant airtime

overhead. Unfortunately, most existing mmWave devices perform beam search in this exhaustive

manner, which leads to poor scalability in environments with high user density [25].

To reduce the airtime overhead of beam selection, different approaches have been studied for

the management of beam search, such as out-of-band CSI-assisted beam selection [21,64,118,148],

compressive sensing [65, 127, 128], hierarchy beam search [24, 92, 157, 194], and learning-based

beam search [23, 40, 58, 100, 121, 130]. These approaches have demonstrated a great success in

the acceleration of beam selection and the reduction of its airtime overhead. However, most of

prior efforts focus on the beam search optimization in a snapshot of networks by exploiting spatial

features of mmWave channels. The exploitation of temporal correlation of mmWave channels for

beam selection remains limited.

In this chapter, we exploit temporal channel correlation of a mobile mmWave device to predict
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its future beam direction based on its history beam selection profile, with the aim of reducing the

airtime overhead of beam search in mobile mmWave networks. Specifically, we present a Tem-

poral Beam Prediction (TBP) scheme for a mobile mmWave device to estimate its future beam

direction based on its history beam selection profile. TBP was motivated by the recent success of

pedestrian trajectory prediction [20, 60, 186], for which recurrent neural network (RNN) models

have demonstrated a great potential for accurate prediction. TBP borrows the idea from pedestrian

trajectory prediction by using LSTM [69] as the model for beam prediction in mobile mmWave

networks. LSTM has proved its efficiency and effectiveness in capturing the dynamic pattern of

beam directions by retaining information about past directions. The internal memory can encapsu-

late details pertaining to the environment and user mobility, thereby achieving accurate prediction

of the future beam direction. Specifically, TBP asks each mmWave device to record its beam an-

gles adopted by its past packets, and uses its past beam angle profile to predict the best beam angles

for its current or next packet transmission. As expected, the predicted beam angle might not be the

best. So a beam refinement algorithm is employed to find the best one through a local search.

Compared to trajectory prediction, beam prediction has two new challenges. First, the past

data samples (history beam selection results) are non-uniform over time due to the bursty nature

of data traffic. For example, the time interval of VoIP traffic ranges from 5 ms to 40 ms [137],

depending on the voice intensity. The non-uniformity of data samples calls for a new LSTMmodel

that can take into account data timestamp for the beam angle prediction. Second, unlike movement

trajectory, the best-beam angle trajectory may have sharp changes due to the multipath effect of

wireless channels and the imperfect radiation pattern of phased-array antennas. Consequentially,

the best-beam angle trajectory is typically non-smooth over time, making it challenging to perform

an accurate prediction.

To address these two challenges, TBP proposes a mobility-aware LSTM (mLSTM) model for

the beam angle prediction. The novelty of mLSTM lies in a new structure of its cells, which takes

both data samples (history beam angles) and their timestamps as the input to predict future beam

angles. This is in sharp contrast to traditional LSTM, which does not consider the timestamps.
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The inclusion of data timestamps makes it possible for the mLSTM model to extract the time-

dependent features, which is critical for improving the beam prediction accuracy. In addition, TBP

employs an adversarial learning structure to extract the user-independent features for the beam

prediction. The combination of CNN-based feature extractor, mLSTM-based beam angle predic-

tor, and adversarial-learning discriminator appears to be an efficient model for the temporal beam

prediction in mobile mmWave networks.

In addition, a wireless device may be equipped with both mmWave and sub-6GHz radios for

its communications. For such a case, we enhance the design of TBP by leveraging the out-of-

band channel state information (CSI) from co-located sub-6GHz radio to improve the accuracy of

mmWave beam prediction. The key challenge here stems from the heterogeneity of data samples

from the two radios. Specifically, mmWave radio generates beam indices (i.e., beam angles), while

sub-6GHz radio generates channel coefficients (or channel matrix). Per our experiments, simple

concatenation of data samples from the two radios as the input for beam prediction yields an in-

ferior performance. To address this challenge, TBP converts sub-6GHz CSI to the corresponding

beam angles by exploiting their inherent spatial relations. The converted beam angles will then

be combined with mmWave beam angles for training and inference. Such a CSI-assisted learning

model is particularly useful for cases where a mmWave radio does not have sufficient data samples

for prediction (e.g., when a mmWave radio just wakes up from sleep mode).

We have built a prototype of TBP on a software-defined radio (SDR) 60GHz mmWave testbed.

The mmWave device is equipped with a planar antenna with 4×8 patch antenna elements, and

installed on a building’s ceiling. We evaluated the performance of TBP in four scenarios: lab,

conference room, hallway and apartment. Experimental measurement shows that the average pre-

diction error of TBP is less than 7 degrees for both beam azimuth and elevation angles in most of our

studied cases. Experimental measurement also shows that the utilization of out-of-band CSI can

further improve the beam prediction accuracy for a mmWave device. Based on the measurement

results, we simulate the throughput gain of TBP in a mobile mmWave network with representative

traffic settings. The simulation results show that TBP can improve the throughput by more than
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60% compared to existing approaches in all four scenarios.

The contributions for this paper are summarized as follows.

• To the best of our knowledge, TBP is the first system-focused beam prediction scheme that

exploits the temporal correlation of mmWave channels along a device’s movement trajectory

to reduce the airtime overhead of beam search.

• TBP proposes a deep-learning network structure with new LSTM cells, which is capable

of accommodating non-uniform, non-smooth data samples for accurate prediction. It also

leverages out-of-band CSI to improve the beam prediction accuracy.

• TBP has been evaluated on a 60GHzmmWave testbed. Extensive experimental measurement

confirms its effectiveness of beam prediction.

6.2: Related Work

We review prior works in the following categories.

Learning-based BeamSearch. Pioneering works have been done to predict the beam direction

using deep learning. [23,58] studied the beamforming problem in highly-mobile mmWave systems.

Their primary emphasis is on vehicular communications within outdoor scenarios featuring multi-

ple base stations. They demonstrate the capability to predict the optimal beam by jointly analyzing

the uplink signal received at these stations. However, it is noteworthy that the network traffic pat-

tern for vehicular communications significantly differs from that of indoor scenarios. Vehicular

environments involve high-speed mobility, but the trajectory dynamics are less pronounced com-

pared to indoor scenarios. Consequently, these studies exclusively employ traditional deep neural

networks without considering the time interval.

In the communication scenarios beyond vehicular contexts, [130] specifically targets indoor

environments. This study takes into account the orientation of the user’s device at each location,

employing spatial features in 3D space to train the neural network and align the beam. DeepIA [40]

trains a deep learning model to predict the best beam based on received signal strength (RSS) ob-

tained from a subset of beams. However, this approach still necessitates scanning a subset of beams
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each time, resulting in a significant overhead for mobile millimeter networks. [100] is the most

relevant work to our work. It proposed a deep learning-based beam tracking scheme for mobile

mmWave devices. Unlike our work, which primarily relies on the user’s moving trajectory to pre-

dict the optimal beam direction, this study focuses on estimating dynamic channels resulting from

the user’s minor motion. Additionally, it incorporates Inertial Measurement Unit (IMU) sensor

measurements as additional input data. The works mentioned above do not consider practical is-

sues such as non-uniform and non-smooth data samples, and they are evaluated through simulation.

In contrast, TBP is a practical design and is evaluated via realistic experiments.

Deepbeam [121] is the only work that has been implemented on a testbed. It listens to the data

transmission between the AP and other users, learning unique patterns from the in-phase-quadrature

(I/Q) representation of the waveform. This allows it to predict the beam utilized by the transmitter

and AoA on the receiver side. However, it relies heavily on other devices in the environment

and primarily focuses on leveraging spatial features, a distinction from TBP. On the other hand,

[73] improves this method by proposing a deep regularized waveform learning (DRWL) strategy.

This approach demonstrates the ability to predict beams even with limited samples, showcasing

advancements beyond its predecessor.

The work by [81] focuses on beam tracking in UAV-mmWave communication, modeling the

problem as a multi-variable Gaussian process and using the Gaussian Process Machine Learning

(GPML) method to address it. However, it is noteworthy that UAVs typically follow a pre-defined

path with an existing LoS path for communication, distinguishing it from our approach.

Out-of-BandAssistance for BeamSearch. Ourwork is also related to the research in this area.

Table 6.1 compares our work with prior works. The works [21,64,118,148] harness theWi-Fi band

to infer the beam directions for mmWave communications. Most of them use linear antenna arrays

for beam search and are limited to the beam search in a 2D plane. MUST [148] studied the beam

search in 3D space using an array of three antennas. It achieves 71.2% prediction accuracy and 10◦

beam tracking error. [35] proposes a self-supervised deep learning approach, directly mapping the

CSI from sub-6GHz to mmWave beams. TBP was inspired by these works but uses the out-of-band
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Table 6.1: Out-of-Band beamforming for mmWave device.

Ref. Out-of-Band sensor or
antenna array 2D/3D Error

range

BBS [118] Wi-Fi band 8 antennas 2D 4◦

[64] sub-6GHz 4 antennas 2D 10◦

MUST [148] Wi-Fi band 3 antennas 3D 10◦

[21] sub-6GHz 8 antennas 2D N/A
Listeer [62] Light light sensor array 3D 3.5◦

[135] Images Camera 3D N/A
TBP Wi-Fi band 5 antennas 3D 7◦

CSI in a different way. It converts the sub-6GHz CSI information to the best-beam azimuth and

elevation angles based on history sub-6GHz CSI and mmWave beam angles.

Besides leveraging out-of-band information from the radio side, LiSteer [62] determines the

mmWave beamforming direction by tracking indicator LEDs on APs. Since it relies on light re-

sources, LoS is required for this solution. Taking a further step, [135] inputs images captured by

the transmitter and receiver into a deep neural network, identifying beam directions based on these

images. However, both of these methods require an additional sensor installation on the AP, which

may not be suited for practical mmWave systems.

Compressive Sensing. In addition to out-of-band beamforming, compressive sensing tech-

nique has been studied for mmWave beamforming in order to reduce the beam search overhead

[65, 127]. In [127], compressive sensing is directly applied for beamforming. But it relies on the

accurate phase measurement. In practice, accurate phase information may not be available due to

the existence of carrier frequency offset. Agile-Link [65] hashes the beam directions and utilizes a

voting mechanism to recover the directions. It can identify the best path by tracking the change of

energy across different bins in a logarithmic number of measurements. The works in this area focus

on exploiting the spatial correlation of wireless channels to facilitate the beam search. In contrast,

TBP exploits the temporal channel correlation for beam prediction.

Hierarchical Beam Search. To accelerate the beam search process, some works have formu-

lated the beam search problem as an optimization problem [92,157,194]. Sophisticated algorithms

have been developed to search the possible beams in a hierarchical manner so as to minimize the
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Figure 6.1: Illustration of temporal beam prediction (TBP) for both both mmWave AP and station
(user device).

search time. In practice, the signals from different paths may cancel each other, leading to an in-

accurate estimation of the power in the beam search process. However, these works are all based

on simulation and without considering practical issues such as non-ideal antenna radiation and

multipath effect. Clearly, TBP differs from this research line.

Model-based Beam Forecast. [214] studied model-based beam forecast by utilizing the spatial

correlation of 60GHz near-field channels to predict the future channel when Tx/Rx moves. It relies

on the anchor point channel profile to reconstruct the channel profiles for nearby points. However,

when a user moves too far from the anchor point, the beam scanning will still be triggered.

6.3: Problem Description

We consider a mmWave communication network as shown in Fig. 6.1, where an access point (AP)

is installed on the ceiling of a building to serve a set of stationary or mobile stations (user devices).

To combat the high path loss, analog beamforming is adopted at both AP and station sides for signal

energy steering. In practice, a set of beam angles are typically predefined for selection. As such,

analog beamforming is equivalent to the selection of the best azimuth and elevation beam angles

for a mobile device’s phased-array antenna. In what follows, we first briefly introduce the beam

search approaches in 802.11ad and 5G NR, and then present our design objective.
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Figure 6.2: The structure of beacon interval (BI) in 802.11ad.

6.3.1: Preliminaries

Beam Search in IEEE 802.11ad/ay. IEEE 802.11ad [6] is a 60GHz mmWave communication

standard. The beamforming training in 802.11ad comprises two phases: i) Sector Level Sweep

(SLS), and ii) Beam Refinement Protocol (BRP). Fig. 6.2 shows the beacon interval (BI) structure

in 802.11ad. The SLS takes place in the beacon header interval (BHI), while the BRP takes place

in the data transmission interval (DTI). In the SLS phase, the user device configures its antenna

to an omnidirectional radiation pattern, while the AP sweeps its beam over all possible directions.

At the end of this process, the user device identifies the AP’s best beam index and reports it to the

AP. After identifying the AP’s best beam index, a similar operation is performed on the user side to

find its best beam index. More specifically, the AP uses its identified best beam index, and the user

device sweeps its beam over all possible directions. In the end, the AP will find the user device’s

best beam index and send it to the user. SLS is mandatory in IEEE 802.11ad, and its beam training

process takes about 1.54 ms for 7-degree beamwidth [118]. While the SLS phase is mandatory, the

BRP phase is optional in 802.11ad. In this phase, the beam selected from SLS is refined through

an iterative procedure. While the goal of SLS is to establish the connection between two devices

at the control mode rate, the goal of BRP is to optimize devices’ antenna settings by making use of

the TRN field in a frame. It allows for multiple measurements in the same packet and thus enables

coherent measurements, leading to a significant performance improvement compared to SLS.

Compared to 802.11ad, 802.11ay introduces various enhancements and new concepts that im-

prove beam training and extend its support for new applications. Some of the training-related

enhancements are highlighted as follows: i) a new beamforming procedure, called BRP Transmit

Sector Sweep (TXSS), was introduced to improve the efficiency of beamforming; ii) first path
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beamforming training is defined to support positioning applications; iii) group beamforming is

specified to reduce overhead by enabling the training for multiple stations simultaneously; and iv)

a new BRP packet called EDMG BRP-RX/TX packet is defined to enable concurrent Tx and Rx

beam training.

Beamforming in 5GmmWave Networks. MmWave communication (on 24–47 GHz) is a key

component of 5G New Radio (NR) in order to increase the network throughput. The beam training

procedure in 5G is similar to that in 802.11ad. The base station initiates the beam search process

by sweeping its beam over all possible directions. At the end of this period, the user equipment

identifies the best beam index for the base station and reports it to the base station. This process

repeats with a smaller beamwidth at the base station, until the base station obtains its best beam

index. After that, the base station fixes the beam direction and the user equipment sweeps over its

beam angles to find the best one.

6.3.2: Design Objective

The airtime overhead of beam training in both 802.11ad/ay and 5G NR is O(N), where N is the

number of beam candidates. While many schemes (e.g., [62,65,148,149,214]) have been proposed

to reduce the overhead, most of them are limited to the exploitation of spatial-domain channel fea-

tures in a snapshot of the network. Inspired by the pedestrian trajectory prediction [20, 60, 186],

this paper focuses on the system-perspective design of efficient beam search strategies for a mo-

bile mmWave device by exploiting the temporal channel correlation over its movement trajectory,

aiming to reduce the airtime overhead of its beam training procedure.

6.4: TBP: Design

6.4.1: Overview

Fig. 6.3 shows the system architecture of TBP for a mobile mmWave device to predict its future

beam angles based on its past beam selection results. The system has a database to record the past

beam information, i.e., (αi, βi, ti, si), where i is the data sample (beam) index (i = 1, 2, · · · , N ),
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Figure 6.3: The overview of TBP.

αi is the beam azimuth beam angle, βi is the elevation beam angle, ti is the time moment when this

data sample is generated, and si is the ID of the user device for whose data sample is generated. A

CNN is used to extract the features of beam azimuth and elevation angles. Two mLSTM branches

are adopted in the system. One is used for prediction, and the other is used as the user device

discriminator for adversarial learning. The rationale behind this design is that we wish to extract

the beam features that are independent of individual user devices, so that this design is generally

applicable. The user device discriminator (i.e., mLSTM 2 in Fig. 6.3) is used for this purpose.

The predicted beam angles go through the local beam search procedure in real mmWave sys-

tems to find the optimal beam angles. The final selected beam is used by the antenna for signal

steering and sent to the database for future use. The key components of TBP are highlighted as

follows.

• CNN for Feature Extraction: As shown in Fig. 6.3, a CNN is used to extract features before

sending data to the mLSTM modules. The CNN has 12 kernels with a size of 4, and it uses

ReLU as the activation function.

The kernel size and the number of kernels are adjusted based on the model’s performance.

Smaller kernel sizes excel at capturing fine-grained features, while larger ones are adept

at capturing broader patterns. Given that TBP aims to capture dynamic patterns, the beam

prediction is oriented towards the current moment; hence, larger kernel sizes might overlook

the optimal beam direction at the present time. While a higher number of kernels enhances the

feature space, it amplifies the model complexity. Based on our experimental observations,
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Figure 6.4: Experimental data that show the comparison between a mmWave AP’s best-beam di-
rection and its LoS direction when communicating with a station.

we employ 12 kernels to extract the features of the data. Besides, the causal padding is

employed to avoid the time length changes.

• mLSTM and Adversarial Learning: Referring to Fig. 6.3, two identical mLSTM networks

are used in TBP. These two mLSTM networks are structured for adversarial learning, fol-

lowing the architecture in [77]. The first mLSTM is for predicting the beam angles based

on the history information, while the second mLSTM is used to predict the user device. We

note that the training purpose is to enable the CNN to deceive the second mLSTM, thereby

allowing the CNN to extract user-independent features. Both mLSTMs are connected to the

fully connected layers. In addition, mLSTM 2 is added with a SoftMax layer after a fully-

connected layer. The output of SoftMax is the possibilities of the devices by which the data

samples are generated.

• Local Beam Search in Real System: Since the predicted beammay not be the best one, a local

beam search module is employed to perform beam refinement in real systems. It follows

the specified protocol, with the aim of finding the optimal beam for data transmission and

therefore improving the efficiency of transmission. Details are given in Section 6.4.4.
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6.4.2: mLSTM: Mobility-Aware LSTM

The prediction of mmWave beam azimuth and elevation angles has two unique challenges: non-

uniform and non-smooth data samples over time. Fig. 6.4 shows our experimental results of com-

parison between the best-beam direction and the LoS direction in a lab scenario. It can be seen

that the time intervals of consecutive data samples are not identical. This is because data traffic

is bursty in nature. It can also be seen that the best beam angles may differ from and less smooth

than LoS angles over time. This is caused by the multipath effect and non-ideal antenna radiation.

To address these challenges, we propose an LSTM model for a mobile device to predict its beam

angles based on its past beam selection profile.

RNN has been widely used for processing time-series sequential data. Connections between

hidden units form a cycle which can send the past memory to the current cell. In this way, RNNs

are particularly useful for dealing with the problem where the past memory has an strong effect to

the current status. However, RNNs is incapable of capturing long-term dependence because of the

vanishing and exploding gradient problems [69]. LSTM, a special case class in RNN, can handle

the long-term memory without the problem mentioned above.

A traditional LSTM cell has four parts: forget gates, input gates, output gates, and a cell state.

The input time-series data for the traditional LSTM cell is assumed uniformly distributed, disre-

garding the time intervals between samples. This means that the time gaps between consecutive

samples are not taken into consideration during the data processing. However, the time series data

is not always uniformly distributed especially when we consider communication requests. The

communication frequency depends on the users’ needs and also the type of data the user requested.

The data from the mmWave band only obey the Poisson distribution.

Given the non-uniformity and non-smoothness of the beam angles over the device’s movement

trajectory, traditional LSTM models may not work well for the prediction (e.g., [102, 115]). This

coincides with our experimental observations. To solve this problem, we propose a new mobility-

aware LSTM (mLSTM) model for the beam prediction over time, as shown in Fig. 6.5. The input

includes both data samples (past beam angles) and their timestamp. The output are the predicted
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Figure 6.5: The structure of the mLSTM.

beam angles at a given timemoment. In this mLSTM structure, the memory from previous time slot

is first decomposed into short-term memory through a data driven method. Unlike the time-aware

LSTM in [31], which discounts on the short-term memory, our mLSTM extracts the long-term

memory and discounts on it. The intuition behind this operation is that, for the beam prediction

problem, the short-term memory should carry higher weights for the prediction. In other words, the

near-past beam samples should play a more important role in the prediction than the far-past beam

samples. Still, the long-term memory is kept to capture the general moving tendency. Comparing

with the traditional LSTM, the memory is adjusted with a larger amount of short-term memory and

a fewer long-term memory. To discount the long-term memory, mLSTM utilizes a non-increasing

function on the time interval and multiplies it with the long-term memory.

Fig. 6.5 shows the diagram of our proposed mLSTM, where each of its cells can be mathemat-
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ically expressed as follows:

csj−1 = tanh(Wscj−1 + bs) (6.1a)

clj−1 = cj−1 − csj−1 (6.1b)

∆tj = tj − tj−1 (6.1c)

ĉlj−1 = clj−1 ⊙ d(∆tj) (6.1d)

ĉj−1 = ĉlj−1 + csj−1 (6.1e)

ij = σ(Wxixj +Whihj−1 + bi) (6.1f)

fj = σ(Wxfxj +Whfhj−1 + bf ) (6.1g)

oj = σ(Wxoxj +Whohj−1 + bo) (6.1h)

c̃j = tanh(Wxcxj +Whchj−1 + bc) (6.1i)

cj = fj ⊙ ĉj−1 + ij ⊙ c̃j (6.1j)

hj = oj ⊙ tanh(cj), (6.1k)

where xj is the input data, hj−1 is the previous hidden state, and cj−1 is the previous memory.

Wxi,Whi, bi are the parameters for input gate. Wxf ,Whf , bf are the parameters for forget gate.

Wxo,Who, bo are the parameters for output gate. Wxc,Whc, bc are the parameters for candidate

memory. csj−1 is the short-term memory, which is decomposed from previous memory cell cj−1;

Ws and bs are new weight matrix and bias vector defined for this operation, respectively. clj−1 is

the long-term memory, and ĉlj−1 is the discounted long-term memory. Here, the non-increasing

function being used is d(∆t) = 1/∆t. ĉj−1 is the final adjusted memory which includes the full

short-term memory and the discounted long-term memory. It is used to update the memory. This

mLSTM is the fundamental building block for the design of TBP.

6.4.3: Automated Training Process

Data Collection Automation. A mmWave device first works in the traditional beam training

mode (e.g., using 802.11ad or 5G NR beam training protocol [7,56]) to collect data samples for the
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training of TBP. A data sample can be denoted as (αi, βi, ti, si), where i is the sample index. After

sufficient data samples have been collected, TBP starts to train its models. As shown in Fig. 6.3,

after TBP completes its model training and enters its inference phase, it will still add data samples

to its database, which can be further used to train its model if necessary. It should be noted that

the training process will not disrupt the normal communications of a mmWave device, as the data

samples are side information from standard-compatible mmWave communication.

Training of TBP. Following the structure in Fig. 6.3, mLSTM 1 is trained to minimize the follow-

ing loss function: La = 1
N

∑N
i=1[(α̂i − αi)

2 + (β̂i − βi)
2], where (αi, βi) are the beam angles of a

data sample, (α̂i, β̂i) are the prediction results (see Fig. 6.3), and N is the total number of training

samples in this mini-batch. Denote Wa as the weights of mLSTM 1. Then, they are updated as

follows: Wa ←Wa − µa
∂La
∂Wa

, where µa is the update step size (µa = 0.01 in our experiments).

mLSTM 2 serves as a user device discriminator. It shares the identical structure of mLSTM 1.

Denote p⃗i as the output probability vector of the SoftMax layer when the input data sample is

(αi, βi, ti, si). We define its loss function as: Ld = − 1
N

∑N
i=1 log(g(p⃗i, si)), where g(p⃗i, si) returns

the element of p⃗i that corresponds to user device si. Based on this loss function, the weights of

mLSTM 2 are updated by: Wd ←Wd − µd
∂Ld
∂Wd

, where µd is the update step size (µd = 0.01 in our

experiments).

The training of CNN has two purposes: i) minimizing the prediction loss La, and ii) max-

imizing the domain discrimination loss Ld. We define the combined loss function as follows:

Le = γLa − Ld, where γ is a tuning parameter (γ = 0.2 in our experiments). Based on this

loss function, the weights of CNN are updated by: We ←We−µe
∂Le
∂We

, where µe is the update step

size (µe = 0.01 in our experiments). As a feature extractor, the CNN tries to cheat the user discrim-

inator by maximizing its loss function Ld while improving the performance of beam prediction by

minimizing the loss function La. With this adversarial learning structure, TBP tends to extract the

user-independent features for the beam prediction.
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6.4.4: Prediction with Local Beam Search

After the model is trained, it then can be used for beam prediction based on the past beam samples

in the database. In the inference phase, the predicted beam angles (the output of mLSTM 1) may

or may not be accurate enough for packet transmission. Hence, TBP performs a local beam search,

with the aim of finding the best beam angle for signal steering. Suppose that a mmWave device

has a set of pre-defined beam azimuth angles {αp : 1 ≤ p ≤ Np} and a set of pre-defined beam

elevation angles {βq : 1 ≤ q ≤ Nq}. Also, recall that (α̂, β̂) are prediction results of our model, i.e.,

the output of mLSTM 1 in Fig. 6.3. Then, the task of beam refinement module can be formulated

as: (p∗, q∗) = arg maxp,qf(αp, βq), subject to |αp − α̂| ≤ τα and |βq − β̂| ≤ τβ , where τα and τβ

are the thresholds for azimuth and elevation angles, respectively. f(αp, βq) is the resulting signal

strength at receiver when the transmitter uses (αp, βq) as the azimuth/elevation beam angles. To

find the optimal beam direction, we can perform the beam probing protocols in Section 6.3.1. Since

TBP only needs to perform a local search, its airtime overhead of beam training is much less than

that of existing beam training schemes.

6.5: TBP: Out-of-band Enhancement

MmWave communication systems feature high bandwidth, small coverage, and susceptibility to

blockage. Thus, it is expected that mmWave communication systems will coexist with sub-6GHz

Wi-Fi systems as they complement each other. In this section, we consider an indoor wireless

communication network where each device is equipped with both mmWave and sub-6GHz Wi-Fi

radios. We aim to take advantage of widely-available sub-6GHz Wi-Fi CSI to enhance the beam

prediction for mmWave radio. This design is particularly useful for the case where mmWave radio

is in the sparsity of past data samples for beam prediction (e.g., mmWave radio just wakes up from

a sleep mode, mmWave radio is inactive for a long time). Although the literature has many works

on out-of-band beamforming [21, 62, 64, 118, 135, 148], their focus is mainly on simplifying beam

search in the spatial domain. Here, TBP focuses on the temporal prediction of beam angles.
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Figure 6.6: The structure for TBP when taking into account sub-6GHz CSI for beam angle predic-
tion.

6.5.1: Design

Fig. 6.6 shows the overall structure of TBP for the case when sub-6GHz CSI is available for beam

prediction. Compared to the learning model in Fig. 6.3, the only difference is that it adds data

from sub-6GHz radio for its training and inference. As shown in Fig. 6.6, the data sample from

mmWave radio is denoted as (αi, βi, ti, si), while the data sample from sub-6GHz radio is denoted

as (Hj, tj, si). Apparently, the data samples from the two radios are in very different format.

An important question is how to combine the data from the two radios for training and inference.

For this question, a straightforward method is concatenation, i.e., feeding all raw data to the CNN

and letting the CNN to extract the useful features. However, this method did not performwell in our

experiments. We guess the reason is that the CNN is incapable of extracting meaningful features

from the heterogeneous data samples. To address this problem, we could unify the data format

from the two sources by converting the sub-6GHz CSI to the azimuth and elevation angles of the

LoS path (see Fig. 6.7 for example), and then combine the best beam azimuth/elevation angles and

the LoS azimuth/elevation angles as the input of CNN. While this method performs better than the

previous method, its performance still remains unsatisfactory in our experiments.

It could be attributed to two reasons. The first one lies in the fact that the best-beam direction

may differ from the LoS direction. Through a careful study of the CNN model’s input and out-
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put data, we found that in a large portion of input data, there is a discrepancy between the LoS

direction (calculated from sub-6GHz CSI) and the best-beam direction (obtained from mmWave

search). This is not surprising. In practice, the best-beam direction deviates from the LoS direction

due to the imperfect radiation pattern of patch antennas in mmWave systems and the presence of

strong Non-LoS paths. The second reason is that CNN may not be capable of differentiating the

best-beam direction from the LoS direction during training and inference. Due to the discrepancy

between LoS and best-beam directions within the training data, the model faces challenges in dis-

tinguishing the best-beam direction from the LoS direction in the inference phase. This is because

the direct-merging method depends solely on time alignment, without utilizing the best-beam di-

rection obtained through mmWave search to correct the corresponding sub-6GHz LoS direction.

Furthermore, the larger amount of sub-6GHz CSI data significantly diminishes the impact of the

best-beam data generated from the mmWave search.

Based on the above observations, we propose a new method to convert sub-6GHz CSI to its

azimuth and elevation angles. It comprises two steps: i) convert CSI to LoS azimuth/elevation

angles, and ii) estimate the corresponding best-beam azimuth/elevation angles based on the LoS

azimuth/elevation angles. The details are presented in the next subsection. After merging the data

from the two radios, the system model is trained and operated in the same way as presented in

Section 6.4.
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6.5.2: Data Fusion

We consider the case where the sub-6GHz radio is co-located with mmWave radio. We assume

that sub-6GHz radio is equipped with multiple equally-spaced antenna elements along both x and

y axes as illustrated in Fig. 6.8. To unify the data format for training and inference, we convert

the sub-6GHz CSI data (i.e., (Hi, ti)) to corresponding azimuth/elevation angles (i.e., (αi, βi, ti)).

Fig. 6.9 shows the diagram of our data conversion method. It comprises two steps:

Step 1: Identifying anchor data samples. In this step, we find those sub-6GHz CSI data sam-

ples that coincide with a mmWave data sample in time. In Fig. 6.9, CSI data (Hi, ti)

and (Hi′ , ti′) are two examples showing the coincidence. Then, the corresponding

azimuth/elevation angles of these two samples can be found, as shown in the figure.

These CSI data samples will be used as anchors to calculate the azimuth/elevation

angles for the rest of CSI data samples. In practice, as long as the time gap between

the CSI data sample and mmWave sample is less than 1 ms, we consider them in

coincidence.

Step 2: Converting the resting CSI data samples. The data conversion process is illustrated

through the example of (Hj, tj) in Fig. 6.9. We explain this process by the following

three steps.

1⃝Calculate (θx,i, θy,i) for Reference Data Sample: Consider an incoming signal in the 3D space

as shown in Fig. 6.8. θx,i is the angle-of-arrival (AoA) of incoming signal for the linear antenna

array on x-axis, while θy,i is the AoA of incoming signal for the linear antenna array on y-axis. Then,

the relation between azimuth/elevation angles (αi, βi) and signal AoA (θx,i, θy,i) can be expressed

as:

θx,i = cos−1(cos(αi) cos(βi)), (6.2)

θy,i = cos−1(sin(αi) cos(βi)). (6.3)

2⃝ Calculate (θx,j, θy,j) for Data Sample j: We first focus on the calculation of θx,j using the
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Figure 6.9: The diagram of data fusion.

antenna elements on x axis as shown in Fig. 6.8. The calculation of θy,j will follow the same token

using the antenna elements on y axis. Consider antenna k on x axis. The additional phase shift of

its received signal with respect to the first antenna can be written as:

ϕx,k = 2π
(k − 1)d

λ
cos(θx), (6.4)

where λ is the wavelength, d is the antenna spacing, θx is the AoA of incoming signal.

Denote ϕx,k,i and ϕx,k,j are the additional phase shift on antenna k at time ti and tj , respectively.

Then, we have

ϕx,k,j − ϕx,k,i = 2π
(k − 1)d

λ
(cos(θx,j)− cos(θx,i)) . (6.5)

Based on (6.5), we further have

cos(θx,j)− cos(θx,i) =
λ

2π(k − 1)d
(ϕx,k,j − ϕx,k,i) . (6.6)

Denote Hx,j = [Hx,1,j, Hx,2,j, · · · , Hx,K,j] as the channel vector measured on the antenna
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elements on x axis at time tj . In (6.6), ϕx,k,j is a component of the phase of channel coefficient

Hx,k,j; and ϕx,k,i is a component of the phase of channel coefficient Hx,k,i. It can be seen that the

estimation problem in (6.6) is similar to the classic AoA estimation problem. Therefore, the left-

hand side of (6.6) can be estimated using MUSIC algorithm with the input ofHx,j⊙ (Hx,i)
∗, where

⊙ is element-wise product and (·)∗ is conjugate operator. Mathematically, we have

cos(θx,j)− cos(θx,i) = MUSIC (Hx,j ⊙ (Hx,i)
∗) , (6.7)

where Hx,j and Hx,i are measured channels from the antenna elements on x axis at time tj and ti,

respectively.

Based on (6.7), we have

cos(θx,j) = cos(θx,i) +MUSIC (Hx,j,Hx,i) , (6.8)

By the same token, we have

cos(θy,j) = cos(θy,i) +MUSIC (Hy,j,Hy,i) . (6.9)

3⃝ Calculate (αj, βj, tj) for Data Sample j: Given cos(θx,j) in (6.8) and cos(θy,j) in (6.9), we

can calculate the desired (αj, βj) as follows:

αj = tan−1

(
cos(θy,j)
cos(θx,j)

)
, (6.10)

βj = cos−1

(
cos(θx,j)
cos(αj)

)
. (6.11)

This completes the conversion from (Hj, tj) to (αj, βj, tj).
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6.5.3: Training and Inference

The only purpose of out-of-band CSI from sub-6GHz radio is to enrich the dataset for the temporal

mmWave beam prediction. It does not alter the training and inference procedure of TBP. That said,

the training and inference operations in this case are the same as those in Section 6.4.

6.6: Performance Evaluation

6.6.1: Implementation

60 GHz mmWave Testbed. We built a mmWave testbed for the evaluation of TBP using

EK1HMC6350 RF front-ends from Analog Devices. Fig. 6.10 shows the overall diagram of our

testbed; and Fig. 6.11 shows a picture of the mmWave board. HMC6300 supports carrier frequency

from 57GHz to 64GHz, and the bandwidth of each channel is 1.8GHz. Two planar antennas, each

with 4×8 patch elements, are used for this testbed. One is for transmitter, and the other is for

receiver. Since the planar antennas cannot steer its beam electronically; two stepper motors are

installed to control the beam direction in the 3D space. One stepper motor controls the beam’s

azimuth angle; the other controls the beam’s elevation angle. The angle resolution of stepper motors

is 1.8 degree. The two stepper motors are controlled by the host computer via its USB interface.

The mmWave radio RF front-end is connected to USRP X310 through baseband I/Q differential

interface, and USRP X310 is then connected to a high-performance computer through 10Gbps

SFP+ cable. In our experiments, USRP X310 is installed with BasicTx and BasicRx daughter-

boards to generate baseband signals. All signal processing modules were implemented in the host

computer to measure the signal strength at receiver. Overall, the mmWave testbed can support

100MHz instantaneous bandwidth for real-time communication and 2-dimensional beam steering.

Sub-6GHz Radio for CSI Acquisition. As shown in Fig. 6.10, a 5-antenna SDR receiver was

built using an array of synchronized USRP N210 devices to obtain the CSI for the evaluation of

TBP when CSI is taken into account. The 5 omnidirectional antennas are deployed in a cross shape

with 3 antennas on x axis and 3 on y axis. The sub-6GHz system implements commodity 802.11
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protocol with a bandwidth of 20MHz.

TBP Implementation. We implement TBP in the host computer as shown in Fig. 6.10 using

TensorFlow [15]. The database records the past beam selection information, which will be used

for the beam prediction over time. The data collection is automated using the beam angles from

the local beam search module in Fig. 6.3.

6.6.2: Experimental Settings

Our experiments were conducted in four scenarios: a lab, a conference room, a hallway and an

apartment. The lab is 220 ft2, with typical cubicles and furniture. The conference room is about

170 ft2, with a big table and multiple chairs. The hallway is relatively large and empty with a few

display cases near the wall. The apartment is about 260 ft2, furnished with common items such as

a tea table, chairs, sofa, and TV. In each scenario, the mmWave radio was installed on the ceiling,

communicating with a mmWave device carried by six different persons on the floor.

In each scenario, six persons walked along their routing paths sequentially, and 1,920 trace
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Figure 6.12: Training and test loss for TBP in lab scenario.

samples were collected in total. 30% of the trace data are randomly selected and used for testing

purposes. Along the routing path, the beam angle samples are recorded in irregular time intervals

varying from tens to hundreds of milliseconds, and sub-6GHz Wi-Fi CSI was measured once per

millisecond.

6.6.3: Training Process

Themodel was trained in each individual scenario. Fig. 6.12 presents the training and test loss in the

lab scenario across various cases. Examining the training loss for a single-user case in Fig. 6.12a,

we observed that the model converges after approximately 60 epochs. When combining mmWave

data with out-of-band CSI, we observed that the convergence time extends to 80 epochs, as depicted

in Fig. 6.12b. This can be attributed to the increased complexity of the data. Comparing the cases

with andwithout out-of-band CSI, we observed that the loss decreasesmore rapidly at the beginning

of training when incorporating the out-of-band CSI. This suggests that the beam direction pattern

becomes more discernible with the additional information. Fig. 6.12c shows the training loss for

the multi-user case, taking around 100 epochs for the model to converge due to the high complexity

of multi-user data.

6.6.4: Performance Metrics and Comparison Baseline

Metrics. We use the prediction error as the performance metric. Specifically, referring to Fig. 6.3,

the prediction error of azimuth angle is eα = |α− α̂|, where α̂ is the predicted beam azimuth angle

while α is the beam angle after beam refinement. Similarly, the prediction error of elevation angle
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is eβ = |β − β̂|.

Comparison Baselines. Two schemes are used as the comparison baselines for the evaluation

of TBP.

• Previous Azimuth/Elevation Angle: For this scheme, we simply use the previous beam’s az-

imuth/elevation angle as the beam direction for the current packet transmission. Apparently,

the performance of this scheme is highly dependent on the mmWave data sampling rate and

the movement speed of the target mmWave device as well as the dynamics of the environ-

ment.

• LSTM model: This scheme uses traditional LSTM as the model to predict the beam angles

based on the history beam angle information. Specifically, we replace the mLSTM in Fig. 6.3

with a traditional LSTM for the beam prediction and remove the adversarial learning com-

ponents.

6.6.5: Experimental Results: Beam Angle Errors

In this subsection, we measure the performance of TBP. In addition, we explore the answers to

the following questions: For a mmWave AP, is it necessary to create and train a model for each

individual user device? If a mmWave AP maintains a separately trained model for each individual

user device, would it offer a better performance than the case where the mmWave AP uses a single

model for all user devices? To seek the answers, we conduct experiments in two cases: single-user

case and multi-user case, as detailed below.

Single-User Case. We first evaluate the performance of TBP based on the history beam selec-

tion profile (without CSI from sub-6GHz radio).

Fig. 6.13 shows the CDF of the prediction errors in four scenarios, and Table 6.2 summarizes

their average and 95-percentile prediction errors. It can be seen that TBP performs better than the

other two schemes. In most cases, the average prediction error of TBP is less than 7 degrees, and

the 95-percentile of its prediction error is less than 16 degrees. Both of them are smaller than the

other two schemes. Particularly, TBP significantly outperforms the LSTM-based scheme. This
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Figure 6.13: Prediction error for TBP: single-user case.

indicates that our proposed mLSTM structure is much more efficient for beam angle prediction

than the traditional LSTM structure.

Table 6.2: Prediction errors of TBP: single-user case.

TBP’s
prediction error (degree)

LSTM’s
prediction error (degree)

Previous Point’s
prediction error (degree)

w/o CSI w/ CSI w/o CSI w/ CSI –
Avg 95% Avg 95% Avg 95% Avg 95% Avg 95%

azi ele azi ele azi ele azi ele azi ele azi ele azi ele azi ele azi ele azi ele
lab 3.8 6.3 11.2 14.7 2.1 2.8 5.0 8.2 6.7 7.5 18.8 19.3 5.2 6.2 11.6 18.6 8.9 9.8 22.2 27.8

conference 6.9 6.8 12.2 12.1 4.9 6.1 10.7 9.6 9.6 11.4 17.0 18.7 6.5 7.3 13.6 14.0 11.3 12.1 20.1 19.8
hallway 7.1 6.6 13.3 11.4 6.0 4.1 12.8 8.7 14.3 12.7 24.8 21.3 8.7 6.1 17.3 13.9 15.3 14.8 26.5 24.8
apartment 6.5 5.0 15.6 16.8 3.8 4.5 8.5 9.3 8.6 8.1 21.1 23.1 5.3 6.8 13.3 16.2 12.4 10.6 27.3 27.5

We now report the experimental results of TBP when it takes advantage of available CSI data

from co-located sub-6GHz radio for its training and inference. Fig. 6.14 shows the CDF of the

measured prediction errors, and Table 6.2 shows the comparison between the cases with andwithout

CSI data from sub-6GHz radio. It can be seen that, with the utilization of CSI from sub-6GHz radio,

the average prediction error of TBP is less than 3 degrees in the lab scenario. The average prediction
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Figure 6.14: Prediction error for TBP: Single-user case with out-of-band CSI enhancement.

error is around 5 degrees in the conference room, hallway, and apartment scenarios. It is larger than

that in the lab scenario mainly because of their large size. It can also be seen that the use of CSI data

can notably improve the prediction accuracy in the lab scenario and slightly improve the prediction

accuracy in the conference room, hallway and apartment scenarios. This is because the lab has

many furniture and equipment and thus is more reflective than the other three scenarios.

Multi-User Case. We conduct experiments in the four scenarios by creating and training a sin-

gle TBP model for six user devices, and measure the prediction errors to evaluate its performance.

Fig. 6.15 presents the CDF of our measured prediction errors in the four scenarios, and Table 6.3

summarizes the average and 95th percentile of the measured prediction errors. It can be seen that,

for most cases, the average prediction error of TBP is less than 7 degrees. In addition, TBP signifi-

cantly outperforms its counterparts (LSTM-based scheme and previous beam scheme). Compared

to the results presented in Table 6.2 and Table 6.3, we found that TBP has similar performance in

the single-user and multi-user cases. This indicates that a mmWave AP does not need to maintain
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Figure 6.15: Prediction error for TBP: multi-user case.

(create, train, and re-train) different TBP models for different user devices. In other words, it only

needs to maintain a single TBP model for all user devices.

Table 6.3: Prediction errors for TBP: Multi-User Case.

scenario

TBP’s
prediction error (degree)

LSTM’s
prediction error (degree)

Previous Point’s
prediction error (degree)

Avg 95% Avg 95% Avg 95%
azi ele azi ele azi ele azi ele azi ele azi ele

lab 4.9 4.8 10.9 13.8 6.5 7.3 18.0 19.1 8.3 9.5 18.3 22.4
conference 5.1 6.8 14.1 13.1 6.8 8.6 18.9 16.9 8.3 9.6 18.5 20.8
hallway 6.9 8.7 12.6 16.2 11.6 10.1 22.5 22.7 17.1 14.1 26.2 24.7
apartment 5.3 5.0 12.1 13.2 7.2 9.3 19.1 20.6 8.7 9.6 27.1 24.2

6.6.6: Throughput Gain

Based on the measured beam angle prediction errors, we now assess the throughput gain of TBP in

some representative scenarios.

Comparison Baseline. We use the beam search approach in IEEE 802.11ad (see Section 6.3.1)
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Figure 6.16: Throughput gain of TBP over the 802.11ad beam search approach based on the mea-
sured beam prediction errors.

as our comparison baseline.4 Following the beam search parameters in [118], we assume that the

beam search range is from 0◦ to 180◦, with the step size being 7◦. Also following the setting in [118],

we assume that the measurement of one beam direction takes 60 µs. Therefore, to search for the

best azimuth and elevation angles in the 3D space, it takes about 180
7
× 180

7
×60µs = 39.6ms. This is

the airtime overhead of beam search during a beacon interval in conventional mmWave networks.

To evaluate the throughput, another important factor is the time duration of a beacon interval

(see Fig. 6.2). Theoretically, a longer beacon interval will improve the throughput by amortizing

the beam search overhead. However, in practice, the maximum time duration of a beacon interval

is constrained by channel coherence time. Here, we follow the parameters in [117] by setting the

beacon interval to 100 ms.

Throughput Gain. When a mmWave device uses TBP, it does not need to search for the whole

angle range (i.e., 0◦ to 180◦). It only needs to refine the beam direction within its prediction error

range. Consider TBP in the lab scenario for example. Its 99-percentile prediction error is 13.0

degrees for azimuth angle and 24.4 degrees for elevation angle. Therefore, the beam search time

can be estimated by 13×2
7
× 24.4×2

7
× 60µs = 1.55ms, where 7 is the angle search step size and 60µs

is the airtime of one search. Recall that we assume the beacon interval is 100ms. Then, TBP has

100 − 1.55 = 98.45ms for data transmission. In contrast, the conventional beam search approach
4One may wonder why we use IEEE 802.11ad beam search (rather than the more advanced beam search schemes

in the literature) as our comparison baseline. We argue that, while there are many efficient beam search schemes in
the literature [23, 24, 65, 118, 148], most of them are limited to the spatial domain. TBP is the first temporal beam
prediction approach and complementary to those schemes. Simply put, TBP can be used on top of those beam search
schemes to further improve the throughput of mmWave networks.
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(comparison baseline) has 100 − 39.6 = 60.4ms for data transmission. This means that TBP can

improve the throughput by 62%. Following the same approach, we also calculate the throughput

gain of TBP in other three scenarios. Fig. 6.16 presents the projected throughput gain of TBP. It

can be observed that TBP improves the throughput by more than 60% in all four scenarios. This

shows the efficiency and robustness of TBP in different environments.

6.7: Summary

Analog beamforming is a fundamental problem in mmWave communication systems. One key

problem related to analog beamforming is how to reduce the airtime overhead of beam selection

as it is critical for improving the efficiency of mmWave communications. In this chapter, we pre-

sented TBP for beam prediction in a 3D space by leveraging the temporal correlation of mmWave

channels. The innovation of TBP lies in the design of a new LSTM model, which is capable of

performing accurate beam prediction by taking non-uniform, non-smooth history data samples.

We further enhanced TBP by taking out-of-band CSI from sub-6GHz radio as its input for training

and inference. A novel data fusion method was developed to unify the format of the data samples

from the mmWave and sub-6GHz radios. We have evaluated the performance of TBP on a 60GHz

mmWave testbed. Experimental results show that the average prediction error of TBP is less than

7 degrees in most of our tested cases and that TBP can improve the throughput by more than 60%

in representative mmWave networks.

Our future work will focus on three directions. First, we will develop a high-fidelity testbed for

the evaluation of TBP. We will evaluate it on both 28GHz and 60GHz mmWave testbeds following

the 5G/Wi-Fi standards. Second, we are currently using the LSTM model for the beam predic-

tion. More advanced deep-learning models have been developed for computer vision and natural

language processing. We will enhance TBP by employing new models and evaluating their perfor-

mance in real-world systems. Third, we will design tools and protocols to enable the automation of

data collection for the model training of TBP. Such tools will significantly improve the practicality

and generalizability of TBP.
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CHAPTER 7: CONCLUSION AND
FUTUREWORK

7.1: Conclusion

Wireless communication systems serve as the backbone of today’s digitized world, supporting a

wide range of applications such as AR/VR, autonomous vehicles, V2X communication, indus-

trial automation, and smart cities. These systems are no longer limited to data communication

alone; they also function as sensing platforms, capturing information about the physical world.

This transformation has enabled a variety of emerging applications, including elderly care, secu-

rity and intrusion detection, gesture and activity recognition, and sleep and vital sign monitoring.

In this thesis, we designed wireless communication and sensing systems using learning-based ap-

proaches, with the goal of improving communication efficiency and enabling fine-grained human

motion sensing. We developed learning models in conjunction with signal processing algorithms

and customized hardware designs to advance the capabilities of wireless communication and sens-

ing systems, thereby enabling new applications.

The first part of the thesis presented the use of various learning frameworks to design wireless

sensing systems for fine-grained human motion sensing. We began by introducing a gesture-based

wireless authentication scheme for IoT devices, which employed a convolutional neural network

with a feature fusion strategy. Specifically, it combined Wi-Fi CSI amplitude and AoA to enable

location-independent gesture recognition. This scheme served as a novel authentication method for

widely deployed IoT devices that lack traditional input interfaces. Next, we explored a more chal-

lenging topic—handwriting detection through walls. We addressed this challenge through a joint

hardware and software design. On the hardware side, we developed a 6 GHz FMCW radar with

patch antennas. These components enabled the system to detect motion behind walls while mini-

mizing interference. On the software side, we designed a tailored deep neural network to recognize
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handwritten letters through obstructions. The model integrated a BiLSTMwith an attention mecha-

nism to capture temporal dependencies and extract critical features—such as turning points—from

radar phase sequences for accurate recognition. We further extended this system to support eye

motion recognition by incorporating a camera-guided deep neural network. This framework used a

Transformer encoder as the feature extractor and integrated a state-of-the-art vision-based approach

to guide the learning process, enabling the extraction of subtle eye motion features from RF signals.

We prototyped all these wireless sensing applications and evaluated them in real-world scenarios,

with the hope that they will serve as a foundation for future research.

The second part of the thesis proposed two learning-based solutions aimed at reducing beam-

forming overhead to enhance the throughput of mmWave communication systems under different

network settings. First, we introduced an uplink MU-MIMO mmWave communication (UMMC)

scheme for WLANs, which utilized a Bayesian optimization framework for joint beam search

across multiple antennas. By significantly reducing beamforming overhead, UMMC improved

the network throughput achieved by MU-MIMO in WLANs. Second, we proposed TBP, a Tem-

poral Beam Prediction framework, which focused on reducing beamforming overhead in mobile

mmWave networks. TBP was a learning-based beam prediction scheme equipped with a mobility-

aware LSTMmodel. This customized module incorporated timestamp information during training,

enabling it to predict beam directions across variable time intervals. By effectively minimizing

beamforming overhead, TBP enhanced the throughput performance of mobile mmWave networks.

Investigating wireless communication and sensing together aims to advance the development

of future Integrated Sensing and Communication (ISAC) systems. ISAC systems can improve

the efficiency of spectrum and hardware utilization, transforming communication platforms into

multifunctional systems. This aligns with the vision for 6G networks, which are expected to provide

users with a more diverse experience—ranging from data transmission to the delivery of sensing

information. This thesis serves as a foundation for future research on the integration of sensing and

communication.
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7.2: Future Research

Our future research focuses on integrating AI into the next generation of wireless communication

and sensing systems. We outline the future direction along two dimensions. First, from an appli-

cation perspective, we will explore potential use cases for wireless sensing and communication.

Then, we will discuss several challenges that must be addressed for practical deployment and for

expanding the applicability of our proposed solutions.

7.2.1: Applications

Sensing with Terahertz Communication Signals. Future communication systems are expected

to move into the Terahertz (THz) frequency band to support significantly larger bandwidths. The

use of high-frequency signals implies shorter wavelengths, which opens up a wide range of novel

applications focused on micro-scale information. THz signals can be used to detect fine particles

in the air, making them suitable for air quality monitoring. For the same reason, they are promising

for applications such as food quality assessment, as shown in Fig. 7.1. Additionally, due to their

ability to penetrate the surface of the skin, THz signals offer the potential for non-invasive detection

of certain skin diseases in daily life.

Wireless Sensing with LLMs. Wireless sensing leverages the pervasive presence of RF sig-

nals, enabling sensing capabilities to extend into every aspect of our daily lives. The continuous

stream of data collected by these systems can be effectively processed using Large Language Mod-

els (LLMs), significantly enhancing user experience through intelligent interpretation and interac-

tion. By integrating input from wireless sensing and tracking, LLMs gain an additional layer of

perception—functioning as a new type of sensor that connects the digital and physical worlds. In

the future, LLM-based agents may generate context-aware responses informed by users’ activities,

locations, and even health conditions, as shown in Fig. 7.2. Synthesizing these technologies to

create advanced cyber-physical systems (CPS) will be essential for enabling intelligent, adaptive,

and human-centric applications in the next generation of smart environments.

Ubiquitous Vital Sign Measurement. Vital sign measurement is a well-established topic in
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Figure 7.2: Healthcare reports are generated by an LLM agent
based on wireless sensing data.

both academia and industry. However, achieving accurate, contactless monitoring over a large area

remains an unsolved challenge. This capability is particularly important for elderly individuals,

whose health status should ideally bemonitored continuously and unobtrusively throughout the day.

RF signals have emerged as a promising candidate for this application, as they can already detect

vital signs such as respiration and heartbeat without physical contact. Nonetheless, effectively

covering an entire room or large area with consistent accuracy continues to be a significant hurdle

that must be addressed for widespread deployment.

RIS-Aided Sensing and Communication. As communication signals move into higher fre-

quency bands, they experience greater attenuation and aremore easily blocked by obstacles. Recon-

figurable intelligent surfaces (RIS), which can manipulate electromagnetic waves in a controlled

manner, offer a promising solution to this challenge. By intelligently redirecting signals, RIS can

help avoid blockages, extend coverage areas, and focus signals in specific directions—enhancing

both communication performance and sensing capabilities. Designing and integrating such surfaces

will be a key component of future 6G networks.

7.2.2: Towards the Advancement of Techniques

Generalization to Different Environments. Generalizability of learning models is a key chal-

lenge acrossmany domains, and it becomes particularly critical when dealingwith RF data, which is

highly sensitive to environmental changes. AlthoughAuthIoT has explored environment-independent
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gesture recognition and has been evaluated in multiple settings, its performance in more complex or

dynamic environments remains uncertain. A similar issue arises in TBP, where the current system

requires fine-tuning with data collected from the target environment for accurate beam prediction.

Training learning models with RF data that can generalize well across diverse environments re-

mains an open and difficult challenge.

Interference fromDynamic Objects. Interference is a well-known challenge in wireless sens-

ing systems, and it becomes particularly severe when using communication signals—since these

signals propagate throughout the environment, any non-target movement can impact them. Most

existing Wi-Fi sensing studies assume that the user is the only dynamic object in the environment.

Radar-based systems can helpmitigate this issue; for example, RadSee and RadEye demonstrate the

ability to avoid interference from objects located one meter away. However, they still suffer from

interference when non-target objects are in close proximity. Designing a wireless sensing system

that can fully eliminate interference from dynamic objects remains an open research problem.

Multi-Target RecognitionUsingCommunication Signals. Recognizingmultiple targets with

a wireless sensing system is challenging, as it is difficult to distinguish targets solely based on vari-

ations in RF signals. Accurately determining the locations of multiple targets is already difficult,

and even when their positions can be estimated, simultaneous motions can cause their signals to

interfere with each other. Nonetheless, multi-target recognition is essential for developing practical

and robust wireless sensing systems suitable for real-world applications.

Efficient Data Collection. Learning-based approaches heavily rely on data, and acquiring

training data efficiently and intelligently remains a significant challenge. Sensing tasks involving

human targets are particularly labor-intensive, often requiring repetitive motions and extensive

manual labeling. A promising future direction is to develop methods for automatic data collection

and labeling, reducing the burden on human effort. Additionally, exploring data augmentation

techniques to generate large and diverse datasets from a small amount of collected data will be

critical for improving model performance and generalizability.

Lightweight AI Models. Although AI models are highly powerful, they often require sub-
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stantial computing resources. While our current implementations are deployed on local computers,

wireless communication and sensing systems are increasingly expected to run on portable, compact

devices. Therefore, designing lightweight AI models that can be efficiently deployed on resource-

constrained IoT devices is a critical direction for future research.
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