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ABSTRACT
A STUDY OF THE FEDERAL INDUSTRIAL
PERSONNEL SECURITY PROGRAMS

by Harold R. Young

Anyone who attempts to discuss the dynamic affairs
of our Government 1s faced with a continual march of events.
Consequently, some aspects of this report have already begun
their trend toward obsolescence. The present builds on the
past, and i1t is intended that this study will assist someone
to build in the future.

The Federal Government operates several industrial
personnel security programs. In this research these programs
have been reviewed from a historical, legal and adminis-
trative viewpoint. Selective aspects of the evolution of
the programs and detalls of their present modes of operation
have been presented. A comparison of the three primary
industrial personnel security programs has been offered with
a discussion of some of their similarities, differences and
interrelationships.

The data presented in the thesis was derived from a
review of the numerous laws, regulations, procedures and
Executive Orders relating to the various industrial personnel
security programs of the Federal Government. This mass of

detall was analyzed and categorized, then summarized in the

study.



111
This thesis, by its review of the Federal Government's

industrial personnel security programs, illustrates some of
the problems and issues involved with the programs. Per-
tinent aspects of the basic problem of individual freedom
versus the needs of national security were explored.
Concluding comments have been offered in the thesis for the
purpose of stimulating and fomenting further research and

study in the area.
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CHAPTER I
INTRODUCTION
I. THE PROBLEM

Statement of the Problem

There are several industrial personnel security
programs within the framework of thé Federal Government.
These programs are generally concerned with granting of
securlity clearances to personnel employed by business
enterprises having an actual or proposed contractual relation-
ship with the Federal Government.1 Consideration of the
policlies governing granting, denying or revoking of security
clearances to industrial pefsonnel is the main theme of this
study. Although principal attention 1s given to the methods
utilized in granting of security clearances, most emphasis 1is
placed on the procedures used by the various agencles when
security clearances have been withheld; for it is from the
withholding of security clearances that most of the hue and

cry regarding suppression of individual rights and freedoms

'The Port Security Program is an exception to the rule
in that personnel covered under its program have no con-
tractual relationship with the Federal Government. It is,
however, discussed in this study because it is concerned with
the screening of industrial personnel in the interest of
national security. The Federal Aviation Agency Program is
quite similar in this respect as in others to the Port
Security Program. It is, however, not covered in depth in
this study because of its limited nature.



1s discerned

The Federal industrial personnel security programs
have roots deep in the history of our country. It was,
however, the advent of the "cold war" following World War Ii
with the resultant national fears and anxieties that preci-
pltated the rapid growth of these programs. The development
of the various Federal programs has been characterized by
permutation, diversification and modification. Even at the
writing of this report, new and exfensive changes in several
of the programs are being prepared. What is true today may
not be so tomorrow. Therefore, the study must be viewed as
a consideration of the programs only as they are in operation
at the date of the conclusion of the thesis--31 December 1964,

This study will be considered from a historical,
legal and administrative approach. Its purpose is: (1) to
provide a succinct review of the Federal Government's
industrial personnel security programs, including selective
aspects of their historical evolution; (2) to illustrate by
this review how these programs have attempted to meet the
problem of attaining the proper balance between the rights
of the individual and the needs of national security; (3) to
explore some of the similarities, differences, and inter-
relationships of the programs; and (4) to offer some brief
concluding comments on several of the problems and issues

concerning the programs.
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No statistical analysis of the various programs will
be made, as to do so would render the study too cumbersome.
Several sources are avallable, however, offering detalled
statistics on the scope and operation of the personnel

security programs of the Federal Govérnment.2

Importance of the Study

There are numerous laws, Executive Orders, regulations
and procedures relating to the operation of the industrial
personnel security programs of the various Federal agencies.
Extensive interest has been generated and many articles and
books written on the subject.3 In this study these programs
and related problems and issues are analyzed and summarized
so that the mass of complex detail may be reduced to the

essentials which will permit serious students of these

2The Association of the Bar of the City of New York,
Report of the Special Committee on the Federal Loyalty-Securit
Program (New York: Dodd, Mead & Company, 1956), pp. 114=117,
219-226; Ralph S. Brown, Jr., Loyalty and Security, Employment
Tests in the United States (New Haven: Yale University Press,
1958), pp. 179-181, 487-497; Harold P. Green, "Q-Clearance:
The Development of a Personnel Security Program,” Bulletin of
the Atomic Sclentists, XX (May, 1964), pp. 10-14; and Robert
W. Wise and Nancy Lou Provost, "New Procedures for Industrial
Security Hearings," V Industrial Security (January, 1961),
P. 48 footnote.

3Leon H. Weaver, Industrial Personnel Security, Cases
and Materials (Springfield: Charles C. Thomas, 1964) offers a
recent compilation of various materials on the subject. See
also Bureau of National Affairs, Inc., Government Security and
Loyalty - A Manual of Laws, Regulations and Procedures (Wash-
ington: Bureau of National Affairs, Inc., 1962) for a current
collection of some of the more important provisions of the
programs. Other relevant studies are cited in subsequent
chapters.



problems to consider them more conveniently and more

meaningfully.

II. DEFINITIONS OF TERMS USED

A special vernacular of terms has evolved with the
establishment of the various Federal personnel security pro-
grams. Definitions of particular key words or phrases are,
therefore, basic to an understanding of the study. For the
purpose of this research, the following definitions will be
utilized:

Administrative Review Procedures. Those policies and
regulations established by the various Federal agencies for
hearing and review of personnel cases where security clear-
ance has been suspended, denied or revoked.

Classified information. Any official sensitive
information determined by any Governmental agency authorized
to classify information as being data which requires pro-
tection in the interest of national defense.4

Contractor. Any private organization or individual
who has an actual or proposed contractual relationship with

an agency or department of the Federal Government in which

access to classified information is allowable,.

4Executive Order 10501, dated 5 November 1953, 18
Federal Register 7049 (1953) establishes the basic categories
of classified information used throughout the Federal Govern-
ment.



Criteria. Listed categories of activities and/or
assoclatlions which may be used to assist in applying a secu-
rity standard to an individual being considered for security
clearance.

Derogatory information. Any knowledge of a dispara-
ging nature regarding an individual belng considered for
security clearance under one of the Federal Government's
personnel security programs.

Facllity security clearance. An administrative
determination by a Federal agency that a contractor 1is
eligible from a security viewpoint for access to classified
information.

Hearing. An administrative audience held by one of
the Federal agencies to listen to arguments for and against
issuance of a security clearance.

Industrial security. That portion of internal
security which 1s concerned with safeguarding of classified
information in the possession of American industry.

Personnel security. Any facet of industrial security
concerned with issuance of securlty clearances to industrial
personnel.

Screening. Consideration and determination of whether
security clearance may be granted on the basis of the

avallable information or whether further steps are required.
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Security clearance.5 An administrative determination
made under one of the Federal Government's industrial per-
sonnel securlity programs that an individual 1s eligible from
a security viewpoint for access td classified 1nformation.6

Standard. A statement of the test or rule for
measuring individual characteristics essential to security
clearance.

Substantlally derogatory information. Knowledge
which reasonably tends to substantiate the authenticity of
one or more of the criteria utilized under the various
industrial personnel security programs.

Revliew. An administrative reconsideration of a

personnel secﬁrity case under one of the Federal industrial

personnel security programs.
III. ORGANIZATION OF REMAINDER OF THE THESIS

Basic to an understanding of the ilndustrial per-
sonnel securlty programs 1s a consideration of the personnel

security programs of the Federal Government., Chapter II,

SThe terms "access authorization," "authorization for
access," and/or "non-security risk" shall all be included under
the heading of "security clearance” for this study.

6A security clearance under the Port Security Program
1s an exception 1n that it 1s not a clearance to handle classi-
fied matter. It is only a decision that the individual's
presence in certain waterfront areas and on American merchant
ships i1s not inimical to the security of the United States.
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therefore, provides a brief review of the programs for: (1)
civilian employees, (2) military personnel, and (3) employees
of international organizations. A general consideration of
the industrial programs 1s also offered with a short dis-
cussion on Federal agenclies which possess limited industrial
personnel security programs.

The Department of Defense Industrial Personnel
Security Program, the most extensive of the Federal programs,
1s the subject of Chapter III. It is followed by the Atomic
Energy Commission Program in Chapter IV. The last program
to be considered in depth is the Port Security Program in
Chapter V. It is administered by the United States Coast
Guard and deals with 1ssuance of credentials to industrial
personnel for access to American vessels and waterfront
facllities.

A comparison of the programs outlining some of their
similarities, differences and interrelationships is pre-
sented in Chapter VI. Chapter VII presents concluding
comments derived from an analysis of the preceding chapters.
Some problems and issues are also offered in the last chapter
in the hope of stimulating further research and study on the

subject.



CHAPTER II
PEDERAL GOVERNMENT PERSONNEL SECURITY PROGRAMS

Security in a free socliety presents a paradox. The
rights of the individual must be guarded in order to preserve
freedom in the soclety. Suppression of individual rights by
the Government leads to tyranny. Yet, the Government has the
suthority and indeed the obligation to screen out from its
service those of an unsuitable nature; for it is only by
entrusting vital secrets to loysal, frustwofthy and dopendable.
individuals that the Government can fulfill its duty to
protect the security of the nation.

The Pederal Government, in its attehpt to screen out
unsulitable and unsafe individuals, has utilized four
personnel Security programs. These are the: (1) Oivilian
Program, (2) International Organizations Program, (3)
Military Program, and (4) Industrial Program. The first
three of these programs will bde briefly considered in this
chapter to provide a background for viewing the development
and operation of the Industrial Program. The entire
industrial program, which enoonpaséos all ?oderal agencies
operating industrial personnel socﬁrity_prégrans, is bdbriefly
reviewed to show its relationship to the dfhor Pederal pro-
grams., Agencies with relatively minor indﬁstrial personnel
sscurity programs are offered in this’chapter as an intro-
duction to the more extensive programs reviewed in Chapters

III, IV and V.



I. CIVILIAN PROGRAM

History

In the dbroad sense, the question of loyalty of persons
employed by the Federal Government is as old as the history
of our country. It was not, however, until the enactment of
the Hatch Act of 2 August 19391 that significant provisions
for barring disloyal persons from employment with the

2

Federal Government existed. Section 9A of this Act stated

that 1t was:

unlawful for any person employed in any capacity by any
agency of the Federal Government, whose compensation, or
any part thereof, is pald from funds authorized or
appropriated by any Act of Congress, to have membership
in any political party or organization which advocates
the overthrow of our Constitutional form of Government
in the United States.

Beginning in 1941, all appropriation acts contained
loyalty provisions in the form of riders. Congress continued
to add these riders to each appropriations statute until they
enacted on 9 August 1955 Public Law 331 which permanently

153 Stat. 1148 (1939).

2Por a history of the Federal Civilian Employees Pro-
gram see Eleanor Bontecou, The PFederal Loyalty-Security Pro-
ram (New York: Cornell University Press, 1953); Commission
on Government Security, Report of the Commission on Govern-
ment Security (Washington: Government Printing Office, 1957),
especially pp. 5-24; Walter Gellhorn, Security, Loyalty, and
Science (Ithaca: Oornell University Press, 19;0); and %homas
I. Emerson, David M. Helfeld, "Loyalty Among Government
Employees," Yale Law Journal, LVIII (December, 1948), 1-143.
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codiflied the Hatch Act and the appropriation riders.3 It
requires civilian employees of the Government to execute a
loyalty affidavit and makes the violator of the Act guilty
of a felony.

Meanwhile, in March 1942, the Civil Service Commission
issued War Service Regulations dealing with the loyalty of
applicants for employment with the Government. These regu-
lations disqualified from appointment or examination any
person 1f there existed "a reasonable doubt as to his loyalty
to the Government of the United States."?

In April of 1942, the Attorney General, in an attempt
to obtaln some standardization between Federal departments
regarding loyalty matters, formed the Interdepartmental
committee on Investigations to act as a central source for
advice on the handling of loyalty cases of Federal employees.
Bxecutive Order 9300, dated 5 February 1943, replaced the
Attorney General's committee with the Interdepartmental
Committee on Employee Investigation.5 This was an advisory
committee which dealt with cases in which there was evidence
of membership in organizations authoritatively held to be

subversive., Employees could be removed on disloyalty

35 U,8,0.A. 118p-118r (Supp., 1961).
47 Pederal Register 7723 (1942) Section 18.2 (c)(7).
58 Pederal Register 1701 (1943).
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grounds if i1t was shown that the individual was a member of
one of the subversive organizations.

President Truman issued Executive Order 9806, dated
25 November 1946, establishing a Temporary Commission on
Employee Loyalty.6 The Temporary Commission was to study
existing security procedures and standards regarding appli-
cants or employees of the Federal Government.

Executive Order 9835. As a result of the recommen-
dations by the Temporary Commission on Employee Loyalty, the
President issued Executive Order 9835, dated 21 March 1947,
the first all-inclusive screening program for Federal
employees.7 Executive Order 9835 prescribed uniform
procedures for the administration of loyalty programs for
Federal employees. It provided for loyalty investigations
of all applicants for and employees of the Executlive Branch
of the Federal Government.8

Under Executive Order 9835, each department or agency
head became responsible for establishing a Loyalty Review
Program, which included the appointment of one or more

Loyalty Boards within the department or agency to hear cases.

611 Federal Register 13863 (1946).
7

8Gellhorn, op. cit., pp. 129-174 provides a discussion
on this Loyalty Program.

12 Federal Register 1935 (1947).
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Fersons charged with being disloyal were given written
notice of the charges, an opportunity to answer in writing
and to have an administrative hearing where they could appear
personally and present evidence through witnesses or affi-
davits. Cases of an adverse decision could be appealed to
the department or agency head and finally to a Loyalty
Review Board established within the Civil Service Commission.
This Loyalty Revliew Board reconsidered cases and made
advisory recommendations to the department or agency head
who 1n all cases made the final decision.9

Provisions were made in Executive Order 9835, dated

21 March 1947 for the protection of confidential informants
in certain situations. The 1lnvestigative agency could refuse
to disclose the names of confidential informants if it
advised the requesting agency or department that 1t was
"essential to the protection of the informants and to the
Investigation of other cases that the identity of the
informants not be revealed."'°
Part V of Executive Order 9835 supplied the standard

and criteria for the program. Six criteria to be used in

912 Federal Register 1935 (1947) Part I 1.
101b14., Part IV 2.
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making a determination of disloyalty were promulgated. The
standard for denial of or dismissal from employment was
that, "on all the evidence, reasonable grounds exist for
belief that the person involved 1s disloyal to the Govern-
ment of the United States.” This standard was tightened by
President Truman approximately four years later under

Executive Order 10241, dated 28 April 1951.11

Under Execu-
tive Order 10241 individuals were to be denied or removed
from employment if, "on all evidence, there is reasonable
doubt as to the loyalty of the person involved to the

Government of the United States.”

Present Program

It soon became evident that the Truman Loyalty Program
under Executive Order 9835, as amended, was not the panacea
for the Federal Employees Program. Several statutes dealing
with loyalty and security were enacted during the 1947-1950
period‘g culminating with passage of the present statutory
base for the Federal Employees Program, Public Law 733, in
August 1950.

Public Law 733. This statute provides authority for

1116 Pederal Register 3690 (1951).

125)reau of National Affairs, Inc., Government Security
and Loyalty - A Manual of Laws, Regulations and Procedures
{Washington: Bureau of National If%afrs, Inc., 1962) pp. 1:5=
1:6 outlines some of the more important legislative enact-
ments during this period.
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eleven Federal agencies to suspend or remove their respective
departmental civilian employees if "deemed necessary in the
interest of national security."13 Section 3 of the law
provides for extension of the provisions of the statute "to
such other departments and agencies of the Government as the
President may, from time to time, deem necessary in the besf'
1ﬁterost of national security.”

Executive Order 10450. President Eisenhower, to
implement the provisions of Public Law 733, issued Executive
Order 10450, dated 27 April 1953.'% This Bxecutive Order
revoked the Loyalty Program established under Executive
Order 9835 15 and extended the provisions of Public Law 733
to all executive agencles and departments.16

Under Executive Order 10450 the standard was changed
so that employment or retention of employment of Federal
employees became "clearly consistent with the interests of
national security."17 A new set of cfiteria was promulgated

in the Executive Order,18 which enlarged upon the criteria

1564 gtat. 476 (1950), 5 U,S.C.A. 22-1 (Supp., 1961).
148 Pederal Register 2489 (1953).

15;2;g., Section 12,

1§LQLQ., Section 1.
’7;g;g., Section 2,

181p14., Section 8. (a).
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of the Truman Loyalty Program and included new security
considerations. These criteria include: (1) conduct
indicating possible subversive activity; (2) behavior
symbolizing pressure risk or lack of reliability, stability
or judgment; (3) criminal acts such as esplonage, sabotage
and treason; and (4) behavior of an unlawful nature which is
considered inimical to the democratic processes.

The program originally eétablished under Executive
Order 10450 attempted to abolish the two alleged primary
defects of its predecessor so that:(1) individuals removed
from employment would no longer have the stigma of disloyalty;
and (2) persons could be dismiséed who, although loyal, had
certaln character defects or assoclations that constituted a
security risk to the Government. In essence, it attempted
to combline loyalty and security considerations into one
comprehensive program.19

Amendments. Bxecutive Order 10491, dated 13 October
1953, amended Executive Order 10450 by adding as a criterion
refusal to testify before a congressional committee on the
grounds of self-incrimination regarding charges of "alleged
disloyalty or other misconduct."eo Bxecutive Order 10531,

dated 27 May 1954, merely incorporated the additional

19comnission on Government Security, op. cit., p. 4.

20, Pederal Register 6583 (1953).
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criterion of Executive Order 10491 above into Section 8.(d).21
The criterion dealing with mental illness was amended by
Executive Order 10548, dated 2 August 1954.22 Executive
Order 10550, dated 5 August 1954, revised Section 14 by
requiring an immediate report to the National Security Council
of deficienclies in the program which were deemed by the Civil
Service Commission to be of major importance. It further
required certaln reporting by agency or department heads to
the Civil Service Commission on the manner in which the
Executive Order was being 1mplenented.23

Under Executive Order 9835, employees or applicants
could appeal their cases to the department or agency head
and subsequently to the Loyalty Review Board of the Civil
Service Connlssion.24 No such provisions exist under the
present program. Public Law 733 provides for termination of
employment when the agency head deems "such termination
necessary or advisable in the interest of the national
security of the United States, and such determination by the

agency head concerned shall be conclusive and final.”25

2119 Pederal Reglster 3069 (1954).

2219 Pederal Register 4871 (1954).

2319 Federal Register 4981 (1954).

2%§gp;g, note 9.

2564 gtat. 476 (1950), 5 U.S.C.A. 22-1 (Supp., 1961).
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The present program entitles United States clitizens
with permanent or indefinite appointments who have completed
the trial or probationary period to: (1) a written Statement
of Charges, (2) thirty days to answer the charges and to
submit affidavits, (3) a hearing, (4) a review of the case
by the agency head or his designated representative prior to
a final adverse determination, and (5) a written notice of
the final determination made by the head of the agency. All
other employees merely receive a Statement of Reasons and an
opportunity to submit an answer thereto, as no hearing and
review procedures are available to then.26

Accompanying the issuance of Executive Order 10450
vas & set of Sample Regulations to be utilized by the
various agencies in creating minimum standards for their own
programs. These Sample Regulations prepared by the Justiée
Department, while not mandatdfy, were adopted with slight
modifications by the civilian agencies.27

The loyalty-security program under Public Law 733 and
Executive Order 10450 covering all Federal employees was |
changed by the Supreme Court's decision in the case of Cole

ve. 12225.28 In this case the court held that Executive

261144,

p. 11:1 for discussion on this point; see pp. 15:101=1
for copy of the Sample Regulation.

28351 y,8. 536 (1956).

27390 Bureau of National Affairs, Inc., op. cit., 8
:10
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Order 10450, which was based on Public Law 733, applied only
to individuals in sensitive positlions rather than to all
Government employees. Sensitive positions were considered
to be those where the individual was directly involved with
the safeguarding of the country from forelgn aggression or
internal subversion. Although this decision held that
security tests only applied to persons in sensitive positions,
subsequent consequences of the decision were not extensive.
The Hatch Act and the appropriation riders still applied to
all employees. Applicants could still be restricted from
employment on the basis of "reasonable doubt"” as to their

"loyalty to the Government of the United States."2d

Summarx

In summary, a review of the various standards pre-
scribed under the Federal Civilian Program is presented.
The Hatch Act and the appropriation riders forbid Federal
employment to persons belonging to organizations advocating
the violent overthrow of the Government by force or violence.
The 1947 Truman Loyalty Program utilized the standard of
"reasonable ground for belief of disloyalty" which was
changed four years later to "reasonable doubt as to loyalty."
The shift in defense and other sensitive agencies from

emphasis on loyalty to emphasis on security began with

29Supra, note 4,
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Public Law 733, and continued with Executive Order 10450,
which states that the employment must be "clearly consistent
with the interests of national security.” The loyalty
standard places major emphasis on the employee's freedom
from disloyalty. The security standard, on the other hand,
deals with the risk to our national security of having in a
particular Jjob a person who may be of weak character or
indulge in conduct such that the national security is

endangered.
II. INTERNATIONAL ORGANIZATIONS PROGRAM

The International Organlizations Program affects
United States citizens who are employed by, or seeking
employment with, international agencies. The individuals
under this program are unique in that they are actual or
potential international civil servants rather than employees
or prospective employees of the United States Government or
its contractors.30

The first significant manifestation of a loyalty-
security program between the United States and an inter-

national agency was the "United States-United Nations Secret

Arrangement of 1949."31 In the summer of that year the

30gee Commission on Government Security, op. cit.,
pPp. 369-427; and Bureau of National Affairs, Inc., op. cit.,
PP. 41:1-41:9 for a discussion and description of the Inter-
national Organizations Program.

31Commission on Government Security, ibid., p. 374.
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Secretary-General of the United Nations asked the American
Government to assist him in disposing of some undesirable
United States citizens on his staff. A secret arrangement
was developed between the State Department and the Secretary-
General whereby he could submit to the State Department for
investigation, the names of United States citizens employed
by or being considered for employment with the United Nations.
This arrangement was not found to be successful, however, as
investigations revealed that a considerable group of disloyal

Americans had been employed by the United Nations.32

Executive Order 10422

President Truman issued Executive Order 10422, dated
9 January 1953, to provide a procedure for:

the acquisition of information by investigation and for
its transmission to the Secretary General to assist the
Secretary General in the exercise of his responsibility
for deterunining whether any United States citizen
employed or being considered for employment on the
Secretariat has been, is, or is likely to be, engaged
in espionage og subversive activities against the
United States, >

Under this Executive Order individuals were permitted to
have hearings before local Clivil Service Commission Loyalty-

Boards with review possible by the Civil Service Commission's

32Ibid., PP. 376=-392 provides a well-documented review
of the results of investigations into this problem by the New
York Federal Grand Jury, the Senate Internal Security Subdb-
committee and the House Subcommlttee on the Judiclary.

3318 Pederal Register 239 (1953).
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Loyalty Review Board. The issuance of Executive Order 10450,
dated 27 April 1953, which among other things abolished the

34 necessitated a

Civil Service Commission Loyalty Boards,
change in the International Organizations Program. This was
accomplished by Executive Order 10459, dated 2 June 1953,

which amended Executive Order 10h22.35

Pregsent Program

The basis for the present program is Executive Order
10422, as amended. Under this Executive Order, information
involving United States citizens is furnished to the various
international organizations to assist them in making their
personnel selections.

Under the Internatlional Organizations Progranm,
identifying data pertaining to the individual 1s forwarded
from the Secretary-General of the United Nations through
the Secretary of State to the Civil Service Commission for
& preliminary investigation. In certain cases, provisions
are also available for investigations by the Federal Bureau
of Investigation.36

Executive Order 10422, as amended, established an

International Organizations Employees Loyalty Board within

BASuBra, note 15,
3518 Pederal Register 3183 (1953).
361p1a., Part I.
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the Civil Service Commission. This Board makes advisory
determinations on the loyalty to the United States Government
of citizens employed by or being considered for employment
with international organizations in which the United States
is a member. Provisions exist for hearings in those cases
where the Board has made adverse recommendations prior to a
final decision by the head of the international organization
concerned.37

The standard used by the International Organizations
Program is "whether or not on all the evidence there is a
reasonable doubt as to the loyalty of the person involved to
the Government of the United States.">® The International
Organizations Program is thus unique among all Government
programs, as it 1s the only one which is strictly a loyalty

Program rather than a security program.
III. MILITARY PROGRAM

The Military Program covers military personnel of the
Armed Forces of the United States.39 It is based upon the

37Ib1d., Part I 5. 6., Part IV, See also Bureau of
National XfTairs, Inc., op. cit., 41:41-41:44 for copy of
regulations dealing with the operations and functions of the
International Organizations Employees Loyalty Board.

381vid., Part II 1.

39Ra1

rh S. Brown, Jr., Loyalty and Security - Employ-
ment Tests in the Uniteé Sta%es iNew Haven: Yale University
Press, 1958), pp. 81-89; Bureau of National Affairs, Inc.,

op. cit., pp. 31:1-31:20; and Commission on Government Security,

op. cit., pp. 111-130 outline details on the operation of this
progran.
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innate disciplinary authority of the services rather than
any specific Executive Order or law as are other Government

40 and Alir Force operate programs

programs. The Army, Navy,
under their own regulations but each must conform to the
overall policies and procedures of the Department of Defense.
The Millitary Program essentially began with the
issuance of a Jolnt Agreement by the Secretaries of the
Armed Forces, dated 26 October 1948, entitled, "The Dispo-
sition of Commissioned and Enlisted Personnel of the Armed

Forces of Doubtful Loyalty."h‘

The Joint Agreement was
directed at those members of the Armed Services who were of
doubtful loyalty or known disloyalty. Each of the services
developed their own regulations for the implementation of
the policies of the Joint Agreement. Various criteria to be
conslidered as creating reasonable grounds for separation
from or appointment or enlistment to the Armed Services were
listed in the regulation. The standard was provided in

Section 5.(c)(1) as "on all the evidence, reasonable grounds

exist for belief that the individual involved is disloyal to

4OThe Coast Guard which operates as part of the Navy
in wartime and under the Treasury Department at other times
has a program quite similar to that of the Navy. 1Its program
for military personnel will be considered as part of this
section while its Port Security Program 1s covered in detail
in Chapter V.

41Commission on Government Security, op. cit., p. 111,
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the Government of the United States.”

After unification of the Military Services in 1947,42
the Secretary of Defense issued several memorandums on the
program.43 Executive Order 10450, dated 9 January 1953,44
caused the Defense Department to issue a new directive for
the Military Program incorporating the standard and criteria

promulgated for the Civilian Program.45

Present Program
Department of Defense Directive 5210.9, which is the

current basis for the Military Program, was amended several

times after its issuance on 7 April 1954 and was finally

6.46

reissued on 19 June 195 The standard in Section VIII of

the Directive states that:

appointment, enlistment, induction or retention into or

within the Armed Porces shall be that on all the avail-

able information it i1s determined that the appointment,

enlistment, induction or retention is clearly consistent
with the interestsof national security.

The Military Program is thus substantially the same as that

4261 stat. 495 (1947).

43Oommission on Government Security, op. cit.,
ppv 113-1150

44Supra, note 14,

45Un1ted States Department of Defense, Department of
Defense Directive 5210.9 (Washington: Department of Defense,
19547,

46Bureau of National Affairs, Inc., op. cit., pp.
31:51-31:58, provides a copy of the Directive as amended.
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for civillian employees of the Federal Government. The final
decision must be an overall common sense one based upon all

the avallable date and in accordance with the above standard.
IV. INDUSTRIAL FROGRAM

The Industrial Program under the Federal Government
is generally divided into two separate sections. The first,
the Industrial Defense Program, is concerned with the pro-
tection of defense related activities. These industrial
activities are considered to be an important aspect of our
national securlity although they have no classified contracts.
Executive Order 10421, dated 31 December 1952, established
this program and provided the Office of Defense Mobllization
with policy responsibilities for setting up an Industrial
Defense Program.47 This program, however, is primarily con-
cerned with the establishments of physical security standards
and will not be included in the scope of this report.

The second type of Federal Industrial Program is con-
cerned with the protection of classified information and
material in the hands of American industry. This program 1is
divided into physical security procedures for safeguarding
of classified information and personnel security which deals

with clearance of persons for access to classified 1nformation.48

4718 Federal Register 57 (1952).

4BSupra, Chapter I, note 6, provides an explanation
of personnel security under the Port Security Program.
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The industrial personnel security programs are the primary

subject of this study.

Federal Industrial Programs

The Federal Government operates several industrial
personnel security programs. The most extensive programs
are the Department of Defense Program, the Atomic Energy
Oommission Program, and the Port Security Program. These
programs are covered in depth in subsequent chapters. A
cursory consideration of other ageﬁciea with minor programs
is offered in this section.

Extensions of the Department of Defense Program. Most
of the Federal agencies which operate relatively minor
industrial personnel security programs have been brought
under the purview of the Department of Defense Program.
Section 203 (b) (6) of the National Aeronautics and Space
Act of 195849 and Section 202 (d) of the Federal Aviation

850 are cited as the authority for extending the

Act of 195
Defense Departmerit's Program to the National Aeronautics and
Space Administration and the Federil Aviation Agency. BExecu-
tive Order 10865, dated 20 February 1960, reflects the
authority granted by the above laws and additionally author-

izes analogous extension of the Department of Defense Program

4972 stat. 426, 430 (1958).
5072 stat. 731, 742 (1958).
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to other agenciea.51 Executive Order 10909, dated 17 January
1961 52 provided that when agenclies are brought under the
Department of Defense Program the head of the agency or
department 1s authorized to act in the capacity of a depart-
ment head as outlined in Executive Order 10865.°° Agreements
have been consummated with the following Federal agencies
bringing them under the Defense Department Program:

1. National Aeronautics and Space Administration
2., PFederal Aviation Agency
3. Department of Commerce
4, General Services Administration
5. Department of State
6. Small Business Administration
T. National Science roundationS#
Thus, the above-listed agencies by mutual agreement with the

Department of Defense now have thelr classifled contracts

with industry governed by Defense Department regulationa.55

5125 Pederal Register 1583 (1960), Section 1 (b).

5225 Federal Register 508 (1961).

53Infra, Chapter III discusses Executive Order 10865
- &8 amended.

54Un1téd States Department of Defense, Industrial
Security Manual for Safeguarding Classified Information
lWashington: Government %¥inting 0ffice, 1963), Paragraph 1.c.

55United States Department of Defense, Industrial

Security Manual for Safeguarding Classified Information
Iﬁashington: Government 1nt1n% Office, 1963); Armed Forces

Industrial Security Regulation (Washington: Government
Printing Office, 1963); and the Industrial Personnel Access
Authorization Review Regulation (Washington: Office of
Personnel Security Policy, 1960).
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Industrial personnel security cases for these agencles are
processed under the Industrial Personnel Access Authorization
Review Regulation. Industrial facility and personnel
security clearances are issued by the Department of Defense
for the agencies. In cases of industrial personnel processed
under the above Review Regulation the agency 1s allowed
voting representation on the various Boards. The authority
for final denials or revocations is vested with the head of
the appropriate agency or departnent.56

Agency for International Development. The Department
of State's Agency for International Development operates an
industrial personnel security progran.57 Under this program
the initial evaluation of an industrial contractor or con-
tractor employee is made by the Director, Office of Security.
If the Director, Office of Security, finds that rejection or
dismissal of an industrial emplbyeo "may be required in the

interest of national security"58

'y he forwards a recommendation

to an Assistant Administrator responsible for the particular

56Infra, Chapter III, provides & discussion on the
procedures for handling of agency industrial personnel
security cases under the Department of Defense Program.

5Tunited States Department of State, A,I.D. Manual
%g. 610.2, Security Olearance for Contractor and Contractor

ersonnel Under __Qg?Inanced Contracts (Washington: Agency for
International 5evelopment, 196%4) outlines procedures for
clearance of industrial personnel.

5812;&;. Paragraph VIII.A.



29
contract under which the individual is belng considered for
securlty clearance. If the Assistant Administrator dis-
agrees with the recommendation,the case is forwarded to the
Administrator for a final decision. The final determinatlon
in a case is whether or not employment of the person "is
clearly consistent with the national interest."2?

Other Sensitive Agencies. Both the Central Intelli-
gence Agency and the Natlional Security Agency have small
industrial personnel security programs. Due to the sensitive

nature of these agencles no detailed information on their

industrial programs 1s avallable.
V. CONCLUSION

The personnel security programs of the Federal
Government exhibit certaln elements of uniformity and some
significant varlations. The elements of most significance
for this study are the evolution of the different "standards"
for screening employees.

The programs for clivilian and military personnel use the
standard "clearly consistent with the interests of the national
securlty.” The program for employees of International Organiza-
tlons continues to use the standard of "reasonable doubt as to
the loyalty of the person involved to the Government of the

United States." As will be seen in this study, the standards

59Ibid., Paragraph VIII.C,
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for the more important industrial personnel security pPro-
grams have evolved through several stages from "loyalty" to
"national security" and then to "national interest."” The
details and implications of this evolution as welleas a
consideration of the development of other standards will be

traced in subsequent chapters.



CHAPTER III
DEPARTMENT OF DEFENSE
I. INTRODUCTION

The Department of Defense Industrial Security Frogram,
the oldest and largest of the industrial security programs,
has as 1ts objective the safeguarding of classified informa-
tion 1n the possession of American industry. It applies to
prospective and incumbent contractors, sub-contractors,
suppliers, vendors and consultants to the Department of
Defense and 1ts activities where the release of classified
information to or within industry is involved.

The Industrial Security Program of the Department of
Defense is subject baslically to procedures as outlined in
three documents.' The Industrial Security Manual for Safe-
guarding Classified Information provides detalled procedures

for use by industry in handling and safeguarding classified
Information. The internal procedures utilized by the
Military Departments in dealing with the industrial security

program are outlined in the Armed Forces Industrial Security

1United States Department of Defense, Industrial
Security Manual for Safeguarding Classified Information
(Washington: Government Printing Office, 1963); Armed Forces
Industrial Security Regulation %Washington: Government
Printing Office, 1963); and the Industrial Personnel Access
Authorization Review Regulation (Washington: Office of
Personnel Security Policy, 1960).
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Regulation. The policies and procedures for processing of
rersonnel security clearance cases of industrial employees
are outlined in the Industrial Personnel Access Authorization

Review Regulation.

Legal Basils

There 1s no specific statutory enactment upon which
the Department of Defense Industrial Security Program is
based. It has been argued, however, that implied authority
for the program 1s based upon several statutes and/or

2 the most important of which 1s Executive

Executive Orders,
Order 10865, dated 20 February 1960,3 as amended by
Executive Order 10909, dated 17 January 1961.4 Discussion
on Executive Order 10865, as amended, is deferred until

later in the chapter.

Security Cognizance
Jurisdiction or cognizance over security matters of

a particular plant, office or facility 1s assigned to a

2Ibid., Industrial Security Manual for Safeguardin
Classified Information, Paragraph 2., lists the "Applicable

Federal Statutes and Executive Orders" regulating the
Industrial Security Program.
325 Federal Register 1583 (1960).

425 Pederal Register 508 (1961).
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branch office of one of the Military Departments.5 This
Cognizant Security Office acts for the Defense Department on
all matters involving the handling and safeguarding of
classified defense information. Once security cognizance
has been assigned, the contractor deals with and through
that agency on all subjects relating to industrial security

policy and procedures.6

Facility Security Clearance

All organizations under the Department of Defense
Industrial Security Program are required to obtain a facility
security clgarance, hereinafter referred to as facllity
clearance, prior to being granted access to classified infor-
mation. There are three levels of facility clearance
commensurate with the three categories of classified infor-
mation; i.e., TOP SECRET, SECRET and CONFIDENTIAL. Certain
requirements must be met prior to granting of any level of
eithér an interim or final facllity clearance. These

requirements will be briefly discussed in the remaining

SUnited States Department of Defense, Armed Forces
Industrial Security Regulation, op. cit., Paragraph 1-305 J.
provides an exceptlion to this rule. In communications
analysis contracts awarded by Service procurement activi-
ties, the National Security Agency retains exclusive
security responsibility.

6Ipid., Paragraph 1-300-1-305.
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paragraphs of this section.7

In facility clearance actions the contractor being
considered executes a Department of Defense Security Agree-
ment (DD Form 441), This Security Agreement is a contractual
document signed by the firm and the Government and obligates
the contractor to protect classified information in accordance
with the terms of the Security Agreement and the requirements
set forth in its attachment, the Department of Defense
Industrial Security Manual for Safeguarding Classified
Information.

Concurrent with the execution of the Security Agree-
ment, the contractor being processed for a facllity clearance
must execute a Certificate Pertaining to Poreign Affiliation,
(DD Form 441s). This form is a certification by the
organization requesting facllity clearance regarding the
degree of foreign ownership, influence and control in the
operation of its firm. It is used by the Cognizant Security
Agency in determining the organization's eligibility for

7Ib1d., Paragraph 2-103 outlines the basic require-
ments for facility clearances. Paragraph 2-104 and 2-105
respectively outline additional requirements for facilities
requiring access to Restricted Data and/or cryptographic
or communications analysis information. The requirement for
clearances of consultants to Defense Department contractors
and Department of Defense activities are set out in Para-
graph 2-114,1 and 2-114,2 respectively.
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facility clearance.8
In facility clearance actions certain key personnel
must be granted individual security clearances as part of
the facllity clearance. The personnel required to be cleared
as part of the facility clearance are specifically outlined

in Paragraph 2-107 of the Armed Forces Industrial Security

Regulation. Generally, those covered are: (1) principal
owners, officers, directors and executive personnel of
corporations and associations, (2) owners for sole proprie-
torships, (3) all general partners for partnerships, and
(4) all regents, trustees, or directors for colleges,
universities and non-profit organizations.
Faclility clearance actions require that the appropriate
ocognizant Security Office conduct a National Agency Oheck9

8United States Department of Defense, Armed Forces
Industrial Security Regulation, ibid., Paragraph 2-300-
2-307 establishes the facility clearance procedures for
determining whether or not a facility is under foreign owner-
ship, influence, or control. Facilities which are foreign
influenced, controlled or owned cannot be considered for
clearance. Paragraph 2-108 provides procedures for execution
of Department of Defense Security Agreements and Certificates
Pertaining to Foreign Affiliation.

9Ib1d., Paragraph 2-108.1 provides the scope of
National Agency Checks for facilities. Paragraph 2-103 f.
requires that a National Agency Check is not required for
Interim CONFIDENTIAL facility clearances. The Cognizant
Security Office, however, must check available local infor-
mation on the firm in an attempt to determine if derogatory
data exists on the organization prior to granting an Interim
CONFIDENTIAL facility clearance. The regulations also pro-
vide that the requirement for a National Agency Check on any
level of facility clearance action is walved if the home
office of a multiple facility organization has had a favorable
Natlonal Agency OCheck.
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and a survey‘o of the facility for the purpose of: (1) evalu-
ating the firm's ability to safeguard classified ihformation
if made available, (2) investigating the company, or parent
company if part of a corporation, to determine the ext ent of
foreign ownership, control or influence, and (3) advising the
firm's management of their responsibilities under the Security
Agreement.

Facllity clearances may be denied, suspended or revoked
because of;:(1) inadequate physical security elements; or
(2) denial, suspension or revocation of a security clearance
from any owner, officer, director, partner, regent, trustee
or exeeutive required to be cleared as part of thes facility
clearance action. In the first case the contractor may have
the facility clearance granted or reinstated by correcting
the physical deficiency within a specified period of time.
In the latter situation the facility clearance may only be
granted or reinstated if the individual in question is subd-
sequently granted a securlity clearance or is removed from
his official position by fhe coﬁtractor with the assurance
that he willl not be allowed,and can be effectively denied,
access to the classified information maintained by the

contractor.l1

10Ibid., Paragraph 2-109 provides the scope and extent

of such surveys.

1
Ibid., Paragraph 2-111.,; Paragraph 2-112 outlines
speclal cases where appeals to denials or revocations of
facllity clearances are not allowed.
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If the organization fulfills Government regulations,
it is granted a facility clearance by issuance of a "Letter
of Notification of Facility Clearance (DD Form 562)." After
issuance of a facility clearance the contractor may have
access to classified information for either precontract
negotiations or the fulfillment of a contract. Periodic
inspections are made by the Cognizant Security Agency to
see that the regulations of the Securlity Agreement and 1ts
attachment are being adhered to.

Personnel Security Clearances

After a facllity clearance has been issued, other
employees of the contractor may be granted security clearances.
Oontractor employees cannot, however, be granted security
clearances for access to classified information of a higher
degree than the level of the facllity clearance at their
location.12

Negotiators who are designated by the contractor as
having to participate in the preparation of quotations or
bids may be processed for security clearances concurrent

with, but not as part of, the facllity clearance action.

These security clearances may not be issued prior to granting

12Ibid., Paragraph 2-201 a., b. provide exceptions
to this rule for certaln consulivants and employees of
multiple-facllity organizations.
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of the facllity clearance.'>

Overseas Security Eligibility. United States citlzens

who are stationed outside the United States, its possessions
and Puerto Rico may be granted Overseas Security Eligibility
for access to NATO or foreign classified information. To be
eligible, however, these citizens must be employees of cleared
United States organizations or employees of foreign sub-
sldiaries of cleared United States firms. Procedures for
processing of an Overseas Security Eligibility are outlined

in Paragraphs 2-400 through 2-404 of the Armed Forces

Industrial Security Regulation.

II. HISTORY OF THE PROGRAM

Early History

Espionage14

and Sabotage Laws15 were enacted as early
as 1918 to provide statutory protection against those persons
who might commit acts inimical to the United States. These
laws apply to all persons within thg country regardless of
whether or not they are employed in defense industries. The
Alr Corps Act of 1926, however, was one of the first signi-

ficant manifestations of an Industrial Security Program under

13Ibid., Paragraph 2-107.1.

1440 stat. 217 (1917).

540 stat. 533 (1918).
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the Military. This act dealt with the security of military

aircraft contracts and prescribed that:

no alien employed by a contractor . . . shall be per-
mitted to have access to the plans or s,<cifications or
the work under construction or to participate in the
contract trials without the written consent bfgorehand
of the Secretary of the department concerned.

Thexe vwere additional scattered iadustrial security programs

in effect prior to World War II,17 but it was the War which

acted as the catalyst for the growth and development of the

Pprosxans.

Woxrl d War II Period
In the early years of the War considerable confusion

exl sgted in the industrial security program as contractors

wexre subject to regulations and directions from each of the

M113 tary Services. In an attempt to partially alleviate this

Sltwuation the War Department in 1942 was assigned responsi-
b1l13 ty of the program including: (1) control of aliens, (2)
hanAling of subversives, (3) fingerprinting, and (4) other

Personnel security procedures for bdth the War and the Navy

Departments. The Secretary of War, in turn, delegated to the

Provost Marshall General of the Army in September 1942 the

—

"644 stat. 780, 787 (1926).
1700mn:l.s:sion on Government Securlity, Report of the

Somm 3 et
8sion on Government Security (Washington: Government
E Anting 0ffice, 1957), p. 236.
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responsibllity for overall direction and supervision of the

program. 18

Under Army direction a Military Security Representa-

tive was appointed for each defense plant. A Personnel

Security Program was formulated, including fingerprinting

and checking of personnel records. Persons of doubtful

loy&alty or background and those in sensitive positions were
asked to complete personnel security questionnaires and
thexr eby became subject to possible investigations. However,

thexr e existed no specific requirement for issuance of

ind 3 wvidual security clearances.
A program, under the direction of the Provost Marshall

Genexal of the Army, commenced in the early months of 1942
for +the termination of subversives from both sensitive war
department facilities and industrial organizations. It
Prowided that when sufficient investigation revealed

Probable subversive activity, the individual could be ter-

minsted from his employment. Prior to any removal the

n5‘-111:3.ry Security Representative was directed to explore the
f°asibility with labor and management of having the person
in Question reassigned to other non-defense type of work.
The individual could be administratively removed at any time
uthout explanation and the Government was not required to

re"eal either the nature or the source of the data causing

—

"81p14., pp. 236-237.
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the removal .1 9

In November 1942, the Provost Marshall General of the

Army by authority of the Secretary of War created a Review

Board for dismissed employees, which subsequently became

nown as the Industrial Employees Review Board.20 The

ind3ividual, if discharged from employment, could submit a

wri tten request to the Review Board for consideration within

thixty days after removal., If, after consideration of the

case , the Board determined that the removal had not been for
21

Just cause, the individual was entitled to reinstatement.

Post World War II to 1953
The completion of World War II was followed by a

gremat deal of disorder in the field of Industrial Security.
The Army, which had directed the program during the war,

coul d no longer efficiently administer it. Both the Navy

&nd <the Air Force began assuming responsibility for enforcing
Security regulations regarding aifeguarding of classified
lnformation entrusted to their industrial contractors. This
41wl ded responsibility led to confusion and duplication.

Industrial firms holding contracts with more than one Military

———

191b1d4., p. 237.

20
Walter Gellhorn, Security, loyalty, and Science

éithaca: Cornell University Press, 1950), pp. 100-10
Scusses some problems with this Board from its inception

througn 1949,
21
Commission on Government Security, op. cit., p. 238,
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Department often found that they had a set of security regu-

lations issued by each @epartment. Contractors were required

to obtain one, two, or sometimes even three faclility clear-
ances at the same time for the same company location.
Additional problems occurred when a facility clearance was
found perfectly acceptable to one Military Department but
unacceptable to another for contracts of the same classifi-
cation. No uniform set of rules or regulations existed for
the protection of classified information in the hands of
Un 1 ted States industry.

Personnel security.
of =& requirement for execution of a written Secrecy Agreement

March 1946 saw the establishment

be t ween the War Department and the contractor which required
tha € written consent be obtained from the Government prior

to &ranting of access to TOP SECRET and SECRET War Department
dats to employees of industrial orgenizations. The authority
to &xrant written consent was given to the Provost Marshall
General of the Army, the commanding general of the Army Air
Force and the commanding general of the Manhattan Engineering
Dis<trict. The standard utilized for issuance of written

COnsent was that:

No consent will be granted unless, after full con-
sideration of the evidence presented, it is determined
that the employment of such individual, in the manner
proposed, will BOt be inimical to the interests of the

United States.
\

o 221p1d,, pp. 238-239. The Navy and its contractors
th e brought under this standard in June 1947 by request of
Secretary of the Navy.
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Methods for processing of security clearances were

outmoded as each of the Military Departments issued security

clearances for employees under their domain. Security clear-

ances were not necessarily mutually acceptable to each of the
No uniform criteria existed to assist

Military Departments.
Confusion,

in evaluation of personnel security cases.
duplication and conflicting decisions resulted in long delays
i obtalning security clearances.

In an attempt to mitigate some of the problems
resgarding security clearances of industrial employees, the
thx ee Secretaries of the Military Departments agreed on
9 October 1947 to establish a Security Review Board as an

int erim procedure until the entire security program could be

stuadiled and revised. In an agreement dated 17 March 1948

the Military Departments replaced this interim Board with a
Permanent Army-Navy-Air Force Personnel Security Board. The
M113 tary Pleld Offices were thus enabled to forward for
r'e®vilevw and consideration all cases in which there appeared
to bve s Justifiable question regarding granting of security
©learance. This three-man Seéurity Review Board, with one
T'® Dxesentative from each of the Military Departments, granted
©X Qenied security clearances for industrial employees where
a':‘:':Pil?opr:io,te and/or suspended employment of persons on

S L& mgiried work where they felt that continued employment

e
e considered inimical to the security interests of the
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United States."2’

Munitions Board. The National Security Act of 1947
charged the Department of Defense Munitions Board with the
responsibility of developing and coordinating internal
security between the Military Departments and United States

industry .24

The overall development of procedures, methods
and standards in the field of Industrial Security was
de 1 egated to the Munitions Board. By April 1949 an Industrial
Security Division had been established within the Hupitions
Bosaxd,and 1t began to issue regulations and procedures for
Protection of classified information in the possession of
1ndustry.25

On 7 November 1949 six criteria of derogatory infor- .
mat 2on for use in reaching determinations in personnel

Secmarity cases were promulgated.26

Paragraph A, indicated
that gecurity clearance would be denied or revoked if "on
@11 +the evidence and information available to the Board,

Tea s onable grounds exist for the belief" that the actions or

o —

231p1da., p. 239.
2461 stat. 495, 506 (1947).

P 2500uisslon on Government Security, op. cit.,
Ade- 243-244 offers a listing of some of the more important
Pl_"elopnants in Defense Department's Industrial Security
O &ran between June 1949 and May 1952,
Go 26Un1ted States Department of Defense, "COriteria
( wverning Actions by the Industrial Employment Review Board”
1 gzahlngton: Department of Defense Munitions Board, 7 November
S). (Mimeographed.)
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associations of the individual fell within the purview of

the 1listed criteria. These criteria were lmmediately

adopted for use by the Industrial Employees Review Board,
the Army-Navy-Air Force Personnel Security Board and the

M3 1litary Departments.

Administrative changes. The Industrial Employment
Re view Board which had been responsible to the Provest

M= xrshall General of the Army was in 1949 made answerable to
the Secretaries of the three Military Departments.27 In
Jum e 1950 the Army-Navy-Air Force Personnel Security Board

wWa s also reconstituted and made responsible to the Secretaries

of the three Military Departments. Therefore, by mid-1950

&ll ©personnel security cases where a Military Department had
rec ommnended denial or revocation were forwarded to the Army-

Nawvy-Alr Porce Personnel Security Board for decision. If

thil s Board made a determination to deny or revoke security

Clemxrance,it notified the individual of 1ts decision. The

ind i vidual was allowed thirty days from the date of receipt
Of <the notification to file a written request for a hearing

ber OTre the Industrial Employment Review Board, which served

a3 an appellate agency for the program. The Industrial

&‘Dloynent Review Board, which was located in the Munitions

B°&rd, heard the subject's case and made a final decision.28

e ——

2Tge11n ' 104~
o orn, 9p. cit., pp. 104-106 discusses the effect
r <Tthis change and its Inpli’.cations to the progranm.

28
24‘._‘245. Commission on Government Security, op. cit., pp.
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Problems. By 1953 a considerable amount of progress

had been made in the Defense Department's Industrial Security

Uniform regulations governing issuance of securlty

Progranm.
An

clearances to industrial employees had been established.
Industrial Security Manual for the guidance of contractors
in meeting their Department of Defense security responsibil-
13 ties and requirements had been published.29 However,
there still existed lack of uniformity between the Military
De partments regarding the protection and safeguarding of
clsassified information in the hands of United States industry.
Marnry of the problems arose from the fact that the Military
De partments interpreted and implemented the broad Munition

Bosa xd procedures in different manners.

III. 1953 - 1955 PERIOD

Gen eral
In an effort to obtaln a degree of uniformity in the

Induastrial Security Program, the Defense Department in mid-
1953 jgsued the Armed Forces Industrial Security Regulation.

Thig regulation provided for the first time a detailed

un i form procedure for use by the Military Departments in
d‘Q‘lll.j.ng with Industrial Security. Security cognizance of

\

29Un1ted States Department of Defense, Industrial
Joratasas

S
‘?Qurit Manual for Safeguarding Classified Information
W shington: Department of Defense Munitions Board, 1951).
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an industrial faclility was assigned to one Military Depart-
ment regardless of the number or type of classified con-

tracts. Security clearances were issued in the name of the

Secretary of Defense and were acceptable to all Military

Departments and thelr activities.
On 1 July 1953 the Munitions Board was dissolved in a

reorganlzational change in the Department of Defense.
Owverall direction and coordination of the Industrial Security
Pxogram concerning the protection of classified information
irn the possession of industry was transferred to the

As ssistant Secretary of Defense for Manpower, Personnel and

Re s erve Forces., To further improve the personnel security

Progran)the Secretary of Defense '1n & memorandum dated

27 March 1953 abolished the Army-Navy-Air Force Personnel
Secwurity Board and the Industrial Employment Review Board
and directed the respective Secretaries of the Military
Departments to establish a new program with Industrial

Pexr sonnel Security Boards in geographical regions throughout
the ynited States as required by the volume of cases.
Concurrent with the creation of these regional Boards, the
Secretaries of the respective Military Departments were to

© =t ablish uniform criteria and standards for use under this

M ©%w Industrial Security Program.Bo

——

3OCommission on Government Securit
Y, Oop. clt,
PD . o47-218, e
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Industrial Personnel and Facility Clearance Program

On 4 May 1953, the Secretaries of the three Military
Departments promulgated a Jolnt directive establishing an
Industrial Personnel and Facility Security Clearance Pro-
gram.31 Under this program, regional Industrial Security
Boards were established in the eastern (New York), central
(Chicago), and western (San Francisco) areas. Each of
these regional Boards consisted of a separate Screening and
an Appeal division composed of representatives of the three
Military Departments. All cases where the Military had
recommended denial or revocation of security clearance were
referred to the appropriate regional Screening Division for
consideration.

Section III 11. of the directive provided that no
security clearances would be issued if "on all the informa-
tion, the granting of such a clearance is not clearly
consistent with the interests of national security.”
Twenty-two criteria outlined in Section III 12. were to be
used in applying the standard.

Screening. The Screening Division was responslble

31yUnited States Department of Defense, "Industrial
Personnel and Facility Security Clearance Program” (Washing-
ton: Department of Defense, 4 May 1953). (Mimeographed.)
See also United States Department of Defense, Industrial
Personnel Security Review Program-First Annual Report
(Washington: Office of Personnel Security Policy, 1956),
PP. 22-23,
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for examining all cases of unfavorable recommendations
received from the three Military Departments and for making
the initial decision regarding security clearance. In cases
where questions existed pursuant to granting of clearance, a
proposed denial along with a Statement of Reasons was
forwarded to the individual by the Screening Division. The
individual received consideration of his case if he
responded to the Statement of Reasons. Failure to respond
resulted in automatic denial or revocation of security
clearance. The Screening Division, upon receipt and con-
sideration of the subject's response to the Statement of
Reasons, would either grant, deny or revoke the security
clearance,

Review. In the case of an adverse decision the
individual could request a hearing before the Appeals
Division. After the hearing the Regional Appeals Division
made a final decision on the case as no central appellate
agency existed for the program. The Secretary of Defense,
in a memorandum dated 18 January 1954, however, gave the
authority to overrule decisions of the Appeals Division,
when such action was deemed to be in the national interest,
to the respective Secretaries of the three Military

Departments.32

32Commission on Government Security, op. cit., p. 248,
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Problems

The program, however, by mid-1954 had developed several
problems. The Hearing and Appeal Boards had produced a back-
log of cases which resulted in long delays. There also was
& lack of uniformity between the Boards as to the type of
Statement of Reasons as well as administrative procedures
utilized for handling of personnel security cases. A
committee, composed of representatives of the Department of
Defense and the three Military Departments, was therefore
appointed in July 1954 to review the program and provide

suggestions for 1mprovements.33

IV. 1955 - 1960 PERIOD

Industrial Personnel Security Review Program

A nevw 1 1dustrial personnel security program was
established within the Department of Defense with the

issuance on 2 February 1955 of the Industrial Personnel

34

Security Review Regulation. This program, which became

effective 2 April 1955, continued the Regional Hearing
Boards but incorporated the new feature of a Central

Screening Board and a Central Review Board. Under the

331p14.

34United States Department of Defense, Industrial

Personnel Security Review Regulation - Directive 5??0.3
lWashington: Office of Personnel Security Policy, 1955).
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program security clearance was denied or revoked 1f it was
decided, on the basis of all available information, that
access to classified information by the individual in question
was not "clearly consistent with the interests of the national
security."35 Paragraph 13. of the regulation provided
twenty-two criteria to assist in applying the standard.

Screening. Under the new program, the Military
Departments made investigations and the initial recommen-
dation regarding security clearance. If one of the Military
Departments recommended denial or revocation of a security
clearance the case was forwarded to the Director, Office of
Industrial Personnel Security Review for transmission to
the Central Screening Board which had been established in
Washington, D, C. The three-man Screening Board, by
unanimous vote, could grant or continue in effect a security
clearance on the basis of the existing record. The Board
could also request that the Director obtain additional data
through: (1) more investigation, (2) interrogatory to the
individual, or (3) a personal interview with the individual
in question.36

If, after full consideration, the Screening Board
felt that security clearance was not warranted, it prepared

a Statement of Reasons, in as much detall as possible

35Ibid.,.Paragraph 12.

36Ibid., Paragraph 17.
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pursuant to security requirements, outlining the grounds for
denial or revocation. The Statement of Reasons was forwarded
to the Director who subsequently issued it to the individual.
The Director suspended any outstanding security clearances
concurrent with the issuance of the Statement of Reasons.

The individual was given an opportunity for response to, and
review of, the Statement of Reasons. Fallure on his part to
answer the Statement of Reasons within teh days after
receipt of the notice was grounds for automatic denial or
revocation of his security clearance. Response afforded the
individual a review of his case either on the basis of the
existing record or by a hearing, whichever he so desired.37
Hearing. There were three Hearlng Boards established
under the Industrial Personnel Security Review Program of
February 1955. The Hearing Boards were located in New York,
Chicago and San Francisco and provided the individual with
an opportunity to answer the charges as outlined in the
Statement of Reasons. The 1ndividual with counsel of his
choosing could appear personally and present evidence on his
own behalf at the hearing. The individual was not given the
opportunity to confront or cross-examine confidential infor-
mants unless so afforded at the discretion of the Government.

If confidential reports or testimony were utilized, however,

3T1v14.
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the Hearing Board was required to take into consideration
the individual's lack of opportunity for confrontation and
cross-examination.38

Upon completion of the hearing, the three-man Board
made a determination by majority vote and forwarded it
along with & discussion of the findings as to the specific
allegations enumerated in the Statement of Reasons to the
Director of the program.39 If the decision was unanimous
and no unusual circumstances or novel issues were present
the Director could announce a final decision. If the vote
was not unanimous the Director was required to forward 1t
to the Central Review Board for consideration. In cases
where the vote was unanimous but the Director felt that
novel issues or unusual circumstances were present he could
also forward it to the Central Review Board.Ao

Review. The Industrial Persoﬁnel Security Review
Program provided for a three-man Central Review Board
located in Washington, D. C. OCases that reached the Review
Board were considered only on the basis of the written
record and determinations were made by majority vote.

Decisions of the Review Board were final except that deter-

minations to deny or revoke clearance could be reversed by

38Ibid., Paragraph 20.b.
39;bid., Paragraph 20.
“olbid., Paragraph 21,
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the Secretary of Defense or by Joint agreement of the ,
Secretaries of the three Military Depa.::*tmex:n:s.‘H
The Department of Defense modified the Industrial

Personnel Security Review Regulation on 19 March 1959 to

take into account the level of classified information to

42 gypger

which the individual in question would have access.
this change in the regulation, decisions in security clear-
ance cases were to take into consideration not only the
derogatory data revealed but also the category of classified
information to which the individual would be afforded access,
Security clearances "for access to classified information of
a specific classification category or catggories" were denied
or revoked if the available information revealed that such
access was not "clearly consistent with the interests of the
national security."43 Securlty cleafances thus for the first
time were for access to specific catégories of classified
information.

The program as established under the Industrial
Pergsonnel Security Review Regglétion.provided for overall

supervision and direction by a Director. Centralization

existed at both the screening and re#iew levels with Boards

M1vi4., Paragraph 22,

4224 Pederal Reglster 3367 (1959).
431b1d., Section 67.1=3.
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located in Washington, D. C., Three Hearing Boards operated
under the program with the continental United States divided
into three regions. The screenling level provided the
individual with at least one uniform judgment. If he
replied to the Statement of Reasons he was given a second
Judgment at the hearing level and in some cases received a

third at the review level,

Greene Case

The final decision by the United States Supreme Court
in the case of Greene v. McElroy had much to do with the
development of the present Department of Defense Industrial
Personnel Security Program.44 William L. Greene was
employed ffon 1937 until the time of his termination in
1953 with the Engineering and Researéh Obrporation. He
began employment as a Junlor Engineer and Draftsman and
eventually became Vice President ahd General Manager at an
annual salary of $18,000.00

The Army granted Greene a CONFIDENTIAL security
clearance on 9 August 1949. He waé'also granted two TOP
SECRET security clearances, one on'9 November 1949 by the
Assistant Chief of Staff G-2, Military District of Washington,

and another on 3 February 1950 by the Air Materiel Command.

%4360 U.S. 474 (1959); Daniel 0'Connor, "The Greene
Case," Industrial Security II (July, 1958), pp. 10, 39-41,
provides additional background on the Greene case,
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The Army-Navy-Alr Force Personnel Security Board on
21 November 1951 informed the Engineering and Research
Oorporation that thelr facility clearance was in Jjeopardy
of being rescinded because of a tentative decision to revoke
Greene's security clearance., The firm was invited to
respond to the notification and did so through its President,
L. A. Wells, who stated that Greene was considered to be a
loyal and prudent American. The Army-Navy-Alr Force Per-
sonnel Security Board, howeier, informed Greene on 11 December
1951 that his security cleafance had been revoked. He was
informed of his opportunity to appear before the Industrial
Employment Review Board for & hearing and was given a letter
outlining the basis for the reiooation. This letter indicated
that he had between 1943 and 1947 attended the dinner of a
Communist front organization, visited and entertained
Rilitary representatives of the Russian Embassy and had
been closely assoclated with members of the Communist Party.
Administrative remedies. Gréene appeared for a
hearing before the Industrial Employment Review Board on
23 January 1952, He explaiﬁed that the Communist persons
with whom he was supposed to have aésociated were 1n reality
friends of his ex-wife, Jean Hinton Greene. Hq further
stated that visits to foreign embassies including the Russian
were done as part of his buéiness. Witnesses presented on

his behalf, several who were executives of the Engineering
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and Research Corporation, corroborated his reasons for
visiting the Russian Embassy. The Government on the other
hand presented no witnesses but rather based its case on the
investigative report. Greene was not given an opportunity
to confront or cross-examine persons who had made statements
of a derogatory nature about him and was not allowed access
to the investigative report. After full consideration of the
case, the Industrial Employment Review Board on 29 January
1952 reversed the decision of the Army-Navy-Alr Force
Personnel Security Board and notified Greene and his company
that he was agaln authorized to have access to classified
information. ’

The Secretary of Defense in a memorandum dated
27 March 1953 abolished the‘Army-Navy-Air Force Personnel
Securlty Board,and the Industrial Employment Review Board .7
The Industrial Personnel and Facllity Clearance Program was
not instituted until 4 May 1953.46 During this interim
period,on 17 April 1953,Secrétary of the Navy Anderson wrote
to the Engineering and Résearch Corporation informing them
that after review of the Greene case it was felt that
Greene's "continued access to Navy classified security

information /Was/ inconsistent with the best interests of

4SSupra, note 30.

46Su2ra, note 31,
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National Security."47 The corporation was requested to
exclude Greene from any part of the company where classified
projects were being handled and also to deny him access to
Navy classified information. Secretary Anderson also
informed the company that the Greene case was being passed
on to the Secretary of Defense with a recommendation that
the decision of 29 January 1952 by the Industrial Employment
Review Board be overruled. The Engineering and Research
Corporation complied with Secretary Anderson's request thus
leading to Greene's termination. Due to Greene's position
with the corporation, there was no work avallable if his
security clearance by the Navy was revoked.48

Greene had not been given a hearing prior to Secretary

of the Navy Anderson's notification of 17 April 1953 to the
Engineering and Research Corporation of his revocation of
personnel clearance. He requested a reconsideration of the
case and on 13 October 1953 received an answer from the Navy
arranging for a hearing. The Navy indicated to Greene that
his case had been forwarded to the Eastern Industrial Personnel
Security Board for consideration and a final decision.

Greene was given a hearing before the Eastern Industrial

47360 u.s. 474, 481 (1959).
48Ibid., P. 476 discusses this point.
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Personnel Security Board on 28 April 1954, The Chairman
commenced the hearing by stating:

The transcript to be made of this hearing will not
include all material in the file of the case, in that,
1t will not include reports of investigation conducted
by the Federal Bureau of Investigation or other inves-
tigative agencies which are confidential. Neither will
it contain information concerning the identity of con-
fidential informants or information which will reveal
the source of confidential evidence. The transcript
will contain only the Statement of Reasons, your answer
thereto &gd the testimony actually taken at this
hearing.

He was informed that the suspension of his security clearance
was based on substantlially the same charges as those covered
in his 1952 hearing before the Industrial Employees Review
Board. During the course of the hearing, however, it became
evident as the Board entered new subjects of inquiry that 1t
was relying on statements of confidential informants and
confidentlal investigative reports. Greene presented his
case, was cross-examined but was not gliven any opportunity
to confront or cross-examine these confidentlial statements.
Within a relatively short time after the conclusion of the
hearing the Eastern Industrial Personnel Security Board
notified Greene it had decided that granting him access to
classified information was not clearly consistent with the
interests of national seéurity. Greene requested a detailed

summary of findings sustaining the Board's determination but

491p1d., p. 486.
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was informed that security considerations prevented such a
disclosure.

On 2 February 1955, the Industrial Personnel Security
Review Regulation was instituted under the management of the
Director, Office of Industrial Personnel Security Review.2©
The new program provided for a Central Review Board so
Greene requested on 16 September 1955 a reconsideration of
his case before the Central Review Board. On 12 March 1956
the Director, Office of Industrial Personnel Security Review
wrote to Greene informing him that the decision of revocation
of his security clearance by the Eastern Industrial Personnel
Security Board had been considered by the Central Review
Board and was affirmed.

Llegal remedies. In addition to pursulng the admini-
strative remedies described above, Greene had also undertaken
legal action. After the 1954 decision of the Eastern
Industrial Personnel Security Bbard,he filed a complaint in
the United States District Court for the District of
Columbia requesting a declaration that the revocation of his
security clearance was unlawful. He also asked for an order
demanding that the Defense Department inform the Engineering
and Research Corporation that the revocation of his security

clearance was void. Greene's contention was that denying

5°Su ra, note 34,
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him access to classified information based upon statements
of confidential informants deprived him of a livelihood
without due process of law. He argued that he had been
forced out of an $18,000.00 a year job and was unable to
obtain other similar employment except as an Architectural
Draftsman at a salary of $4,400.00 per annum. Greene stipu-
lated that because of the dependence of most aircraft
industries on Department of Defense contracts and his
experience in the field of aeronautical engineering he was
barred from engaging in many phases of his chosen profession.
He argued that the Defense Department had not been authorized
by either the President or the Congress to establish an
industrial personnel security program which caused persons
to lose their employment and possibly be hindered in pur-
sulng their chosen profession based upon security clearance
decisions where they have been refused traditional safe-
guards of cross-examination and confrontation.

The Government argued that the President had auth-
orized, in general terms, the Defense Department to establish
procedures for protection of classified information. Although
nelther the President nor Congress had offered specific
authorization, they had 1n essence acquiesced to the
Department of Defense Industrial Personnel Security Pro-
gram. Therefore, 1t was felt that the delegation of admi-

nistrative authority needed to establish an industrial
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personnel security program was thereby inferred.

Decision. The Greene case through a series of appeals
reached the United States Supreme Court. The-Supreme Court
released its decision on 29 June 1959 and by a vote of eight
to one held that neither the President nor Congress had
explicitly authorized the Department of Defense to deprive
Greene of his employment in an administrative proceeding
where he was not furnished the protection of confrontation
and cross-examination. The Chief Justice in his majority
report indicated that the holding did not decide if the
President had the inherent right to establish an industrial
personnel security program, whether action by Congress was
necessary, or what the confines on Presidential or Con-
gressional authority might be. Rather, the decision only
.stated that with the nonexistence of specific authorization
from either the President or Congress the Defense Department
was not to deprive Greene "of his job in a proceeding in
which he was not afforded the safeguards of confrontation

and cross-examinationo"s1
V. EXECUTIVE ORDER 10865

As a result of the Supreme Court’s decision in the

Greene v. McElroy, President Eisenhower issued Executive

51360 U,S. 474, 508 (1959).
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Order 10805, dated 20 February 1960, entitled Safeguarding

Classified Information Within Industry.52 The scope of the

Executive Order is outlined in Section 1.(a) which provides
for the establishment of specific regulations, provisions
and safeguards for the protection of classified information
released to or within United States 1ndustry° The Executive
Order in Section 2. provides for the issuance of security
clearances "for a specific classification category only upon
& finding that it is clearly consistent with the national
interest to do so."?>

Executive Order 10865 1lists in Section 1. (a) only
five agencies: (1) Department of State, (2) Department of
Defense, (3) Atomic Energy Commission, (4) National Aero-
nautics and Space Administration, and (5) the Federal
Aviation Agency,as being authorized and responsible to
establish by regulation their own lndustrial security programs.
It does provide, however, in Section 1.(b) that any govern-

mental department or agency, including the aforementioned,

5225 Pederal Register, 1583 (1960); Timothy J. Walsh,
"An Analysis of Executive Order 10865," Industrial Security,
IV (April, 1960), pp. 4, 16-26; Robert W. Wise & Nacy Lou
Provost, "New Procedures for Industrial Security Hearings,"
Industrial Security, V (January, 1961), pp. 4, 38-48 offer
excellent perusals of Executive Order 10865.

53Infra, Chapter VI provides a discussion on this
change in the standard to one of "national interest."
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may by agreement with the Department of Defense extend the
provisions of the Department of Defense Program to their

department or agencyos4

Executive Order 10909, dated 17 January 1961,2°
amended Executive Order 10865 to furnish travel expenses for
witnesses in personnel security cases, It also provides

that department and agency heads whose organizations are
brought under the Defense Department Program are authorized
to act in the capacity of a department head as outlined in
the provisions of Executive Order 10865.

Although Executive Order 10865, as amended, delineates
procedures for use in the Federal industrial personnel
security programs its primary emphasis is on safeguards for
the individual being considered for security clearance.

Under the Executive Order a final denial or revocation may
not be reached unless the individual has been given: (1) a
Statement of Reasons, in as much detail as security con-
siderations permit, of the cause for his denial or revoca-
tion; (2) a reasonable chance to supply a sworn written
answer; (3) an opportunity, after he has supplied the sworn

written answer, to appear in person and present evidence on

54Sugra, Chapter II, pp. 26-28, covers other Federal
agencies and departments presently operating under the
Department of Defense Program.

5525 Pederal Register 508 (1961),
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his own behalf; (4) a reasonable period of time in which to

prepare for his appearance; (5) a chance to be represented

by an attorney; (6) an opportunity to cross-examine persons

either orally or by written 1nterrogator1es;56 and (7) a

written advisement regarding the final decision made by the
department head or his designee, which, 1f adverse to the

individual, outlines the findings on each allegation in the

Statement of Reasons.57

Provisions similar to those outlined above were con-

tained 1n the program under Department of Defense Directive

5220.6, dated 2 February 1955, with the exception of cross-
The Executive Order in

examination of Government witnesses.

Section 4.(a) expressly provides that the individual be
&1ven the opportunity to cross-examine those persons having
made statements considered adverse to the subject which
relate to a controverted issue; a controverted issue being
an allegation 1listed in the Statement of Reasons which has

be en specifically refuted by the subject in his response to

the Government.58
Some other considerations of the Executive Order are

5625 Federal Register 1583 (1960), Section 4,.(1)(2)
11 st s the exceptions to the right of cross-examination by
the subject. These exceptlons are covered in detail under

Sec tion VII of this chapter.

5TIpid., Section 3.

58
Supra, note 56.
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as follows: (1) Section 6. provides for the issuance of
invitations to testify by the Secretary of State, the
Administrators of the Federal Aviation Agency and the
National Aeronautics and Space Administration, and the
Secretary of Defense or the head of any agency or department
coming under the Department of Defense Program;59 (2)
Section 7. requires that all denlals or revocations of
security clearances be in terms of the "national interest"
standard rather than a decision "as to the loyalty of the
applicant concerned;" and (3) Section 9. allows the depart-
ment or agency head the right to revoke or deny access to a
specific category of classified information if provisions of
the Executive Order "cannot be invoked consistently with the
national security and such determination shall be conclusive.”

A White House statement attendant to Executive Order
10865, as promulgated on 20 February 1960, stated that
detailed regulations by each of the departments would be
provided to implement the provisions of the order. The
Department of Defense provided their implementing regulation

for administrative review in industrial personnel security

5972 Stat. 731, 792 (1958) provides the Federal
Aviation Agency with subpoena power while 68 Stat. 919,
948 (1954) gives similar authority to the Atomic Energy
Commission.

b ]
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cases in a directive issued on 28 July 1960.60

VI. ©PERSONNEL SECURITY

General.

Defense Department regulations prescribe that only
those persons who requlire access to classified information
in connection with thelr assigned duties shall be processed
for personnel security clearances. Under this program
access to a specific category of classified information is
granted or continued in effect if it is decided that such
access 1s '"clearly consistent with the national 1nterest.”61
Individuals who are granted security clearances are only
allowed access to classified information of the same or

lower level as their security clearance and only on a

6oUn1ted States Department of Defense, Industrial

Personnel Access Authorization Review Regulation - Directive
5520.3 (Washington: Office of Personnel Security Policy,

1960 Each of the military services has issued detailed
regulations for implementing the provisions of Department
Defense Directive 5220.6, dated 28 July 1960. See United

States Degartment of the Air Force, Alr Force Regulation
205-1 Access Authorization Review Tor Indusirial

Personnel and d Facilities. ZWashington. Department of the

Air Force, 14 January 1961); United States Department of the
Army, Army Regulations No. 380-14, Industrial Personnel -
Access Authorization Review, (Washington: Headquarters,
Department of the Army, 9 September 1960); and United States
Department of the Navy, OPNAV Instruction 5510.40B, Industrial
Personnel Access Authorizatlon Review Regulation. (Washing-
ton: Department of the Navy, 17 October 1960). No attempt
will be made in this study to cover these detalled depart-
mental regulations.

61

Ibid., Paragraph III A.
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"need to know" basis.62 Persons to be eligible for security
clearances must be at least sixteen years of age for
CONFIDENTIAL and eighteen years old for TOP SECRET and
SECRET. Aliens are not eligible for security clearance
unless they are immigrant aliens who have formally declared
their intention to become citizens of the Unlted States.63

Consideration for a facility clearance requires
securlity clearances for certain key personnel of the con-
tractor. These key personnel must be granted security
clearances to a level commensurate with the clearance for
the facility. Denial of security clearances to these key
pbrsonnel results in denial of the facllity clearance itself.
These employees, however, have recourse to the hearing and
appeal procedures of the Defense Department and 1f they are
subsequently granted security clearance, the organization
in turn may be granted a facility clearance.

Negotiators may be processed for security clearances
concurrent with, but not as a part of, the security clearance
for the facility. Denials of security clearances to
negotiators and to additional personnel cleared after a firm
has been granted a facility clearance in no way affect the

status of such a facllity clearance. The firm, in fact, may

62Un1ted States Department of Defense, Industrial
Security Manual for Safeguarding Classified InformatIon, op.
cit., Paragraph 3.w. explains the 'meed to know" provision.

6312&-. Paragraph 15 a.b.d.
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even continue to employ these individuals as long - as they
are effectively denied access to classified information.

All security clearances issued as part of the facility
clearance and those for negotiators who are processed con-
current with the facllity clearance action are granted by
the Government. TOP SECRET, SECRET and all levels of
securlty clearances for immigrant aliens are also issued by
the Government. Contractors, with the exception of colleges,
universities or graphic arts facilities, may grant final
security clearances through CONFIDENTIAL.

CONFIDENTIAL security clearances are based upon a
determination by the contractor that: (1) the employee's
records of employment are in order, (2) there is no known
information about the employee which would indicate that
access to classiflied information is not clearly consistent
with the national interest, and (3) the Application and
Authorization for Access to Confidential Information
(DD Form 48-2) has been properly executed. In order to
grant a CONFIDENTIAL security clearance the DD Form 48-2
must reflect that:(1) the employee is a citizen of the
United States; (2) he has never had a security clearance
suspended, denied or revoked; (3) he has never ended a prior
employment with a contractor or the Government when his
security clearance was pending, unless the security clearance

was subsequently granted by the Government; and (4) the
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answers to Questions 18a.through f. regarding membership in,
or association with, organizations on the Attorney General's
List are negative. When the determinations as listed above
cannot be made by the contractor, he is required to forward
the case to the Cognizant Security Office for consideration.64

Questions 16 and 17 on the Application and Authori-
zation for Access to Confidential Information (DD Form 48-2)
are concerned with employees who have lived in Sino-Soviet
Bloc countries or who presently have relatives or relatives
of their wives residing in Sino-Soviet Bloc countries.
These security clearance cases are consldered Hostage Cases
and are referred to Cognizant Security Office for further
disposition.65

Submission for security clearance. Applications for
securlity clearance are submitted along with necessary forms
by the contractor to the Cognizant Security Office. The
Cognizant Security Office, upon receipt, reviews all of the
necessary forms and initiates with the proper military
investigative unit the appropriate level of investigation

for the clearance 1nvolved.66

641bid., Paragraph 18.b.

65United States Department of Defense, Armed Forces
Industrial Security Regulation, op. cit., Paragraph 2-201.4
lists procedures for processing of Hostage Cases.

66The Cognizant Security Office forwards investigative
requests to their military investigative units which are for
the respective Military Departments; Army--Intelligence Corps
Command; Navy--0ffice of Naval Intelligence; and Air Force--
Office of Special Investigations.
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Investigations

The scope and extent of an investigation on an indivi-
dual aeéking security clearance varies with citizenship, the
type of organization with which he 1s employed and the
level of classified information to which he will be afforded
access, If derogatory information is developed in the course
of the inquiry, the investigation is expanded, as required,
so that sufficient information is obtained whereby a
decision on whether to grant, deny or revoke security
clearance can be made. If the industrial employee terminates
his employment for any reason‘the investigation is discon-
tinued.

Table I presents the investigative basis for the
various categories of security clearances as outlined in
Paragraph 2-203 of the Department of Defense Armed Forces
Industrial Security Regulation.

Background Investigation. A complete Background
Investigation 1s required for TOP SECRET security clearances
of United States citizens and TOP SECRET, SECRET and
CONFIDENTIAL securlty clearances for immigrant aliens.
Background Investigations are complete perusals into the
subject's integrity, reputation and loyalty to the United
States and usually cover the person's life from his

elghteenth birthday or for the last fifteen years whichever
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67
1s the lesser period.
National Agency Check. A National Agency Check
includes reviews of the dossiers of several governmental

®
68 National Agency Checks are required for Interim

agencies.
TOP SECRET, SECRET and CONFIDENTIAL security clearances
granted to United States citizens and Interim SECRET and
Interim CONFIDENTIAL security clearances granted to immigrant
allens. Interim TOP SECRET for citizens of the United States
and Interim SECRET for immigrant aliens, however, require
special authorization from the Secretary of the Contracting
Military Department or his appointed representative. Interinm
TOP SECRET security clearances are hot authorized under any

conditions for immigrant aliens.

Local Record Check. A check of Local Records is

required for issuance of an Interim SECRET or Interim

CONFIDENTIAL security clearance to United States citizens.

67Un1ted States Department of Defense, Armed Forces
Industrial Security Regulations, op. cit., Paragraph 2-208 b.
provides a description of the scope of a Background Investi-
gation; see also United States Department of the Air Force,
Alr Force Regulation No. 205-6, Personnel Investigations,
Securitx Clearance and d Access Authorization lWashington.
Department of the Air Force, 11 June 1962.), Paragraph 8.,
for a sample of the detailed areas of inquiry for a Back-
ground Investigation.

68Un1ted States Department of Defense, Armed Forces
Industrial Security Regulation, ibid., Paragraph 2- 208 a.
1ists the agencies checked under the Department of Defense
Program for completion of a National Agency Check.
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A check of Local Records includes a satisfactory review of
government forms submitted under the clearance requirements,
other similar information available in the Cognizant Military
Department files and other local records as avallable.

Other, CONFIDENTIAL security clearances which may be
granted by the contractor are based upon inspection of the
enployee; company records, completion of the Application and
Authorization for Access to Confidential Information (DD
Form 48-2), and other investigation as required by the
individual firm.59 |
Special Considerations

Interim security clearances. When emergency situa-
tions develop where crucial delays in granting of security
clearances would be inimical to the best interest of the
Government, interim security clearances may be granted.
Such clearances are based upon lesser investigative require-
ments than prescribed underbthe regulations and are granted
on a temporary basis pending fulfillment of the complete
investigation. Interim security clearances, however, may
not be issued unless a requést has been initiated for a
final investigation.70' If during the course of an investi-

gation derogatory information is developed, the interim

693upra, note 64.

7°Un1ted States Department of Defense, Armed Forces
Industrial Security Regulation, op. cit., Paragraph 2-201.
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clearance may be withdrawn pending completion of the entire

1nvestigation.71

Withdrawal of interim security clearance,
however, is not considered as denial or revocation and as
such not subject to appeal under the Administrative Review
Procedures.72
Additignal clearance requirements. Clearance
requirements for access to Restricted Data are outlined in
Paragraph 2-204 of the Armed Forces Industrial Security
Regulation. Provisions governing issuance of security
clearances for access to cryptographic information are
listed in a supplement to the Industrial Security Manual for

Safeguarding Classified Infornation.73

Speclal clearance
requirements for access to communication analysis information
are prescribed by the National Security Agency. A denial

or revocdtion of aécesa to either cryptographic or com-
nunication analysis information 1s a separate action not
appealable under Defense Department regulationz4 and outside

the scope of this report.

T 1pia,

72Un1ted States Department of Defense, Industrial
Security Manual for Safeguarding Classified Information, op.
cit., Paragraph 15.c.

73Un1ted States Department of Defense, Cryptographic

Supplement to the Industrial Security Manual (Washington:
Government Printing Office, 1961), Paragrapn 13.

74Un1ted States Department of Defense, Industrial

Security Manual for Safeguarding Classified Information, op.
cit., Paragraph EQ., 1.
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Emergency denlals, suspensions or revocations. Denials
or revocations of security clearances are made under the pro-

cedures of the Industrial Personnel Access Authorization

Review Regulation. However, certain high echelon officials
of a Mllitary Department may suspend a security clearance
previously granted in exceptional cases where the information
supplied indicates that retention of the security clearance
by the individual would "constitute an immediate threat to

the national interest."75 If significant evidence exists
indicating the possibility of espionage the emergency sus-
pension may be taken by an authorized subordinate. Such a
suspension of security clearance 1s made pending further
investigation and considerati&n under'the provisions of the

Industrial Personnel Access Authorization Review Regulation.

Application of the Oriteria X

Decisions to grant, deﬁy or revoke security clearances
are made in the light of the standard and criteria as set
forth in the Defense Department's Industrial Personnel Access
Authorization Review Regulation. To assist in making a
determination on eecurityAélearances the regulation provides

twenty-one criteria of the types of activities and assoclations

T5United States Department of Defense, Industrial

Personnel Access Authorization Review Regulation, op. cit.
Paragraph 1V.A, , ,
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which may be used in applying the standard.76 Generally
these criteria deal with types of activities which, 1if
engaged in by the subject, would create serious doubts as to
his suitabllity for security clearance. In applying these
criteria to the standard in a particular case such factors
as the following regarding the individual's conduct may be
considered: (1) its seriousness; (2) its implications;

(3) L1ts recency; (4) its motivation; (5) the degree of its
voluntary undertaking with knowledge of the circunstandes
involved; and (6) the probability of its continuing in the
future. The ultimate decision on granting, denying or
revoking security clearance, therefore, is an overall
common-sense one based upon all available pertinent

1nformation.77

Screening of Repoarts

Upon completion of an investigation, the military
investigative unit forwards the report along with any other
pertinent data to the Cognizant Security Office for screening
and an initial decision. The Cognizant Security Office may
grant the security clearance, return the case for additional
investigation or recommend denial or revocation. If the
Cognizant Security Office depides t; grant a security clear-
ance,it issues a Letter of Oonsent (DD Porm 560) to the

6
7 Ibid., Paragraph III.B.

77LQLQ., Paragraph III.C.1.
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requesting facility. If, however, a decision to grant a
security clearance cannot be made, the case 1s forwarded to
the Cognizant Mllitary Department with a recommendation that
the securlity clearance be denied or revoked.

Upon receipt of a security clearance case from the
Cognizant Security Office:*%ognizant Military Department
reviews 1t for adequacy. The Cognizant Military Department
may return it for further investigation or make a decision
to grant, deny or revoke the security clearance. If a
decision 1s made to deny or revoke the securlity clearance,
the case is forwarded along with a recommendation to the
Office of Industrial Personnel Access Authorization Review

for further consideration.
VII. ADMINISTRATIVE REVIEW PROCEDURES

The Administrative Review Procedures for the Depart-
ment of Defense are authorized in the Industrial Personnel
Access Authorization Review Regulation. This regulation
establishes uniform methods, standards and criteria for
Processing of personnel security cases to final determinations.

The Department of Defense Program is administefed by
& civilian director appointed by the Secretary of Defense,
who reports directly to the Assistant Secretary of Defense
for Manpower. It provides for a Central Screening Board

and a Central Review Board, both located in Washington, D. C.,
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and three Fleld Boards in New York, Washington, D. C. and
Los Angeles respectively. A staff of attorneys is also
included as part of the Office of Industrial Personnel
Access Authorization Review to act as Counsels for the
Defense Department. All persons appointed as board or staff
members or Directors must possess TOP SECRET security

clearances.78

Screening Board

The Central Screening Board 1s appolinted by the
Secretaries of the three Military Departments. The Board
consists of three members, military or civilian, one from
each of the Military Departments with a Chairman appointed
by the Director.79

Upon receipt of the investigative report and other
pertinent data, the Screening Board makes an initlial deter-
mination regarding the individual's security clearance. A
decision to grant or continue in effect a security clearance
is made by unanimous vote in an executive session where only

members of the Screening Board are present. In such decisions

the Screening Board notifies the Director who, in turn,

7BIbid., Faragraph II.

79Ib1d., Paragraph II.F. provides that when agency cases
are referred for consideration under the program it shall be
the appropriate Administrator's privilege to appoint one
member to the Screening Board and two members to the Central
Review Board. In such instances the Screening Board consists
of four members and the Central Review Board of five members.
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contacts the appropriate agency or activity regarding the
decision. If the Screening Board feels that further pro-
cessing of the case 18 required it may ask the Director to:
(1) request additional investigation, (2) forward a written
interrogatory to the individual, (3) arrange for an inter-
view with the person in question, or (4) set up an interview
with any person who has provided information relevant to the
case, If the decision is adverse to the individual or if
the vote to grant or continue in effecf & securlty clearance
is not unanimous, the case 1is processéd further under the
provisions of the regulation.80

| Suspension. The Screening Board may at any time
during its consideration of a case suspend an existing
security clearance. In such a case the Cognizant Military
Department, the contractor, and the individual are notified
of the determination to suspend.

The Screening Board may also decide to suspend for a
reriod of one year a previously granted securlity clearance
in a case "involving a serious and willful violation of
security regulations."81 This determination may be invoked
irrespective of a favorable decision by the Board 1if 1t

8OIbid., Paragraph 1IV.C.

81Ibid., Paragraph IV.,J.1. This provision for a one
year suspension of security clearance was instituted in a
revision to the Industrial Personnel Access Authorization
Review Regulation, dated 16 November 1963,
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believes that after consideration of the facts in the case,
such a suspension 18 required in order to safeguard classified
information. A Statement of Reasons regarding the one year
suspension 1s prepared by the Screening Board and forwarded
to the Director for transmission to the individual along
with notice of his clearance status pending a final decision.
If the individual contesté the suspension within fifteen
days after receipt of the Statement of Reasons 1t does not
take effect until a final decision has been rendered. If,
on the other hand, the subject does not contest the suspension
within the fifteen day period the Director orders it into
effect. At the expiration of the one year suspension the
individual must then reapply for reinstatement of his
security clearance.82

Notice. When the Screening Board reaches a decision
unfavorable to the individual, it prepares in as much detail
as security considerations permit, a Statement of Reasons
for the denlal or revocation. The Director upon receipt of
the Statement of Reasons from the Screening Board forwards
it along with a copy of the Industrial Personnel Access
Authorization Review Regulation to the individual in

question. The Director informs the subj)ect of the status

of his securlity clearance pending a final decislon in the

821144., Paragraph IV.J.
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casé. TOP SECRET and SECRET security clearances are auto-
matically suspended or limited to CONFIDENTIAL commensurate
with the issuance of the Statement of Reasons.e3 The
individual is also informed of the requirements for sub-
mitting & written answer to the Statement of Reasons prior
to being afforded an opportunity for a hearing. No answer
or an insufficient answer by the individual to the Statement
of Reasons results in a denial or revocation of security
clearance.

Answer. To be eligible for a hearing the individual
must file under oath or affirmation, a written reply to the
Statement of Reasons. The written answer must specifically
concede, contradict or disclaim knowledge of each and every
allegation and supporting fact enumerated in the Statement
of Reasons. A general denial of the allegations set forth
in the Statement of Reasons 18 not regarded as sufficient
and may be rejected by the Director. If the Director
declines to accept the individual's answer the case is
decided on the basis of the record.

In submitting a written answer in accordance with the
above procedures the individual may elect to request either
a hearing or a decision on the basis of the record including

his answer to the Statement of Reasons. In the latter

83Ibid., Paragraph IV.C.5.,however, provides that the
Screening Board must make a suspension or limitation decision
in cases where the security clearance had been previously
granted as a result of Board action under any industrial
personnel security review program.
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situation the Director forwards the case to the Central
Review Board for a decision while in the former he assigns
it to a Field Board for a hearing. If a hearing 1is to be
held, the individual is afforded: (1) an opportunity to
appear personally and present evidence on his own behalf,
(2) a reasonable time in which to prepare for the hearing,
(3) the right to counsel of his choice, and (4) an oppor-
tunity to cross-examine witnesseé making statements or

allegations adverse to his case.e4

Fleld Boards

There are three regional Field Boards which hear
personnel security cases. Each of the Boards consists of
three members, one from each of the Military Departments;
they may be either civilian or military employees. Each
Field Board must have el ther one civilian member and one
qualified attorney or a civilian member who is a qualified
lawyer.

The Chairman of the Field Board upon receipt of the
case from the Director designates a time and place for the
hearing. The hearing 1s designed to be an administrative
inquiry held so that: (1) the subject may appear personally
in support of his eligibility for a security clearance and

841bid., Paragraph IV.E.2.f. covers exceptions to
the right of cross-examination of witnesses.
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(2) the Defense Department may peruse the facts of the
particular case in question. In most instances the hearing
is held at the regional office of the Field Board, but it
may upon request from the subject or at the discretion of
the Chalrman convene at other locations.85 If the individual
fails to appear at the hearing without providing sufficient
Justification, the Field Board returns the case to the
Director who in turn revokes or denys the security clearance.

Conduct of hearings. The hearing is a closed one

attended only by the members of the Field Board, the indi-
vidual and his attorney or representative, the Department
Counsel and other authorized personnel of the Defense
Department. The hearing is normally convened with a reading

86 and the individual's answer

of the Statement of Reasons
thereto, followed by a general statement by the subject or
his attorney. The individual then presents his case

through the use of witnesses testifying in his behalf and by
offering documents and other data in support of his appli-

cation for security clearance.

851b1d., Paragraph II.C.1. provides that the Field
Boards may convene panels at other than the regional office
to offer more convenience to the person involved.

861bid., Paragraph IV.E.1.g. provides that the Field
Board may amend the Statement of Reasons so that it conforms
with the available information. If amendments are made the
Ssub ject 1is given additional time to answer the amendments

and to obtain and present evidence regarding the amendments.
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The hearing is conducted without limitation to the
technical rules of evidence admissibility as required in
United States courts. Any evidence, oral or documentary,
may be considered if it is relevant ind material, Upon
receipt of a notice from the individual or the Department
Counsel & ruling is made as to whether testimony is to be
taken personally, by disposition or through cross-inter-
rogatories.

Physical evidence, other than investigative reports,
may be consldered without authenticating witnesses if subject
to rebuttal, providing the'evidence was supplied by an
authorized investigative organization. Such evidence, if
classified, and if related to a controverted issue, may be
considered without the subject being afforded an opportunity
to review it, providing: (1) the department head or his
designee has made a decision that it seems to be material;
(2) the department head or his designee has determined in
view of the degree of access being considered that failure
to consider it would be of substantial harm to the national
security; and (3) the applicant is given a synopsis of the
evidence in as much detail as national security permits.87

Confrontation and cross-examination. No information

adverse to the subject on any controverted issue may be

871pb1d., Paragraph IV.E.2.
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admitted unless the information has been made available to
the subject and (1) he has raised no protest to its con-
sideration, or (2) he is given an opportunity to cross-
examine the individual providing the 1nformation.88 Cross-
examination by the individual or his attorney may be handled
orally for witnesses present at the hearing or through
cross-interrogatories for testimony taken by deposition or
interrogatories.

The right of cross-examination by the individual of
persons making adverse statements has some explicit
limitations. First,'the subjJect may not cross-examine
witnesses or statements relating to the character of persons
or organizations listed in the Statement of Reasons unless
such information relates to the subject himself.89 Second,
the individual may only cross-examine witnesses or state-
ments on controverted issues. If he has not specifically
answered in his response to the Director the allegation made
in the Statement of Reasons, he may not cross-examine elther

the person or the information regarding the specific

allegation.go

88Ibid., Paragraph IV.E.2.f.

891p1d., Paragraph IV.E.2.g.

9°Walsh, op. cit., p. 20. provides a discussion on
this point.
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Other exceptions are provided relative to the right
of cross-examination by the individual. These exceptions
include cases where the department head furnishing the
statement certifies that the individual supplying the
information 1s a confidential informant who has been utili-
zed to acquire information of an intelligence nature and
that divulgence of his identity would cause substantial
harm to the national 1nterest.91 The individual may also
be restricted from cross-examination in cases where the
Person supplying the data is unable to appear for testimony
a3 a result of (a) severe illness, death, or similar cause
or (b) because of some other reason specified by the
department head as being good and sufficient.92 If infor-
mation 1is utilized from persons falling into the category of
(a) above, the head of the department or his special designee
must determine that the individual furnishing the information
and the information itself appears to be accurate and
reliable and that failure to review it would, in view of
the access desired, be detrimental to the national security.

In all cases where denial of the right of cross-

91ynited States Department of Defense, Industrial
Pergsonnel Access Authorization Review Regulation, op. cit.,
Paragraph IV.E.2.f.(1).

92Ib1d., Paragraph IV.E.2.f.(2); see also Wise and
Prowost, op. cit., pp. 42-43 for consideration of this
limitation on the right of cross-examination.
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examination under the above procedures is involved the
subject is furnished in as much detail as security considera-
tions permit, a synmopsis of the information; appropriate
regard is given to the fact that the subject was not afforded
the opportunity for cross-examination; and & final decislon
adverse to the subject is made only by a department head
predicated upon his personal examination of the case.

If during the course of the heafing the Field Board
determines that certaln facts havk not been adequately
investigated or fully explored, it may petition the Director
to request further inquiry by the appropriate investigative
unit. The Chairman of the Field Board may also allow the
individual supplemental time in which to obtain additional
evidence or submit a brief.

A written transcript of the hearing is furnished to
the individual at his request. This transcript, however, is
perused prior to its release by the Field Board to ensure
that 1t does not contain classified information or any data
which might tend to identify either confidential investi-
gative methods or sources.93

Recommendation of the Field Board. The Field Board
after consideration of the entire record and any arguments

offered or briefs submitted makes a decision in the case.

93United States Department of Defense, Industrial
Personnel Access Authorization Review Regulation, op. clt.,
Paragraph IV.E.1.].
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After making & determination in a case, the Field Board
prepares a report containing: (1) a listing of the questions
presented, (2) a synopsis of the evidence obtained, (3)
findings of fact regarding each allegation, (4) its conclusion
pursuant to each question offered for consideration, and (5)
& recommended determination in the case. Upon completion,
the report 1s forwarded through the Director to the Central
Review Board for consideration. No copy of the Field

Board's report is made available to the subject.g4

Review Board

The Secretaries of the three Military Departments
each appoint one member, military or civilian to the Review
Board. The Board must have one member who 1s an attorney
and at least one member who is a civilian. The Director
designates one of the Board to serve as Chalrman.

The Review Board makes a final determination in all
cases except those where the decision is adverse to the
subject and he has been denied the right of cross-examination
under the above-listed provisions. In such cases when the
Reyiew Board concludes that security clearance to a specific
category of classified 1nforma£10n is not warranted, it
forwards the case through the Director to the Secretary of

Defense or the appropriate agency or department head for a

94Ibld., Paragraph IV.F,
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final decision.%?

The Review Board in reaching its final decision is
empowered to accept or reverse the recommendation or modify
the finding and conclusions of the Fleld Board. It may
return the case through the Director to the Field Board for
further testimony or other proceedings or may request
supplemental investigation.

A final decision by the Review Board is reached by
majority vote and if not unanimous, a minority opinion is
filed. The majority opinion includes a finding on the
various facts, an analysis of the evidence presented and a
presentation of the basis for the decision.

The Review Board is required to execute certain
procedural actions prior to making a final determination in
& personnel security case. TFirst, if the Review Board makes
a tentative decision which is adverse to the individual it
forwards, through the Director, to the individual a notice
of this determination. This notice enumerates the proposed
findings for or against the individual with regard to eacﬂ
of the allegations listed in the Statement of Reasons. The
individual is given an opportunity to appear personally or
file a written brief about the tentative decision. If, on

the other hand, the Review Board's tentative determination

951bid., Paragraph IV. H.
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is favorable to the individual the Board forwards, through
the Director, notice of the decision to the Department
Counsel. The notice outlines the Board's proposed findings
for or against the individual regarding each of the allega-
tions listed in the Statement of Reasons. The Department
Counsel is then given an opportunity to file a written brief
or appear personally before the Board.

When either the individual or the Department Counsel,
as appropriate under the provisions listed above, 1s to
appear personally or file a written brief, the other party
shall also be entitled to do likewise. The opportunity to
file written briefs or to appear personally before the Review
Board 1s permitted so that the individual or the Department
Counsel, as appropriate, may offer theilr positions in the
case., Arguments are allowable,but the entire proceeding is
based exclusively upon the record of the case made at the
hearing before the Field Board. No witnesses are called or

testimony taken.96

Final Decisions

A final determination reached by either the Review
Board or the agency or department head is announced by the
Director. If the decision is favorable to the individual

he is advised only of the determination reached. When the

961v14., Paragraph IV.G.
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decision 1s adverse to the subject, however, he is informed
of the determination reached and also the conclusions, for
or against him, regarding each allegation listed in the

Statement of Reasons.97

Reconsideration of Cases

Cases where the individual has falled to answer a
Statement of Reasons and thus had his security clearance
denied or revoked may be reconsidered by the Screening
Board. Reconsideration by the Screening Board requires a
request from the Director or the individual after a
decision by the Screening Board that such a reevaluation
of the case is justified because of newly discovered
evidence or for some other good reason.

Cases may be reconsidered by the Review Board at its
own discretion or at the request of the subject, if they
determine that newly discussed evidence or some other good
reason Justifies such a reconsideration. They may also
reconsider cases where the Secretary of Defense, the
Director, the Secretary of one of the Military Departments
or an appropriate department or agency head requests it,98
A Defense Department agency or activity which acquires

new derogatory data on an individual may cause a case to be

97;2;Q., Paragraph IV.H.
QBLQLQ., Paragraph IV.H.3.
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reconsidered. Cases are forwarded to the Director for
reconsidergtion after the agency or activity has reviewed
the complete record of any prior proceedings and determined
that revocation of the security clearance is justified

because of this new additional derogatory data.99

VIII. CONCLUSION

The Industrial Personnel Security Program of the
Defense Department affects more industrial employees than
any other program. It is designed to safeguard classified
information releasedto industry by ensuring that only trust-
worthy and suitable individuals are allowed access to our
national secrets.

The present Department of Defense Industrial Personnel
Security Program has become quite sophisticated 1n comparison
to the program utilized during the early 1940's. During the
early World War II years questionable industrial employees
were removed from their employment without explanation or
the possibility of recourse.

The completion of World War II saw the establishment
of the requirement for written consent by the Government for
granting of access to TOP SECRET and SECRET classified

information. The first standard required that issuance of

99.1_10.19.- , Paragraph V.B.2.
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securlity clearance be made only if it were not "inimical to
the interests of the United States."” By the late 1940's the
Military Departments had established an Army-Navy-Air Force
Personnel Security Board to consider security clearance cases
with an Industrial Employees Review Board acting as an
appellate agency.

The first extensive Industrial Personnel Security
Program under the Department of Defense was established in
May 1953 under the Industrial Personnel and Facility Clearance
Program. This consisted of three Reglonal Boards,each with
& Hearing and Appeal Division. Under this program security
clearance was denied or revoked if granting of clearance was
not "clearly consistent with the interests of national
security."”

A more centralized system for personnel security was
created under the Industrlial Personnel Security Review
Program established in 1955. It provided for a Central
Screening Board, Regional Hearing Boards and a Central
Review Board. This organizational structure is presently
utilized under the Department of Defense Progranm.

Confrontation and cross-examination of persons or
statements adverse to the subject were not required until
after the Greene case decision in 1959. The issuance of
Executive Order 10865, as amended, changed the standard so
that security clearances are presently issued when it is

"clearly consistent with the national interest."



CHAPTER IV
ATOMIC ENERGY PROGRAM

On 6 August 1945 an American bomber dropped an atomic
bomb on the Japanese city of Hiroshima. The physical impact
of the bomb was felt by the people of Japan, but its other
repercussions echoed throughout the rest of the world.
Indeed, this event began a new historical era, an era that
bears the label of "The Atomic Age."

Secrecy was a characteristic of the development of
the Atomic Energy Program from its inception. Not until
that fateful day of 6 August 1945 did the American public
realize that an Atomic Energy Program had been carried out
by a top secret organization of the Government. Even after
Hiroshima and throughout the completion of World War II, the
Program remalned cloaked in secrecy. Since then, the field
of Atomic Energy has continued to have security controls
although they have become much less stringent in recent years.

Security in the Atomic Energy Program has been
basically divided into three interdependent areas: (1)
physical security, (2) personnel security, and (3) document
and information control. Personnel security has been con-
cerned with the determination of eligibility for security
clearance of employees of the Atomic Energy Commission and

its contractors, licensees and access permittees where
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actual or possible access to Restricted Data is involved.
This chapter will present the historical development of
personnel security under the Atomic Energy Program and its

present mode of operation.

I. EARLY HISTORY OF THE PROGRAM

January 1939 saw the announcement of the hypothesis
of fission and its experimental confirmation. In March of
the same year, a conference was held with the Navy Depart-
ment to discuss the possible military use of the large
amounts of energy released in the process of fission. The
Navy Department expressed an interest in the discovery, but
it was not until October of 1939 that the Government actually
became involved.'

On 11 October 1939 President Franklin D. Roosevelt
was visited by Dr. Alexander Sachs, a well-known economist.
Sachs, supported with a correspondence from Albert Einstein,
informed the President that Germany had made substantial
advancement in the process of fission and could possibly
produce an atomic bomb in the near future. Shortly after

his meeting with Dr. Sachs the President appointed an

Advisory Committee on Uranium, composed of top military and

'Henry D. Smyth, Atomic Energy for Military Purposes
(Princeton: Princeton University Press, 1945), Dpp. 45-47.
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scientific personnel, to study the problem. In June 1940
the National Defense Research Committee was established to
obtain scientific assistance for military problems concerning
Atomic Energy,and the Uranium Committee was reconstituted
under 1t.2 The Uranium Committee remained as a subdivision
of this Research Committee until November 1941 when it was
transferred to the Office of Scientific Research and
Development. Here it remained until a reorganization of the

Atomic Energy Program vegan in the early months of 194203

Military Control

A gradual transfer of work from the Office of
Scientific Research and Development to an administrative
unit established by the War Department, called the Manhattan
Engineering District, began in early 1942. By the summer of
1942, the Army Corps of Engineers under the Manhattan
Engineering District was assigned control of the procurement
and engineering functions of the Atomic Energy Program. As
the industrial effort got under way, the military began
rlaying an increasingly important role. The era of complete
military control commenced in May 1943 with the transfer of

all research and development contracts to the Manhattan

Engineering District.4
2Ibid., pp. 47-49. 3Ivid., pp. 75-79.

41pid., p. 86.
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All work on the Atomic Energy Program during the war
was secret, The detalls of the two billion dollar under-
taking were known only to a handful of scientists, the
military leaders of the Manhattan Engineering District and
the top echelons of the Government. Rigid security regula-
tions were imposed for the protgction of the project. The
wartime work on thé Atomlic Energy Program was a military
monopoly, but the actual work was primarily carried out by
industrial contractors and universities. Thils industrial
participation was a feature which remalns as an intricate

part of the Atomic Energy Program.

Personnel security under the military. The Atomilc
Energy Program under the Manhattan Engineering District was
divided into administrative units or areas. Each area was
assigned a Security Officer who was fully responsible for
securlity clearances of all persons connected with the program
In that area. All persons associated with the program, even
though working in unclassified positions, were 1nvestigated.5
Those having access to TOP SECRET or SECRET information were
extensively investigated by the Army's Military Intelligence.

The Area Security Officer was responsible for reviewing the

SUnited States Congress, Joint Committee on Atomic
Energy, Investigations into the United States Atomic Energy
Project, Part 23, 81st Congress, 1st Session (Washington:
Government Printing Office, 1949), p. 977, outlines the
Investigative basis for persons associlated with the program.
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investigative reports and clearing those persons whose reports
were evaluated as not containing sufficient derogatory infor-
mation to establish a question as to the individual's
eligibility for security clearance. Cases where the reported
derogatory information was of a criminal nature were disposed
of administratively by the Area Security Officer. If, how-
ever, he encountered a case of a loyalty nature or one which
required an evaluation of the derogatory data in relation to
the individual's value to the program, the éase was referred
to the Chief of Security and Intelligence Division at Oak
Ridge, Tennessee. Final disposition of the case was then
made by the Chief of Security and Intelligence Division or
by succeeding higher commands, depending upon the circum-
stances.6

Denials of securlity clearances were handled in varying
methods by the military. The individual either had his
employment terminated for administrative reasons or was
transferred to a less sensitive job. The denial of security
clearance was not made public and no administrative review
was given to the affected person. The urgent and highly
secret nature of the Atomic Energy Program required swift
action. Cases were abruptly dealt ﬁith whefe the indivi-

dual's dependability was a matter of questidn. However,

61b1d.
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because talent for conducting atomic research was both
needed and limited, many persons were cleared by the military
a8 calculated risks. Investigations were continued and, in
some instances, surveillance maintained on these questionable

individuals.7
II. ATOMIC ENERGY ACT OF 1946

The successful culmination of the war effort led to
many problems with the Atomlc Energy Program. The War De-
partment complained that the program was drifting without
specific leglislation and becoming stagnated,8 Congress,
realizing the need for legislation in the field, responded
by enacting the Atomic Energy Act of 1946,9

The basic objective of the statute was outlined in
Section 1.(a) which declared the policy of the United States
to be:

subject at all times to the paramount objective of
assuring the common defense and security, the develop-
ment and utilization of atomic energy shall, so far as
practicable, be directed toward improving the public
welfare, increasing the standard of living, strength-

ening free competition in private enterprise, and
promoting world peace.

T1bid.

8Commission on Government Se(ecurity9 Report of the
Commission on Government Securit Washington: Government
p. 189

Printing Office, 1957),
960 stat. 755 (1946).
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The act in Section 2. provided for & civilian Atomic Energy
Commission headed by five full time commissioners with a
General Manager to administer the daily operations of the
program. The Commissioners, all United States citizens, were
appointed by the President with the advise and consent of
the Senate. The General Manager, in turn, was appointed by
the Commission and served subject to its discretion.

The statute gave the Commission the responsibility
for the protection of a special category of classified infor-
mation labeled "Restricted Data."!©

The Commission was directed in the Act of 1946 to
establish a license system for regulation of fissionable or

source natorials.“

Employees of licensees as well as
employees of contractors were required to obtain security
clearances prior to being afforded access to Restricted Data.
Por the sake of brevity the term "contractor" shall herein-
after be used to designate licensees of the Commission as
well as Atomic Energy Commission contractors.

Congress prescribed in the Act of 1946 stringent
regulations for dealing with personnel employed under the

Atomic Energy Program. It —concluded that security clearance

for personnel could not be left to the discretion of the

101p1d., Section 10.(b)(1).
1171p1d., Sections 4.(e), 5.(b)(3), 7.
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agency as customarily was the case. The statute required
contractors to agree in writing not to allow any persons
access to Restricted Data until the Federal Bureau of Inves-
tigation had completed an investigation as to their
character, associations and loyalty and the Commission had
determined that such access would not "endanger the common
defense and security.”‘2 Employees of the Atomic Energy
Commission were subject to similar provisions, but the
Commission was allowed to authorize in emergency situations
employment prior to completion of the required 1nvestigationsa13
Persons carried over from the Manhattan Engineering District
were required to be reinvestigated and their cases re-
évaluated. These former Manhattan Engineering District
émployees were granted interim security clearances pending
an investigation by the Federal Bureau of Investigation and
a determination of their eligibility by the Commission.14

The Atomic Energy Act of 1946 provided for the
transfer of the Atomic Energy Program from the military to
the civilian Atomic Energy Commission in the Executive
Branch. The transfer of the program to the Atomic Energy
Commission was completed at midnight on 31 December 1946

'121p1d4., Section 10.(b)(5)(B)(1).
131pv1d., Section 10.(b)(5)(B)(11).
141p1d., Section 10.(b)(5)(B)(111).
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with the Commission receiving full control of the Atomic

Energy Program.15

Personnel Security

The Commission maintained in full force the security
policies and procedures which had been utilized under the
Manhattan Engineering District Security Manual, dated 26
November 1946.16 However, 1t met promptly with the Federal
Bureau of Investigation and the Attorney General to develop
new procedures for personnel investigations and security
violations.17

The Commission's program for personnel security
applied to both employees of the Atomic Energy Commission and
1ts contractors. The effect of security clearance, however,
varied between the two groups. Denial of security clearance
to an employee of the Atomic Energy Commission was a denial
of employment while a similar denial to an employee of a
contractor was merely a denial of access to Restricted Data.
Thus, if an employer could locate work which did not require

access to Restricted Data, the employee could be retained.

15Executive Order 9816, 31 December 1946, 12 Ffederal
Register 37 (1946). S

16Uni.ted States Congress, Joint Committee on Atomic
Energy, op. cit., p. 976.

1Tunited States Atomic Energy Commission, First Semi-
annual Report (Washington: Government Printing Office, 1947),
P.
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Personnel Clearance lLetter. On 14 February 1947, the
General Manager released a letter, entitled, "Personnel
Clearancey revoking the security program carried over from
the Manhattan Engineering District with respect to personnel
securlty. Under the letter new policies and procedures for
security clearance of personnel were established, an Acting
Director of Security appointed and a Personnel Security
Section organized,18 Under this procedure all Personnel
Security Questionnalres were forwarded from the Field
Operating Security Offices through the Commission‘s Per-
sonnel Security Section to the Federal Bureau of Investi-
gation for an investigation. All persons who were employed
under the Atomic Energy Program were subject to investiga-
tions. Contractor personnel who were employed on the
construction of fissionable material plants and other secret
installations all received minimum personnel investigations
which included checks of the Federal Bureau of Investigation
central flles. Other persons working under the program who
required access to Restricted Data were subject to Full
Field Investigations.

Investigative reports were forwarded to the Personnel

Security Section where they were reviewed for completeness

. 18Un1ted States Congress, Joint Committee on Atomic
Energy, op. cit., p. 978.
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and content. If no derogatory information was found, the
person was granted a clearance by the Acting Director of
Security. Cases which contained derogatory information were
glven a second reading andy 1f the derogatory data was
evaluated as belng of a non-substantial nature; the clearance
was granted. In these latter cases the attention of the
Fileld Office was invited to the derogatory information.

Such cases were designated as "invite cases."” In cases
where the reported information was of a substantially
derogatory nature, the case was held pending further investi-
gation or a decision by the General Manager or, in rare cases,
the Commission itself. The General Hénager, after review of
the case, had the authority to take one of the following
actions:

(1) Authorize the granting of clearance on an "invite"
basis.

(2) Authorize the denial of security clearance.

(3 Cancellation of consideration for employment where
the individual was an applicant for employment with
the Atomic Energy Project.

(4) Refer the case to the Commission for review and
concurrence or disagreement with the recommendation
for denial of clearance,

(5) Appoint an "ad hoc" Board to consider the case and
make recommendations to the General Manager regarding
a final securlty determ%gation. (This practice was
initiated in May 1947.)

As stated above, the practice of using an "ad hoc"

Review Board was first utilized in May 1947. 1In July 1947

191bid., pp. 978-979.
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the Commission adopted a recommendation creating an official
Péraonnel Security Review Board.20 This Board, composed of
five prominent citizens, made advisory recommendations
regarding the appropriate disposition of questions relative
to personnel security clearances. It also prepared general
suggestions regarding the development of standards and
criteria for ad judication of personnel‘security problems.21
In the summer of 1948, the initial members of the Personnel
Security Review Board tendered their resignations, and it
ceased to function in September of that year. The need for
such a Board on a full time baslis, however, sobn became
apparent, and on 10 March 1949 the Commission announced
the appointment of a Permanent Personnel Security Review

Board.aa-

General Manager Bulletin. On 15 April 1948 the General
Manager issued bulletin number GM-80 which provided for
decentralization of the Personnel Security Program of the

Atomic Energy Oonmission.23 A 1ist of nine interim criteria,

20Ipid., p. 980.

21United States Atomic Energy Commission, Fourth Semi-
annual Report (Washington: Government Printing Office, 1948),
p. 51.

22yalter Gelhorn, Security, Loyalty, and Science,
(Ithaca: Cornell University Press, 1950), p. 85.

23United States Congress, Joint Committee on Atomic
Energy, op. cit., 948. See also pp. 949-950 for detailed
procedures on processing of personnel security clearances
under GM-80.
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to assist in evaluating if reported information was sub-
stantlally derogatory was enclosed as an attachment to
GM--BO.24 Under this new procedure the responsibility for
screening of personnel security cases was delegated to the
various local Managers of Operations. They were given the
authority to grant security clearances in those cases
evaluated as not containing substantially derogatory infor-
mation. The authority to deny or revoke personnel security

clearances was, however, retained by the General Manager.

Interim Procedure for Administrative Review. On
15 April 1948 an Interim Procedure was adopted for admini-
strative review of security cases where the employee's
clearance eligibility was in doubt.2> This Interim Procedure
applied to employees of the Atomic Energy Commission and to
employees of contractors subject to security clearance under
the Atomic Energy Act of 1946. The right to request a
hearing was made avallable only to those persons already
under the program. It was not until 19 September 1950 that
this opportunity was extended to applicants for employment
with the Commission and/or with Atomic Energy Commission

contractors where access to Restricted Data was required.

24Ibid., P. 949 provides a 1list of the criteria.

2515 Pederal Reglister 6241 (1950). See also the
United States Atomic ergy Commission, Fourth Semiannual
Report, op. cit., p. 52. for discussion on this procedure.
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Prior to 19 September 1950 an applicant for employment with
the Commission or an applicant for clearance with the con-
tractor had his security clearance determination made on the
basis of the investigative report with no appeal possible
from a denial.26

The Interim Procedure enacted 15 April 1948 was

utilized in cases when new and substantially derogatory data
was discovered. In some cases the employee was suspended
from access pending a final decision. In most cases, however,
the individual was afforded the opportunity for administrative
review prior to a determination to revoke security clearance.
Under this procedure an individual whose security clearance
was in doubt was notified in as much detail as possible as
to the reason for the question regarding his eligibility
for clearance. He was given the opportunity to answer in
writing all questions concerning his eligibllity for
security clearance and to appear before a local Personnel
Security Board for a hearing where he was able to have benefit
of counsel and could present evidence on his own behalf
personally or through witnesses. The local Personnel Security

Board after sifting all the available evidence then made a

recommendation to the local Manager of Operations as to

26ynited States Atomic Energy Commission, Ninth Semi-
annual Report (Washington: Government Printing Office, 1951),
p. 35.
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whether security clearance should be issued. The Local
Manager, in turn, reviewed the case and made a recommendation
to the General Manager. If the recommendation was adverse
to the subject, he was given an opportunity to appeal the
case to the Personnel Security Review Board in Washington,

D, C. The General Manager at his own discretion could also,
with notice to the subject, submit cases to the Personnel
Security Review Board. After consideration of the case the
Review Board made a recommendation to the General Manager

who was responsible for making the final decision.

Informal Interview. Another development in the
Commission's Personnel Security Program during its early
years was the procedure for informal interview. This pro-
cedure was first used in May 1947 by the "ad hoc" Review
Board and later continued under the program. The Commission
used the informal interview if 1t felt that some derogatory
implications in the investigative report might be counter-
acted or explained by verifiable extenuating information.

It could also use this procedure when it was felt that
further information might be gained which would warrant or
permit more extensive investigation. The procedure was not
employed, however, in a case where prima-facie evidence
falling within the purview of the criteria clearly indicated
that an informal interview would not resolve the gquestion

raised by the derogatory information.



110

Under the informal interview procedure an individual
whose security clearance was in question could informally
discuss various aspects of the investigative report with a
representative of an Atomic Energy Commission Security
Office. Upon completion of the informal interview the
Security Office notified the Local Manager who: (1) granted
the security clearance, (2) requested additional investiga-
tion, or (3) recommended that formal hearing procedures be
1nstituted.27

New procedures. During 1948 the Commission analyzed
and codified the results of its experience gained in handling
of personnel securlty cases. Criteria to assist in deter-
mining eligibility for security clearance were promulgated
on 5 January 1949 in a regulation entitled "AEC Personnel
Security Clearance Criteria for Determining Eligibilityo"28

In September, 1950 the Commission published detailed

procedures for processing of personnel security cases,29

2Tynited States Atomic Energy Commission, Fourteenth
Semiannual Report (Washington: Government Printing Office,
1953), pp. 69-70; see also United States Congress, Joint
Committee on Atomic Energy, op. cit., p. 983 for a detailed
description of the informal interview procedure.

2814 Federal Register 42 (1949); see also United
States Energy Commission, Fifth Semiannual Report (Washing-
ton: Government Printing Office, 1949), pp. 121-122 for
discussion on these criteria,

2915 Federal Register 6241 (1950); see also United
States Atomic Energy Commission, Ninth Semiannual Report,
220 Cit., ppo 108"1140
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The procedures expanded the coverage of the regulations to
applicants for employment with the Commission as well as
applicants for employment with Atomic Energy Commission
contractors. Concurrent with the issuance of these regu-
lations the Commission issued revised criteria to assist in
the evaluation of personnel security cases.3o

The requirement of having all investigations con-
ducted by the Federal Bureau of Investigation was found to
be both time consuming and unnecessary. Therefore, in 1952
the Civil Service Commission was given the authority to
conduct certain investigations of personnel seeking security

clearances under the Atomic Energy Commission Program.31

Committees

The Atomic Energy Aét of 1946 had created three
committees which were to operate in conjunction with the
Commission. First was the Joint Committee on Atomic Energy
composed of members of Gongress.32 The relationship of the
Commission and the Joint Committee for the first few years

was scarcely one of harmony. The discord reached its

30United States Atomic Energy Commission, Ninth
Semiannual Report, ibid., pp. 120-123 provides a Iist of
the criteria.

3166 stat. 43 (1952).

3260 stat. 755, 772-773 (1946).
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greatest peak in 1949 when the Joint Committee began a full
scale investigation into the Atomic Energy Program. The
Personnel Security Program of the Atomic Energy Commission
was particularly scrutinized by the Joint Committee. The
Committee specifically disagreed with the Commission's
rolicy of granting emergency security clearances to certain
individuals before a Full Field Investigation by the Federal
Bureau of Investigation.33 Although the members of the
Joint Committee were not in agreement with the Commission's
use of this procedure, subsequent reports revealed that only
an extremely small percentage of emergency security clear-
ances were later revoked.34

The second committee created by the Atomic Energy
Act of 1946 was the Military Liaison Committee.35 This
committee was designed to coordinate the activities of the
Commission and the National Military Establishment with
regard to military uses of atomic energy. Coordination was
maintained to see that the activities of the Commission

were 1n agreement with the interests of national security.

331bid., Section 10.(b)(5)(B)(11) provided for granting
of emergency clearances by the Commission.

34United States Congress, Joint Committee on Atomic
Energy, _Bo Cit., ppo 104-1 050

3SSupra, note 32 at Section 2.(c).
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The General Advisory Committee, composed of prominent

individuals in the field of science was the third committee
established by the 1946 Atomic Energy Act.36 This committee
was developed to provide the Commission with technical
consultation on sclentific matters relative to various
production, and research and development activities. Neither
the Military Liaison Committeenor the General Advisory
Committee played an important role in the Personnel Security

Program of the Commission.

Personnel Security Through 1953

The Atomic Energy Commission's Personnel Security
Program had by 1953 developed to a considerable degree,
Procedures for processing of personnel security cases had
been formulated and issued. Criterlia with which to apply
the standard were developed and promulgated. The opportunity
for administrative review had been extended to applicants
for employment with Atomic Energy Commission contractors
and to applicants for employment with the Commission.

Generally speaking, by 1953 the assets of the Atomic
Energy Commission's Personnel Security Program far outweighed
the liabilities. The problem of confrontation of witnesses
was possibly the Commission's biggest liability. Tﬁe

36Supra, note 32 at Section 2.(b); see also United
States Congress, Joint Committee on Atomic Energy, op. cit.,
PP. 279-315 for a general discussion on this committee.
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individual whose security clearance was in question did not
have an opportunity to confront and cross-examine persons
supplying information to the Government 1f these individuals
were designated as "confidential informants" by the Federal
Bureau of Investigation. Another problem was the all-
inclusive designation of the term "Restricted Data." 1Its
broad definition required an undue number of employees to
obtaln security clearances. The requirement of a Full Field
Investigation for all persons having access to Restricted
Data also resulted in added expense and delays. However,
considering the development of personnel security under the
Atomic Energy Program from 1ts inception until 1953, one

finds that it was one of orderly evolution.
IV. ATOMIC ENERGY ACT OF 1954

On 30 August 1954 the Atomic Energy Act of 1946 was
superseded by a new Atomic Energy Act.37 This new act con-
tinued in force all provisions of the 1946 Act which were not
inconsistent with the policies of the Act of 1954.0°0 This

3768 stat. 919 (1954).
38United States Atomic Energy Commission, Seventeenth
Semiannual Report (Washington: Government Printing Office,
1955), p. 104; see also United States Congress, Atomic
Energy Legislation through 86th Congress, 1st Session (Wash-
ington: Government Printing Office, 1960) pp. 168-174 for
cross reference charts comparing the Atomic Energy Act of
1946 with the Atomic Energy Act of 1954,
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Act of 1954, as amended, is the statutory base for the
present Atomic Energy Commission Program. The Act of 1954
created a new type of security clearance. An "L" clearance
was created for contractor employees and others who did not
require access to Restricted Data classified higher than
CONFIDENTIAL. The requirement of "Q" clearances for all
employees of the Commission and other persons requiring
access to SECRET and TOP SECRET Restricted Data was continued
under the new act.39

The 1954 Atomic Energy Act attempted to modify some
of the secrecy restrictions of the 1946 act so as to allow
a greater amount of industrial participation. An Access
Permit program was instituted to encourage civilian uses for
atomic energy.40 Individuals or organizations with a
potential need or use for Restricted Data in the development
of atomic energy for their business, trade or profession may
be issued an Access Permit. The Access Permit is not a
security clearance and does not authorize any person to have
access to Restricted Data. Persons desiring to obtain
Restricted Data must possess either an "L" or a "Q" security

clearance., Access to TOP SECRET Restricted Data, or

3950mn G. Polfrey, "The AEC Security Program Past and
Present,” Bulletin of the Atomic Scientists, XI (April, 1955),
PP. 106-109, 130 provides a comparison of the 1946 and 1954
acts.

4010 C.F.R. 25 (1963) provides procedures and standards
for issuance of Access Permits.
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information regarding the manufacture, design or use of
atomic weapons is not available under the Access Permit
Program. For this study the term contractor will include

access permittees and thelr employees.

Investigations
Section 145 (f) of the Atomic Energy Act of 1954

authorizes the Commission to estgblish specifications and
standards as to the scope and extent of security investiga-
tions. A National Agency Check is required for all "L"
clearances except those of alliens. A Full Field Investi-
gation, which is a complete perusal into the background of
the individual through personal contacts by investigative
agents, is required for all "Q" clearances and both "L" and
"Q" clearances for aliens. Investigations for security
clearances are based upon the location and the type of work
being done by the individual as well as the sensitivity of
the Restricted Data to which the person will have access.
They are designed to obtain information on the individual's
general sultability, rellablility and loyalty.

Section 145 (a) of the Atomic Energy Act of 1954
requires that the Civil Service Commission or the Federal
Bureau of Investigation make an investigation and report to
the Atomic Energy Commission regarding the character, asso-
clations and loyalty of any person desiring access to

Restricted Data. No individual is allowed access until the



17

Commission has determined on the basis of the investigation
that such access will not "endanger the common defense and
security."41

The initial investigations under the Atomic Energy
Program are made by the Civil Service Commission. If
derogatory information is developed during a National Agency
Check a Full Field Investigation is commenced if requested
by the Commission. The Civil Service Commission completes
all investigations except when developed derogatory infor-
mation raises a doubt as to the loyalty of the individual,
in which case it is referred to the Federal Bureau of
Investigation for the Full Field Investigation.'?

The Federal Bureau of Investigation makes investiga-
tions of varlous groups requiring access to Restricted Data
if the President deems it to be in the national interest.43
It also conducts 1investigations of specific positions which
are certified by a majority of the Commission as being of a

"high degree of importance or sensitivity,"44

4168 stat. 919, 42 U.S.C.A. 2011 (1964), Section 145
(b) provides the exception to this rule. It states that the
Commission or General Manager may permit access to Restricted
Data prior to an investigation if they determine that such
action is "clearly consistent with the national interest."”
Section 143 outlines procedures for permitting access to
Restricted Data to Department of Defense personnel.

42Ibid., Section 145 (c).

431p1d., Section 145 (d).
441014., Sectlon 145 (e).



118

Reports of investigations. Upon completion of the

required investigation, the investigative reports of the
Civil Service Commission and/or the Federal Bureau of Investi-
gation are forwarded to the Division of Security in Washington
for recording. They are then transmitted to the appropriate

Operations or Area Offices for consideration.

Screening
The local Manager of Operétions has the responsibility

for screening of investigative reports to ascertain whether
security clearance can be granted on the basis of the report
or whether further administrative action is necessary. 1In
actual practice the Manager of Operations has delegated the
responsibllity for the initial review of investigative
reports to the local Security Office.

The local Manager of Operations may immediately grant
security clearance in cases which include no derogatory
information and in cases containing non-substantially
derogatory information following a second reading. Cases
evaluated as containing substantially derogatory information
are referred to the Director, Division of Security in
Washington, D. O, The local Manager is also required to
refer all cases to the Director, Division of Security where
granting of a security clearance would conflict with a prior
denial of a security clearance by another Governmental

agency. The Director, Division of Security, after reviewing



119
the report may: (1) authorize the granting of security
clearance on the basis of the existing record, (2) request
supplemental investigation, (3) authorize the Manager of
Operations to conduct an informal interview, or (4) authorize
the initiation of Administrative Review procedures,AS

Application of the criteria. The criteria used to

apply the standard in personnel securlty cases have grown
out of experience gained in evaluating various cases. The
major sets of categories of derogatory information to be
used as guldes in the determination of eligibility for
security clearance were first published as of 5 January
1949.46 These criteria have been revised from time tﬁ time
as experience and circumstances warranted.

The criteria describe types of conduct which if
engaged in by persons being considered for security clearance
would create serious questions regarding their loyalty or
sultability. They are suggestive rather than decisional
and are designed to provide gulidance for officlials evaluating
personnel security cases. The enumerated criteria are by no
means all inclusive, and the Commission is not precluded for
considering information as derogatory in cases even though

it does not agree with or is outside the scope of the

4510 0.F.R. 10.10(c) (1963).

46Supra, note 28,
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1isted criteria.*7

The criteria are divided into two main categories.
Category (A) includes those types of derogatory information
which create a presumption of security risk. If there are
grounds sufficient to create a reasonable belief as to the
veraclty of one or more of the items listed under Category
(A), they can be the basis for a recommendation of denial or
revocation of security clearance. Category (B) is composed
of types of derogatory information where the extent of the
activities, the time period when the activities occurred,
the time elapsed since the activities took place and the
attitudes of the individual are considered prior to a

determination of presumption of security risk.48

Revisions To Regulations

In mid-1956 the Commission issued a new procedure
for handling of personnel security cases.49 The criteria
used in determining eligibility for security clearance and
the Administrative Review Procedures were incorporated into
one regulation. This new regulation which applied to
employees of the Atomic Energy Commission as well as 1ts

contractors was the first published after the issuance of

4T40 c.F.R. 10.10(b) (1963).

4BIbid., Section 10.10(d).

4910 C.F.R. 4 (1956).
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Executive Order 10450, dated 27 April 1953,50 for Federal
employees.

In 1960 the Atomic Energy Commission for the first
time established an entirely separate Industrial Personnel
Security Program.51 The exlsting regulation52 was amended
so that it was applicable only to employees, consultants and
applicants for employment with the Atomic Energy Commission.
The new procedure entitled,”Criteria and Procedures for
Determining Eligibility for Access to Restricted Data or
Defense Information within Industry,’ was created to meet the
requirements of Executive Order 10865, dated 20 February 1960.53
In May, 1962 the Commission again reverted to one Personnel
Security Program for Atomic Energy Commission employees and
industrial personnel.54 This amendment established the
current regulations for use under the Personnel Securilty

Program of the Atomic Energy Commission.>>
V. ADMINISTRATIVE REVIEW PROCEDURES

General

The Atomic Energy Commission's Administrative Review

5018 Federal Register 2489 (1953).
5140 C.F.R. 10 (1960).

stupra, note 49,

5325 Federal Register 1583 (1960).

5427 Federal Register 4325 (1962).

55

10 C.F.R. 10 (1963).
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Procedures provide methods for administrative hearings and
reviews under the Personnel Security Program. These pro-
cedures are utilized when it has been determined that the
question or questions regarding the person's eligibility for
security clearance cannot be favorably resolved by informal
interview or supplemental investigation.

Suspension. If derogatory information 1s developed
on an individual who possesses a current security clearance,
the local Manager of Operations, after reviewlng the
investigative report, is required to forward hlis recommen-
dation regarding suspension of security clearance through
the Director, Division of Security to the General Manager.
In making the recommendation, the local Manager has to con-
sider such factors as: (1) the extent and degree of
seriousness of the derogatory information; (2) the possibi-
1ity of access to classified information by the subject; and
(3) the person's opportunity by reason of his job to commit
acts which may have an adverse effect on the national
security. After receipt of the local Manager's recommendation,
the General Manager makes a determination on suspension of
the individual's security clearance during the hearing and
review p’roceedings.56

Notice. The first procedural step in the Administra-

tive Revliew Procedures is a letter 1including a Statement of

5610 c.P.R. 10.21 (1963).
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Charges to the person involved, presenting, in as much
detail as security considerations permit, the reliable
information which has created a substantial doudbt regarding
eligibility for security clearance.57 The letter 1s prepared
by the Security Division, approved by the Office of the
General Counsel and signed by the Manager of Operations. 1In
addition to the Statement of Charges, the letter explains
his right to appear personally before a Personnel Security
Board, to present evidence in his own behalf, and to be
represented by counsel. He is informed that failure to
notify the Manager of Operations within a twenty day period
will be regarded as waliver of the hearing and review pro-
cedure. In that event, the Manager of Operations will make
a recommendation to the General Manager for final action on
the basis of the existing record.58

Hearing Counsel. When the individual whose security
clearance 1s in question flles a written answer indicating a
desire to appear before a Personnel Security Board, the
Manager of Operations appoints an Atomic Energy Commission
attorney to act as Hearing Counsel. It 1s the Hearing
Oounsel's responsibility to prepare the Commission's case

and meet with the individual or his attorney to make

5T1bid., 10.22(a)(b).
581b1d., 10.22.
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arrangements for an expeditious hearing of the case,

The Hearing Counsel 18 responsible for the examination
and cross-examination of witnesses and otherwise assisting
the Board in the conduct of the administrative hearing in
such a way as to develop all facts, both favorable and
unfavorable, which have a bearing on the case. He 1is,
however, prohibited from participating in the dellberations
of the Board or in expressing an opinion to the Board

regarding the merits of the case .29

Personnel Security Boards

When all arrangements are made for the hearing, the
local Manager of Operations appoints a three member Personnel
Security Board. The local Manager selects the Board from a
ranel made up of employees of the Commission, its contractors
and/or any other individual who he believes possess the
necessary degree of ability, integrity and good Judgment.
Whenever practicable, the Manager selects at least one member
who 1s an attorney and one member who 1s cognizant of the
subject's general type of work. All Board members are
required to possess Atomic Energy Commission "Q" clearances.
Provisions are made so that no employee of a Commission
contractor can serve on a case lnvolving another employee of,

or applicant for, employment with his firm.6° The Boards

591v1d., 10.25, 10.27(c).
601p14., 10.26.
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are established on a temporary basis for the one case.
However, as one report stated, "managers of some installations
appoint the same persons over and over agaln so that the
board, in effect, becomes one established under indefinite
appointment."61
Challenges. When the local Manager has appointed the
Board, he notifies the individual of 1ts composition and his
right to challenge any member for cause. It is the reaponslf
bility of the local Manager to sustain or reject the challenge
or challenges and to notify the individual of his decision.
If a challenge 18 sustained, the Manager appoints such new
members as necessary and notifies the individual of the
change. The person has a right to challenge the new members
and all challenges are dealt with in the same manner as the
original challenge. When the question of challenge is
resolved, the individual 1s given advance notice of at least
one week regarding the time and place of the hearing.62
Conduct of Hearings. The hearing is a private one

presided over by the Chairman of the Personnel Security

Board.63 Voting is done in either open or closed sessions

61The Assoclation of the Bar of the Clty of New York,
Report of the Special Committee on The Federal Loyalt
Sacuritx Progr (New York: Dodd, Mead & Compal ompany, 195
97.
6210 ¢c.F.R. 10.26(£)(g)(h).

631p1d., 10.27(a).
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on all questions except recommendations to deny or grant
security clearance, which 1s always done in a closed
session.64

The hearing i1s commenced by reading of the Statement
of Charges after which the Government presents its case
including witnesses. The individual or his attorney has an
opportunity to cross-examine any person who has made either
an oral or written adverse statement relating to a contro-
verted issue, except: (1) if the head of the department
furnishing the information has certified that the individual
supplying the data is a "confidential informant" who has
been engaged in intelligence work for the Government and
that disclosure of his identity would be substantially
detrimental to the national interest; (2) if the individual
who has furnished the information cannot appear at the
hearing: (a) because of death, severe illness or similar
cause, or (b) because of some other cause considered by the
Commission as "good and sufficient."65 When procedures for
nonconfrontation of witnesses are utilized, the subject is
given a summary of the information, in as much detail as the
national security permits, and due consideration is given to
the fact that he did not have an opportunity to cross-

examine.66

641p14., 10.27(e). 651p1d., 10.27(m).
661b14., 10.27(n).
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After the Government's case is completed, the indivi-
dual presents his case., He is allowed to testify on his own
behalf, introduce documentary evidence of various types and
present his own witnesses. If the lndividual in question
needs asslistance in the production of witnesses, the Hearing
Counsel may at his discretion request the local Manager to
issue subpoenas.

The administrative hearings are conducted with the
Board having a great deal of latitude in the admission of
evidence. It can admit any evidence, even hearsay evidence,
for good cause without regard to the technical rules of
admissibility. Any matters, either oral or writtemn, which
are considered relevant, material and competent to the issue
in question can be considered.67 Physical evidence other
than the investigative reports, which have been furnished to
the Commission in order to assist them in safeguarding
Restricted Data or defense 1nformation, can be admitted
without authenticating witnesses subject to rebuttal.68

The Chairman of the Board has the responsibility of
seelng that only authorized persons have access to Restricted
Data and/or defense information which might be disclosed

during a hearing. If the subject is denied access to some

6T1b14., 10.27(g).

81p14., 10.27(0).
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classified physical evidence, the Board may still recelve and
consider it if the Commission has made a preliminary deter-
mination that: (1) the physical evidence seems to be
material; (2) failure to admit the evidence would be sub-
stantially harmful to the national security; and (3) if a
summary, in as much detail as the national security permits,
is made avallable to the 1nd1vidua1.69

Recommendation of the Personnel Security Board. When
making its decision the Personnel Securlity Board is to take
into consideration such factors as: (1) the credibility and
probable veracity of the witnesses; (2) the lack of evidence
on important points; (3) the accuracy of documentary evidence;
(4) the fact that the individual was or was not afforded an
opportunity for cross-examination of confidential infor-
mants; (5) the person's past employment record; and (6) the
nature and/or sensitivity of the position.

The Personnel Security Board reaches its decision by
a majority vote with dissent allowable. It prepares a
recommendation including specific findings on each of the
allegations contained in the Statement of Charges. The
Board's recommendation is favorable if it 1s of the belief
that granting of security clearance "will not endanger the

common defense and security and will be clearly consistent

691p1d., 10.27(p).
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with the national interest;" otherwise the recommendation is
adverse to the 1nd1vidua1.7o

Action on recommendations of Personnel Security Board.

The Board's recommendations and any dissent therefrom are
submitted to local Manager of Operations who is required to
review the entire record. The Manager, in turn, transmits

it to the General Manager through the Director, Division of
Security. If the General Manager believes that some specific
matters needed clarification, he may return the record to the
local Manager for further consideration by the Personnel
Security Board. In those cases where a denial of security
clearance has been recommended by the Board, the local
Manager 1s required to submit a statement regarding the
effect of a denial of security clearance on the Atomic Energy
Program. In cases adverse to the individual, he is notified
in writing of the decision along with a report on the Board's
findings regarding each of the allegations contained in the
Statement of Charges. The subject is also informed of his
right to (1) request a review of the case, and (2) to submit
a brief in support of his arguments to the Atomic Energy
Commission's Personnel Security Review Board. If the indi-
vidual fails to request a review by the Personnel Security

Review Board, the case is decided on the basis of the

701pid., 10.28.



130
existing record, !

The General Manager may also request that the Personnel
Securlty Review Board conslider a case where a local Board has
made a recommendation favorable to the individual. 1In such
cases the individual 1s informed of the sections in the
Statement of Charges which the General Manager believes need

clarification and of his right to submit a brief.’2

Personnel Security Review Board

The Atomic Energy Commission Personnel Security Review
Board is located in Washington, D. C., and acts as an
appellate agency for personnel security cases. Its Judgment
in personnel security cases is based upon a consideration of
the record of the hearing supplemented by additional testi-
mony or briefs. The Board may return the case through the
General Manager to the local Manager of Operations for
further proceedings or prepare a recommendation. The Board
upon completion of 1ts deliberations submits 1ts recommen-
dation and findings on the record of the case to the General

Hanager.73

Final Determination

In making a final determination on a case, the

Tl1pid., 10.30. T21p14,

m—— Y ——

T31p14., 10.31.
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General Manager or the Commission are to glve due recognition
to the favorable as well as the unfavorable information on
the person in question. They are required to consider the
effect of a denial and the value of the individual to the
Atomic Energy Commission's Program.

The final determination regarding granting or denying
of security clearance is made by the General Manager on the
basis of the record and all recommendations, except in those
cases where the individual has not been given an opportunity
to confront and cross-examine witnesses who have provided
adverse information. In this latter instance, a decision to
deny or revoke securlity clearance is made by the Commission
itself on the basis of the record. The Commission is also
given the authority to deny or revoke security clearance in
any case if so required by national security.74

The individual is notified of the decision through
the local Manager of Operations. If adverse to the individual,
he 18 notiflied of the findings with respect to each of the
allegations contained in the original Statement of Charges.

Reconsgideration of Cases
Cases may be reconsidered under the Atomic Energy
Commission Program when new substantially derogatory infor-

mation 1s received or when there is a considerable increase

T4Ip1a., 10.33.
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in the scope or sensitivity of the classified information to
which the individual will be afforded access. Provislons
also exist under the regulations for reconsideration of
personnel security cases where new evidence is developed or

convincing proof of reformation or rehabilitation exists.75
VI. CONCLUSION

The Atomic Energy Program from its very inception was
one of secrecy. The Military, the first Atomic Energy Act
in 1946 and the second Act in 1954 +to some degree have
attempted to conceal this vital element of our national
defense. Personnel security, which attempted to 1limit access
to classifled informatlion to persons of proven sultability,
reliablility and loyalty, began under the Military Manhattan
Engineering District with hastily established investigative
and screening procedures. The advent of civilian control by
the Atomic Energy Commission ushered in new and more exten-
sive procedures for personnel security. In 1947 a Personnel
Security Review Board was established. 1948 saw the creation
of an Interim Procedure for Administrative Review as well as
the development of a definite series of criteria for
determining eligibility. The right of appeal to an adverse

declsion was expanded in 1950 to include applicants for

T51pid., 10.34.
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employment with the Commission and its contractors. In 1960
the Commission established separate personnel security pro-
cedures for industrial personnel. Two years later the entire
Atomic Energy Commission Personnel Security Program was
combined and remains so today.

All levels of security clearance under the Atomic
Energy Commission Program are granted by the Government.
The decision to grant security clearance is a comprehensive,
common-sense one made on the basis of all the available
information. Security clearances are granted if it "will
not endanger the common defense and security and will be

clearly consistent with the national interest" to do so.



CHAPTER V
PORT SECURITY PROGRAM
I. INTRODUCTION

The Port Securlty Program 1s concerned with the
security of vessels, ports, harbors and waterfront facllities
under the Jurisdiction of the United States. 1Included under
the program are the supervisioﬁ of loading and unloading of
explosives and other hazardous cargoes, the establishment
and enforcement of fire prevention measures and regulation
of access to vessels and waterfront facilities. The United
States Coast Guard, which functions under the Navy in time
of war and under the Treasury Department at all other times,
operates the program. The Commandant of the Coast Guard is
charged with the overall direction and administration of the
progranm.

Personnel security under the Port Security Program 1is
somewhat unique in that the persons affected under the program
have no contractual relationship, actual or proposed, with
the Government. Two concurrent Personnel Security Programs
exist under the Port Security Program. One is concerned with
validation of Merchant Mariners' Documents for individuals
seeking employment in the Unlited States Merchant Marine; the
other with issuance of Port Security Cards to harbor workers

and other persons desiring access to restricted areas of
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American ports. Hereinafter, the issuance of these documents
may be described as granting of security clearance. The
program attempts to limit access to United States merchant
vessels and restricted areas of waterfront facilities under
United States Jjurisdiction to those persons whose presence
is not "inimical to the security of the United States."1
The two Personnel Security Programs are considered separately

in this chapter although many aspects of theilr evolution and

present mode of operation are naturally quite similar.
II. HISTORY OF THE PROGRAM

Wartime Programs

¥orld War I. The Port Securlty Program had 1ts formal
beginning in the Act of June 15, 1917.2 This Act in Title II
provided that if the President declared a national emergency
the Secretary of the Treasury could, subject to the Presi-
dent's approval, establish regulations regarding movement,
inspection and anchorage of any vessel located within
United States territorlial waters and could, by and with the
President's consent, take control of any vessel and "remove
therefrom the officers and crew thereof and all other

persons not specially authorized by him to go or remain on

133 ¢.P.R. 121.03, 125.19 (1962).
240 stat. 220 (1917).
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board thereof.”

President Woodrow Wilson proclaimed a national emer-
gency on 3 December 1917 and ordered the Secretary of the
Treasury to implement the provisions of Title II of the Act
of June 15, 1917.3 Under the provisions of the Act, the
Coast Guard operated a Port Security Program for the
duration of World War I.

¥World War II. On 29 June 1940 President Roosevelt
issued Proclamation No. 2412, again invoking the provisions
of the Act of June 15, 1917.4 In November of the next year
he again transferred the Coast Guard to the Navy Department.5
The President, by Executive Order 9074, dated 25 February 1942,
directed the Secretary of the Navy to take the necessary
action for protection of American ships, ports, harbors and
waterfront facilities not directly under the supervision of
the Secretary of War.6 The Secretary of the Navy, in turn,
delegated the responsibility for this function to the
United States Coast Guard.’

Su0 Stat. 1725 (1917). 45 Federal Register 2419 (1940).

5Executive Order 8929, dated 1 November 1941, 6 Federal
Register 5581 (1941).

67 Federal Register 1587 (1942).

Torder from Secretary of the Navy to the Commander-
in-Chief of the fleet, dated 29 April 1942, cited in the
Commission on Government Security, Report of the Commission
on Government Security (Washington: Government Printing

Office, 19575, P. 325.



137

Administration and direction of the security aspects
of the program were delegated to each of the Captalns of the
Port. The Port Securlity Program was concerned with denying
entrance to or removing from ships, harbors, piers, ports
and waterfront facilities all individuals whose presence
was found to be "inimical to the national war effort by
reason of, but not limited to, drunkenness, violation of
safety orders or subversive inclinations as demonstrated
by utterances or acts.”8 This Port Security Program con-
tinued until the end of the war, when the Coast Guard was
again returned to the Treasury Department.9 The authority
for the wartime Port Security Program was, however, not

revoked until 1947.10

Communist Infiltration in Maritime Unions

Beginning in the mid-1930's, communist infiltration
into the maritime unions grew into significant proportions
by the post World War II period. Several maritime unions
were communist dominated and were expelled from the Congress
of Industrial Organizations because of communist infiltra-

tion. The West Coast International Longshoremen's Union

8United States Coast Guard, Captain of the Port
Manual, 14 May 1942, p. 113, cited in the Commlssion on
Government Security, ibid., p. 325.

9Executive Order 9666, dated 28 December 1945, 11
Federal Register 1 (1946).

1061 stat. 451 (1947).
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with its leader, Harry Bridges and the Maritime Cooks and
Stewards Union led by Hugh Bryson were exposed as examples

" Neither

of communist domination in American unions.
expulsion by the Congress of Industrial Organizations or
"exposure by various Congressional committees, however,
deterred the Communist Party from its objective of control

over United States maritime unions.

Voluntary Plan to Combat Communist Infiltration in Maritime
Industry

The Korean conflict brought to the fore the need for
more stringent security safeguards in the maritime industry
to combat communist infiltration. Representatives from
labor and management met at the invitation of the Secretaries
of Commerce and Labor on 24 July 1950 in an attempt to
develop more adequate securlity measures to protect against

12 As a

communistsremaining active in the maritime industry.
result of the meeting, a Voluntary Plan for screening of
seamen to protect against infiltration by subversives during

the Korean emergency action was declared.13 The Voluntary

.

11Commission on Government Security, op. cit., pp.
326-331; Ralph S, Brown, Jr. & John D. Fassett, "Security
Tests for Maritime Workers: Due Process under the Port Secu-
rity Program,” 62 Yale Law Journal (1958), pp. 1165-1168,

12The New York Times, 23 July 1950, p. 7, col. 1.
13Brown and Fassett, op. cit., pp. 1170-1171, provides

a copy of the Voluntary Plan resolution and also a review of
i1ts operation.
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Plan outlined provisions for the operation of ships by
persons who had been granted security clearances. Persons
who were rejected as bad security risks by the Government
were automatically denled employment by management, and the
unions immediately supplied a replacement. Under the Volun-
tary Plan a Review Board was created as an appellate agency
for those persons rejected as bad security risks.14

The Secretary of the Treasury, at the direction of
the President, ordered the Coast Guard to implement the
policies of the Voluntary Plan in July 1950.'2 The Coast
Guard began screening seamen desiring employment on United
States merchant vessels, and persons designated as securlty
risks were denied the right to sall. The Coast Guard was
not, however, vested with appropriate legal authority to

operate such a program untlil four months later.

III. LEGAL CONSIDERATIONS

Magnuson Act
The statute, approved 9 August 1950, commonly referred

to as the Magnuson Act after its sponsor, Senator Warren

Magnuson, amended Title II of the Act of June 15, 1917.16

"%phe New York Times, 25 July 1950, p. 51, col. 2,3.
'5commission on Government Security, op. cit., 332,

1664 stat. 427 (1950), 50 U.S.C. 191 (1958).
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The Magnuson Act was enacted as a result of the Korean
emergency situation and became the legal basis for the
current Port Security Program. The act authorizes the
President to implement a Port Security Program whenever he
determines that United States security 1s "endangered by
reason of actual or threatened war, or invasion, or insur-
rection, or subversive activity, or of disturbances of
threatened disturbances of the international relations of
the United States."'’ Under the Act of June 15, 1917, the
President had to declare a national emergency before a Port
Security Program could be instituted. The Magnuson Act
provides that the President merely has to decide that the
national security is endangered from, among other thinges,
subversive activity, to institute such a program. The
Magnuson Act as promulgated in 1950 expanded the scope of
the Port Security Program to include protection of ports,
harbors and waterfront facilities of the continental United
States, the Panama Canal Zone and all other water and

18 Under the Act

territory under United States Jjurisdiction.
of June 15, 1917, only vessels were under the purview of the

Port Security Program.

50 U.S.C. 191 (b) (1958).
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Executive Order 10173

President Truman, to implement the provisions of the
Magnuson Act, issued Executive Order 10173, dated 18 October
1950.19 The President declared that by reason of subversive
activity the security of the country was endangered. He,
therefore, prescribed in the Executlive Order rules for the
protection of vessels, ports, harbors and waterfront facilities
under the Jjurisdiction of the United States.

Executive Order 10173 provided the Commandant of the
Coast Guard with the responsibility for overall direction of
the Port Security Program. The Executive QOrder étated that
any person employed on, or seeking access to, any vessel or
waterfront facility under United States Jurisdiction may be
required to obtaln identification credentials issued by, or
satisfactory to, the Commandant. It was left to the Comman-
dant to designate the types of vessels and areas of the
waterfront where such credentials would be required.20 The
Commandant was given authoritx to prescribe rules as to the
form of credentials required under the program, and the

conditions and manner of their 1ssuance.21

1915 Pederal Register 7005 (1950).
20Ibid., Paragraph 6.10-5,
21Ibid., Paragraph 6.10-3, 6.10-7. The Commandant,

however, was to consult with the Secretary of Labor prior to
issuance of regulations pertalining to waterfront employees.
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Under the provisions of Executive Order 10173, no
person was to be issued a security clearance 1f the Com-
mandant was satisfied that "the character and habits of 1life"
of the person were "such as to authorize the belief that the
presence"”" of the individual "would be inimical to the
securlty of the United States,"2?

The Commandant of the Coast Guard was directed in
Executive Order 10173 to appoint Appeal Boards for persons
who were refused the required credentials under the progranm.
The Boards were to be composed, so far as practicable, of
one Coast Guard officer, one employee of management and one
employee of labor. The members from labor and management
were to be nominated by the Secretary of Labor and were
required to possess sultable security clearances. These
Appeal Boards were to make recommendations to the Commandant,
who was responsible for final decisions.23

Amendment - 1951. Executive Order 10173 was amended
by Executive Order 10277, dated 1 August 1951.24 The
standard as revised in Paragraphs 6.10-1 and 6.10-7 required

that the Commandant could not grant securlity clearance unless

he was "satisfied that the character and habits of life" of

221p14., Paragraph 6.10-1, 6.10-7.
231p1d., Paragraph 6.10-9.
2416 Federal Register 7537 (1951).



143
the individual were "such as to authorize the belief that
the presence of" such a person "would not be inimical to the
security of the United States.”

Amendment - 1952. Executive Order 10173 was again
amended by the 1ssuance of Executive Order 10352, dated
19 May 1952.25 Under this amendment Paragraph 6.10-1 was
revised. The original Executive Order 10173 provided that
no person was to be issued a document required for employ-
ment on a United States merchant vessel, "nor shall any
licensed officer or certified man be employed on a merchant
vessel of the United States unless the Commandant . . ." The
revision changed this section to read, "nor shall any person
be employed on a merchant vessel of the United States unless

the Commandant "

Coast Guard Regulations

The Commandant of the United States Coast Guard
pursuant to the Magnuson Act and Executive Order 10173 pub-
lished proposed regulations for the security of vessels and
waterfront facilities on 9 November 1950.26 After public
hearings, the proposed regulations, with slight modifications,

became permanent effective 27 December 1950.27

2517 Federal Register 4607 (1952).

2615 Federal Reglster 7527 (1950).
2Ty5 Federal Reglster 9327 (1950).
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The first permanent Coast Guard Regulations dealt with
the issuance of security clearances for persons working on
United States merchant vessels and/or desiring entrance to
those areas of American waterfront facilities designated as
restricted. Security clearances were granted after a
security check had determined that thenindividual was "a

n28 Persons whose characters were

safe and sultable person.
such as to Justify the belief that their presence would not
be inimical to United States security were regarded as safe
and suitable individuals. Security clearances for merchant
seamen could be granted for one voyage, for a specific
length of time or perménently by issuance of a document
containing evidence of the éooﬁrity clearance., Waterfront
employees desiring accesé to restricted areas of American
ports were issued Port Security Cards as evidence of
security clearance.

Administrative Review Procedures for persons denied
security clearances were also promulgated in these early
regulations. Provisions included the right of a local
hearing with an appeal possible to a National Board. The
Commandant was designated to make the final decision in all

cases,

281psa., 121.05.
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Parker v. Lester
The Port Security Program has come under the consi-

deration of several courts.29 The most significant case in
respect to its impact on the Port Security Program was that
of Parker v. Lester.’® The decision in this case although
specifically concerned with maritime employees did force
changes in Coast Guard regulations which affected all persons
covered under the Port Security Program.

District Court. The plaintiffs, six merchant seamen,

sought an injunction against the enforcement of certain
Coast Guard regulations concefned with the Port Security
Program and 1issued pursuant to'the Magnuson Act and Executive
Order 10173, as amended. It was alleged by the plaintiffs
that the regulations, as promulgated and as administered,
acted to deprive them without due process of law of their
opportunities to follow their chosen vocations.

In this case the seamen had been denied security
clearances. The Commandant, as required under the regula-
tions, had notified thé subJecfs of the general basis for
the denial of their security clearances. The notices con-

sisted of form letters advising them of the denial and

29899 Bureau of National Affairs, Inc., Government
Security and Loyalty - A Manual of Laws, Regulations and
ProcedureE-TWashington: Bureau of National Affalrs, 1531),
PP. 51:101=51:280 for some of the more important court cases
under the Port Security Program.

30parker v. Lester, 112 P. Supp. 433 (1953).
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stating in each case that, "this finding is based on the belief
that you are affiliated with, or sympathetic to an organiza-
tion, association, group or combination of persons subver-
sive or disloyal to the Government of the United States.”31

The procedures utilized for hearings varied among each
of the seamen,with quite a difference being found between
the practices of the Interim and Tripartite Boards.32 In a
case before a Tripartite Board, one of the seamen was
questioned in detall as to his alleged misconduct. Parker,
on the other hand, appeared before an Interim Board where he
was told that it was believed that he was a Communist Party
member and he would have to prove otherwise to be granted a
gsecurity clearance. Parker denied the charge but had 1little
opportunity to clear himself, as no witnesses appeared against
him; nor was he informed as to the specific information on
which the Ooast Guard based its decision.

The District Court granted a limited injunction in the
case enjoining the Coast Guard from enforcing certain of the

regulations. The Court held specifically that there was no

311bid., p. 439.

3?'Ibid.; see also Supra note 23 for proposed composi-
tion of Boards as outlined by Executive Order 10173. Such
Tripartite Boards were not established until June 1951,
Therefore, between October 1950 and June 1951 Interim Boards,
composed on the local level of one Coast Guard Officer and
on the National level of five Coast Guard Officers, sat for
all Port Security cases,
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reason why the Commandant of the Coast Guard could not make
his notice definitive enough to afford the subject: (1) a
reasonable idea of the basis for the adverse decislion, and
(2) an opportunity to obtain evidence with which to answer
the allegations. As District Judge Murphy stated in the
opinion, "a bill of particulars should be furnished upon
demand and petitioners should be given an opportunity to
rebut specific allegations of misconduct or other acts and
agssoclations which the board considers probative."33 The
Court also held that the Boards should provide the subjects
with the details of evidence used against them even if it
were not feasible due to security considerations to reveal
the source of the information. The District Court did,
however, hold that complete cross-examination and con-
frontation of adverse witnesses by the subjects could not be
afforded, as it would, in essence, destroy the security pro-
gram. Judge Murphy concludéd that the need to protect
governmental investigative procedures was greater than the
disadvantages which accrued to the seamen as a result of not
being afforded complete confrontation or cross-examination.BA

As a result of the District Court's decision the Coast
Guard revised its regulations in May 1956 for both maritime

331b1d., p. 444,
341v14., pp. s43-444,
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employees and dock workers., The new regulations provided
that the subject's notice be specific enough to allow the
individual an opportunity to marshal evidence on his own
behalf with which to refute the allegations. The notice was
not to be worded so specifically, however, that it disclosed
the source of the information or the identity of the informant.

Circuit Court. The District Court decision was
appealed by the plaintiffs who claimed that it had erred in
qualifying and 1limiting its 1nJunction.35 The plaintiffs
agserted that the District Court should have enjoined the
Coast Guard from operating any screening program under the
regulations as originally proposed or amended.

The Circuit Court in a two to one decision held that
the regulations of the Coast Guard for screening of merchant
seamen as security risks was unconstitutional. They stated
that the Port Security Program screening system allowed no
provision "for notice and an opportunity to be heard as
generally understood to be required by the provisions of the
Pifth Amendment relating to due process.”36

The Circuit Oourt asserted that although the Magnuson
Act itself was not unconstitutional and the Government could

adopt regulations for screening of merchant seamen, the

35parker v. Lester, 227 F. 2d 708 (9th cir. 1955).
561v1d., p. 716.
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regulations then in use were unconstitutional in the manner
of their enforcement and administration. The Court held
that, in decisions adverse to the individual, reasonable
notice of the basis for such a decision, an opportunity to
gather data for refutation and an opportunity for con-
frontation and cross-examination of adverse witnesses and
informants was required. The appellate court argued that
confrontation and cross-examination of adverse witnesses
would not destroy the security screening as was stated in
the original decision. It felt that the District Court's
qualification of allowing the Coast Guard to not reveal in
its notice to the subject the source or identity of its
adverse data was much too liberal. Such a qualification,

it stated, gave the "Coast Guard carte blanche to withhold
substantially any information the officlals may choose to
keep from the seamen."> '
The Circuit Court, however, did not rule on whether
or not a screening program for merchant seamen could be
adopted which in some manner might meet the necessary re-
quirements of confrontation or cross-examination. It only
stated that the system being utilized at that time by the

Coast Guard was unconstitutional.

3TIvid., p. T22.
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Further action. The case again came before the courts
with the Government arguing that the previous denials of
security clearances to the seamen should be held in abeyance
until their cases could be reprocessed under the new Coast
Guard regulations issued in May 1956. The Government's plea
was rejected and an Order and Decree subsequently issued
enjoining the Ooast Guard from any further delay in 1ssuance
of security clearances to the seamen. The Government did

not appeal the decision.38

IV. DPERSONNEL SECURITY

General

Under the Port Security Program maritime employees
and waterfront personnel must hold credentials, issued by or
acceptable to, the United States Coast Guard which certify
the acceptability of the possessor. Such credentials
indicate that the individual has been granted a final
securlty clearance; no provision is made under the Port
Security Program for interim clearances.

Two concurrent Personnel Security Programs were
developed, implemented and currently operate under the Port
Security Program. One is concerned with security clearance
for merchant seamen and the other with security clearances

for waterfront employees desiring access to restricted areas

38Lester v. Parker, 235 F. 2d 787 (9th cir. 1956).
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of United States ports. The Commandant of the Coast Guard
has issued separate regulatlons pursuant to each of the
programs.39

Standard. The standard for security clearances under
both programs is basically the same as that of Executive
Order 10173, as amended; that the individual's character
and habits of 1life are such that his presence on United States
vessels, waterfront facilities, ports, or harbors will not
"be inimical to the security of the United States."*0

Criteria. The criteria listed in the regulations
deal with memberships, affiliations and associations with
persons and/or groups in such a manner as to jeopardize the
security interests of the United States, They are alike for
all persons covered by the Port Security Program,but four
additional criterlia are listed for waterfront employees.41
These additional criteria are suitability conslderations
dealing with 1nsan1ty,‘certain~crimina1 offenses, drunken-
ness on the job or narcotics addiction and/or illegal presence
in the United States. The additlonal criteria were not
written into the Coast Guard regulations for merchant seamen,

because they had been covered for several years by simllar

3933 ¢.F.R. 121, 125 (1962).
I‘OBM». 121.03, 125,19,
M1p1a., 125.10 (£) (g) (B) (1).
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provisions establishing licensing standards for maritime
employees.42

Early Coast Guard regulations allowed the Commandant
to consider whether, on the basis of all the information
avallable, reasonable grounds existed for the belief that
the individual: (1) had committed acts of treason, sabotage
or espionage; (2) was under the influence of a foreign
government; (3) had advocated the overthrow of our Govern-
ment by force or violence; (4) hadvintentionally disclosed
classified defense information to unauthorized persons; or
(5) was or recently had been a member or associated with an
organization designated by the Attorney General as totall-
tarian, fascist, or subversive.43 These criteria for
denial of security clearances have been refined through the
years but still remain substantially as outlined in the

early regulations.

Merchant Marine

All persons seeking full or part time employment in
the United States Merchant Marine on vessels of 100 gross
tons or more must possess a Merchant Mariners' Document

stamped with a "special validation endorsement for emergency

42Brown & Fassett, op. cit., p. 1176.
4315 Federal Reglister 9327, 121.13 (d), 125.29. (1950).
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service."** The validation indicates that the individual
has been granted a securlty clearance by the Coast Guard. A
denial of security clearance by the Coast Guard results for
all practical purposes in denial of employment in the
Merchant Marine.45

Submission. Merchant Mariners seeking security
clearance are required to submit a written "Seaman's Certi-
ficate Application"” under oath through the Coast Guard Marine
Inspection Office to the Commandant.bé If the Commandant
feels that the application 1s insufficient for making a
decision, he may request that the subject submit additional
information. Consideration of the application is held in
abeyance pending receipt of the information. Failure by the
subject to supply the required information results in ter-

mination of consideration for security clearance.47 If the

4433 C.F.R. 121.01(a) (1962); see 121.01(d) for regu-
lations concerning employment of persons on American vessels
located in foreign ports when cleared mariners are not available.

45Brown and Fassett, op. cit., pp. 1174-1175 discusses
this point at length.

4633 g, C.F.R. 121.05 (1962).

*T1vid., 121.05 (c¢) (2), 125.05 (d) (2). These sectlons
along with the application were revised in 1960 as a result of
a decision in the case of Graham v. Richmond, 272 F. 24 517
(D.C., cir. 1959). In this case the Court held that the then
current regulations were inadequate in that they did not in-
dicate that refusal to answer questions on the application
was sufficlent to justify rejection of the application.
According to the Court merchant seamen were entitled to
hearings even if they declined to answer questions on the
application. The revised regulations made refusal to supply
the required additional data grounds for denial of further
consideration of an application.
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subject supplies the required data,it is referred along with
the application to a Coast Guard Screening Committee for
conslderation.

Investigation. The original Coast Guard regulatlions
issued pursuant to the Port Security Program seemed to
indicate that some type of investigations would be made under
the program. They provided that should a "Board feel that
further investigation should be made on any material matter,
it may so recommend."48 Current regulations make no
reference to the existence, scope or extent of any investi-
gations, although it would appear that some type is made under
the program.49 The investigation conducted is probably best
described as a limited National Agency Check.

Suspension. Coast Guard regulations provide procedures
for consideration of cases where an individual already

possesses a securilty clearance.so

In such cases the subject
i1s requested to submit a written answer under oath to the
Commandant pursuant to the areas in question. The subject
has thirty days after receipt of the Commandant's request to
submit an answer. Fallure to answer prevents a favorable

determination by the Commandant, but he may at his discretion

4815 Federal Register 9327, 121.25 (b) (1950).
49Infra, note 70 for discussion on this point.

5033 ¢ E.R. 121.09 (1962).
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arrange for the subject's case to be considered by the
Boards. If the subject submits an answer, the case is for-
warded to the Screening Committee for consideration.

Screening. The initial screening of appllications and
such additional data as required by the Commandant i1s handled
by a three-man Screening Committee composed of one repre-
sentative each from the Legal Division, the Merchant Vessel
Personnel Division and the Intelligence Division. This
central Screening Committee, located at Coast Guard Head-
quarters in Washington, D. C., makes an analysis of the
case, prepares a recommendation and forwards both to the

Oommandant.51

The Commandant, upon receipt of the Screening
Committee's analysis and recommendation, either grants the
security clearance or processes the case under the Adminis-

trative Review Procedures.

Waterfront Employees

Security clearances are required for entrance to
those ports, harbors, vessels and/or waterfront facilities
designated as restricted by the Coast Guard.52 Under the

program for waterfront employees, the Commandant directs the

Sl11pid., 121.05 (e).

5‘?Ibid., 121.53 establishes additional requirements
for 1dentification credentials for access to certaln vessels
operating within United States navigable waters such as the
Great Lakes and Western Rivers.
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local Captain of the Port to provide the types of areas which
may be restricted and requires public notice of such desig-
nations.s3 The Army, Navy or Air Force may close certain
areas of ports, however, and the Coast Guard has no authority
to control access or screen personnel in these areas.54

Workers regularly employed on waterfront facilities
or vessels, as well as individuals having regular business
dealings with the administration, operation or maintenance
of vessels, cargoes or waterfront facilities may be issued
Coast Guard Port Security Cards. Issuance of Port Security
Cards indicates that the individual has been granted a
security clearance.

Submission. Waterfront employees desiring security
clearance must prepare an "Application for Coast Guard Port
Security Card" under oath and forward it to the Commandant
through the local Captaln of the Port. The application must
be certified and sponsored by a representative of the
applicant's employer or hls labor union. At the time of
submission he must present proof of his citizenship and be
fingerprinted. If the Commandant feels that the individual
has not supplied the required information, he may request

additional data to meet the requirements. If the applicant

531bid., 125.15.

54Commission on Government Securlty, op. cit.,
pPp. 345, 365. -
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falls to supply the data, the Commandant notifies him that no
further action will be taken unless the requested information
is furnished.55 If the requested information is supplied, the
Commandant refers the matter to the Screening Committee for
analysis and recommendation.56

Additional procedures. Procedures for screening,
investigation and suspension of waterfront employees are
basically the same as those outlined above for the merchant
seamen, The Commandant may grant security clearance and
issue a security clearance 1f he is satisfied that the indi-
vidual's presence will not be inimical to United States
security. Otherwise the case is handled under the Adminis-

trative Review Procedures.
V. ADMINISTRATIVE REVIEW PROCEDURES

General

The Administrative Review Procedures under the Port
Securlity Program apply equally as well to both merchant sea-
men and waterfront workers. They will, therefore, be dis-
cussed as one in this report.

Notice. After the Commandant has made a proposed

initial decision to deny or revoke security clearance, he

5533 G.P.R. 125.21 (b), 125.29 (a); see also supra
note 47 on Graham v. Richmond.

561b14., 125.29 (b).
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notifies the individual in writing of the determination.
The notice, hereinafter referred to as the Statement of
Reasons, outlines the specific allegations and 1is duly
required, consistent with national security, to contain
"names, dates, and places in such detail as to permit reason-
able answer."'

Answer., The subject has twenty days from the day of
receipt of the Statement of Reasons to file a written answer.
The subject's answer may contain any evidence which he feels
will be pertinent, including statements or affidavits from
third parties.58 The answer must be specific with names,
dates and places, rather than Jjust merely a blanket denial
of the allegations.

If the subject's answer is deemed sufficient to refute
the allegations presented in the Statement of Reasons, the
Commandant may grant security clearance.sg If the deter-
mination 1s adverse to the subject, the Commandant refers

the case to a Local Hearing Board.6°

Local Hearing Board

Each Local Hearing Board is c¢omposed of three members,

5T1bid., 121.11 (a), 125.35 (a).
58;_9;9_., 121,11 (b), 125.35 (b).
591b1d., 121.11 (), 125.35 ().
®01p1d., 121.11 (e), 125.35 (e).
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one representative each from the Coast Guard, labor and
management. The Coast Guard employee, an attorney, is
appointed as Chalirman by the Commandant. The other members
are selected from a panel of persons nominated by the
Secretary of Labor as provided for in Section 6.10-9 of
Executive Order 10173, as amended.

Challengegs. Under the Port Security Program the sub-
Ject has two peremptory challenges, one for the management
representative and one for the labor representative, as well
as an unlimited privilege to challenge for cause., Provisions
also exist for outstanding citizens to be appointed as alter-
nates in the event of sustalned challenges. The Chalrman
rules on all challenges except when challenged himself, in
which case the Commandant docides.61

The Chairman is charged with the responsibility of
making the arrangements for the hearing, including: (1) fixing
the time for the hearing; (2) informing the subject of the
time and place of the hearing, the members of the Board and
his privilege to challenge; (3) acquainting the individual
with his privilege to (a) appear personally, (b) have the
benefit of counsel, (c) present evidence on his own behalf,
and (d) cross-examine adverse witnesses; and (4) informing

the subject that the Hearing Board will continue to process

611pid., 121.17, 125.41.
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the case without additional notice to him 1f he has not
requested within ten days after receipt of the hearing
notice an opportunity to appear personally.62

Conduct of Hearings. The Coast Guard procedures call
for the hearing to be conducted in an orderly and decorous
manner at an open or closed session, whichever the individual
prefers., A transcript 1s made of the hearing which is made
avallable to the subject upon request. The hearing is
commenced with a reading of the Statement of Reasons, after
which the Government enters its case. The individual
presents his case and may lntroduce all relevant matters
through documents or witnesses, He 1s not bound by the
technical rules of evidence admissibility. Limited con-
frontation of adverse witnesses 1s allowed the subject. The
provisions provide that all effort be made to have witnesses
present "in order that such witnesses may be confronted and
cross-examined by the applicant or holder.”63 If confidential
information is used, the Hearing Board is to take such a fact
into its consideration when reaching a decision.64 The
Board's determination is based upon all the information

presented at the hearing as well as all other data developed

621p1d., 121.15, 125.39,

6312&1-, 121.19 (£), 125.43'(f).

6412&Q-. 121.19 (g), 125.43 (g).
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through investigations or made available by the subject.
Recommendation of the Local Hearing Board. A Local
Hearing Board's recommendation is decided by majority vote
with a written dissent allowable. The recommendation, with
dissent if applicable, along with a memorandum of the reasons
buttressing such a recommendation and a complete record of

the case ig forwarded to the Commandant for disposition.65

Action by Commandant

Upon receipt of the Hearing Board's recommendation,
the Commandant makes a decision in the case. Under actual
conditions the Commandant has a special advisory Board com-
posed of certain staff members which reviews the case again
prior to his decision.66 If the decision is adverse to the
individual, he 1s so notified and informed of his right to
have the case reviewed by the National Appeal Board.

National Appeal Board

All reviews under the Port Security Program are heard
by the National Appeal Board in Washington, D. 0. The
subject may appear before this National Appeal Board if he
has requested a hearing within twenty days after receipt of

the notice from the Commandant. The case is considered by

65Ib4d., 121.19 (m), 125.43 (m).
66Bureau of National Affairs, Inc., op. cit., p. 51:8.
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the Appeal Board, even i1f the subject does not appear
personally.

The structure and procedures utilized by this National
Appeal Board are substantially the same as those utilized by
the Local Hearing Boards. Upon consideration of the case,
the National Appeal Board forwards its recommendation and
reasons therefor along with a transcript of the proceedings

to the Commandant for disposition.

Final Determination

The Commandant of the Coast Guard is the final
authority in all cases. Upon receipt of the National Appeal
Board's recommendation he may make a decision or return the
case to the National Appeal Board for a rehearing. Once he
has made a final decision, the Commandant notifies the subject
of the ultimate determination which does not include the

Board's recommendation but only a holding for or against him.
VI. CONCLUSION

The current Port Security Program for all practical
purposes began shortly after the commencement of the Korean
conflict in 1950 with passage of the Magnuson Act,” and
issuance of.lxecutive Order 10173. The program was estab-
lished as a response to and protection from Communist infil-
tration of maritime and waterfront unions. Coast Guard

regulations were 1ssued dealing with screening of personnel
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who would be employed in the merchant marine or in restricted
areas of American ports.

Persons under the program are required to have
credentials issued by or acceptable to the Coast Guard which
indicate issuance of a security clearance, Denial of
security clearance differs between the two groups, however.
Denial of security clearance to a merchant seaman means
denial of employment§7 while denial of clearance to water-
front workers does not preclude them from working in non-
restricted areas of ports.68 However, as the Commandant may
at any time designate a port or an area of a port as
restricted, waterfront employees denied security clearance
may find employment quite difficult to obtain.

All security clearances under the Port Security
Program are granted, denied or revoked by the Commandant of
the Coast Guard. Procedures for screening, hearing and
reviewing of cases are established by Coast Guard regulations.
These regulations, however, do not outline the investigative
basis upon which persons are considered for security clear-
ance., The Coast Guard does not have an investigative unit
for conducting security investigations of industrial person-

nel, and, as one report states, it believes that it has "no

67Su ra, note 45,

6800mmission on Government Security, op. cit., p. 344,
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authority to make an investigation as such."69 An investi-
gation 1s made on all persons receiving security clearances,
however, the extent and scope of which seems to be a matter
of confusion.’C There appear to be no provisions for
| conducting Full Field Investigations in cases where derogatory
data is developed during an initial check.

The original 1942 standard used under the Port Security
Program allowed denlial of security clearances to those persons
whose presence was found to be "inimical to the national war
effort." Executive Order 10173 promulgated in 1950 provided
that no person could be issued a security clearance if such
"would be inimical to the security of the United States.”

This standard was amended one year later so that security
clearances presently may not be granted unless the Commandant
believes that such clearances "would not be inimical to the

security of the United States."”

591v14., p. 357.

70Ibid., p. 348 states that the FBI makes a name and
fingerprint check on applicants; Assocliation of the Bar of
the City of New York, Report of the Special Committee on the
Federal Loyalty-Security Program (New York: Dodd, Mead and
Co., 1956), p. 87 states that all persons under the Port
Security Program receive National Agency Checks; Bureau of
National Affairs, Inc., op. cit., p. 51-3 claims that aliens
receive National Agency ecks while American citizens are
checked against files containing reports from various
Governmental investigative agencies.



CHAPTER VI
THE PROGRAMS COMPARED

The industrial personnel security programs described
in the preceding chapters possess a considerable degree of
uniformity. Some differences do exist, however, which make
a brief comparison of the programs useful. This chapter
provides a comparison of the three major programs and
discusses some of their simlilarities, differences and

interrelationships,1

I. GENERAL

Scope
The Department of Defense and the Atomic Energy

Commission industrial personnel security programs are com-
ratible although they possess distinctly different legal
bases. Both programs apply to actual or proposed contrac-
tors where access to classified information is involved.

The Port Security Program, on the other hand, is unique in
that the persons covered are not being considered for access
to classified information and have no contractual relation-

ship, actual or proposed, with the Federal Government. It

\

IThe Association of the Bar of the City of New York,
Report of the Special Committee on the Federal Loyalty-
Securitz Proggam (New York: Dodd, Mead & Company, 195%
PP. 73=-113 offers a cross-comparison of most of the Federal
Government's personnel security programs.
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is concerned with security clearances for merchant seamen on
United States vessels of 100 gross tons or more and with
waterfront employees desiring entrance to restricted areas
of American ports.

The Department of Defense Program has three categories
of security clearances, namely, TOP SECRET, SECRET and
CONFIDENTIAL, in descending order of sensitivity. The Atomic
Energy Commission Program has two types of security clear-
ances, a "Q" clearance which is required for access to TOP
SECRET and SECRET information and an "L" clearance which is
essentlal for access to CONFIDENTIAL information. Under the
Port Security Program, there are no specific types or levels
of security clearance as a clearance is not granted for
access to classified information. With the exception of
information containing Restricted Data which is protected in
conformance with the requirements of the Atomic Energy Act
of 1954,2 both the Department of Defense and the Atomic
Energy Commission protect classifiéd information in accordance
with the basic provisions of Executive Order 10501, dated
5 November 1953,3

Standards

All programs have security standards which are

268 Stat. 919, 42 U.S.C.A. 2011 (1964).
318 Federal Register 7049 (1953).
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statements of the tests or rules for measuring characteris-

4 The basic Atomic

tics essential to security clearance.
Energy Commission statute provides that no person will be
allowed access to Restricted Data until 1t has been determined
that such access will "not endanger the common defense and
security."5 Commission regulations add the words "and will

be clearly consistent with the national interest” to this
basic standard.6 Paragraph III.A. of the Defense Depart-
ment's Industrial Personnel Access Authorization Review
Regulation requires that access be granted only 1if it 1s
"clearly consistent with the national interest.” The Port
Security Program calls for granting of security clearance 1if
it will not "be inimical to the security of the United States”

to do 90.7

Criteria

The criteria used under all three programs list types
of conduct and/or associations ﬁhich if engaged in by the
individual may preclude the gramting of a security clearance.

Most of the criteria used under the Federal industrial

4Leon H. Weaver, Industrial Personnel Security, Cases
and Materials (Springfield: Charles C. Thomas, 1964), pp. 32-
36 provides a discussion on the standards used by Atomic
Energy Commission and the Department of Defense.

5
6

7

Supra, note 2 at 2165a,
10 C.F.R. 10.28 (1963).
33 C.F.R. 121.03, 125.19 (1962).
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personnel security programs have been adapted from those
used under the Federal program for civilian employees. Both
the Atomic Energy Commission and the Department of Defense
have added criteria for use under their programs? but each
retains the basic criteria as outlined by Executive Order
10450, dated 27 April 1953.9 The Port Security Progran,
which 1lists somewhat different criteria for both merchant
seamen and waterfront employees, has also patterned 1its

criteria after Executive Order 10450,

II. OPERATIONS OF PROGRAMS

Investigations

Security investigations_of industrial personnel are
handled primarily by the Federal Bureau of Investigation,
the Civil Service Commission and the intelligence branches
of the three Military Departments. Basically two types of
security investigations are utilized under the Federal
Government's industrial personnel security programs. These
are the National Agency Check and the Full Field Investiga-
tion, or as 1t is sometimes referred to, the Background

Investigation.

8Leon H. Weaver, op. cit., pp. 26-32 offers a ready
reference and comparison of the criteria used under the
Department of Defense and the Atomic Energy Commission
Programs.

918 Federal Register 2489 (1953).
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Most SECRET clearances under the Department of Defense
Program and "L" security clearances under the Atomic Energy
Commission Program require National Agency Checks. Industrial
personnel under the Port Security Program receive a somewhat
limited National Agency Check. Full Field Investigations
are required for Atomic Energy Commission "Q" clearances and
Department of Defense TOP SECRET security clearances. 1In
all programs, except the Port Security Program, provisions
exist for expansion of National Agency Checks when such
investigations develop derogatory data.

Contractor investigations. The Department of Defense

Program has the distinctive feature of allowing its con-
tractors to investigate their employees for granting of
CONFIDENTIAL clearances.‘o Contractors may determine the
scope of their investigatiorswithin the framework of Para-
graph 18 b. of the Department of Defense Industrial Security
Manual for Safeguarding Classified Information. If such
investigations 1ndicate that clearance cannot be granted,
the cases are then referred to“the Defense Department for

disposition.

1ORalph S. Brown, Jr., and John D, PFassett, "Loyalty
and Private Employment: The Right of Bmployers to Discharge
Suspected Subversives,” 62 Yale Law Journal 954, 973 (1953);
and Thomas E. Harris, "Statement on the Industrial Personnel
Access Authorization Review Regulation,”" Hearings before the
Senate Judiciary Subcommittee on Constitutional Rights, 86th
Congress, 2d Session, Part &4 (2 July 1959), pp. 1998-2000
discuss some problems involved with allowing contractors to
grant CONFIDENTIAL security clearances.
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Screening

The Department of Defense has centralized the
screening functlion under its program as has the Coast Guard
for the Port Security Program. The Atomic Energy Commission,
on the other hand, has a decentralized system whereby the
local Manager of Operations is responsible for the screening
process. The Commission Program has also made fairly
extensive use in its screening procedures of the informal
interview, while the Department of Defense has practically
never used it. There are no provisions for this procedure
under the Port Security Program.

Granting of security clearances at the screening
level is handled by the local Manager of Operations in the
Atomic Energy Commission Program. In the Defense Depart-
ment Program, a unanimous determination by the Central
Screening Board 1s sufficient. The Port Security Program
provides for a depision by the Commandant of the Coast
Guard upon receipt of an advisory determination from the

Screening Board.

Administrative Review Procedures

The Atomic Energy Commission allows applicants as
well és employees recourse to the Administrative Review
Procedures of its program. This extension of procedural
safeguards to applicants is unique in the family of personnel

security programs where clearance is being granted for access
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to classified information. Department of Defense provisions,
on the other hand, expressly prohibit any "personnel security
clearance action . . . prior to the employment of the
individual by a contractor."'!

Hearings. The hearing stage in all three programs
provides a degree of decentralization. The Department of
Defense has three regional Hearing Boards geographically
located in separate sections of the country. The Port
Securlity Program and the Atomic Energy Program have local
Hearing Boards at several locations throughout the country
determined by their internal administrative operations.

The composition of the Hearing Boards differs under
all three programs. The Defense Department confines the
membershlip of i1ts boards to representatives of the three
Military Departments. The Atomic Energy Commission Boards
may include employees of contractors, individuals from
private walks of life or employees of the Commission. The
Port Security Program combines features of the other two and
has a Board membership of one representative each from the
Coast Guard, organized labor and management. The Port
Security Program also allows leading citizens to serve on

1ts Boards under certain conditions. Both the Port Security

11United States Department of Defense, Industrial
Security Manual for Safeguarding Classified Information
(Washington: Government Printing Office, 1963), Paragraph 19.
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and the Atomic Energy Commission Programs allow the indivi-
dual the right to challenge members of the Hearing Boards.,

The actual operation of the hearings 1s quite
analogous under the three programs. The Port Security Pro-
gram, however, 1s singular in allowing the hearing to be
conducted at an open session 1f desired by the individual.
The Atomic Energy Commission authorizes the issuances of
subpoenas where the other programs merely provide for
invitations to testify.

Review. The Department of Defense Program has a
centralized system for review of industrial personnel security
cases as do the Atomic Energy Commission and the Port Security
Program. In all programs the individual may appear per-
sonally before the Review Board or file a written brief.

The Department of Defense Review Board, however, 1s much
more limited in its latitude than the Boards of the other
programs. Its consideration of a case 1s based solely on
the record of the Hearing Board proceedings and any briefs
submitted. On the other hand, both the Port Security and
Atomic Energy Commission Programs allow for the submission
of new evidence and additional testimony. The Port Security
Review Board functions on a much broader scale with the
person being afforded for all practical purposes "a new and

complete hes.ring."'2

120he Assoclation of the Bar of the City of New York,
220 01 L) pp. 102-103.
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Final Decision

In all industrial personnel security programs, the
final decision on security clearances rests with the head of
the department or agency. The Commandant of the Coast Guard
in the Port Security Program makes the ultimate determination
in all cases. Under the Atomic Energy Commission, the final
decision is usually made by the General Manager. However,
provisions do exist where certaln cases are required to go
to the Commission itself for a final determination. In the
Defense Department Program, the Central Review Board
generally makes the final decision. Thls determination may,
however, be overruled by the Secretary of Defense or the
Secretaries of the three Military Departments acting
unanimously. Certalin cases must also be decided only by the

Secretary of Defense.
III. CONCLUSION

Under the Department of Defense and Atomic Energy
Commission Programs, security clearance relates to access to
classified information by the individual. Suspension of
access pending a final security decision does not mean that
the individual need be terminated or suspended from employ-
ment. The Port Security Program, applicable to dock workers,
is similar to the above programs in that individuals still

may be employed as long as they are not allowed access to
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restricted port areas.13 Under the portion of the Port
Security Program which applies to merchant seamen, suspension
of security clearance in effect constitutes denial of
employment. '

Bach of the industrial personnel security programs of
the Federal Government has differently worded standards for
issuance of security clearances.14 All of the standards,
however, would seem to be in agreement in imposing the

responsibility for resolving all doubts in favor of the

Government .

13Ralph S. Brown, Jr., and John D. Fassett, op. cit.,
pPP. 954-984; and Joseph F. Doherty, "Security Risk Dis-
charges,"” Industrial Security, VII (July, 1963), pp. 4=5,
14-18, 40 discuss some of the problems involved in discharging
of industrial personnel by employers.

14Infra, Chapter VII provides a discussion of some of
the possible implications and meanings of the standards.



CHAPTER VII
CONCLUDING OOMMENTS
I. GENERAL

From the preceding discussion on the industrial
personnel security programs of the Federal Government, it is
easy to discern that they are not ephemeral., Problems have
been inherent in th; programs since their inception and will
remain for years to come. As one author has stated: "Barring
a cataclysm or the millenniun, these problems will be with
us for a long time."’

The industrial pers;nnel security programs were born
out of a need for some typé of pro?ection against those who
would subvert our democratic way of life. The "cold war"
necessitated increased emphasis on the Federal Government's
requirements for safeguarding the national security. The
natlional fears aroused by the McCarthy era were an impetus
to the already rapid expansion and tightening of the security
provisions of the programs. Growing pains were experienced
by the Federal agencies during this evolutlonary process.

The turbulence surrounding'the programs reached its peak in

the mid-fifties but has subsided in recent years. Now that

1Ralph S. Brown, Jr., Loyalty and Security, Employment
Tests in the United States (New Haven: Yale University Press,
1958), p. vii.
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the turmoil has abated, the maelstrom quieted, a relatively
dispassionate analysis may be made of the programs in the

light of their historical evolutions.

Oppenheimer Case
Probably the best known personnel security case of

the Federal Government is that of J. Robert Oppenheimer,
former director of the Los Alamos Laboratory. Although it
is not an industrial personnel security case, it is inter-
esting to consider this case as an example of the evolution
of personnel security undef‘the Federal Government.
Oppenheimer was graﬁted a sécurity clearance under
the wartime Manhattan Engineering District at a time when
the standards and criteria -were apblied with substantial
flexibility. In 1954, during the ﬁeight of the national
concern over communist infiltration in the Government, he
was declared a security risk, and his clearance was revoked.?
Nearly ten years later, in 1963, with the more acute pro-
blems and tensions of Government personnel security having
greatly receded, he was chosen to receive the Ferml Award,
the‘highest honor conferred by the Atomic Energy Commission.

The selection of Oppenheimer for this award is described "as

2United States Atomic Energy Commission, In the Matter

of J. Robert Oppenheimer, Transcript of Hearing before Per-
sonnel Security Board, (Washington: Government Printing
Office, 1954); see also ibid., Texts of Principal Documents
and Letters of Personnel Security Board, General Manager,

Commissioners, Washington: Government Printing Office, 1954).



177
a symbolic action to 'clear the name' of the scientist . . K
To date, Oppenheimer's security clearance has not been
returned, but these recent developments would seem to

indicate that such a move is not far off.
II. PROBLEMS AND ISSUES

- Individual Freedom vs. National Security

Most controversy regarding the industrial personnel
security programs as well as other personnel security
programs of the Federal Government centers around freedom of
the individual vs. the needs of national security. An
increase in the balance of oither.tips the scales and 1s
followed by cries of anguiéh from proponents on both sides
respectively of the controversy. Many claim that the -
industrial personnel security programs suppress civil
liberties and undermine American democratic traditions and
freedoms. As Gellhorn has stated: "Restrictions justified
as necessary safeguards of freedom may in fact safeguard
freedom out of existence altogether."4 Others feel that we

should not endanger our national security by feelings of

3the New York Times, April 5, 1963, p. 1, col. 2;
see also 1b1d October 25, 1963, p. 33, col. 1, for Presi-
dent Eisenhower's discussion of the case.

4Halter Gellhorn, Industrial Freedom and Governmental
RestraintsA(Baton Rouge: Loulsiana State University Press,
15535, pP. 40.
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undue solicitude for the freedoms of the individual. Whatever
one's feelings, the extensive concern for individual rights
of personnel under the various programs has brought about
considerable refinement and reorientation in the programs in
certain respects.

Due process. Critics.of the Federal Government's
industrial personnel secufity programs claim that security
clearances are often denied without recourse to due process
of law.5 Others argue that the administrative hearings for
personnel security cases are not courts of law, and, as
such, individuals are not on trial or subject to punishment.
As one member of the Department of Defense has stated re-
garding the program, "there is no intent as in a court of
law, to determine guilt or innocence, or to punish those of
dubious loyalty or doubtful character. . . ."6 Yet, the

stigma surrounding denial of security clearancej or, in some

5Eleanor Bontecou, "Due Process in Security Dismissals,"

The Annals of the American Academy of Political and Social
Science, COC (July, 1955), pp. 102-10% discusses due process
in relation to personnel securlty cases; Lloyd K. Garrison,
"Some Observations on the Loyalty-Security Program" University
of Chicago Law Review XXIII (Autumn, 1955) 2. provides a con-
sideration of elements of due process which are missing in
security cases,

6Herbert Lewis, "The Industrial Security Program of
the DOD, The Industrial Personnel Access Authorization Review
Program,” Industrial Security VII (October, 1963), p. 67.

Trhe Supreme Court in Wieman v. Updegraff, 344 U.S.
183 (1952) described a loyal dismissal as a "badge of infamy."
It 1s questionable if a security as opposed to a loyal dis-
missal is any less damaging.
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instances, the loss of one's livelihood may be regarded as
punishment in some quarters, especlally by those so affected.

American Jjurisprudence requires that the state must
prove gullt, and, until such is the case, the accused is
presumed to be innocent. Many persons feel that under the
industrial personnel security programs of the Federal Govern-
ment the burden of proof is on the individual, and a pre-
sumption of guilt exists. Proponents of the personnel
securlity systems argue that their purpose is to safeguard
the national security. Administrative hearings are not
required to prove a subversive or deleterious act but merely
to determine whether or not the individual may be trusted.

The right-privilege distinction is one that is con-
stantly found in any discussion of personnel security pro-
grams.8 The Government's doctrine is generally that security
clearances are privileges and as such not subject to the
safeguards of procedural due process. A security clearance,
as one Government official has stated, "1s a privilege the
basic nature of which is a fiduciary relationship between

the individual and the government. Only those individuals

8Robert W. Wise, Nancy Lou Provost, "New Procedures
for Industrial Security Hearings," Industrial Security V
(January, 1961), 46-48; and Kenneth Culp Davis, "The
Requirement of Trial-Type Hearing," Harvard Law Review LXX
(December, 1956), 222-232 offer some observations on this
situation.
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who are qualified . . . shall have the privilege."9 Others
argue that it is a constitutionally protected right, and,
therefore, the traditional safeguards of due process must
be applied.1° The courts have invarlably strayed from
establishing specific guidelines as to what due process
entalls 1n security determinations. As Davis states, the
"right-privilege dichotomy is too crude for consistent
application, and the courts have often sought and found ways
to circumvent 1t."''

Confrontation. Article VII of the Bill of Rights
provides that the individual "be confronted with the wit-
nesses against him.” This right of being able to face one's
accusers 1s a basic tenet of our legal system. Many belleve
that the use of confidential informants in security pro-
ceedings 1s debilitating to our national stature and unfair
to the individual in question. As Fred Cook expressed it in
his book, The FBI Nobody Knows, the "cult of the informer is
one of the most pernicious a great democracy ever was deluded
into sanctifying."” Complete cdnfrontation, on the other

hand, would deprive the investigative agencies of most of

9George Mac Clain, "The Industrial Security Program
of the Department of Defense, Securitz Clearances - Pro-
tection of the Rights of Individuals,” Industrial Security
VI (October, 1962), 72.

‘OSupra, note 5 for discussion on this point.

"'Davis, op. cit., p. 276.
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their sources of information. The issuance of Executive
Order 10865, dated 20 February 1960, was the latest attempt
by the Government to provide maximum requirements for con-
frontation and cross-examination within the limits of

national security.12

Standards. The standards for security clearance
used by the various industrial personnel security programs
has caused considerable discussion. Many persons feel that
the standards are vague and subject to considerable subjec-
tive evaluation. Others feel that these standards must be
broad because of the diverse situations existing from case
to case. Another consideration is that possibly the
differences in the standards are only a matter of semantics.
One author has suggested "that the question as to whether
the standards are different cannot be resolved by study of
the words in the regulations, but would necessitate an
analysis of how they are interpreted and applied in concrete
cases."!?

The change from the "national security"”" standard to

a "national interest"” standard is an interesting one.14 It

1225 Federal Register 1583 (1960).

1JLeon H., Weaver, Industrial Personnel Securit Cases
and Materials (Springfield: Charles C. Thomas, 196%4), pp. 32-33.

141bid., pp. 23-25; and Timothy J. Walsh, "An Analysis
of Executive Order 10865," Industrial Security Iv (April,
1960), 18 discuss some possible implications of this change.
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remains to be seen whether or not this change will be of

value to the industrial personnel security programs.
III. FINAL CONSIDERATIONS

These then are some of the problems and issues
facing the industrial personnel security programs of the
Federal Government. There are real dangers to be faced.
This country is involved in a form of warfare and inter-
national anarchy in which subversion and espionage are
important weapons. The needs of national security are real
and imminent. One must not lose sight, however, of the
rights and freedoms of the individual, as this is the factor
which separates the democratic from the totalitarian society.

No doubt many of the criticisms of the Federal
industrial personnel security programs have been justified.
One finds in the published litérature many more criticisms
of the programs than justificafions for their existence. As
Leon Weaver has suggested, this situation exists "because
critics of the systems tend to write articles and security
officers do not."'2 It is, therefore, time for students of
the subject as well as security professionals in Government
and Industry to delve into these problems. Research and

study by security personnel will do much to rebut some undue

151p1d., p. viii.
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criticisms and to enhance the professional status of the
security field. Professional security organizations, such
as the American Society for Industrial Security, should take
the lead in encouraging and stimulating research.

It 1s felt that the key to solving the baslc problems
of the Government's industrial personnel security programs
lies with improving the skills of the individuals working
in the system. At all phases of the process (investigation,
screening, hearing and review), individual judgments and
evaluations are made. By availing the individual with
training and education, we can better equip him to make the
necessary evaluations in an intelligent and enlightened

manner.
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